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ZBRSSERECS e T

o MRBFEBNEHMZLBNRLAMN, HEFERAMATLR . AMEBHE . 2T @A K
HrmE,
6. REFEZEUNZ2HMN, BHEEITHRE.
o MEAREREAMN, BEENFMNZ=HINN,
o REHAMNMNNARG, BESNL=HAMNEEE T,
7. RERBZEUZZ2ENMNE, BERE.

2.12.4. REZLZELARN

MREFEXN—NE LWSHTHNRSAMN, BOIUERERRNZLAFEAEN, BERXR2EAM
W, MRIHAZLAMNX L EWSFETRARZN, BoIUALBHBIERZLSHMN,

Bl iR
o RREAS5ERRZSALFER—MES,
o RREASERRZEADFNE—FHRLELE,

BRiER

EEZE2EMNZEE—TRZAENAN 2 EHE 2 MEFEN BirT2EANNZRE,

o AR . XN, RAERZE2ATHIRERZLEPRENAN, AERZE2ADHTINRAEERR
SADAFHMAN, FREFEE, RRLEAENANEBIRZLEENNANZLHEE,

0gﬁﬁﬁz&%Eﬁﬁéﬁ¢#ﬁmﬂW%Mﬁﬁ§éﬁi,@%ﬁﬁéﬁ¢ﬁﬁﬁﬁﬁéﬁ$ﬁﬁ%

2ELLR
BRSNS SN [R=sA
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Ze- eyl ZRRSSERECS

BB 5L R
WE. BFRLALTANNAE EAE

T

OFY:

RRZEAMUEUTRE: ENRREAPNREGRARNRZE2EAN (KEHXN110) , RREELE
BIBZEMN, ®FEE, RE2APHNANTESSTBEAR. MREFEXLRZLAMN, EFHE
ZAEMMN (LK o]LIRA100) .

BRESE
. BRECSEEEH A,
. BEEMSME, EEMESLE > T24H,
. ETREBRRELEL AL, ERiiE,
ERSANEFRRET, HIAFTEXFERSAMUNELHE, BHRIESTHERAN .
ERERUHEER, TRUTRE.

i EREFRREE, ENRRESEXASRELEARERA—HNMN,

il. EFRR R SR

» NEBFERZLASENZLARERES —BOMN, BEELIWER,

» MEBRBEERLT2ATFNABERZT2ATABNAN, BFEEHSER.

—_

u b W N

iii. EERER.
» ZFEERNERBERREEPAENNAN, TEEEBEREERAER, XBAMUHS
WRMERR2AP,

» A2ERNEERT2APRENMN.
n REESEHER, RASERZTEHAPHRXESMN,
s NREFHHER, RREAPXEIAVNERE.
v. WINEIRE, REHE.
ARG, ERMNUNEESBHXA,
RITER
Ex2ASNERD, RIRNTHEREFNERZSE, AREIGD, RERERAVNHAANZSARNTH, &
EEHMENRESHMN,
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2.12.5. S =£AMN

ZLEMUXHS NG, CTUERLATHRSBNN S RSONIARCSVIH, BFABES.
BRIES R

1. BRECSEEEFIE.
C EEMNEME, EEMESRE > RE4H,
. EREBRELL AL, EEME,
. ERLANET, KIAFESHZLAMNNTSE, BEREFTHREMRN,
CEFERNXE, BESH, HFRERTFOXHRR, THHREFIIAM,
o JSON#&Z{
JSONX 42 MNRBI A . ecs ${region id} ${groupiD}.json

{&Ri&regionID2E cn-qingdao, groupDEsg-723, SHBISONEZ RN Z ecs cn-qingdao_sg-123.
Jjson,

o CSVIE=
CSVXEan B MM RPN . ecs sgRule ${groupiD} ${region id} ${timej.csv

u A W N

Ri&regionIDE cn-qgingdao, grouplDEsg-123, time22020-07-20, SHEICSVHEZFRNZecs
SQRule sg-123 cn-qgingdao_2020-07-20.csv,

2.12.6. SAZTEAHMN

ZEAMNUFSADRE, BUTUESHNZTLAMUXHESANEZLHD, RECIBHIKELZSHMN.

ERER

REAXFSAREMENZ AR,
ZBOUURESH, SHSONFKCSVRRNZEAMNUAENER., MRAFEEEXREAMN, BREE
ABRXHERB.
BESR

1. BRECSEEEZGIA,
- EEMSHE, EENZEE5RE > RE24H,
. AR B E FRL, EEME,
EREHRNEY, RAFESAZLENNNESEH, HEEIETERERN,
CEHERNXE, BESARSARAN,
ESARSARMMNMEED, BEIEREXM, EFAMAYYSONSCSVIH,
SHEEPRBSEHERTMERAN, BRUTER:

o MELR., MRBFESAKKIMN, BRITLLERIFEIESER LEERXKER,
o SAMNEE.

L

o v~ WN
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@ e SANZLAMNREBIT200%, BEEFGAVSSNEK., SANFAURE?
HEEREAN,

7. BEHRHBE A,

2.12.7. HprR=ZE£ AN

NEEABBEBIRERLANUAFRRIFERSANLH, TUMBRZSERN,
BRELR

1. BRECSEEEZHA,

. BEMNEME, EEMESLE > TE24H,

. ETREIRRLEAL LR, ERiiE,

CEREATRET, RIFEMRANNZLE, RHERENTHREAN
. IRERSANNELEIERERE,

o MBAEENE, BEBAFAZLAME,

o MRNEZHNE, BEEATD. HAE. AMATEFIAMNEG @,
6. KEIFEMROLLHEMN, BHEIES THMER.

7. FEBEBHEEDFIRRRER, BIALRE, BEHE.

BXXHE

e RevokeSecurityGroup

u b~ W N

e RevokeSecurityGroupEgress
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3.SSHEAX
3.1. SSHZ4AXS L &

FIERSSHEPRNZE—MREERNERINEL, AAPMAPEMN, NHFFLnuxsELl,

SSHZE A N A

SSHESAXHE I MBE X E R —X 22458, BRAEARSA 2048 MB A, E1EASSHBRA T B FLNuXE
B, BBAEOE—NDEHEN, HECERLHNEERHANAECIEZLFEHEREXN, REERMPER
SN

I BIRSSHEEAX /S

o [ERSREFSSHEHEN N AHEES . FELNUXSEHIE, ABRBMIE~/.ssh/authorized_keysXAHA .

o MEETHHZEFRENA., FAAFEARMBZBIIPEM (Privacy-Enhanced Mail) HRIBEY pres#s &R,

heaem s

HRTAFEMBBINELSR, SSHERNEUTMRE:

o oM SSHEAXNBRINEEARSTSE,
o BN RLBEZRSTEMAFLOSL, TTLMBERNIRERM .
o ATJREBEIAHESHAEA.

o fEREM:
o MRMBAMEEELNUXERIF, BA, EAMHEZIII—LFIP, BOTLMERMBEISSHBLSH
BHXTREERBRELS, MAZTEZRANED,
o EFZEERAELNXELS, HEEE, IREFEMEHIPSSLNUXEA, HEERXMLAE
R

=R R

E A SSHE A B I TR :

o WMRFEASSHEREXIERLNUXIA, BEEREBRER, UREeXeM,

o {XFZFELiNUXSLH

o HHI, ECSRZIFBIE2048fIAIRSAZH

o —NMERSE—NMIERZ TLHB 500N E X,

o BIEFIEHEBANN, —ELnUXIHREDBE—NEEY, NRENILACHEBAX, BEMNE

PENSBRERNEBEAYN, NMREEERAZSIMEANERIANER, TTAEICOIRNESFENER~/.55h/a
uthorized_keysX 1, HRMBNEHEI,

o EFENIAMEILEERASSHERN ., FBESLCFEH AL,
o HETHIFEREER, EXFRSAETYP ( rRunning ) HHERERHPZAY, CREEELAER
EER,

=)W
SSHERNMER AN EE:
o FHECSHERE, BUIAEXFRSA 2048UIMZEA R, EMIRIE, B2 NEIESSHEE,
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D #E NMBEENBENHEECGENR, BAEERERSANN, ESUTHHZERERE. X
ZEANBER G LI, WRKENE, BBLTEZREIH,

o HIZFASSHEHANEMBEMEBSAECS, SEANBZHANDAZFUTE—FMZSR:
o rsa
o dsa
o ssh-rsa
o ssh-dss
o ecdsa

o ssh-rsa-cert-vO0@openssh.com

o

ssh-dss-cert-v00@openssh.com

o ssh-rsa-cert-v01@openssh.com

o

ssh-dss-cert-v01@openssh.com

[e]

ecdsa-sha2-nistp256-cert-v01@openssh.com

[e]

ecdsa-sha2-nistp384-cert-v01@openssh.com
o ecdsa-sha2-nistp521-cert-v01@openssh.com

3.2. EHSSHZEAXS
3.2.1. SI#SSHEZAX

BIREANE, RAKENTENE, FEZERE., EABENPEECSIHE, NRREBFMEB, BEX
EBRIZECSIH, BME—MIERS T LAEB 500N EHAXN . AXNBUEEECSIEH & L EIZSSHER
Xt

BESR

. BRECSEEEHA,

2. EEMSHE, BENZESRE > BHN,

. EREEREEAL AL, &R,

. BEAIERBEY.

. HRIERENTE, RAMUTRE.,

—_

u b W

BCEIN biiipay

BHENERIENETRANES. KEN2~128MFER, FELSHKT
BHEN BN RRYFHL, RUESERFHPRNEXGS () . TU% (L) &
e (-) MES (1) .

WO UEFE U TE—RBURRAN ., BNCEFEHHEEAN, HR
BREMA.

g m o AMFREAN: RALHEHEDNREEN. JREASEENT
BIG, BREX—RTARBONS, BISEERERAXE.

o SAEBEHN: BULBTSABasetdRBHURNARNR.
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BCEIN biiipay

WO BENEE—TRRE, SIUNRRNSTHER, FB5EE20%

B4,
wE EAUNEAMBE— NSRS, ETRRODERE, HHES
MAREHLR,
6. BEWE.
RITER

BIEMINE, NR[EHN TRAMAXYE (FHSEH.pem) BIARMEBMK,

D #E AAXHRENRBANNAD THEANY, ECCEARMREREM. MR
ERBILEKE, BREZERE,

BESER

PIEBIANE, BFERENECSIARERAX, RETTLIETEZRAXNERECSLH,
o PEBANHNEMNRERIE, BSRIUESSHE AN,

o B BAXNERECSIAINRMAKERME, BSNETZHINEEFUnuxEfl,

BXXHE

e CreateKeyPair

3.2.2. B ASSHZHX

BREECSERIZFI aMEBAXI, NREELFAERAE=SIREMNSSHERN, TR ABSAR
Bx, ERHNBHAX,

AR &4
CHRESABHANNARER., BERFER, BBREELHESR,
E5ER
@ 308
o REE AP, BRREREFNA. EHABANHEECSTHIG, MEEENE, BELEER
ZECSLA ,

o —HECSEHIRBESA—TAHA,

— PMEKSE—TEERS T LUAB500MEAXY ., ESFE, BELssHEHETERAE,
SANHEZNAAUIER Basess &Y, BMAXFTFIMBL A PO—f:

® 153

e dsa

e ssh-rsa

® ssh-dss
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ZE-SSHEFAXS AR5 ERECS

e ecdsa

e ssh-rsa-cert-vO0@openssh.com

e ssh-dss-cert-v0O@openssh.com

e ssh-rsa-cert-vO1@openssh.com

e ssh-dss-cert-vO1@openssh.com

e ecdsa-sha2-nistp256-cert-v01@openssh.com
e ecdsa-sha2-nistp384-cert-v01@openssh.com
e ecdsa-sha2-nistp521-cert-v01@openssh.com

BESER

1. BRECSEBEFIE,
EENEME, EEMZERL > BHAN,
ETREPE B Lk, &R,
REMNEZBHEN.
REFENER, HERSACHEERX.

ok wnN

@ e BENEBRAEES. BN, BHASERRBENEEE.

6. EAPHABRXSMED, MAZESANAH.
7. BERHE.

BELR

48 E SSHZEA XY

XX

e ImportKeyPair

3.2.3. 4pEESSHEZ AT

RO LA U SEAI BHE ESSHETAXS, th o] ATE QU2 SLAIFHPESSHE AR . AN B B SLH/F4
ESSHERRX , INRECSLAIREFERBBIANE, BEBRENE, BBEIESRBDNEN.

dﬁ“%%l@\
IR BB IEN, —BECSELAIRBEGE—NSSHE RS, WRECSSEHIEELIE T SSHEAXY, SEFH
Nia, FRPaMmBEREFNEH.

@ B8 FELINUXSZHIth, NS BURTETE ~/.ssh/authorized keysSKHER , SBIHE R AASHE, #5T]
PURIIZ N ZEN S ERNENERAY, ERESLHANEEREHEX,

BRIELR
1. BRECEEEHA.,
2. EEMSHE, EENES5RE > BHN.
3. ERERERE LA, HiFihE.
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4. REBERENZHEY, EREIG, REHEEAN.
5. FEERECSEHI=t, BPREDEIZBANMECSIHIZIR, RH>EiR, BABEEES,
MBERECSEHI=PNECSIABRETARE, RRZLHIAWindowssEH, RZFFSSHEHRT,
6. BEMRE.
7. MNRECSEAILTFEITH (Running) K7, ERIFIEBEENR:
i EEMEME, BEXLHSHER > IH,
i. WEBERENIH, EREND, EEES > TARS > ER,
ii. FERIHHREP, RERE,

BESR

o ECSSLHI4RESSHEAXN G, Mt LABE SSHEARSERECSSELA], BRIEME, B2 ETEHINMEER
Linux3C41 ,

o MRGBHEAEEANZEREATRHAERELA, JMUESEELHZHBLN, NMREDERBNZE
EETXAZN, ERAZANTANERZBLNIEERTY, EEXLFBBBESNE=E 020,

B K 35

e AttachKeyPair

3.2.4. BYSSHEPX

RN BIEEECSIEH & _EMBEHSSHERRT

W

AR &4
SSHEEAXT E40%E 7 ECSSLR, BARIE, BB ESSHE AN,
BIESE

1. BRECSEEEZHA,
EEMSHE, EENESRE > BHEX,
ETREPR B Lk, ERiE,
KRIFERIENBEN, EREID, RERBEHEY.
EERECSTHI=D, BPFEMPMECSIAIZIR, BE>EiR, BABERED,
BEWE.
MRECSLFIVFBETR RS, EELOAEREER.

i EEMSHE, BEIHAEREK > Lbl,

i. WEIRERIENIAH, EREDDP, EEEL > THRS > ER.

i. TERXLHBEF, REWRE.

BEFZ R

BBBENZE, DAEELL BB S EFEMA oot BH AR BRI, BMERIE, BEAEE10%
ﬁgo

N o vk~ w N
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@ e MBEEBRPBANZHELEETLABH, UBHEAENZE, TUEEERAERARE
xR, AEBREEXLHEHE.

BXXHE

e DetachKeyPair

3.2.5. MBRSSHEZ AT

MIBRSSHERXN EARTIRE, EREEEAZBEHANNILARZZN, LEAERPNASETHMRNEA
POE=F 78

CIE+ S5
BHFECORT SSHEPN . BRI, EBMOIESSHERN,
BERER

AEMBRSSHEAX Z /T, BMEETHRUTER:

o MRENZHRNELHESLS, MEEMIRIRBHEILE, WIRE, BBAEBRERNEREIZEN
X, B, QIZHEABAXNE, WARDER, EHASREZANERFE.

o MNEMEHNZHANEMRBIARI ELPIHECELMLLH, WIRE, SNULUERERNEREIEZHEX,
BRELER
1. BRECSEEEZH A,
EEMSME, EEMES5RL > BHEXY,
EREpE LA AL, kRt
EP—PHS N FEEMRNZHEI,
. BEER,
P PE

e DeleteKeyPairs

3.2.6. BEAHER

MRERIRE—HECSERBRNAAXMY, MAMNEEAAXGNER, BULBEIUT=AXEE
HRBAHPER.
A AWindowsEER S

TALATERE, BEERAPER:

1. BEIPUTTYgen,

2. Bfload,

3. E3F.ppkE.pensit,
PUTTYgen& ERAHER.

AMHLinuxHMacK %

i&{7ssh-keygentis, HIEE.penXHHKE,

voA W
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ssh-keygen -y -f /path to key pair/my-key-pair.pem

@/\%ﬂrlu\ ’ X{uyu—rﬁﬁ-/j_\

ssh-rsa AAAAB3NzaClyc2EARAAADAQABAAABA****+GFI9q7rhcovYrExwT4WU4 fsaRcVXGV2Mg9RHex21hllau77Gkm
nIgukBZjywlQOT4GDdsJy2nBOdJPrCEBIPxxxxxxxxxX/fCctNUKjcmMMOA8YUT+sJKn317rCLkesE+S5880yNdRjBii
Uy40kyr7Y+£gGVASOHGMXZQPpkBtojcxxxxxxxxxxx/htEqGa/Jg4 fH7TbR6CYQ2XgH/hCap29Mdi /G5Tx1nbUKuIHdIM
WOPV ] xxxxxxxxxx+1HtTGIATIRG1riyNRVC47ZEVCXXXXXX

@ '\lﬁﬂﬂ ﬂﬂ%‘%ﬁ%%ﬂ&, ﬁ%)\f_fﬁ— chmod 400 my-key-pair.pem ﬁ%ﬁﬂﬁz*ﬂﬂﬁ, ﬁﬁ'ﬁ{ﬂﬁ,@:jﬁﬁﬁ
Bz,

EXPRBEELAAGE
NARBIE ~/.ssh/authorized_keysSXHER , ELHAITHZIXME, NREAHER.
3.2.7. RME B R ZBAN
FELNUXZHIAER, BOILURMSNEEX, RIFSNBHNIHIEZEE ., BB ASRNENZHR.
IR s
BHERCERFZANNAAER. FALBES N5 29E8,

=1 —
55ER

FELNuxEZFI, ANRERREE~/.ssh/authorized keysSTER , BB AFNME, BOIURINS N 24

NRBERABNRAX

@ 38 EEHABEN, SARIBPE—NBEN. NREREE—BEY, BNGHEBEY
EHaRTHE, FASRESAHESSHEAX ,

BESER
1. ERRBNEENERECSIA),
2. i&f7vim .ssh/authorized_keys&n &4TF X4,
3. AN EBRAPER.
o MMAPER: ERENLAGEERETARMMNAPER, HRE.

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCyYs3aOkFml1Xh8iN01ijeQF5mz9Iw/FV/bUUduZjauidalkQ
JSF4+czKtgMAV38QEspiWStkSfpTnlg9geUhfxxxxxxxxxx+X]jPsf22 fRem+v7MHMa7KnZWiHJIx062D4Thvv2
hKfskz8K44xxxxxxxxxx+ul7IaL212ri8q9Y¥dvVHt OMwSTpCKkERWGOBPEL1Y8vxFb97TaES5+zc+2+ef foxxxxx
xxxxx/feMeCxpx6Lhc2NEpHIPxMpjOvlIytKiDfWcezA2xxxxxxxxxXx/YudCmI8HTCnLId5LpirbNE4X08Bk7
EXZAxxxxXXxxxX/FKB1CxwlThGMT filxxxXxxxxXX imported-openssh-key

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDAlrdZwV3+GF9q7rhc6vYrExwT4WU4 fsaRcVXGV2Mg9RHex
21hl1lau77GkmnIgukBZjywlQOT4GDdsJy2nBOdJPrCEBI Pxxxxxxxxxxx/fctNuKjcmMMOA8YUT+sJKn317xrC
LkesE+S5880yNdRjB11Uy40kyr7Y+fqGVASOHGMXZQPpkBtojcxxxxxxxxxx/htEqGa/Jq4 fH7TbR6CYQ2XgH/
hCap29Mdi /G5Tx1nbUKUIHAMWOPV ) xxXxxXxxXX+1HtTG1AIRG1ri yNRVC47ZEVCG9i TWNGrWEFVXX XXX XXX XX
/9HIMPCO1Xt2 fxxxxxxxxBtmR imported-openssh-key
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@ e MEADXHPESIANPER, VERAENHNSMABYLEERIN,

o BHRAPER: WRIMBNAAGR, FMHFNLABER, HREF.

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDAlrdZwV3+GF9q7rhceovYrExwT4WU4 fsaRcVXGV2MgIRHex
21hllau77GkmnIgukBZjywlQOT4GDdsJy2nBOdJPrCEBIP6t0Mk5aPkK/ fctNuKjcmMMOA8YUT+sJKn317rCL
kesE+S5880yNdRjBiiUy40kyr7Y+fgGVASOHGMXZQPpkBtojcV14uAyOyV6/htEqGa/Jgd fHTbR6CYQ2XgH/h
Cap29Mdi /G5Tx1nbUKuIHAMWOPV)GACGcXclex+1HtTGIATIRG1ri yNRVC4A7ZEVCg9iTWWGrWEvV1nIOE3Deb/
9HIMPCO1Xt2 fxxxxxxxxBtmR imported-openssh-key

REAMNFAPREBERECSES, RRAMREZRBZAMI,

60 > MA4RRA: 20220708



=PRSS ESECS Ze EESHMBUR

4. 2B FANE
4.1. iFEEHFIRAMS NG

WEEFIRAMBTAAR. ZRFFHEESHHETEHRTFERLEANR, AMEHXHERTRIE
I

BShER
HEEHRAMP IS HEIESLESH (RAMAS, RAMAPA) MENSH (RAMAE) .

o RAMAFEHRENERZBMIAITEE, RAMAFAN AT EIRFHEENRAMARF, RAMAFFIRAMA
PAMYTTE RS —ANRREE, RAMBFPIUNNEIVRNAR. NAE, ESENEEARRNGS
t, BREERAZENERKSHNEBENZRER, FIWNBEENLEE, FARAMEFFRAMAF A
R RNIR, BMEREHENZEE, BASBRMNEZKS THREER.

e RAMEBEHRENSH, tJAREF—HNREREE, ERRAHENERBHBRIHIEHE., RAMEEEE
H— 1 ZENIENE, ZLAENERAMA BN EARSRAMAGHNIR., A RBENHARY, AZ
1.=.E’J=HZIS (BIENECSSLf) HBERAMAES, ZITMRTILAEFSTS (Security Token Service) IRBY&EIETH
BEM =T REAP, BREAccessKeyEEREEXH DI ESBIRIE, FiLAccessKeyH &£,

RIREE

WEEHRAMBE SR REHERERNEAGRE, NREBREFEENEATE, ESER, BELEE
EEATZE, NRAMAF . RAMBFA, RAM%@,?MI] ANRREE, TLEERRITEEERR.
IREREE 5 N R G REEFN B E SR,

o AAKEE: MEZMEXNNERNIRRKE, BREEAREEN., BHRIRSBECSHXN R A RN
T
o AliyunECSFullAccess: mERFZ|ECSHEENIR, SFCNE. BF. MREXTRZRE,
o AliyunECSReadOnlyAccess: =RRSSZRECSHIRIENIR, RUEERXEE,

o AliyunECSNetworkinterfaceManagementAccess: #EMN-RINEENIR, SFCIER. 5. MEREHE
WREEE.

o AliyunECSAssistantFullAccess: =HIFHMLWEENIR, SFLIE. 7. TE. HR=NFRSE
#B1E,

o AliyunECSAssistantReadonlyAccess: ZHIFHLNRENIE, RUBEZHMFHSEXER.

o AliyunECSImageExportRolePolicy: S HECSSEAIHREr R HIMPR, ©151E0SS Bukecet, EE0SS
Object E1&1E,

o AliyunECSImagelmportRolePolicy: S ANRHKRFTHINIR, BFEIEOSS Bukeet, EOSS ObjectiR1E.
o AliyunECSInstanceForyundunSysTrustRolePolicy: Z 41 5m 7Y SL45{E A 2B = o] {5 RS AT B HUR,
o AliyunECSDiskencryptRolePolicy: 1% = &7 E IR .
BEZRAKRBFEBER, BERZa5870,

o HENKE: BiRFETUEMEFrNNIRRE, XTFEENXKEBNEENMRE, B2L0EEE YR
%EQ*DTRBE%WZ/T@ ERE,

M 7~ B

ENAERES R T ERERNER:
1. NEENRNEEERNIMIEIZESYysAdmins B A, FHIFMIURER, BPRTRERENKIR.

L

> MHRRA: 20220708 61


https://help.aliyun.com/document_detail/93738.html#concept-xg5-51g-xdb
https://help.aliyun.com/document_detail/273911.html#concept-2093978
https://help.aliyun.com/document_detail/93733.html#task-glf-vwf-xdb
https://help.aliyun.com/document_detail/210969.html#concept-2067318

Ze- BEESHANR AR5 ERECS

2. AEEFERRRNRMEIZEDevelopersFFPH, HRMRIRRE, R FIEAStartinstance,
Stoplnstance. Describelnstancesi% IR,

3. NRTIEIZRAMAF, HERESERMUMABFPA.

4. AMBRELREES, HMNRRE, AENMRARAFPOPHIEARZREEWMES, WELEE R
iR

5. IREAARARWBRNUTEARASIER, S ERAMAF MDevelopersF P A% 1 ZISysAdminsF 4R

o

6. IR DevelopersAFPEMNRAMBFREEEANIR, BXAFPANSIRRIEEN T NAZIBEFATHNFRE
RAMAF,

NECSLHIHPERAMAE, REETFSTSIRNEIELBEMIER~m:

e AliyunECSImageExportDefaultRole: HECSIHIBEZAHER, BITIREGS HECSIAHIFRBRETFLINIR,
X B B9 BRIAA PR S5 B 9 AliyunECSImageExport RolePolicy,

e AliyunECSImagelmportDefaultRole: NECSEHIHPEZAET, ATRESNEZRATHMNIR, X892
N PR S5 8% 9 AliyunECSImagelmportRolePolicy

e AliyunECSInstanceForyundunSysTrustRole: AECSSEFIAEZAEE, MuKSERAMNERTEREM
THINR, 3T E BRI IR SEB& A AliyunECSInst anceForYundunSysT rust RolePolicy

e AliyunECSDiskEncryptDefaultRole: AECSEHIHEZACRE, BITIREGMESEMFINR, XA
INX PR % B& 9 AliyunECSDiskEncrypt RolePolicy ,

LEER =
o (HARIEH

4.2. BZRAMAFEHIEIRIAGID

EMERERRENFET, RIBIFNIRESIRER, BoAIZSMRAMAFRPHAERFARENE, S
MABRAMAFR I UANERABANER, NMESEENXR, BREERHEXKL., KXNBWNETEIERAM
BAPHBRFEERIRREE, NMREXN=RSB/ECSHERNIFIE,
BRELR
1. BIZRAMAF,

BRBME, BEROERAVEF,
2. (TMiE) BB ENKE,

IﬂiiﬁﬁiTiEIﬂEHE%ﬁ%ECSL’Z}ﬁE’]/’%ZfE%Eﬁ E%%E\, BERAEEETI .. MRAGREREE
WEER, BTGB EXEKE, BARME, BEN0EETE YRR,

ﬁULEEX%H%ET MERSERERMARS, StatementZE# THIActionflResource SEEVE IR
BB, BE2RswsE, BEESHEUEIRE, B8 MR ERIE NS,

o MIARERERG—: ARFRAMAFCIZZEMELL,
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Z=RRSSARECS

Z2- EEFHANNR

Allow",

"ecs:DescribeImages",

"Statement": [
{
"Effect": "
"Action": [
"vpc:
"vpc:
"ecs:
Yecs:
"ecs:
Yecs:
1,
"Resource":
}
1,
"Version": "1"

DescribeVpcs",
DescribeVSwitches",
DescribeSecurityGroups",
DescribeKeyPairs",
DescribeTags",

RunInstances"

wxn

o MARERERA_: ATRAMAFUZEFEASLS, HdbssiHXAPEERTEEATEFE

ﬁ'\LT$, EX?ME@%%%%%] AliyunBSSOrderAccess

"Statement": [
{
"Effect": "

"Action": [

Allow",

"ecs:DescribeImages",

"vpc:
"vpc:
"ecs:

"ecs:

] r

"Resource":

] 14

"Version": "1"

o MIARERERF= RIFRAMAFEIETECSEAFEENLAMREFRER.

DescribeVpcs",
DescribeVSwitches",
DescribeSecurityGroups",

DescribeKeyPairs",

:DescribeTags",
:RunInstances",
:DescribeOrderList",
:DescribeOrderDetail",
:PayOrder",

:CancelOrder"

"W
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"Statement": [
{
"Effect": "Allow",
"Action": [
"ecs:DescribelInstances",

"ecs:DescribeDisks"

"Resource": "x"
}
]I

"Version": "1"
}
3. #FRAMAF I8 = AR B I/ECSTIR AV PR A BE
BRBME, BS N ARAMA P,

RESER

TRENE, BTLMERRAMAFREREFISRFEERTIR. BAERE, BERrRAVAFEZHERRA,

4.3. [RFIRAMA F €l 72 ECS 4 iy 61 7
Default VPC

BT PR 4% CreateVpc APIRETSFR4IRAMA F 82 VPC B 27E I ECSLHIBY, RAMAF IR 2 AEBERBEAN
VPCEH R 4 Bt #Def ault VPCHIVSWitch, HEEZERFIRAMA F 8IZECSHY I Default VPC, TILLE
i8R HIRAM (Resource Access Management ) B EENX RIS, BIIAI, &Eo]PAT R HIRAMA
P YRR B VPCEYEE IF B # def ault VPCH AR ECSIBE 5,

%%EI@\

ZIRSEECSIRE TRAMA P RLMA B WS Z B R EIRIE, W FAlyunECSFuUllAccess (EIRECS) R
BIRAMA P BRARB BIZEECS, BEHECS, ERECSENIR, MERFERHIRAMA Al ;& 5 VPCH
2 el default VPCHEIZECSHINRE, FFBEMMNIR, oli@EdiHTiRFRAMEE X REERLHN, EEF
RAMAFRIR, BSREERAMAFHIE,

BRIES R

. ERARERKSERRAMIZTIS,

 REMSHE, SEUREE > RIREE,
AR RE, LEORRIRENR,

. EORRREERE, 2EWARERS,
CBARBRRBRS, AREET—5: KREEXER.

u A wWw N =
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"Version": "1",
"Statement": [
{

"Effect": "Deny",

"Action": "*",

"Resource": "*",

"Condition": {

"StringEquals": {
"vpc:CreateDefaultVpc": [
"true"

]

}

6. ERAFERKXE, WMANREEERNEE,
7. BEWE.
8. ARAMAF#EM,
i. (ONE) SIERAMAF ., BRERIE, BSA0IERAVEF,

@ 3B MBESZOETRAMARS, TRTZSE,

i. EEMSHE, EESHEE > AP,
i. AP RE, 25 ERRAMAEFPR/EZHRMAR .
v. FEARMAPRER, ARAMAF MR,

EEDURBIT:
e &I A
BEGEE EERENRIKRS, RRXNHNRNEEEA2BINR,
BRER AFRFEEL—FEZFNERRAMEAF, EEHREES,
. B ENEKE, BEEZAICIENBENERE, BERNR SERN
HEIRAR )
XiFiED,
v. BERE.
vi. BEHETMK,
RITER

LRI B VPCE, ZRAMA FEITEH S HAPIBIZRECSE, BRERNT:
o B ITI4ISQRECSH, SR THIR,

> MAghRA: 20220708 65


https://help.aliyun.com/document_detail/93720.html#task-187540

Ze- BEESHANR AR5 ERECS

x
EieEIRSE=fF, BEREELIIRSANE RAM EEI5E,
BliERE T EFIE IR Action 9 ecs:Runinstances,
gliEasa B FfI=EERE Action Y9 ecs:Createlnstance, &
=118, FIEMNE Action J9 bss:PayOrder
Requestld: B45C3457-ACD3 EE0724935
IS ETE:
IREFEE Exlss Sk
o j&EiTi@ M CreatelnstancetllF2ECS, SRR THEIR.
7 lines
2 "ReguestId": "312F33AF-DE95- SAG3ITAFL",
3 "HostId": "ecs.cn-guangzhou.aliyuncs.com",
"Code™: "Forbidden.RAM",
I".’-1essage": "User not authorized to operate on the specified resource, or this API doesn't support RAM.", I
5 "Recommend”: "https://next.api.sliyun.com/troubleshoot?q=Forbidden.RAMEproduct=Ecs"
70r

4.4. BERAMA & FEHI&EREH O
4.4.1. §EiR

IHIRAMA B AIFEE— R BXEEIECSEA, ELFRNIEFSTS (Security Token Service) B EIIE
BEEMEFREAP, IR EIEERAMETR. o] URERKSAccesskeyZ €, & o] LAME B R H)
RAMSLII S A IR HI AR EIE,

Rz 17 =

ECSLf LHEBENNAREFER@ERFET, BEZKSHERAMAF MAccessKeyih @ 2= EHM =&

(5)%00SS. VPC, RDS%) MIAPI, AT H{EMBEMIER, &9 AP EEICAccessKeyEESLHID, 0
SEESEXHD, XA EERRES. HEESSMMEULIFERBE, LHRAMAGAERLETE, 4
WNTEECSSEBI P ERSTSIRRHEIE R R E =N HMB RS .

ECSSLIRAM (Resource Access Management) F&ILECSEAIERBELEMRNAE, MM Lh—
AR, XTREHNFRAMR, FSLRAVEEHN,

L%

ERSLFIRAMAE, RTTLL:

o EHILAIRAMAE, KAGBMECSIHIXEER,

o ERASTSIGEEIESERMERNEMTRS

o AARNLHEFEERRBENKRBNAE, FEMNNARNZREEGARNFEAMNR, THERBHK
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=PRSS ESECS Ze EESHMBUR

E R BRIZH

o THBITEXHIPREFACCessKey, B EXAENRREN ] RERIR, REEM AP ECSIAIFTIRERIN
B4R

T2 FS
BT BB S BECSLAIRAMA & R HSMNI A,
155 FA PR 751

£ FASEIRAMA B 77 0 TR -

o LAIFIMELBRRMEERMEVPC,
o —HECSEH—RABERF—PLHIRAMAE,

e SRS
o MRLHETHIBSTSREEIENTRS, HBRZERAMNZ S,

o MRBETHRUMMIKIDEM=RMAPI, FSREHTLHIRAVE &I B EM 5,
o MRHERMIGIHRNT okenBIEXER, BSLIREGETENT oken,

4.4.2. BFSLHIRAME B

AXNMBTMEAEES QR RNIFRAMAE, HRHERFECSEA,

IR 3G

o MELFERAMERS, BEBER, BERTEN A,
o F?&%;&WJRAM%@E’]ECS;&@ MR LB MR EAMEVPC,
o MRHRZBEIRAMAFRIEARRY, BEEZBEIZKSENRAMAF AT ERIARAMAER, Bifig

£, B NENRAMAE FERLFIRAMAE,
BERER
o —HECSEH—RRBEFEF—PMLARAMAE,
o YIMRAECSLAIRT TLAIRAMB RIS, HABEECSLAIRNBHRENNBRFEDIH BT RNAPE, &
= EEE LA B IR B FIRAMA B B IR BT 24X T oken, BME(E, BE IR EUG AT oken,
BRELR
ARGIER TR SERAMIZHI G EIZ— P IFIRAMAE, FREE FECSIA):
1. ZB—: SIEIFIRAMAE
2. B ARAMAEE TR
3. ZB=: AXHIEFRAMAE

SR—: tIEZLHRAMBE

BT BIE 25 RAMER S & 1 — N SLAIRAMA €
1. ERAERKSERRAMEIA,

2. EENSHE, ERIHER > RE,

3. ARBRE, LERASG,

> MHRRA: 20220708 67


https://help.aliyun.com/document_detail/28630.html#concept-ofk-yt2-xdb
https://help.aliyun.com/document_detail/54579.html#concept-54579-zh
https://help.aliyun.com/document_detail/127171.html#task-1358023
https://help.aliyun.com/document_detail/28633.html#concept-ujy-rj1-ydb
https://help.aliyun.com/document_detail/127172.html#task-1358024
https://help.aliyun.com/document_detail/127171.html#task-1358023
https://ram.console.aliyun.com/

Ze- BEESHANR ZRRSSERECS

4. FRIBAEER, RRUEILARBERAIMBRRS, ARELET—F.
fol B = AR 55 B FHRAXECSELAih a s SRR = RIR. RAMERERNBERRFEEE, IFEFH
ECS3LH,

ElEsE X

o EEIFIER 2 | EEAG 3 lEsepk

prici =l R e it
O AEEkRS
SRS M T AT LSRR RAMB RSN TR, SET R AU T
AL EE R ERE
® HE=BEs
RS ERAM AR A SN TSR
) Biyigams
SEHEEE, EHEESOT LRI IS SRS SN ETRES, SEERt Uik —
HRBESEANTER

i

@ 308

MRENRAMAEEEFMBERKS FXE, CIZEREFTEERAMACHEERKBERRS, &
T2 S E SR B F 3R A T ECSERSS RN KRS .

"Service": [

"ecs.aliyuncs.com"

5. BRAERBALERSAE,
6. IARBERNEE.

7. BERERFATRERE.

8. BERTM.

9. BEHEXH.,
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EERME, AERAVARHGEERRERRE YD, HIAREE S U TECSRS RINKRE.

BXiER

RAM FEER ecs-ram-test
=T

A EEATE 36008  @sE

REE SiEEREEE

E{SESRE
=EEE
19
2 "Statement™: [
3 {
4 "Action™: "sts:fAssumeRole”,
5 "Effect™: "Allow",
6 "Principal™: {
7 "Service": [
8 "ecs.aliyuncs.com”
9 1
18 1
11 1
12 1
"Wersion™: "1"

Co
i

$E": ARAMBEEFIHIR

RIS BE I B FIRAMEE 5] & 1B L AIRAME & — N RAIR T E B AR :

. FRRERKSERRAMZFIG,

2. (T) MBEFERRGAUR, TSNk D50 EE R IRERS TR E 2N ER,
3. EEMSHL, REHEE > e,

4 ERETE, B5EMRAMS GBI B HER,

5. FERMAURER, MERARREIEE D RO HIE A E B, AEHAURRIESR,

—_

@ #e  BAMEEMSHL, EEREEE > R, ERREKIIEDEEBMURS
BE 2R,

6. BEMAE.
7. BEXA.,

TBR=: AXHEFRAMAE
RUT S BIEECSIEFI A N —BECSLAIRFLHIRAMAE :
1. BRECSEEEFIE,
2. EEMEME, ERXLHAEEK > Lhl.
3. ETEEELA LRL, EiFtbiE,
4. WEIEBRIEWECSTH), EEEL > LHIRE > BT /WEIRAMAE,
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5. mHEYD, ERUIRFNLARAMAE, BEHETKET.

BRI ATEIZECSEAIEY, HAERS B E A KISEHIRAMA & B SEF)iE R E 8 2 17 B SEHRAMS
€. EZER, BEREAnSEL,

B X 3H

CreateRole

CreatePolicy
AttachPolicyToRole

AttachinstanceRamRole

4.4.3. EELHIRAMAE
4.4.3.1. B LHIRAMAE

2T T LHIRAMA RIS, 0] LRI NECSSE A ERSTHIRAMAB &,
BIES R

1. BRECSEBEFIE,

2. EEMEME, ERIHSERK > LHl.

3. ETREFBEEA LRL, EiFtiE,

4, ER—NELEFRAMABKECSTH, EEES > IHRE > BF/KERAMAE,

_______

=s ] =8 | TR
201947H26H 09:16 filliE B = IS =2 -
ws _ MTERERS
2019==7H25H 09:47
75250 Vot S S
iﬁi el s T
e TERAPEIE =i/ =4H
2019% | == W ERAMES AR
EE  gans mEEs
2019
SEREEEE FlesflzSE
=s
010%  EEREIEE SN
Zs  AECHEREE ==
20194 FHEAE 2 -
RS
BT =E | iR

5. BIEXRERET, EOARAM ABDTREEMIFIRAMAE, BEHENTIRLNRAMAE,
LEE R =
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e AttachinstanceRamRole

4.4.3.2. WEISLHIRAMAE

2T T LHIRAMA B, 0] LR NECSSAIIRE STAIRAME &,
BIES R

1. BRECSEEEFIE,

2. EEMEME, ERXLHASEHEK > LHl.

3. ETEFEREA LAL, EiFthiE,

4, ER—NELEFRAMABKECSSTS), EEEL > IHRE > BF/KERAMAE,

1;|

_______

= ] SE | iTREE
2019478260 09:16 A3 EEHHIE | EE -
ws _ MTERES
2019E7H 258 09:47 gl SRS
iﬁi SIS SRS
e = FFPEIE =he/=450
2019% | == W ERAMES AR
EE  gans mEEs
2019
1EREERAN [leEF 2t
e
019  EEEIVEDE SIS
7E  EEpEREE ==
20194 FHEAE 2 -
ARSI
BE eETEm =B | TeEE
5. BERBERKE, R EENTTIREISEHIRAMAE,
X3

e DetachinstanceRamRole

4.4.3.3. KRG EMNToken

BT RS SLHIRAMA E BV IR BT 24X T oken, ZIGEFIEAXT okeno] LAMATSEHIRAMA B NXRFIEIR, HE
ZIGEENTokens BE A M E R,
BESR

1. EREEHEECSEA, EEARIBS N iEE S R HAECS T EIERFIER,

2. WELFRAMA IR IZNT oken, BRIRLHIRAMABEIILZFRAN EcsRamRoleDocumentTesting o

o linix=HlH =PI TES -
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L e R A L I S B D S

curl http://100.100.100.200/1latest/meta-data/ram/security-credentials/EcsRamRoleDocum
entTesting

o WindowssEl#1T L FPowerShell&s £ :

Invoke-RestMethod http://100.100.100.200/latest/meta-data/ram/security-credentials/Ec
sRamRoleDocumentTesting

FREIRMENToken, REREIM TR,

{

"AccessKeyId" : "<yourAccessKeyId>",
"AccessKeySecret" : "<yourAccessKeySecret>",
"Expiration" : "2017-11-01T05:20:012z2",
"SecurityToken" : "<yourSecurityToken>",
"LastUpdated" : "2017-10-31T23:20:01z",
"Code" : "Success"

}

LEEBR =
o ECSSITHIRMIA

4.4.3.4. EXRAMAFP{EHXLHIRAMAE

MREFZEIRAMAFET. B, WEIXFRAMEE, BKEREINERIKSENRAMAF A FERT
HIRAMAEE, AXZRENERTHERIKS,

BRER

HITENRAMA P ERIFIRAMA B, RN FZNRAMA F 34i%Z SLHIRAMA & i PassRo e fR, H
th, PassRoleREIZRAMAF 8B HENTABRER FIINIR,
BESER
. ERRERKSERRAMIZEIE,
EENEME, EESHER > AF.
ERAPRE, 25EMRAMAFPEETISRFMAUR.
ERMBRER, HRAMAF RN,
BENRNBEEE.
n BARKS: NREHAIPERKS HER.
n BERERA: NRERENEREANEN.

_I

A wn

@ 38 IEERRABRERNIREXZRSEHREA. ESER, BEANEA
RANT RS
il. WANRIER,

BREFNTEZZNNRAMAF, RRASEHMEAHRIHNRAMAF, o] LURNEMRAMAF,
iii. FEEFNRXE, REHENRRE,
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Z=RRSSARECS

T2 EERSHNNR

v. EREARE, EAEXRIRKE,

BENSIN TR, B, [ECSRAM Action)sk R o2 RAMA F BIAUR,

.

{
"Version": "1",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ecs: [ECS RAM Action]",
"ecs: Createlnstance",
"ecs: AttachInstanceRamRole",
"ecs: DetachInstanceRAMRole"

]I

"Resource": "*"

"Effect": "Allow",

"Action": "ram:PassRole",

"Resource": "*"

}

5. REFRMAPRER, EEFNRXEREEENEKE.
6. AEMMRREBEIRIET, REFERFRAMAF BB EXRRE.

@ H EANREE, GEERERASEx, THEZER.,
7. BERAE.

8. B .
EP PR

e C(reatePolicy
e AttachPolicyToRole

4.4.4. B 3API{EASHRAMAE

EETBNBITAPIOIZE . BRIAIRAMBE, FHIGHISTIA.
AR

BRECCEFERAMES ., BSEE, BEelart.
BERER

fEFRRHNT
o NBHEHEME (VPC) MERRAECSIAIF gefEFAIHIRAMAE,
o —/ECSSEHI—RABERF—PLHIRAMAE,

EZREBESR

ENMN
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o HIMBECSLAHIT T T XAIRAMARE, HEEEECSIAINIIBENLARFPIHRRTREAPE, &
FEBEY I THIERILIRAMA M IRE 2 Token, BEZER, BRI EGI ET oken,

o MEMEZEIRAMAFEHLFIRAMAER, BEEBIMNERIKSHENRAMAFEHLFIRAMAR, BIK
B, BENENRAMAFERXFIRAMEE,

BIES R
BT APHE F SO RAMA €2 B2 E S5 BN T -

1. #B—: SIEXIFRAMAEE

2. PBRT: ENRIHIRAMAE

3. FR=: BFXHIRAMAE

4, ZEP: (0Mik) WEISLFIRAMAE

5. FBAH: (&) REUREIEZNT oken

6. HFBN: (T]ik) EBARAMAFERSLFIRAMAEE

TER—: SIEXLHRAMAE

E A CreateroleiZ ORI SLAIRAMA R,

R ERoleNameZ& ¥, HIMEEEE A EcsRamRoleDocument Testing,
RN T R B&IR B B4 AssumeRolePolicyDocument :

{

"Statement": [

{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": [
"ecs.aliyuncs.com"
]
}

}

1,

"Version": "1"

SR BRNLHRAMAE
1. @A CreatepolicyiE O EBIERE,
REMTSH:
o i&ERoleName&#{, #I80EcsRamRoleDocument TestingPolicy,
o RUITREZIEE S % PolicyDocument :
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Z=RRSSARECS

T2 EERSHNNR

"Statement": [

{

"Action": [
"oss:Get*",
"oss:List*"

1,

"Effect": "Allow",

"Resource": "*"

}

1r

"Version": "1"

}

2. EAttachPolicyToRoleiE OIS A B KL,
REWNMTSH:
o & E&EPolicyTypeZ#H Customn,

o R EPolicyName&#, I EcsRamRoleDocument TestingPolicy,

o i&ERoleName&#, %) EcsRamRoleDocumentTesting,

SR=: BFXLHRAMAE

AR AttachinstanceRamRolet& O AL FRAMAE,
RENTSH

o ¥ ERegionldXInstancelds&#35 E—ECSSLH,

o ¥ ERamRoleName&#8, #I40EcsRamRoleDocument Testing,

SRM: (TiE) WESFHRAMAE

MR DetachinstanceRamRoleiE QW EISLFHIRAMAE

REWNTSH:

e ¥ ERegionldXInstancelds2#1#5 E —MECSSEH

o iFERamRoleName&4y, 5N EcsRamRoleDocumentTesting,

SBA: (0E) RIGEERToken

O] ARG SLBIRAMES € BI IR BT AN T oken, ZIRBYHZANT okenal AT HIRAMA BRI R RIR, FE

Z GBS Z IR T oken= B EHAM M E R, BIFSRUT:

& JHEcsRamRoleDocument T esting &9 SL 4l RAM#A & B9 I B 24X T oken,

o LinuxsCHl: TS curl http://100.100.100.200/1latest/meta-data/Ram/security-credentials/Ec

sRamRoleDocumentTesting o
e Windowsstfl: BAMRME, 52 LAITiE,
KB IREHENRToken, REREAIT :
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T2 EESMHANR

ZRRSSERECS

{

"AccessKeyId" : "XXXXXXXXX",
"AccessKeySecret" : "XXXXXXXXX",
"Expiration" : "2017-11-01T05:20:01Z",
"SecurityToken" : "XXXXXXXXX",
"LastUpdated" : "2017-10-31T23:20:01z",
"Code" : "Success"

}

TEBIN:

(oTik) BIXRAMAFPERAXIHRAMAE

@ BB MEERAMA P E R SAIRAME BB, EA A RAME P X% SLAIRAME &
BIPassRolet R, EHoh, PassRolelREIZRAMAFREB HIEHITH B F IR T HNIE,

1. BRRAMEZHIE,

2. BRARAMAFEAEAIRAMAE , BRI, BB L ARAVEFEIT,

{

"Version": "2016-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"ecs: [ECS RAM Action]",
"ecs: Createlnstance",
"ecs: AttachInstanceRamRole",
"ecs: DetachInstanceRAMRole"

1y

"Resource": "*"

bo
{

"Effect": "Allow",

"Action": "ram:PassRole",

"Resource":

}

}

Hrh, [ECSRAMActionBE o] RAMBF IR, BESER, BE L,

BXXHE

X3
o IXFALFIRAMAE

mxn

o EALHIRAMAEITBEM A M

e CreateRole

e ListRoles

e (reatePolicy

e AttachPolicyToRole
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e AttachinstanceRamRole
e DetachinstanceRamRole

e DescribelnstanceRamRole

4.5. AR KRB

AXFHBRFBECSEARARBIFRE, #HETHEIRKREBSRORESER, BHiIURFEEEXR
PRERES .

AliyunECSFullAccess
EIE R RS RECSHX B RBR R BEIES

{

"Version": "1",
"Statement": [
{
"Action": "ecs:*",
"Resource": "*",
"Effect": "Allow"
3y
{
"Action": [

"vpc:DescribeVpcs",
"vpc:DescribeVSwitches"
1y
"Resource": "*",

"Effect": "Allow"

AliyunECSReadOnlyAccess
BESRSI|ECSHX TRINRRIRIFE
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"Version": "1",
"Statement": [
{
"Action": "ecs:Describe*",
"Resource": "*",

"Effect": "Allow"

"Action": "ecs:List*",
"Resource": "*",
"Effect": "Allow"

"Action": [
"vpc:DescribeVpcs",
"vpc:DescribeVSwitches"

1y

"Resource": "*",

"Effect": "Allow"

AliyunECSNetworkinterfaceManagementAccess
ST M R B AUR R B IS -

"Version": "1",
"Statement": [
{
"Action": [
"vpc:DescribeVSwitchAttributes"
1y
"Resource": "*",
"Effect": "Allow"

"Action": [
"ecs:CreateNetworkInterface",
"ecs:DeleteNetworkInterface",
"ecs:DescribeNetworkInterfaces",
"ecs:CreateNetworkInterfacePermission",
"ecs:DescribeNetworkInterfacePermissions",
"ecs:DeleteNetworkInterfacePermission"

i

"Resource": "*",

"Effect": "Allow"
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AliyunECSAssistantFullAccess
EERPFHSHRRRIEIES:

{
"Version": "1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecs:DescribeInstances",
"ecs:DescribeTag*",
"ecs:*Command",
"ecs:DescribeCommand*",
"ecs:DescribeInvocation*",
"ecs:StopInvocation",

"ecs:*CloudAssistant*"

1y

"Resource": [
"acs:ecs:*:*:instance/*",

"acs:ecs:*:*:command/*"

AliyunECSAssistantReadonlyAccess
BECHF IR RRIFE:

{
"Version": "1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecs:DescribeInstances",
"ecs:DescribeTag*",
"ecs:DescribeCommand*",
"ecs:DescribeInvocation*",
"ecs:DescribeCloudAssistant*"

1,

"Resource": [
"acs:ecs:*:*:instance/*",

"acs:ecs:*:*:command/*"

AliyunECSImageExportRolePolicy
S HECSE SRR AR R R BRIF 15 -
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"Version": "1",
"Statement": [
{
"Action": [
"oss:GetObject",
"oss:PutObject",
"oss:DeleteObject",
"oss:GetBucketLocation",
"oss:AbortMultipartUpload",
"oss:ListMultipartUploads",
"oss:ListParts",
"oss:GetBucketInfo",
"oss:GetBucketUserQos"
1,
"Resource": "*",

"Effect": "Allow"

AliyunECSImagelmportRolePolicy
SARERINRRIEIERE

"Version": "1",
"Statement": [
{
"Action": [
"oss:GetObject",
"oss:GetBucketLocation",
"oss:GetBucketInfo"
1,
"Resource": "*",

"Effect": "Allow"

AliyunECSInstanceForYundunSysTrustRolePolicy
T EIBBE LA TERS HNRRIEIES
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"Statement": [
{

"Action": [
"yundun-systrust:GenerateNonce",
"yundun-systrust:GenerateAikcert",
"yundun-systrust:RegisterMessage",
"yundun-systrust:PutMessage"

1y

"Resource": "*",

"Effect": "Allow"

1 4

"Version": "1"

AliyunECSDiskEncryptRolePolicy

ME = #ZHRRREIFES
{
"Version": "1",
"Statement": [
{
"Action": [

"kms:List*",
"kms :DescribeKey",
"kms:TagResource",
"kms :UntagResource"
1y
"Resource": [
Vaes s kngs w3 g ®W
"acs:kmg: ks ko k /AN
1,
"Effect": "Allow"

"Action": [
"kms:Encrypt",
"kms:Decrypt",

"kms :GenerateDataKey"
1y

"Resource": [
"acs:kmg: ks ko k /xN

1,

"Effect": "Allow"

AliyunServiceRolePolicyForECSAutoProvisioning
MR N TN RE AU PR R BR1E NS -
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"Version":

nqn
’

"Statement": [

{

"Action":

"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs

"ecs

"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:

"rds
"rds
"rds
"rds
"oos
"oos
"ecs
"ecs
"ecs
"ecs
"ecs

"ecs

[

:CreateInstance",

:RunInstances",

:StartInstance",
:AllocatePublicIpAddress",
:StopInstance",

:DeletelInstance",
:Describelnstances",
:DescribelInstanceAttribute",
:ModifyInstanceAttribute",
:DescribeSecurityGroupAttribute",
:DescribeImages",
:DescribeSnapshots”,
:DescribeKeyPairs",
:CreateLaunchTemplate",
:DescribelLaunchTemplates",
:DescribeLaunchTemplateVersions",
:DescribeSecurityGroups",
:DescribeHpcClusters",

:DescribeImageFromFamily",

DescribeloadBalancerAttribute",
RemoveBackendServers",
DescribeHealthStatus",

AddBackendServers",

SetBackendServers",

DescribeloadBalancers",
DescribeVServerGroups",
DescribeVServerGroupAttribute",
AddvVServerGroupBackendServers",
RemoveVServerGroupBackendServers",
DescribeMasterSlaveServerGroupAttribute",
DescribeMasterSlaveServerGroups",
SetVServerGroupAttribute",
Describel.oadBalancerUDPListenerAttribute",
DescribeloadBalancerHTTPListenerAttribute",
DescribeloadBalancerHTTPSListenerAttribute",

DescribeloadBalancerTCPListenerAttribute",

:ModifySecurityIps",
:DescribeDBInstanceAttribute",
:DescribeTaskInfo",
:DescribeDBInstanceIPArrayList",
:GetTemplate",
:StartExecution",
:DescribeUserData",
:DescribelInstanceRamRole",
:DescribeDisks",
:DescribeAutoSnapshotPolicyEx",
:DescribeDedicatedHosts",

:DescribeDedicatedHostTypes"
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"Resource": "*",

"Effect": "Allow"

"Action": [
"vpc:DescribeVpcs",
"vpc:DescribeVSwitches"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"mns:ListTopic",
"mns:ListQueue",
"mns:SendMessage",
"mns: PublishMessage"

]I

"Resource": "*",

"Effect": "Allow"

"Action": [
"cms:NodeInstall",
"cms :NodeStatusList",
"cms :QueryCustomMetricList"™,
"cms:ProfileSet",
"cms:CreateAlert",
"cms:DeleteAlert",
"cms:QueryAlert",
"cms:UpdateAlert",
"cms:DisableAlert",
"cms:EnableAlert",
"cms:CreateAction",
"cms:GetAction",
"cms:CreateDimensions",
"cms :QueryDimensions",
"cms :UpdateDimensions",
"cms:QueryMetricList",
"cms:ListAlarmHistory"

1,

"Resource": "x",

"Effect": "Allow"

"Action": "ram:PassRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"acs:Service": [
"ecs.aliyuncs.com",

"oos.aliyuncs.com"
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"Action": "ram:DeleteServiceLinkedRole",
"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringEquals": {

"ram:ServiceName": "autoprovisioning.ecs.aliyuncs.com"

AliyunServiceRolePolicyForECSImageBuilder
REMEN IR RIEFE:

"Version": "1",
"Statement": [

{

"Action": [
"oos:CreateTemplate",
"oos:StartExecution",
"oos:CancelExecution",
"oos:ListExecutions",
"oos:ListTaskExecutions",
"oos:ListExecutionLogs",
"oos:DeleteTemplate"

1y

"Effect": "Allow",

"Resource": "*"

"Action": [
"ecs:DescribeAvailableResource",
"ecs:DescribeInstances",
"ecs:DescribeCloudAssistantStatus",
"ecs:DescribeImages",
"ecs:DescribeInvocations",
"ecs:DescribeInvocationResults",
"ecs:CreateSecurityGroup",
"ecs:DescribeSecurityGroups",
"ecs:CancelCopyImage",
"ecs:RunInstances",
"ecs:CopylImage",
"ecs:DeleteSnapshot"

1y

"Effect": "Allow",

"Resource": "*"

84
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"Action": [
"ecs:RebootInstance",
"ecs:DeleteInstance",
"ecs:DeleteImage",
"ecs:DescribeImageSharePermission",
"ecs:DeleteSecurityGroup",
"ecs:ModifyImageSharePermission",
"ecs:InstallCloudAssistant",
"ecs:RunCommand",
"ecs:StopInstance",
"ecs:CreateImage"

1y

"Effect": "Allow",

"Resource": "*",

"Condition": {
"StringLike": {

"eCSZtag/imagepipelineid": "k

"Action": [
"vpc:DescribeVSwitches",
"vpc:DescribeVpcs",
"vpc:CreateVpc",

"vpc:CreateVSwitch",

"vpc:DeleteVSwitch",
"vpc:DeleteVpc"

1,

"Effect": "Allow",

"Resource": "*"

"Action": "ram:DeleteServiceLinkedRole",
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {

"ram:ServiceName": "imagebuilder.ecs.aliyuncs.com"
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