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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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The ACM system supports the Resource Access Management (RAM) account system of Alibaba Cloud. A
primary account can create RAM sub-accounts, so that the account key is not shared with other users
and only minimum permissions are assigned to these sub-accounts as necessary, thus enabling the
enterprise to function efficiently.

About RAM sub-accountsAbout RAM sub-accounts
When using ACM, a primary account can enable clearly defined roles and responsibilit ies by assigning
different roles and resources to its sub-accounts. This primary and sub-account permission model works
in a similar way to the system and normal user model in the Linux system, where system users can grant
or revoke permissions from normal users.

Descript ion of RAM sub-accounts:

RAM sub-accounts are created by a primary account in the RAM system. No legality verificat ion is
required provided that each sub-account under the same primary account has a unique name.

Unlike logons with an Alibaba Cloud account, RAM sub-accounts log on through a unique logon
entrance, which can be found in the RAM console.

Create a RAM sub-accountCreate a RAM sub-account
1. Log on to the RAM console, and click UsersUsers in the left-side navigation pane.

2. In the upper-right corner of the page, click Creat e UserCreat e User, and in the Creat e UserCreat e User dialog box, enter
the login name and other information, and then click OKOK. The newly created user is displayed on
the Users ManagementUsers Management  page.

Not e Not e The login name must be unique within the primary account.

1.Sub-Account Management1.Sub-Account Management
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3. Click the user's User Name/Display NameUser Name/Display Name. The User Det ailsUser Det ails page is displayed.

4. In the Web Console Logon ManagementWeb Console Logon Management  sect ion, click Enable Console LogonEnable Console Logon.

5. In the password sett ing dialog box, enter a New PasswordNew Password and Conf irm PasswordConf irm Password, select  the
check box "On your next  logon you must  reset  t he password.""On your next  logon you must  reset  t he password." as needed, and then click OKOK.

Access Cont rol··Sub-Account  Manag
ement
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So far, a RAM user that can log on to the console is created.

Log on to the ACM console with RAM sub-accountLog on to the ACM console with RAM sub-account
1. Log on to the RAM console, and in the left-side navigation pane, click DashboardDashboard.

2. Click the RAM User Logon LinkRAM User Logon Link. The Sub-account  LogonSub-account  Logon page is displayed.

Not e Not e The RAM user's logon link varies with the primary account.

3. Enter information as prompted on the page, and enter the RAM console of the RAM sub-account.
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4. In the RAM console, navigate to the Product s &  ServicesProduct s &  Services sect ion, and in the Middleware area, click
Applicat ion Conf igurat ion ManagementApplicat ion Conf igurat ion Management  to enter the ACM console.

Authorize a RAM sub-accountAuthorize a RAM sub-account
The authorization of RAM is done on the level of ACM service, which means a user with RAM
authorization has the full access to ACM. You can only grant or revoke the RAM authorization in the
RAM console.

Here are the steps to authorize a RAM sub-account:

1. Log on to the RAM console, and click UsersUsers in the left-side navigation pane.

2. On the Users ManagementUsers Management  page, select  a user to be authorized, and in the Act ionsAct ions column on
the right side of the user, click Aut horizeAut horize.

Access Cont rol··Sub-Account  Manag
ement
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3. In the search box of the Edit  User-Level Aut horizat ionEdit  User-Level Aut horizat ion dialog box, enter ACM, select
AliyunACMFullAccessAliyunACMFullAccess to add it  to the Select ed Aut horizat ion Policy NameSelect ed Aut horizat ion Policy Name on the right, and
then click OKOK to grant this sub-account all access to ACM. In addit ion, to use the encryption and
decryption functions of ACM, also add the AliyunKMSCrypt oAccessAliyunKMSCrypt oAccess authorization policy.

Applicat ion Configurat ion Managem
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After the authorization is complete, the sub-account can log on to the ACM console.

Deauthorize a RAM sub-accountDeauthorize a RAM sub-account
Here are the steps to deauthorize a RAM sub-account:

1. Log on to the RAM console, and in the left-side navigation pane, click UsersUsers.

2. On the Users ManagementUsers Management  page, select  a user to be deauthorized, and in the Act ionsAct ions column on
the right side of the user, click Aut horizeAut horize.

3. Move the AliyunACMFullAccessAliyunACMFullAccess policy from the the right-side area to the left-side area, and click
OKOK.

Once deauthorized, the RAM sub-account cannot log on to the ACM console.

Unbind a RAM sub-accountUnbind a RAM sub-account
1. Log on to the RAM console, and in the left-side navigation pane, click UsersUsers.

2. On the Users ManagementUsers Management  page, select  a user to be unbound, and in the Act ionsAct ions column on the
right side of the user, click Delet eDelet e.

Access Cont rol··Sub-Account  Manag
ement
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Application Configuration Management (ACM) supports Alibaba Cloud Resource Access Management
(RAM). By using RAM roles, you can access ACM resources in other cloud accounts.

(Old version) Create a RAM role(Old version) Create a RAM role
1. Log on to the RAM console. In the left-side navigation pane, choose RolesRoles.

2. On the Role Management page, click Creat e RoleCreat e Role in the upper-right corner. In the Creat e RoleCreat e Role
dialog box, select  a role type as needed on the Select  Role T ypeSelect  Role T ype tab.

User RoleUser Role: RAM users under a trusted Alibaba Cloud account can assume this role to access your
cloud resources. Trusted accounts can be the current Alibaba Cloud account or another Alibaba
Cloud account.

Service RoleService Role: Trusted cloud services, such as Elast ic Compute Service (ECS), can assume this role
to access your cloud resources.

3. Perform the corresponding operation based on the select ion in the previous step.

If  you select  User RoleUser Role, on the Ent er T ypeEnt er T ype tab, select  Current Alibaba Cloud Account, or select
Other Alibaba Cloud Account and enter its account ID. Then click NextNext .

If  you select  Service RoleService Role, select  a cloud service on the Ent er T ypeEnt er T ype tab.

4. On the Conf igure BasicConf igure Basic tab, enter a role name in the Role NameRole Name field, and then click Creat eCreat e.

5. If  the Phone Verif icat ionPhone Verif icat ion dialog box appears, click Send verif icat ion codeSend verif icat ion code, and enter the
verificat ion code received by your phone.

(New version) Create a RAM role(New version) Create a RAM role
1. Log on to the RAM console. In the left-side navigation pane, choose RAM RolesRAM Roles.

2. On the RAM RolesRAM Roles page, click Creat e RAM RoleCreat e RAM Role.

3. In the Creat e RAM RoleCreat e RAM Role dialog box, perform the following operations and then click OKOK.

i. In the T rust ed ent it y t ypeT rust ed ent it y t ype sect ion, select  a role type as needed.

Alibaba Cloud AccountAlibaba Cloud Account : A RAM user of a trusted Alibaba Cloud account can assume the
RAM role to access your cloud resources. A trusted Alibaba Cloud account can be the current
account or another Alibaba Cloud account.

Alibaba Cloud ServiceAlibaba Cloud Service: A trusted Alibaba Cloud service, such as Elast ic Compute Service
(ECS), can assume the RAM role to access your cloud resources.

ii. Perform the corresponding operation based on the select ion in the previous step.

If  you select  Alibaba Cloud AccountAlibaba Cloud Account , in the Select  T rust ed Alibaba Cloud AccountSelect  T rust ed Alibaba Cloud Account
sect ion, select  Current  Alibaba Cloud AccountCurrent  Alibaba Cloud Account , or select  Ot her Alibaba CloudOt her Alibaba Cloud
AccountAccount  and enter its account ID in the Account ID field.

If  you select  Alibaba Cloud ServiceAlibaba Cloud Service, select  a cloud service from the Select  T rust edSelect  T rust ed
ServiceService drop-down list .

iii. In the RAM Role NameRAM Role Name field, enter a RAM role name.

(Old version) Authorize a RAM role(Old version) Authorize a RAM role
A newly created RAM role does not have any authorizations. Therefore, you must authorize this role.

2.RAM roles2.RAM roles
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1. In the Creat e RoleCreat e Role dialog box, click Aut horizeAut horize on the Role creat edRole creat ed tab. If  you have closed the
Creat e RoleCreat e Role dialog box, click the name of the newly created RAM role on the Role ManagementRole Management
page. In the left-side navigation pane, choose Role Aut horizat ion PoliciesRole Aut horizat ion Policies.

2. On the Role Aut horizat ion PoliciesRole Aut horizat ion Policies page, click Edit  Aut horizat ion PolicyEdit  Aut horizat ion Policy in the upper right
corner.

3. On the Search and Attach tab in the Edit  Role Aut horizat ion PolicyEdit  Role Aut horizat ion Policy dialog box, select
AliyunACMFullAccess from the left-side Available Aut horizat ion Policy NamesAvailable Aut horizat ion Policy Names list . Then click
the >> icon in the middle to add AliyunACMFullAccess to the right-side Select ed Aut horizat ionSelect ed Aut horizat ion
Policy NamePolicy Name list . Then click OKOK.

If you also use the configuration encryption and decryption function of ACM, you need to add
the AliyunKMSCrypt oAccessAliyunKMSCrypt oAccess authorization policy for this RAM role.

4. If  the Phone Verif icat ionPhone Verif icat ion dialog box appears, click Send verif icat ion codeSend verif icat ion code, and enter the
verificat ion code received by your phone.

Not ice Not ice In this step, this RAM role is granted full access to ACM. For more information about
how to grant a RAM role specific access to a single namespace, see the "Access control" sect ion at
the end of this topic.

(New version) Authorize a RAM role(New version) Authorize a RAM role
A newly created RAM role does not have any authorizations. Therefore, you must authorize this role.

1. Log on to the RAM console. In the left-side navigation pane, choose RAM RolesRAM Roles.

2. On the RAM RolesRAM Roles page, find the RAM role to be authorized, and click Add PermissionsAdd Permissions in the
Act ionsAct ions column.

3. In the Add PermissionsAdd Permissions dialog box, f ind AliyunACMFullAccess in the left-side Syst em PolicySyst em Policy list ,
and click this policy. Then click OKOK.

If you also use the configuration encryption and decryption function of ACM, you need to add
the AliyunKMSCrypt oAccessAliyunKMSCrypt oAccess authorization policy for this RAM role.

(Old version) Deauthorize a RAM role(Old version) Deauthorize a RAM role
1. Log on to the RAM console. In the left-side navigation pane, choose RolesRoles.

2. On the Role ManagementRole Management  page, find the role to be deauthorized, and click Aut horizeAut horize in the
Act ionsAct ions column.

3. In the Edit  Role Aut horizat ion PolicyEdit  Role Aut horizat ion Policy dialog box, select  AliyunACMFullAccessAliyunACMFullAccess from the right-
side Select ed Aut horizat ion Policy NameSelect ed Aut horizat ion Policy Name list . Then click the << icon in the middle to move this
policy to the left-side Available Aut horizat ion Policy NamesAvailable Aut horizat ion Policy Names list . Then click OKOK.

After the authorization is revoked, the corresponding RAM user is not authorized to log on to the ACM
console.

(New version) Deauthorize a RAM role(New version) Deauthorize a RAM role
1. Log on to the RAM console. In the left-side navigation pane, choose RAM RolesRAM Roles.

2. On the RAM RolesRAM Roles page, select  the role to be deauthorized in the RAM Role NameRAM Role Name column.

3. On the Role Aut horizat ion PoliciesRole Aut horizat ion Policies tab, click Remove PermissionRemove Permission in the Act ionsAct ions column.

4. In the Remove PermissionRemove Permission dialog box, click OKOK.

Access Cont rol··RAM roles Applicat ion Configurat ion Managem
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After the authorization is revoked, the corresponding RAM user is not authorized to log on to the ACM
console.

(Old version) Delete a RAM role(Old version) Delete a RAM role
1. Log on to the RAM console. In the left-side navigation pane, choose RolesRoles.

2. On the Role ManagementRole Management  page, find the role to be deleted, and click Delet eDelet e in the Act ionsAct ions
column.

3. In the Delet e RoleDelet e Role dialog box, click OKOK.

(New version) Delete a RAM role(New version) Delete a RAM role
1. Log on to the RAM console. In the left-side navigation pane, choose RAM RolesRAM Roles.

2. On the RAM RolesRAM Roles page, find the role to be deleted, and click Delet eDelet e in the Act ionsAct ions column.

3. In the Delet e RAM RoleDelet e RAM Role dialog box, click OKOK.

More informationMore information
访问权限控制

利用RAM角色实现跨账号访问ACM

Sub-Account Management

Terms
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This topic explains how to access ACM with the RAM role of ECS instances.

OverviewOverview
In the past, for an application deployed in an ECS instance to access ACM, the Access Key ID and Access
Key Secret  (“AK”) must be stored in the ECS instance as a configuration file or in other forms.
However, this increases the complexity of AK management and the risk of leaking sensit ive data.

Now, with the RAM role of an instance, you can associate a RAM role with an ECS instance, and then
inform ACM SDK (Version 1.0.8 and later) of the name of this RAM role, so that you can access ACM
without configuring AK later. In addit ion, with RAM (Resource Access Management), you can also have
mult iple instances with different authorizations for ACM by tweaking their roles and authorization
policies. For example, if  assigned a role with a read-only authorization policy, an ECS instance can read
ACM configurations but can’t  add or modify one.

PrerequisitesPrerequisites
You’re running a VPC network.

Step 1: Create a RAM role and configure the authorization policyStep 1: Create a RAM role and configure the authorization policy
1. Log on to the RAM console. Click RolesRoles in the left-side navigation pane.

2. Click NewNew in the upper right corner of the page.

3. In the Creat e RoleCreat e Role dialog box, complete the following steps.

i. On the Select  Role T ypeSelect  Role T ype page, click Service RoleService Role.

ii. On the Ent er T ypeEnt er T ype page, select  ECS Elast ic Comput e ServiceECS Elast ic Comput e Service.

iii. On the Conf igure Basic Inf ormat ionConf igure Basic Inf ormat ion page, enter a custom Role NameRole Name and optionally a
descript iondescript ion, and click Creat eCreat e.

Not e Not e A newly created role doesn’t  have any authorizations.

4. In Role managementRole management  page, click to the right of the role Operat ionOperat ion of a column Aut horizat ionAut horizat ion.

5. In the Edit  Role Aut horizat ion PolicyEdit  Role Aut horizat ion Policy dialog box, search for the authorization policy  AliyunACM
FullAccess , and click the >> button to move it  to the right-side Select ed Aut horizat ion PolicySelect ed Aut horizat ion Policy
NameName list , and then click OKOK. To use the configuration encryption and decryption features, add the
 AliyunKMSCryptoAccess  authorization policy.

3.Access ACM with instance RAM3.Access ACM with instance RAM
rolerole
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Now this role is granted all authorizations for ACM.

Step 2: Attach this RAM role to the ECS instanceStep 2: Attach this RAM role to the ECS instance
1. Login ECS Console, Click on Inst ance Inst ance.

2. Click the target ECs instance in the list  Operat ionOperat ion Of a column More More, And select  Grant /recoverGrant /recover
Ram role Ram role To grant this instance the role that was new in the previous step.

Step 3: Inform ACM SDK of the name of this RAM role and accessStep 3: Inform ACM SDK of the name of this RAM role and access
configurationsconfigurations
You can inform ACM SDK (Version 1.0.8 and later) of the name of this RAM role in one the following
ways:

By sett ing a JVM parameter:  -Dram.role.name=$ramRoleName  (For example  -Dram.role.name=ECS-R
AM )

By passing parameters with code

Not e Not e JVM parameter sett ing takes precedence over passing parameters with code.

This is how to pass parameters with code:
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import java.util.Properties; import com.alibaba.edas.acm.ConfigService; import com.alibaba.
edas.acm.exception.ConfigException; // Sample code, for sample test only. public class ACMT
est { public static void main(String[] args) { try { Properties properties = new Properties
(); // Obtain the endpoint from "Namespace details" or "Sample code" in the ACM console pro
perties.put("endpoint", "$endpoint"); // Obtain the namespace from "Namespace details" or "
Sample code" in the ACM console properties.put("namespace", "$namespace"); // The name of t
he newly created RAM role associated with an ECS instance, for example "ECS-RAM" properties
.put("ramRoleName", "$ramRoleName"); ConfigService.init(properties); // Actively get the co
nfiguration. String content = ConfigService.getConfig("${dataId}", "${group}", 6000); Syste
m.out.println(content); } catch (ConfigException e) { e.printStackTrace(); } } }

Related documentsRelated documents
RAM (Resource Access Control)

Overview

Use RAM roles to access other Alibaba Cloud services

Prerequisites
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