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BRER RELK-ZREF

{
"Statement": [

{
"Effect": "Allow",

"Action": [
"ecs:*",
"rds:*"

]l

"Resource": [
"acs:*:*cn-beijing*:x:*",

"acs:*:*cn-shanghai*:*:*"

"Effect": "Allow",
"Action": "*",
"Resource": "*",
"Condition": {
"StringLike": {
"acs:PrincipalARN": [
"acs:ram:*:*:role/a-project-admin-*"

]

}
}l

"Version": "1"

FREEREROIPESUTRIRS:

o RAYFX4EIL2 (JbR) MER2 (L) MIHMECSHRDSHITIRE (BIARVFTEMER) , ZIEXEHM
AHEEKUN @R TRIE,

® ZA a-project-admin-* HRAMA BT ATIRHIHIRIE,

FERERRBORNBNT:

o ERFRAZSETHRRERMESHM LB THENER.

BRAREREERBEATITEERNTR (BRXIAMR) £, SHEERRERNAT (HIHRR
HTHRAETR) FNAEKS, TIEAFAUETHARHEXEKSHIHRR, BRIIELRRBNER,
IUFPERNER, EREEHNITAZREBRN, BRBEEEPXFERRENT,

Root -

o ERRBAHTEN, EREXNIRNAR, TTUAERKEZHPRERRNEM EEM0,

> XA 20220531 8



RELK-ZREF BIREE

AP RAMIPRESHR PV

o
R R A
A

h 4
4

&2
S

B
——> R

RIKERAFABIFEECSHEPHRIR, HZAFK ERRAPHNERRELNG:

o ZAFTLILE4EI2 (IkR) MER2 (L) MELAIECS,

ZRAFPASEFHRECGHNIE, BERREHLAVFLEEI2 (LX) MER2 (LF) MIFHAECS,
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BEERNERT AL, BAEME, BENASSEERE,. 2aEYEnEnfly s 8T L EnEn,
54+, EXLEIEFEZTETHKUTES
o EEENERRKEED, EMAYF sts:AssumeRole FREE,

AERRERD, EFEERRAMAFPBEISTSHAEREIMR#ITERRME, I, EFEEERRER
BINXS sts:Assumerole HIRIFIEG, WREBAFNERNIRTAH. BRENEERBRAWT:
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"Statement": [
{

"Effect": "Allow",

"Action": [
"ecs:*",
"rds:*"

i

"Resource": [
"acs:*:*cn-beijing*:*:*",

"acs:*:*cn-shanghai*:*:*"

"Effect": "Allow",
"Action": "*",
"Resource": "*",
"Condition": {
"StringLike": {
"acs:PrincipalARN": [
"acs:ram:*:*:role/a-project-admin-*"

]

b

"Effect": "Allow",

"Action": [
"sts:AssumeRole"
]I
"Resource": "*x"
}
]I
"Version": "1"

}

o EAETELERBNENTRLE, BPRREEEE rullaliyuniccess

ATEEEAEBEXERRBERNEEEXRF (Alow) ﬁE?ﬁ%ﬁﬁT?ﬁf@ (Implicit Deny) FF&
B, BREARSMANAB M RLERAERERE Fullaliyuniccess KRB IIE, TR
EFARTBEXAlOWEREKE, WEEMARAEREKE rullaliyuniccess , BRZBEXHAlow
ERRELY, XTERKBNIIERRE, BB TFEE,

THREZ

ELRREIE, PWFEEIFECS. ROSZIMNIFFE R mILEZER, NMEFEHEL (Deny) BGQ, BIWRE
ARBIHECS, ROSZHMIFIERFT M, XTMRIEEEED, BEBEZER. EFEHAlowiEafE, SWIEHAT
BiEBRTE,

MRCEPHOERRFR, BHEASH, SULMERDenyiFG BN EEXLERIF. HlMN: BEARIFT
WhE (F8) fM4EE3 (N) wENa~m, MoLMERDenyiEa, REERFIMT, WREHAlowE
a, RMEHRT.
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"Effect": "Deny",
"Action": [

"k

1,
"Resource": [
"acs:*:*cn-hongkong*:*:*",

"acs:*:*cn-guangzhou*:x:*"

A, BREREFELRUSHR, RIEEHEEREOAlowHDenyiEf), BURBHNRES.

AT ERREDIIUESSHAlowDenyiEt), BREMEESHEFENRLER, ARITITERE
MNzErEEme, —Bihx, SE8RbenyLEFEN, B—HREAENAEERERE, haWSHE—EHR
TER, REwHDenylfEt), RRASEHEHEERNERNIES (Explict Deny) , HRENERRE,

77N
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o ZIKSEMEAM
. BENZSITHEZKSAETERERE, 2UVFEEH—SHBALER,
o ZIKS WL EE [

AW ITAF A=W RMCEN (Cloud Enterprise Network) 8Z2MkEEHNEBEMLVPC (Virtual Private
Cloud) #fTi%EH, DUXNZLKSEHNNEEE, EREEVSERENEMN, SEIRM TO9FIEM:

o NHEESHEEHTMEER TS

W RERMZ—RKEIAYBPAM, HMBRESBESDUSKSZTH, BURNEZEEARRE
B W BRI E P IRH,

o EENERIRRESEAAEM
ESNKSHHETVPCHIE S, #1504\ ME B 447 A ANFNSLH) 28 B R AN ERFELE N,

o VPCHERZSHMEERERT
ATHREUWHWEEE, VPCHESAMER, BZMRNOEMNEERE. EEBEMEEH (F/M:
CENTIHER HIVPCHERF]) Fiaz,

BRAR
BERRHTREERBRZSKSEERTME, RMUTHRIFELZRS (Resource Sharing) FIHZVPCHRRZ K
SWEE@EOR, BENT:

o FHREERUMEZKRSEERAR

MEZFREREEBEVREN—ESRRRNKSXREERS ., BWIINETESNARSEHII
A&, ERFEARPHEZEREN, BEVHSPIKSHMIXPEREMPIENME, NMFKE
RENZEEXR, EWIEBIRENARXZHATRENEDEE, HELURFEVER. R, #Hit
REMPLENERTE. BE2ER, BELAFER,
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ARN (Aliyun Resource Name) , #ZRTEE: REFEE. BRERSMEEZN
=R,

BREMBERRRHAZENAES,
SHHMR.

HE=ERFRNAEE, BEARRERNEEIK

BREAZRFRAZNZDT, SHAZNRREFHENRENR, EENEERE
FRAN—PHS PR,

@ wE BEERENETRENSMEENR, BRRFENERSE
X, Bl £=EEWE (VPC) BIZRENL (vSwitch) BERE, REEHENE
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BESE REXEK- ZRL=

B i8R
H=NER HE=NBRBEAENZRSNELRR
REESMAMtE ’ﬁﬁﬁniéﬁéii‘&?%*ﬁﬂi’r?ﬁiﬁﬁiéu%é‘;ﬁﬁﬁi (Root&iFk) | BRXIMR
BRERME, BEAEAZRERERLS,
o HZVPC

BUWTUEFEREZNG, ERRERA, B—THRBIVPCKRMA, (vSwitch) HZ=2AE ML R E
= {ﬁﬁ/\ﬁﬁj\&—/\ﬁqﬂ%ﬂ\ HEWVPCREIEZERIR, F1M: =IREZEZECS, RFHIYESLB, =HUIE
FEERDS%, JZE%'ZZ'E?%ME BRERAELERAN, BAERESHEZ, BRAEENEREREER—
VPCHEIZW =B BRRNANEE, BESER, BSLL=vramit
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RRERE

Account B

0. VPC
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~

@ vSwitch
\
___________ ' HEBEE S I '
Account A
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\_ . J Account D
v

BREAEE
Account C

o RIEFTA&ESHIRERENNR
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IREVRIER RN TR

RBe
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BRERE

MEFHIRAE

" TEEE. BF. B, HREZERE
FHHESCERNER.
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BERNEYN, ATFEENEREMN
BR:
= SLHID,
= FAMIPHBILE,
= BRFAEKS.

LML FHERESH, BREREXISE
HEPEIZE ., B2, WIRERIR,
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FHREFEAHEXRNPHESIEZNERR
R, WXFHER. R MWREZREN A
BEEIENEBRR.

B

REFFHERIE
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= EH
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RELEK-ZEHLE BRER

o R2REBE
BIWRKBENVPCHHNARRBRIAZARAKSE, MERHRAERN, EREFSRT, BUWFEEAR
BNRBRNHITREE. EWLTEIUA TR H#TRS:
m WEACL: SEMERBAR A BT 1EIEH,
n REH: MR HEES, FAXFEKSZRESANERESIA.

f VPC Owner (Account A)

Account B ‘ Vv
Feeesefespescccenscenneeenaepannnany
I

|

I

:Accounlc

I

|

I

I

S B B el B
| |

I

1

I

1Account D

I

I

|

I

@ 38 FEARLARERNIABZILHTAVUSARMERE, %5 EEERURIMEERZ
BN EH Z B ERANBACLETNERBNRE, H2, EUWNRATUERZRESEEKS
SIReE, EREEANEERPHUABiRPilt, SUARREN. REKSEHNERS.

VFE 3%
R RAEUTRE:
o EHHITEDML . BEMEEVPC, FEVPCHSHRILLZA WS,
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ﬂ'ﬂ@ﬁpp VPC m \
10.5.0.0/18
vSwitch 1 vSwitch 2 N /vSwitch 3 E
10.5.1.0/24 10.5.2.0/24 10.5.3.0/24
ThEEigE: ik

o =k

o WEEMNAREENEEBCRENPHRIR, TTRMREWSERFMIMBRIEN PO ZIRSEE. HUE

k55 BRI k58BT3

(S ) e
BB wEuE
“ e Vs
45?
RS EHY oS éShared VPG

o RWRAR—NMBRMARZLEE, WSHITUREAEBISZER,

o WEILIEMENZRENEA—NRESBUESIHIVER, BEEFRIMVEXTIRENL, FRABNER
BIm R,

2.1.2. 215

BREXRA, — PR (BEABEE) tTBBECEEMSE (VPC) RHIREN (vSwitch) HEHH5—
/\EEA (BRRERE) ER. AXOBRH—TRA, BENBEREIRE.

{sE FHBR 1
BEH, BEETHALSVPCHERRS, B2 ERE,

SEBR—: EAREEREEZKS
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EI%

RREE

MERBFRERFEWEIIZRAMBIBERARP T XEEWAERSERE—
B, BERARRERNEEKRKSTMUTERE. BESER, BElarsEatLn,

1. FEREER.
BRRME, BERMEERE S,
2. REFEWARSHEERRE,
BIRRME, BBRLIEFRE,
3. BIEAREGEIEM R,
BRRME, BN EMRREBMEZKRSMATEE R,

SR BARRARARK=
1. ERRRERNERKSERARLZEHA,

EEMSME, BRRRHAE > RE
BFEA.
AERBEHERSXEACIEE, RH#HE.

[

A wnN

PTRRERAHITE

RASBHIBE— L AAlyunServiceRoleForResourceSharing I RE X B, AFHFIEEERN

BRER, ESER, BENARLZRS LA,
SR=: ZREMAECGUREZERAT

BREFFAEERRAZZEHACIRAZET, RERMEELZNVPCEBEMERERE,

1. QIR =RT, FANBEAZNVPERNZRERE.
i. BRERAZEHE
i. EEMSHE, EERELZ > ROHR=E,
iii. FETRERRSEE, ﬁ%:E%EE’WPCE'\]FEEiﬂEEO
v. BRAIEHEZRT,
v. GRIBAZHTRE, BARZRETEZR (F0: Finance_VPC) ,

vi BERHZNRRRXE, SERRRXE, AREPFTELZNER (Fu:

bp183p93qs667muql****) , R/FEEIHRM .,

R vsw-
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vii ERMERERSEXE, £EFAMAR, RARHRNMBRERE (Flu: 177242285274****)
m SEERBRBREAM

@ 3B ZAXNEREERNSEKSER.

NBBEERPEREERFEERAE. BANT:
m RoOtFIRE: EiFRoOtHFRX, BERKZLZRFEARTHAEMRR.
L ﬁﬂ/ﬁ%z \ ? 1}‘\’_\'//\% '{%AI}?\;:;;ZA KAIJ?%TE’]FEE&J\O

R ERRA, BEREXZHZMA,

m FEIRM
FEFERAEXRE, RARWMAZRLDHERREUD, REEEHRM. BEANT:
» REEREALR: BB EBERD, BERAZLZBFRERTHNRERR,
n BEX (AL/HRT) : AABEED, BRELAZHZERELTHRERR.
s ERKS: MARRUD, BEBREZHIZMA.

vii. BEHE.
2. BEHZBERHFR,
i. ERHEBTIESD, HE=HBTID/ER. REMAIENE,
MEHRZBREERHNERA, TREZRTCIEM,

HEESTID/ERR = @ ElIEEATE e
re-9p30ING v BEf 202066125298 1637:02 EEEE

Finance_V P._

i. BEHERTIDEE, EEHZETIESE.
NMERENEFRNERERAENRSETHEXEK, EREZNERMNEBREAEHRMA.

< Finance_VPC BeenTar
BRERE  sgs
HFETID rs-9p3C0XGe wE v CREE
HEETER@ Finance VPC HIERE 20205128 29E 16:37:02
HEWMEE 8=
HEID R HEEE HEHKEO
vsw-bp183p93gs667mug VSwitch 20205125298 16:37:03 v BEE

HEEAE ~ &8

HEERED HEREAEER HEFRE @

177242285274 Account

ERHZETER.

3. (k) 4
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RELEK-ZEHLE BIREE

EXZERERFERE, EHETRKENREUIUEXHAZETER. FNABREZNER. HNHZE
BRERRERAE. BIMMRME, BEASEREEEUEZETEN, BEMEEFISBREZE :E)\/}_Fﬁﬁ%‘
MBS RERERE,

SERN: BREAEEENERAXZNREN

BEFFBELAZERBNGE, BRERELFHIN, MAEREZHAZOBY, BREAEITUEERZS
BB, HEXZNBINDEZEIR, fI: SRFZHR/ECS. ARIYESIB. ZHIEERDSTE

1. FREEEREKS (fII0: MR177242285274***) BRIN4E, EELZNTEH, (vsw-
bp183p93qgs667muql****) ,

@ $188 BEEAETUERRSELHANE VPR AT ELZHTRN, BIRERE, B2
REFHZZMEM.,

SHME | 3ziEH, %) M

— SHIDIEE SERE 5= %= 1PeAFE: SEIPE IPveRE SRS AEx

vsw-bp183p83gs667mugl
vpc-bp 1mGiwwGBxbn My

=
1 - o TE 17216200024 252 FEPG = A EIE
e

@ 3 EATEREEHSMENEN, BEERKZEE, CEEMELHEarEEEME
BB =REZER,

2. EVPCERHIG, BRERETUERAZNEERNSE. BEXRRIBINBHRNERER
@ 3B ZERNREERELE, REMEEAHEERBRLIEL.

| ZRHEHFE

FIENENEE
ZEHAtlID  vsw-bp183p93gs667mug EHFMEEID  vpe-bpimbiwwasxbntjy
IPVAFAER  172.16.200.0/24 Eipzeat, &
s IPvERIER  FTEIPVE
HE e mHE GIEERTE] 20205125188 14:58:35
oK M ETAE @ik - R85
M= vib-bpisfpl3sxps3ismaidgeu(ES:) &iE HEE 151266687691

BREABEHEBRIANURZEIR.
i ERBAE, KIEREERRN, BEREJINEE, RRERHUEZRR.

@ 3 BEEASLINESEZTREHA0RNNNEER, Hh, RENKH, &k
RILZ B,
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BRERE

i. EERBIAIEZNZRIR.
BREREITUEVPUEH AR T REHGEEIZNINZRIR. TENEVPURHISEEN

ZFR:

| ZEEAIFE

TIENESEE
FFEHEFLID  vsw-bp183p93qs667mugl THMEID
£FR test &35 TTRIPEL
IPvARIER  172.16.200.0/24 i) 2,
e IPVERIER
i e wHAE BlEEEE
AKX #ETEE @it
BEE3E  vib-bpisfpldSxps38meidgeu(ELy) 4= BEE
EMTER
ECSz{F 1 #&m RDSzo{F 0 #Hm
PEEE
FARISLBEE] 0 #&m

vpe-bp1mBRwwWEEXDNLyC
252

=

FHEIPvE

20205F1285 188 14:58:35
- RE

151266687691
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3. %A
3.1. RAMERAHS5HEN

EXRNAAVBLTSHHNEZRR, BuUEIERRAHTZIRRSA, NMEIMRIEEFFRANN
R, RRMERIR.

E2ER
B ATAEEFRINEXRITNE, ENEXTESHSBISHEER, ATARGINMNERKS, ZME
=S THBE100MECSSLA,
ANIABMTEK:
o IEMVERE: S/ EERSEEBHYSENBARREFRNR,
o RIMBANK: UEEIIFBEBIRIBERERTENK, MUBRMEMAS DR
[ ] /\;EE —I:I: %Fﬁté /""EJ_E{]F&_EM E»klA/\;o
NIABTNTRRAER:
o ZRSHE
o OFHEMEMIYERE: ATIATMNMEZKS (MN3NMRE) , SMNHEZKSENNIRE SR
AT EBH R REHENE,
o TJLUHRIRIME SN % BNMMEZKSERIAKE, TTUFABERERIZEHNSKSSHICKEEDRER
F—REBE A ZE DR
o%%mﬂ%;ﬁ%@%:WEEM%ZE%ﬁﬁﬁmﬁm,Kﬁﬁifm%ZEMEﬁ%mWE%
8, MEZEEIARE, BATTLUBEITVPC-PeeringRiTBEKSHVPCNE, ESERKRSHETER
$D

o BRSHRBITINERR
o TEHEMBEMIER: SRBITIRSTLMELNRENA, EXEMARESEANYERRBEMNRAR
Hip i Ragiazs,
o THRERMBENK: REBREMALEZRIT EXNIRS, REFEIUSK,

o THEHRZERERE: AFARAIMHAERKS, RENETARNRBRE, FERAMZHNE
FRENKZHENEESN, TTE—HARFEERAELRAMAFR, AEEITEBENKZRFHNEIISERAR,

]

o RFABSEFR

o TUHEIMBMIUBE: SMNERAENNNEER, RRASER MM SER R REIF IR,

o TJFHREIBENK: KESENEIFREREHTANR, BERVSHAS @A,

o TIUHERZEENE: BRABTKRSHENAEINEE, —EZKS THAREZRATUREZR
—NVPCHLE, THEEMA,

fRRTI =
REARENERKS TEHTHES AEEN NG, ADARBEMIEESKS, ARIVERE
(YR3ANEE)
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FIERKS
(]l (o] o]
J _J

r——( —————— S A —— Im====—=== 1

| 1 1" 1

I 1 1" 1

I 1 1" 1

~n I 1 1" 1

1 1 [l 1

— 1 1 1 1
I 1 1" 1

- | 1 1 1
[ App ) RAMIZ ) : 1 1 1
h 1 1l 1
I 1 1" 1
______________________________

RAMAF Gamel Game2 Game3

R KB AR

1. B3 PRAMAF: Alice@secloud.onaliyun.com . Bob@secloud.onaliyun.com #] Charlie@sec

loud.onaliyun.com o

BRRE, BESMoIERAMEF,
@ %  TELEEHURAMAPAlcelfl, NBIABERAIRENEESR,

2. ERBHREEEH S,
3. aRIRATNE, RHAIERIRA.
4. ZEIRRRAER, BARRARRNEZRAGR, REREHE.

@ B AEINEEA, PRHEHR: Gamel. Game2. Game3,

5. REEMBRAREINNIREE,
6. ENEERNE, BEMIEEN.
7. E%%E&EWE’\H&H&EWZH, BWA Alice@secloud.onaliyun.com o
8. ﬁ%%%%% AdministratorAccess
9. BEHE.
10. BEHERHK.
@ #8  mE¥BobHCharlieiR BN RFAEBE, BEE RSB,
TS

B FAlice. BobflCharlies 8 2Gamel. Game2. Game3lEBEAEER, BEHLUTNIE:

o ZRECSIEFIE, TMUEEMNERSE, HoJLACIZEMERECSH,
o ERREEERFE, JUEERBFEHANCEZXENNRAMEF . RAMBFEFRAMAE,

BRENAEEZE, BESIRNNNMSET, BERANNEIMSET, SIRERADIK,

=BE{-.-II_J\
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EEXRATAEEFLIRERINE, 8MEXREHSAZSHER. BAIATARBINKS, ZKST
BB 100 ECSEAI,

TASERI) AR BREBIRIEINE HATHIK, MBRRM S MAS R ERE,

BRIESER
1. SIERIRA,
i. BR BZREEEHE
iLﬂE%ﬁEMﬁﬁﬂo
FEBEER: elEERE,
iii. BFBERHENNNOERFRARN, BRIEER.
FEBEEN: BERFRAEEE]R,
2. BIEMSZETT,
i EEfea LANMERE, &FEEMA > AP PO,
i. EEMSH, EFEWMS > MFHRT.
iii. FEZEMMSBETND, BHHFE, RFTRANNIIMSZETT.

@ e HRNMSETISRBEASHEE—B, BFEE,

3. BERBRAXNNE S E T,
i EEMMESRETNES, RERPESZER, ANEIERERSEMESETHE
ii. BEHEBARE, SIE— B RETHRER R, 25, 2o,

D #8 ZRANEEASINESIMSET. NRBRERMARRE, REXTHR
ABENHRIRE, RA2XEAREVSEAEFINNNERARGR

iii. EEFRANNNUSZET, BRESEI USRI,

v. EEMMSBETND, BEHEUFBETER, EETRZUSETNEHEIR.
4. BRBRANNNOUSZTETEEKSE,

. ERAPHROEFHENENSHE, SRKEEE > KR FS.

i. FHAKPERE, REFEZEIMENEEREVSET, EETNRZRANKEILS,
R E =

e WSEHT

3.3. EHREHEIHCRTRAERE

BFFH T UCREKSHRAMA P ETIRME, BEREHITITUEERGRAPNRRARTRIENIC
R

BRIES R
1. BRBEEHIHAE,
2. EHLEHEARET, BUE4LRNEE FLEE,
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BIREE RESLE- ZRA

@ W SETMERSRIERNE, BIAPS. SASR. BESK. BEXR g%
B M Access KeyHiTHERZE,

3. AEMYIERD, REAREMRIENY, RASHERNER.
4. BHERSHEESHFR.

RITER

"eventId": "BICFCA37-83FA-4288-B623-01994CE8****x",

"eventVersion": "1",
"requestParameters": {
"RequestId": "B1CFCA37-83FA-4288-B623-01994CF8BDD2",
"DisplayName": "actiontrail",
"HostId": "resourcemanager-share.aliyuncs.com",
"Name": "action"
b
"eventSource": "resourcemanager-share.aliyuncs.com",
"sourceIpAddress": "42.120.XX.XX",
"userIdentity": {
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2019-03-08T07:00:04z"

"accountId": "123456789012****"
"principalId": "111749508818***x*",
"userName": "root",
"type": "root-account"

b
"eventType": "ApiCall",
"serviceName": "ResourceManager",
"apiVersion": "2016-11-11",
"requestId": "B1CFCA37-83FA-4288-B623-01994CF8BDD2",
"eventTime": "2019-03-08T07:00:04z",
"acsRegion": "cn-hangzhou",

"eventName": "CreateResourceGroup"

3.4. FHRRAERIEERNECSLH

AR T T E AR RANECSEAITHAF R, HERAMA P RAE B EREERECSIAI 0%
.
BRELR

PUTEBIRE—NRE, XAFRAMAFRF (Alice) EFEMEEECSES (i-001) , TNEEMNEEEMECSSE
B, BOUTLVGECSEEFIMAZIRIERA, FARREHRTHAEN,

1. ERAMIZHI &, €IZRAMAF (Alice) .
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BRBE, BSROERAVAF,

2. EHREEEEGG, SERRA (ECS-Admin) ,
BRBE, BRI EZRA,

3. EAFEEREG G, KECSEH (i-001) MAREIEREA (ECS-Admin) ,
ECSEBIMARBEABUTHRMAR, BERBEIRERERSENAR:

o X FHEIRMECSEY, BOUMECIZNERMAZRIRA (ECS-Admin) . BARME, EEREAM

SelEssl.

o XFEBMECSEA, HULUEHEATNMNEIRA (ECS-Admin) , BKRIE, BEREHFRA

BEER,
4. FERAMIZHIE, ARAMEAF (Alice) #1#%,

Hor, BRCEEERERA (ECS-Admin) , BIREMEFRAMARF (Alice) , NIRRISERRZRRE

(AliyunECSFullAccess) . ERIRIE, B M ARAMEF L,

@ e MEERAFRAMBPEEECSSEH, LR RIEER
(AliyunECSReadOnlyAccess)

5. EECSEHEIZFE, WIELER,
i. EEMSiE, ERLAS5EK > 6,

i. EMEEELAE FALNRRATRSIER, EFHFRAE (ECS-Admin) ,

= SRR iz oo ~

=R ECS ZHREEE ECS
i S5l
=
= Vsl | - mEsaEsmes, EssEsihes
SEEEHE e
O smossek e e DX

EERSOAUE (=0F)

=RERE

[ & S TER

el

ji. EXLFFIERD, EEMEEXNNBECSESH (i-001) ,

3.5. HFEABRAMBUE B 2~ 51

A AR T IRANRAMIR IR R BRI,

UTRERR: SOUDERREEPLIERRRA. MKREREA. EENEXZRAEZRER.

{

"Statement": [{
"Action": "ram:*ResourceGroup*",
"Effect": "Allow",
"Resource": "*x"

Iy

"Version": "1"
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@ 38 NREEERRATPHTESORE, A SERRATORER. HRRASKMNBERR
PAEBRRES, BRERMEMNNRRE., E2ER, BEARFREALNIE,
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4 FREs
4.1. I EBIRE
4.1.1. IrIgTHxESXE

AXAENBRERINER. B, BESBUREERO,
RERITHER

HEWR ERBERAENANHTNLONEE, EFARCIZHXATERNTZTHAERNSE, B2, BERW
ZERFEARMEM (RECWHERHEEERNTLA) , BAREATHTRERENDXRGHURBRTE.
IE, FEEMFSURENRBRZXNEDE,

EMER, BNEFEERFRENEFRHBTIMG, MNMITAEENSE., SMNEFEIRERNSENER
HWEHE. UWSHBESRREMEHITIMNG, fll: REEE. HEFIHEE. BN, EEBEREENE
BENEREMHEFERBEEINE,

RER T R

o RN

BEFENZ2iEEETE— NS RERT N LARESRE, flil: NRELXER TS #ownerEifiRE
EWNREE, AEEEHown, belongersifiE & FRUNRSHE,

o ERFERERN

ERFERENZIEMBERRBDYL AL EEMLY RSB EEXN NIIREE, FliN: ERXIE3NHRRE
i, &R Eproject, WNELBINMREESBARX ITEE,

ERFRENREEETRELEHRTHRFLER. NIk, BIUBEHENILEHRNSESRME,
o HIRERN

BRERNRIEANZRIARBZOFEE, HRSKOGEE. Fl0: ERQXIHENEN], BARZE
BNREXSEINRE, AEERE,

BRERNEETZRER. 2K, BHCELENTIEHRRE,

o ZRARRZHEREN
ERARZURENREERTFENEZBEETAPEMNNEB R FREENRN, KUK SIERL
DEEMEW—R, REFRSERORELE., f: EWEEZMBWSLRED, HEXABEIIR
Fdepartment REBEIEXNERIARE . MSHABMENKz4E., BECUWHNEAR, X—MrEEL

AHETEHELS, BEXNARTEREEZ AR, B, BMNEN, CUELEZVRSELTMHIR
FHW SRR, WELRGFRNEML EEFBEdepartment . costcenterflopsii®,

HEBRIRER, JRSSIEETRENINNES . BUEHEIEXKERENTEK, TEELITHD
ABENWS, EFEERIZSWSEXNGRE, UENER, VSNReEEERRER, FREMKEE
REBERBRMRSE, EREZRIMTOINIBENUEEEBRE, BNERTHENLIZLETIE,

o ELIRIHERN

BHIRHREN ZIEE RIS N E R EENRE, SURSNER, RENRITREBKkeyFvaluely
B, WRLSFRT, fi: FRTRERREENREN, VXK EEXNRERRER AN LR
B, FERRFREZD, MRNEKE. EXWHARRES,

BT R LU B T8 2 0inSE S BB REIRE .
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o DEFELEN
BEMECFURIERERARELS SRS, RERSFRELR, EELNAPERENER. §)
0 RESESREXN, BUERNSEXFE,

REIR I N RESS B

REBRATDEINGI]: LS, DHEMELEE. SMNEE - RS RE, SIMAEERALSD

BHERERE: £FFE. ARHRE. WHKE, 25E4ANTEINXEENEVHERER, EH
NEMMENZREZAH#TAK, LHEFHZRRNRE, HAREAIINENLIELE,

T—Iﬁ
HH1 A2
I T . T 1
ECS-1 ECS-2 oss-1 e
= —] )
& & &

,,,,,,,,,,,,,,,,,,,,,,

ATHRBLRFR, ZABMNATIANGERT TIRERT.
FXK REIRIT A

AFFBRREHHBEUTINER

BIPRES :
e department: FEMEIVABE  WREWHBREGRRLER, o
BRMEETR B UEZRESBRORE, fli: 94

e project: BENIBIIEER = (company) %.

e environment: ZEREES

NIBEERUBZHEEM AR OIR
&

BT AR K e iREHE: costcenter x
° #R&ME: proj-1. proj-
2. proj-3g{proj-4

EES IRHIERB AR AN TENECSER BIRRIE, BS R ERRSIZEFIECS
PRGBSI HRMEE .,
SIZARFSREpurposekiHiTH
BHRREKE, tr&ENautocheck-
8am, BIEAERSKRBEmHKK, R
MEENRE, BIRRSEEN

FownerRBMEARFREARTL
E,

B
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R it R b
TRIET BNEE RS RIRE,

4= &R (key) WRE(E (value)

® company

® department

LRLRZEH ® organization HEZIR
® team
® group
® product
® business

W 555EH HXER
e module
® service

° MEEER
° NAEER

Ja— * role * RREER
® user o EHEER
° K
o i
& ° pupose Rg{E
® use
e MB#E:
o project
o risk
o schedule
o subtask
HE © environment ELEE
° AR#E:
o sponsor
o member
° owner
o creator
® costcenter
WSS ERT] (SCTALAS BRI SS IR ® businessunit
) . biz ELES

e financecontact
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W HEE
WMEHEREAN (BERRARA)

MEHERER (RAERRSHNE
)

WMSHEERE (HERRZFHNR
B)

TS HEEIT B

4.1.2. Fr&

=2
=28

BN ZREBFEEHERETAE
BERER

IRSHE (key)

EEREST

EFER RS HEERRENRRHAITIRC, TABBIRHER
XHHETABEHRTUURBOREEESTR,

RE{E (value)

owner ANBHEEE
BENXHELE BEFER
project B &R
order ITE 32D

i

B R mRERTS
TH—IMCHEE,

SRRy

4.2. RIS K

4.2.1. K FER

R E

AR S EEERNESRNINEEERE, &
{/\/U\%%
BH AN APIZEIN
Kb R
o BIFASRREAP, XTFTXF
RS KAPHEE, 52
AR IR S MR 4T :ﬁ\ﬂlzﬁjﬁﬁk{ BERZ
8. BNRME, BENTERS : o
0 75 PR 25 A% (048 6 STRY 51, * BRSE—EIREAPI
TagResources,

RECWE LZVBHARENRTRATENER, EAR—ENRE, THESIRIARENZRRFEHRT
MEHER, MLESRARNWSIFK., BZMRNEER, WEKAFERRNERE. A HEET L

73_1£1 \IL:\/%

XA 7%

B RIRZIR

BEEIRERER

HiEA

MREHELERRN RN BZFHTESS, PAXLERREETIBIE
WS FIMTAE, wmdks5A-DEV-2020,

MREHANNFARARZRRBAREIKS #HTEE, BAGTUNELIRER
BHERRIARE, fl, BB REETEZERRNEIEE. BiE
1€, BELBIRIEFE IR 8 EWEMELookupEvents,

MEARWESHAATNWIMIEAR, BAKTILUBEI MIREBRAMNE
BARE., flan, EoUEIRIESE TS A, BANRE, B 0LETIRE
HitiEH 8 &M= LookupEvents,
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4.3. ERRSHTELE %
4.3.1. FHEHRHRSZMHEEUIREE

BICIRIZERARS (00S) BENER, KoL EBNE—BE THHE N ZROE—IREIRE
=8

B &4

EAECSEFHE—NMRE, FBIBSRNEHIEEENFE,

=|uE{-.-ll_a\

AR LAECSSEBI ARG, BIZ—100SH EXER, ZERIF— R MBI B AECSIHINE —IRE{E, ECS
*@Jﬁﬂmﬂ’]/ﬁﬁ'gﬁ{ﬁﬁﬁ TagKey:0ldTagValue , ﬂgEﬁU:»F’;ﬁ_‘jJ TagKey:NewTagValue

@ 8
o HMEEXEENHKELREAR1000, FELHE AT 10000 EE S RHITHEENER,

o OO0SHENXBR O LMEK E—Hig TMEAZHF A ERENER, BREERFELBIWSESFIREK
HBNED, TEFPERSHNER, FBBESIZFRENERS ., 0O0SIFHNER, FHEIES
HWOOSEHH == mIE.

TB—: tIEER

OB ZUTSE, IE#EBLUREERNO00SH EXENR.
1. BRO0SEH A,

2. EEMSMmE, BEROER.

3. ETREEBELA LRL, EiFtbiE,
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4. BHBIEERR,

5. EEAFERXE, BARRER.

6. BEJSONTIE, HEBERA,
BRI :

"Description": "HtEEZERTEE",
"FormatVersion": "00S-2019-06-01",
"Parameters": {
"operateId": {
"Description”: "BENXEHIE(EID",
"Type": "String",
"MinLength": 1,
"MaxLength": 64
}y
"tagKey": {
"Description”: "HHEIIRER",
"Type": "String",
"MinLength": 1,
"MaxLength": 64
}o
"tagValue": {
"Description": "HBItRE(E",
"Type": "String",
"MinLength": 1,
"MaxLength": 64
s
"newTagValue": {
"Description": "{EERIIREE",
"Type": "String",
"MinLength": 1,
"MaxLength": 64

by
"Tasks": [
{
"Name": "DescribeInstances ECS",
"Action": "ACS::ExecuteAPI",
"Description”: {
"zh-cn": "EERFIIEECSEHI,
"en": "filter ecs instances by tags"
3y
"Properties": {
"Service": "ECS",
"API": "DescribeInstances",
"AutoPaging": true,
"Parameters": ({
"Tags": [
{
"Key": "{{ tagKey }}",
"Value": "{{ tagValue }}"

> MAYRRAS: 20220531
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by
"Outputs": {
"Instances": {
llType": "List"’

"ValueSelector": "Instances.Instance[]

"Name": "TagResources ECS Instances",
"Action": "ACS::ExecuteAPI",
"Description”: {

"zh-cn": "BBHECSELHIARE",

en": "tag ecs instances"
}y
"Properties": {
"Service": "ECS",
"API": "TagResources",
"Parameters": {
"Tags": [
{
"Key": "{{ tagKey }}",
"Value": "{{ newTagValue }}"

] r

"ResourceType": "Instance",

"ResourcelIds": [
"{{ACS::TaskLoopItem}}"

by
"LOOp": {
"MaxErrors": "100%",

"Concurrency": 20,

.InstanceId"

"Items": "{{DescribelInstances ECS.Instances}}"

]I
"Outputs": {}
}

7. BROIBER.
FE . HITEIR

BOUSELUTHR, HT5E— E2EREENER, HEBSIREE,

1. ZEEMSME, BERNER.
2. HEFE— QEERRNRR, BERETNIRRST.
3. EERfTHIR, HEERTER, ARRET—%: RESH.
4. MASBH, RERET—H: #E.
ST
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o operateld: #B{EID, BFRAERIEIE, TTEEXEA,

o tagKey: HEIIREH, ARFIA Tagkey .

o tagValue: HEIREE, MEXEINRESE, ARFIA oldragvalue .

o newTagValue: Fix&(E, BMEMEHIREE, KRBIA NewTagvalue .
5. BEHBIE,

WITREBENRERNTIEERE, EERTE

@ ®B  MREHTLER, BILEEERTASEEMLREER.,

4.3.2. FHEZHRHRSMEDERES

NREHFECAREREEFHZRONR, TLBZEERAERS (005) NEEXER, #EHE—IME
THREZRHRNERPER ERE.
%%EI@\

ZRFSBECSHNEM RS NES REFIAERE, UFTRBLZMSIFRERE, BSLHnE0

~RS,
AR LAECSSEAI A6, SI—00SH E MR, ZER T LAA E—i i T IECSSEAI R E 4P ER
§ owner:zhangsan o

@ WP EEHESESHSELFER—MET.

TB—: SIERAMABHEN
F100S 8 RAMS 2 00SServiceRole, HARAMAEIZ,
1. FRRERKSERRAMEEI &,
2. Bl BENXEKEOOSAuUtoBindTag,
BARIE, BB M0E S 2 WIUREE,
@ B BENEBEOOSAUtOBINAT agAECSSEAI A, MIRIRE
7 ecs:Describelnstances , ROJLMBEVSBRIRELZTENNR. fli0: NRBFEIRS

éﬂ?tt%éﬁiiﬁ\%, Y& ecs:Describelnstances B2iA ecs:DescribeSecurityGroups o

REREANORBUN TR
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"Version": "1",
"Statement": [
{
"Action": [
"ecs:DescribeInstances",
"ecs:TagResources"

]l
"Resource": "*",

"Effect": "Allow"

}

3. EJERAMEA & 00SServiceRole,
BAERME, B2 EZERSAE,

4. ARAMA B 00SServiceRoleiZ N B iE X K EEO0SAuUtoBindT ag,
BIREME, BERAIRAVEEE,

5. JARAMfA 8 00SServiceRolefE R &R 4 sk B AliyunOOSFullAccess,
BIARME, BB ARAMAEE,

TR ARBEMERERE
. BROOSEFIA,
2. EEMEME, BHROEIR,
3. A E AL FAL, EFtE,
4. BB EXER,
i BEGIRER.
i. TEAERXE, BAEREIR (F20: O0SAutoBindTag) .
ii. BEYAMLAE, ZREBRRB, RAERECIRER.
BRI R :

_I

FormatVersion: 00S-2019-06-01
Description: Tag Resources Without The Specified Tags
Parameters:
tags:
Type: Json
Description:
en: The tags to select ECS instances.
zh-cn: BYEECSEHIIRE,
AssociationProperty: Tags
regionId:
Type: String
Description:

en: The region to select ECS instances.

zh-cn: HMEHERENECSEFIFRTEMIE,

OOSAssumeRole:
Description:
en: The RAM role to be assumed by 00S.
- Pl =2
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zh-cn: OOSTEAIHYRAMHEHE.
Type: String
Default: 0OOSServiceRole

RamRole: 0OOSServiceRole
Tasks:

— Name: getlInstancesByTags

Action: 'ACS::ExecuteAPI'
Description: "'
Properties:

Service: ECS

API: DescribelInstances

Parameters:

Tags: '{{ tags }}'

RegionId: '{{ regionId }}'

Outputs:
Instancelds:
Type: List

ValueSelector: 'Instances.Instance[].InstanceId'

Name: getAllInstances
Action: 'ACS::ExecuteAPI'
Description: "'
Properties:

Service: ECS

API: DescribelInstances

Parameters:

RegionId: '{{regionId}}"'

Outputs:
InstancelIds:
Type: List

ValueSelector: 'Instances.Instancel].InstanceId'

Name: TagResources ECS Instances

Action: 'ACS::ExecuteAPI'
Description:

zh-cn: ARPEIEERENECSEHIMBEIRE,

en: 'tag ecs instances, which are without the specified tags.'

Properties:
Service: ECS
API: TagResources
Parameters:

Tags: '{{ tags }}'

RegionId: '{{regionId}}'
ResourceType: Instance

Resourcelds:

- "{{ACS::TaskLoopItem}}"

Loop:
MaxErrors: 100%
Concurrency: 20
Items:

'Fn::Difference':

- '"{{ getAllInstances.Instancelds }}"'
- '"{{ getInstancesByTags.Instancelds }}'

Outputs:
Instancelds:
Type: List

TTaTram e
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REXK-TE REEE
vairuc.
'Fn::Difference':
- '"{{ getAllInstances.Instancelds }}"'
- '"{{ getInstancesByTags.Instancelds }}"'
SHIHE:

m tags: E4PFEECSIHINFE,

m regionld: #tE4PEIREHIECSSLAIFRFEMIS

m OO0OSAssumeRole: OOS{EFEIRAMAE

PRI EA :

m Describelnstances: #RIFIRZLIRER.

m TagResources: NEENRRCIEHDERS,
5. HITHENER,

i EEMSHE, BHEOER, HEBEXEROOSAUtoBINdTag, HEES, REEIBRHNIT.

i. REFFRANREXENEFNTRN, RERET—H: RESH.
i. 524, HREEFT—%: #E.
RRGIPEENSH:

< BT

(v) maiam © :=::

PR B

tags owner: zhangsan *

3#5EN D 4REECSSIRIATES,

regionld cn-shanghai
I R AR E CSEIRRTT g,
oosAssumeRole ‘ QOSServiceRole

OOSERIIRAMAE,

OOSEHERERAM 8 O0SServiceRole BIIREHRITHE

BIERAME IR EEEEeE

i EXNER T—#: ®E EiiE

m tags: prirg =T o owner:zhangsan ,

m reginid: B ASLEIFRFEROMIEID, BIAN: cn-shanghai ., BHFNE, BSRMEA O HX,

m 00sAssumeRole: {EFHRAMA & 00SServiceRole,

v. BEHEIE,
v. EERFERNE, RESRUERS.

53 > MHRA: 20220531


https://help.aliyun.com/knowledge_detail/40654.html

RFERE RESLE- 75

vii ERRAEBREAN, BERTER.
vi. EERITER.
» MRATHY, REBETUTER:

miTEdl ST

BIANZH ocosAssumeRole: 00SServiceRole
regionld: cn-shanghai
tags:
- value: zhangsan

key: owner

miTaR HiTHS

WITIRES @ o)

Z R Instancelds:
- i-ufé
- i-ufé

n NERTERK, BRoAEIEERTEHEREMNEKERA,
4.3.3. FHEHGHIRSHEE I FIE EIRSMECSSE
£

S EHUEEPEEXRO— MRS NARERI R BEENERES. BRRE S EERHRS
(00s) MASKILAERBRR. AXAENBNAECOS T BB HETRENS AECSLH,
SBR—: NECSLAIBIZHPERSE

FEECSIRE| A AR RS S NECSLHIRIEH I EIRE business:bigdata . W FAERSREISHIRENR
Bl :

1. BRIFZERG,

AEEMSME, BFRE > 58,

AR P LAk, EFME,

FEEXRERE, BLEIZBAEXRE,

. ERIB B EXAREIEE, 8182 business:bigdata #n%, FHEIEESHECSELH,
BRRME, BB NEEHLEEENTE,

SR_: AOOSHERMFEIREMIECSSLH

FEOOSIEHI BT A TR Pt E /S FECSSEH (ACS-ECS-BulkyStartinstances) , $#4T BARRE R 4D
E THRE business:bigdata HIECSSEH,

1. BROOSEEEHIE,

v W
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2. EEMSHE, BEAHER.
3. AR BIE Ff, EEME.

@ e BAERT, EHEH00SHESEAMBHEE. A, £R1 (FM) BO00SBRIA
BEERT (FuM) B9ECS. ER, fEABIS, AP TILAEERExecuteAPIE S ERegionldBIfE,
BARAEMMIFHAAPI (REBCXHEM) . B, LL00SHMEIES SR —: NECSEAICIEHEE
R R ECSHUBRIF—E, X TO0SHIERREI, Fi5iESLIERRE,

4. EAHBIRTE, THACS-ECS-BulkyStartinstances, HEHIERT,
5. ERIETE, TAMUTERE:
i. BERERRBRNEE, BET—%: ®RESH,
HbaaTER, FRERTUFEESHSMFETIT, MAREMESHNIT.
ii. $targetsiREANIEELHNIRE, ERRERMNIRTZEN business Fl bigdata , FHRITE
HEINBRAKFRENLSNKSHEGNR., HRSHEFRIARE.

ii. BET—%: WE.
v. WMSREIRE, L0,

6. ELHIFIETE, SENITLER.
FESEIEEARE business:bigdata WECSSLAIB MM ER.

f=== =hFI= Biz =i B= FifT =RnE
£S5 EfrH AELD ==l ZiFh
R EBiEE HiTHE FraadE featip] SREH Z=iE
i-bpljgzw3iomnag @ =1 20204£95 90 15:56:41 2020R95 90 15:56:47 FHAT
i-bplaz353cisggui © am 20204F97 98 15:56:41 2020£F9F 98 13:56:47 FHAT
i-bp1dkmg7ytgd7Irt e AT 202089598 15:56:41 202089598 15:56:47 FHAT
4.3.4 = S BB AECSEHINHEXE]
.3.4. proy- 3 3k 9//2E:
TS
REVNSE

ECSEf—MRABERE. BHEMK. BEANIPERXEIR, HENECSEHPERENNER, JUERIZE
HHEHAMRS (00S) AXREBXBFRAMNBERE, RIEECSIHSHEXBRREN—BE, HEELE
i

%‘/%EI%\

RRBlH, RKELO0SHEXBRIRNECSIAIMBREIR (ZR. BEMR. BEIMIP) BEHLER

ﬁ% owner:alice o

@ $83  OOSKMR. ECSEHI. =, WM. WHAMPUALER—HEHT.

SEB—: tIZRAMAEHER
1. ERANERKSBERRAMEIS,
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2. BIZBEEXREMOOSAUtoTag, HFIHIES M O)EE = VAESEE,

B EXAPREBOOSAUtoTagR B TR

{
"Version": "1",
"Statement": [
{
"Action": [

"ecs:DescribeDisks",

"ecs:DescribeInstances",

"ecs:TagResources"

]I
"Resource": "*",

"Effect": "Allow"

"Action": [
"vpc:TagResources"

"Effect": "Allow"
}
PRR BRI T RPN
PRIREE
RFEHECSILA . BHEMK. BEANIPHER.
AUFEBENER.
RFAECSIEA . =&, BEEN-REIRHHDERE.
R AEEARIPEIEH P ERE,

3. BIERAMA 2 00SServiceRole,
HBBEENEZERSEE,

XS

ecs

ecs

ecs

vpc

4. AARAMA B 00SServiceRoleiZ N B E X REEO0SAuUtoT ag,

FIBES N ARAMA B,

:DescribeInstances

:DescribeDisks

:TagResources

:TagResources

5. JARAMFA & 00SServiceRoletZ R R 4 5 B AliyunOOSFullAccess,

B S 0 ARAME BB,
FE_ . RIEHHNTOOSHEIR

. BROOSEHAE.

2. EEMSHE, BHENER.

3. EIERBIEE LA, EFEME,
4. Bl EEXER,

—_
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i BEGIEER.

i. ERAGERRXE, BMABRER (F: AutoTag) .

iii. BEJSONTIEE, HEERNE, REFRHEIRER.
ARG R -

"FormatVersion": "00S-2019-06-01",

"Description": {

"en": "When instance is labeled with the specified tag,

to the related resources.",

Tags will be propagated

"zh-cn": "YHEFIHEREREN, FEGEISIABXNEE. BIERF, BEARMIPER",
"name-zh-cn": "HEFIMERFEREN, FETEINSKOERNEE. BERR. BEQIMIPE

B,
"categories": [
"event-trigger"
]
3y
"Parameters": {
"TagKey": {
"Type": "String",
"Description": "Tag key for tag instance"
s
"TagValue": {
"Type": "String",
"Description": "Tag value for tag instance"
}y
"OOSAssumeRole": {
"Description”: {
"en": "The RAM role to be assumed by 00S.",
"zh-cn": "O0OSHYEMRAMAE"
s
"Type": "String",
"Default": "OOSServiceRole"
}
}y

"RamRole": "{{ OOSAssumeRole }}",
"Tasks": [
{
"Name": "eventTrigger",

"Description”: {
"en": "Monitor the ECS instance TAG event.",
"zh-cn": "EIELHIFET K"
}o
"Action": "ACS::EventTrigger",
"Properties": {
"Product": "tag",
"Name": [
"Tag:ChangeOnResource"
1y
"Level™: [
"INFO"
1y

"Content": {

57
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"product": [
"ecs"

I

"resourceType": [

"instance"

s
"Outputs": {
"instanceId": {
"ValueSelector": ".content.resourcelId",
"Type": "String"
by

"isTag": {

"ValueSelector": ".content.addedTags|select (.{{TagKey}}==\"{{TagValue}}\"

) I[.] lall|tostring",
"Type" . "String"

"Name": "whetherNeedTag",
"Action": "ACS::Choice",
"Description”: {
"zh-cn": "HIEREREEENIRE",
"en": "Determine whether the tag needs to be propagated"
3y
"Properties": {
"DefaultTask": "describeInstancesFinally",
"Choices": [
{
"When": {
"Fn::Equals": [
"true",
"{{ eventTrigger.isTag }}"
]
by

"NextTask": "describelInstances"

"Name": "describelInstances",
"Action": "ACS::ExecuteAPI",
"Description”: {
"zh-cn": "EEF, KRENSEGIERAEEN R, BEAMIPER",
"en": "Query the instance to obtain the network interface
c network IP resources related to the instance."
s
"Properties": ({
"Service": "ECS",
"API": "DescribelInstances",

"Parameters": {

and elastic

publi
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"RegionId": "{{ ACS::RegionId }}",
"InstanceIds": [

"{{ eventTrigger.instanceId }}"

}y
"Outputs": {
"eips": {
"Type": "List",
"ValueSelector": "Instances.Instance[].EipAddress.AllocationId"
}y
"enis": {
"Type": "List",
"ValueSelector": "Instances.Instance[] .NetworkInterfaces.NetworkInterface
[].NetworkInterfaceId"

"Name": "describeDisks",
"Action": "ACS::ExecuteAPI",
"Description”: {

"zh-cn": "RIBELGIIDKRBR=EERE",

"en": "Obtain disk ids based on instance id."
}y
"Properties": {
"Service": "ECS",
"API": "DescribeDisks",
"Parameters": {
"RegionId": "{{ ACS::RegionId }}",
"InstanceId": "{{ eventTrigger.instanceId }}"

}I
"Outputs": {

"diskIds": {
"Type": "List",
"ValueSelector": "Disks.Disk[].DiskId"
}
}
by
{
"Name": "tagResourcesDisks",

"Action": "ACS::ExecuteAPI",
"Description”: {
"zh-cn": "fRE=EE",
"en": "Tag disks"
}y
"Properties": {
"Service": "ECS",
"API": "TagResources",
"Parameters": {
"RegionId": "{{ ACS::RegionId }}",
"ResourceIds": [
"{{ ACS::TaskLoopItem }}"
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"ResourceType": "disk",
"Tags": [
{
"Key": "{{TagKey}}",
"Value": "{{TagValue}}"
}
]
}
}y
"Loop": {
"RateControl": {
"Mode": "Batch",
"MaxErrors": 0,
"Batch": [
50
1,
"BatchPauseOption": "Automatic",
"ConcurrencyInBatches": [
1
]
}s
"Items": "{{ describeDisks.diskIds }}"
}
}y
{
"Name": "tagResourcesEnis",
"Action": "ACS::ExecuteAPI",
"Description”: {
"zh-cn": "tRICHEMERE",
"en": "Tag network interface."
s
"Properties": {
"Service": "ECS",
"API": "TagResources",
"Parameters": {
"RegionId": "{{ ACS::RegionId }}",
"ResourcelIds": [
"{{ ACS::TaskLoopItem }}"
1y
"ResourceType": "eni",
"Tags": [
{
"Key": "{{TagKey}}",
"Value": "{{TagValue}}"
}
]
}
3y
"Loop": |
"RateControl": ({
"Mode": "Batch",
"MaxErrors": 0,
"Batch": [
cn
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I
"BatchPauseOption": "Automatic",

"ConcurrencyInBatches": [

1
]
by
"Items": "{{ describelInstances.enis
}
s
{
"Name": "tagResourcesEips",
"Action": "ACS::ExecuteAPI",

"Description”: {
"zh-cn": "fRiCEMEARIP",
"en": "Tag eips"
}y
"Properties": ({
"Service": "VPC",
"API": "TagResources",
"Parameters": {
"RegionId": "{{ ACS::RegionId }}",
"ResourcelIds": [
"{{ ACS::TaskLoopItem }}"
1r
"ResourceType": "eip",
"Tags": [
{
"Key": "{{TagKey}}",
"Value": "{{TagValue}}"

¥y
"Loop": |
"RateControl": {
"Mode": "Batch",
"MaxErrors": 1,
"Batch": [
50
1r
"BatchPauseOption": "Automatic",
"ConcurrencylInBatches": [
1
]
3,

"ITtems": "{{ describelInstances.eips

"Name": "describeInstancesFinally",
"Action": "ACS::ExecuteAPI",
"Description”: {

"zh-cn": "EELGPRZE",

}}u

}}ll

"en": "Views the ECS instances Status."

61
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by
"Properties": {
"Service": "ECS",
"API": "DescribeInstances",
"Parameters": {
"RegionId": "{{ ACS::RegionId }}",
"InstanceIds": [

"{{ eventTrigger.instanceId }}"

}I
"Outputs": {
"status": {
"Type": "String",

"ValueSelector": "Instances.Instance[].Status"

}
1,
"Outputs": {
"instanceId": ({
"Value": "{{ eventTrigger.instanceId}}",
"Type": "String"
}y
"diskIds": {
"Value": "{{ describeDisks.diskIds }}",
"Type": "String"
}y
"eips": {
"Value": "{{ describelnstances.eips }}",
"Type": "String"
}o
"enis": {
"Value": "{{ describelInstances.enis }}",

"Type": "String"

5. AITHEXER,
i EEMSHE, BEROER, KFBEXERAUtoTag, HEEY, REEIBRNTT.
mEEn wE  mEEs S siRgEE @t
HEMEERERET, CEREI

AutoTag > RIS, BERE
PR

v2 JS0ON 20204E118 120 14414 #1E

i. REFFANRE, BHT—%: RESH.
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RRERE

i. BE24, HREEFT—%: #BE.

AFRFIDESHESHMT:
< BllgE

(v) =22

PHE

O BTSN TSR - 25 B,

© ===z

LiE

BHRE
# TagKey owner g
Tag key for tag instance
* TagValue alice E
Tag value for tag instance
HATEREIEIRE R (®) =ERAMBR, EREBENTR
00SAssumeRole O0SServiceRole
OOSHESRAME 200 IREZFRAMELR
OOSIEEERRAM & 005SenviceRole FIBIRAEITER
BTERAMFASEIEE SRR
5 =RES i

] TagKey: E@)\*ﬁ‘%& owner o
m TagValue: BMIAIREE alice ,

m OOSAssumeRole: #E#FRAMA E00SServiceRole,

v. BEEIR.

F$B=: HECSEHIPERE

—_

. BRECSEERZFIS.

. BEEMNSME, EEXHS5EK > X6,
. BRI EBEEAL AL, EFb,

. EXFFIED, REBIRECSELA, ERSHBEREELE,

?‘:’Eﬂfﬁ*ﬁ% owner:alice o
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EETE

EECHEEREES, SLEnEEREEREeEE KRERE FRESHETEEREREE
HERFIE. i rEEEEEDR

owner:alice €

MITE

HECSHEMRTNEH S BARAROOSERAUtOTaglI AT, ZECSEFI THRAZ ., BHEM K. BEANIPS
Efﬂgﬂfﬁﬁﬁﬁ owner:alice

BEEMEEE BE

4.3.5. FAHZHRFHRS =K RKECSTHINIRE

o] AME R4 RHERS (00S) RENAHBERCIZENIT, NECSIHTH=E, BHN-R. BEAMIPE
IREEHE 8 HKECSSLAI AR, IRSBHYE,

%%El@\

$7T<@JEP, 1&?&57\]54\ECS§E1§U§BE7&%§ team:dev , H%XECS;‘E{EU‘FE@Eﬁiﬂ%ﬁﬁﬁilﬁ#ﬂ’\]ﬁ%o
EBLRERTERHIZRRBHEZNE, ARFEER, Wi, WoILUBIZ00SH A HERACS-TAG-
ExtendEcsIinstanceTagsByInputParams, B@HERATEERN=EHMNEHREZIFS,
BESER

1. BRO0SZHEIA,

2. EEMSMmE, BEARER.

3. EREPE R AL LR, EEMI,

@ 38 EBABRT, EHEN00SHTESEAMMOZR. FII, €K1 (FM) H00SBIA
EEERT (HM) BIECSSERI., EBR, fEABIS, AP TILAEERExecut eAPIE S ERegionldiy
8, REREMMIEIIOpenAPl (REBUXHM) . EIL, LbZbO0SHYIM: 7 E 5 ECSSEFI &R E5
—X, XTOOSHIERRE, ESNEARE.
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4. EARBIRD, BFHACS-TAG-ExtendEcsinstanceTagsBylnputParams, HEEIERT,
5. ZEAGERNHE, BEEHTHEAER, ARREET—%: RESH.
A, EXEFERXARINE.

@ e REEXEREADRGT, ERERPNFEESHBIWETIT, TAZEMES I
AT,
6. ARESHIH, RENTHNSH, AREETT—F: #E.
i. fEMIIIDIXIE, WEHRECSSEAIPTTERIMIE .,
i. EEIRSERI X, EFBIRECSEA,

ERERIFANARESH, BuULBRBEIGREERTER. ARfld, BEZIEEIFREN
FRIGEDE TIRE team:dev BIECSEEH,

il. FEFEHANRSEXYE, REEHRKNECSIHIIRESHE,
A, BEEHRSHE tean . WATFEESMRSHE.
iv. EHFAIRENRERR X, RBECLHATHRELEE,

FTHEHREBREZER: disk (=8) . snapshot (HRER) . eni (MEMNE) FMeip CGEEAMIP) , &
B, %EFRdisk (Z4) .

v. EREEITANRGERER, REEESHREETX.
KRB, ERITAAFX, NARERER, ERSEFARDN, ERMNRSERSREEN,
vi. O0S# E K RAMA & RIFEINE.
7. WINMERERE, REEIE.
RITER
WMRPITREETAY, WRRENECSIH THREMEMRATECSIHIIIRE team:dev , KO
ECSIEHI GHILAFITIR T, BEEXNNECSIA THER/ETERNHEZIRE.

N— Y 2 - = =

4.3.6. FHEHERHRSNECSH BENBERERS
KBRS
RO LA IR AEARSS (00S) RN AHRIREIZENTT, BEIIREUEEECSIAINBRIERFRE (4
g0: Windows, Linux) , AZECSELHIBMMAERERFLENRE, HEEH,
BELR

1. BROOSEHIA,

2. EEMEME, BEAHER,

3. EERBEAE LR, EEME.

@ HE  BABRT, SiBA00SHESSERAMBESE, H, LR (FiM) HO0SBIA

EIEERT (M) BIECS, BR, EABIY, B TIPATEEREXecuteAPIE 1 ERegionld 1B, X
B A E b B 0penAPl (REBIUXHEM ) . EIb, LL0O0SHIHNEE SECSHIFRIF—2., xF
OOSHIfE RS, B2 RERRE.
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BRERE

EX

LR 7

4., EAHEIRD, THRACS-ECS-BulkyTaginstanceByOSType, H&#HMEHNT,

5. ERIBRE, STRMATERE:

i BERERRFRANRE, BET—%: RESH,

@ B TR EREDRGT, ETERTOFEESHSBETRT, TR2EME
DHFTT,
i. KtargetsiRBANFIERELH, AREEFTEHNEIRTHIECSIHI,
< BlsE
(V) === © ===
AE R
* targets E}%Eﬁ e =
(O === EESTE TSRS ECaVITE
wEEE @
i-m3eddboxbsdig32il X
]
tagkey CSType g
R,
rateControl EEEIER (o) sl i el £
HEEE @ ® 10 =f 1 %
BrigErm @ ® o R 0 %
EEREEFALE,
HTERIATIREE ® =zFSnEenR ETRAMES, EEEESTRE
5 EHEE B
@ 189 IEHBERS AECSTAI,
i. ¥tagKeyi&EH0OSType,
v. BET—%: WE.
v. INERTRE, BEEIE.
RITER
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b

FECSEEFIGHXAITRD, EEFENNECSEHIREELMMPERFERRLERE, F0: WindowsE{E
RERHECSLAISBHMYBE osType:windows #R&, M TEMR.

O =miD

e

1Kl

OSTypewindows |{BEiaE

i-m3eddboxbsdi
iZ6sdfg32ib Vd

4.3.7. EFH S RHRS NECSITHI B EBELINnUXN
AN T

ol LAMERE 4 RHERS (00S) RMHNAHLEREIZENIT, BiIIREUEEECSEABILNUXAZIRAER,
FZECSELHI BB ELNUXRZIRBARE, HEEH,
BESER
1. BRO0SEEIA,
BEEMEME, BEAHER,
. ETREEEEAL LA, R,

w N

@ e BIAMERT, EHEH00SHESEAMBHZRE. A, £R1 (FM) HO0SERIA

EEERT (M) BIECS. ER, EARIS, AP allifEEiRExecuteAPIE S ERegionldBfE, %
B A EA#IHAIOpenAPl (REBUXHFM) . Eltt, HL00SHIMIEEESECSHIBARF—, XTF
OOSHYEFMRE, EZ NIERRE.

N

. EARERD, FHACS-ECS-BulkyT aginstanceByLinuxKernelVersion, FHH&E6IZ#IT.
C ERIERE, TRATERE:
i. BRAGERARFRANRE, BET—%: RESH.

[9)

@ 3 HAFEREREMNGT, ERERPOFEESBIBETIT, MAREME
AT
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i. targetsiREAFHMEFLH, RAREFETEHEIRSIIECSEA.

< GIE
(V) ===

R R
* targets =E8T @ =
®) FanzEen FEERPIRTRE EFESRFIRTEIRE iscsvanit
wEmn @
i-bp15iy2xndjhtn X i-bp15iy2xncljhti b4
=]
tagKey KernalVersion B
moR.
rateControl EERE e ®) mEms Hemis B
mEEE O ® 10 Bt 1 %
sEEm 0 @ o e 0 %

EERTRIEE,

T ERSTRA=E ® =amsnEETR

@ 08
n TR ERES BECSELA,

IEERAMEE, EEZARERTIR

n ERBEEFELNUIRIMERAKRIECSSEA, AEEIEFEWindowsiRIERFERIECSSES, BN,

SPITRM,

i. tagKeyig&NKernelVersion,
v. BET—%: #E.
v. MAEREIRG, BHEIE,

RITER

FECSEEFIGHEAIFIRD, EFXMECSEHI R B ELZMINEEE LNuXxRZIRAIRE

=MD/ EFR TmEE = BRE -
KemelVersiond.19.91 |4RiBtFE

f—n_'lSEﬁiciiG:uxﬁsdf - * B SsIERC

iZ6sdfg32ib rd
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4.3.8. FHEEFHIIERAPBEEERESRN
AXAENBNEEREREE T (Config) EXARPEIEERTNER, LR REET
IR s

BREENERIREFSIRITEREN, #BEESNRS Rt &ELE,

BRELR

1.
C EEMSHE, BHERM,

CERNRE, RERERN.

. EMEMNGNE, EXEEHNNrequired-tags, AFBRENAMRM,
ERARMRE, REMVER. NESFENEE, RERET—F.
A BRRERRE, EhRRXE, RREET—H.

o o~ W N

BEREEHHZETIS,

AR, FEEKECS, EIP, OSSHIRDSHARMEIEEMRSHEIR, FrLALLLEPECS, EIP, OSSH]

RDS,

ESHRENE, REBFENRSERNGEE, RERET .
EERERENE, EPEERESEE, REBERTHIRN, RERET—F.

BIERTHNBATILA:
o BEithiT: HENBIREMEIRE, KEHNTEE.
o FHAT: JARNEAESMRZRE, BFEFNRTELE.

ERRHREFERE, BERX.
. BHEREANFRE, EEANFR.

o EMWFBERE, EFERRNENE
EEHITAGRKE T RAEEEFRENER, WTEAR.
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HEEEAER

Fam v

EHEID HiFEA BHER HE
ACSHECS:Disk o FEHl FE | EEEE | SFEEE
ACSHECSzMetworklnterface o FEH E | EEEE | SHEE
ACS:ECSzInstance o &8 EHE | EEWEE  afeEsE
ACS:RDS:DBlnstance o FEH FE | EESiEE | SHEEE
ACS:ECS:SecurityGroup o FEHl #E | EESEEE | sFEEE
ACS:ECS:SecurityGroup o TEH HE | EEEE | SHeEE
ACS2ECS=SecurityGroup o FEH g | EErEE | SHeEE
ACSHECS:SecurityGroup o ~EH g | EErEE | SHeEE
ACS:VPC:VPC ® Rl HE | EEEE | SHeEE
ACS:VPC:VPC e FEH FHE | EESEEE | SFEEE

o HEEHFBRE, EFBENTHE,
MERTTEERE, REFHHMSARAERERSNEREDPERE, MTEFAR.

{EIERiThS

HiEID it TR HiTER EE
Polardb ££5 2021515268 11:45:57 fay|
Folardb ££5 202115268 11:44:38 Ay
Vpe BEEE 202118268 11:42:55 ATh
Rds S2ff) 2021515268 11:42:55 fay|
Vipe 35T 202115268 11:42:55 fay|
Vpc EEFE 2021518268 11:42:55 ATh
Ecs EiEM+E 2021515268 11:42:54 fay|
Ecs =i 2021515268 11:42:54 fay|
Ecs BEIEE 202115268 11:42:54 Ean|
Ecs 5260 202115268 11:42:53 fay|

R E
RO PIRBERZBRBEASHMSHIEERIRS (MNS) , BNMRE, BE N EREHESEERSEMNS,

4.3.9. EREFHEIH AT EBNBERS

AXABRMT T ENUHPERERF, BT HRUEZNEREDHENRERE, RRZFROEE
&, DERASKEE, BoLUEBREHE (ActionTrail) BIRRIRINEE, SLIZIES.

CIE S5
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BEITREFH, BREREEFEUTERS:
iR (RAM)

B{EHEI (ActionTrail)

REE (FC)

A&EMRSS (SLS)

@ 38 FEENMNBEETERE. EAERREETNAINBERS. BEHTEXBNRR
5, ABLRBIER, SFELEER, BEER, BELEERSHERE. REHEITERE,

BENE

BREFUHSLERNEZRKSHNREAR, XMREATTUEINEE. BLLENDTUBE—NEER
Fr, ELEIFRCENNNRESHN, BARERSHAP, AREHENEERE. &KE, EHPP
DBIREHTAK. TERBUTEAR:

R FREBSHRBRT SRR SRS AEURERESW

BB LogStore

f B L] HEARKS
OpenAPIiBF = @
N - [} FERRAREA SIS
’ RIEFIT HEEE RS (Tag) b
nyEHEBRLA
ERRWRER >
TiE B ke

1. EREFERT D OIRRER,
ERREEITNRIRINGE, ERTHBMERRE, HIR2IBAERSD.
2. EEERS PHEBEHE.
HEAXNTLUEERHTE. FinkRBITHARNER. AEFXBANRREGTE,
ERMHEEE, ARRERSNAP, ARBRHERE,
3. ERPPOEENRKE,
FBUUETFRBRNZERS, BEAFPTONAKKE, ZRAMTIMSETENE, SERRNH
K, ESER, BER s KEEEEA,
HEERK
UTEBRUAVPCHS, ERFHERTRE, BERETVPC, RRASEHMAZVPCHELIRZERE.
1. R ERRIEF I AEHFHENBERFIRE.
2. FEREHIEED, RHHIN, =EARBECloudShell,
3. AAMT®S, —RABRREHBEEDNHPEIRZER.
./install.sh
4, mir%;&riiiﬁmﬁ, BERELIDH, RARWAUTSHS, I 1NVPC, ARRIEBNEEIRSEZERF
EEEE%EN.

sleep 60
CREATED VPC ID="aliyun vpc CreateVpc --RegionlId cn-huhehaote | jg ".VpcId"®
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5. BEF1SH, REBMAUTHS, EENIZNVPCREEHE T EIRERE,

aliyun vpc DescribeVpcs --RegionId cn-huhehaote --VpcId $CREATED VPC ID | jgq ".Vpcs.Vpc
[0].Tags"

MRBREIMTER, HAZVPCEMRINEECIZEIRE,

{
"Tag": [
{
"Key": "created by",
"Value": "ram-user:22135730502024****"

(TIiE) MpRE R
BANT®HS, MRRFPUIRNMERE. HIRE, BNSERERFEAN.

./uninstall.sh

(Olik) BRRBRERER

FREEZFAUTRELE BN ECIEEIRES:

o RARSEBECS: ECSELA, =, BB, R4, R, BHENNBHER.
o =EEFERDSILA,

o REHIYHSIBLAI,

o TEMEVPC: EEME. K.

d\m‘Juzﬁulgaﬁz*zr‘E@@EE)utF NEMERERBNBPECRERES, BREBENAZIFRES IR
£, BIEBESNLHBREHITNERLE, ZERENERE

1. Z£CloudShells £/, BHHERER, KFFHEFIresource_type_amn_event_mapping.csvi 4 EH)
NS, RERECVIERHSER A,

resource_type_arn_event_mapping.csv4Fif a &2 M T :

actiontrail-best -practice-auto-tagging/fc-auto-tagging/src/main/resources/resource_type _arn_e
vent_mapping.csv
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B3 cloud Shell

FILES + C  resource type arn_event mapping.csv
- 1 resource_type,rescurce_arn_template,resource_create_event
2 ACS::VPC::VPC,arn:acs:vpc:¥s:¥s:vpc/¥s,Vpc. Createvpc
3 ,.Ecs.Createvpc
4 ACS::VPC::VSwitch,arn:acs:vpc:¥s:¥s:vswitch/%s,Vpc.CreateVswitch
actiontrail-best-practice-auto-tagging/ 5 ,,Ecs.CreateVswitch
6
7
8

«config/

terraform.d/

terraformrc

ACS::ECS::Instance,arn:acs:ecs:¥s:%s:instance/%s,Ecs.Createlnstance

.DS_Store
N »sEcs.RunInstances
git/
ssECs.Create
-gitignore 2] ACS::ECS::Disk,arn:acs:ecs:%s:%¥s:disk/%s,Ecs.CreateDisk
fc-auto-tagging/ 18  ACS::ECS::Snapshot,arn:acs:ecs:&s:%s:snapshot/%s,Ecs.CreateSnapshot
README.md 11 ACS::ECS::SecurityGroup,arn:acs:ecs:¥s:%s:securitygroup/¥s,Ecs.CreateSe

12 ACS::ECS::Image,arn:acs:ecs:¥s:¥s:image/¥s,Ecs.CreateImage

pom.mi 13 ACS::ECS::KeyPair,arn:acs:ecs:¥s:%s:keypair/%s,Ecs.CreateKeyPair
src/ 14 ACS::ECS::LaunchTemplate,arn:acs:ecs:%s:¥s:lanchtemplate/%s,Ecs.Createl
main/ 15 ACS::SLB::LoadBalancer,arn:acs:slb:%s:%¥s:instance/%s,51b.CreatelLoadBala
DS _Store 16 ,,51b.Create
Jjava/
resources/
I rEsuurcejypEjrnieventimappmg.cs\fI
test/ v
< >

2. FEARHE K resource_type_arn_event_mapping.csvX 4P RIRIE R,
3. BIENNRNAE $F CloudShelliresource_type_arn_event_mapping.csv3 g,
4. MALTHS, EMBERR.

./reinstall.sh

4.3.10. EFHRSERBECSIH BIMAZEIENESA

fER MY (Auto Scaling) B BEABHEIZAEREMENELH, REEZEE (CloudMonitor)
DEREEETFRENNASERN, BIFBMETHE, DEETEPHNEHERE, ZAREERFEX
0. NERUANEZEENUEFRR.
%%EI@\
ZUREFHFANUDIENT M TRFIBWECS (RASIFECSIH, AXFMK. BRF) . ZHIEERDS
M A IIESLB,
o AXLUEMMAEARNBHMEIRIECSEAI AR, ZECSLATELENIREN team:idev .

SBR—: ERMMEPIRSERSHECSH

1. BREEGREEHE

2. IR, BERME, SN ena,
BRELSBREFIHHHRE, NTISRETANEHT HES

3. QIR BMEECE, CUECSSLA), HNECSELPIEIRE team:dev , BER(E, BHEMoEMERE
(ECSEHI) &

Jg 1t {eR4E ESS

Q === © === =n

s

aliyun’, "acs: TRk, FsedFEE hitps: /B hitpy/”,

EEETLL

team : dev X

EIMTEE
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4. EREATIERD, BHEEHAZR, RAEEXLHINXRRITE, EFMHRAEBNLIRECSEA,
Empie  EaoiE

=RESED 2=
=IRERID/ER ESR HE (288 ¥V FERE SERE (23) Y SIBRUEE @  IAEE BE
i =1 HAERARE
i-bp15hr33jws84a (RS tag-test © Eas pom— . <0 2020511 E
ESS-asg-tag-test BEALZ emime

SR axEdhBRNANA

1. BREBRENE,

2. REUERANE. BARIE, EEMoELE A,
Heb, gl LE AR TATR:
o Bl HERERSESURE,

® wEaE =iz =REsE EEaAsE

o MEMM: REFFIRER tean , MEBUREENFIRREEE, ARFRECEAELR dev

o

LA

team » | BEM
HEREE

2= > | | dev

— R ALAEE3000-M R RrrE A =5

3. ENASHTNHENERRE, EFERERE, HEIFER tean BRNANA.

REFESHE TR KubernetesfElEE

| =

EiRRE v

=i S EREad TEECrH @ HEERsEe BREAR RS =2

s mEEa

O teamedeu-fgt / 762 e mEEE W 10 1 egtest  EEERMSE = EE‘;
=

4. BENANARR, EREARER.
B4R H B BIRIECSSLA, ELBHRMEZNADTAH.

< testKey-testValue-

. — + smec

e 0 0 o0 §
-

3
]
E

BRI UEBECSIAINERHIE. BESER, B2k,
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4.3.11. EFHEABRRHNZEEMEHN EX EHIRES

O MERERFEHEBRSROS (Resource Orchestration Service) Gli2&E Rk, ERREDEERR, HE
HARBRAERES, HFEABHNEHER, IFAS I ZERMEPEREHIRE, RABHME,

%%%I@\
ARG {EMAROS Python SDKEIBZ R, ESER, B MPython SDKERTI,
AZNZERPEERIRE

MTERME— R, EREBRRUZEEEMEVPC nytest-vpe FIRIEHLVSWitch mytest-vsw-n , FF
BB AVPCHIVSWitch48E app:test FR%,

1. REER,

{
"ROSTemplateFormatVersion": "2015-09-01",
"Resources": {
"VPC": |
"Type": "ALIYUN::ECS::VPC",
"Properties": {
"VpcName": "mytest-vpc"
}
}y
"VSwitch": {
"Type": "ALIYUN::ECS::VSwitch",
"Properties": {
"VpcId": { "Ref": "VPC" },
"ZoneId": "cn-hangzhou-h",
"CidrBlock": "172.16.0.0/24",

"VSwitchName": "mytest-vsw-h"

}

BARGEEE . BIE— N VPCHI—vSwitch,
2. BIERREM, HAVPCHIVSWIitch4)EARS app:test
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3.

# pip install aliyun-python-sdk-ros
import Jjson
from aliyunsdkcore.client import AcsClient
from aliyunsdkros.request.v20190910.CreateStackRequest import CreateStackRequest
client = AcsClient (
'<AccessKeyId>"',
'<AccessKeySecret>"',
'cn-hangzhou',
)
template = ''"'
<Template>
IEE]
req = CreateStackRequest ()
req.set StackName ('vpc-vswitch-test')
req.set TemplateBody (template)
req.set TimeoutInMinutes (10)
req.set Tags([{'Key': 'app', 'Value': 'test'}])
ret = client.do action with exception (req)

print (ret)

SHORA:

o <AccessKeyld>HI<AccessKeySecret>iE &% AR LIRAIAccessKey ID FlAccessKey Secret,
o <Template>iF&#A 45 EH 1 hHER,

(Tik) BREAMEEEEZGE, EFVPCHIVSWitch4BEHIHRE
HVPCHIVSWit chED4BE THREE app:test , FTRRIEMI.

AZN BB EARIRE

MTRRE—DRA, ERRFRZEENEZVPC nytest-vpe TR VSWitch mytest-vsw-n , A

VPCHIVSWit ch4B B AR app:test , BRUILZIMEEAVSWitchHESFEIRE group:test , EREWME

A

® VPC mytest-vpc ZPEHIARE: app:test

e vSwitch mytest-vsw-h §5ﬁ399$ﬁ§§3 app:test 0 group:test o

1.

mEER.
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"ROSTemplateFormatVersion": "2015-09-01",
"Resources": {
"VPC": {
"Type": "ALIYUN::ECS::VPC",
"Properties": {
"VpcName": "mytest-vpc"
}
3y
"VSwitch": {
"Type": "ALIYUN::ECS::VSwitch",

"Properties": ({
"VpcId": { "Ref": "VPC" },
"ZoneId": "cn-hangzhou-h",
"CidrBlock": "172.16.0.0/24",
"VSwitchName": "mytest-vsw-h",
"Tags": [{ "Key": "group", "Value": "test" }]

BEAREER . BIEE—PVPCRI—vSwitch, FAVSwitch# EfE EARE group:test o

2. QIEEIRME, FHAVPCRIVSWitch4BEBEAIRE app:test o
# pip install aliyun-python-sdk-ros
import json
from aliyunsdkcore.client import AcsClient
from aliyunsdkros.request.v20190910.CreateStackRequest import CreateStackRequest
client = AcsClient (
'<AccessKeyId>"',
'<AccessKeySecret>"',
'cn-hangzhou',
)
template = '''
<Template>
T
req = CreateStackRequest ()
req.set StackName ('vpc-vswitch-test')
req.set TemplateBody (template)
req.set TimeoutInMinutes (10)
req.set Tags([{'Key': 'app', 'Value': 'test'}])
ret = client.do action with exception (req)
print (ret)
SHORA:
o <AccessKeyld>F1<AccessKeySecret >i5 & 9 #8 SLFRAYAccessKey ID FlAccessKey Secret,
o <Template>iE& #9455 1P HER,
3. (&) BREENMEEEEGS, EWVPCRIVSWitchlE RS,
HVPCHERIREN app:test , VSWitchBEMINRE AN app:test M group:test BY, RRBIEM
Ij]O
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AENTRBEENIRE
MTRRE—DRE, BEAZ P2 EFEEERNSHEM L, ¥VPC mytest-vpe FlvSwitch mytest-
vsw-h E,gBIEEI’]*/T% app:test E%ﬁj’] app:normal

1. BIEEEEM, HAVPCHIVSWItchEEFIFE app:normal .

# pip install aliyun-python-sdk-ros
import json
from aliyunsdkcore.client import AcsClient
from aliyunsdkros.request.v20190910.UpdateStackRequest import UpdateStackRequest
client = AcsClient (
'<AccessKelId>"',
'<AccessKeySecret>"',
'cn-hangzhou',
)
template = '''
<Template>
Vi
req = UpdateStackRequest ()
req.set StackId('<StackId>'")
req.set TemplateBody (template)

req.set Tags([{'Key': 'app', 'Value': 'normal'}])
ret = client.do action with exception (req)
print (ret)

SHIRA:

o <AccessKeyld>H]<AccessKeySecret>iF & AR LRAJAccessKey ID FlAccessKey Secret,
o <Template>FE&# N N =7 & R ENERERE P IER

2. (Olik) BREEMEEEZGE, EWVPCRIVSwitch4ERIIRE,
ZVPCHIVSWit chZB4BTE 7 #IFREE app:normal B, RRBIERI.

4.4. [FHRERHER I
4.4.1. IR S ERSHNEE

MESRAMNESERA, RBILARENRAMAFPREGEREARNZERINDMRIERR, KXNEUDT
79RAM£HFT‘“‘$XEIE>‘L%H§, EiZRAMA P EBIRECSH R UMM ER EMRE, BUITECE,
GIE = SEs

BRREESEARMERKSAZT —TMRAMAFR, FBIESRUERAVEF,

SBR—: IZEEXEKEHARAMAF&EK

ALSED, K ARAMA P userTestiZAX B E X EBindTagForRes, {#iZRAMA P RIRECSEIER, Mk
EHEMENVPCHAL AP R ERE ., AP, VPCHENIREA user:lisi , ECSEAIMALEER

##Z—T:ﬁﬁ%ja owner:zhangsan o
1. FRAERKSERRAMIZEHIS,
2. SIEZEEXKEEBINdTagForRes, FIBES N0l EE IURER,
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BEXRBEIMTAIR:

"Statement": [

{

"Effect": "Allow",

"Action": "ecs:*",

"Resource": "*" ,

"Condition": {
"StringEquals": {

"ecs:tag/owner": "zhangsan"

"Effect": "Allow",
"Action": "ecs:*",
"Resource": "*",
"Condition": {
"StringEquals": {

"vpc:tag/user": "lisi"

"Action": [
"ecs:DescribeTagKeys",
"ecs:ListTagResources",
"ecs:DescribeTags",
"ecs:DescribeKeyPairs",
"ecs:DescribelImages",
"ecs:DescribeSecurityGroups",
"ecs:DescribelLaunchTemplates",
"ecs:DescribeDedicatedHosts",
"ecs:DescribeDedicatedHostTypes",
"ecs:DescribeAutoSnapshotPolicyEx",
"vpc:DescribeVpcs",
"vpc:DescribeVSwitches",
"bss:PayOrder"

1y

"Effect": "Allow",

"Resource": "*"

"Effect": "Deny",

"Action": [
"ecs:DeleteTags",
"ecs:UntagResources",
"ecs:CreateTags",
"ecs:TagResources"

1y

"Resource": "*"

79
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"Version": "1"
}
PR RS YLBA AN T R -

R PR ER B HXSH

B 0 E 48 BRI B RAIANR "ecs:tag/owner": "zhangsan"
° ecs:DescribeTagKeys

AW IR EONR ©  ecs:ListTagResources
° ecs:DescribeTags
° ecs:DescribeKeyPairs
° ecs:DescribeImages
° ecs:DescribeSecurityGroups

AWFEBECSERAZEOMNR ©  ecs:DescribeLaunchTemplates

o ecs:DescribeDedicatedHosts
o ecs:DescribeDedicatedHostTypes

o ecs:DescribeAutoSnapshotPolicyEx

o vpc:DescribeVpcs

RWFEHVPCEIRAZEONR

o vpc:DescribeVSwitches

AFZATEREONR bss:PayOrder

o ecs:DeleteTags

o ecs:UntagResources

RAVFEREREE X BRONIR

° ecs:CreateTags

° ecs:TagResources
VPCH EIRS S "vpc:tag/user": "lisi"

3. B EENXEKEBINdT agForResiZ LA RAMA FuserTest , 1FBEES ML A RAMA F#E11,

TB . AEEMEBEVPCHERS

HE— GlEEENEBRTARAMEFPENPHEENERNE T ORECH EERIFERH user:lisi IR
BHEGMEVPC, ELEBHVPCHERS, NBVPGEEHEE BN, EORECSHSRERIE.

@ W MBEBBEVPC, EEURVPC, EEESINENZTEEENE,

1. BRISEREA,

2. EEMSHE, ERES > 8.
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3. EIERBIE LR, EFEME,

4. ZFAEXGERE, RHUIRBENGRE.

5. ERIEZBEXIRENEE, BIR user:1isi 1%, HHPEEAHVPC
BAMRME, BB NEIEHEEEENITE,

TRBR=: IBECSHABERS

B RAMA FuserTest B RECSERZH G, QIRECSHEERE,
. EARAMA R ERECSERERI&,

C EEMNSME, EBIAS5EK > X6,

. ETEE B A LAL, EiRtbiE,

. BEAIESH, BIEECSLA,

—_

A W N

@ e DIERSB: HEEMBVPCHERS PYEIRE user:1isi HIVPC, FHERECS
OGBS EIRE owner:zhangsan , A BECIENIN, EXRHBEEENES, WSEIEELK, 12
REEAEPRBTIHERE.

Quurs—— @ rmisen ————— @QEsm=gm ——————— @ s = AT
R
T, Frirad ht T htt

=g b - ©

[ERAERE, kS 2R
Hss . ©

SELE s BEESe-

EERESPEST RS, SR
EEEE] - © REREE

EALETEEES AETEREI

BXXH

BETTUAEBNRRAEHEME, TUNRRNOFEET, FNEHERENZRH#TIHD, #HEES
L E RS R RIRAILE

4.4.2. ERARSRERFIECSHEIRRMIT

ZIRFHRECHBHEMEF, BoULMERRSARIRMD LF=FI10) . ARUAECSSEAIAR, NMEWEHA
RAMA F RS BN RS, EiZRAMAF BB B IR R FIECSSEHI A iA1E ,

AR EH

EERAESKSE— RAMBR, EEIBER M ERAVE S,

ER2ER

HEEZERNRR, TUEHEARRNLERSERERBENERRHTAL . BRNRS, RS
BENSS. SISHENIBBES ML, IBMSNERENERLE, $#EESN s =8

5. FREAPINRIREE,
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MEANAFPRBREETRBRAEEEAY, WRoILUREAREAFNIRREERAMKE, ERESD, MEIL,{
EXEZMRE, AR T HS I RBEERERAMAFS AP A, NREESIRAMA P o] LA a) B s
ORI B & X R HERRERZIIH R I=H

BRNBRT, BRIRERTAMEPAENER, NMREFEARAMAFPREEERRIVER, &KOJLUE
W B ENRKE, FAREESHIRAMAFXYZIRIGE,

FTEB—: tIZ2AENRKEHAIRAMAFPEN

ASEBEBEANERKSOIZE—NEENXERKUseTagAccessRes (HE TRAMAB PR EEIEEMR
% owner: zhangsan M environment: production JE7 oA ECSEIR ) ) #3{% =| ;’E)‘(%H}%
UseT agAccessRestE A RAMA FuserTest ,

1. FRRERKSERRAMETIS,
2. Bl BEXEBUseT agAccessRes,
BRBE, BER0EEE IR ER
MTAR, BOUERBIATERRES MrE,

{

"Statement": [

{
"Effect": "Allow",

"Action": "ecs:*",
"Resource": "*",
"Condition": {

"StringEquals": {
"ecs:tag/owner": "zhangsan",

"ecs:tag/environment": "production"

"Action": [
"ecs:DescribeTagKeys",
"ecs:DescribeTags"

1y

"Effect": "Allow",

"Resource": "*"

"Effect": "Deny",

"Action": [
"ecs:DeleteTags",
"ecs:UntagResources",
"ecs:CreateTags",
"ecs:TagResources"

1y

"Resource": "*"

:|I

"Version": "1"
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3

S ES
o "ecs:tag/owner": "zhang
san"
A ARE SR B R
o "ecs:tag/environment":
"production"
° ecs:DescribeTagKeys
RFEEREEORR
° ecs:DescribeTags
° ecs:DeleteTags
° ecs:UntagResources
RAVHREAREE X A O IR
° ecs:CreateTags
° ecs:TagResources

. BB ENREBEMNERAMAB FuserTest,
BREE, BS R IRAMAE FER,

$EB—: KHECSEHPERS
A 25 BB 455 R ] = K S 9 ECS SE I 4B 248 SRS

WiEA

EHSEZIRENRRNAE,

ECSIEFI B R EIFRETHN
R,

BIRP AR IFHIMSRIERSEH X
HEQ, BRAFRERESE
RERR.

@ #e MBEERGECSLA, FEOIBECSEA, HHES MRS R SH.

vk wonN

. BRITEEGE,

AEMSME, BFRE > 58,

AT EEEE FAL, EEME,
EHEXRERE, RHUIBEEXERE.

ECSSEH,
BRBME, BENOEHEEEE YIRS,

SBR=: HRHRENECSLH

AL EBEEARAMAFuserTest (BB ENXFERKUseTagAccessRes) BRECSIZEIA, HIAHIRSIIECS
SN

—_

. FHARAMAFERECSEEZRFIE,
. EEMSiE, ERLA584% > 6,
. ETERE R AL FAL, EFiE,

E@JEEEXH‘ﬁXﬂiﬁE, ﬁ”@ owner:zhangsan *ﬂ environment :production */'Tiﬁ%, #gﬂieﬁ

ESEﬁ'JﬁE, %Eﬁi%ﬁ’fé%i&ﬂ’\]ﬁiﬁ, jﬁ% owner:zhangsan ﬂ] environment :production 1‘7_|_K§°

83
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BRERE

581

Bl

PRI ~ EERAEEIER, iR A EETHEES

TR
72 owner: & zhangsan € | T7Z environment: (€ production €3
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