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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yle  Descript ion  Example

 Danger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:

Resetting will result  in the loss of user
configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ings   > Net work > Set  net work 
t ype .

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Alibaba Cloud Identity as a Service (IDaaS) is a centralized platform that provides management over
identit ies, permissions, and applications for enterprise users. You can use this service to integrate and
manage identit ies in your office administrat ion system, business system, and third-party SaaS systems
deployed on premises or in the cloud. In this way, you can access all applications and services with one
account.

Feat ures

Provides single sign-on that allows a user to log on to mult iple application systems with a unified
account.

Provides centralized authentication management for employee logon.

Provides employees with a centralized platform to access enterprise information systems.

Int egrat ion wit h ot her applicat ions and services    

Interaction of IDaaS and RAM

Implement single sign-on for JIRA or Confluence

WordPress-SAML application usage

Cont act  us 

For more information about IDaaS, contact  us.

Mobile phone: +86 18001360076

DingTalk account: 18001360076

1.What is IDaaS?

Ident it y as a service Product  Int roduct ion·What  is IDaaS?

> Document  Version: 20220322 5

https://www.alibabacloud.com/help/doc-detail/148844.htm#topic1126
https://www.alibabacloud.com/help/doc-detail/147468.htm#topic1227
https://www.alibabacloud.com/help/doc-detail/147472.htm#topic-2388487


This topic decribes the features provided by Alibaba Cloud Identity as a Service (IDaaS). The features
include unified accounts across applications, centralized application management, unified
authentication, unified authorization, and log audit ing.

Features Description

Unified account

With a unified account, an employee can log on to multiple application
systems instead of maintaining different logon accounts for different
applications.

These logon accounts are associated with the unified account to facilitate
centralized lifecycle management of employee account information. A
unified account provides the following features:

The directory of user information in the enterprise architecture

Account information synchronization

Account information lifecycle management

Unified authentication

Collects multiple authentication factors and issues encrypted identity
credentials to the servers of different applications for unified
authentication and single sign-on.

Supports external authentication sources such as LDAP, WeChat, and
DingTalk.

Provides MFA and supports mainstream authentication methods, such as
account and password authentication, account and SM2-encrypted
password authentication, SMS verification code, OTP code, voiceprint,
fingerprint, facial recognition, and certificate authentication.

Centralized authorization

Implements centralized management over the roles that are used to
access an application. You can create a role for an account, a group, and
an organization unit, and assign to the role permissions on specific
application resources such as menus, buttons, and backend data. In this
way, IDaaS ensures fine-grained permission management and prevents
unauthorized operations.

Application
Provides centralized management over accounts and their permissions to
access applications in the private and public clouds of enterprises, mobile
applications, and IoT  devices.

Audit
Audits user operations to facilitate the usage efficiency of enterprise
resources.

2.Features
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Alibaba Cloud Identity as a Service (IDaaS) is a comprehensive platform that provides account,
authentication, authorization, application, and audit  features including mult i-t ier authorization.

IDaaS is compatible with popular SaaS services. You can enable the feature and use services without
much configuration.

IDaaS is an SaaS, which helps reduce your O&M costs.

You can scale up an instance specificat ion based on your business needs to avoid unnecessary costs.

IDaaS implements centralized permission management to avoid information leakage. When an
employee leaves a company, the administrator can easily revoke all application permissions assigned
to the account of the employee.

3.Benefits
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This topic describes the scenarios where you can use Alibaba Cloud Identity as a Service (IDaaS).

You can use IDaaS in the following scenarios:

Use IDaaS to manage third-party applications in a centralized manner

IDaaS hosts software applications in a centralized platform and provides a set  of accounts for
employees. An employee can log on to the platform with an account and use various network
services, including network services used by enterprise suppliers, contractors, and other partners.

Use IDaaS to integrate and develop the enterprise office administrat ion system

IDaaS provides a system that integrates the account management, authentication, and authorization
features. You can use IDaaS in the following scenarios:

Create an account for an employee, assign permissions on certain applications, and change
permissions when the employee no longer requires permissions.

Enable single sign-on so that an employee can use an account to log on to a system and access
mult iple applications instead of maintaining different logon accounts for different applications.

Develop new application systems.

Use IDaaS to develop business systems that you provide for customers

IDaaS provides the user pool feature. You can create a user pool and call the IDaaS API to complete
user registrat ion, logon, and logout. This helps you reduce the workload on authentication,
authorization, account, and audit  and focus on developing applications to boost  business growth.

4.Scenarios
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