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Identity as a service User Guide- Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.1T Administrator Guide
1.1. Logon

This topic describes how to log on to the IDaaS console after activating IDaas.

Prerequisites

You have activated IDaaS and initialized t he instance.

Procedure
1. Log onto the IDaas console.
2. OnthelInstance List page, find the target IDaas instance and click Manage in the Actions column.

,,,,, s

Gl

Results

You can choose Menu > My Applications to access the page.
E € Alibaba Cloud

‘ Overview

Useful Links Applications Users

Users

1.2. Applications

1.2.1. Provision Account To Application

This topic describes how to provision the account information to the application in the IDaaS console.

Background

Before you push account information to the SP application, IT administrators must make SCIM
configurations.

SCIM provisioning must be configured and enabled so that the IDaaS console pushes account
information to SP applications. The same rule applies to account groups and organizations. If you want
the IDaasS console to provision the information of both accounts and account groups to SP
applications, you must configure and enable SCIM provisioning for both accounts and account groups.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Applications > Application List.
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3. Find the target application and click Det ails in the Actions column.

x
Application List
() s page allows the aministrator to manage applications. Once added o 1D2as, applications SupPort single Sign-on and user provsioning
V' After an application is added o IDaaS, make sure to enable the application and authorize application access to users. The page also provides etailed information about applications, including SSO URLS, application accounts, user provisioning settings, auth

orization settings, and audit logs.

Application Logo  Application Name Application ID Device Type Application Status Actions
Jwr 20200313 110953GDMJ2Dy8pejwts Web Application Details a
Application Information Authentication Information Account Information - Provisioning Account Information - Account Linking

Application accounts that are linked with IDaas accoun
s

Details of the application Single sign-on (SSO) URLS.

View Appiication Accounts

View Details 1Daas-initiated SS0 URL
SP-nitiated SSO URL

Authorization Information Audit Information API

Groups and accounts that are authorized to manage the View detailed operation logs about the application Whether to apply open system API

application. =
Authorize Viewlogs  View Provisioning Records APIKey AP Secret

4. Inthe Account Information - Provision section, click Configure SCIM.

@ Note If the Account Information - Application Accounts section is displayed, click
Provision to switch to the Account Information - Provision section.

5. Onthe Configure SCIM page, clickthe tab to select the target object to be provisioned and
configure the parameters.

The following objects can be provisioned: accounts and organizations. Here the console acts as
a client to provision account information to third-party business systems.
Parameter Description

Application Name The application with provisioning configured.

The URL to receive account information, such as
http://jzyt.idp-
local.com/api/application/cs_multibrowser/scim/
account_password.

SCIM Service URL

Specifies whether to enable SCIM provisioning. If
you turn on this switch, the organization will be
pushed to authorized applications when you
manually push an organization.

Enable

The type of the authentication protocol used to
verify requests. Valid values:

Protocol Type o Basic

o OAuth2

If the Protocol Type is set to Basic, enter the

Username L
administrator username.
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Parameter Description

If the Protocol Type is set to Basic, enter the

Passwor
ord administrator password.
oauth url If the Protocol Type is set to OAuth2, enter the
OAuth URL.
. . If the Protocol Type is set to OAuth2, enter the
client_id

client ID.

If the Protocol Type is set to OAuth2, enter the

client_secret .
- client key.
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Configure SCIM (JWT) X
Account £B0H1AE
Application
Name
* S%IEA Service http-//demo.comiapi/application/scim/account

The URL is used to receive provisioning information. For example, hitp:/hoox.com/apifapplication/sci
m/account

Enable
Once enabled, when you create, modify, or delete an account, the account information will be autom
atically updated in the comresponding application.

Protocol Type (@ Basic =~ OAuth2

The type of authentication protocol that is used to verify requests.

* Username test

The administrator name provided by BASIC.

Admin sssesases
Password
The administrator password provided by BASIC.
B -
6. ClickSave.

1.2.2. Add an Application

This topic describes how to add a third-party application and integrate single sign-on (SS0) into the
application in the IDaaS console.

Background

IT administrators can add application systems in the IDaaS console and integrate single sign-on into
application systems. After you add an application and provision the account information, you can log
onto the application systemfromthe IDaaS console in a single sign-on manner.
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Procedure

1. Logontot
Administrat

he IDaaS console as an IT administ rator. For more information, see Logon in
or Guide.

2. Inthe left-side navigation pane, choose Applications > Add Applications.

@ Note

You can click All, Standard Protocols, or Custom Templates tab to find the

application to be added.

H () Alibaba Cloud Q Expenses  Tickets  ICP  Enterprise  Support  Offcial Site

Overview

Quick Start

Applications ~
Application List
Add Applications
Users ~
Organizations and Groups
Accounts Management
Class Management
Authentication ~
Authentication Sources
RADIUS
Certificate Management
Authorization ~
Policy Servers

Application Authorization

Audit v

More v

Add Applications
This page contains the application templates provided by IDaaS. The administrator can add applications to IDaa$ based on these templates.

©

Application templates can be divided into two types. One type supports standard protocols that you can use to implement SSO, such as JWT, CAS, and SAML. The other is customized and provides APIs for SSO or user
provisioning.

ppl Logo  Appl Name. ppl D Tag Description Application Type Actions

After wake-up application, it passes parameters to it through the oidc
C/S Application plugin_cs_oidc Cs, PC, 0IDC protocol to realize login, which is suitable for applications that can PC Client Add Application
receive and parse the parameters of the oidc protocol

CAS (central authentication service, version 2.0) is an open source
single sign on protocol based on challenge and response. Itis widely

cAs plugin_cas_apereo $S0, CAS used in the enterprise when the network between the integrated
client and the server is smooth. It has the advantages of simple
integration and strong scalability.

Web Application, Mobile

Add Applicati
Application Application

JWT (JSON web token) is an open standard based on JSON
declared in network application environment. Idaas uses JWT for
single sign on (SSO) of distributed sites. JWT single sign on is based

Web Application, Mobile

wt plugin_jwt S50, JWT on asymmetric encryption. IDA as encrypts the user's status and Application. PG Client Add Appiication. =1
information with private key. After passing it to the application, the '
application decrypts and verifies it with public key. The usage
scenarios are very extensive and the integration is simple.

OAuth s an open resource authorization protocol. Applications can
obtain token access through OAuth_Token, and carry the token to
OAuth2 plugin_oauth2 OAuth2 ' - v Web Application Add Application
vt the server to request user resources. Application can use OAuth
application template to realize unified identity management

3. Find the target application fromthe application template list and click Add Applicationinthe
Actions column.

® Note

E (-2 Alibaba Cloud

Overview

Quick Start

Aoplcations ~
Application List
‘Add Appications
Users ~
Organzations and Groups
Accounts Management
Class Management
Authenticaion ~
Authentcaton Sources
RADIUS
Certicats Management
Authorizaion ~
Polcy Servers

Application Authorization

Audit v
More® -
Settings v

Al Standard Protocols  Custom Templates.

You can search for an application with the application name.

Q Expenses  Tickets

ICP  Enterprise  Support  Offcial Site Qe = B

Add Application

3
J—
e CoRLE e private key. the application decrypts. with public key. are very extensive Application, PC Client

and the integration is simple

‘OAuth is an open resource authorization protocol. Applications can oblain token access through OAuth_Token, and cary the token to the:
Oauthz plugin_oauth2 outn2 > protocel For) 9 Ll v Web Appiication Add Applcation
server to request user resources. Application can use OAuth applicatio template to realze unifed identity management.

‘SAML (securty assertion version 2.0) is based on XML protocol It uses security token including assertion to transfer
SAML plugin_sami 80, SAML Identty information between the authorizer (IDaaS) and the token consumer (applicaton) and achieves single sign-on targetting cross-domain  Web Application Add Applcation
network. SAML is mature authentication protocol, " public and

‘SAP GUI s a graphical user interface used by SAP users to access SAP system. SAP is the world's leading enterprise software provider,

= 4 sapoul pugin_sap_qu sso.0 Whos prodc el incude ERP,CRI,data aniyss, HR, ogStcs, ravel, nance and fer scpecs. WA 19000 lobal panes SAP s PC et pr—

widl dstibutedn eovding gl varous sages of etrorses

Sasiore s widey used bl o CRI platorn (Customer Reatonsp yintne wori -
[ Saesiores pugn saesors 550 w vt etc. 10225 suppors sinlesgn-ano Web Appcton g Appication

salesforce website through SAML protocol

WordPress

the most widely used CMS (content management system) i the worid. It allows tens of milions of technica or non-technical
Very powertul plug-in system and a convenient and natural operation
intertace. From websites and d theme forums, WordPr ris a variety of forms.
1Daas$ supports single sign on o WordPress website through SAML protocal,

WordPressSam! Plugin_wordpress_saml  SSO, SAML, CMS ‘Web Application Add Appitcation

a

4. Inthe Add Application dialog box that appears, configure the parameters as required.

) Notice The parameters will vary depending on the application. The Add Application

dialog bo

x will list these parameters.

> Document Version: 20220322 9


https://www.alibabacloud.com/help/doc-detail/113691.htm#topic-2388435

User Guide- [T Administrator Guide Identity as a service

@ Note Parameters marked with asterisks are required.

Add Application (JWT)

mmmmmmmmmmmmmmmmm
aaaaaaaaaaaaaa

5. Click Submit.

Results

The application is added. You can see the new application on the Application List page. By default,
the new application is enabled.

What to do next

Authorize an application

1.3. Users
1.3.1. Groups

This topic describes how to create, modify, and remove or delete groups in the IDaasS console.

Create a group

You can add a group under an organization to manage (provision) multiple accounts or groups at a
same. A group can contain other groups or accounts as its members. All members in a group can be
provisioned as a whole.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Users > Organizations and Groups.

3. Inthe OUs window on the left, right-click the organization to which the group to be created
belongs and choose Add > Group fromthe shortcut menu.
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OUs

Manage the organization's architecture here. You X
can left-click and select the OU, right-click an OU
to manage it.

= Alibaba Cl¢c=~

: Add ou
HO A

.[] AD Account
[0  LDAP

4. Inthe Create Group dialog box that appears, clickthe Group Attributes tab and configure the
following parameters.

Parameter Description
Parent OU The parent node of the group.
Name The name the group.

The external ID of the group. The external ID is the
unique ID of a group in IDaas. If you do not specify

External ID . . .
this parameter, it is automatically generated by
IDaas.
Description The description of the group.
Create Group X
Group Attributes Extended Attributes Mutually Exclusive Groups
Parent OU
* Name
External ID
Description

5. If you have defined extended attributes in the data dictionary, click the Extended Attributes tab
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to add attributes.

Create Group X

Group Attributes Extended Attributes Mutually Exclusive Groups

The extended attributes. Fields marked with asterisks (*) are reguired.

B

6. If the new group and an existing group are mutually exclusive, select the existing group onthe
Mutually Exclusive Groups tab.

Create Group X
Group Attributes Extended Attributes Mutually Exclusive Groups
Name Type Description Directory
111111 User-created Group
team1 User-created Group
teamz2 User-created Group
Total 3 items Goto |1

7. After configuring the parameters, click Submit.

The new organization is displayed on the Group tab of the parent organization on the right. It is
enabled by default.

Modify a group
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You can modify the attributes of an existing group at any time, such as the name, account members,
group members, and mutually exclusive groups.

Procedure
1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.
2. Inthe left-side navigation pane, choose Users > Organizations and Groups.
3. Inthe OUs window on the left, find the organization to which the group to be modified belongs
and click its name.
4. Inthe organization information window on the right, click the Group tab.
5. Inthe group list, find the target group and click Modify in the Actions column.
Alibaba Cloud View Details Posilion Change ~  Import »  Export ~  Configure LDAP  Configure DingTalk sync
Account Group ou
o
Name Type Description Actions
11111 User-created Group ! Modify Delete
6. Inthe Group Attributes dialog box that appears, modify the general attributes as specified in steps
4,5, and 6 inthe Create a group section and then click OK.
7. View and modify the account members and mutually exclusive groups of the current group on the

Member (Accounts) and Mutually Exclusive Groups tabs.
o Add account members

a. Onthe Members (Accounts) tab, click Add Members.

testAttributes

Genera Members (Accounts) Mutually Exclusive Groups Add Member Import Members

Account Name Type Description Directory Actions

No Data

Total 0 item Goto | 1
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b. Onthe Add Members dialog box that appears, select the accounts to be added to the

group.

@ Note You cannot select members of mut ually exclusive groups for the current

group here.

& Add Members

Account Name

demolsert

C57D5C42-DE6E-4E6C-905E
-968A96872675

4F1441C3-3AC6-4D96-9FBA-
16F26DF84CT2

lin0512
dt11567251533
di21328822228
dt14756111111
dt36002607117
dt21310658399

at97296248448

c. Click OK.

Type Description

User-created Account
Provisioned Account
Provisioned Account
User-created Account
Provisioned Account
Provisioned Account
Provisioned Account
Provisioned Account
Provisioned Account

Provisioned Account

Directory

@ Note You can remove members onthe Members (Accounts) tab by clickihg Remove

or Batch Remove.

o Add mutually exclusive groups

a. Onthe Mutually Exclusive Groups tab, click Add Mutually Exclusive Group.

14
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testAttributes

Genera Members (Accounts) Mutually Exclusive Groups Add Mutually Exclusive Group

Name Type Description Directory Actions

No Data

Total 0 item - Goto | 1

b. Inthe Add Mutually Exclusive Group dialog box that appears, select the groups to be
added.

& Add Mutually Exclusive Group

Name Type Description Actions

TEST2 User-created Group RE=IDAAS

Total 1 item Goto 1
= -

c. Click OK.

@ Note Youcanremove mutually exclusive groups on the Mutually Exclusive Groups
tab by clicking Remove or Batch Remove.

Delete a group or remove a group from an organization

You can delete a group that is no longer needed from the root node of its parent organization. You
can only delete a group that does not contain any members. Therefore, you must delete members
before this operation.

For a group that belongs to a non-root node, you can remove it fromthe parent organizationto
detach its affiliation with the organization. After removing a group that belongs to a non-root node
fromthe parent organization, you can further remove it fromthe root node.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Users > Organizations and Groups.

3. You can determine whether to delete a group or remove a group:

o DNalete aarniin
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- Lelele U yivup

a. Inthe OUs window on the left, click the root node for the target organization.

b. Onthe Group tab, search forthe group to be deleted and click Delete in the Actions

column.
Alibaba Cloud Vview Details Position Change ~ Import ~ Export v Configure LDAP Configure DingTalk sync
Account Group ou
o
Name Type Description Actions
TEST2 User-created Group / Modify
TEST User-created Group Modify Delete

Total 2 items - 10 /page Goto 1

C. Inthe System Prompt message that appears, click OK.
@ Note Youcan only delete a group that does not contain any members.

d. Inthe Incremental Provisioning dialog box that appears, perform provisioning operations
afteryou delete the group.

o Remove a group
a. Inthe OUs window on the left, find the organization to which the group to be removed
belongs and click its name.
b. Onthe Group tab, find the group to be removed and clickRemove in the Actions column.

zbborganization View Details Position Change v Import ~ Export v Configure LDAP Configure DingTalk sync
Account Group ou
Create Group “
Name Type Description Actions
TeamA User-created Group /zbborganization mod\fy

Total 1 item - 10 /page Goto 1

c. Inthe System Prompt message that appears, click OK.

1.3.2. Organizations

This topic describes how to create, modify, disable or enable, and delete organizations in the IDaas
console.

Create an organization

You can create an organization under the root node (company) or a child node (existing organization)
of an organization.
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Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in

Administrator Guide.

2. Inthe left-side navigation pane, choose Users > Organizations and Groups.

3. Inthe OUs window on the left, find the parent node forthe organization to be created and clickits

name.

4. Inthe parent node organization information window on the right, click the OU tab. Click Create

Oou.

OUs Alibaba Cloud View Details Position Change ~ Import v

Manage the organization's architecture here. Y X Account Group ou
ou can left-click and select the OU, right-click a

nOU to manage it.
= - |

[ Alibaba Cloud

[ zbbOrganization ©OU Name Type Description Status
1 connector
0 demot demot Provisioned OU /

Configure LDAP Configure DingTalk sync

Actions

Modity Provision
Provisioning Records Delete

@ Note Note: You can also right-click the parent node in the left window and choose Add

> OU fromthe shortcut menu.

OUs

Manage the organization's architecture here. You X
can left-click and select the OU, right-click an OU
to manage it

[=] Alibaba Clc-—~

Add ouU
50 A o

OB Import Group
0 AD Account
O  LDAP

5. Inthe Create OU dialog box that appears, clickthe OU Attributes tab and configure the

following parameters.

Parameter Description

Parent OU The parent node of the organization.

> Document Version: 20220322
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Parameter Description

The type of the organization. Valid values:
o Qrganization

o Department

Type @ Note Anorganization is generally
associated with an administrative region. A
department is generally a functional
organization. An organization is usually
divided into multiple departments.

. . . The administrative region of the organization. It is
Administrative Region . ; .
in the format of province + city + county.

Name The name of the organization.

The external ID of the organization. The external
ID is the unique ID of an organization in IDaasS and

External ID cannot be modified after it is specified. If you do
not specify this parameter, it is automatically
generated by IDaas.

Description The description of the organization.

The serial number of the organization among

SN . ) -
same-level objects in the organization tree.
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Create OU X

QU Attributes Extended Attributes

Parent OU

# T}rpe W

An organization is usually divided into multiple departments by administrative region.

Administrative

Region
* Name

External ID
If you enter an external 1D, it must be unique. If you do not enter a value, a default value will be gene
rated, and you cannot modify it.

Description
The OU description.

SN 0

Represents the location of the OU in the OU list.

6. If you have defined extended attributes in the data dictionary, click the Extended Attributes tab
to add attributes.

> Document Version: 20220322 19



User Guide- IT Administrat or Guide

Identity as a service

Create OU X
OU Attributes Extended Attributes
The extended attributes. Fields marked with asterisks (*) are required.
dingtalkinstan
celd
dingtalkCropld
dingtalkDepart
me%tld g
7. After configuring the parameters, click Submit.
8. Inthe Incremental Provisioning dialog box that appears, perform LDAP Provisioning,
Application Authorization, and SCIM Provisioning.
Incremental Provisioning X

o LDAP Provisioning Application Authorization
Provision data to all LDAPS. Application permissions of the pare
nt OU or group are automatically in
herited.

Provision Result

Successes: 0
Failures:

SCIM Provisioning

Use SCIM to provision data to auth
orized applications.

Note:

20
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Incremental Provisioning

() LDAP Provisioning

© Application Authorization
Provision data to all LDAPs.

Application permissions of the pare

nt OU or group are automatically in
herited.

SCIM Provisioning

Use SCIM to provision data to auth
orized applications.

Application permissions of the parent OU or group are automatically inherited. The details are as follows:

DefaultAppforConnector J

JWT

n DefaultAppforsgconnector

Total 3 items -
-

Incremental Provisioning

() LDAP Provisioning

() Application Authorization — () SCIM Provisioning
Provision data to all LDAPs.

Application permissions of the pare

nt OU or group are automatically in
herted.

Use SCIM to provision data to auth
orized applications.

Available applications with provision configured:

Available applications without provision configured:

The organization is created. It is enabled by default. The new organization is displayed in the OUs
window on the left oron the OU tab of the parent node on the right.
OUs

Alibaba Cloud Vview Details Position Change v Import ~

Export v  Configure LDAP  Configure DingTalk syn
Manage the organization's architecture here. Y~ X Account Group ou
ou can left-click and select the OU, right-click a
n OU to manage it
= = |
[ Alibaba Cloud

O zbbOrganization
O connector
-0 demo1

OU Name Type Description Actions
demo User-created OU /

Modify Provision
Provisioning Records  Delete

Modify Provision

Modify an organization
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You can modify the attributes of an existing organization at any time.
Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Users > Organizations and Groups.

3. Inthe OUs window on the left, find the parent node for the organization to be modified and click
its name.

4. Inthe parent node organization information window on the right, click the View Det ails.

ous demolview Detais PositonChange v Import v Exportv  Configure LDAP  Configure DingTalk sync
Manage the organization's architecture here. Y % Account Group ou
ou can left-click and select the OU, right-click a
10U to manage it
- o
B} Alibaba Cloud
O zbbOrganization ©OU Name Type Description Status Actions
O " connector
No Data
O demot

@ Note Youcan also right-click the target organization in the left window and choose
Attributes fromthe shortcut menu.

OUs

Manage the organization's architecture here X
ou can lefi-click and select the OU, right-click a
n OU to manage it

=] Alibaba Cloud
[ dem=
O coni A
O dem
() jzyt Disable
0O Dom pelete
O Syl
(] Fore

Import

Mobile

Attributes

(] Mar °= 3

e b s e e

5. Onthe OU Attributes tab, configure parameters as specified in steps 5 and 6 in the Create an
organization section.

6. Click OK.
7. Inthe Incremental Provisioning dialog box that appears, perform LDAP Provisioning,
Application Authorization, and SCIM Provisioning.

Disable or enable an organization

If you do not want to use an organization, you can disable it. A disabled organization is not displayed in
the OUs window, but you can enable it again on the OU tab of the parent node.
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Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Users > Organizations and Groups.

3. Inthe OUs window on the left, find the parent node forthe organization to be disabled and click
its name.

@ Note Youcan also right-click the target organization in the left window and choose
Disable fromthe shortcut menu. After this operation, go directly to step 6.

4. Inthe parent node organization information window on the right, click the QU tab.
5. Find the target organization and turn of f the Enable switch in the Status column.

OUs Alibaba Cloud View Details Position Change v Import v Export v Configure LDAP Configure DingTalk sync

Manage the organization's architecture here. Y % Account Group ou
ou can left-click and select the OU, right-click a

n OU to manage it
e < |

[ Alibaba Cloud

0O demo OU Name Type Description Status Actions

[0 connector Modify Provision

0 demot demo User-created OU

FO
) Domain Gontroliers demot Provisioned OU

Provisioning Records Delete

Modify ~ Provision

Provisioning Records  Delete
LM Svstem

6. Inthe System Prompt message that appears, click OK.

The disabled organization is still displayed on the OU tab of the parent node. You can enable this
organization again by turning on the Enable switch in the Status column.

Ous Alibaba Cloud View Details Position Change Import ~ Export ~ Configure LDAP Configure DingTalk sync
Manage the organization's architecture here. Y X Account Group ou
ou can left-click and select the OU, right-click a
1 OU to manage it
= < |

= Alibaba Cloud

0 demot

[0 connector . . ion . Modify Provision
emo ser-create !
EO o Provisioning Records Delete

OU Name Type Description status Actions

(m] Domain Controllers

Modify Provision
G0 System demot Provisioned OU

Provisioning Records  Delete

Delete an organization

You can delete an organization that is no longer needed. When you delete an organization, its def ault
group is also deleted. You can only delete an organization that does not contain any members except
the default group.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Users > Organizations and Groups.

3. Inthe OUs window on the left, find the parent node for the organization to be deleted and click its
name.
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@ Note Youcanalso right-click the target organization in the left window and choose
Delete fromthe shortcut menu. After this operation, go directly to step 6.

OUs

Manage the organization's architecture here. Y P
ou can lefi-click and select the OU, right-click a
n OU to manage it.

[=] Alibaba Cloud

S
Add
O Bt
M Disable
mpiih
O Mobile is
0 wunts
Attributes

[+ O 1 _

4. Inthe parent node organization information window on the right, click the QU tab.
5. Find the target organization, and click Delet e in the Actions column.
OUs Alibaba Cloud View Details Position Change v Import v Export v Configure LDAP Configure DingTalk sync

Manage the organization's architecture here.Y X Account Group ou
ou can left.click and select the OU, right-click a

NnOU to manage it
o - |

[} Alibaba Cloud
O B demot OU Name Type Description status Actions

O demo

Modity ~Provision
demo User-created OU 1 v
O " connector Provisioning Records Delete
H.0
. demot Provisioned OU ! oary Provsion
O Domain Controllers Provisioning Records [ TEEE |
O system e

6. Inthe System Prompt message that appears, click OK.

7. Inthe Incremental Provisioning dialog box that appears, perform LDAP Provisioning,
Application Authorization, and SCIM Provisioning.

1.3.3. Accounts

This topic describes how to create, modify, move, and delete an account in the IDaaS console.

Create an account (new recruit)
You can create an account for a new recruit in the IDaaS console.
Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Users > Organizations and Groups.
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3. Inthe OUs window on the left, find the organization to which the account to be created belongs
and click its name.

@ Note Youcan also right-click the target organization in the left window and choose
Add > Account fromthe shortcut menu. After this operation, go directly to step 5.

OUs

Manage the organization's architecture here. You ps
can left-click and select the OU, right-click an OU
to manage it.

£} Alibaba Clc==
: Add ou
FHO A
~0O B
RO AD
F}O  LDAP

Import Group

Account

4. Inthe parent node organization information window on the right, click the Account tab. Click
Create Account.

OUs Alibaba Cloud View Details

Posiion Change v Import v Expoitv  ConfigureLDAP  Configure DingTalk sync
Manage the organization's architecture here. Y X Account Group ou
ou can left-click and select the OU, right-click @
n OU to manage it
p—— crir o - |
B | Alibaba Cloud
‘ Current aceount number 209/purchased package specification is 500
0 demot
0 demo
&S Name Display Name e Description Actions
[ connector Y e B
Ot User-created — Modify Move Provision Account
& 1 demoUsert demoUser! / FIEZIDAAS iy
O/ Domain Controllers Account Provisioning Records  Mark as Resigned
0 system 3Acs-
2] AF1441C3-3AC6. Provisioned AC ;= paas Modify Move Provision Account
[ ForeignSecurityPrincipals 2 4D9-9FBA-16F2  demoUsert =
count Provisioning Records  Mark as Resigned
6DF84CT2
[ " Managed Service Accounts

® Note

right window.

You can also choose Position Change > Enroll in the top navigation bar of the

ous Alibaba Cloud View Details Posion Change v Import v Export v Configuie LDAP  Configure DingTalk sync
Manage the organization's architecture here. Y Account Group ou
ou can left.click and select the OU, right-click a Move
1 OU to manage it Mark as Resigned
Create Account  [RSENTU TN Q ==
B} Alibaba Cloud
| Current account number 209/purchased package specification is 500
O demot
O demo
B Name Display Name e Description Actions
0 connector Py U "
H0 7 I g _ Modify Move ~Provision Account
oyt 1 demoUsert demoUsert Usercreated ) gren —ipans y
) Domain Controllers Account Provisioning Records  Mark as Resigned
O system 3ac6-
& artancs ace PrOVSIONEIAC | g — 1S Modify Move ~Provision Account
O 7 ForeignSecurityPrincipals 2 4D96-9FBA-I6F2  demoUserl ot 2 - :
rovisioning Records  Mark as Resigned
. 6DFBACT2
() Managed Service Accounts

5. Inthe Create Account dialog box that appears, clickthe Account Attributes tab and configure
the following parameters.

Parameter Description

Parent OU The parent node of the account.
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Parameter Description

Display Name The display name or alias of the account. It must
be 2 to 18 characters in length.

The logon name of the account. The name can

contain uppercase letters, lowercase letters,

digits, hyphens (-), underscores (_), and periods

(.). It must be 4 to 18 characters in length.

Account Name

The password of the account. The password
must contain uppercase letters, lowercase
letters, digits, and special characters. It must be
six or more characters in length.

Password

The email address associated with the account.

Email @ Note The email address or phone
number is required.

The mobile phone number associated with the
account.

Phone Number
@ Note The email address or phone

number is required.

The external ID of the account. The external ID is
the unique ID of an account in IDaas. If you do not
specify this parameter, it is automatically
generated by IDaas.

External ID

The expiration date of the account. If you do not
Expires On specify this parameter, the default expiration
date is used.

Remarks The remarks for the account.
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Create Account X

Account Attributes Extended Attributes Parent Groups
Parent QU

+ Account Name

An account name can containUppercase Letter, Lowercase Letter, Digit, Hyphen (-). Underscore (_). Period (). The passwor
d must be at least 4 characters in length.

* Display Name

* Password

The password must contain uppercase letters, lowercase letters, digits, and special characters.; The password must be at least 6
characters in length.

Email

Optional. Specify a phone number or an email address, or both.

Phone Number +86 ~

Optional. Specify a phone number or an email address, or both.

External 1D

The unique identifier of this account in IDaaS. If you do not specify an 1D, the system automatically generates a value.
Expires On

Optional. If you do not specify this parameter, the default expiration date (December 31, 2116) will be used
Remarks

The user remarks.

6. If you have defined extended attributes in the data dictionary, clickthe Extended Attributes tab
to add attributes.
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Create Account X

Account Attributes Extended Attributes Parent Groups

The extended attributes. Fields marked with asterisks (*) are required. Data Dictionary to add or enable one.

dingtalkinstance
Id

dingtalkCropld
dingtalkUserld
dingtalkUnionld
dingtalkPosition

dingtalkAvatar

7. Clickthe Parent Groups tab to select parent groups forthe account.

Create Account X

Account Attributes Extended Attributes Parent Groups

Note: Make sure the selected group and the existing parent groups of this account are not mutually exclusive.

Name Type Description Directory
TeamA User-created Group
TEST2 User-created Group
TEST User-created Group

Total 3 items - Goto | 1

8. After configuring the parameters, click Submit.

9. Inthe Incremental Provisioning dialog box that appears, perform LDAP Provisioning,
Application Authorization, and SCIM Provisioning.
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Incremental Provisioning

@ LDAP Provisioning

Application Authorization
Provision data to all LDAPs.

SCIM Provisioning
Application permissions of the pare
nt OU or group are automatically in
herited.

Use SCIM to provision data to auth
orized applications.

Provision Result

Successes: 0
Failures:

Note:

Incremental Provisioning

() LDAP Provisioning

© Application Authorization
Provision data to all LDAPS.

Application permissions of the pare

nt OU or group are automatically in
herited.

SCIM Provisioning

Use SCIM to provision data to auth
orized applications.

Application permissions of the parent OU or group are automatically inherited. The details are as follows:

DefaultAppforConnector

8-

DefaultAppfors8connector

Total 3 items
- P
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Incremental Provisioning X
() LDAP Provisioning ——— () Application Authorization — () SCIM Provisioning
Provision data to all LDAPs Application permissions of the pare Use SCIM to provision data to auth
nt OU or group al tor orized applications.

Available applications with provision configured:

Available applications without provision configured:

The new account is displayed on the Account tab of the parent organization on the right.

Modify an account

You can modify the attributes of an existing account at any time, such as the display name, associated
email address or phone number, expiration data, external ID, and parent group.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

N

. Inthe left-side navigation pane, choose Users > Organizations and Groups.

w

. Inthe OUs window on the left, find the organization to which the account to be modified belongs
and click its name.

D

. Inthe parent node organization information window on the right, click the Account tab.

(92}

. Find the target account fromthe account list and click Modify in the Actions column.

x
Organizations and Groups

@ This page allows the administrator to manage information about OUs, depariments, groups, and accounts. I also supports file uploads and user provisiening with ADILDAP fo import data.
The administrator can manage OUs and groups by simply right-clicking on a node in the left-side organizational chart, or select a node and add members to the node on the right-side of the page

OuUs Alibaba Cloud View Details Position Change ~  Import~  Export v Configure LDAP  Configure DingTalk sync
Manage the organization's architecture here. Y X Account Group ou
ou can left-click and select the OU, right-click a
n OU to manage it
— [ |

[ Alibaba Cloud
Current account number 210/purchased package specification is 500

O demot
0 demo
%S Name Display Name Type Description Actions
O connector
O User-created — m Move Provision Account
™ 1 test test IFIEZIDAAS °
O Domain Controllers Account Provisioning Records  Mark as Resigned

@ Note You can searchforan account with the account name or display name.

6. Inthe Account Attributes dialog box that appears, modify the account attributes as specified in
steps 5, 6, and 7 inthe Create an account section.
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7. After configuring the parameters, click Submit.

8. After modifying the account attributes, you can provision the latest account information to the
applications that the current organization has been authorized to access.

i. Go to the parent node organization information window.

ii. Clickthe Account tab. Find the target account and click Provision Account inthe Actions
column.

X

Organizations and Groups
Q/ This page allows the adminisirator to manage information about OUs, departments, groups, and accounts. It also supports file uploads and user provisioning with AD/LDAP to import data.

The administrator can manage OUs and groups by simply right-ciicking on a node in the left-side organizational chart, or select a node and add members to the node on the right-side of the page.

Alibaba Cloud View Details Position Change ~  Import v Export v Configure LDAP  Configure DingTalk sync

Manage the organization's architecture here. Y X Account Group ou
ou can left-click and select the OU, right-click a

N OU to manage it
Create Account  RSTIR)

[} Alibaba Cloud

O demot

Current account number 210/purchased package specification is 500

0O demo
0 B connector &S Name Display Name Type Description Actions
Oz . st test Usercreated | rem—ipang Modify Move
Account h Provisioning Records Mark as Resigned

(0  Domain Controllers

iii. Inthe Provision Account dialog box that appears, select the applications to receive the
provisioned account fromthe authorized third-party systems.

Provision Account

Username:test

Note: To provision accounts from IDaaS to an authorized SP, the target application and SCIM user provisio
ning must be enabled.

) i N itManager.components.
SCIM Configuration Stat  SCIM Provisioning Stat
Name g 9 sync.tableColPush Statu
us us
s
JWT Configured Enabled Yes

Provision Through: API
m View Provision Logs Cancel

iv. Click Provision.

v. Checkthe provisioning record.

Move an account
You can move an account from an organization to another.

Procedure
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1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Users > Organizations and Groups.

3. Inthe OUs window on the left, find the organization to which the account to be moved belongs
and click its name.

@ Note You can also choose Position Change > Move inthe top navigation bar of the
right window. Search for the target account and click Move in the Actions column. After this
operation, go directly to step 5.

4. Inthe parent node organization information window on the right, click the Account tab. Find the
target account and click Move in the Actions column.

x

Organizations and Groups

/) ~ This page allows the administrator to manage information about OUs, departments, groups, and accounts. It also supports file uploads and user provisioning with AD/LDAP to import data
The adminisirator can manage OUs and groups by simply right-clicking on a node in the left-side organizational chart, or select a node and add members to the node on the right-side of the page:

OUs Alibaba Cloud View Details Postion Change v Import v Export~  ConfigureLDAP  Configure DingTaik sync
Enrol
Manage the organization's architecture here. Y X Account Group ou -
ou can left-click and select the OU, rightclick a

noUto manage it . Mark as Resigned
Create Account [ASSSTIEINY Q 1o

[ Alibaba Cloud ‘

Current account number 210/purchased package specification is 500

O demot
0 demo
&S Name Display Name e Description Actions
) connector Py LE "
(w7 s st et User-created | inana Cloud Modify Provision Account
O " Domain Gontrollers Account Provisiog Records  Mark as Resigned
B}O [ system 2 Modify Move Provision Account
2 demoUsert demoUsert User.crealed  ajpana Cioud y
() ForeignSecurityPrincipals Account Provisioning Records ~ Mark as Resigned

5. Inthe Account Move dialog box that appears, select the destination organization to which the
account to be moved belongs in the Move To list.

testMove
Move To: Current OU
(/ Alibaba Cloud)
[E} -~ Alibaba Cloud Target OU.
demo1 (€3]
demo After the move, the original application authorization to this account will be revoked, and the account will be authorized to manage the appli
B} connector cations under the new OU.
£
Available Applications Before Move:
E2)
Name D Device Type
& DefaultAppforConnector idaas-cn-0pp1mb0e705jwt3 Data Provisioning
£
G JWT idaas-cn-0pp 1mb0e705jwt Web Application
E2)
E DefaultAppforS8connector idaas-cn-0pp 1mb0e705jwi2 Data Provisioning
Available Applications After Move:
Name D Device Type
DefaultAppforConnector idaas-cn-0pp1mb0eT05jwt3 Data Provisioning
JWT idaas-cn-0pp1mb0eT05jwt Web Application
DefaultAppfor58connector idaas-cn-0pp1mb0eT05jwt2 Data Provisioning
Retain the account linking corresponding to the application that this account is authorized to manage before and afier the move.

6. Confirmthe authorization application information after the move operation and click Move.
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Mark an account as resigned
You can mark the account for a resigned employee as resigned.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Users > Organizations and Groups.

3. Inthe OUs window on the left, find the root node forthe target organization and click its name.

@ Note You can also choose Position Change > Mark as Resigned in the top navigation
bar of the right window. Search for the target account and click Mark as Resigned in the
Actions column. After this operation, go directly to step 6.

4. Clickthe Account tab. Search forthe target account.

5. Click Mark as Resigned inthe Actions column.

OUs and Groups Data Dictionary
X
p Organizations and Groups
(Y This page aliows the administrator to manage information about OUs, departments, groups, and accounts. It also supports file uploads and user provisioning with AD/LDAP to import data.
The administrator can manage OUs and groups by simply right-clicking on a node in the left-side organizational chart, or select a node and add members to the node on the right.side of the page.
OUs Alibaba Cloud View Details PosionChange v Import v Export~  Configure LDAP  Configure DingTalk sync
Enroll
Manage the organization's architecture here. Y X Account Group ou ove
ou can left.click and select the OU, right.click a fove
N OU to manage it ark as Resigned
Create Account  [FVSSIUIE =
[} Atibaba Cloud
Current account number 210/purchased package specification is 500
O [ demot
O demo
%S Name Display Name e Description Actions
O " connecor play Type P

jzyt ~ M Y
[SRY: | st et Usercreated | aunana Cloud Modify Move Provision Account
Account Provisioning Records [T7ark a:

) Domain Controllers

6. Inthe System Prompt message that appears, click OK.

7. Inthe Incremental Provisioning dialog box that appears, performLDAP Provisioning,
Application Authorization, and SCIM Provisioning.

1.3.4. Account Management

This topic describes how to manage an account on the Accounts page of the IDaaS console. You can
view account details, enable or disable two-factor authentication, reset the password, enable or
disable an account, and delete an account.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Users > Accounts.
3. Select the account type by clicking the Personal Account or Developer Account tab.

4. Find the target account fromthe account list.

@ Note You can searchforan account by using the associated email address, associated
phone number, and account name.
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Accounts
Personnel Account Resigned Accounts Real Name authentication
x
Accounts
() This page allows the administrator to disable accounts, reset account passwords, enable two-factor authentication, and delete accounts. It also provides details about each account, including information about related devices, permissions, status, atributes
and OUs

Aecountn m

Current account number 210/purchased package specification is 500

Enabledorn  Expiration St Two-factor Au

Usemname Display Name Email Phone Number o e thentioation | AStions

Account Details ~ Reset Password
test test - ~ Normal

Mark as Resigned

Account Details ~ Reset Password
demoUser! demoUser1 - ~ Normal

Mark as Resigned

C57D5C42-DE6E-4E6C-305E-968A
96872678

Account Details ~ Reset Password
Mark as Resigned

demoUser2 - < Normal

4F1441C3-3AC6-4D96-9FBA-16F2
6DF84CT2

Account Details  Reset Password
Mark as Resigned

demoUsert - v Normal

5. Performthe following operations as needed:
o View account details.
a. Find the target account and click Account Details in the Actions column.
b. The Account Details page consists of the following tabs:

m Account Information: displays the general information, extended information,
certificate information, and bound third-party account for the current account.

m Available Applications: displays the applications that the current account is authorized
to access.

m Application Account: displays the application accounts created for the current
account.

m OUs and Groups: displays the OU list and group list to which the current account
belongs.

m Devices: displays the authenticated devices associated with the current account.
m Report: generates an operation report for the current account.

<« Account Details (test)

Account Information Available Applications Application Account OUs and Groups Devices Report Real-name authentication information

General Information

Username test Display Name test Email

Phone Number (+86)undefined Account Status Normal Directory

Account Type User-created Account Extemal ID 790474142897347631 Created At 2020/5/22 T43:03:00
Expiration Date 2116-12:31(Moity) Two-factor Authentication 578

Extended Information

dingtalkinstanceld dingtalkCropid dingtalkUserid

dingtalkUnionid dingtalkPosition dingtalkAvatar

Certificate Information

Expires On 20230522
Certificate Created At~ 2020/5/22 T4F3:03:03

SubjectDN CN=test, L=BJ, ST=BJ, O=IDSMANAGER, OU=IDaa$, C=CN

[=

Third-party Accounts @

. Inthe General Information section of the Account Information page, you can click Modify
set Expiration Time forthe current account.

o Enable or disable two-factor authentication.

34 > Document Version: 20220322



Identity as a service User Guide- [T Administrator Guide

Find the target account and turn on or off the switch inthe Two-factor Authentication
column to enable or disable two-factor authentication.

o Reset the password.
a. Find the target account and clickReset Password.

b. Inthe dialog box that appears, select Send New Password to Associated Mailbox
(ignore this option if there is not an email address specified for the account) and click OK.

Are you sure you want to reset the password f
or account test?

Send New Password to Associated Mailbox|

You can unlock the status after resetting the password.

n Cancel

The account password is reset. A System Prompt message is displayed to indicate the new

password.

o System Prompt

The password is reset to
o Enable or disable an account.

m Foran account inthe Disabled state, you can turn onthe Enable switch to enable it.
m Foran account inthe Normal state, you can turn of f the Enable switch to disable it.

o Mark an account as resigned.
a. Find the target account and click Mark as Resigned.
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b. Inthe System Prompt message that appears, click OK.

System Prompt

Are you sure you want to change the account status t
o resigned? After this operation, this account cannot b
e used to log on to the system

m Cancel

@ Note You can also make an account as resigned on the Account tab of the OUs
and Groups page. For more information, see Mark an account resigned.

1.4. Authentication
1.4.1. Application Authorize

This topic describes how to grant permissions in the IDaaS console. You can authorize groups by
application or authorize applications by group.

Prerequisites

Confirmthat you have completed the following tasks:

e Add an application
e (Create agroup

Authorize groups by application
This operation determines which organizations or groups can access an application.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Authorization> Application Authorization.

3. Clickthe Authorize OUs or Groups by Application tab.
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Application Authorization

[ Authorize OUs or Groups by Application Grant Application Access by OU or Group Grant Application Access by Account Authorize Accounts by Application Authorize Application by Class
L 1]

Application Authorization
N
.Lff This page provides the administrator with multiple ways to authorize application access.

For example, the administrator can select an application and authorize multiple OUs and groups to access the application. Alternatively, they can select an account and grant the account access to multiple applications.

Applications (5) OUs and Groups (774) Authorized: 1
n U - Group
DefaultAppforConnector >
. ™ Alibaba Cloud
CAS(IE) > Er&
demol
DefaultAppfors8connector > demo
connector
JWTH > vt
Domain Controllers
JWT > System
ForeignsecurityPrincipals

4. Select the target applicationin the Applications list on the left.
@ Note Youcansearchforan application with the application name.

5. Select the organizations and groups allowed to access the current application in the OUs and
Groups list on the right.

@ Note You can searchfora group with the group name.

Authorize applications by group
This operation determines which applications the members of a group can access.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Authorization > Application Authorization.

3. Clickthe Grant Application Access by OU or Group tab.

Application Authorization

Authorize OUs or Groups by Application l Grant Application Access by OU or Group Grant Application Access by Account Authorize Accounts by Application Authorize Application by Class
QUs and Groups(774) Applications (5) Authorized: 3
[} Alibaba Cloud Application Name Application ID
demo1
demo DefaultApporConnector idaas-cn-Opp1mb0e705wt3
connector
jzyt CAS(ERE) idaas-cn-Opp1mbQe705cas_apereo

Domain Controllers
System DefaultAppfors8connector idaas-cn-0pp1mb0e70SW2

ForeignSecurityPrincipals

Managed Service Accounts JWT1 idaas-cn-Opp1mb0e705jwi1
[#}  zbbOrganization
histvi-4 JWT idaas-cn-Opp1mb0e705jwt
L A

4. Select the target group in the OUs and Groups list on the left.

@ Note Youcansearchfora group with the group name.
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5. Select the applications that the members of the group can access in the Applications list on the
right.
Authorize applications by account
This operation determines which applications an account can access.
Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Authorization > Application Authorization.

3. Clickthe Grant Application Access by Account tab.

Authorize OUs or Groups by Application Grant Appiication Access by OU or Group Grant Application Access by Account Authorize Accounts by Application Authorize Application by Class
X
Grant Application Access by Account
() s page allows the adminisirator to authorize appication access fo speciic accounts
= Note: This page only displays the applications whose access is directly granted to the selected account. An account can also obtain access to an application when the OU or group where the account belongs is authorized to access the appiication.
To view all the applications that an account has access to, go to the corresponding Account Details page.
Accounts(209) Applications (5) Authorized: 0
demoUsert > Application Name Application ID
C57D5C42 DEGG-4E6C-905E-963A96872678 > DefaultAppforCannector idaas-cn-Opp1mb0e705jwi3
4F1441C3-3AC6-4D96-9FBA-16F26DF84CT2 > CASERE) idaas-cn-Opp1mbOe705cas_apereo
fin0512 >
DefauliAppior58connector idaas-cn-0ppimb0e705jwi2
11567251533 >
w1 idaas-cn-0ppimb0e705jwt1
121326622228 >
wr idaas-cn-0ppimb0e705jut

4. You can perform a fuzzy or exact search in the Accounts list on the left.

@ Note You can searchforan application with the application name in the Applications list
on the right.

Authorize accounts by application
This operation determines which accounts can access an application.
Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Authorization > Application Authorization.

3. Clickthe Authorize Accounts by Application tab.
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Application Authorization
Authorize OUS or Groups by Application  Grant Application Access by OUor Group  Grant Application Access by Account | Authorize Accounts by Application | Authorize Application by Class
Applications(5) Accounts (209) Authorized: 0
DefautAppforConnector > Name Display Name Email
CAS(HTE) > demoUsert demoUsert demoUser1@aaa.com
Defauliappforsconnector 4 C57D5C42-DE6S-4EBC-905E-968A6E72678 demoUser2 demoUser2@z.com
JWT1 >
4F1441C3-3AC6-4D96-9FBA-16F26DF84C72 demoUser1 demoUser1@a.com
T >
lin0512 1in0512 lin0512@a.com
Total 5 items n 11967251633 Sl

4. You can performfuzzy or exact search in the Applications list on the left.

® Note You can search foran account with the account name in the Accounts list on the
right.

1.4.2. Policy Server

T his topic describes how to maintain policy servers in the IDaaS console, such as view details, perform
administrator query, and manage roles.

View file system details

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Authaorization > Policy Servers.

3. Find the target policy server and click View Det ails.

Policy Servers Create Policy Server

x

Policy Servers
I e e e s L EA)

A policy server can manage the permissions to access both IDaas resources and the menu functions and buttons of third-party applications. An IDaaS user with the developer role can create SPs that support three-level authorization.

By default, the system can only be associated with developer roles, and other functions are not available. The self-buit system can be used normally to centrally manage the permissions of third-party applications

Name D Status Description Actions

Defauit Policy Server idp_ps SOMURRS Manage Roles | View Details

0A mezZTPKIKO] Authorization Management - Manage Roles
Manage Resources View Details Delete

Total 2 ftems Goto 1

4. The View Details page consists of the General Information and API Information sections.
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View Details (IDaaStEZEH)

Name

D
Description
Status

Enable SSO
Enable OTP
Enable QR Code
Logon

Members

Roles

Permissions

Created By:
Created At

AppKey
AppSecret

General Information

|IDaastifRES:
idp_ps
SFIMIRES
Enabled

Mo

No

Mo
209

4
39

SYSTEM
2020-04-21 11:11

AP Information

Create a policy server

FEET X

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Authorization > Policy Servers.

3. ClickCreate Policy Server in the upper-right corner of the page.

40
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Policy Servers Create Policy Server

Policy Servers

Q A policy server is a permission model based on role-based access control (RBAC).
A policy server can manage the permissions fo access boih IDaas resources and the menu functions and buttons of third-party applications. An IDaa$ user with the developer role can create SPs that support three-level authorization
By default, the system can only be associated with developer roles, and other functions are ot available. The seif-built system can be used nomally to centrally manage the permissions of third-party applications.

Name D status Description Actions
Default Policy Server idp_ps SRR Manage Roles  View Details
on resTPIO] Authorization Management  Manage Roles

Manage Resources  View Details Delete

Total 2 items Goto | 1

4. Inthe Create Policy Server dialog box that appears, enter a server name and click OK.

Create Policy Server

* Name

* F&ID 2HAkyg2n3e

The unique identifier of the policy server.

Description

5. The new policy server is displayed on the Policy Servers page, with the View Details, Manage
Role, Manage Resources, Authorization Management, Modify, and Delet e available in the
Actions column and the Enable switch available in the Status column.

Policy Servers

Q Apolicy server is a permission model based on role-based access control (RBAC).
Apolicy server can manage the permissions o access both IDaas resources and the menu functions and butions of thirc-party applications. An 1DaaS user with the developer role can create SPs that support three-level authorization
By default, the system can only be associated with developer roles, and other functions are not available. The self-built system can be used normally to centrally manage the permissions of third-party applications.

Name D Status Description Actions

Default Policy Server idp_ps SRR Manage Roles  View Details

. . Authorization Management  Manage Roles
Manage Resources View Details Modify Delete

Authorization Management  Manage Roles
on mezTPKO] v
Manage Resources  View Details Delete:

Total 3 ftems Goto 1

Manage roles

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Authorization > Policy Servers.

3. Find the new policy server and click Manage Roles in the Actions column.

x

Policy Servers Create Policy Server
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Policy Servers
%
Policy Servers
§) OO B L N s RS
¥ Apolicy server can manage the permissions o access both IDaaS resources and the menu functions and butions of third-party applications. An IDaa user with the developer role can create SPs that support three-level authorization
By default, the system can only be associated with developer roles, and other functions are not available. The selfbuilt system can be used normally to centrally manage the permissions of third-party applications
Name D Status Description Actions,
Default Policy Server idp_ps BB Manage Roles  View Details
on J— Authorization Management
Manage Resources View Details Delete
Total 2 items . Goio 1

4. Onthe Manage Roles page, you can performthe following tasks.

o Create arole.
a. Onthe Manage Roles page, click Create.

Policy Servers / OA
x

< Manage Roles

The policy servers in 1Daas support role-based access control (RBAC). A role can be associated with a range of permissions. Accounts assigned to a role have allthe permissions of the role. This page allows the administrator to create, delete, or modify roles.

o Manage Roles
" nthe policy server.
- |
Role Permission ID Permissions Description status External ID Actions
Add Permission ~ Authorized to person
role2 role2 o role2
Modify Delete
Add Permission ~ Authorized to person
role1 rolet 0 role1
Modily Delete

Batch Delete
Total 2 items - Goto | 1
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b. Inthe Create Role dialog box that appears, configure the following parameters.

. Role: the name of the role. The nhame must be unique.

a
b. Permission ID: the permission ID of the role.

8l

Status: specifies whetherto enable the role.

d. Description: the description of the role.

Create Role

* Role

* Permission 1D

Status

Description

The specified name already exists.

A permission 1D is the unique identifier of a role or permission in IDaas. Third-party systems can use
permission IDs to identify and differentiate roles and permissions. A permission ID can contain only |
efters, digits, and underscores ().

Enable

Enter a description of the role.

c. After configuring the parameters, click Submit.

o Grant the role permissions.

a. Onthe Manage Roles page, find the target role and click Add Permission.
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b. Onthe Resources tab of the Manage Roles page, select permissions to be grant.
< Manage Roles

Manage Roles
) The policy servers in IDaas support role-based access control (RBAC). A role can be associated wih a range of permissions. Accounts assigned to:a ole have althe permissions of the role. This page allows the administrator to create, delete, or modily oles i
nthe policy server

] 2 |

Role Permission ID Permissions Description Status External ID Actions

role3 role3 0 . ;’;n:)r:;emg:‘s;u! Authorized to person
role2 role2 0 role2 ;\::;;errr[u:slu: Authorized to person
role1 rolet 0 rolet 30;‘:;1 " uT Authorized to person

Batch Delete
Total 3 tems [ | Goto | 1

Policy Servers / HR

« Authorization Management

Authorized by person  Authorize by role itManager.v1.2.ps.authorizationManager.importRolePrivilege

() Authorization Management
¥ Role authorization is a permission model Based on RBAC (Role-Based Access Control. You can manage both the system permissions of IDaaS and the level 2 and Level 3 authorization of third-party applications (developer role is required ).

Role list (1)

e “

Associated with permissions Authorize to account

IR TR AR RV

O E ResourceA

Total 1 item n O [ Resource8
() 2 ResourceC

[=2

After the permissions have been granted, the number of permissions granted is displayed in
the Permissions column of the role on the Manage Roles page.

o Modify arole.
a. Onthe Manage Roles page, find the target role and click Modify.

b. Onthe General tab of the Manage Roles page, you can modify the parameters of the role
as needed.

c. After modifying the parameters, click Save.
o Delete arole

a. Onthe Manage Roles page, find the target role and click Delete.
@ Note The default role cannot be deleted.

b. Inthe System Prompt message that appears, click OK.

o Batchdelete roles.
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a. Onthe Manage Roles page, select the target roles and click Batch Delete at the bottom.
@ Note The default role cannot be deleted.

b. Inthe System Prompt message that appears, click OK.
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2.Reqgular Users
2.1. Common Operations

This topic describes how to perform common operations in the IDaaS console, including logon-free
applications, application management, and associating application accounts.

Logon-free applications

After logging on the IDaaS console as a common user, the My Applications page displays logon-free
applications. Logon-free applications are generally enterprise-related applications. The IT administrator
can configure single sign-on for these applications. To implement logon-free access to applications,
you must performthe following operations after the IT administrator grants your account the
application access permissions:

e Associate application accounts
e Enable applications
Procedure
1. Log onto the IDaaS console as a common user. For more information, see Logon in User Guide.

2. Onthe My Applications page, click a logon-free application to access the application.

IDaas | My Applications

Menu ~ o
‘Web Applications
My Applications

All Applications

Application Accounts J
Settings ~ IwT

My Account JW

Two-factor
Authentication

Messages

Logs Mobile Applications

Mo mobile application available.

Application management

Onthe All Applications page, you can maintain the information of applications displayed on the logon-
free application page.

Procedure
1. Log onto the IDaaS console as a common user. For more information, see Logon in User Guide.

2. Inthe left-side navigation pane, choose Menu > All Applications.
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IDaas Applications

Menu ~
My Applications
Application L

Al Applications Application Name
ogo

Application Accounts
J DefaultAppforConnector
Settings ~
My Account eautAppirscomec
Nt

Two-factor
Authentication wr
Messages

Logs

3. View application operation logs

Logs
1Daas | Log
Menu ~
My Applications
All Applications Log Type
Application Accounts
Logon
Settings A
A Application Log
Two-factor

Authentication Application Log

Messages
Application Log

Logs

Application Log

Logon

Application Log

Application Log

Logon

Application Log

Application ID Application Type Actions
idaas-cn-0pp1mb0e705wt3 View Logs
idaas-cn-0pp1mb0e705jwt2 View Logs
idaas-cn-Opp1mb0e705jwt View Logs

.Inthe left-side navigation pane, choose Settings > Logs.

Time Content P

2020/5/22 TF4:54:51 106.11.34.14
2020/5/22 T4-1:59:40 106.11.34.14
2020/5/22 T41:58:45 106.11.34.14
2020/5/22 TRA1:57-20 106.11.34.14
2020/5/22 H512:08:03 106.11.34.14
2020/5/22 RE12:07:46 106.11.34.14
2020/5/22 TRE12:04:42 106.11.24.14
2020/5/22 TF12:04:13 106.11.34.14
2020/5/22 T412:04:13 106.11.34.14
2020/5/22 R&12:04:13 106.11.34.14

Associate application accounts

If youwant to log onto the application in a single sign-on manner after the IT administrator grants
your account access permissions for a new application, you must associate an application account with

the application.

Procedure

1. Log onto the IDaaS console as a common user. For more information, see Logon in User Guide.

2. Inthe left-side navigation pane,

3. Onthe Application Accounts

choose Menu > Application Accounts.

page, clickAdd Application Account.

\Daas | Application Accounts

Menu ~

Sub-account list Sub-account approval

Add Application Account

Application L
Application Name
ogo

W

My Applications
Al Applications
Application Accounts
Settings ~
My Account
T
Two-factor
Authentication

Messages

Logs

4. Inthe Add Application Accou
o Application: the application

Approval Status IDaa$ Account Application Account Actions

Approved in0512 in0512 Delete

Total 1 item

[

Goto 1

nt dialog box that appears, configure the following parameters:

to be associated.
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@ Note The association operation varies depending on the account association method
configured when the IT administrator added the application.

m [f manual association (account association or account mapping) is configured, you
must provide the correct username. The association will only be successful after
being approved by the IT administrator. The IT administrator also can directly
associate the application for you.

m When automatic association (account + password) is configured, you must provide
the correct username and password. The association will only be successful after you
pass the background authentication.

o Application Account: the username of the application account.

o Application Account Password and Confirm Password: the password of the application
account. The two parameters are only required when automatic association is configured for the
application.

Add Application Account X

Application | JWT v

Select an application

uses the Auto linking mode. The system
ame or the specified field s the applicatio

@ Note You can associate an application with multiple application accounts. Select an
application account to grant logon-free access.

5. Click Save.

After application accounts have been associated and the application has been enabled, you can access
the application with an application account without having to log on.

2.2. Logon

This topic describes how to log on to the IDaaS console as a common user.

Common users are employee accounts created orimported by an IT administrator. They are end users of
the IDaasS console. After creating a common user account, the IT administrator assigns application
permissions to the account and configures the logon authentication method.

Common users can log on to the IDaasS console with portal addresses, view the applications that they
are authorized to access on the authentication-free applications page, and associate applications with
application accounts. After associated with application accounts, common users can access
applications in a single sign-on manner.
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Logon from a PC

1. Access the IDaaS portal address from a PC browser.

® Note

The portal address is provided by the IT administrator. The IT administrator can

query the view portal addresses on the Instance List page.

E (-] Alibaba Cloud ~ china (shenzhen) ~

IDaas
| Instances

Instances

Instance IDIName: Region
Product documentation
daas-cn-0ppiT a1 ()
daas-Cr-4591kgand st (R
daas ax450: e GRYI)

Status (All) v/

P

=t

BT

Authorization

18R

1

Q

Maximum users

500

500

Expire At

May 22, 2020

Apr 17,2020

Mar 25, 2020

Bilng Ticket ICP  Entepise  Support  Albabacioud B Q' w® v (@

2. Enter the mobile phone number, account username, or email address and password, and then

complete authentication on the logon page.
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English Scan QR code to log on ‘%.ﬂ

Alibaba Cloud

YRYE

Forgot password?

Use a Third-party Account to Log On

2.3. Settings

This topic describes common settings of the IDaaS console including account settings, two-factor
authentication settings, and viewing messages and logs.

Account settings
You can view the complete information of the current account onthe My Account page.
Procedure

1. Log onto the IDaaS console as a common user. For more information, see Logon in User Guide.

2. Inthe left-side navigation pane, choose Settings > My Account.

3. Configure the following settings as needed:

o Nnthe Arcniint Sarcuritv tah vniican channe thelnann Pacawnrd nf the arcniint and hind
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an Email orPhone Number.

@ Note The bound mobile phone number can be used for logon through the phone
number and password or through an SMS verification code. The bound email can be used for
logon through the email address and password or for password retrieval.

| My Account
Account Security General Information Certificate Third-party Accounts
Logon Password
This password is used to protect your account information and ensure logon security.

Email **2@a.com
> @Bound Change

This email account is used to log on to IDaa$, reset the password, and receive messages from IDaaS

Phone Number 1661074
@Bound | Change
This phone number is used to log on to IDaa$, reset the passwaord, and receive messages from IDaaS

o Onthe General Information tab, you can view the applications and application accounts of
the user account, and modify the Display Name.

I My Account
Account Security General Information Certificate Third-party Accounts
Applications Application Accounts
Username

Display Name  [in0512

Save

o Onthe Certificate tab, you can view your certificate and the certificate password. You can also

download your certificate locally.
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My Account

Account Security General Information Certificate Third-party Accounts
Certificate

Expire At 2023-05-12 14:30

Generated At 2020-05-12 14:30
SubjectDN CN=lin0512, L=BJ, ST=BJ, O=IDSMANAGER, OU=IDaa

S, C=CN

View Certificate Password

o If the IT administrator has enabled external authentication and the external authentication
source can be bound, you can bind third-party accounts on the Third-party Accounts tab.

Two-factor authentication

Common users can set whetherto enable two-factor authentication. After two-factor authentication
is enabled, common user can only log on to webpages after completing two-factor authentication
with the push notification or dynamic token received on their mobile phones.

The following two-factor authentication methods are supported:

e Mobile App authentication: Two-factor authentication is implemented through the IDaaS App. The
following authentication methods are supported:

o Mobile terminals receive push notifications for two-factor authentication or scan QR codes for
two-factor authentication.

o Six-digit OTP codes displayed on mobile terminals are used for offline two-factor authentication,
such as when push notifications cannot be received on mobile phones.
e SMS verification code authentication: Two-factor authentication is implemented with SMS
verification codes.

Procedure

1. Log onto the IDaaS console as a common user. For more information, see Logon in User Guide.
2. Inthe left-side navigation pane, choose Settings > Two-factor Authentication.
3. Configure the following settings as needed:

o Onthe Two-factor Authentication tab, you can select the Enable check box fortwo-factor
authentication or select Mobile App or SMS Verification Code fromthe Authenticate With
drop-down list.
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Two-factor Authentication

Two-factor Authentication Devices

i If you want to ensure the logon security through two-factor authentication, select the following option:

Enable

Authenticate With  Mobile App

After you enable two-factor authentication, logon authentication based on the IDaaS app on your mobile terminal or SMS verification codes will be performed.

Save

o Onthe Devices tab, you can view all bound devices, discover and delete suspicious devices, or

show QR codes and bind themto devices.

| Two-factor Authentication

Two-factor Authentication Devices

enduser.v1.2 towFactor.device.title.list

i If you are using the internal network, you can use the IDaaS app on your mobile terminal to scan the QR code to enable OTP. Show QR Code

Device Name Device Type Approval Status

View messages and logs

Actions

Common users can view messages sent fromthe IDaaS console such as notices and announcements.
Message that have been viewed are listed in read messages. Message that have been deleted are listed

in deleted messages.

Procedure

1. Log onto the IDaaS console as a common user. For more information, see Logon in User Guide.

2. Inthe left-side navigation pane, choose Settings > Messages. On this page, you can view all

messages.

o The Unread tab lists all unread messages. You can View or Delete unread messages.

o The Read tab lists all read messages. You can View or Delet e read messages.

o The Deleted tab lists all deleted messages. You can View deleted messages.

| Messages

Unread Read Deleted

Title From Type

Actions

Total 0 item D Goto | 1

3. Inthe left-side navigation pane, choose Settings > Logs. On this page, you can view all logs. You

canfilter logs by operation type.
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Logs

Log Type

Logon

Application Log

Application Log

Application Log

Application Log

Logon

Application Log

Application Log

Logon

Application Log

Time

2020/5/22 TF4:54:51

2020/5/22 T1:59:40

2020/5/22 T41:58:45

2020/5/22 T41:57:20

2020/5/22 T~412:08:03

2020/5/22 T~412:07:46

2020/5/22 T~12:04:42

2020/5/22 T~412:04:13

2020/5/22 ™412:04:13

2020/5/22 TF12:04:13

Content

- 106.11.34 14

106.11.34.14

106.11.34.14

106.11.34.14

106.11.34. 14

106.11.34. 14

106.11.34.14

106.11.34. 14

106.11.34.14

106.11.34.14
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