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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes how to log on to the IDaaS console after act ivating IDaaS.

PrerequisitesPrerequisites
You have act ivated IDaaS and init ialized the instance.

ProcedureProcedure
1. Log on to the IDaaS console.

2. On the Inst ance ListInst ance List  page, find the target IDaaS instance and click ManageManage in the Act ions column.

ResultsResults
You can choose Menu > My Applicat ionsMenu > My Applicat ions to access the page.

This topic describes how to provision the account information to the application in the IDaaS console.

BackgroundBackground
Before you push account information to the SP application, IT  administrators must make SCIM
configurations.

SCIM provisioning must be configured and enabled so that the IDaaS console pushes account
information to SP applications. The same rule applies to account groups and organizations. If  you want
the IDaaS console to provision the information of both accounts and account groups to SP
applications, you must configure and enable SCIM provisioning for both accounts and account groups.

ProcedureProcedure
1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in

Administrator Guide.

2. In the left-side navigation pane, choose Applicat ions > Applicat ion ListApplicat ions > Applicat ion List .

1.IT Administrator Guide1.IT Administrator Guide
1.1. Logon1.1. Logon

1.2. Applications1.2. Applications
1.2.1. Provision Account To Application1.2.1. Provision Account To Application
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3. Find the target application and click Det ailsDet ails in the Act ions column.

4. In the Account  Inf ormat ion - ProvisionAccount  Inf ormat ion - Provision sect ion, click Conf igure SCIMConf igure SCIM.

Not e Not e If  the Account  Inf ormat ion - Applicat ion Account sAccount  Inf ormat ion - Applicat ion Account s sect ion is displayed, click
ProvisionProvision to switch to the Account  Inf ormat ion - ProvisionAccount  Inf ormat ion - Provision sect ion.

5. On the Conf igure SCIMConf igure SCIM page, click the tab to select  the target object  to be provisioned and
configure the parameters.

The following objects can be provisioned: account saccount s and organizat ionsorganizat ions. Here the console acts as
a client  to provision account information to third-party business systems.

Parameter Description

Applicat ion NameApplicat ion Name The application with provisioning configured.

SCIM Service URLSCIM Service URL

The URL to receive account information, such as
http://jzyt.idp-
local.com/api/application/cs_multibrowser/scim/
account_password.

EnableEnable

Specifies whether to enable SCIM provisioning. If
you turn on this switch, the organization will be
pushed to authorized applications when you
manually push an organization.

Prot ocol T ypeProt ocol T ype

The type of the authentication protocol used to
verify requests. Valid values:

BasicBasic

OAut h2OAut h2

UsernameUsername
If the Protocol Type is set to Basic, enter the
administrator username.

User Guide··IT Administ rat or Guide Ident it y as a service
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PasswordPassword
If the Protocol Type is set to Basic, enter the
administrator password.

oaut h urloaut h url
If the Protocol Type is set to OAuth2, enter the
OAuth URL.

client _idclient _id
If the Protocol Type is set to OAuth2, enter the
client ID.

client _secretclient _secret
If the Protocol Type is set to OAuth2, enter the
client key.

Parameter Description

Ident it y as a service User Guide··IT Administ rat or Guide
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6. Click SaveSave.

This topic describes how to add a third-party application and integrate single sign-on (SSO) into the
application in the IDaaS console.

BackgroundBackground
IT  administrators can add application systems in the IDaaS console and integrate single sign-on into
application systems. After you add an application and provision the account information, you can log
on to the application system from the IDaaS console in a single sign-on manner.

1.2.2. Add an Application1.2.2. Add an Application

User Guide··IT Administ rat or Guide Ident it y as a service
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ProcedureProcedure
1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in

Administrator Guide.

2. In the left-side navigation pane, choose Applicat ions > Add Applicat ionsApplicat ions > Add Applicat ions.

Not e Not e You can click All, St andard Prot ocols, or Cust om T emplat esAll, St andard Prot ocols, or Cust om T emplat es tab to find the
application to be added.

3. Find the target application from the application template list  and click Add Applicat ionAdd Applicat ion in the
Actions column.

Not e Not e You can search for an application with the application name.

4. In the Add Application dialog box that appears, configure the parameters as required.

Not ice Not ice The parameters will vary depending on the application. The Add Application
dialog box will list  these parameters.

Ident it y as a service User Guide··IT Administ rat or Guide
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Not e Not e Parameters marked with asterisks are required.

5. Click SubmitSubmit .

ResultsResults
The application is added. You can see the new application on the Applicat ion ListApplicat ion List  page. By default ,
the new application is enabled.

What to do nextWhat to do next
Authorize an application

This topic describes how to create, modify, and remove or delete groups in the IDaaS console.

Create a groupCreate a group
You can add a group under an organization to manage (provision) mult iple accounts or groups at  a
same. A group can contain other groups or accounts as its members. All members in a group can be
provisioned as a whole.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Organizat ions and GroupsUsers > Organizat ions and Groups.

3. In the OUs window on the left , right-click the organization to which the group to be created
belongs and choose Add > GroupAdd > Group from the shortcut  menu.

1.3. Users1.3. Users
1.3.1. Groups1.3.1. Groups

User Guide··IT Administ rat or Guide Ident it y as a service

10 > Document  Version: 20220322

https://www.alibabacloud.com/help/doc-detail/112344.htm#topic-2388445
https://www.alibabacloud.com/help/doc-detail/113691.htm#topic-2388435


4. In the Creat e GroupCreat e Group dialog box that appears, click the Group At t ribut esGroup At t ribut es tab and configure the
following parameters.

Parameter Description

Parent  OUParent  OU The parent node of the group.

NameName The name the group.

Ext ernal IDExt ernal ID

The external ID of the group. The external ID is the
unique ID of a group in IDaaS. If you do not specify
this parameter, it  is automatically generated by
IDaaS.

Descript ionDescript ion The description of the group.

5. If  you have defined extended attributes in the data dict ionary, click the Ext ended At t ribut esExt ended At t ribut es tab

Ident it y as a service User Guide··IT Administ rat or Guide
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to add attributes.

6. If  the new group and an exist ing group are mutually exclusive, select  the exist ing group on the
Mut ually Exclusive GroupsMut ually Exclusive Groups tab.

7. After configuring the parameters, click SubmitSubmit .

The new organization is displayed on the GroupGroup tab of the parent organization on the right. It  is
enabled by default .

Modify a groupModify a group
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You can modify the attributes of an exist ing group at  any t ime, such as the name, account members,
group members, and mutually exclusive groups.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Organizat ions and GroupsUsers > Organizat ions and Groups.

3. In the OUs window on the left , f ind the organization to which the group to be modified belongs
and click its name.

4. In the organization information window on the right, click the GroupGroup tab.

5. In the group list , f ind the target group and click Modif yModif y in the Act ions column.

6. In the Group Attributes dialog box that appears, modify the general attributes as specified in steps
4, 5, and 6 in the Creat e a groupCreat e a group sect ion and then click OKOK.

7. View and modify the account members and mutually exclusive groups of the current group on the
Member (Account s)Member (Account s) and Mut ually Exclusive GroupsMut ually Exclusive Groups tabs.

Add account members

a. On the Members (Account s)Members (Account s) tab, click Add Members.

Ident it y as a service User Guide··IT Administ rat or Guide
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b. On the Add Members dialog box that appears, select  the accounts to be added to the
group.

Not e Not e You cannot select  members of mutually exclusive groups for the current
group here.

c. Click OK.

Not e Not e You can remove members on the Members (Account s)Members (Account s) tab by clicking Remove
or Batch Remove.

Add mutually exclusive groups

a. On the Mut ually Exclusive GroupsMut ually Exclusive Groups tab, click Add Mut ually Exclusive GroupAdd Mut ually Exclusive Group.

User Guide··IT Administ rat or Guide Ident it y as a service
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b. In the Add Mut ually Exclusive GroupAdd Mut ually Exclusive Group dialog box that appears, select  the groups to be
added.

c. Click OKOK.

Not e Not e You can remove mutually exclusive groups on the Mut ually Exclusive GroupsMut ually Exclusive Groups
tab by clicking Remove or Batch Remove.

Delete a group or remove a group from an organizationDelete a group or remove a group from an organization
You can delete a group that is no longer needed from the root node of its parent organization. You
can only delete a group that does not contain any members. Therefore, you must delete members
before this operation.

For a group that belongs to a non-root node, you can remove it  from the parent organization to
detach its affiliat ion with the organization. After removing a group that belongs to a non-root node
from the parent organization, you can further remove it  from the root node.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Organizat ions and GroupsUsers > Organizat ions and Groups.

3. You can determine whether to delete a group or remove a group:

Delete a group
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Delete a group

a. In the OUs window on the left , click the root node for the target organization.

b. On the GroupGroup tab, search for the group to be deleted and click Delet eDelet e in the Act ions
column.

c. In the Syst em PromptSyst em Prompt  message that appears, click OKOK.

Not e Not e You can only delete a group that does not contain any members.

d. In the Increment al ProvisioningIncrement al Provisioning dialog box that appears, perform provisioning operations
after you delete the group.

Remove a group

a. In the OUs window on the left , f ind the organization to which the group to be removed
belongs and click its name.

b. On the GroupGroup tab, find the group to be removed and click RemoveRemove in the Act ions column.

c. In the Syst em PromptSyst em Prompt  message that appears, click OKOK.

This topic describes how to create, modify, disable or enable, and delete organizations in the IDaaS
console.

Create an organizationCreate an organization
You can create an organization under the root node (company) or a child node (exist ing organization)
of an organization.

1.3.2. Organizations1.3.2. Organizations
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ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Organizat ions and GroupsUsers > Organizat ions and Groups.

3. In the OUs window on the left , f ind the parent node for the organization to be created and click its
name.

4. In the parent node organization information window on the right, click the OUOU tab. Click Creat eCreat e
OUOU.

Not e Not e Note: You can also right-click the parent node in the left  window and choose AddAdd
> OU> OU from the shortcut  menu.

5. In the Creat e OUCreat e OU dialog box that appears, click the OU At t ribut esOU At t ribut es tab and configure the
following parameters.

Parameter Description

Parent  OUParent  OU The parent node of the organization.
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T ypeT ype

The type of the organization. Valid values:

Organiz at ionOrganiz at ion

Depart mentDepart ment

Not e Not e An organization is generally
associated with an administrative region. A
department is generally a functional
organization. An organization is usually
divided into multiple departments.

Administ rat ive RegionAdminist rat ive Region
The administrative region of the organization. It  is
in the format of province + city + county.

NameName The name of the organization.

Ext ernal IDExt ernal ID

The external ID of the organization. The external
ID is the unique ID of an organization in IDaaS and
cannot be modified after it  is specified. If you do
not specify this parameter, it  is automatically
generated by IDaaS.

Descript ionDescript ion The description of the organization.

SNSN
The serial number of the organization among
same-level objects in the organization tree.

Parameter Description

User Guide··IT Administ rat or Guide Ident it y as a service
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6. If  you have defined extended attributes in the data dict ionary, click the Ext ended At t ribut esExt ended At t ribut es tab
to add attributes.
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> Document  Version: 20220322 19



7. After configuring the parameters, click SubmitSubmit .

8. In the Increment al ProvisioningIncrement al Provisioning dialog box that appears, perform LDAP ProvisioningLDAP Provisioning,
Applicat ion Aut horizat ionApplicat ion Aut horizat ion, and SCIM ProvisioningSCIM Provisioning.

User Guide··IT Administ rat or Guide Ident it y as a service
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The organization is created. It  is enabled by default . The new organization is displayed in the OUs
window on the left  or on the OUOU tab of the parent node on the right.

Modify an organizationModify an organization
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You can modify the attributes of an exist ing organization at  any t ime.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Organizat ions and GroupsUsers > Organizat ions and Groups.

3. In the OUs window on the left , f ind the parent node for the organization to be modified and click
its name.

4. In the parent node organization information window on the right, click the View Det ailsView Det ails.

Not e Not e You can also right-click the target organization in the left  window and choose
At t ribut esAt t ribut es from the shortcut  menu.

5. On the OU At t ribut esOU At t ribut es tab, configure parameters as specified in steps 5 and 6 in the Create an
organization sect ion.

6. Click OKOK.

7. In the Increment al ProvisioningIncrement al Provisioning dialog box that appears, perform LDAP ProvisioningLDAP Provisioning,
Applicat ion Aut horizat ionApplicat ion Aut horizat ion, and SCIM ProvisioningSCIM Provisioning.

Disable or enable an organizationDisable or enable an organization
If  you do not want to use an organization, you can disable it . A disabled organization is not displayed in
the OUs window, but you can enable it  again on the OUOU tab of the parent node.

User Guide··IT Administ rat or Guide Ident it y as a service
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ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Organizat ions and GroupsUsers > Organizat ions and Groups.

3. In the OUs window on the left , f ind the parent node for the organization to be disabled and click
its name.

Not e Not e You can also right-click the target organization in the left  window and choose
DisableDisable from the shortcut  menu. After this operation, go directly to step 6.

4. In the parent node organization information window on the right, click the OUOU tab.

5. Find the target organization and turn off the Enable switch in the Status column.

6. In the Syst em PromptSyst em Prompt  message that appears, click OKOK.

The disabled organization is st ill displayed on the OUOU tab of the parent node. You can enable this
organization again by turning on the Enable switch in the Status column.

Delete an organizationDelete an organization
You can delete an organization that is no longer needed. When you delete an organization, its default
group is also deleted. You can only delete an organization that does not contain any members except
the default  group.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Organizat ions and GroupsUsers > Organizat ions and Groups.

3. In the OUs window on the left , f ind the parent node for the organization to be deleted and click its
name.
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Not e Not e You can also right-click the target organization in the left  window and choose
Delet eDelet e from the shortcut  menu. After this operation, go directly to step 6.

4. In the parent node organization information window on the right, click the OUOU tab.

5. Find the target organization, and click Delet eDelet e in the Act ions column.

6. In the Syst em PromptSyst em Prompt  message that appears, click OKOK.

7. In the Increment al ProvisioningIncrement al Provisioning dialog box that appears, perform LDAP ProvisioningLDAP Provisioning,
Applicat ion Aut horizat ionApplicat ion Aut horizat ion, and SCIM ProvisioningSCIM Provisioning.

This topic describes how to create, modify, move, and delete an account in the IDaaS console.

Create an account (new recruit)Create an account (new recruit)
You can create an account for a new recruit  in the IDaaS console.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Organizat ions and GroupsUsers > Organizat ions and Groups.

1.3.3. Accounts1.3.3. Accounts
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3. In the OUs window on the left , f ind the organization to which the account to be created belongs
and click its name.

Not e Not e You can also right-click the target organization in the left  window and choose
Add > AccountAdd > Account  from the shortcut  menu. After this operation, go directly to st ep 5st ep 5.

4. In the parent node organization information window on the right, click the Account tab. Click
Creat e AccountCreat e Account .

Not e Not e You can also choose Posit ion ChangePosit ion Change > EnrollEnroll in the top navigation bar of the
right window.

5. In the Creat e AccountCreat e Account  dialog box that appears, click the Account  At t ribut esAccount  At t ribut es tab and configure
the following parameters.

Parameter Description

Parent  OUParent  OU The parent node of the account.
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Display NameDisplay Name
The display name or alias of the account. It  must
be 2 to 18 characters in length.

Account  NameAccount  Name

The logon name of the account. The name can
contain uppercase letters, lowercase letters,
digits, hyphens (-), underscores (_), and periods
(.). It  must be 4 to 18 characters in length.

PasswordPassword

The password of the account. The password
must contain uppercase letters, lowercase
letters, digits, and special characters. It  must be
six or more characters in length.

EmailEmail

The email address associated with the account.

Not e Not e The email address or phone
number is required.

Phone NumberPhone Number

The mobile phone number associated with the
account.

Not e Not e The email address or phone
number is required.

Ext ernal IDExt ernal ID

The external ID of the account. The external ID is
the unique ID of an account in IDaaS. If you do not
specify this parameter, it  is automatically
generated by IDaaS.

Expires OnExpires On
The expiration date of the account. If you do not
specify this parameter, the default expiration
date is used.

RemarksRemarks The remarks for the account.

Parameter Description
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6. If  you have defined extended attributes in the data dict ionary, click the Ext ended At t ribut esExt ended At t ribut es tab
to add attributes.
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7. Click the Parent  GroupsParent  Groups tab to select  parent groups for the account.

8. After configuring the parameters, click SubmitSubmit .

9. In the Increment al ProvisioningIncrement al Provisioning dialog box that appears, perform LDAP ProvisioningLDAP Provisioning,
Applicat ion Aut horizat ionApplicat ion Aut horizat ion, and SCIM ProvisioningSCIM Provisioning.
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The new account is displayed on the AccountAccount  tab of the parent organization on the right.

Modify an accountModify an account
You can modify the attributes of an exist ing account at  any t ime, such as the display name, associated
email address or phone number, expirat ion data, external ID, and parent group.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Organizat ions and GroupsUsers > Organizat ions and Groups.

3. In the OUs window on the left , f ind the organization to which the account to be modified belongs
and click its name.

4. In the parent node organization information window on the right, click the AccountAccount  tab.

5. Find the target account from the account list  and click Modif yModif y in the Act ions column.

Not e Not e You can search for an account with the account name or display name.

6. In the Account Attributes dialog box that appears, modify the account attributes as specified in
steps 5, 6, and 7 in the Create an account sect ion.
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7. After configuring the parameters, click SubmitSubmit .

8. After modifying the account attributes, you can provision the latest  account information to the
applications that the current organization has been authorized to access.

i. Go to the parent node organization information window.

ii. Click the AccountAccount  tab. Find the target account and click Provision AccountProvision Account  in the Act ions
column.

iii. In the Provision AccountProvision Account  dialog box that appears, select  the applications to receive the
provisioned account from the authorized third-party systems.

iv. Click ProvisionProvision.

v. Check the provisioning record.

Move an accountMove an account
You can move an account from an organization to another.

ProcedureProcedure
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1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Organizat ions and GroupsUsers > Organizat ions and Groups.

3. In the OUs window on the left , f ind the organization to which the account to be moved belongs
and click its name.

Not e Not e You can also choose Posit ion Change > MovePosit ion Change > Move in the top navigation bar of the
right window. Search for the target account and click MoveMove in the Act ions column. After this
operation, go directly to st ep 5st ep 5.

4. In the parent node organization information window on the right, click the AccountAccount  tab. Find the
target account and click Move in the Act ionsAct ions column.

5. In the Account Move dialog box that appears, select  the dest ination organization to which the
account to be moved belongs in the Move To list .

6. Confirm the authorization application information after the move operation and click MoveMove.
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Mark an account as resignedMark an account as resigned
You can mark the account for a resigned employee as resigned.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Organizat ions and GroupsUsers > Organizat ions and Groups.

3. In the OUs window on the left , f ind the root node for the target organization and click its name.

Not e Not e You can also choose Posit ion Change > Mark as ResignedPosit ion Change > Mark as Resigned in the top navigation
bar of the right window. Search for the target account and click Mark as ResignedMark as Resigned in the
Actions column. After this operation, go directly to st ep 6st ep 6.

4. Click the AccountAccount  tab. Search for the target account.

5. Click Mark as ResignedMark as Resigned in the Act ions column.

6. In the Syst em PromptSyst em Prompt  message that appears, click OKOK.

7. In the Increment al ProvisioningIncrement al Provisioning dialog box that appears, perform LDAP ProvisioningLDAP Provisioning,
Applicat ion Aut horizat ionApplicat ion Aut horizat ion, and SCIM ProvisioningSCIM Provisioning.

This topic describes how to manage an account on the Accounts page of the IDaaS console. You can
view account details, enable or disable two-factor authentication, reset  the password, enable or
disable an account, and delete an account.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Users > Account sUsers > Account s.

3. Select  the account type by clicking the Personal AccountPersonal Account  or Developer AccountDeveloper Account  tab.

4. Find the target account from the account list .

Not e Not e You can search for an account by using the associated email address, associated
phone number, and account name.

1.3.4. Account Management1.3.4. Account Management
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5. Perform the following operations as needed:

View account details.

a. Find the target account and click Account  Det ailsAccount  Det ails in the Act ions column.

b. The Account Details page consists of the following tabs:

Account  Inf ormat ionAccount  Inf ormat ion: displays the general information, extended information,
cert if icate information, and bound third-party account for the current account.

Available Applicat ionsAvailable Applicat ions: displays the applications that the current account is authorized
to access.

Applicat ion AccountApplicat ion Account : displays the application accounts created for the current
account.

OUs and GroupsOUs and Groups: displays the OU list  and group list  to which the current account
belongs.

DevicesDevices: displays the authenticated devices associated with the current account.

ReportReport : generates an operation report  for the current account.

c. In the General Information sect ion of the Account Information page, you can click Modif yModif y
set  Expirat ion T imeExpirat ion T ime for the current account.

Enable or disable two-factor authentication.
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Find the target account and turn on or off the switch in the T wo-f act or Aut hent icat ionT wo-f act or Aut hent icat ion
column to enable or disable two-factor authentication.

Reset the password.

a. Find the target account and click Reset  PasswordReset  Password.

b. In the dialog box that appears, select  Send New Password t o Associat ed MailboxSend New Password t o Associat ed Mailbox
(ignore this option if  there is not an email address specified for the account) and click OKOK.

The account password is reset. A System Prompt message is displayed to indicate the new
password.

Enable or disable an account.

For an account in the DisabledDisabled state, you can turn on the EnableEnable switch to enable it .

For an account in the NormalNormal state, you can turn off the EnableEnable switch to disable it .

Mark an account as resigned.

a. Find the target account and click Mark as ResignedMark as Resigned.
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b. In the Syst em PromptSyst em Prompt  message that appears, click OKOK.

Not e Not e You can also make an account as resigned on the Account tab of the OUsOUs
and Groupsand Groups page. For more information, see Mark an account resigned.

This topic describes how to grant permissions in the IDaaS console. You can authorize groups by
application or authorize applications by group.

PrerequisitesPrerequisites
Confirm that you have completed the following tasks:

Add an application

Create a group

Authorize groups by applicationAuthorize groups by application
This operation determines which organizations or groups can access an application.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Aut horizat ion> Applicat ion Aut horizat ionAut horizat ion> Applicat ion Aut horizat ion.

3. Click the Aut horize OUs or Groups by Applicat ionAut horize OUs or Groups by Applicat ion tab.

1.4. Authentication1.4. Authentication
1.4.1. Application Authorize1.4.1. Application Authorize
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4. Select  the target application in the Applicat ionsApplicat ions list  on the left .

Not e Not e You can search for an application with the application name.

5. Select  the organizations and groups allowed to access the current application in the OUs and
Groups list  on the right.

Not e Not e You can search for a group with the group name.

Authorize applications by groupAuthorize applications by group
This operation determines which applications the members of a group can access.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Aut horizat ion > Applicat ion Aut horizat ionAut horizat ion > Applicat ion Aut horizat ion.

3. Click the Grant  Applicat ion Access by OU or GroupGrant  Applicat ion Access by OU or Group tab.

4. Select  the target group in the OUs and Groups list  on the left .

Not e Not e You can search for a group with the group name.
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5. Select  the applications that the members of the group can access in the Applications list  on the
right.

Authorize applications by accountAuthorize applications by account
This operation determines which applications an account can access.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Aut horizat ion > Applicat ion Aut horizat ionAut horizat ion > Applicat ion Aut horizat ion.

3. Click the Grant  Applicat ion Access by AccountGrant  Applicat ion Access by Account  tab.

4. You can perform a fuzzy or exact  search in the Accounts list  on the left .

Not e Not e You can search for an application with the application name in the Applications list
on the right.

Authorize accounts by applicationAuthorize accounts by application
This operation determines which accounts can access an application.

ProcedureProcedure

1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. In the left-side navigation pane, choose Aut horizat ion > Applicat ion Aut horizat ionAut horizat ion > Applicat ion Aut horizat ion.

3. Click the Aut horize Account s by Applicat ionAut horize Account s by Applicat ion tab.
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4. You can perform fuzzy or exact  search in the Applications list  on the left .

Not e Not e You can search for an account with the account name in the Accounts list  on the
right.

This topic describes how to maintain policy servers in the IDaaS console, such as view details, perform
administrator query, and manage roles.

View file system detailsView file system details
1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in

Administrator Guide.

2. In the left-side navigation pane, choose Aut horizat ion > Policy ServersAut horizat ion > Policy Servers.

3. Find the target policy server and click View Det ailsView Det ails.

4. The View Det ailsView Det ails page consists of the General Information and API Information sect ions.

1.4.2. Policy Server1.4.2. Policy Server
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Create a policy serverCreate a policy server
1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in

Administrator Guide.

2. In the left-side navigation pane, choose Aut horizat ion > Policy ServersAut horizat ion > Policy Servers.

3. Click Creat e Policy ServerCreat e Policy Server in the upper-right corner of the page.
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4. In the Creat e Policy ServerCreat e Policy Server dialog box that appears, enter a server name and click OKOK.

5. The new policy server is displayed on the Policy Servers page, with the View Det ailsView Det ails, ManageManage
RoleRole, Manage ResourcesManage Resources, Aut horizat ion ManagementAut horizat ion Management , Modif yModif y, and Delet eDelet e available in the
Actions column and the EnableEnable switch available in the Status column.

Manage rolesManage roles
1. Log on to the IDaaS console as an IT administrator. For more information, see Logon in

Administrator Guide.

2. In the left-side navigation pane, choose Aut horizat ion > Policy ServersAut horizat ion > Policy Servers.

3. Find the new policy server and click Manage RolesManage Roles in the Act ions column.
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4. On the Manage Roles page, you can perform the following tasks.

Create a role.

a. On the Manage Roles page, click Creat eCreat e.

User Guide··IT Administ rat or Guide Ident it y as a service

42 > Document  Version: 20220322



b. In the Creat e RoleCreat e Role dialog box that appears, configure the following parameters.

a. RoleRole: the name of the role. The name must be unique.

b. Permission IDPermission ID: the permission ID of the role.

c. St at usSt at us: specifies whether to enable the role.

d. Descript ionDescript ion: the descript ion of the role.

c. After configuring the parameters, click SubmitSubmit .

Grant the role permissions.

a. On the Manage Roles page, find the target role and click Add PermissionAdd Permission.
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b. On the ResourcesResources tab of the Manage RolesManage Roles page, select  permissions to be grant.

After the permissions have been granted, the number of permissions granted is displayed in
the PermissionsPermissions column of the role on the Manage Roles page.

Modify a role.

a. On the Manage Roles page, find the target role and click Modif yModif y.

b. On the GeneralGeneral tab of the Manage RolesManage Roles page, you can modify the parameters of the role
as needed.

c. After modifying the parameters, click SaveSave.

Delete a role

a. On the Manage Roles page, find the target role and click Delet eDelet e.

Not e Not e The default  role cannot be deleted.

b. In the Syst em PromptSyst em Prompt  message that appears, click OKOK.

Batch delete roles.
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a. On the Manage Roles page, select  the target roles and click Bat ch Delet eBat ch Delet e at  the bottom.

Not e Not e The default  role cannot be deleted.

b. In the Syst em PromptSyst em Prompt  message that appears, click OKOK.
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This topic describes how to perform common operations in the IDaaS console, including logon-free
applications, application management, and associat ing application accounts.

Logon-free applicationsLogon-free applications
After logging on the IDaaS console as a common user, the My Applications page displays logon-free
applications. Logon-free applications are generally enterprise-related applications. The IT administrator
can configure single sign-on for these applications. To implement logon-free access to applications,
you must perform the following operations after the IT administrator grants your account the
application access permissions:

Associate application accounts

Enable applications

ProcedureProcedure

1. Log on to the IDaaS console as a common user. For more information, see Logon in User Guide.

2. On the My Applicat ionsMy Applicat ions page, click a logon-free application to access the application.

Application managementApplication management
On the All Applications page, you can maintain the information of applications displayed on the logon-
free application page.

ProcedureProcedure

1. Log on to the IDaaS console as a common user. For more information, see Logon in User Guide.

2. In the left-side navigation pane, choose Menu > All Applicat ionsMenu > All Applicat ions.

2.Regular Users2.Regular Users
2.1. Common Operations2.1. Common Operations
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3. View application operation logs. In the left-side navigation pane, choose Set t ings > LogsSet t ings > Logs.

Associate application accountsAssociate application accounts
If  you want to log on to the application in a single sign-on manner after the IT administrator grants
your account access permissions for a new application, you must associate an application account with
the application.

ProcedureProcedure

1. Log on to the IDaaS console as a common user. For more information, see Logon in User Guide.

2. In the left-side navigation pane, choose Menu > Applicat ion Account sMenu > Applicat ion Account s.

3. On the Applicat ion Account sApplicat ion Account s page, click Add Applicat ion AccountAdd Applicat ion Account .

4. In the Add Applicat ion AccountAdd Applicat ion Account  dialog box that appears, configure the following parameters:

Applicat ionApplicat ion: the application to be associated.
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Not e Not e The associat ion operation varies depending on the account associat ion method
configured when the IT administrator added the application.

If  manual associat ion (account associat ion or account mapping) is configured, you
must provide the correct  username. The associat ion will only be successful after
being approved by the IT administrator. The IT administrator also can directly
associate the application for you.

When automatic associat ion (account + password) is configured, you must provide
the correct  username and password. The associat ion will only be successful after you
pass the background authentication.

Applicat ion AccountApplicat ion Account : the username of the application account.

Applicat ion Account  PasswordApplicat ion Account  Password and Conf irm PasswordConf irm Password: the password of the application
account. The two parameters are only required when automatic associat ion is configured for the
application.

Not e Not e You can associate an application with mult iple application accounts. Select  an
application account to grant logon-free access.

5. Click Save.

After application accounts have been associated and the application has been enabled, you can access
the application with an application account without having to log on.

This topic describes how to log on to the IDaaS console as a common user.

Common users are employee accounts created or imported by an IT administrator. They are end users of
the IDaaS console. After creating a common user account, the IT administrator assigns application
permissions to the account and configures the logon authentication method.

Common users can log on to the IDaaS console with portal addresses, view the applications that they
are authorized to access on the authentication-free applications page, and associate applications with
application accounts. After associated with application accounts, common users can access
applications in a single sign-on manner.

2.2. Logon2.2. Logon
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Logon from a PCLogon from a PC
1. Access the IDaaS portal address from a PC browser.

Not e Not e The portal address is provided by the IT administrator. The IT administrator can
query the view portal addresses on the Instance List  page.

2. Enter the mobile phone number, account username, or email address and password, and then
complete authentication on the logon page.
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This topic describes common sett ings of the IDaaS console including account sett ings, two-factor
authentication sett ings, and viewing messages and logs.

Account settingsAccount settings
You can view the complete information of the current account on the My AccountMy Account  page.

ProcedureProcedure

1. Log on to the IDaaS console as a common user. For more information, see Logon in User Guide.

2. In the left-side navigation pane, choose Set t ings > My AccountSet t ings > My Account .

3. Configure the following sett ings as needed:

On the Account  Securit yAccount  Securit y tab, you can change the Logon PasswordLogon Password of the account and bind

2.3. Settings2.3. Settings
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On the Account  Securit yAccount  Securit y tab, you can change the Logon PasswordLogon Password of the account and bind
an EmailEmail or Phone NumberPhone Number.

Not e Not e The bound mobile phone number can be used for logon through the phone
number and password or through an SMS verificat ion code. The bound email can be used for
logon through the email address and password or for password retrieval.

On the General Inf ormat ionGeneral Inf ormat ion tab, you can view the applications and application accounts of
the user account, and modify the Display NameDisplay Name.

On the Cert if icat eCert if icat e tab, you can view your cert if icate and the cert if icate password. You can also
download your cert if icate locally.
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If  the IT administrator has enabled external authentication and the external authentication
source can be bound, you can bind third-party accounts on the T hird-part y Account sT hird-part y Account s tab.

Two-factor authenticationTwo-factor authentication
Common users can set  whether to enable two-factor authentication. After two-factor authentication
is enabled, common user can only log on to webpages after completing two-factor authentication
with the push notificat ion or dynamic token received on their mobile phones.

The following two-factor authentication methods are supported:

Mobile App authentication: Two-factor authentication is implemented through the IDaaS App. The
following authentication methods are supported:

Mobile terminals receive push notificat ions for two-factor authentication or scan QR codes for
two-factor authentication.

Six-digit  OTP codes displayed on mobile terminals are used for offline two-factor authentication,
such as when push notificat ions cannot be received on mobile phones.

SMS verificat ion code authentication: Two-factor authentication is implemented with SMS
verificat ion codes.

ProcedureProcedure

1. Log on to the IDaaS console as a common user. For more information, see Logon in User Guide.

2. In the left-side navigation pane, choose Set t ings > T wo-f act or Aut hent icat ionSet t ings > T wo-f act or Aut hent icat ion.

3. Configure the following sett ings as needed:

On the T wo-f act or Aut hent icat ionT wo-f act or Aut hent icat ion tab, you can select  the EnableEnable check box for two-factor
authentication or select  Mobile AppMobile App or SMS Verif icat ion CodeSMS Verif icat ion Code from the Aut hent icat e Wit hAut hent icat e Wit h
drop-down list .
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On the DevicesDevices tab, you can view all bound devices, discover and delete suspicious devices, or
show QR codes and bind them to devices.

View messages and logsView messages and logs
Common users can view messages sent from the IDaaS console such as notices and announcements.
Message that have been viewed are listed in read messages. Message that have been deleted are listed
in deleted messages.

ProcedureProcedure

1. Log on to the IDaaS console as a common user. For more information, see Logon in User Guide.

2. In the left-side navigation pane, choose Set t ings > MessagesSet t ings > Messages. On this page, you can view all
messages.

The UnreadUnread tab lists all unread messages. You can ViewView or Delet eDelet e unread messages.

The ReadRead tab lists all read messages. You can ViewView or Delet eDelet e read messages.

The Delet edDelet ed tab lists all deleted messages. You can ViewView deleted messages.

3. In the left-side navigation pane, choose Set t ings > LogsSet t ings > Logs. On this page, you can view all logs. You
can filter logs by operation type.
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