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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Account Provision
1.1. LDAP Provision Configuration

Step 1: Configure LDAP

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.
2. Inthe left-side navigation pane, choose Users > Organizations and Groups.

3. Click Configure LDAP in the top navigation bar of the parent node organization information
window. Click Create in the Cnfigure LDAP dialog box that appears. Set Provision from IDaaS to
LDAP to Enable and configure the other parameters.

Overview
Quick Start
x
Aoplcatons . _ Organizations and Groups 7
() This page allows the administraor to manage information about OUs, deparimens, groups, a is. It aiso supports file uploads and user provisioning with ADILDAP to import data.
Application List The administrator can manage OUs and groups by simply right-clicking on a node in the lefi-si izational chart, or select a node and add members to the node on the right-side of the page.

Add Appiications.

Users - ous Alibaba Cloud View Details PostionChange v Import v Export v Configure DingTalk sync

Organizations and Groups

Accounts. Manage the organization's architecture here. Y > Account Group ou
ou can left-click and select the OU, right-click 2

Class Management nOUto manage it
Greate Account  [IlEZ RSN n

Authentication ~ @ - Alibaba Cloud
Authentication Sources ) demot Current account number 209/purchased p: s 50
RADIUS ) 7 demo
) 1 connector %5 Name Display Name Type Description Actions
Certificates B
Jser-created , Modify Move Provisio
Authorization ~ ) s Domain Controllers ! demousert cemasert Account pleasa cons Provisioning Records  Mark 2
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Configure LDAP

D)

LDAP/AD Configuration

=
IE
—

i. Server Connection tab

AD/LDAP Name

Server Address and Port Number
Base DN

Connection Method
Administrator DN and Password
Select Type

Owned OU node

i. Field Matching Rules tab

Username

External ID
Password Attribute
User Unique ID
Phone Number

Email

Step 2: Create an organization

Provisioning from LDAP to IDaaS has higher priority over that from IDaasS to LDAP.

=]

Modify Delete
Modify Delete
Modify Delete

Click Create OU on the QU tab of the OUs and Groups page to create an organization.
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OUs

Manage the organization's architecture here.
ou can left-click and select the OU, right-click a
n OU to manage it.

= Alibaba Cloud

-0
-0
HO
HO
-0
HO
-0
-0
HO

Step 3: Create an account

dem

dem

Add

Import

connector

Jzyt

Domain Controllers

System

ForeignSecurityPrincipals
Managed Service Accounts

zbbOrganization

-

Group

Account

Aliba

Cu

Click Create Account on the Account tab of the OUs and Groups page to create an account forthe new

organization.

OUs

Manage the organization's architecture here.
ou can left-click and select the OU, right-click a
n OU to manage it.

[E]  Alibaba Cloud

-0
-0
HO
HO
-0
HO
-0
-0
HO
MO

demo

dem~

con
jzyt
Dor
Sys
Fori
Mar
zZbb

Add
Import
Disable
Delete

Mobile

Attributes

MEZv1-4
Step 4: Provision the new organization

ou

Group

Account

In the left-side navigation pane, choose Users > OUs and Groups > Export > LDAP > OU to provision the

new organization to the configured LDAP server.
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o x
Organizations and Groups
This page allows the administrator to manage information about OUs, departments, groups, and accounts. It also supports file uploads and user provisioning with AD/LDAP to import data
The administrator can manage OUs and groups by simply right-clicking on a node in the left-side organizational chart, or select a node and add members to the node on the right-side of the page
OUs demo View Details PosiionChange v Impot v Export v Configure LDAR  Configure DingTalk sync
| LDAP @
Manage the organization's architecture here. Y X Account Group ou
ou can left-click and select the OU, right-click a —_— ou
nOU to manage it —
Create Account Add Member v [IESISISSNTIEY “
[} Alibaba Cloud SEE
) demot ‘ Current account number 208/purchased package specification is 500 ou
0 demo Account
O connector %S Name Display Name Type Description s
scM - &
0Ozt
(3 Domain Controliers No Data
O System
-0 ForeignSecurityPrincipals
I I Total 0 tam [ | ey | e |4

8 > Document Version: 20220322



Identity as a service Best Practice-Account Provision

Export OUs (To LDAP) >

Batch Export

@ Select ADs to which you want to import data. If no AD is available, configure LDAP first

123.56.42.118 AD | |AD1

@ Select OUs fo export:

[=} Alibaba Cloud
L. demoi

g demo
D connector
B0
B0
B0
@m0
B0
B0
B0
B0

B0
0
B0
B0
Bro

-0

o
&0
BO

-0

Click OK. The following message is displayed after a successful operation.

@ 1 records are exported.

Step 5: Provision the new account
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Before provisioning the account, you must confirmthat the organization to which the account belongs
exists in the LDAP server. In the left-side navigation pane, choose Users >0Us and Groups > Export >
LDAP > Account to provision the new account to the configured LDAP server.

X
Organizations and Groups
This page allows the administrator to manage information about OUs, departments, groups, and accounts. It also supports file ploads and user provisioning with AD/LDAP to import data
The administrator can manage OUS and groups by simply right-clicking on a node in the left-side organizational chart, or select a node and add members 1o the node on the right-side of the page
oUs demo View Details Position Change v Import v Export~  Configure LDAP  Configure DingTalk sync
LDAP &
Manage the organization's architecture here. Y X Account Group ou
ou can left-click and select the OU, right-click @ Oou
n OU to manage it
]
5 Albaba Cloud e
L0 demot | Current account number 208/purchased package Specfication is 500 ou
[0 demo Account
[-0 - connector %S Name Display Name Type Description s
B} 2 ot scm @
(] ' Domain Controliers No Data
[0 7 System
() ForeignSecurityPrincipals
~.0) | Managed Senvice Accounts Total 0 item - 10/page ¥ Goto 1
[#-0 ' zbbOrganization
Export Accounts (To LDAP) X

Batch Export Export One

| @ Select ADs fo which you want to import data_ If no AD is available, configure LDAP first. |

3.56.42.113 AD [ |AD1

| @ Select OUs to export |

[ Alibaba Cloud
i—0 [ demo1
o]
[0 connector
Bo

~0

238

-0

-0

mo

[u]

Bo

o

Bo

=0

B0

Bo

[u]

Bo

Bo

~0

Bo

-0

Ho

B0

B0

~a

~0

m cance!

You can export a single account on the Export One tab.
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Export Accounts (To LDAP)

Batch Export Export One

| @ Select ADs to which you want to import data. If no AD is available, configure LDAP first.

235642118 | AD | AD1  Enter usemame and search

@ Toimporta singleWmust search for the account first.

,

demoUser1

Name Type Actions

demolser1 User-created Account Export to LDAP

The following message is displayed after a successful operation.

@ 1 records are exported.

Step 6: View the provisioned account in the LDAP server

Log onto the LDAP server by using the LDAP connection tool. Refresh the page and view the
provisioned account, as shown in the following figure.

=4 LDAP Admin
Start Edit View Tools 7

T %) 2dXPF|0wO0O0OR E G

v|-@ ou=test_myt,dc=jzyt,dc=com [123.56.42.|| Atyibute vaoe
v {5 OU=demo )
g CN=demouser1 objectClass top
3 L_?J OU= D:Fﬂ:hﬁs pers.nn I
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