
Alibaba CloudAlibaba Cloud

Web App Service
Access control

Document Version: 20210908

Alibaba CloudAlibaba Cloud

Web App Service
Access control

Document Version: 20210908



Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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You can create different permissions for different RAM users, and avoid security risks caused by
exposing the accesskey of your Alibaba cloud account.

ScenariosScenarios
The following is a typical scenario where RAM is required to control access.

Grant different permissions to RAM users

Enterprise A has purchased various Alibaba cloud services, such as Elast ic Compute Service (ECS)
instances, apsaradb for RDS instances, server load balancer (SLB) instances, and Object  Storage
Service (OSS) buckets, to migrate A Project-X to the cloud. Certain employees need to perform
operations on these cloud resources. Different employees require different permissions to fulfill their
duties. Enterprise A has the following requirements:

For security reasons, Enterprise A does not want to disclose the accesskey of its Alibaba Cloud
account to its employees. Instead, enterprise A prefers to create different Ram user accounts for
its employees and grant different permissions to these user accounts.

The RAM users can only perform operations on resources after they are granted the corresponding
permissions. Enterprise A can revoke the permissions granted to Ram users and delete Ram user
accounts at  any t ime.

Ram does not need to perform independent metering and billing for Ram users. All expenses are
billed to account A.

You can use the authorization management function of RAM to centrally manage user permissions
and resources.

Use RAM roles to enable cross-account resource access

Account A and Account B are created respectively for Enterprise A and Enterprise B. Enterprise A has
purchased various Alibaba cloud resources, such as ECS instances, apsaradb for RDS instances, SLB
instances, and OSS buckets.

Enterprise A wants to focus on its business system and entrust  tasks such as cloud resource O&M,
monitoring, and management to Enterprise B.

Enterprise B is allowed to grant access permissions for the resources owned by Enterprise A to one
or more employees, implementing fine-grained control on the resources of Enterprise A.

If  either party terminates the entrustment agreement, enterprise A can revoke the permissions of
Enterprise B at  any t ime.

RAM roles can be used to implement cross-account authorization and resource access control.

PolicyPolicy
The following figure shows the system permission policies supported by Web+.

Permission Category Equivalent

WebPlusFullAccess System route
Complete permissions for Web
app service.

WebPlusReadOnlyAccess System route
The read-only permission to Web
app service.

1.Access control overview1.Access control overview
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You can create different permissions for different RAM users, and avoid security risks caused by
exposing the accesskey of your Alibaba cloud account.

BackgroundBackground
For security reasons, you can create RAM users (sub-accounts) for your Alibaba Cloud account (primary
account) and Grant different permissions to these sub-accounts as needed. In this way, the Ram user
can assign their own responsibilit ies without exposing the CMK. This art icle assumes that Enterprise A
wants to have its employees perform routine O&M work. Then, enterprise A can create A RAM user and
grant this RAM user the necessary permissions. Employees can then use the RAM users to log on to the
console or call API operations.

Web app service provides the following system policies:

WebPlusFullAccess: Web app service full permissions.

WebPlusReadOnlyAccess: Web app service read-only permissions.

PrerequisitesPrerequisites
Activate related services and authorize roles

Step 1: Create a RAM userStep 1: Create a RAM user
You need to use an Alibaba Cloud account to log on to the RAM console and create a RAM user.

1. Login RAM console. In the left-side navigation pane, choose personnel Managementpersonnel Management  >  > useruser, and
in useruser page, click creat e Usercreat e User.

2. In creat e Usercreat e User page's user account  inf ormat ionuser account  inf ormat ion in the area box, enter logon namelogon name and
display namedisplay name.

Not e Not e The logon name can contain lowercase letters, digits, periods (.), underscores (_),
and hyphens (-). The length cannot exceed 128 characters. The display name cannot exceed
24 characters or Chinese characters.

3. (Optional) If  you want to create mult iple RAM users at  a t ime, click Add UserAdd User, and repeat the
previous step.

4. In access Modeaccess Mode in the area box, select  console password logonconsole password logon or programmat ic accessprogrammat ic access, and
click conf irmconf irm.

Not e Not e For security purposes, select  only one access mode.

If  console password logonconsole password logon, complete the sett ings. You need to determine whether to
automatically generate a default  password or custom password, whether to require you to reset
your password, and whether to enable MFA.

If  programmat ic accessprogrammat ic access, RAM automatically creates an AccessKey for the RAM user (API access
key).

2.Grant different permissions to2.Grant different permissions to
RAM usersRAM users
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Not ice Not ice For security reasons, the RAM console only provides the opportunity to view or
download AccessKeySecret  once. Therefore, the AccessKey is created. Keep the
AccessKeySecret  recorded in a safe place.

5. In mobile phone verif icat ionmobile phone verif icat ion dialog box, click obt ain verif icat ion codeobt ain verif icat ion code, and enter the received
phone verificat ion code, and then click conf irmconf irm. The created RAM user is displayed in useruser page.

Step 2: Grant permissions to the RAM userStep 2: Grant permissions to the RAM user
Before using a RAM user, you must grant permissions to the RAM user.

1. In RAM console in the left-side navigation pane, choose personnel Managementpersonnel Management  >  > useruser.

2. In useruser to find the target user, click operat ionoperat ion column in the add permissionsadd permissions.

3. In add permissionsadd permissions panel's select  permissionsselect  permissions in the left-side navigation pane, search for the
policy by keyword, and click the Policies tab to add it  to select edselect ed list , and then click conf irmconf irm.

Not e Not e For more information about the permissions that you can add, see the background
information.

4. On the Add PermissionsAdd Permissions page, view the authorization information summary in the Aut horizat ionAut horizat ion
ResultResult  sect ion, and then click FinishedFinished.

What to do nextWhat to do next
After creating RAM users with an Alibaba Cloud account, you can distribute the logon names and
passwords of the RAM users or AccessKey pair information to other RAM users. Other employees can log
on to the console or call an API operation with the RAM user through the following steps.

Log on to the console

i. Open in browser the logon page for RAM users.

ii. In RAM user logonRAM user logon page, enter the RAM user logon name, and click next  St epnext  St ep, and enter the
RAM user password, and then click loginlogin.

Not e Not e The logon name of the RAM user is in the format of <$username>@<$AccountAli
as> or <$username>@<$AccountAlias>.onaliyun.com. <$AccountAlias> is the account alias. If
no account alias is set, the value defaults to the ID of the Alibaba cloud account.

iii. On the homepage of the Alibaba Cloud consoleAlibaba Cloud console, click a product with the permission to access
the console.

Call an API operation with the RAM user's AccessKey

Use the AccessKeyId and AccessKeySecret  of the RAM user in the code.

ReferencesReferences
What is RAM?

Terms

Grant permissions to a RAM user
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Use the Alibaba Cloud account of enterprise A to create A RAM role, authorize this role, and assign this
role to Enterprise B. You can use the Alibaba Cloud account of Enterprise B or the corresponding RAM
users to access the Alibaba Cloud resources of Enterprise A.

BackgroundBackground
Assume that Enterprise A has purchased mult iple types of cloud resources to carry out its businesses
and needs to grant Enterprise B the permission to carry out certain businesses on behalf of Enterprise A.
In this case, you can use the resource access management (RAM) role to perform this task. A RAM role
does not have a specific logon password or AccessKey pair. A RAM user can be used only after the RAM
user is assumed by a trusted entity. To meet the needs of enterprise A, you can perform the following
operations:

1. Create A RAM role for enterprise A

2. Enterprise A attaches the required permissions to the RAM role

3. Enterprise B creates a RAM user

4. Enterprise B adds AliyunSTSAssumeRoleAccess permissions

5. A RAM user of Enterprise B uses the console or API to access the resources of Enterprise A.

The following table lists the Web+ system permission policies that can be attached to a RAM role.

WebPlusFullAccess: Web app service full permissions.

WebPlusReadOnlyAccess: Web app service read-only permissions.

Step 1: Create A RAM role for enterprise AStep 1: Create A RAM role for enterprise A
You need to use the Alibaba Cloud account of enterprise A to log on to the RAM console and create A
RAM role.

1. Login RAM console. In the left-side navigation pane, choose RAM rolesRAM roles, and in RAM rolesRAM roles page,
click creat e a RAM rolecreat e a RAM role.

2. In creat e a RAM rolecreat e a RAM role in the panel, do the following and click closeclose.

i. In current  t rust ed ent it y t ypecurrent  t rust ed ent it y t ype area box, select  alibaba Cloud accountalibaba Cloud account , and click nextnext
St epSt ep.

ii. In RAM role nameRAM role name enter a RAM role name in the text  box. Select  Alibaba Cloud accountSelect  Alibaba Cloud account
area box, select  ot her Alibaba Cloud accountot her Alibaba Cloud account  and enter the cloud account of Enterprise B
in the textbox. Then click complet ecomplet e.

Not e Not e The name of the RAM role can contain letters, digits, and hyphens (-). It  can be
up to 64 characters in length.

Step 2: enterprise A attaches the required permissions to the RAMStep 2: enterprise A attaches the required permissions to the RAM
rolerole

3.Use a RAM role to access3.Use a RAM role to access
resources across Alibaba Cloudresources across Alibaba Cloud
accountsaccounts

Access cont rol ··Use a RAM role t o a
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A newly created ram role does not have any permissions. Therefore, enterprise A must grant permissions
to this role.

1. In RAM console in the left-side navigation pane, choose RAM rolesRAM roles.

2. In RAM rolesRAM roles click the target role on the page. Operat ionOperat ion column in the add permissionsadd permissions.

3. In add permissionsadd permissions panel's select  permissionsselect  permissions in the left-side navigation pane, search for the
policy by keyword, and click the Policies tab to add it  to select edselect ed list , and then click conf irmconf irm.

Not e Not e For more information about the permissions that you can add, see the background
information.

4. In the Aut horizat ion ResultAut horizat ion Result  sect ion of the Add PermissionsAdd Permissions pane, view the authorized
permission information, and click Complet eComplet e.

Step 3: Enterprise B creates a RAM userStep 3: Enterprise B creates a RAM user
Use the Alibaba Cloud account of Enterprise B to log on to the RAM console and create a RAM user.

1. Login RAM console. In the left-side navigation pane, choose personnel Managementpersonnel Management  >  > useruser, and
in useruser page, click creat e Usercreat e User.

2. In creat e Usercreat e User page's user account  inf ormat ionuser account  inf ormat ion in the area box, enter logon namelogon name and
display namedisplay name.

Not e Not e The logon name can contain lowercase letters, digits, periods (.), underscores (_),
and hyphens (-). The length cannot exceed 128 characters. The display name cannot exceed
24 characters or Chinese characters.

3. (Optional) If  you want to create mult iple RAM users at  a t ime, click Add UserAdd User, and repeat the
previous step.

4. In access Modeaccess Mode in the area box, select  console password logonconsole password logon or programmat ic accessprogrammat ic access, and
click conf irmconf irm.

Not e Not e For security purposes, select  only one access mode.

If  console password logonconsole password logon, complete the sett ings. You need to determine whether to
automatically generate a default  password or custom password, whether to require you to reset
your password, and whether to enable MFA.

If  programmat ic accessprogrammat ic access, RAM automatically creates an AccessKey for the RAM user (API access
key).

Not ice Not ice For security reasons, the RAM console only provides the opportunity to view or
download AccessKeySecret  once. Therefore, the AccessKey is created. Keep the
AccessKeySecret  recorded in a safe place.

5. In mobile phone verif icat ionmobile phone verif icat ion dialog box, click obt ain verif icat ion codeobt ain verif icat ion code, and enter the received
phone verificat ion code, and then click conf irmconf irm. The created RAM user is displayed in useruser page.

Step 4: Enterprise B attaches permissions to the RAM usersStep 4: Enterprise B attaches permissions to the RAM users

Web App Service
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Enterprise B must add AliyunSTSAssumeRoleAccess to allow A RAM user to assume A RAM role created
by Enterprise A.

1. In RAM console in the left-side navigation pane, choose personnel Managementpersonnel Management  >  > useruser.

2. In useruser to find the target user, click operat ionoperat ion column in the add permissionsadd permissions.

3. In add permissionsadd permissions panel's select  permissionsselect  permissions area, search by keyword
AliyunSTSAssumeRoleAccess policy, and click the policy to add it  to the select edselect ed list , and then
click conf irmconf irm.

4. On the Add PermissionsAdd Permissions page, view the authorization information summary in the Aut horizat ionAut horizat ion
ResultResult  sect ion, and then click FinishedFinished.

Subsequent stepsSubsequent steps
After completing the preceding operations, the RAM user of Enterprise B can log on to the console to
access the cloud resources of Enterprise A or call APIs as follows.

Log on to the console to access the cloud resources of Enterprise A.

i. Open the RAM user logon portal in a browserhttps://signin.aliyun.com/login.htm.

ii. InRAM user logonRAM user logonEnter the RAM user logon name and clickNextNext , Enter the RAM user password,
and then clickLog onLog on.

Not e Not e The RAM user logon name format is <subuser name >@< default  domain name>
or <subuser name >@< enterprise alias>, such as username@company-alias.onaliyun.com or
username @ company-alias.

iii. InSubuser User Cent erSubuser User Cent erMove the pointer to the picture in the upper-right corner and
clickIdent it y swit chingIdent it y swit ching.

iv. InAlibaba Cloud-role swit chingAlibaba Cloud-role swit chingEnter theEnt erprise aliasEnt erprise aliasOrDef ault  domain nameDef ault  domain name, AndRoleRole
namename, And then clickSwit chSwit ch.

v. Perform operations on the Alibaba Cloud resources of Enterprise A.

Use RAM users of Enterprise B to access cloud resources of Enterprise A by using APIs

To use the RAM user of Enterprise B to access the cloud resources of enterprise A through APIs, the
RAM user&#39;s AccessKeyId, AccessKeySecret, and SecurityToken (temporary security token) must
be provided in the code. For more information about how to use STS to obtain a temporary security
token, see Download Alibaba Cloud SDKs.
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