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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Hybrid Backup Recovery (HBR) is a fully-managed online backup service that allows you to back up data
to the cloud in an efficient, secure, and cost-effect ive manner. You can use the CSG backup service to
back up shares of Cloud Storage Gateway (CSG).

CSG is a gateway service that you can deploy in your data center and on Alibaba Cloud. CSG uses Object
Storage Service (OSS) buckets as backend storage devices. CSG provides standard file services for on-
premises and cloud applications over the Network File System (NFS) and Server Message Block (SMB)
protocols. CSG also provides block storage services for on-premises and cloud applications over the
Internet Small Computer Systems Interface (iSCSI) protocol. For more information, see What is CSG?.

You can use the following procedure to back up shares of gateways:

1. Register a gateway

2. Back up shares of a gateway

3. Restore shares of a gateway

For more information about other features of CSG backup, see the following topics:

Configure alert  notificat ions

Restore files across regions by using a mirror vault

1.Overview1.Overview
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You can use Hybrid Backup Recovery (HBR) to back up shares of Cloud Storage Gateway (CSG). Then,
you can restore the shares as needed. Before you back up shares of CSG, you must register a gateway.

ProcedureProcedure

Not e Not e HBR allows you to use the CSG backup service in mult iple regions. You can log on to the
HBR console to view the regions in which the CSG backup service is supported.

1. 

2. In the left-side navigation pane, choose BackupBackup >  > CSG BackupCSG Backup.

3. In the top navigation bar, select  a region.

4. On the St orage Gat ewaysSt orage Gat eways tab, click Regist er St orage Gat ewayRegist er St orage Gat eway.

5. In the Regist er St orage Gat ewayRegist er St orage Gat eway panel, set  the parameters described in the following table and
click Creat eCreat e.

Parameter Description

Backup Vault

The backup vault where you want to store the backup data.

Creat e VaultCreat e Vault : Enter a backup vault name to create a backup
vault. The vault name must be 1 to 64 characters in length.

Select  VaultSelect  Vault : Select a backup vault from the drop-down list.

Not e Not e A backup vault is a repository that HBR uses to
store backup data. You can back up data from multiple HBR
backup clients to a single vault. Backup vaults reside in
different regions. You can select or create a backup vault only
in the current region.

Vault Name The name of the backup vault that stores backup file.

Gateway Cluster The cluster in which the gateway resides.

Use HTTPS

Specifies whether to use HTTPS to transmit the data that is
encrypted and stored in a backup vault. HTTPS is more secure than
HTTP in data transmission. If you modify the setting of this switch,
the modification takes effect on the next backup or restore job.

NoNo : HTTPS is not used to transmit data.

YesYes : HTTPS is used to transmit data.

Gateways

In the list  of gateways, select the gateway that you want to back
up.

Not e Not e You can use HBR to back up only standard and
enhanced file gateways.

2.Register a gateway2.Register a gateway
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After you register the gateway, HBR installs a backup client  for ECS on the node of the gateway.
On the St orage Gat ewaysSt orage Gat eways tab, you can view the installat ion status of the backup client  for ECS
on the node of the gateway. You can upgrade the HBR client  based on your business requirements.

What to do nextWhat to do next
On the St orage Gat ewaysSt orage Gat eways tab, you can also perform the following operations on a gateway:

Operation Description

Check the installation status of
the backup client

If the backup client is installed, the client status is Activated .

If the client status is Installation Failed , the backup client fails to be
installed. Follow the instructions in the error message to troubleshoot
the error. After the error is fixed, choose MoreMore >   >  Inst all ClientInst all Client  in the
Actions column.

Uninstall the backup client Choose MoreMore >   >  Uninst all ClientUninst all Client  in the Actions column.

Delete the backup client

If you want to uninstall the backup client and delete the gateway,
choose MoreMore >   >  Delet eDelet e in the Actions column.

Not e Not e Before you delete a backup client, make sure that the
client has no backup jobs that are running or complete.

Configure the backup client

Specify the maximum number of worker threads, the maximum number
of CPU cores, and whether to use HTTPS to transmit data.

Use HT T PSUse HT T PS: Specify the protocol over which the client transmits
data.

Maximum number of  worker t hreadsMaximum number of  worker t hreads : Specify the number of
threads that work on the client.

Maximum CPU CoresMaximum CPU Cores : Specify the maximum number of CPU cores
that are used by the client.

View backup records View the files that are backed up.

Configure alerts

You can choose MoreMore >   >  Alert  Set t ingsAlert  Set t ings  in the Action columns and
then select a backup alert policy. The following table describes the
alert policies.

DisabledDisabled: The backup client does not send alert notifications.

Same as VaultSame as Vault : The backup client sends alert notifications in the
same way as the backup vault.

Def aultDef ault : The backup client sends alert notifications to the owner of
the Alibaba Cloud account by using emails.

Cust omiz eCust omiz e: Select one or more contacts or contact groups. Then,
the backup client sends alert notifications to the selected contacts
or contact groups.

What's nextWhat's next
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Back up shares of a gateway
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You can use Hybrid Backup Recovery (HBR) to back up shares of Cloud Storage Gateway (CSG). You can
then restore the shares if  they are lost  or damaged. This topic describes how to back up shares of a
gateway.

PrerequisitesPrerequisites
A gateway is registered. For more information, see Register a gateway.

ProcedureProcedure
1. 

2. 

3. 

4. On the St orage Gat ewaysSt orage Gat eways tab, f ind the gateway whose shares you want to back up, and click
Back UpBack Up in the Act ions column.

5. In the Creat e Backup PlanCreat e Backup Plan panel, select  the share that you want to back up and click NextNext .

6. In the Conf igure Backup PlanConf igure Backup Plan step of the Creat e Backup PlanCreat e Backup Plan panel, set  the following
parameters and click OKOK.

Parameter Description

Plan Name The name of the backup plan. By default, a random name is used.

Source Paths
The paths to the source files, for example, \windows\system or /us
r/local/bin.

Start T ime
The time at which the backup plan starts. The time is accurate to
seconds.

Backup Interval
The interval at which incremental backup is performed. Units: hours,
days, or weeks.

Retention Policy

Limit edLimit ed or PermanentPermanent .

If you select Limit edLimit ed, you must select the types of the files that
you want to back up from the Select  File T ypeSelect  File T ype drop-down list.

If you select PermanentPermanent , backup files are permanently retained.

Retention Period
This parameter is required only if the Retention Policy parameter is
set to Limit edLimit ed. Specify the retention period of backup data. Unit:
days, weeks, months, or years.

3.Back up shares of a gateway3.Back up shares of a gateway
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Throttle Bandwidth

Specifies whether to throttle the bandwidth. To guarantee business
continuity, you can limit the bandwidth that is used for data backup
during peak hours.

If you turn on Throttle Bandwidth, you must select the T ime Range
(Hour) based on your business requirements, enter the Max
Bandwidth (MB) for backup during the specified time range, and
then click AddAdd.

Parameter Description

What to do nextWhat to do next
On the Backup Plans and JobsBackup Plans and Jobs page, you can perform the following operations on a backup plan.

Operation Description

ViewView

You can query the files that are backed up in each backup plan.

Find the backup plan and click QueryQuery in the Act ionsAct ions  column to the
right of the backup plan.

Run NowRun Now
Find the backup plan, and choose MoreMore >   >  Run NowRun Now  in the Act ionsAct ions
column.

Cancel JobCancel Job

Cancel a backup job that is running.

Find the backup plan, and choose MoreMore >   >  Cancel JobCancel Job  in the Act ionsAct ions
column.

SuspendSuspend

Suspend a backup job that is running.

Find the backup plan, and choose MoreMore >   >  SuspendSuspend in the Act ionsAct ions
column.

ResumeResume

Resume a backup job that is paused.

Find the backup plan, and choose MoreMore >   >  ResumeResume in the Act ionsAct ions
column.

Modif yModif y

Modify a backup plan.

Find the backup plan, and choose MoreMore >   >  Modif yModif y in the Act ionsAct ions
column.

Delet eDelet e

Delete a backup plan.

Find the backup plan, and choose MoreMore >   >  Delet eDelet e in the Act ionsAct ions
column.

Not e Not e After you delete a backup plan, HBR no longer runs
the plan. However, the backup data is retained.

Back up CSG··Back up shares of a ga
t eway
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What's nextWhat's next
Restore shares of a gateway
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You can use Hybrid Backup Recovery (HBR) to restore shares to the source gateway. You can also
restore shares to a gateway that resides in the same region as the source gateway.

PrerequisitesPrerequisites
The shares of Cloud Storage Gateway (CSG) are backed up. For more information, see Back up shares of
a gateway.

ProcedureProcedure
1. 

2. 

3. 

4. On the St orage Gat ewaysSt orage Gat eways tab, f ind the gateway, and click Rest oreRest ore in the Act ions column.

5. In the Creat e Rest ore JobCreat e Rest ore Job panel, set  the Rest ore FromRest ore From parameter.

Current  Gat ewayCurrent  Gat eway

Select  this option if  you need to restore files from the current gateway. Then, perform the
following steps:

a. Click NextNext .

b. Select  a backup and click NextNext .

c. In the Conf igure Rest ore PolicyConf igure Rest ore Policy step, enter a dest ination path, select  a restore policy,
specify the files that you want to restore based on the policy, and then click Creat eCreat e.

Ot her Gat ewayOt her Gat eway

Select  this option if  you want to restore files from another gateway that uses the same backup
vault  as the current gateway. Then, perform the following steps:

a. Select  the source gateway and click NextNext .

b. Select  a backup and click NextNext .

c. In the Conf igure Rest ore PolicyConf igure Rest ore Policy step, enter a dest ination path, select  a restore policy,
specify the files that you want to restore based on the policy, and then click Creat eCreat e.

After you create a restore job, you can view the restoration status of the job on the Rest oreRest ore
JobsJobs tab. You can also cancel a restore job that is running.

4.Restore shares of a gateway4.Restore shares of a gateway
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HBR sends alert  notificat ions to the Alibaba Cloud account owner by default  when backup fails or a
backup client  is disconnected from HBR. You can customize notificat ion contacts, contact  groups, and
methods.

Not ice Not ice A contact  receives an alert  about one hour after backup fails or a backup client  is
disconnected from HBR.

Create a notification contactCreate a notification contact
A notificat ion contact  is a person who receives backup alerts. To create a notificat ion contact, perform
the following steps:

1. Log on to the HBR console.

2. In the left-side navigation pane, click Not if icat ion Cont act sNot if icat ion Cont act s.

3. On the Notificat ion Contacts page, click the Cont act sCont act s tab.

4. In the upper-right corner, click Creat e Cont actCreat e Cont act .

5. In the Creat e Cont actCreat e Cont act  dialog box, enter a contact  name.

6. Select  EmailEmail as Notificat ion Methods .

After you select  Email, enter an email address in the EmailEmail f ield and click SendSend. Log on to the
specified email address and copy the verificat ion code. Then, paste the code in the Verificat ion
Code field in the HBR console.

7. Click OKOK.

Not eNot e

You can view the information of all created notificat ion alerts on the Cont act sCont act s tab.

You can click Modif yModif y to change the email address of a notificat ion contact.

You cannot delete a notificat ion contact  if  the contact  is specified to receive alert
notificat ions or added to a contact  group.

Create a contact groupCreate a contact group
You can create a contact  group and add mult iple notificat ion contacts to the group. Then, you can
enable the group to receive the same alert  notificat ions. This simplifies the procedure to manage the
notificat ion contacts. When an alert  is triggered, HBR sends alert  notificat ions to all contacts in the
group.

1. Log on to the HBR console.

2. In the left-side navigation pane, click Not if icat ion Cont act sNot if icat ion Cont act s.

3. On the Notificat ion Contacts page, click the GroupsGroups tab.

4. In the upper-right corner, click Creat e GroupCreat e Group.

5. In the Creat e GroupCreat e Group pane, specify a group name.

6. Select  the contacts that you want to add to the group and click the  button. Then, the

5.Configure alert notifications5.Configure alert notifications
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selected contacts are added to the Selected Contacts sect ion.

7. Click OKOK.

Not eNot e

You can view the information of all created contact  groups and the number of member
contacts in each group on the GroupsGroups tab.

You can click Modif yModif y to modify a contact  group.

You cannot delete a contact  group if  the group is specified to receive alert
notificat ions.

Create alert policiesCreate alert policies
You can create the following types of alarm policies:

Not e Not e By default , HBR sends alert  notificat ions by using emails to the Alibaba Cloud account
owner. If  you use custom alert  policies, a gateway-level alert  policy takes precedence over a vault-
level alert  policy.

Vault-level alert  policy

A vault-level alert  policy applies to all the backup clients that are associated with the vault . The
backup clients include those for ECS, on-premises files, and on-premises virtual machines (VMs).

To configure an alert  policy for a vault , perform the following steps:

i. Log on to the HBR console.

ii. On the OverviewOverview page, find the vault .

iii. In the upper-right corner of the vault  card, click the Sett ings icon.

iv. In the Modif y Backup VaultModif y Backup Vault  pane, select  an alert  policy based on your requirements.

Alert policy Description

Disabled If you select this option, HBR does not send alert notifications.

Default
If you select this option, HBR sends alert notifications to the Alibaba Cloud
account owner by using emails.

Custom
If you select this option, you must select one or more notification contacts
or contact groups. HBR sends alert notifications to the selected contacts
and contact groups.

v. Click OKOK.

Gateway-level alert  policy

A gateway-level alert  policy applies to the backup client  of a gateway.

To configure an alert  policy for a gateway, perform the following steps:

i. Log on to the HBR console.

ii. In the left-side navigation pane, click CSG BackupCSG Backup.

Back up CSG··Configure alert  not ifica
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iii. On the CSG BackupCSG Backup page, click the St orage Gat ewaysSt orage Gat eways tab.

iv. Find the gateway and choose  >  > Alert  Set t ingsAlert  Set t ings.

v. In the Alert  PolicyAlert  Policy pane, select  an alert  policy based on your requirements.

Alert policy Description

Disabled If you select this option, HBR does not send alert notifications.

Same as Vault
If you select this option, the alert policy of the backup vault where the
backup data of the storage gateway is stored applies to the storage
gateway.

Default
If you select this option, HBR sends alert notifications to the Alibaba Cloud
account owner by using emails.

Custom
If you select this option, you must select one or more notification contacts
or contact groups. HBR sends alert notifications to the selected contacts
and contact groups.

vi. Click OKOK.
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A backup vault  is a cloud warehouse used by Hybrid Backup Recovery (HBR) to store backup data on the
cloud. A mirror vault  is the mirror of a backup vault . The two vaults reside in different regions. You can
use a mirror vault  for geo-disaster recovery and cross-region data restoration.

Create a mirror vaultCreate a mirror vault
To create a mirror vault , perform the following steps:

1. 

2. In the left-side navigation pane, click OverviewOverview.

3. Find the card of the backup vault  for which you want to create a mirror vault . In the upper-right
corner of the card, click Cross-Region BackupCross-Region Backup.

4. In the Creat e Mirror VaultCreat e Mirror Vault  panel, set  the following parameters and click Creat eCreat e.

Parameter Description

Region
Select the region where you want to create the
mirror vault.

Vault Name
The name of the mirror vault. The name must be
1 to 64 characters in length.

Description The description of the mirror vault.

Not e Not e To implement disaster recovery, you cannot select  the region where the backup
vault  resides.

Restore data from a backup stored in a mirror vaultRestore data from a backup stored in a mirror vault
After you create a mirror vault , you can use the mirror vault  to restore backup data based on your
business requirements. To restore data from a backup file stored in the mirror vault , perform the
following steps:

1. 

2. In the left-side navigation pane, choose BackupBackup >  > CSG BackupCSG Backup.

3. Select  the region where the mirror vault  resides and register a gateway for the mirror vault . For
more information, see Procedure.

4. Restore data to the gateway. For more information, see Restore shares of a gateway.

Not e Not e In this step, set  the Restore From parameter to Ot her Gat ewayOt her Gat eway.

6.Restore files across regions by6.Restore files across regions by
using a mirror vaultusing a mirror vault

Back up CSG··Rest ore files across re
gions by using a mirror vault

Hybrid Backup

16 > Document  Version: 20220401

https://www.alibabacloud.com/help/doc-detail/121086.htm#task-473648/section-ma1-77o-cec
https://www.alibabacloud.com/help/doc-detail/121088.htm#task-473652

	1.Overview
	2.Register a gateway
	3.Back up shares of a gateway
	4.Restore shares of a gateway
	5.Configure alert notifications
	6.Restore files across regions by using a mirror vault

