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3] B =Promet heus 42 PromLabsFHE—EUIE IAE B9 BB 61 5 #08548, @3 #8537, EI@ERA
97.99%, EARERWNT:

Query Outcome
42 PASS
1.234 PASS
123 PASS
1.23e-3 PASS
0x3d PASS
Inf PASS
+Inf PASS
-Inf PASS
NaN PASS
demo_memory_usage_bytes PASS
{_name__="demo_memory_usage_bytes"} PASS
demo_memory_usage_bytes{type="free"} PASS
demo_memory_usage_bytesf{type!="free"} PASS
demo_memory_usage_bytes{instance=~"demo.pro
mlabs.com:.*"} PASS
demo_memory_usage_bytes{instance=~"host"} PASS
demo_memory_usage_bytes{instance!~".*:10000"} PASS
demo_memory_usage_bytes{type="free", PASS
instance!="demo.promlabs.com:10000"}

="free",
i{x?:nce!r:fdemo.promlabs.com:10000"} PASS
{_name__=~".*"} PASS
nonexistent_metric_name PASS
demo_memory_usage_bytes offset Tm PASS
demo_memory_usage_bytes offset 5m PASS
demo_memory_usage_bytes offset 10m PASS
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Query Outcome
demo_memory_usage_bytes offset -1m PASS
demo_memory_usage_bytes offset -5m PASS
demo_memory_usage_bytes offset -10m PASS
demo_intermittent_metric FAIL
sum(demo_memory_usage_bytes) PASS
avg(demo_memory_usage_bytes) PASS
max(demo_memory_usage_bytes) PASS
min(demo_memory_usage_bytes) PASS
count(demo_memory_usage_bytes) PASS
stddev(demo_memory_usage_bytes) PASS
stdvar(demo_memory_usage_bytes) PASS
sum(nonexistent_metric_name) PASS
avg(nonexistent_metric_name) PASS
max(nonexistent_metric_name) PASS
min(nonexistent_metric_name) PASS
count(nonexistent_metric_name) PASS
stddev(nonexistent_metric_name) PASS
stdvar(nonexistent_metric_name) PASS
sum by() (demo_memory_usage_bytes) PASS
avg by() (demo_memory_usage_bytes) PASS
max by() (demo_memory_usage_bytes) PASS
min by() (demo_memory_usage_bytes) PASS
count by() (demo_memory_usage_bytes) PASS
stddev by() (demo_memory_usage_bytes) PASS
stdvar by() (demo_memory_usage_bytes) PASS
sum by(instance) (demo_memory_usage_bytes) PASS
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Query Outcome
avg by(instance) (demo_memory_usage_bytes) PASS
max by(instance) (demo_memory_usage_bytes) PASS
min by(instance) (demo_memory_usage_bytes) PASS
count by(instance) (demo_memory_usage_bytes) PASS
stddev by(instance) (demo_memory_usage_bytes) PASS
stdvar by(instance) (demo_memory_usage_bytes) PASS
sum by(instance, type) PASS
(demo_memory_usage_bytes)
avg by(instance, type) PASS
(demo_memory_usage_bytes)
max by(instance, type) PASS
(demo_memory_usage_bytes)
min by(instance, type) PASS
(demo_memory_usage_bytes)
count by(instance, type) PASS
(demo_memory_usage_bytes)
stddev by(instance, type)

PASS
(demo_memory_usage_bytes)
stdvar by(instance, type) PASS
(demo_memory_usage_bytes)
sum by(nonexistent) (demo_memory_usage_bytes) PASS
avg by(nonexistent) (demo_memory_usage_bytes) PASS
max by(nonexistent) (demo_memory _usage_bytes) PASS
min by(nonexistent) (demo_memory_usage_bytes) PASS
count by(nonexistent) PASS
(demo_memory_usage_bytes)
stddev by(nonexistent) PASS
(demo_memory_usage_bytes)
stdvar by(nonexistent) PASS
(demo_memory_usage_bytes)
sum without() (demo_memory_usage_bytes) PASS
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Query Outcome
avg without() (demo_memory_usage_bytes) PASS
max without() (demo_memory_usage_bytes) PASS
min without() (demo_memory_usage_bytes) PASS
count without() (demo_memory_usage_bytes) PASS
stddev without() (demo_memory_usage_bytes) PASS
stdvar without() (demo_memory_usage_bytes) PASS
sum without(instance) PASS
(demo_memory_usage_bytes)
avg without(instance) (demo_memory_usage_bytes) PASS
max without(instance) PASS
(demo_memory_usage_bytes)
min without(instance) (demo_memory_usage_bytes) PASS
count without(instance) PASS
(demo_memory_usage_bytes)
stddev without(instance) PASS
(demo_memory_usage_bytes)
stdvar without(instance) PASS
(demo_memory_usage_bytes)
sum without(instance, type) PASS
(demo_memory_usage_bytes)
avg without(instance, type)

PASS
(demo_memory_usage_bytes)
max without(instance, type) PASS
(demo_memory_usage_bytes)
min without(instance, type) PASS
(demo_memory_usage_bytes)
count without(instance, type)

PASS
(demo_memory_usage_bytes)
stddev without(instance, type) PASS
(demo_memory_usage_bytes)
stdvar without(instance, type) PASS

(demo_memory_usage_bytes)
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sum without(nonexistent)

PASS
(demo_memory_usage_bytes)
avg without(nonexistent) PASS
(demo_memory_usage_bytes)
max without(nonexistent) PASS
(demo_memory_usage_bytes)
min without(nonexistent) PASS
(demo_memory_usage_bytes)
count without(nonexistent)

PASS
(demo_memory_usage_bytes)
stddev without(nonexistent) PASS
(demo_memory_usage_bytes)
stdvar without(nonexistent) PASS
(demo_memory_usage_bytes)
topk (3, demo_memory_usage_bytes) PASS
bottomk (3, demo_memory_usage_bytes) PASS
topk by(instance) (2, demo_memory_usage_bytes) PASS
bottomk by(instance) (2, PASS
demo_memory_usage_bytes)
topk without(instance) (2, PASS
demo_memory_usage_bytes)
bottomk without(instance) (2, PASS
demo_memory_usage_bytes)
topk without() (2, demo_memory_usage_bytes) PASS

bottomk without() (2, demo_memory_usage_bytes) PASS

quantile(-0.5, demo_memory_usage_bytes) PASS
quantile(0.1, demo_memory_usage_bytes) PASS
quantile(0.5, demo_memory_usage_bytes) PASS
quantile(0.75, demo_memory_usage_bytes) PASS
quantile(0.95, demo_memory_usage_bytes) PASS
quantile(0.90, demo_memory_usage_bytes) PASS
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quantile(0.99, demo_memory_usage_bytes) PASS
quantile(1, demo_memory_usage_bytes) PASS
quantile(1.5, demo_memory_usage_bytes) PASS
avg(max by(type) (demo_memory_usage_bytes)) PASS
1*2+4/6-10%2"2 PASS
demo_num_cpus + (1 == bool 2) PASS
demo_num_cpus + (1 != bool 2) PASS
demo_num_cpus + (1 < bool 2) PASS
demo_num_cpus + (1 > bool 2) PASS
demo_num_cpus + (1 <= bool 2) PASS
demo_num_cpus + (1 >= bool 2) PASS
demo_memory_usage_bytes + 1.2345 PASS
demo_memory_usage_bytes - 1.2345 PASS
demo_memory_usage_bytes * 1.2345 PASS
demo_memory_usage_bytes / 1.2345 PASS
demo_memory_usage_bytes % 1.2345 PASS
demo_memory_usage_bytes " 1.2345 PASS
demo_memory_usage_bytes == 1.2345 PASS
demo_memory_usage_bytes != 1.2345 PASS
demo_memory_usage_bytes < 1.2345 PASS
demo_memory_usage_bytes > 1.2345 PASS
demo_memory_usage_bytes <= 1.2345 PASS
demo_memory_usage_bytes >= 1.2345 PASS
demo_memory_usage_bytes == bool 1.2345 PASS
demo_memory_usage_bytes != bool 1.2345 PASS
demo_memory_usage_bytes < bool 1.2345 PASS
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Query Outcome
demo_memory_usage_bytes > bool 1.2345 PASS
demo_memory_usage_bytes <= bool 1.2345 PASS
demo_memory_usage_bytes >= bool 1.2345 PASS
1.2345 == bool demo_memory_usage_bhytes PASS
1.2345 I= bool demo_memory_usage_bytes PASS
1.2345 < bool demo_memory_usage_bytes PASS
1.2345 > bool demo_memory_usage_bytes PASS
1.2345 <= bool demo_memory_usage_bytes PASS
1.2345 >= bool demo_memory_usage_bhytes PASS
0.12345 + demo_memory_usage_bytes PASS
0.12345 - demo_memory_usage_bytes PASS
0.12345 * demo_memory_usage_bytes PASS
0.12345 / demo_memory_usage_bytes PASS
0.12345 % demo_memory_usage_bytes PASS
0.12345 » demo_memory_usage_bytes PASS
0.12345 == demo_memory_usage_bytes PASS
0.12345 I= demo_memory_usage_bytes PASS
0.12345 < demo_memory_usage_bytes PASS
0.12345 > demo_memory_usage_bytes PASS
0.12345 <= demo_memory_usage_bytes PASS
0.12345 >= demo_memory_usage_bytes PASS
e
Se:nzo:rr: e/m6o-r;jl?so/;;)(:_2tzy:ces PASS
(1*2+4/6-(10%7)"2) * PASS

demo_memory_usage_bytes
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* - 0, N
(1*2+4/6-(10%7)"2) / PASS
demo_memory_usage_bytes

* - 0 A 0
(1*2+4/6-(10%7)"2) % PACS
demo_memory_usage_bytes

* _ 0, N A
(1*2+4/6-(10%7)"2) bASS
demo_memory_usage_bytes

* - 0 N ==
(1*2+4/6-(10%7)"2) PASS
demo_memory_usage_bytes

* _ 0 A 1=
(1*2+4/6-(10%7)"2) ! PASS
demo_memory_usage_bytes

* - 0, N
(1*2+4/6-(10%7)"2) < PASS
demo_memory_usage_bytes

* - 0, A}
(1*2+4/6-(10%7)"2) > DASS
demo_memory_usage_bytes

* _ 0 A =
(1*2+4/6-(10%7)"2) < PASS
demo_memory_usage_bytes

* _ 0, 7\A -
(1*2+4/6-(10%7)"2) > PASS
demo_memory_usage_bytes
demo_memory_usage_bytes+ (1*2+4/6-10) PASS
demo_memory_usage_bytes-(1*2+4/6-10) PASS
demo_memory_usage_bytes *(1*2+ 4 /6 -10) PASS
demo_memory_usage_bytes / (1*2+ 4/ 6 -10) PASS
demo_memory_usage _bytes % (1*2+4/6-10) PASS
demo_memory_usage_bytes A (1*2+4/6-10) PASS
demo_memory_usage_bytes==(1*2+4/6-10) PASS
demo_memory_usage_bytes != (1*2+4/6-10) PASS
demo_memory_usage_bytes< (1*2+4/6-10) PASS
demo_memory_usage _bytes> (1*2+4/6-10) PASS
demo_memory_usage_bytes<=(1*2+4/6-10) PASS
demo_memory_usage_bytes>=(1*2+4/6-10) PASS
timestamp(demo_memory_usage_bytes * 1) PASS
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timestamp(-demo_memory_usage_bytes) PASS

demo_memory_usage_bytes + on(instance, job,

PASS
type) demo_memory_usage_bytes
demo_memory_usage_bytes - on(instance, job, PASS
type) demo_memory_usage_bytes
demo_memory_usage_bytes * on(instance, job, PASS
type) demo_memory_usage_bytes
demo_memory_usage_bytes / on(instance, job, PASS
type) demo_memory_usage_bytes
demo_memory_usage_bytes % on(instance, job, PASS
type) demo_memory usage_bytes
demo_memory_usage_bytes ” on(instance, job, PASS
type) demo_memory_usage_bytes
demo_memory_usage_bytes == on(instance, job, PASS
type) demo_memory_usage_bytes
demo_memory_usage_bytes != on(instance, job, PASS
type) demo_memory _usage_bytes
demo_memory_usage_bytes < on(instance, job, PASS
type) demo_memory_usage_bytes
demo_memory_usage_bytes > on(instance, job, PASS
type) demo_memory_usage_bytes
demo_memory_usage_bytes <= on(instance, job, PASS
type) demo_memory _usage_bytes
demo_memory_usage_bytes >= on(instance, job, PASS

type) demo_memory_usage_bytes

sum by(instance, type)
(demo_memory_usage_bytes) + on(instance, type) PASS
group_left(job) demo_memory_usage_bytes

sum by(instance, type)
(demo_memory_usage_bytes) - on(instance, type) PASS
group_left(job) demo_memory_usage_bytes

sum by(instance, type)
(demo_memory_usage_bytes) * on(instance, type) PASS
group_left(job) demo_memory_usage_bytes

sum by(instance, type)
(demo_memory_usage_bytes) / on(instance, type) PASS
group_left(job) demo_memory_usage_bytes
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Query

sum by(instance, type)
(demo_memory_usage_bytes) % on(instance, type)
group_left(job) demo_memory_usage_bytes

sum by(instance, type)
(demo_memory_usage_bytes) » on(instance, type)
group_left(job) demo_memory_usage_bytes

sum by(instance, type)
(demo_memory _usage_bytes) == on(instance, type)
group_left(job) demo_memory_usage_bytes

sum by(instance, type)
(demo_memory_usage_bytes) != on(instance, type)
group_left(job) demo_memory_usage_bytes

sum by(instance, type)
(demo_memory_usage_bytes) < on(instance, type)
group_left(job) demo_memory_usage_bytes

sum by(instance, type)
(demo_memory usage_bytes) > on(instance, type)
group_left(job) demo_memory _usage_bytes

sum by(instance, type)
(demo_memory_usage_bytes) <= on(instance, type)
group_left(job) demo_memory_usage_bytes

sum by(instance, type)
(demo_memory_usage_bytes) >= on(instance, type)
group_left(job) demo_memory_usage_bytes

demo_memory_usage_bytes == bool on(instance,
job, type) demo_memory_usage_bytes

demo_memory_usage_bytes != bool on(instance,
job, type) demo_memory_usage_bytes

demo_memory_usage_bytes < bool on(instance,
job, type) demo_memory_usage_bytes

demo_memory_usage_bytes > bool on(instance,
job, type) demo_memory_usage_bytes

demo_memory_usage_bytes <= bool on(instance,
job, type) demo_memory_usage_bytes

demo_memory_usage_bytes >= bool on(instance,
job, type) demo_memory_usage_bytes

Outcome

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS
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demo_memory_usage_bytes / on(instance, job,
PASS
type, __name__) demo_memory_usage_bytes
sum without(job) (demo_memory_usage_bytes) / PASS
on(instance, type) demo_memory_usage_bytes
sum without(job) (demo_memory_usage_bytes) /
on(instance, type) group_left PASS
demo_memory_usage_bytes

sum without(job) (demo_memory_usage_bytes) /
on(instance, type) group_left(job) PASS

demo_memory_usage_bytes

demo_memory_usage_bytes / on(instance, job)

group_left demo_num_cpus PASS
demo_memory_usage_bytes / on(instance, type, PASS
job, non_existent) demo_memory_usage_bytes

demo_num_cpus * Inf PASS
demo_num_cpus * -Inf PASS
demo_num_cpus * NaN PASS
demo_memory_usage_bytes + -(1) PASS
-demo_memory_usage_bytes PASS
R PASS
1+ time() PASS
1 -time() PASS
1 *time() PASS
1/ time() PASS
1 % time() PASS
1 A time() PASS
time() + 1 PASS
time() - 1 PASS
time() * 1 PASS
time() / 1 PASS
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time() % 1 PASS
time() A 1 PASS
time() == bool 1 PASS
time() != bool 1 PASS
time() < bool 1 PASS
time() > bool 1 PASS
time() <= bool 1 PASS
time() >= bool 1 PASS
1 == bool time() PASS
1 != bool time() PASS
1 < bool time() PASS
1> bool time() PASS
1 <= bool time() PASS
1 >= bool time() PASS
time() + time() PASS
time() - time() PASS
time() * time() PASS
time() / time() PASS
time() % time() PASS
time() » time() PASS
time() == bool time() PASS
time() != bool time() PASS
time() < bool time() PASS
time() > bool time() PASS
time() <= bool time() PASS
time() >= bool time() PASS
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time() + demo_memory_usage_bytes PASS
time() - demo_memory_usage_bytes PASS
time() * demo_memory_usage_bytes PASS
time() / demo_memory_usage_bytes PASS
time() % demo_memory_usage_bytes PASS
time() » demo_memory_usage_bytes PASS
time() == demo_memory_usage_bytes PASS
time() '= demo_memory_usage_bytes PASS
time() < demo_memory_usage_bytes PASS
time() > demo_memory_usage_bytes PASS
time() <= demo_memory_usage_bytes PASS
time() >= demo_memory_usage_bytes PASS
demo_memory_usage_bytes + time() PASS
demo_memory_usage_bytes - time() PASS
demo_memory_usage_bytes * time() PASS
demo_memory_usage_bytes / time() PASS
demo_memory_usage_bytes % time() PASS
demo_memory_usage_bytes * time() PASS
demo_memory_usage_bytes == time() PASS
demo_memory_usage_bytes = time() PASS
demo_memory_usage_bytes < time() PASS
demo_memory_usage_bytes > time() PASS
demo_memory_usage_bytes <= time() PASS
demo_memory_usage_bytes >= time() PASS
sum_over_time(demo_memory_usage_bytes[1s]) PASS
sum_over_time(demo_memory_usage_bytes[15s]) PASS
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sum_over_time(demo_memory_usage_bytes[1m]) PASS
sum_over_time(demo_memory_usage_bytes[5m]) PASS
sum_over_time(demo_memory_usage_bytes[15m]) PASS
sum_over_time(demo_memory_usage_bytes[1h]) PASS
avg_over_time(demo_memory_usage_bytes[1s]) PASS
avg_over_time(demo_memory_usage_bytes[15s]) PASS
avg_over_time(demo_memory_usage_bytes[1m]) PASS
avg_over_time(demo_memory_usage_bytes[5m]) PASS
avg_over_time(demo_memory_usage_bytes[15m]) PASS
avg_over_time(demo_memory_usage_bytes[1h]) PASS
max_over_time(demo_memory_usage_bytes[1s]) PASS
max_over_time(demo_memory_usage_bytes[15s]) PASS
max_over_time(demo_memory_usage_bytes[1m]) PASS
max_over_time(demo_memory_usage_bytes[5m]) PASS
max_over_time(demo_memory_usage_bytes[15m]) PASS
max_over_time(demo_memory_usage_bytes[1h]) PASS
min_over_time(demo_memory_usage_bytes[1s]) PASS
min_over_time(demo_memory_usage_bytes[15s]) PASS
min_over_time(demo_memory_usage_bytes[1m]) PASS
min_over_time(demo_memory_usage_bytes[5m]) PASS
min_over_time(demo_memory_usage_bytes[15m]) PASS
min_over_time(demo_memory_usage_bytes[1h]) PASS
count_over_time(demo_memory_usage_bytes[1s]) PASS
count_over_time(demo_memory_usage_bytes[15s]) PASS
count_over_time(demo_memory_usage_bytes[1m]) PASS
count_over_time(demo_memory_usage_bytes[5m]) PASS

40 > MA4RRA: 20220708



Prometheus a2 AR =RHE-
Prometheus 512 iR % e

Query Outcome
count_over_time(demo_memory_usage_bytes[15m]) PASS
count_over_time(demo_memory_usage_bytes[1h]) PASS
stddev_over_time(demo_memory_usage_bytes[1s]) PASS

stddev_over_time(demo_memory_usage_bytes[15s]

) PASS

stddev_over_time(demo_memory_usage_bytes[1m]) PASS

stddev_over_time(demo_memory_usage_bytes[5m]) PASS

stddev_over_time(demo_memory_usage_bytes[15m

) PASS

stddev_over_time(demo_memory_usage_bytes[1h]) PASS

stdvar_over_time(demo_memory_usage_bytes[1s]) PASS

stdvar_over_time(demo_memory_usage_bytes[15s]) PASS

stdvar_over_time(demo_memory_usage_bytes[1m]) PASS

stdvar_over_time(demo_memory_usage_bytes[5m]) PASS

stdvar_over_time(demo_memory _usage_bytes[15m]

PASS
)
stdvar_over_time(demo_memory_usage_bytes[1h]) PASS
absent_over_time(demo_memory_usage_bytes[1s]) PASS
absent_over_time(demo_memory_usage_bytes[15s] PASS

)
absent_over_time(demo_memory_usage_bytes[1m]) PASS
absent_over_time(demo_memory_usage_bytes[5m]) PASS

absent_over_time(demo_memory_usage_bytes[15m

D PASS
absent_over_time(demo_memory_usage_bytes[1h]) PASS
last_over_time(demo_memory_usage_bytes[1s]) FAIL
last_over_time(demo_memory_usage_bytes[15s]) FAIL
last_over_time(demo_memory_usage_bytes[1m]) FAIL
last_over_time(demo_memory_usage_bytes[5m]) FAIL
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last_over_time(demo_memory_usage_bytes[15m]) FAIL
last_over_time(demo_memory_usage_bytes[1h]) FAIL
quantile_over_time(-0.5, PASS
demo_memory_usage_bytes[1s])
quantile_over_time(-0.5, PASS
demo_memory_usage_bytes[15s])
quantile_over_time(-0.5, PASS
demo_memory_usage_bytes[1m])
quantile_over_time(-0.5, PASS
demo_memory_usage_bytes[5m])
quantile_over_time(-0.5, PASS
demo_memory_usage_bytes[15m])
quantile_over_time(-0.5, PASS
demo_memory_usage_bytes[1h])
quantile_over_time(0.1, PASS
demo_memory_usage_bytes[1s])
quantile_over_time(0.1, PASS
demo_memory_usage_bytes[15s])
quantile_over_time(0.1, PASS
demo_memory_usage_bytes[1m])
quantile_over_time(0.1, PASS
demo_memory_usage_bytes[5m])
quantile_over_time(0.1, PASS
demo_memory_usage_bytes[15m])
quantile_over_time(0.1, PASS
demo_memory_usage_bytes[1h])
quantile_over_time(0.5, PASS
demo_memory_usage_bytes[1s])
quantile_over_time(0.5, PASS
demo_memory_usage_bytes[15s])
quantile_over_time(0.5, PASS
demo_memory_usage_bytes[1m])
quantile_over_time(0.5, PASS

demo_memory_usage_bytes[5m])
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quantile_over_time(0.5,

PASS
demo_memory_usage_bytes[15m])
quantile_over_time(0.5, PASS
demo_memory_usage_bytes[1h])
quantile_over_time(0.75, PASS
demo_memory_usage_bytes[1s])
quantile_over_time(0.75, PASS
demo_memory_usage_bytes[15s])
quantile_over_time(0.75, PASS
demo_memory_usage_bytes[1m])
quantile_over_time(0.75, PASS
demo_memory_usage_bytes[5m])
quantile_over_time(0.75, PASS
demo_memory_usage_bytes[15m])
quantile_over_time(0.75, PASS
demo_memory_usage_bytes[1h])
quantile_over_time(0.95, PASS
demo_memory_usage_bytes[1s])
quantile_over_time(0.95, PASS
demo_memory_usage_bytes[15s])
quantile_over_time(0.95, PASS
demo_memory_usage_bytes[1m])
quantile_over_time(0.95, PASS
demo_memory_usage_bytes[5m])
quantile_over_time(0.95, PASS
demo_memory_usage_bytes[15m])
quantile_over_time(0.95, PASS
demo_memory_usage_bytes[1h])
quantile_over_time(0.90, PASS
demo_memory_usage_bytes[1s])
quantile_over_time(0.90, PASS
demo_memory_usage_bytes[15s])
quantile_over_time(0.90, PASS

demo_memory_usage_bytes[1m])
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quantile_over_time(0.90,

PASS
demo_memory_usage_bytes[5m])
quantile_over_time(0.90, PASS
demo_memory_usage_bytes[15m])
quantile_over_time(0.90, PASS
demo_memory_usage_bytes[1h])
quantile_over_time(0.99, PASS
demo_memory_usage_bytes[1s])
quantile_over_time(0.99, PASS
demo_memory_usage_bytes[15s])
quantile_over_time(0.99, PASS
demo_memory_usage_bytes[1m])
quantile_over_time(0.99, PASS
demo_memory_usage_bytes[5m])
quantile_over_time(0.99, PASS
demo_memory_usage_bytes[15m])
quantile_over_time(0.99, PASS
demo_memory_usage_bytes[1h])
quantile_over_time(1, PASS
demo_memory_usage_bytes[1s])
quantile_over_time(1, PASS
demo_memory_usage_bytes[15s])
quantile_over_time(1, PASS
demo_memory_usage_bytes[1m])
quantile_over_time(1, PASS
demo_memory_usage_bytes[5m])
quantile_over_time(1, PASS
demo_memory_usage_bytes[15m])
quantile_over_time(1, PASS
demo_memory_usage_bytes[1h])
quantile_over_time(1.5, PASS
demo_memory_usage_bytes[1s])
quantile_over_time(1.5, PASS

demo_memory_usage_bytes[15s])
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quantile_over_time(1.5,

demo_memory_usage_bytes[1m]) PASS
ngnnél_l;_s r\r/1eorr_;_lr:sea(g1; f_lbyt es[5m]) PASS
Gemo.memany, wsage bytes{1sm) Pass
321”3'_“;‘5 r:/qirr_;lrsea(; ;'—_*S_Ibyt es[1h]) PASS
timestamp(demo_num_cpus) PASS
timestamp(timestamp(demo_num_cpus)) PASS
abs(demo_memory_usage_bytes) PASS
ceil(demo_memory_usage_bytes) PASS
floor(demo_memory_usage_bytes) PASS
exp(demo_memory_usage_bytes) PASS
sqrt(demo_memory_usage_bytes) PASS
In(demo_memory_usage_bytes) PASS
log2(demo_memory_usage_bytes) PASS
log10(demo_memory_usage_bytes) PASS
round(demo_memory_usage_bytes) PASS
abs(-demo_memory_usage_bytes) PASS
ceil(-demo_memory_usage_bytes) PASS
floor(-demo_memory_usage_bytes) PASS
exp(-demo_memory_usage_bytes) PASS
sqrt(-demo_memory_usage_bytes) PASS
In(-demo_memory_usage_bytes) PASS
log2(-demo_memory_usage_bytes) PASS
log10(-demo_memory_usage_bytes) PASS
round(-demo_memory_usage_bytes) PASS
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delta(nonexistent_metric[5m]) PASS
rate(nonexistent_metric[5m]) PASS
increase(nonexistent_metric[5m]) PASS
delta(demo_cpu_usage_seconds_total[1s]) PASS
delta(demo_cpu_usage_seconds_total[15s]) PASS
delta(demo_cpu_usage_seconds_total[1m]) PASS
delta(demo_cpu_usage_seconds_total[5m]) PASS
delta(demo_cpu_usage_seconds_total[15m]) PASS
delta(demo_cpu_usage_seconds_total[1h]) PASS
rate(demo_cpu_usage_seconds_total[1s]) PASS
rate(demo_cpu_usage_seconds_total[15s]) PASS
rate(demo_cpu_usage_seconds_total[1m]) PASS
rate(demo_cpu_usage_seconds_total[5m]) PASS
rate(demo_cpu_usage_seconds_total[15m]) PASS
rate(demo_cpu_usage_seconds_total[1h]) PASS
increase(demo_cpu_usage_seconds_total[1s]) PASS
increase(demo_cpu_usage_seconds_total[15s]) PASS
increase(demo_cpu_usage_seconds_total[1m]) PASS
increase(demo_cpu_usage_seconds_total[5m]) PASS
increase(demo_cpu_usage_seconds_total[15m]) PASS
increase(demo_cpu_usage_seconds_total[1h]) PASS
deriv(demo_disk_usage_bytes[1s]) PASS
deriv(demo_disk_usage_bytes[15s]) PASS
deriv(demo_disk_usage_bytes[1m]) PASS
deriv(demo_disk_usage_bytes[5m]) PASS
deriv(demo_disk_usage_bytes[15m]) PASS
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deriv(demo_disk_usage_bytes[1h]) PASS
predict_linear(demo_disk_usage_bytes[1s], 600) PASS
predict_linear(demo_disk_usage_bytes[15s], 600) PASS
predict_linear(demo_disk_usage_bytes[1m], 600) PASS
predict_linear(demo_disk_usage_bytes[5m], 600) PASS
predict_linear(demo_disk_usage_bytes[15m], 600) PASS
predict_linear(demo_disk_usage_bytes[1h], 600) PASS
time() PASS
label_replace(demo_num_cpus, "job", "destination-

. PASS
value-$1", "instance", "demo.promlabs.com:(.*)")
label_replace(demo_num_cpus, "job", "destination-

. PASS
value-$1", "instance", "host:(.*)")
label_replace(demo_num_cpus, "job", "$1-$2", PASS
"instance", "local(.*):(.*)")
label_replace(demo_num_cpus, "job", "value-$1",

n H non *\Nn PASS
nonexistent-src", "source-value-(.*)")
label_replace(demo_num_cpus, "job", "value-$1",

. PASS
"nonexistent-src", "(.*)")
label_replace(demo_num_cpus, "job", "value-$1",

. . PASS
"instance", "non-matching-regex")
label_replace(demo_num_cpus, "job", "", "dst", ".*") PASS
label_replace(demo_num_cpus, "job", "value-$1", PASS
llsrcnl n('*n)
la*blrlel_replace(demo_num_cpus, ~invalid", "", "src", PASS
*)")
label_replace(demo_num_cpus, "instance", "", "", "") PASS
llfqbel_Jo|n"(d':9:m(?'_num_cpus, new_label", "-", PASS

instance", "job")

'lfube"l_]om(demo_num_cpus, job", "-", "instance", PASS

job")

label_join(demo_num_cpus, "job", "-", "instance") PASS
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Query Outcome
lll(.abel_Jomn(demo_num_cpus, ~invalid", "-", PASS
instance")

day_of_month() PASS
day_of week() PASS
days_in_month() PASS
hour() PASS
minute() PASS
month() PASS
year() PASS
day_of_month(demo_batch_last_success_timestam PASS
p_seconds offset 1m)
day_of_month(demo_batch_last_success_timestam PASS
p_seconds offset 5m)
day_of _month(demo_batch_last_success_timestam PASS
p_seconds offset 10m)
day_of_week(demo_batch_last_success_timestamp

PASS
_seconds offset Tm)
day_of_week(demo_batch_last_success_timestamp

PASS
_seconds offset 5m)
day_of_week(demo_batch_last_success_timestamp

PASS
_seconds offset 10m)
days_in_month(demo_batch_last_success_timestam PASS
p_seconds offset 1m)
days_in_month(demo_batch_last_success_timestam PASS
p_seconds offset 5m)
days_in_month(demo_batch_last_success_timestam PASS
p_seconds offset 10m)
hour(demo_batch_last_success_timestamp_seconds

PASS
offset 1Tm)
hour(demo_batch_last_success_timestamp_seconds

PASS
offset 5m)
hour(demo_batch_last_success_timestamp_seconds

PASS

offset 10m)
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Query Outcome

minute(demo_batch_last_success_timestamp_secon

PASS
ds offset 1m)
minute(demo_batch_last_success_timestamp_secon

PASS
ds offset 5m)
minute(demo_batch_last_success_timestamp_secon

PASS
ds offset 10m)
month(demo_batch_last_success_timestamp_secon

PASS
ds offset 1m)
month(demo_batch_last_success_timestamp_secon

PASS
ds offset 5m)
month(demo_batch_last_success_timestamp_secon

PASS
ds offset 10m)
year(demo_batch_last_success_timestamp_seconds

PASS
offset 1Tm)
year(demo_batch_last_success_timestamp_seconds

PASS
offset 5m)
year(demo_batch_last_success_timestamp_seconds

PASS
offset 10m)
idelta(demo_cpu_usage_seconds_total[1s]) PASS
idelta(demo_cpu_usage_seconds_total[15s]) PASS
idelta(demo_cpu_usage_seconds_total[1m]) PASS
idelta(demo_cpu_usage_seconds_total[5m]) PASS
idelta(demo_cpu_usage_seconds_total[15m]) PASS
idelta(demo_cpu_usage_seconds_total[1h]) PASS
irate(demo_cpu_usage_seconds_total[1s]) PASS
irate(demo_cpu_usage_seconds_total[15s]) PASS
irate(demo_cpu_usage_seconds_total[1m]) PASS
irate(demo_cpu_usage_seconds_total[5m]) PASS
irate(demo_cpu_usage_seconds_total[15m]) PASS
irate(demo_cpu_usage_seconds_total[1h]) PASS
clamp_min(demo_memory_usage_bytes, 2) PASS
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Query Outcome
clamp_max(demo_memory_usage_bytes, 2) PASS
clamp(demo_memory_usage_bytes, 0, 1) FAIL

clamp(demo_memory_usage_bytes, 0,

FAIL
1000000000000)
clamp(demo_memory_usage_bytes, FAIL
7000000000000, 0)
clamp(demo_memory_usage_bytes, FAIL
1000000000000, 7000000000000)
resets(demo_cpu_usage_seconds_total[1s]) PASS
resets(demo_cpu_usage_seconds_total[15s]) PASS
resets(demo_cpu_usage_seconds_total[Tm]) PASS
resets(demo_cpu_usage_seconds_total[5m]) PASS
resets(demo_cpu_usage_seconds_total[15m]) PASS
resets(demo_cpu_usage_seconds_total[1h]) PASS
changes(demo_batch_last_success_timestamp_sec

PASS
onds[1s])
changes(demo_batch_last_success_timestamp_sec

PASS
onds[15s])
changes(demo_batch_last_success_timestamp_sec

PASS
onds[1m])
changes(demo_batch_last_success_timestamp_sec

PASS
onds[5m])
changes(demo_batch_last_success_timestamp_sec

PASS
onds[15m])
changes(demo_batch_last_success_timestamp_sec

PASS
onds[1h])
vector(1.23) PASS
vector(time()) PASS
histogram_quantile(-0.5,
rate(demo_api_request_duration_seconds_bucket[1 PASS

m]))
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Query Outcome
histogram_quantile(0.1,
rate(demo_api_request_duration_seconds_bucket[1 PASS
m]))
histogram_quantile(0.5,
rate(demo_api_request_duration_seconds_bucket[1 PASS
m]))
histogram_quantile(0.75,
rate(demo_api_request_duration_seconds_bucket[1 PASS
m]))
histogram_quantile(0.95,
rate(demo_api_request_duration_seconds_bucket[1 PASS
m]))
histogram_quantile(0.90,
rate(demo_api_request_duration_seconds_bucket[1 PASS
m]))
histogram_quantile(0.99,
rate(demo_api_request_duration_seconds_bucket[1 PASS
m]))
histogram_quantile(1,
rate(demo_api_request_duration_seconds_bucket[1 PASS
m]))
histogram_quantile(1.5,
rate(demo_api_request_duration_seconds_bucket[1 PASS
m]))
histogram_quantile(0.9, nonexistent_metric) PASS
histogram_quantile(0.9, PASS
demo_memory_usage_bytes)
histogram_quantile(0.9,
{_name__=~"demo_api_request_duration_seconds_ PASS
+"D
holt_winters(demo_disk_usage_bytes[10m], 0.1, 0.1) PASS
holt_winters(demo_disk _usage_bytes[10m], 0.1, 0.5) PASS
holt_winters(demo_disk_usage_bytes[10m], 0.1, 0.8) PASS
holt_winters(demo_disk usage_bytes[10m], 0.5, 0.1) PASS
holt_winters(demo_disk_usage_bytes[10m], 0.5, 0.5) PASS
holt_winters(demo_disk_usage_bytes[10m], 0.5, 0.8) PASS
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holt_winters(demo_disk_usage_bytes[10m], 0.8, 0.1) PASS
holt_winters(demo_disk_usage_bytes[10m], 0.8, 0.5) PASS
holt_winters(demo_disk_usage_bytes[10m], 0.8, 0.8) PASS
count_values("value", PASS
demo_api_request_duration_seconds_bucket)
absent(demo_memory_usage_bytes) PASS
absent(nonexistent_metric_name) PASS
max_over_time((time() -
max(demo_batch_last_success_timestamp_seconds PASS
) < 1000)[5m:10s] offset 5m)
avg_over_time(rate(demo_cpu_usage seconds_tota PASS

[[Tm])[2m:10s])
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2 Z=PrometheustiiZ mERIBRFHFRERMERL, AXNELERRL AR, Sz, BETNEKE
HEFR,

db6 2 /= $

B =1Ta.xo

Prometheuslii I ERIRIXEF M HBIZBIEMNESE R BIBENBREMRINEIE, BIAFE, 500K
RIHE o

TR 2R 8
Prometheusii it FIIREIME, MBLRER, CREFBERR. WAFBERIR, HERT 57,

Ei=te il FIRIERFEERHE R b=

B it X K2 (15KNREk)
Kz, BEMRESRER AL s

B EXiEtR E. EXRBERTINERENER 2k (15KA%RE)
RIS =R TR,

D &

o BE FRIEMEATFEERBIE2 KB,

o BREMMNEEFME1SX, USTERERNE, KuUEFHNKIEBTREFEMXE.
BIMMEE, BELGFHEKIRE,

o HijPrometheus S B2 TIF AR T, ERin. BEZNZRESEE, BREEESIARME .
ARE=RF B A PrometheuslEE ERIREVR BINEARR, EBRBESLERRAETINER
. ERREMEZWEIRENERIRBS ZRETE,

o EOJLATEPrometheusizfl & HIPrometheus S 1ZESFERNH, BHFALANERERAITE
EPrometheusiTIZE A M BRIEFEB R, BREERIE, EEAEERREFEBER,

o EWUILAFEAF L EEPrometheusiSZRBSHSEEEB R, BARRIE, BELEEEAK
8,

ERRAH W EIRAE
DEAM (KH) EREWREREDNT

o LRIEMEHRYEEMR: LREENEMRERERESX LRNIETHNETEE, RENHS SR
HITRMITE, WTERAR, LREREEREEZRRE

H ERIETMECER (BAK) BH (T/BAR) Af&EEE (7T)
0~50 0.8 0~40

50~150 0.65 40~105
150~300 0.55 105~187.5
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H LIRERECEE (BAKR) B (T/BAK) BT #EE (7T)
300~600 0.45 187.5~322.5
600~1200 0.35 322.5~532.5
120004 £ 0.25 532.5P &

o FHEEMEM: 15XARE, MANREFMXBAN1SX, EFNTEFHMREEL 15X, RIESXNE
R ERBE, UBREFHESEHFIEMKZEOTHTRITITE.

@ 308
PAAEZRT (M) Hi R, BigFHEX HRNEMEHSHESZ300855, Hh2008FRE/_S
JAEFEMIENR, 1008 AREESIETFEEIER, X300EAISiiEEN B E£15KF0K,
o ISIRTEME1SK, SXRNBAUEBIER: REA=_HRIERKNEKE+ MK, B1(50%0.8+
(100-50)*0.65)+0=72.57¢
o ISIRTEME00K, SXRMNFAUEBIER: REA=_HRIERKEKE+ZMIKZE, B1(50%0.8+
(100-50)*0.65)+[300*0.01*(90-15)]=297.57T .

PEEFENEI L ERERENT
o RISIRRHAMBRA: WTRAT. CRIEFIERBBRMBITE

B HRIERECEE (BAK) BH (T/BAK) BftZE5EE (7T)
0~50 1.12 0~56

50~150 0.91 56~147
150~300 0.77 147~262.5
300~600 0.63 262.5~451.5
600~1200 0.49 451.5~745.5
12004 L 0.35 745.500 F

o FHEEMEM: 15XARE, MAREFRMXBAN15X, EFNTEFRRXEEL 15K, RIBESXNE
W EREE, UBREHERHFERKEOTHITRINTE.

@ B BEEELRNEREREAKNESIS0ER, SXNEBITEBIEHR: (50%1.12+(150-
50)*0.91)=1477%.,

ERRERTWEIRE
PrometheuslS 2 ERIRSR = LIk B EUSHRBBRERESE LIRIIERMETE, RENMEDBRS

XHTRMITE, SRTERT (M) . £R2 (LF) MEmET CGRY) HiRERENT.,
o IIREMRE[/YERM: NIRRT, LREMIRERYELERINE
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BREEEE (BAK) B4 (T/BAK) BftEEE (5T)
0~50 1.6 0~80

50~150 1.3 80~210
150~300 1.1 210~375
300~600 0.9 375~645
600~1200 0.7 645~1065
120000 £ 0.5 106504 £

o FHEEIMEM: 15XARE, MAREFMXBN1SX, EFNTEFHMREEL 15X, RIESXNE
R ERBE, UBXEFHESEHFERKZEOTHTRITTE.

@ 3B EEEELBNEREEAKERIS0ES, SXNERITEBIEN: (50%1.6+(150-
50)*1.3)+0=2107T,

ETRIRBS T IR ERE
PrometheuslS 2 & RIRIS = 1R B R SUSIRKERERIBS X LIRS ETE, RENBTBES

XHTRMITE, BSTEIR2 (ER) MEBERSERENT,
o LIRIEMRE/YELRM: WTRMAT. LREMIXERYELERINE

BRHEEEE (BAK) B4 (T/BAK) BftZEBE (5T)
0~50 1.2 0~60

50~150 0.975 60~157.5
150~300 0.825 157.5~281.25
300~600 0.675 281.25~483.75
600~1200 0.525 483.75~798.75
12004 L 0.375 798.7504

o FREEIREM: 15KA%E, RMNREERMXHYNISX, EFDTEFHRBEBELISK, RESXHE
I ERME, UBXEFRSEHFERKZEOTHTRITITE.

@ 3B B0 BOEREEAKER150ES, SXNEMRITEIBEN: (50%1.2+(150-
50)*0.975)+0=157.57C,

LEEB R =
o EAbISHRA

o BEEKE
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Prometheus3L I8 B E X It & RIEFEB R .

| Prometheusiisiz EEEEAT N ERMEEFIR

e v as EmE v oEm | v
* BIIElEIRR 1/Nad v * BRI B EZN Hif
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.
@ 308

o Eh# AR EiRE B E XIS

o BEMBREF—NRNAEITE L, SERIRNNREENEEXERDHERED
Promet heusSEGIEFEHT B E XIE1REL.
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d. EEABRZRS KubernetesE B ERNBIRERHGMRIES, BRERE., ARERLHXNE
HE o B I\ & R &Eack-arms-promet heus,

2. AERIIERNETD, PENEA LANIRER.
3. EEBERERER, ARRECIREHSY., AAMHEERE, EPEMAPrometheus RS .

eyl ias 1E ECS B b nIsisiEE

{EM Prometheus %IEIRE & BHEIFE

BXUEERNERSE, BE&L0lEKubemetesit & iREERE,
@ B EURERN, RARIAEDEHPrometheus SRS .

EHURTAE, RAKEHNEEME=PrometheuslfiZRS .

B33 ACK1Z il & Promet heus ¥5 12 7F /& Promet heus #5 12

1. BREFRSEEEGE,

2. EEHEENSHES, REEE,

3. EEHNXNET, REANEHERAEEREHANRET THES.
4. EEHEELANSMED, EFEH4ERE > Prometheusii iz

5. #EPrometheusiiERETE, EEHRETE.
T4
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met heus /) Promet heus 512 R 5%

ZERMESBENRIEE N AHarms-promiH, JEENAER.

HBIBS - Kubernetes ~ & arms-prom
s | LR
=85
BAEFR: arms-prom SEZE: arms-prom EBBEAE: 2021-03-11 15:21:08
EER
v @5 LEIHRA 1 EFTE:  2021-03-11 15:21:08
SEEERS
=i =4
RAHEIR
&R 28
vizsES t Secret EFEVAML
v zmm = ServiceAccount SEVAML
o ClusterRol SEVAML
RZFReR b
arms-kube-state-metrics ClusterRole SEVAML
RIFAsRy (2A)
ClusterRol =5
RS ME
ClusterRol SEVAML
HRIEAT arms-prometheus-oper3 ClusterRole EEVAML
ClusterRoleBinding SEVAML
ClusterRoleBinding SEVAML
ClusterRoleBinding SEVAML

HAEEREZKuberneteshi E —EB FFF M E =Prometheus5$8 /5, EPrometheus B TTE R ASE A
B IEX R LR HKSsERE A Promet heussLHl ,

B Grafana KEEEF BIREHN KRB
KA BREKubemneteshR&EEEE APrometheusS12/5, TJLUBE FRE N Grafana KB EE BinEEN LS
FREUE

1. BB RPrometheusiz#l &,
2. 7EPrometheusEIE E M TRER R BB 4=, &ML, A5 BT BARPrometheussEfI&E R,
3. ERBIIERTNE, BHASEZR, EEERERHIMREIEREUE.

{F1E % ®Kubernetes& &
N FE = L E A Prometheusif =Xf Kubernet esEE 85 i 1T 5 1R, BRRIAT S RENF Prometheus =1,

1. BRPrometheusizdl 4,

2. f£Prometheusii {2 MEBITRERS LS, M, WRIEEHAIKEERE, REEEGMEIES, B
iyl E=

- B HIANEE, BEHIA,

. BERERMSEEREH D

EENSHERTER, REREFELERNERSR,

. EEMSMEZIEENA > Helm, HIREHERREATERE:
o WRHelmAERE arms-prom—*+++ 1BR, WiHAREHEAHHIMY, BEFRBUETEE.
o MRHelmAHEA arms-prom-++++ LR, BFHEHEHAGMHNRMETIPETMER.

Helm EEEENN

OO U A~ W

EER s " Chart 87 Chart ki RFBEE =T

201 355 2020-03-09 16:30:39

00.1-SNAPSHOT 2020-03-09 152827

012 103 2021-01-29 13:58:09

012 102 2020-04-17 111526

@c==s default arms-init 0.1.0 10 2020-03-00 16:25:44

@c=s default env 001 2020-11-20 195815 EE EFOBR
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4.3. PrometheussStff) for =R

A BRI 672 PrometheussEfl for ZBRSS, BN E Z=BRSEAPrometheusisiz, HEARNE
NS AREBMBERN TN ZRS A ISEMIRE, BRIS4&XIFECS. MongoDB., Redis, 0SS, RDS.
NAT. SLB. RocketMQ. Kafka. EIP. Elasticsearch, DRDS. PolarDB. Logstash, E-MapReduceiX 155k ]

BRTREB—REN,
AR R
o EFBARMS, BREME, BB INITIEARMS,
e EFi@Prometheusiiiz, BMEME, BS L EPromet heusiiizE Ui,
BRER
=i5#E (CloudMonitor) R—I XA ERFZRMEKMNB#THEENRS . ESER, BBz L,
fE mPrometheus SR E M IR E, ZHEEURREN EEHIEIIRASEIMLZE,

TheeEAO
1. BRPrometheusizfl &,
2. EPrometheus S L EMNTNERREEL, ERMlE, AEREEHEPrometheussEfHl,
3. &E#EPrometheussEBITAE, HFPrometheussEfl for mREF XiF,
BEAZRSERERT LS TZHEANNRERNERTRS.
SIE= RS E R MPrometheussLfl
1. ERFIEPERRELRENTRS, ARREHE.
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Prometheus!5 12 RS
met heusSL4| WIRARSS
BEATRS ) v X

O BALGESIEESEN (T8

PN e =
EERBRRNERS B RE SRS RERR
P v A v v
A <T>
= &2 S aH &
Alibaba Cloud ECS Alibaba Cloud Alibaba Cloud Alibaba Cloud 0SS Alibaba Cloud RDS
MongoDB Redis

b & = & &>

Alibaba Cloud NAT Alibaba Cloud SLB Alibaba Cloud Alibaba Cloud Alibaba Cloud EIP
RocketMQ Kafka

Y & "2 . o

Alibaba Cloud Alibaba Cloud Alibaba Cloud Alibaba Cloud Alibaba Cloud E-

Elasticsearch DRDS PolarDB Logstash MapReduce

IR HIEREREE, HRESTSENY

Wi

ZHR 2 BEPromet heus ¥ 12 T3 6172 L4 25 82 5 Promet heus for = AR5 B9 Promet heussE4I ,

cloud

prom Prometheus for =HRSE
hang:

wE | g
@ 308

o BIEZRSEENPrometheussLFllY, ERRSATL LASENA RN EXE = RSIR
FiEtR, DERIXENTRS BIZRIERSXBE LEENRE, ERAEELBIBIRXEEIR
%, TJE{TBUEAE,

o RSB LB PrometheussLf R EESIEE—, ELtEPrometheussi® TE AKX ER—
SESLf 2K B A = R SS BIPromet heussLl ,

R TIRS XK BN PrometheusSEflfE, EHEBMREERRSKEFNRTE, HETBEANTRS
=5

64
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MRFEREZRSEN, BULEZRSRXENZTEEMIMIRZRS . BEERE, BEA=ER

ARSI

cloud-pr

SERATIR (TR 3
LA *E B

= ecs R4 IS

@ e BEIRSEASEDTERBENASNRERENLE

BEEGrafana ABEE RSN K EREER
KRR == RSEAPrometheus!s12 /g, TJLUBE M ENGrafana KB EE = RSB REISIREE,

1. BZFPrometheusizila
2. EPrometheus S B I E N TREREEL, EFHE,

3. BETRSXEMPrometheussEfIZFR, EARIEZRERTARER, EEZMSHIMREREIRN
&

FIENERRS

1. BERPrometheusiz4l &

2. f£Prometheusif 2 MEBITRERR LS, G, KBEBHHNZRS, REEEGNEES, &
HEHE.

3. ERHIEIAIEE, BEHIN.
E#H S, Prometheus K2 TTEAB ERZZRESEE B PrometheussEfl, FINE=RSFES
ENHBABERZRSZER.

4.4. PrometheusSLfl for VPC

A3 BB aN{a ) Promet heussEf) for VPC, BNRN{II4EVPCH 45 BIECSEREIZ APrometheusis iz, HEIEX
3 IS IRECSEBEI RS M BEIEIR

AR &4

o EFFEARMS, ERRIE, BESMITIEARMS,

o EBIBVPCREMECSEAl, BIAEIE, BEREEPVAEENE,

F B E =Prometheus!siz
1. B RPrometheusiz4l &
2. 7EPrometheusiS = REMTRER R 4=, EFEMIS, ABEREHFHEPrometheussEHl,

3. EFiZPrometheussHlmam, EdHEPrometheussfHl for VPCXIE,
EIEAN ECSEE(VPOEIRERH AT S TR RBVPCIIE.,

4. RN ECSER (VPO ERMBIRVPCAMRIES, BEHERE.
5. &R Prometheusf fASHIEED, WAVPCER, EERBINNEELH, REETHE.
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Prometheus S B AR =S E- 6iZPr0
BEAHREE-OIE Promet heus SRS

met heus Ll
ZZEPrometheushy FH X
VPC: vpc-bp12j
* VPCE: cmonitor-ot
* AEgEl: B v
* Z el BIEHE v
ffixE :lThi=
o VPCE: BEXVPCERER.
o KM : EBRFELITIECSAIFFERR L,
o ReHf: ERFERENECSIAIFENRZSE.
RERING, WRVPCAMIRRS B RLZEMI,
BN ECSEEH(VPQ) R ) v
ARMS{EFPrometheusSiZ S IIECSEEEF (VPO RIETE.
VPC ERER SEHEAL el W= e
vpe-bp1 EIE
vpc-bp1i FERE 3
vpe-bp1 e 2
vpc-bp* EPE
vpe-bp1n i?‘f =

BIEXEEEBHIRECSEHN KBS
KEVPCIM L HIECSEEREIE A Prometheus!5iR/a, TTLUEIT B E X Grafana X2 EE BARECSERE NI BEIR IR
.

1. ZFRPrometheusiz4l 4.,
2. fEPrometheus i IE NE N TERE 4=, EF I,
Prometheus¥5 12 N 2/~ 7 BT A #E A Prometheus 5 12 Y 5 B%
3. BHVPCEAE I Promet heusSLHI ZFR
4. EXBIEXTHAGLAREHRAE,

66 > MA4RRA: 20220708


https://prometheus.console.aliyun.com/#/home

Prometheusis iz A H=EE- 6l7EPro
Promet heus 512 iR % o o

metheusL4)
5. IRIFEF/REGrafanalZH IR KE, BAREME, 1SN Grafanaxiz,
S MIRECSEE
N 1F L FAPromet heusiS =X ECSER B 1T 1542, 1IFRRIBUAT SR EH Promet heus i =11k,
1. ZFRPrometheusiz4l &,
2. fEPrometheus i = NEMNTERE £ 4=, wFME, AFEEHEPrometheusHl,
3. EFEPrometheusLHITiE, EFHPrometheusXZfl for VPCXIF,
4. FEEEN ECSEH (VPO)ERMBIRVPCAIURIES, BHHE.
5. ERHIRRXIEED, BEWHE.
HEMRINE, WRVPCEMIRET BRENEAKI .
N ECSEREH(VPQ) W () v
ARMS{EfPrometheusbsiZ MIIECSEEEE (VPO BIENIE,
VPC RS SEIEAL ZeH K& 1BE
vpe-bpt 8
vpc-bp1: Eed
vpe-bpi Eed
vpebp %
vpe-bpir Eed

4.5. Prometheus3Lfl for Kubernetes

A3 BB aN{a )2 Promet heusSEf for Kubernetes, BNAN{T48 HE S IEM R = B 28RS HIKubernet es&EEf
EAPrometheusi4iz, NMEAMENX N AZKIRFENMKubernet esEBE IR S M BEIRIR .

Bl R M

EFFEBARMS, BFiEME, BESNITIEARMS,

@ 08

MEREBKubernetesEB EBRAME AN, BE5E ARG Kubernet es&EE$1E APrometheusiE$=; 0
BREIKubernetesEEE /N MEEEE, EEHE APrometheus SRR 1E, 1ES M AMKubernetesEEEE N
Prometheus 53z .

glZPrometheus3Lfl for Kubernetes
Bl Prometheusstfl for Kubernetes, BI¥BR2sLIEM E miIKubernetes&E B E A\Prometheusiiiz, FE
Z % Prometheus Agent, BAREWNT:

1. BFRPrometheusizfl &,

2. fEPrometheus i I NEMTERE £ 4=, EFME, AFEEHEPrometheusHl,

3. E¥FZPrometheusLHITim, EdHPrometheussLfl for KubernetesXig,

4. EEANBEEKubernetesE B IR A LAiLIFEKubermnetesEHEEEANMIE, ABETRUTERME:
i. BEXPrometheuslzZLABIMEFR, RERTHE.
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Prometheus S ZAH=EE: ¢#EPro
met heus3L 5|

Prometheus 51 iR %

i. FITLAT LR E =B Helm Repository,

D #& FEMEFMNEE =M Helm RepositorylISH SRR, BRIELFEHEHRGS
B9 (region id} , EEEEANEEKubernetesE B ERKBUVERIRMGB L,

helm repo add aliyun http://aliacs-k8s-{region id}.oss-{region id}.aliyuncs.com/app

/charts-incubator/
iii. TR FEPrometheusiREt KiFHITH< N HEKubernetes B LR RE .

helm install arms-prom-operator aliyun/ack-arms-prometheus \
--namespace arms-prom \
--set controller.cluster id=$CLUSTER ID \ / /VETEREPrometheusiREt KINIRENEBE 1

Do

--set controller.uid="***" \ / /BTERZEPrometheusiF i KIHFRENUID
o

--set controller.region id=*** \ //iﬁETz%Prometheus#_'ﬁiﬂZﬁH%ERRegi
on IDe

--set controller.vpc prefix=registry. // MEMAIEN R, SNREHRGFEER

E=AN, WelUFRARELSH,

@ W ETFHelmHLMBSHIRE, B2 D Helme LS HHEA,

B3 R =M Kubernet estE B A\ Promet heus 532 B I1/5, Prometheus SR TTEIEB S ERIEAN
By BEKubernetes&Eg,

B EPrometheus!5 iR
¥ BEWIEM B = BIKubernet esEEE£E A Promet heus!S 12 TN /G, BT LAEE Graf ana X & & & Prometheus
BiREE,

1. BFRPrometheusiz4lEs .
2. EPrometheus S B TTHE NI BA, EFMIY, ABEREFEEHIRBEKubemetesEE 2R,
3. EABIENEETEEEENAE,

@ B ETFGrafana ki, B2 MEM AR,

FlE SR BHEKubernetes&Ea#
WNFH = L E A Prometheus i 12 X3 B #KubernetesfE8{ i 1T 12, 1BIRBIUT S BEH Promet heusii 154
.

1. BRPrometheusiz4l 4.,

2. 7EPrometheus S B TEAITRERR 4=, EFME, KRB EHH KIZHEENKubemetesERE, ARBTE
HAEMRES), BHEEHHE, #T‘?ﬁ&ﬂ%ﬁx&iﬁﬁ’ﬂiifﬁﬁﬂ
EHIEEREE, Prometheus s B2 REAE B/RiZBHEKubermnetes&EEE,
BXXHE
o M Kubernetes&EEEiE APrometheusi&iz
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Prometheus 82 A H=EE- 6#EPro
Promet heus 512 iR % mIENRT TR BJLﬁ
met heussL4l

4.6. Prometheus3Lfl] for Remote Write

] 8 = Promet heus!4 2 B9Remot e Writ eIh BE ST 151 NI 2 8B EFE & Promet heus S 12 81#E . ARSCEN BT
{a el Promet heussLfl for Remote Write, BI40{a[{sE FH [l £ = Promet heus {5 3= BRemote Writext 1% B &
Prometheus, HEKEHIENESREELE.

(oI )
(oIik) $B—: ARAMAF#EFGetPrometheusApiTokeniE 1A AR

B PrometheusE A [ & z= Promet heus !5 12 B 58 21 F§ Get PrometheusApiTokeniZ [0, FIERIKS (FE MK
) BIAXFFA A GetPrometheusApiTokentZ 0, MREBERAMAF (FKS) , WFELFEAMERK
£ ARAMA F 2% Get Promet heusApiT okeniE O 8938 AR .

1. FRHAERKS (£KS) BRRAMERIS,

2. EEMSHZEFNRER > NREKE.

3. PR REE UE B LB AUR R .

4. EHARERSHAUTAS, REETET—H.

{
"Version": "1",
"Statement": [
{
"Action": [
"arms:GetPrometheusApiToken"
1,
"Resource": [
W
1y
"Effect": "Allow"
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< BIETUIRRES

© =5 TENERNENRS NIRRT,
AitiRIE beta  MIFGLE

R TRYCRE 243 R

[
"Version”: “17,
“Statement”: [
{
“hetion”: [
“arms:GetPrometheusApiToken”
1,
"Resourca”: [
sy
1,
"Effect”: “Allow”

Ld il
 ERAGRREBASIRRIERR, REREHRE.

. EENSHEEESHER > B,
. EHPE, $2EERRAMAFRAMNRIESEIRMR.

o N o w

RIRREBRBERRREFMELNERREXE, RAFRTHE.

AR OIAR

* BHER
arms-devjibe 3
* PR

R

+ R EHEE (1) B

GetPrometheusApiToker] S GetPrometheusApiToken X

prichaa &t

GetPrometheusApiToken

mH
LB tl2Remote WriteHIEELIEE URL

1. BFRPrometheusizfl &,

2. ERNAEE LAEF B iR, EPrometheusSiEAEA LA S HHHZPrometheusstfl,
3. ZEF EPrometheussLfl TiE £ FHPromet heus3Lfil for Remote Write,

4. BEXPrometheusls I LAIBIEIR, REREWE.

- ERMARERAERENRXE, RHEAENKE, AEEBIRRERS BARNONRKE, BF
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2 Prometheus Sz AR =EE- 6EPro
Prometheus!51ZRS BERARTEE EJLﬁ
met heus3L 4l

@ 3 BEFEE, SRHAETRESR, EEAGRENIASRESE, BEMIES
BI&FRENT],

5. S4IHFEEERBIRemote Readitlit FTIRemote Writetdit ,

S$E=: fidHZEPrometheus
1. &¥Prometheus, REFETIUSEE T,

2. TFPrometheus.yamlBZ E X4, HEXHEHREEMUTAHE,
Pt remote write F remote read SEEBHMALE T tlERemote WriteFF 3K ELES URLEPEIRELEY
URL, ABREFXH.

global:
scrape interval: 15s
evaluation interval: 15s
scrape configs:
- job name: 'prometheus'
static configs:
- targets: ['localhost:9090']
remote write:
- url: "http://ts-xxxxxxxxxxxx.hitsdb.rds.aliyuncs.com:3242/api/prom write"
basic_auth:
//UsernameMPassword B EEEAK/SKAIRH], BAK/SKEEREBIHMGetPrometheusApiTokens
username: access-key-id
password: access-key-secret
remote read:

- url: "http://ts-xxxxxxxxxxxx.hitsdb.rds.aliyuncs.com:3242/api/prom read"
read recent: true

@ 88 EEPrometheusS A fi 2 = Promet heus i 12 8% 3 i i Get Promet heusApiT okenfE
O, AE=KS (EKS) BRIAZIEEAHGetPrometheusApiTokeniZE, WMREERAMAFRF (FIk
5) , WEE4HERRE=KS ARAMAFE ¥ GetPrometheusApiT okentZE O BE AR, B2
£, BT E—,

FERIEREEMHEOpenTelemetry

12 RPrometheusi i B R 77 71 OpenT elemetry2 /&, #E LR Prometheusi i HE 2 73 8¢
Zfi#OpenTelemet ryBy 13z .

1. WEAB#HITOpenTelemetryiB &, [Demo]
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Prometheus 512 iR %

package stat
(

import

)

"context"
" fmt "

"go.opentelemetry.io/otel"

"go.opentelemetry.io/otel/metric"

"time"

var buyCounter metric.Int64Counter

func init () {

fmt.Println(time.Now(), " - initMetrics start...... ")

meter := otel.GetMeterProvider () .Meter ("github.com/liguozhong/prometheus-arms-aliyu
n-go—-demo")

}

buyCounter = metric.Must (meter) .NewInt64Counter (

"buy total",

metric.WithDescription ("Measures buy"),

func DoBuy () (string, error) {

buyCounter.Add (context.Background (), 1)

return "buy success", nil

2. OpenTelemetryXyMeterit{T¥1 88 L HFEEPrometheus, [Demo]

package stat

import

)

(

"context"

prometheusPushExporter "go.opentelemetry.io/contrib/exporters/metric/cortex"

prometheusExporter "go.opentelemetry.io/otel/exporters/metric/prometheus”

"errors"
" fmt "

"go .
"go.
"gO .

go.

"go.
"go.
"go.
"go.
"net/http"

"time"

opentelemetry.io/otel"
opentelemetry.io/otel/exporters/otlp"
opentelemetry.io/otel/label"
opentelemetry.io/otel/sdk/metric/controller/pull"”
opentelemetry.io/otel/sdk/metric/controller/push"
opentelemetry.io/otel/sdk/metric/processor/basic"
opentelemetry.io/otel/sdk/metric/selector/simple"

opentelemetry.io/otel/sdk/resource"

_ "net/http/pprof"

func InitMeter (app string, push bool) error ({

te"

fmt.Println(time.Now (), " - initMeter start...... ")

if push {
fmt.Println(time.Now (), " - initMeter opentelemetry push.
remoteUrl := "http://region.arms.aliyuncs.com/prometheus/
ak := "ak"
sk := "sk"

return initPushMeter (app, remoteUrl, ak, sk)

/o)) /api/v3/wri

72

> MA4RRA: 20220708


https://github.com/liguozhong/prometheus-arms-aliyun-go-demo/blob/master/pkg/opentelemetry/meter_config.go

PrometheusliSIZ AR =EE- ¢liEPro
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fmt.Println(time.Now (), " - initMeter opentelemetry pull...... ")
return initPullMeter (app)
}
func initPushMeter (regionId string, remoteWriteUrl string, ak string, sk string) error
{
fmt.Println(time.Now (), " - initPushMeter start...... "
var validatedStandardConfig = prometheusPushExporter.Config{
Endpoint: remoteWriteUrl,
Name: "AliyunConfig",
RemoteTimeout: 30 * time.Second,
PushInterval: 10 * time.Second,
Quantiles: []float64{0.5, 0.9, 0.95, 0.99},
BasicAuth: map[string]string{
"username": ak,
"password": sk,
},
}
if validatedStandardConfig.Endpoint == "" {
return errors.New (" validatedStandardConfig.Endpoint==empty.regionId:" + region
Id)
}
fmt.Println("Success: Created Config struct")
r, err := resource.New (context.Background(),
resource.WithAttributes (
label.String ("cluster", "test-otel"),
label.String ("app", "buy")))
if err != nil {
fmt.Println ("resource Error:", err)
}
pusher, err := prometheusPushExporter.InstallNewPipeline (validatedStandardConfig,
push.WithPeriod (30*time.Second), push.WithResource (r))
if err != nil {
fmt.Println("InstallNewPipeline Error:", err)
}
otel.SetMeterProvider (pusher.MeterProvider ())
return nil
}
func initPullMeter (app string) error {
fmt.Println(time.Now (), " - initPullMeter start...... ")
r, err := resource.New (context.Background(),
resource.WithAttributes (
label.String("cluster", "test-otel"),
label.String ("app", app)))
if err !'= nil {
fmt.Println ("resource Error:", err)
}
exporter, err := prometheusExporter.NewExportPipeline (
prometheusExporter.Config{
DefaultHistogramBoundaries: []float64{-0.5, 1},
}y
pull.WithCachePeriod (0),
pull.WithResource (r),
)

if err != nil {
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reLurnl err

}
http.HandleFunc ("/opentelemetry", exporter.ServeHTTP)

otel.SetMeterProvider (exporter.MeterProvider ())
return nil

}
func initOtlpProvider (regionlId string)

exporter, err := otlp.NewExporter (

(*push.Controller, error) {

context.Background(),

otlp.WithInsecure (),
otlp.WithAddress (regionId+"-intranet.arms.aliyuncs.com:8000"),

)
if err != nil {
return nil, err
}
pusher := push.New (
basic.New (
simple.NewWithExactDistribution(),

exporter,

)I
exporter,
push.WithPeriod (30*time.Second),

)

otel.SetMeterProvider (pusher.MeterProvider ())

pusher.Start ()

return pusher, err

3. WEAOWMBK, FEE10penTelemetryIigE, [Demo]
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package pkg
import (
"fmt"
stat "github.com/liguozhong/prometheus-arms-aliyun-go-demo/pkg/opentelemetry"
"github.com/prometheus/client golang/prometheus/promhttp"
"io"
"net/http"
"strconv"
)
type Server struct {
port int
}
func NewServer (port int) *Server ({
return &Server{

port: port,

}

func (s *Server) Run() error {

port := ":" 4+ strconv.Itoa(s.port)
path := "/metrics"
service := "/buy"

http.Handle (path, promhttp.Handler()) //#lA—7 http handler
http.HandleFunc (service, func(writer http.ResponseWriter, request *http.Request) {
content, err := stat.DoBuy ()
if err !'= nil {
io.WriteString(writer, err.Error())
return
}
io.WriteString(writer, content)
b
stat.InitMeter ("buy2", true)
fmt.Println ("http.url: http://localhost" + port + path)
fmt.Println("service.url: http://localhost" + port + service)
err := http.ListenAndServe (port, nil)
if err != nil {
return err
}

return nil

4. BEGo modulefyik g, [Demo]
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module github.com/liguozhong/prometheus—arms-aliyun-go-demo

go 1.12

require (
github.com/go-kit/kit v0.9.0
github.com/prometheus/client golang v1.7.1
go.opentelemetry.io/contrib/exporters/metric/cortex v0.15.0
go.opentelemetry.io/otel v0.15.0
go.opentelemetry.io/otel/exporters/metric/prometheus v0.15.0
go.opentelemetry.io/otel/exporters/otlp v0.15.0
go.opentelemetry.io/otel/sdk v0.15.0
golang.org/x/text v0.3.3 // indirect

5. fEGrafana X B HhEEHIE.

® Explore arms-prometheus-FLE 1 5I_1098

Metrics v buy_total

Queytype  Range  Instant  Both  Step

+ Addquery © Queryhistory © Queryinspector

Graph

2020-12-2319:25:
— buy. ‘ame="B-Q6PIMD6M-0154 local",telemetry_ lemetry_sdk_name="opente 3
lemetry”, telemetry_¢
1913 19:15 19:16

buy_total{app="buy’,cluster="te me="B-Q6PIMD6M-0154 local, telemetry_sdk languag
Table

Time

20201223 19:11:45
202012-23 19:12:00
20201223 19:12:15
20201223 19:12:30
20201223 19:12:45

2020-12-23 19:13:00

ﬁ?ltugﬂiﬁ?ﬁEPron1etheus RIE#IE
ME = ILEREEURE EEEPrometheusliE B8R, BIRBLAT S BiEIH Promet heusiE im4H 4.

1. BR o

2. EPrometheus S B TUE TSP R4, EIFMIT, WEEHEF SIZHEHEBIRemote WriteSLfl, RE
EEHAMERED, Efﬁﬁﬂﬁ #T‘é‘%&ﬂ’]ﬁl&iﬁﬂ[%ﬁ&ﬁﬁv&
HEHESRERE, Prometheus SR TTEABBRIZZEERBISTHE,

4.7. Prometheus3Lfl for GlobalView

K335 BB an{aT 6172 Promet heussL 4l for Globalview (£BFE&5LH) , Bhan{aig iy 2 =2 B #Prometheus
ERNEBRAXIAEAPrometheusisiz, HERARNENZRSAEZIIREMNIMN LBRELH LKL
BHIRE,

CIE St
EFFEARMS, BRI, #S .

hgEAD

1. BR o
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1. EPrometheus! S IBTUE M TRERFE B A, EiFMls, ABBEEHEPrometheusZHl,

2. EF#EPrometheusLfITiE, BHLBRALH XY, HERENERRBEHARARTEER
KER, ARBRTOIRBELHITMEIE.
fIEXHE, EPrometheusiZTNHEE S ERLFIZEE APrometheus for GlobalviewlI£FRE
SN

@ 08

o Endpoint2IERMIFA R, EENEREME ., BINEEELANERSOMBTEATBR,
B EHAME TSN RERENREREM.

o #RTIIATESTEP3X AR RE it (Region) THISLAIZFRALHERegionfILHIRE,
A ERER LG 2 BB EAEST EP2 KIgHE E 1A 1@#IEndpoint ,

o BULIBEHEECENEERELAEGNRENEE, REVENSERELAGE. BX
EHEXR TEndpoint5 82 , SSHFEREndpoint TR E M EZMN LK, EHAREINERE
EZEEndpoint,

BiIGrafana ABEELBRSXHBIEIER
BRI E =Prometheus S IBZ 2 BREXLAE, BoLLUEIMENGGrafana XEEELRR S LAt
EREUE.

1. #£Prometheus SR NH B LT ECIZNEBREXLHBIR, EAKXBFIRRE,
2. ERBIERNE, RERERR, EELRBRELHINMREIEIREIE.

@ H BEELANASER, CUMNASETEE, FSE8, EENEEAS.

tIZ=RREXLANEE
1. EPrometheusli B NA R HEANRNLSBRATHIER, HAKRIIRAE,

2. BEEMSHERTEERN, AREREL LAREEIEPrometheusHEEMN, HRREFHSRE
RAEESENVNNEREE . BBEIE, BSAprometheusE =000,

@ B Hd, EOIEPrometheusSEMN RENBERY XY, 2BRATAlMT
unique_cluster_id (SLFIEME—4RIR) Funique_cluster name (SLBIZFR) , UEREERESE
STREY, SRR E LB X R A A& £ BRI SEA

HUETAS kube_deployment_status_replicas_available{} / kube_deployment_status_replicas{} * 100 and kube_deployment_status_replicas_unavailable and kube_deployment_status_replicas{} > 9 O st

E arms-log-zhangjiskou-.. | &&mE | root ~ | Deployment&fi | route v BV

— {"instance®:*10.23! :8080°|"unix

ster id"|*c59b20a188724: 4a" "namespace":"root|."unique cluster name*{arms-loa-z

instance unique_cluster_id @ namespace unique_cluster_name [ job deployment

HEMBREERE LA
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f&BPrometheus HelmiR AR E AR ZEV1A.55 A E, FHFHelmiRAHIERIRIE, B2 R RAMTIRA,

e\

del Agentifis: @ Ex

i) iz Q
EE&

)

Qe My

THES % MySQL

IREESESEHMAEE g RIS, ERELE. BEXER

ep ervic

& BEEFE4TExporter @ E&#H287Job Em © EZH 17T Exporter i

R
= ) %
( o
Redis MongoDb ElasticSearch kafka
BEFZ/SHE. BRANEE. RSHEIRE EEBEEFNTENVM HeapEREIPTHEE WEEFE. HES. Replication Bl&. &A
R Lag (%54
+ E"E + B L < + R
HJ : ﬁ Q
Iz n’.x; . {

RabbitMQ RocketMQ Zookeeper PostgreSQL
BRI, HRENE. RBUNHES BERRATIA. HEEBE. KRBIANHES BEEFIEEESIHR. EREHE WS B B T RE R BT

+ RE + B + TH + R®

SR OBNE

o RN, EEARALINERNRER.

o REFEFTargetsKEXBIEIR. IREAMEE R Grafana X,

o MEBMABENRSAY, XIFRSLUEE (YAML) EARK.

o AMIsIRiRMExporter—RBAR . EIERBER. TEAE. FBESMEE.
o RMtEMLEobHIRFZ LKIMEEMEEEN.

o RUBMRTE. ERORERK,

XFFREMYR
Prometheusii#E BRI 3MEMMR LR, ESRMSEN. BENER. BHER (£1159) |

£ ESid EMRTR 83
REUDBMSERN LR, BFERHZEDeployment,

BRRSER BRERS Service, Pod%#yMEIE, PARIZHIEETCD. APIServer¥

B,
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EMAER ERTR i3
B - X ¥i81d Prometheus ¥ 5 89 SDKEE S RMELR R B 2 A LA
= = RISt S, TERBANNRSRIRREKSNE,
MySQL MEEIEtR. MAEEIE. XEBTENIER.
Redis iEizRedisgytERE. AEfEMA . Blocked Clients. Evicted
KeysE151T.
MongoDB BIRESHRE., REANEK., £E5EFS.
Elasticsearch IS EREBORSEJVM HeapE WA ER .
Kafka EEFE  SHEBE . ReplicationglA. SALagEZiE
¥Ro
AHER
RabbitMQ BIRATIAN, HEEHE. KRIANEES.
RocketMQ BIRAFIAN, HEEHE. RBANEES,
ZooKeeper BEREFPIHEESER, EREMHEE,
PostgreSQL W EE K = MR FE M BE AN R RIS 4T o
Nginx YEMEIEFN B KRIEATR.
Nginx (V2) WS EREFNE RIBAR.

hgEAD
PrometheuslSiZ M P OREARTH A IFNEMNRURRZIRT, KT RUEE NI EM X REH] R
REEFRRMEN .

1. ZFEPrometheusiz4l 4 .
2. #ZPrometheus S IEZ THEMITRERR 4=, EFME, AERTERIFZIR, BNHAERPORE,
BERSENK

ARRESEREEREMEPrometheus SRS BINTE, EERDPORAETERRE £H. SBREE
REMNRMNERIEE, SiETargets, 8ir. A&, RS ADEEMExporterfE5 &,

Targets
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ZRE S0
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I

RO LAET arget SIS EE R BB EMERINob R IMEIT argetsFl&R, LARIEETarget BIEIRFIR S KINED

B,
B3RS X
Targets Ei=iod K2 BESANLE Exporter
E Unhealthy
> _arms-prom-kube-apiserver (1/1 up) EiE RSRNEER
> _arms-prom/kube-apiserver/cadvisor (1/1 up) R RSAMEE
> _arms-prom/kubelet/1 (1/1 up) fEtF BEAMRE
> _arms-prom/node-exporter/O (3/3 up) it BSANRE
> _arms/kubelet/cadvisor (3/3 up) f&ath BSAMEE
> _arms/kubelet/metric (3/3 up) iR RISAMREE
> _kube-state-metrics (1/1 up) 1 BERMER
> arms-ack-coredns (2/2 up) R BEAMRE
> arms-ack-ingress (2/2 up) fEF RSANRE
=L
B DEERREEERANERERANERETEREE. BIMEE, BELnEEm,
@ 38 PrometheuslE S SRR EACKEIT arget 5 X RIS R IUHST 7 € BE
RE
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BEAER B REEEPrometheusiSIRIR B K, BN TLUET B EHE—KELZMRBIEZEGrafana¥F
BEEFSAEBHUE.

Targets Metrics AR RS EMEE Exporter
‘‘‘‘‘‘ 65 N/A 237 3 i i S . —
6250W '{r'- f» ‘
30 5
i o ™
Kubernetes Overview
Daemonset GPU Node
week 7336 s ¥ AN SN PR | - R EEENE
=
[ E——
Node Details GPU APP Node Summary
SRR . g pot ;.m::‘,_.;: o
I e — - - =
o — r— ]
n 0 31 =
L -
& 45! 7.296c 0.16 0.16e
Workload Ack Pro Eted Pod

AR5 R MEE

BT LATE IR S R Bl i B TR &S 5T BOA B S 1= o b TR /E, BN EER. XHAXEbE, ELE
B, B8N EEKubernetesEB RS &,

Exporter
1(’§EID)\?£Exporterﬁ§’£E.¥ﬁ)\§%E’\] node-exporter kube-state-metrics L}&Xﬂ‘ﬁjﬂ’\]ﬁ&m%{%
I%\O

B E X &K
BOURMBEXERRSZ LI, #TEEXREEN, BMRIEUT,
1. EERPOTTEETAEXSFERM,
2. EEHIEABEXERNSTEP2RFERERSZ LM,
Prometheusis % B BT 54 IRSZSAB A :
o pod annotation
o service monitor
o pod monitor
o HEXRSZ LI
REXRSANE, BOUUEERE, MENRSAMEEHT (YAML) BARE, HREHERME
BEEREERE.
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BARTAE

o

D 38 RREBRE+HOVEN, RARSEIRESEZTASZINEEYEHETHob,

BEABEX

STEP1 @ [=H3i8iR

TR FAREISDKF 4 81R, AiES I

STEP2 @ EERSEM

service monitor v

apivVersion: monitoring.coreos.com/vl

kind: ServiceMonitor

metadata:
name: tomcat-demo
namespace: default
spec:
endpoints:
- interval: 30s
port: tomcat-monitor
path: /metrics
namespaceSelector:

any: true

Cancel

THE END @

3. EERENBRZAARETER.

BFEEEX TR, ETargets ASBRUNEERENRESANETEY., EEEIREMMWTarget, &

RS RAREREFECRENOD,
HEENK

AT LURIIMYSQL, RedisEHM, #THMGREEN, XELURNIMySQLEAHEEN A,

1€, EtpAMHEANNTNEM.
1. FESE AR 0 TUE B HMYSQLAMR B .

NN RBEIRIE

2. EREAEAMYSQLERESHXSHEEZ., SHEEIEBIES N EHNTE = Prometheus WiEMySOL,
BHEERNE, BPERERASEIREETargetsnE, BoUEEEANNTargets?lE,
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MySQL

Targets it

Unhealthy

> adadad (1/1 up)

> efret (1/1 up)

BXXHE

o AMBIEMRIA

> mysql-expaa (2/2 up)

RESENEE

Exporter

187 BSAURE

$Ein BRBSRALE
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84

> MA4RRA: 20220708


https://help.aliyun.com/document_detail/251830.html#concept-2084001

Prometheus S ZAH=EHE- A A

Promet heus 512 IR 53 BIEAN

6. KNIEEAN
6.1. AH 5= HE AR

AREENBUCER I E Z=Promet heusi@ i B A EIREANEEAIMYSQL, Redis, MongoDBE R HH, F
PAGraf ana K& BRI 1IRE1E .

B E =PrometheusZ & A G ISIE A FFRAHF SR, oIS AGKIZEANEESME=NAAM

B, Fla, BoILUBESAARSENBZNMYSQL, thalAEA R =ZAHRDS for MySQL, o] L@

A ISEEAMYSQL, Redis. MongoDB% i F =t 4B 4 BYPrometheusSE B 37, 435I 2PrometheussL Al

for 388fR%5. PrometheussLfl for KubernetesflPromet heusst4l for ECS,

Redis
o {FEHE = Prometheus!Si=Redis

AN

My

MySQL
o {EFHTE =PrometheusisiEMySQL

'.‘

Elasticsearch
o {FE A E ~Prometheus!sizFlasticsearch

)

MongoDB
o (FHMTE Z=Prometheus&=EMongoDR

PostgreSQL.

PostgreSQL
» {EE =Prometheus4#zPostgreSQL

%
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Kafka
o {EHE = Prometheus!5izKafka

RabbitMQ
o (S E Z=Prometheus4#ZRabhitMQ

£,

v

RocketMQ
o {FFMIE =Prometheus!4i=RocketMQ

NGinNX

Nginx (IBiR)
» B E ZPrometheus5#=Nginx (IBAR)

NGiNX

Nginx (&)
» {FHAME = PrometheusS#=Nginx (#iR)

i

ZooKeeper
o (FEHMIE Z=Prometheus4&i27ooKeeper

%

EL 1t Rz FA 48 44

6.2. M E =Prometheus & iEMySQL

f] £ ZPrometheusiif IRt —H2 R EXECEMYSQLE B MAMINRE, HREABMNANER KRS,
EEAD

1. BFRPrometheusizila .

2. ERELA LAEFBRE, ASREFERTARRS. Kubernetessy & ECSZE A f9Promet heussL
%WO

3. AEMSHE=RTANK
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1. ZAHfEEIE, 2SEA AR MAGKE.
2. EEAPOERS EEMYSQLAKER,
3. EEAMYSQLEMRSTEP2 XIFHERR BE ASMAZINSE,
< EA MysQL
ARMS{EFEPrometheus¥iZUEMIMySQLAVETIE, EIERELA T EEmIEAN.
STEP1T @
EEMYSQLFTEIAE @
C
STEPZ. @ mm g
* {RIEFR: mysgl01
* MySQLUitiE: worker- v
* MySQLiR[: 3306
* APE: xhtest
* @ﬁg ------
EERL

SRS BIESRRG

cpu(tZED) 100m

memory 50Mi

THE END @

24 ik

HHNERGENCERNT:
o REIBZNEFE, HFMNENE (-) , BENEAARTHAEALRER.

AHEZER o ZIREFH—M,

@ 3 HASREANRB RN ESEAR,
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24 i

MySQLHAYZE#E Mk,

MySQLith hit
BIMySQLItHEEXAE .

MySQLix O
AFP& MySQLEIFE P& 7R,

SR MySQLEY 3,

MySQLESimAS, #lan: 3306,

@ 88 7EEAMySOQLERST EP2 K S AIS 45 S o] &5 MIZI5HT.

@ mE FEBEESERSKubernetestR. ERRSBECS. TEURERDS

(TMi%) EEAMYSQLERSTEP2 XK E K fic & T1 Bk B A AKX EHIEN T LUE B R KCPUZEL

4,
*umﬁo
5. RERME, BEHE. AN EERE, SERSEANAHIZA,
Xi n gj i - AgentiRs: FHRAgent
SLHHZFR EElEE= it RE

#B{F

6. BEZAMIHAXRBINAE, EEFEZAKNBEREREUE.

88 | arms-prometheus;

Interval  auto ~ arms_instance_name  acm-arms-db ~ PMM Annotations (@D

v

MySQL Uptime Current QPS

16.3 weeks 12.07

v Connections

MySQL Connections ~
3K
2K
1K
0
1416 1418 1420 14:22 14:24 14:26 1428 14:30
min  max avgv
Max Connections 3K 3K 3K
Max Used Connections 5 5 5
v Table Locks
MySQL Questions

DR AAA — A A A o

5

22 Query Analytics

b4

InnoDB Buffer Pool Size

6 GiB

=

B & o

=0S =CloudRDS =

Olast15Sminutesy Q@ £ 1m~

Buffer Pool Size of Total RAM

No Data

MySQL Client Thread Activity

N
0
82
g
=
=
0
1416 1418 14:20 1422 1424 1426 1428 1430
min  max avg current
— Peak Threads Connected 100 100 100 100
= Peak Threads Running 300 300 300 300

150

MySQL Thread Cache

50

@ 38 BERAMFIHER, DTSERANLNNEIERNE.
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EEA

HXBE

EAGBERE, THERINAHRGTTERNE:

o PHRBEFINMER, THIRTHMNAL.

o BEBEFINAR, TEEAKNETAE.

o BEBEFINIEN, TSEAMNLE, SEAFNKESENEAES.

6.3. {E M B =PrometheussiZRedis

fil = Promet heus i 121 it — B R K Ee BRedisH R AH, HIRUABNANTRKEXE,

hgEAD

1. ZFRPrometheusiz4l &,

2. EREA LAEFBRE, RAEREFERTFARRS. Kubernetess & VPCER fIPromet heusst

BIEER.
@ B =ARE ST fPromet heus i 5 R 3T i R 4t IS 14 A

3. EEMSHMERTAMEE.

AINRedis 2 B 4 4
1. EHAHEENE, B4 LANRMAHSLE.
2. EEADOER T B HRedisHHEFR,

3. A ARedisEHIRSTEP2XFHNEEREMASISY, HREEHE, TMRedisBMHEN,

€ N Redis

ARMS{EFPrometheus =S IRedisAVETE. SIERBLL T EESSREA.

STEPT @

HEERedisFTEINE @

C
STEPZ _
® m= s

* A= FR: redis01

* Redisttiihit: arms-p

* Redisim] 6379

E‘:‘ﬁji % éJ/’" =he

THE END @
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@ Bl RASREANEB RN ESAR.

Redisith it Redis &k,
Redisix O Redistix 05, flan: 6379,
=B RedisHyEEZT,

@ %85  7EEEARedisEHMRST EP2 X i (035 ix RS o] & & IS 154847,

4. HHABERE, SEREEANEAHI,

Xl ng_] |- Agentikzs: FHBAgent
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SEHIBFR BIHHETR Bt A B
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5. BEZAMIHRBINKRE, EFEZAMNBEREREUE.
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AEZEE-AME
EEA

88 arms-prometheus- O A T2 - =]
arms_instance_name  arms-prometheus-redis-prod ~
Up... Cli... Memory Usage Commands Executed / sec
6 30
25
60
20
28 0 58 15
week - 4% ) 10
56
0.5
54 o
16:50 16:55 17:00 16:50 16:55
Total Memory Usage Network I/0
74.505806 GiB 24 KiB
55.879354 GiB B
15KiB
37.252903 GiB
10 KiB
18.626451 GiB -
S KiB
0B 0B
16:50  16:52  16:34  1&:56  16:58  17:00 17:02  17:04 16:50 16:52 16:54 16:56 16:58
used == max input output

Total Items per DB
@ e BHZAGSHRR, thTEE LA RRISREE.

HXERIF

EAGBERE, TNERMINAHRTLTERE:

o PHRBEFINMER, THIRTHMNAL.

o REBRMESIMAL, TSEAHNETES.

o REBMESIMENE, TEEAGNIEE, SEAFNFETENHERER.

6.4. (EFA B =Prometheus4 &
Elasticsearch

OLast15minutes ~ | Q, &

Hits / Misses per Sec

17:00

1700 1702 1704

Expiring vs Not-Expiring Keys

f B =Prometheus S i i2 t— B LR EElasticsearchE B A M, HIEHAENENERLKIEAE.,

AN

1. B FPrometheusizila,

2. FREZA LAEFBRNYE, AEREFERTHEERRS. Kubernetesd & ECSZE R fyPromet heusSL 4l

B,
3. EEMSHMERTAM KR,

FHMElasticsearch R KA 4
1. EAHKERE, BEEAORENAGKE,
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Prometheus 2 A H =

BEA

S5 Ak

Prometheus 512 iR %

2. EEADP O ERD B EElasticsearchB 4B 4R,
3. 7E#& AElasticsearchERSTEP2REHNE E ASHAZSINSH, HETHE.

& 1\ Elasticsearch

ARMS{EAPrometheus %Iz ¥ElasticsearchIEIRE, BIREBLITEESREA.

STEPT @

STEPZ @

THE END @

i#EiZE lasticsearchfTEAAE @

&
EE 1Bim
* EAEFR: elasticsearch01
* Elasticsearchitbfit : ahas-chr (x]
* Elasticsearchig[: 9200
BFRE: xhtest01
B sesen

2% R

BHRBIRBBNBTERNT:

o RUESZNEFE. HFMNENE (-) , BENEAARTHAEAFLRER.
AHZR o ZMMEFH—I,

@ 8 BASREAEXE RN EREAAN,

Elasticsearchiti it ElasticsearchfE itk
Elasticsearchif O Elasticsearch#yiz 0=, ##0: 9200,
HF& Elasticsearch8I P &R,
H5 Elasticsearchf 2355,

(@ B8 7 AElasticsearchEHRSTEP2 RS IS 4R A T B & MISIS4T.

92
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Promet heus 512 IR 53 BIEAN

4. HHABERH, SERCEANEAHI,

Xin gJ I- Agent{izs: FHRAgent
ik (g
SEBIEFR PR K B

Hi

elasticseart elasticsearc

[ i SRR

5. BEZAMIOHRBINKRE, EFEZAMNBEREREUE.

88 resource. > Cloud ES -~ i v @ B & [ Olastismintes Q@ & ~
Interval auto ~ Cluster es-cn: - Nodename All ~ Source of metrics 9114~ =0S =MysQL = MongoDB = App
+ KPI

Cluster health Tripped ... CPU usage Avg. JVM memory used Avg. i Nodes i Data nod.. % Pending ... Open file descriptors per clu...
No 0 o
Green D 2.5% 67% 3 3 0 780
ata
w Shards #% @
Active primary shards > Active shards 5 Initializing shards H Relocating shards i Delayed shards d Unassigned shards
+ JVM Garbage Collection
GC count GCtime
1.0 10s
0.5 500ms
No data points No data points
g 0 g o

@ 8 BHZAGSSHASHR, hUEEZAMLNKISEREE,

HXBME
EAGBERE, THERINAHRTTERNE:

o BEEMIINMER, TMIRERMBAH.
o BREEBMFINARE, UEFAMKNIETHE.
o BEHEMINFRE, UEEAMNFE, SRAHNKREENHAESE.

6.5. 5 FH BﬁliﬁPrometheusﬂ'ﬁ 2
MongoDB

M B =Promet heus I Z2 (it — B L X Fe EMongoDBE R Y AH, HIZMHABNANERLIEXE,
meeEAO

1. B FPrometheusizila,

2. FREA LAEFBRNYE, AEREFERTHERRS. Kubernetess & ECSZE R iyPromet heussL
BR.

3. EEMSHZRTAMY
HIMMMongoDB 2B iy A 44
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Prometheus S ZAH=EE- HIF K

BEA

Prometheus 512 iR %

1. FAMLENH, SEA AR MAHKE
2. EEA PO ER T B HMongoDBAKER,
3. & AMongoDBEMRSTEP2XIFHEE REMAZTREH, HELHE.

& )\ MongoDB

ARMS{ERPrometheus S % NIMongoDBRIENE, BERBLITSE=RIEN.,

STEPT @

STEPZ2 @

THE END @

24

HEER

Mongo DBt fit
MongoDBi#% [0
BAF&

=

@ | &

EEMongoDBETTERAIE @

Cc
[l 173
* SEHETR: mongodb01
* MongoDBiifiE: arms-demu
* MongoDBiw[ - 3717
Ara: BEMAARE
=H5: RN

iR

AHNERBBNEERNT:

o NUBBNEFE, HFMENE (1) , BENEARATHNEFLRNEE.

o ZREFHE—IE.

@ 3B BASREAGXBRETESAR.

MongoDBHYEZ AL,
MongoDBEYim S, #lan: 3717,
MongoDBHI B F &R,

MongoDBHI T,

# AMongoDBEMRSTEP2 X Mg IR AL 0 EE LiIRIEHR,

94
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Prometheus S ZAH=EHE- A A

EEA

4. EHABERIE,
ARM!

SEHIEFR

arms-acm-e;

mongodt

SEREEANNAGI,

Agentikzs:

BHEFR

arms-acr

mongod

FHfAgent

sem K

ACM ACM dashboard

MONGO dashboa
i

5. BEZAMIOAXRRINAE, EFEZAKNBEEREIE.

88 resource.

Interval  auto v Cluster  es-cn:

v KPI

Cluster health
Green

« Shards & o

Active primary shards

~ JVM Garbage Collection

1.0

05

g 0
@

@ 38 BERAEIHER, DTSERANGNNEIERNE.

LRSS

> Cloud ES ~
Nodename All ~
Tripped f... CPU usage Avg.
No o
2.5%
Data

Active shards

16

GC count

No data points

Source of metrics 9114~

JVM memory used Avg. i Nodes

67% 3

Initializing shards Relocating shards

500ms

g Ons

EAMKRERE, TTXERBOBAHRITUTERE:
o BHBMESIEMER, STRHIRERMEIEAL,

o BERMEINAR, UEEAMHNETEE,

o BERMEINFE, UEBEHMGNFEE, SRAMNKRTENHERER.

6.6. fFHME =Prometheus!$izKafka

fil B mPrometheuslf R 2t — R L E i EKafkaX BUAVAMH, HiRHAEMANEREEXE.,

eEAN

1. ZFRPrometheusiz4l 4,
2. EREAL LAEFBRE, ASREFERTERRS. Kubernetess & ECSZE R f9Promet heussL

B,

3. AEMSHMERTARKE.

winKafkaX BB HME
1. FEGMERE, BTALANGRMAGKE,

B

e B & O

Delayed shards

GC time

No data points

RS

RINEEE

23]

23]

Olastisminutes~ Q & ~

=0S =MySQL = MongoDB = App

Open file descriptors per clu...

780

Unassigned shards
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Prometheus S ZAH=EE- HIF K

EHEN Prometheus!5 12 RS

2. EEAPOERS B EKaf kaB 4 B4R,
3. R AKafkaEIRSTEPZK BN ENEMASNSH, HEEHE.

& EN Kafka

ARMS{EFEPrometheus &= S ilIKafkafUEHE, SiRBIATESoREA,

STEP1 @
EiFKafkafTENE @
Cc
STEPZ. @ mm  jgin
* EEHERR: kafka01
* Kafkattiitik - kube-stat: (x]
* Kafkaig[]: 9092

THE END @

24 P

BAHHERBENBTERNT:
o RUBLEHNEFE. HFNENE (-) , BRWEAARTHAEFLREE.
?ﬂﬁigﬂﬁ o %Waﬁﬂﬁ—’ﬁo

@ 3B  BASRRAGXBRETERAR.

Kafkaith it Kaf kafiEZ bt ,
Kafkaii O Kafkatyiz A=, #lan: 9092,

@ B8 75 AKafkaEIRSTEP2 X8, j0ig 5 S 0] & & IS 154847,

4. EHABERENEH, SEREEANAHI,
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Promet heus 512 IR 53 BIEAN

Xi n gj | - AgentiA7: FiRAgent

SEIERR AMEIR B3] KE =

elasticsearc elasticsearc ES il =3 #iE
kafk kafka KAFKA KAFKA das RS s

5. BRZAHIHRBINKE, EFZARNEEREREE.
88 resource_ > Kafka Exporter Overview ~ w2 # 2 o

arms_instance_name  kafkaloho ¥ Topic  All »

Partitions per Topic

current

— buy2 1.00
4
p2 5.00
2 ‘ topicname 1.00
I S .
0
Message in per second Message in per minute
2.0 125
100
1.5
75
1.0
50
0.5
25
0 : - 0
21:06 2108 21:10 2112 2114 21:16 2118 21:20 21:06 21:08 21:10 2112 21:14 21:16 2118 21:20
max~ current max current
- ump2 1.867 0 — buy2 0 0
topicname 0 0 rp2 0 0
p2 0 0 topicname 0 0

@ 38 BERAEIHER, DITSERAGNSEIERNE.

X IR
EHERETm, oI ERMEERTATIRME:

o BHIBETINMER, TTMRERMAVEL.

o HFBEIWAR, uIEFHEHMNEBITARE.

o BHEETINENE, UEEAMNER, SRAGNKRETESNRRER.,

6.7. EAERE =Prometheus!siz
RabbitMQ

fo] 2 = Promet heusifIZ iR it —# R K AL ERabbit MOE R M AH, HIRMABNANEBREXE,
EEAD

1. BFRPrometheusiz4la .

2. ERELA LAEFBRE, ASREFERTARRS. Kubernetessy & ECSZE A f9Promet heussL
B,

3. AEMSMERTARKIE.
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Prometheus S ZAH=EE- HIF K

EHEN Prometheus!5 12 RS

A INRabbitMQ 2 B iy 48 44
1. FAGEERE, 2EELANRMAGEE.
2. EEADPOER S 2 ERabbit MQAHE R
3. £ ARabbitMQEIRSTEP2 X IFHR EREMAZTIREY, HRETHE.

& A RabbitMQ

ARMS{EHPrometheusisiF S MIRabbitMQRIEHE., BiERBLL FEESTIEN.

STEPT @ ERabbitMOFTTEINE @
c
STEPZ @ mm  jgin
* R{EERR: rabbitmq01
* RabbitMQlstit : arms-g o
* RabbitMQi[: 15672
ArE: ERANEFPE
R LR

THE END @

24 i

HHNERGBNCERNT:
o NUBBNEFE, HFMENE (1) , BENEATHRNEFLREE.
o ZMARH—IE,

AHER
@ 38 BASHEAGERRETEEEN,
RabbitMQit: it RabbitMQH/IE#E ML,
RabbitMQix O RabbitMQ#Ji% S, flan: 15672,
RAFP& RabbitMQBIFH F &R,
=15 RabbitMQHI 43,
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PrometheuslS B AR =S E- HHF4E

EEA

@ 88 7 ARebbitMQEMRST EP2 K if (935 4R T4 o] & & IS 1845 4%

4. HAKKERE, SEREENNAMIA.

XN gJ |- - Agentii7s: FHFAgent
SLHHEFR BIFETR B i =1

5. BRIZAHIHKRBINKE, BEEZAGNKEEREE.

88 resource_ > RabbitMQ Metrics2 - i X 2 # o

arms_instance_name  rabbitmq2 v instance 9419 ~

@ Node up Stats ~

0.6 2020-03-27 11:45:30

— rabbit@u
Exchanges Channels
10 10 10
05 05 0.5
No data points No data points

0 0 0
0.5 0.5 0.5
1.0 -1.0 -1.0

1138 11:40 11:45 11:35 11:40 11:45 11:35
min m: 9 nt min m 9 nt

@ 3B BEZAMIHER, hIEE LA KRIERE.

HXERME

EAGBERE, THERMINAHRTLTERE:

o PHBEFINMER, THIRSHMNAL.

o BEBEFINAR, TEEAKNETEE.

o REBMEFIMENE, TEEAANFE, SEAHNFETENHERAER.

6.8. EHME =Prometheus!5ix
RocketMQ

E3]

Olast15minutes> Q & 55~

O Last 30 seconds

1114524 1114526 11:4528 11:4530 11:4532 1114534 1145 — rapbitgupmeey mmmmees sy 1 44 1114546 11:4548 1114550  11:4552

current
1

Consumers

No data points

11:40 11:45

min max avg current

[ = PrometheusiSisi2 t— R LR BRocket MQE R AH, HIEHABNENERKEAE,

hgEAD

1. ZRPrometheusizdl &,

2. FREA LAEFBRE, AEREFERTFERRS. Kubermetesd & ECSZE R fyPromet heussL

B,
3. AEMSMERTAR KR,
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Prometheus 2 A H =

BEA

73

AL 4
S8 -AHE Promet heus 5= AR %

ZMMRocketMQ 2 B9 4R 4

1. EAKRERE, 26 LANGRMALGKE.

2. EEADPOER S FRocket MQAHEIHR.

3. e ARocket MQERSTEP2XFHE EREMAZTIREY, HETHE.

& N RocketMQ

ARMS{&EPrometheus S5 %MIRocketMQEYEIE. BILEELL T ESSRIEA.,

STEPT @

STEPZ2 @

THE END @

24

HEZWR

RocketMQib it

AFP&

EZFERocketMQETEIAE @

C
mE i
= dB{FETR: rocketmg
* RocketMQitihiE: arms-pi (]
Brsa: Bl N\ accessKey
g &\ secretKey

R

HHNERGBNCERNT:
o REIEZNEFE, HFMENE (-) , BENEAARTHAEAFLRERE.
o ZIREAH—IE,

@ B BASHEAEXBRNTERAR.

RocketMQEuZE i, #=U0: &IOS |, SNMbULZEFERXAE
= () nhE.

@ 38 ERBEESBERSKuberneteskiRocket MQHEHEELAE .

RocketMQHEJAccessKey,

RocketMQH#JSecretKey,

100
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BEA

Prometheus 512 iR %

@ 388 7 ARocket MQEMRST EP2 K if (9IS 4R T4 o] &5 B IS 1845 4%

4. FHHABERNEH, SEREEANEAHI,

ARME - L . Agentih7s: FHFAgent
LSRR BAHERR B K HBE

arms-acm- arms-ac ACM ACM das RS A

MONGO ¢

mongc mong MONGO - ill2S 1

rocketr rocket ROCKETMQ :OCEETM Q il 5
oar

5. BEZAMIHAXRBINKRE, EFEZAMNBEREREUE.

B8 prometheus-test-1_ DA | B @ B Olast2dhous v Q| Q| v
Interval | 1m v arms_instance_name | rocketmq1 v broker | All v topic | All v group | All v
broker tps & broker gps rocketmq_consumer_offset rocketmq_consumer_message_size
10 6K 1.0
0.5 0.5
4K
0 0
2K
0.5 0.5
1.0 0 1.0
00:00 08:00 16:00 20:00 00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00 16:00
rocketmgq_producer_offset rocketmgq_consumer_tps rocketmgq_producer_message_size
125K 10 1.0
100K 05 05
75K
0 0
50K
0.5 0.5
25K
0 1.0 -1.0
00:00 08:00 16:00 20:00 00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00 16:00
rocketmq_producer_tps rocketmq_group_get_latency_by_storetime rocketmq_message_accumulation
10 10 1.0
0.5 0.5 0.5
0 0 0
0.5 0.5 0.5
1.0 -1.0 -1.0
00:00 08:00 16:00 20:00 00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00 16:00

@ 38 BEZAMIHEIR, DITSEZAGNSEISRGE.

HXERMF

EANSERE, THERNNALHRTUTRAE:

o PHRBEFINMER, THIRTHMNAL.

o REBMESIMAL, TSEAHNETHES.

o RERMEIINEE, TEEAANFE, SHEAHNFETENHERER.
XX

o HftiXBEAHEN
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Prometheus Sz AHE=EE-HHF KL -
Prome BiInAR=mEE- A Promet heus 512 fR %
%

6.9. EAHM 2 =Prometheus!§iz
PostgreSQL

fl B = Promet heus!S i i2t— B L E R BPostgreSQLER NA M, HEMAEINANERBEXRE,
megeEADO

1. ZFEPrometheusiz4l 4 .

2. ERELA LAEFBRE, ASREFERTERRS. Kubernetess & ECSZE A f9Promet heussL 4l
%WU

3. AEMSHMERTARKE.

AMPostgreSQLE R A H M4

1. EAGRERE, 2EE LANRMALGKE.

2. FEADPOERPEEPostgreSQLA M E4R,

3. e A\ PostgreSQLEMRSTEP2HE E RS HASTESH, HELHE.

< 3E PostgresQl

ARMS{EPrometheusaisailiPostgreSQLAVETIR, BRI THESRIEN,

STEP1 @
1EiEPostgreSQLFITEINE @
C
STEPZ. @ mm  jum
« YRR postgresql0T
* PostgreSQLItHHE: arms-p (%]
* PostgreSQLEM: 5432
Ars EEARFS
g SRS

THE END @

W
3
=
st
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Prometheus 512 iR %

Promet heus iz /A1t

SEE-ANE

EEA

HEER

PostgreSQLits it
PostgreSQL#x O
BAF&

=g

i

HAHNERGBNCERNT:

o REUBBNEFE, HFMNENL (1) , BENARTHAEFLREE.

o ZMEBH—,
@ 38 BASHEAHXRRETEEAR.

PostgreSQLEVEE ML,

PostgreSQLEYIR OS5, Hla0: 5432,

PostgreSQLEIFH P &R,

PostgreSQLEY G,

@ 83 754 APostgreSQLERST EP2 K S AiS 45 S o] & 5 MIBISHR,

4. HHABERH, SEREEANAHI,

Xingji-

SLEEFR

postgresg

postgresc

AgentiRZs: FHKAgent

LEHERIR S K& 1R{E

PostgreSQL PostgreS Ty S
board

5. BEZAMIOAXRBINARE, EFEZAKNBEREREIE.

88 resource, > PostgreSQL Statistics ~ [ S + (o1 5 2
arms_instance_name  postgresql1 ~ Instance 5:9187 ~ Database  buy2 ~
v Settings
Version Max Connections Shared Buffers Effective Cache Maintenance Work Mem Work Mem
12.0.0 1700 4.000 GiB 12.0 GiB 1.000 GiB 4.000 MiB

Random Page Cost Seq Page Cost

1.1 1

+ Connection / Transaction Statistics

Connections ~

Max Worker Processes Max Parallel Workers

256 2

Transactions

0.5

2020-03-30 16:34:48
)

@ 3B BEZAMIHER, hIEE LA KRIEREE.

RINEHEE

Olast15minutesy Q £ ~

Max WAL Size

2.6 GiB
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BEA

HXBE
EAGBERE, THERMINAHRTLTERE:

o BEEMIINMER, TMIRERMBAH.
o BHEMINAR, UEFAKNIETHESE.
o BHEMINFRE, UEEAMNFE, SRAHNKREEMNHAESE.

6.10. FHME =Prometheus 5=

Prometheus 51 iR %

Z00Kee per
fo] BB = Promet heusiS 1542 it — B R R AL B ZooKeeper X BN A, HIBHAENANERELIZ AR,
megeEADO

1. ZHFRPrometheusiz4l 4.,

2. ERELA LAEFBRE, ASREFERTRRRS. Kubernetess & ECSZE R fyPromet heussL
2R,

3. EEMSHMERTARKE.

#NZooKeeperE B A K

1. ZAHfEENE, 2SE6 LANRMAGKE.

2. EEAP O EIRG BT ZooKeeperAH-EfR.

3. e A ZooKeeperEMRSTEP2 XIFME & TEMAZTINESH, HETHRE.
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Prometheus 512 iR %

PrometheuslS B AR =S E- HHF4E
BEA

& N\ ZooKeeper

ARMS{EFPrometheus&1EEiIZooKeeperBIEIE.

STEPT @
iEEZooKeeperFFEINE @

STEPZ. @ e g

* E{HEFR:
* ZooKeepertiiilt:

* ZooKeeperig[]:

€=aD)|

# vim zoo.cfg

BB T ETERE A,

zookeeper01

arms- 0

2181

#TTzoo.cigBEEM{SAIILL FE B TENZFmS, EFFHEH.

4lw.commands.whitelist="

#1¥ A\ Zookeeperfibin B RE/SZookeeper,

HiE

THE END @
e R

AHNERGENCERDOT:

o REIBB/NEFE. HEMEXE (-) , BERNEARTHAEFLHEE.

@ 38 BASHEAHEXRERETEEAR.

ZooKeeperishit ZooKeeperfE#Z ML,
ZooKeeperiz O ZooKeeperfin A<, flan: 2181,

@ 308

o 1T vim zoo.cfg %, Ezoo.cfgFREXHPHM 4lw.commands.whitelist=* BLE&
HEFEERE, AR ANZooKeepertbinEREFZooKeeperBl T FENEHS,

o 7E¥EAZooKeeperEiRSTEP2 XiFHHE IR R 0] EE IZHER.

4. HHABERH, SEREEANAHIA,
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Prometheus 51 iR %

=N
Xin g_l | Agentik7s: FHRAgent
ARINA R
LBIEFR BEEFR S = BF
-
zooke zookes Zookeeper R 15
oard

5. BEZAMIHXRBINKRE, EFEZAMNBEREREUE.

% e B & O

~

88 resource. > prometheus_zookeeper - hf* Olast15Sminutes > Q& ~
arms_instance_name  zookeeper1 v instance 9141~
oM TGRS A5 > TREE HEAD TIRResE O BARVHTANXHR TRIEHER
Metric v
1 2 171 12959 170 65535 Sl
zk_packets (received/sent) zK_latency
0= = current 15 current
10 — received 16.00 1 — min 0
[ sent -16.00 avg 0
10 05 max 1.000
20
15:52 1554 1556 1558 16:00 1602 16:04 15:52 15:54 15:56 15:58 1600 16:02 16:04
HERATR SRR EEY watchesf# i
oo e nt 250 current coid rent
55 — requests 0 T = connections 2.000 200 — watchs 17.00
175
0 2.00

@ e BHZAGSORR, thTEE LA RRIEREE.

HXBRIF

EAGBERE, THERMINAHRTLTERE:

o PHRBEFINMER, THIRTHMNAL.

o REBRMESIMAT, TSEAHNESTEE.

o REBMESINENE, TEEAGNIEE, SEAFNFETENHERER.

6.11. {EHME =Prometheus§=
Nginx (|BAR)

P2 ZPrometheus =Rt — L REENGINE R NAH, HRUABNANEREERE, AXN4AR

MNginxE BB H BN L E R EIFIE.

:EB /% E l%\
o |HIRNginxE R A L& H Znginx-module-vtsi&Ei
o |HRRNginxE BY A 4 R ERINgInIEFRIN T FRF7R.

55 %
nginx_server_requests Server
nginx_server_bytes Server

i

[

Serverig K

Server21 41
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Promet heusl i iR 25 Prometheus S ZAH=EHE- A A

RN
Ei=t Bt R
nginx_server_cache Server Server&fz
nginx_filter_requests Filter Filteri& k£
nginx_filter_bytes Filter FilterzT5%¢
nginx__filter_responseMsec Filter Filt erle 5z B &)
nginx_upstream_requests Upstreams LITiERE
nginx_upstream_bytes Upstreams EITFHH
nginx_upstream_responseMsec Upstreams L4708 Rz B9 8]

CIEAE3Gs
HRERNBEFIZTNGINERSE, ZEEEREnginx-module-vtstEtl, &2 nginx-module-vt siE R E{R
BEWNT,

1. T#Enginx-module-vtst&k

shell> git clone git://github.com/vozlt/nginx-module-vts.git
2. WIEERE.,

i. FEnginx4miE B A Inginx-module-vt st&E

--add-module=/path/to/nginx-module-vts

i. TEEARGEHEFHNginXx-module-vtsiEiR,

./configure --user=www --group=www --prefix=/usr/local/nginx --with-http sysguard m

odule --add-module=nginx-module-vts

3. & nginx-module-vtsi&Eig,

make && make install

4. Nginx ConfEt &, EXNginx ConfIEE, HiHxmksEd,

http {
vhost traffic status zone;
vhost traffic status filter by host on;

server {
location /status {

vhost traffic status display;
vhost traffic status display format html;
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Prome BiInAR=mEE- A Promet heus 5= AR %
%

IXEL-LXILJRH E‘H;Wfﬁl]?ﬁv ?T;q:VhOSt llL.\o

vhost traffic status filter by host on

@ ¥ FEKINEE, HNgnEEB S Nserver namefiERT, RASRERABL
server_nameE TRENSIT, BNEINSIEBRELIBITEEIE— ) server_name L,

ERAEEFITRENserverXig, AT TG SEZEAvhost_traffic_status,

server {
vhost traffic status off;

}
5. iEnginx-module-vt SR 2 B REM

curl http://127.0.0.1/status

meeEAD
1. ZFEPrometheusiz4l 4,

2. FREA LAEFBRE, AEREFERTFARRS. Kubernetesd & ECSZE R fyPromet heus3L
%*”Ro

3. AEMSMERTAR KR,

AIMNginx 2B 940 4

1. EAGKERTE, BEELANGRMALGKE.

2. EEAPOERGS EENginAH EIR,

3. EEANGINXEARSTEP2XIFHRERSHAZSIESH, HETHE.
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Prometheus 512 iR %

PrometheuslS B AR =S E- HHF4E
BEA

€ FEA Nginx

ARMS{EEPrometheus IS MINginxUEHE. SIZRL FSBERIEA.

STEPT @

STEPZ2 @

THE END @

24

HHBR

Nginx3t i1k

Nginxim 0

D k=

EEENGInFTEAE @

c
g fEir
* PHERR: nginx01
* Nginxdight : arms-pr. (]
* Nginxim/[: 80
(x=]

ZEE S8 nginx-module-vts: Nginx virtual host traffic status module, NginxfJMaiEtEtE, SEE2IEMISONET
BUEUEH. "ILA8%: https/blog.51cto.com/xujpxm/2080146

e

i

HHNERGBNCERNT:
o REUBBNEFH, HFMENL (1) , BENAARTHAEFLNEE.
o ZMARH—IE,

@ B  RASREAGRBRETESAR.

Nginxa9ZE=ZE M,

Nginx#ixs A5, Flan: 80,

o MMEE LA NginxB MiEE R nginx-module-vts: Nginx virtual host traffic status

module, LEARIRTTEMRASONAR U BIEIEF .
o HEEANQGINXERSTEP2 KIFHIEIR AL oI EE IR,

4. FHABERNEH, SEREEANEAHIM,
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Wi = £ Promet heus 5= AR %

BEA
Xlng_l |- Agentikis: FHRAgent
AN
LHIEFR BHETR =2 ps: BAE
ngin ngin 1123 #E

5. BHZAMGIAKRBINAE, EFZAGNKEEREE.

ssssssss instance | 172.2!

Exporter build informatio Writing

-ﬂmmm

Total http requests

15
15:06 15:08 15:10 1512 1514 1516 15:18 1520 1506 15:08 15:10 1512 15114 1516 15:18 1520
{instance="17: job="_aliyun-prot {instance="172. job="_aliyun-{ +

Handled client connections g Accepted client connections
45 45
40 40

15
1506 1508 1510 1512 1514 1516 1518 1520 1506 1508 15:10 1512 1514 1516 1518 1520
{instance="17: job="_aliyui )] {instance="172.2¢ job="_aliyun-{

@ #e BHZAGSHRR, thTEE LA RRISREE.

HXBE

EAGBETE, THERINAHRTTRAE:

o PHRBEFINMER, THIRTHMNAL.

o BERMEFINAR, TEEAKNETEE.

o BEBEFINIENE, TSEAMNLE, SEAHNKETENEAES.

6.12. & BEJEZ_:PrometheusL"E s
Nginx (Frhx)

2 =PrometheusiS IR R — B R EFRENQInER YA H, HIZHABNANERLERE, KX NEH
MNginxE BB H BN LR R EIFIE.

CIE+ 553
EERNREHETNGIRS
:ﬁb % I%\

o NginXRZAS MR ngx_http_stub_status moduleE % i NginxBR S FrE IR IR B0 5 R S 0SSR,
o FRARNginxZE B ExporterZ 2y 2ngx_http_stub_status_modulet&ik,
o FTARNginxZ B ExportersR & RINGInXE IR AN T R TR
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Promet heus 512 iR %

Promet heusis /At

RAEAHS
BN

BT
nginx_connections_accepted
nginx_connections_active
nginx_connections_handled
nginx_connections_reading
nginx_connections_waiting
nginx_connections_writing
nginx_http_requests_total
nginx_up

nginxexporter_build_info

HHIE P iREE
Handled RS H0EEEL

EEERE P i B E A

Nginx Exporter@ & IEFIEfT

Nginx ExporterfIZE R

FB—: ZE&Engx_http_stub_status_modulei&ik

MREHINGINXBRFIZITERRSERECS, MIRRBUUT S BLENgINXERAE A,
1. REIRSGIRER—Ngx_http_stub_status module2E B %%,

nginx -V 2>&1 | grep -o with-http stub status module

o HMLATRRMNERELREnNgX_http_stub_status_modulet&Eik,

[root@ ~# V 2>& grep —o with—http stub_status module

[root@

o ERBIMPAEER, NikARZEngx_http_stub_status_modulet&it, TTHITUTHSREE
B,

wget http://nginx.org/download/nginx-1.13.12.tar.gz
tar xfz nginx-1.13.12.tar.gz

cd nginx-1.13.12/

./configure --with-http stub status module

make

make install

2. BANngx_http_stub_status_modulef& R & Nginxik 7,

location /nginx status {
stub status on;
allow 127.0.0.1; #only allow requests from localhost
deny all; #deny all other hosts
}
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Prometheus S ZAH=EE- HIF K
BEAETEE m Prometheus 51 iR %

BEAN
@ 68
o LocationtBib =& & A nginx status o
O allow 127.0.0.1 # deny all FNAFAHMIFE, &FRIFNginx Exporterifiia,
Mo XFRITRIEGER, B&EE 127.0.0.1 REANginx ExporterdPibiit
3. E/FNginx,
nginx -t

nginx -s reload

4. (TM) IEngx_http_stub_status modulelEREFEMINEH.

curl http://127.0.0.1/nginx status

HIM A TR RN ZERNgx_http_stub_status_modulet& kR B MBI,

“1# curl 127.0.0.1/nginx_status

s: 1

ed requests
: 1 Waiting: 0
14
FB_: HMFBRNginxER A G
1. BEFPrometheusizila,

2. FREZA LAEFBRNYE, AEREFERTHERRS. Kubermetess & ECSZE R fyPromet heusSL
BR.

EEMSHERHARKE,

FAMSERERE, 2E6 LANRMAGKE,
EEAPOERPEFNginX (v2) BHEER,
EIEANGinX(V2)ERSTEPR2KIFHNEERASHMASINSY, HETHE.

o v kMW
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Prometheus 512 iR %

73

Promet heus 4 #2

AEZEE-AME

EEA

€ & Nginx(v2)

ARMS{ERPrometheus &E EMINginx(v2) BUEHE, EEBIATEESMIEA,

STEP1 @

STEP2 @

THE END @

2H

HEER

Nginx(v2) #bht

Nginx(v2) # 0

#EENgink(v2) FiTEHE @

il Ei=tian
* EEERR:
* Nginx(v2) Hiht:

* Nginx(v2) [

[£=]

nginxv2

arms-

80

ZEZENginxFFEngx_http_stub_status_module,
BEWHY https://help.aliyun.com/document_detail/171819.htm

Eiz:puy

AHNERBANEERNT:
o NUBBNEFE, HFMENE (1) , BENEARATHNEFLREE.
o ZREFH—I.

@ 8

BOABTRAAMXE R MFERAMN.

Nginxg9 &bk,

Nginx89im A5, flan: 80,

@ 88 7EEANGInx(v2)EHRSTEP2 XI5 (035 45 A 0] & & M 84547 .

7. E A EERE, SEREEANNEHLA.
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Prometheus 512 iR %

BEAN
arms- Agentikis: FHRAgent
IR
LBIEFR EEFR BE
- - ) G -

8. BEZAMLAKRFINAE, EFZARNEIRIEREIE.

ssssssss instance | 172.2!

Exporter build informatio

f\f\f\

Writing ¢

15:06 1508 1510 1512
job="_aliyu-proi

HXERME
ALK

1514

Handled client connections

1516

1516

15:18

15118

EIRTUE, oI ERMBAMRITATERE:

1520

15:20

45

40

35

30

25

20

45

40

30

25

{instance="172.2¢

Waiting connections

)

Total http requests

1506 15:08 1510 15:12 1514 15:16 1518 15:20
job="_aliyu-j T

Accepted client connections

1506 1508 15:10 1502 15714 1516 15118 1520

job="_aliyun-;

o BEBRMEIINMER, TTHIRERMBAH.
o BHEMFINAL, JEFAKNIETHESE.
o BERMEIINFNE, UEEAMGNESE, SRARNKRTENHERER.

6.13. H X B AMSEAN

fIE =Prometheusii =R M — R L XMEBE ELHIEERE . HERE ., HITPRS[AEURHEMRENA
f, ARUABNANEREREARE.

]2 z=Prometheusig it & T 1S EL M SR B BVA B —FIBEATNRE, WEAENAGEERTE, BhAERFE
MARNZRAN. BERSEAMHBERE, AXUAMYSQLASI, ERE AL E = PrometheusE k2 #FHY
FFRA M RIENIERE,

PrometheusfB 145 X5 5

AR &4
o EOIEME=AIRSKEER, BINRIE, BN 0IEKubemetesE & [REEE,
o MBERAEIREZKISERCTIEAFE ZPrometheusisis, B{KRIE, BEMPrometheussLfll for 22k

%O

o VPCSLf 2 A2 =Prometheusis1z, BR#E/E, PrometheussLl for VPC,

BERE

I Exporters and integrations,
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https://prometheus.io/docs/instrumenting/exporters/
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PrometheuslS B AR =S E- HHF4E

Promet heus 5 i=pRZ BEA

1833 f B = Promet heusF s 5 =My SQLEY R AE IR 2 00 T EI 7R .

EERF RN BIERE

TB—: HENH
¥ PrometheusE iR I mysqld-exporterZ R B = R8RS K8sERE, PMEIMEIMYSQLEIE., BRIES B
mTw:

. BREHRSEEEF S,
- EENSME, EREH.
CEERIIENE, RIEREE, CEHANEFINETNRER.
. BIEAARA.
i EEMSME, BRIERE > TRES.
i. #EXERSHE, BEERYAMLBIZRIR,
ii. AR NENERCBEBANUTRE, REREEIE.

—

A W N

@ g B% <yourMySQLUsemame>. <yourMySQLPassword>, <IP>, <port>&i#h
MySQLES 3T R 1E

apiVersion: apps/vl # for versions before 1.8.0 use apps/vlbetal
kind: Deployment
metadata:
name: mysgld-exporter
labels:
app: mysgld-exporter
spec:
replicas: 1
selector:
matchLabels:
app: mysgld-exporter
template:
metadata:

labels:
app: mysgld-exporter

spec:

containers:

- name: mysqgld-exporter
imagePullPolicy: Always
env:

— name: DATA SOURCE NAME
value: "<yourMySQLUsername>:<yourMySQLPassword>@ (<IP>:<port>)/"
image: prom/mysgld-exporter
ports:
- containerPort: 9104

name: mysqgld-exporter

ERSNEERIZNSREA.

O mysald-exporter appimysqld-exporter ” prom/mysqld-exporter 2021-03-11 16:4934 W | AE | s EE
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Prometheus S ZAH=EE- HIF K
BEA

Prometheus 512 iR %

5. BIEARSS.
i. EEMSHE, EENE > RS.
i. RS UE, BEFERAYAMLBIZRIER,
ii. ZNETENERCBERAANUTRS, REREHE.

apivVersion: vl
kind: Service
metadata:
labels:
app: mysgld-exporter
name: mysgld-exporter
spec:
ports:
- name: mysgld-exporter
port: 9104
protocol: TCP
targetPort: 9104
type: NodePort
selector:

app: mysgld-exporter

BR S5 T B R eI BIBRSS .

O — wpprysaideporer  Nedebon

TR BEERSAD
fic & il 2 = Promet heus S 12 19 AR 55 & T LA MY SQLEUE BV IR E S BN T -

mysald-exporter9104 TCP
mysald-exporter3159 TCP

D sEE EHIA

HE | EH SEVAML B

o MBERAEIREZKISERDIEAFTE =Prometheusisiz, B{REIE, BS M Prometheusstfl for

oo og

BHRRE.

o VPCSLf B A2 =Prometheusisiz®, BE{R#E/E, PrometheussL#l for VPC,

1. BRPrometheusizil &,

2. #EPrometheus S MEBYTRERE 4=, BIRKSsERFIENMIE, HEBMERANNREY R IR

gc
3. AIRENE, BEFRSAMRE, EREBRET, BiServiceMonitorii#,
4. #£ServiceMonitorA&E T, Bk MServiceMonitor,
5. &£ MServiceMonitorfiFEFHMALITASR, RAEREHE.

116
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Promet heus 51
Promet heus 512 iR % o

AEZEE-AME

EEA

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
# EE—HE—BR
name: tomcat-demo
+ IHEBtraGE=IE
namespace: default
spec:
endpoints:
- interval: 30s
# E:‘ﬁ'service.yamll:FPrometheus Exporterﬁmﬂ"JPortﬂ'\JName:f'—Eﬁﬂ'\JfE
port: tomcat-monitor
# BB Prometheus ExporterXMApPathfI{E
path: /metrics
namespaceSelector:
any: true
# Nginx DemoBY#n#%E(a]
selector:
matchLabels:
# MEBservice.yamlBLabel FERRMELLEMI B FFservice. yaml
app: tomcat

ServiceMonitorllIE TEREENRS A,

m

$54 wEZH EfREER B

defaul =/metrics, port=mysald-exporter]]

TB=: BEEXS
B EGrafana X UBRTREIENRES BT :

1. ¥THGrafana K £HE T,
2. EEMSMEZIEE+ > Import,

hLabels=(app=mysqld-exporter]]

3

=

e

3. #£Import WEKIMport via grafna.com3 A&, HAPrometheusiZ2tAIMySQLA £1EIRAIID7362,

REEEAMEBEELoad,
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Prometheus S ZAH=EE- HIF K

EHEN Prometheus!5 12 RS

J  Import

Import dashboard from file or Grafana.com

I, Upload JSON file

Import via grafana.com

Load

Import via panel json

Load

4. ZElmport WHEIBREUTER, AEETHImport,
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Promet heus 512 iR %

Prometheus S ZAH=EHE- A A

BEA

J  Import

mport dashboard from file or Grafana.com

Importing Dashboard from Grafana.com

Published by nasskach

Updated on 2018-08-07 17:26:18
Options

MName

MySQL Overview

Folder

General

Unique identifier (uid)
T ntifier

prometheus

i. £Name XAREPBMABEX B KEEIR,

i. 7EFolderTHI%I%& diERMEIM E R B 2RRFSKsEEE,
ii. ZEprometheus TH;Zl%k iEREN T E =B RIRFSKEEEE,

i & S5 e R B Graf ana K INE Fr R
MySQL Overview -

Interval  auto~  Host 172.29. PMM Annotations

MySQL Uptime Current QPS
66.96

Connections

MySQL Connections

Table Locks

MySQL Questions

B glZPrometheus MIBIRE

b I

whi+

22 Query Analytics

InnoDB Buffer Pool Size

4 GiB

=os =MongoDB =HA = Cloud

Buffer Pool Size of Total RAM

no value

MySQL Client Thread Activity

18:00
min max avg  current
2400 4600 3531 4400

300 400 309 400

MySQL Thread Cache
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BEA

Prometheus 512 iR %

AERERCBIRZEMIRES BT :
B RPrometheusiZ4l g .

fEPrometheus!S I TIH TSP AL, EIRKOSEREFTE MO, B EFRKSsERINGTR.

1.

<

Vii.

Vi,

iX.

. EEMSHE, ERREKE.
 EREEENEA LA, REUERE.
- ERIRREER, ATUTERE:

(oiE) MEEBRR TR, EFER,
ERNZRIAE, WMAMNUER, Blan: MEFBREDRE.
EHERAAXAKE, BASZERER. #lt0: (sum(rate (kube state metrics list total{jo

b="kube-state-metrics", result="error"}[5m])) / sum(rate (kube state metrics_list total{

job="kube-state-metrics"}[5m]))) > 0.01

D #F& PomQUEATARN s HSASKRE, FEENREAFSHNEGD - £

ARBBSHKR = . HlW: B sun (rate (container network receive bytes total{inst
ance=~""$HostIp.*"}[1m])) B sum (rate (container network receive bytes total
(1m]))

ERENEXAE, AAFLENEN, SEENDPHESERGNHMESRASE. flM: 15
f, SEEFRMERISHBHERN A SRETE,

@ B BENSEHREESERMREEEENSIN, & g ENPomQLESR R
#E. PrometheusBIASUEREEIAA15s, WMREHIELENX60/15=ANDHTFERHEBE LR
% (PromQUEA]) , MASKIXEZ. tPrometheusHZE MM BIAFFLN B 10, BERE
EEANHERATHEEESMS (PromQLET ) ASMASE, NREREERT—DEUIESH
BEZEEM (PromQUEES)) MAESFE, BELIFENEAONTH.

FEENBYAE, BASEHE,

(&) ARREENREXE, REIZFRETLURERERSE, RENREBES R
BIEIN,

(Tif) ERSERBENIRXE, BEMNEER, RE# I message, REEN ((TES)EEE
A, RETHENERA: message: ({TEHF) I HEEBR |, Ban : message: { {$labels.pod nam
e} BR

BULIBEXZES, hTEREANREENTES. EANGEEE:
MIBHISREE THIZIR, B K.

WARIRBAIRE, BERENRE,

BEHE.

RERENEEREENRE,
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https://prometheus.console.aliyun.com/#/home
https://help.aliyun.com/document_detail/251841.html#concept-rr3-55h-hhb

Prometheus B2 AHEEE-=Z %

Promet heus 512 IR $S BA

7.ZPimEAN
7.1, BB =Prometheus!SiRJVM

B EN AR SREEVMEEE, #HME = PrometheusisisREVMEIR, (&BIPrometheus Grafanak
BRBRVMEEE, HOIEIRE, ENTSSIFA HPrometheus!SIRVMEIBE B, AR =S8 ARSZKBsEERS
B =BR[EGRIRSAE, NBNEEEPrometheusifEVM,

AR &M
o [MERABIRSKSSEHTENME=Prometheus!iSiz, WMEEN, BSMWPrometheussLyl for Z2E%

%O

o ECIRNEZRRRERFIRGECE. MALIE, BERLE . LIERROE,

Demo
N B R RIS SN {E@ 2 Promet heus S #5IVM, #RE]AEH E18 S fDemoli E

BRIERE
1B fIT B = Promet heus R VMEYIRE SRR 0 T B AR

SR—: ANAER
KRR IE AR BN M RER S BT

1. T pomxmB & il Mavendk it ,

<dependency>
<groupId>io.prometheus</groupId>
<artifactId>simpleclient hotspot</artifactId>
<version>0.6.0</version>

</dependency>

2. ERARERRMIIEMNIVM ExporterdI B,

@PostConstruct
public void initJvmExporter () {
io.prometheus.client.hotspot.DefaultExports.initialize();

}

& 7] A& Z DemoI B 8 /src/main/java/com/monitise/prometheus_demo/DemoCont roller.javaxX

%,
3. fEapplication.propertiesX {4+ & & F FPrometheus S 1Z B im O FEZE.

management.port: 8081

endpoints.prometheus.path: prometheus-metrics

RO A5 £ DemoIR B B9 /src/main/resources/application.propert iessX 44 ,
4. ERIARBRHRMITAHTTPIE AN A,
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73

Prometheus S ZAH=ZEE- =%

N Prometheus 51 iR %
BA

@SpringBootApplication
// sets up the prometheus endpoint /prometheus-metrics
@EnablePrometheusEndpoint
// exports the data at /metrics at a prometheus endpoint
@EnableSpringBootMetricsCollector
public class PrometheusDemoApplication {

public static void main(String[] args) {

SpringApplication.run (PrometheusDemoApplication.class, args);

#RO] A2 & DemoIR B B9 /src/main/java/com/monitise/promet heus_demo/Promet heusDemoAppl
ication.javax it ,

$B—: H{ENA
BremiEmntNAFHEREGRF T EENE SR ERRESNEECENRES BT :

1. T TR SERRIFER,
mvn clean install -DskipTests
2. FITUAT oS HEERR.
docker build -t <ZHilEEDocker B> : <AMIEES Docke r$RKARASS> . --no-cache
AN EEESS
docker build -t promethues—demo:v0 . --no-cache
3. AT T oS RRERITIR,

sudo docker tag <ZAHIGEEDockerFRRBIR> : <AHIIGEAI Docke rSRIGARAS > <RegistryldB>/<fpRFIE>
/<SRIRBIR> : <SRIGRhRAS >

mhle<:

sudo docker tag promethues-demo:v0 registry.cn-hangzhou.aliyuncs.com/testnamespace/pr
omethues-demo:v0

4. FATUT RSB RBEEXERRECE,
sudo docker push <Registryi®f>/<@RZ(E>/<RIGERIF> : <BERRES>
AN TR
sudo docker push registry.cn-hangzhou.aliyuncs.com/testnamespace/promethues-demo:v0

S ERESENENRGRATAER LERNNARER.

723 #KI0Q ®E Digest @ BEAN @ RIERERE B

Cab8ii24411311becle5 1119018
w0 9a36372c52... v E# 293.280 MB 2021-02-20 15:56:50 wehH | BER | @Y | 5

FB=. PENH
BN ASEESEBRESKSSERNRES BT :

1. BRERRSEEERHA,

122 > MHRRA: 20220708


https://cr.console.aliyun.com
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Prometheus Sz AN HREE- = is

Promet heus 512 iR % TN

2. EEMSAE, ERER,
3. EEMYERRE, KIBENEE, EHANREIRTNAEE.
4. BIBRBRRA,

i EEMEME, BRTHERAR > RS,

i. EXRSHRE, BEERYAMLBIZER.

iii. AR AENERKBEBAUTAS, AEREEIE.

apiVersion: apps/vl # for versions before 1.8.0 use apps/vlbetal
kind: Deployment
metadata:
name: prometheus-demo
spec:
replicas: 2
template:
metadata:
annotations:
prometheus.io/scrape: 'true'
prometheus.io/path: '/prometheus-metrics'
prometheus.io/port: '8081'
labels:
app: tomcat
spec:
containers:
- name: tomcat
imagePullPolicy: Always
image: <Registryldf>/<mRZTIE>/<RIGERFF> : <BERAES>
ports:
- containerPort: 8080
name: tomcat-normal
- containerPort: 8081

name: tomcat-monitor

R
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! Prometheus 512 iR %
BA

apiVersion: apps/vl # for versions before 1.8.0 use apps/vlbetal
kind: Deployment
metadata:
name: prometheus-demo
labels:
app: tomcat
spec:
replicas: 2
selector:
matchLabels:
app: tomcat
template:
metadata:
annotations:
prometheus.io/scrape: 'true'
prometheus.io/path: '/prometheus-metrics'
prometheus.io/port: '8081'
labels:
app: tomcat
spec:
containers:
- name: tomcat
imagePullPolicy: Always
image: registry.cn-hangzhou.aliyuncs.com/peiyu-test/prometheus-demo:v0
ports:
- containerPort: 8080
name: tomcat-normal
- containerPort: 8081

name: tomcat-monitor

ERSHEERENSRA,

O prometheus-demo apotomeat 22 registy. 2021-03-04 163851 WS | W GBS
heus-de

5. BIEERS.
i. EEMSHEE, EZEME > RS,
i. ERRSTE, REERAYAMLBIREIE,
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Prometheus B2 AHEEE-=Z %

Promet heus 5 i=pRZ EA

iii. ZRIBRRENERCBEBAUTAR, RERHAE.

apiVersion: vl
kind: Service
metadata:

labels:
app: tomcat

name: tomcat

namespace: default

spec:

ports:

- name: tomcat-normal
port: 8080
protocol: TCP
targetPort: 8080

- name: tomcat-monitor
port: 8081
protocol: TCP
targetPort: 8081

type: NodePort

selector:

app: tomcat

BR 55 TUE R EU 2 BIBRSS

amsu TCP

tomeat: . _
tomeat appitomea 0dePo -03- - EEVAML | B
[m] ppitomcat NodePort 2021-03-04 16:4537 172 sum TCD 5 | E | EEVAML | MR

2632140 TCP

SERN: BEERS A
1®3d ServiceMonit orfig & il B = Prometheus S 1= MRS K TLLAR ENVMEUERE, BIKIRE, 1B EbUS
ServiceMonitorfl RS AWM .

7.2. @32 =Prometheus!51EGo M

BEENEADIESREENFHIE, EAME S Prometheus S1EIMENEUE, {&B1Prometheus Grafana Xz
KRR, HOIEIRE, BuISSIA BHPrometheusisiZ=GoM B8, ASIUAR R = A SRARZK8sEREA
MR ZBR[MEHRIRESHE, NBUEEiIPrometheusiiizGoN A,

AR
EFBRAZEN, HRECEKTHTUTEE:
o [MERAERSKESEHCIEANME S Prometheussin, WAHEN, BB M Prometheusstfl for Z25R

%D

o ECIRNEZRRRERFIRGECE. MALIE, BERLE . CIEREOE,

Demo
0 RIS N1 @ 5 Promet heus SR Go M, #Rol LMER IR S Demo Tig,

Esﬂzuu.
1833 fi] B = Promet heus 412 Go M FH B2 B R R I T B AR

AN AR LN A =N BoE R %5 2R
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iy

L

Prometheus s B AHE=REE- =%
EA

Promet heus 515 R &

SR—: ANAER
0 R 12 R R BB Go R A SR IR S AN T -

1. BHERESAGoMA,

import (
" fmt "

"github.com/prometheus/client golang/prometheus/promhttp"

"net/http"
"strconv"

)

2. BlEO 4 E = promhttp.Handler().

http.Handle (path, promhttp.Handler ())

SBR_. LENH

//#3B—HTTP Handlero

BRRIERNNASIERREF LEENESERRRRFNRERCENRESRUT:

1. RITUTRLERRFER,

go build

2. AFTUTHLUEREK.

docker build -t <#AHEESDockerSEGRBFR> : <ASHIEE Docke rSRIEARAS > . ——no-cache

mhlem<

docker build -t prometheus-go-demo:v0 .

3. ITUAT 8@ ARGITHR.

sudo docker tag <ZHlEEYDockeriRIGBIR> : <AMHUGEI Docke rRGIRAS> <Registryl®i®>/<an & =id>

/<BBEBIT>  <SEHBIRES >

RS

sudo docker tag prometheus—go-demo:v0 registry.cn-hangzhou.aliyuncs.com/testnamespace

/prometheus-go-demo:v0

4. PTUTHIRRGHEEIERGREE,

sudo docker push <Registryi®f>/<@RZE>/<RIGERTF> : <HBERRAES>

RS

sudo docker push registry.cn-hangzhou.aliyuncs.com/testnamespace/prometheus-go-demo:v

0

RERSEENRERAREER LERNNARR.

K 40 @ " Digest @

cab6ff24411311becles 1119078

TEB= RENH

RTATE wtr

2021-02-20 15:58:50 wouH | BER | B | 8
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Promet heusis /At

A& =10

Prometheus 4R iR S
=R s 0
BNAEERRRSKESEHNRIELSBUT:
1. BREBRFEEEH A,
2. EEMSHEE, BEE#,
3. EEBIERNE, RIBERERE, EHANREINETNHER,
4. BIRERA.
i. EEMEME, ERITE/RAR > TRE.
i. EERSHE, RPEEAYAMLIBIZRIR,
i. ZRIRNENEIRKABERAUTRS, RAEREE.
apiVersion: apps/vl # for versions before 1.8.0 use apps/vlbetal
kind: Deployment
metadata:
name: prometheus-go-demo
labels:
app: go-—exporter
spec:
replicas: 2
selector:
matchLabels:
app: go-—exporter
template:
metadata:
labels:
app: go-exporter
spec:
containers:
- name: prometheus-go-demo
imagePullPolicy: Always
image: <RegistrylB>/<mBTiE]>/<HRIGERIF>: <BEERES>
ports:
- containerPort: 8077
name: arms-go-demo
BT
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Prometheus S ZAH=ZEE- =%

N Prometheus 51 iR %
BA

apiVersion: apps/vl # for versions before 1.8.0 use apps/vlbetal
kind: Deployment
metadata:
name: prometheus—go-demo
labels:
app: go-exporter
spec:
replicas: 2
selector:
matchLabels:

app: go-exporter

template:
metadata:

labels:
app: go-exporter

spec:

containers:

- name: prometheus-go-demo
imagePullPolicy: Always
image: registry.cn-hangzhou.aliyuncs.com/fuling/prometheus-go-demo:v0
ports:

- containerPort: 8077

name : arms—go—demo

ERSNEERENSRE,

O prometheus-go-demo appigo-exporter 072 ‘E;‘f'd";"‘( ' 2021-03-12 110328 HE | W N | MR EE

5. BIEMRS.
i. EEMSME, EEME > RS .
i. RS UE, BEFERAYAMLBIZRIER,
iii. ZERIRAENERRBERAANUTAS, RERTEIE.

apiVersion: vl
kind: Service
metadata:
labels:
app: prometheus-go-demo
name: prometheus—-go-demo
spec:
ports:
- name: arms-go-demo
port: 8077
protocol: TCP
targetPort: 8077
type: NodePort
selector:

app: prometheus—-go-demo

BR 55 T B EUEBIBRSS .

cus-go-demorB077 TCP
appprometheus-go-demo NodePort 2021-03-12 110939 72, prometheus-go-demo:8077 T . i

prometheus-go-demo:32397 TCP YAML | ik

al
-
i
3
i

TR KERS AN
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Prometheus S Z AR =ZERE- = s
Promet heus 512 iR 5% BEARTEE-E L
Z

B & ] £ = Promet heus #4512 89 BR 55 & B LAY Go R R R IR E S BN T
1. ZFPrometheusiz4l &,
EPrometheus i IE NE K TR B4, EIFKSSERFAENMIE, BHBEIRIHER,
EENSHNBEERFS AN, ARRERERSE,
. EE B A E FServiceMonitoriis, AEREHMServiceMonitor,
. EARMServiceMonitorXiFEPBMALUTRE, RAEREWE.

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
# HE—H—Z
name: prometheus—go-demo
+ HE Bifa & =iE
namespace: default
spec:
endpoints:
- interval: 30s
# B Prometheus ExporterXMMHIPortHINameFERHIE
port: arms-go-demo
# B Prometheus ExporterdMEIrPathfiI{E
path: /metrics
namespaceSelector:
any: true
# DemoHY&n & == [a]
selector:
matchLabels:

app: prometheus—-go-demo

ServiceMonitorllIE TR REENRS AW,

=% BE=E BiBEsh

[linterval=30s, path=/metrics, port=arms-go-demol] L

TBRH: BBAE

B EGrafana XU B REIBHNRES BT :
1. 3THGrafana KIS R,
2. EEMSMEIEE+ > Import,

3. ZElmport TEAYImport via graf na.comXA4E, # APrometheusi2#tiGoM B KEZEMRID6677,
REEHEHAN, $Eload,
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Prometheus S ZAH=ZEE- =%

BN

Prometheus 512 iR %

J  Import

J Import dashboard from file or Grafana.com

I, Upload JSON file

Import via grafana.com

Import via panel json

Load

4. Elmport WEBAUTER, AEEFHImport,

Load
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Prometheus Sz AN HREE- = is

Promet heus 5 1=fR 5% .
EA

Importing Dashboard from

Published by Alexander

Updated on 2018-06-26 16:57:03
Options

Name

Go Processes

General

Unigue identifier (uid)

prometheus-apl

Import Cancel

i. ENameXAEPHABEXHNKEEZR.

i. MFolderZlZ&d, EREAIE =B EERSKBSEEE,

i. Z£prometheus-aplTFHIEDIEFERNITE =B 2RPRFSKBSEEE,
it B ST Ee /B Graf ana X B I E Fr R
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) Promet heus 515 R &

Go Processes -~

namespace  default *  pod  promet un-go-deme i v

process memory process memory deriv
1u3MB

95 MB

48MB

# » O R +

1410

152MB  146MB  146MB jo-demo-550456ddb-nmG - resi
MzMB  MzZMB 1112MB

3.482MiB

1156 MiB

open fds open fds deriv

S BN tlEPrometheus MiRIRE
1. BRPrometheusizfl &,
. 7EPrometheusif IR TUE M TRERFE 4=, JEIRKOSERBEFTENMY, BT BARKSsERNER,
. BEEMNEME, EEREERE.
. EREEERNEA LA, RHUERE
. ERIBIREER, HITUATERE:
i (oiE) NEEERTRIIER, ERER,
i. ERMUBETRXAE, MAMRUER, Fl: NEFEWENIRE
iil. FEEERRAXXAE, MASERIAX, HI8:  (sun(rate(kube state metrics list total{jo

b="kube-state-metrics", result="error"}[5m])) / sum(rate (kube state metrics_list total{

u A W N

job="kube-state-metrics"}[5m]))) > 0.01 o

D #F& PomQUEATARN s FSASHRE, FEENREAIFSHNETD - £

Eﬁ EI] Hk = , QDZ 'H sum (rate (container network receive bytes total{inst
ance=~""S$HostIp.*"}[1lm])) 1|§E5Zj§ sum (rate (containerinetworkireceiveibytesitotal
[Im])) o

V. RN EARIE, BWARFZEEN, HEENSPHESERMHNMESRASE, AW 15
f, SEEFRMERISHBHERN A SRETE,

@ 388 PR SERMRIEEELNNER, & EEHIREMPromQUES KA

W, Prometheusﬁju}\*ﬂ)%"Eﬂﬁﬁﬁws yu%,xﬁ@:wa/w—le IR HEEER

1 ( PromQL E24)) , MASKEEE, tPrometheusEZH NI BRIAIS L0 8] 14 \'f'EP BER

EEANHIERTHEEESEMS (PromQLET) ASMASE, NREREERT—DEIESH
% 4 (PromQLIES]) MIAXSZE, BESUFERNE A0S,

v. EEEHBXAE, BASEHR.
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Prometheus Sz AN HREE- = is
Promet heus 512 iR 5% mIEARTEE :.?ﬁ)\
Z

Vi (Ti%) ERARBORSRE, BEURRSTURERERS, RENRSTEESRAN
89K T,

vii. (OJik) EARAERENEIRXE, BENEER, REB Amessage, REEN ((TESHEEE
B, RETHENERXA: message: {({FTEHF) I HERR |, Ban : message: { {$labels.pod nam
ehER .

WU LIBEXZES, WuLIERCENREENTES. CENREERE:

viiil. MIBH R THIIER, EFBHRE,

W1 eIR B R, BS A,
ix. BEHE.
REREREZREZHNRE,
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Prometheus S ZAH=ZEE- =5
JLag = % Promet heus 5= AR %

HIREA

8. = RFZFKIEEAN
8.1. SRS BIREAN

IR MRS XE M PrometheussEflfa, BTILAEZ RSZ REFN R TE N ZLOAEBMEMIRE RS . R
BNUEERETRSBIEN,

AR &4
=REEEANPrometheusiEiz, BIRIEIE, ESWPrometheussLfl for =55,
BESE

1. ZFEPrometheusiz4l &,

2. #£Prometheus SR A K TREPFE B4, %E#FPrometheusSLAIFFTERIHELE
Prometheus!§ 12 E £/~ 7 FiEPrometheussfll, HoplISiE3g 5 3R A = PRFSHISLHI A Promet heus
=RE LA,

cloud
prom Prometheus for =R wE | w5
hang:

3. BEPrometheusz BRSS LB B

4. EEMNSHERELEZRFEAN.

ZRFREFEZRNAETHIELRANZRS .

cloud-pr

SIREREFIE (i 3 )

4 B

2}

b

L4

=R @ overview RS AR

@ B ENZBEEPromet heuss i T IBT %R B R IRSE £ B MPrometheusSL I &
Kubernetes®E B fPrometheussEfl, AEEZRZEAN > ZRSFENETEHRBERRSIE
)\0

5. MRS RESERRTE, JLURBEFRBEZRSZEN,

o MAFBELMIAMRZRS, BERZFANEFINREEXNRETZRZIXENRGLANRTMNE
R3S, AERAZRSERNZRZAEPEMEEZRS, RAEREHE.

@ % BEIRSEAN, ERSASE LASENIERANEERSHESER, 4
EERENTRSEEERSXK LRENRE, ERATELRERXENRE, JETIESY
iio

o MAFZEMRABZRFZNIEN, BEZRSANERMESIBMER, 7238 H I8 IAXNEED R TH
.
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https://help.aliyun.com/document_detail/283269.html#task-1999572
https://prometheus.console.aliyun.com/#/home

Prometheus S ZAHE=ZEE- =5
Promet heus 512 IR 53 R
LSS EE:-IN

@ #8 WRAERSENE, HRRBIRE RS LB GIPometheussehl, Bty
EPrometheus S B TTHKA S ER=IRSZEE HYPromet heussLHl ,

8.2. BAHBERERS (IHR)

I =Prometheus!S B EMR TRIE == MR, ROuILIfEPrometheusé iz M HEI =K SEISEME TH
=RS.

BN
Prometheusi S I EZXIFHIBEATIRS, THEKBiKubernetes®ERE, B{AEIE, 152 L Prometheussty
for ziR%E .

AN AR S A [RB Kubernetesm RS IRTNRE, (BILTNEERESFILRS, EEREREEEATRS
B LI ERARE
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Prometheus S ZAH=ZEE-EE KX

Prometheus 512 iR %

B

0. BT X;
9.1. K&%5|x

fl £ = Promet heus 521814 Graf ana X £ B RS RAVEIREUE . AARIRTNE, BUUEERAFEEN
PrometheusSES) THIFFE REE SN MBI OER, FREFEXNBIRAREHTHR,

AR &4
RIREZ BEAPrometheusisis, B{REE, B2
e PrometheussEfl for B8RS

e PrometheussLfl for Kubernetes

e PrometheussLfl for Remote Write
e PrometheussEfl for VPC

e Prometheussfl for =R

BEEKREHFX

1. BEFRPrometheusizilEa .

2. 7£Prometheusii E NENITER B, EEFEME, BERFEEEARETRERBIPrometheusLfl &
e
AXEI R TNERYHZPrometheusSEAIMFTE RKEBHBIR, MA. KEBEE, KR, 7. BOE
AR
B RSS LB BPrometheussEAIAH], EARIIERTE, EFEAREEURAgent HaIFPRSHIRA
=8, BNTUEHARAgent REFFHRAgent iRA.

ARM S*ﬁ_,’) |Agent={ﬁ§: FHFAgent |
KB RS
Kubernetes (14) Custom (3) Blackbox (1) CMS (6) ElasticSearch (1) Kafka (1) Mongo (1) Nginx (2) PostgreSQL (1) RabbitMQ (1)
MySQL (2) Redis (1) RocketMQ (1) ZK (1) Flink (2) GPU (2) CloudProduct (3) CSI(1) Node (3) Prometheus (1) Spark (1)
s L .
& L i R ek
Ack Pr. vi b=t Kubernetes L 4
Ack F vl =i Kubernetes 9
ApiS v1 BEY Kubernetes arn , c9ccdcSel L 2 ESil
ARM v1 BEY Custom e
Dast
Blackb: vl BEY Blackbox L 2 ]
Clou vl BHEY Custom arms-{ ce'§ ik E
acm,
Clou v SEY CMS ] e
2% WiEA
2 ZPrometheussLf B KB ZFR
R AR REZHAHIRA, PrometheusiEiZ W EM KEHITREBFR,
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https://help.aliyun.com/document_detail/124752.html#concept-1062555
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https://help.aliyun.com/document_detail/195423.html#concept-2006382
https://help.aliyun.com/document_detail/274450.html#concept-1062555
https://help.aliyun.com/document_detail/283269.html#task-1999572
https://prometheus.console.aliyun.com/#/home

Prometheus 512 iR %

Promet heusi&#2/)

HREE EEX

&

RIDERR

%IL;\

WA

KEHER, GFF:
o Hilti: Prometheus!sizFnE HIGrafana X,
o BEMX: BEXHWGrafanax#,

@ 3P ERBMCrafanak BT EHEENER, HAUE

EXGrafanaXk#, BEREME, BSNEIMRE=PrometheusH

E M GrafanaX#t,

Grafana X £ IIEHIRIISKIR,

@ B REXEMPrometheussthl, EGrafanak @M

BEREFMARE.

BENRRRENIRE,

REROERNER,

REEARS,

A BRE 2B BPrometheussEBI A6, EXEZTIRNT BT,

cloud-prc

KEFI=

Custom (6) CMS (3)

B

alerts-
alerts-
alerts-
alert
armsA
CMS
CMS-M(
CMS-Ov

DLA-P

CloudProduct (2)

R

vl

vi

v1

vi

vi

vl

vi

v1

vi

AR kiR & BlER
BEY Custom

EEY Custom

BEY Custom

BEY Custom

EEY Custom

BHEM. CMS ecs, aliyun,

BEX CMS

BEY CMS

EEY CloudProduct

s
&

=43

EFEIRBARY

HlF

RS

LS

RS

R

RS

RS

lFs

RS
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Prometheusl s iZ AH=REE- S A
Wi = Promet heus 5= AR %

&
@ 8
o SEIENCMSHIARBIERET @S = K5\ Prometheus S B B BRSS, XEABIIRS
WE SRS EANTEN B,
o S&iEACloudProduct A EESRIE N B A\ Promet heus 15 M = IR S .
HXBME

AEXREHIRTE, HoTLARITUTERE:

o BELIRIEHR
BEABZIR, tJAEGrafanab EE AR B ENERNINER . AXEMASRKRKZERRE, &
BIEM KSR,

o TEEZIMEIR
BREFRSEZTEMRABZOERINERL, JUEEZMERER., BLEERE, TUEZOER
HBE N IBEEEZ O ERNERNERER.,

o XAKXE

BHEAELRANERESINXA, ARENMNEEPREXA, JUXAZAR.
o MRAE

BHEAELREANERESINMER, ERENMNEEPREMER, TLMRZAE.
* FERKREBIRA

o FEKE: AREZR ELAENewBRNARAMERIES, BEAR, ERHONEEPREAR, o
FHERZKE .

o EEAMARE: BPHABIXNEALANKEES, ERHNMNFEPRETEE, TRUSHEE]
REBMARIMIRR, BARIE, BEREE L,

@ 8

o FARMARE B RFEOUI N RERARTIR. FREFEZIREIRAIRBIRAIRFF KR
FR, MAREEREUTUBRAEESEMKEARESTHIRA, EREREARIEE
BEXBARMMRA, TTRESHIAMKERRNEIEARER.,

o BERFSEBEIPrometheusEAIRIREARSIFA B EBE BIE,

—_— XX,
9.2. EBE K
BllZPrometheusEHlZ G, REASIHINEFAUEEXNEMAKE, BOUES AN ERENAKEEEIN
B, EERINRIENEMASE.,

AR &4
RIRS EiEAPrometheusisiz, BNRIE, B2
e Prometheus3Lfl for B8RS

e PrometheussLfl for Kubernetes

W

e PrometheussEfl for Remote Write
e Prometheus3Lfl for VPC

ERER
o —BRFARLEBIAKE,
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https://help.aliyun.com/document_detail/195423.html#concept-2006382
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NEtrs/\H — O£,
Promet heus s 2R 45 Prometheusls iz AH=RAHE- S A

&

o EENNEMASBERENRAAR, BIASEE—RIRE.
BRELR

1. ZFPrometheusiz4l &,
2. #EPrometheus i R MENRMR L4, L2, BERBERARHIPometheusSHI BT,

@ B FERSEEMPrometheusSIfl KRR L IHA BB BIRIE,

3. BEARIEFZNHALANAREE, HRUNMNEEPREEER, SHERMARER RN
MR

ARM S*}TL,'} bl * |Agent!tfﬁ: FRAgent |
KB e
Kubernetes (14) ) ( Custom (3) )  Blackbox (1) ) ( CMS (6) ) | ElasticSearch (1) | ( Kafka (1) ) ( Mongo (1) | ( Nginx(2) | | PostgreSQL (1) ) ( RabbitMQ (1)

MySaL (2) Redis (1) RocketMQ (1) ZK (1) Flink (2) GPU (2) CloudProduct (3) CSI(1) Node (3) Prometheus (1) Spark (1)

e A S

& = = e e

Ack Pr. vl p=<iii Kubernetes L 3 .

Ack F vi =t Kubernetes L 3 [ )

ApiS vl BHEY Kubernetes arn , C9ccéc5e: L 3 . E3%i)

ARNM —,

Dast vl BEY. Custom . 173

Blackb v1 BEY Blackbox L [ ) HER

Clou vl BHEM Custom arms| ce'd . HER E

acm,
Clou: vl SEY (@S [ ] iR e
@ 388

o EEXRERFEKPrometheusBERHNNEMAREEIRITRE, FEXNENE
EXKE, IRERBEXIRNRRAE, WNENWSASFFEETZMW,

o ERARKRIIE, SHEEARBER—EMABEFES MRA, RHEFIINFA KRBT
g, BEREEME, BERARETER,
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Prometheus S ZAH=EE- E1EPro

et housseBl Prometheus 51 iR %

10. &€ PrometheussZ4l
10.1. BB E¥E+r

AXUINAIEE RS EBNAFB LR Promet heusSEFI ISR AEI, NBUAIEEPromet heusEFIIEIR
AR SN1o B B [E Z 16 4R,

BEZRSEREBPrometheusEHIISHR

1. BRPrometheusizil g,

2. ##Prometheus S IEZ RHE L FAEF BRI, AERELH 2B APrometheus L for PRSI
BB Promet heusSEIZFR .

3. AEMSHMERTIRE .

4. EEMRE, BEERRIE.
ERIETERERNER, SEURKRE—DHRE.

T

cloud-product-prometheus_cn-hangzhou

Er RE

Q BN
=10 jobZFR =124 R #IREL
alertmanager_event_duration_time_bucket node-exporter 55.74% 236940
alertmanager_notification_duration_time_bucket node-exporter 9.89% 42027
alertmanager_event_duration_time_count node-exporter 6.19% 26326
alertmanager_event_duration_time_sum node-exporter 6.19% 26326
alertmanager_alarm_close_time_bucket node-exporter 5.60% 23796
alertmanager_event_duplicates_total node-exporter 493% 20976
alertmanager_event_not_duplicates_total node-exporter 3.99% 16964

o job&IR: ZISIRHIETR,

o Gtk ZIEMRHEERBEIRTPHAL,

o RIE—NiRE: RE—DEENEEFEENEE,
EEARBRSEE N PrometheusEHIEIR

EEPrometheusE A £ B SLHIHYIEIR S EE T ARFZ X E BIPromet heusSEFIEIRRIEARR, WLELAINAES
B =RIRZEE MPrometheusSEAIBIIEAR A H], BARMENT:

1. ZFPrometheusiz4l &,

2. #FPrometheus S IZ WH A FAEF BRI, ABRELLH 2EB IPrometheus Ll for F=RR
£ 3¢ B9 Promet heussL I & #R .

3. EEMSME=RERS LM,

4. EEMRE, BEERRIE.
EHRRETERERNER, JobBR, BRKE., SHURKRE MR,
RO LABEJob B IR IEME R ik iatR, oI MIETMAXRFZETEMER,
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PrometheuslSIBZ AR =EE- E1EPro

Promet heus 512 iR 5%
WEIEERSS met he usSL 4|

arms-ga Agentit: | Ffagent

f=iod Targets BE

R ObEIR v 2R v Q A

J 18R job&FR o) &th BTSSRI -3

] apiserver HEbER 23.98% 363531 BE
O ERE 892% 135243 BE
O agg_npm_entity_requests_durat. cmonitor EREEIR 391% 59252 BE
O container_memory failures_total arms/kubelet/cadvisor EREER 374% 56712 BE
U rest_client_request_duration_sec. ack-kube-controller-manager BEXiER 299% 45353 BE

| detail_npm_entity_requests_dur. cmonitor ERIER 2.84% 43024 BE

[ cuns |
24 WA
=L EIRNER,
Job& R EIRFTERESBIR,
o ERhEIR
LSt
o BEXIEtR
=g ZIEMMEERBERPHNAL.
RIE+ 2 EIRE RIE+ oM EFHNHE.

EE&RFIER
LEBIPrometheusSLfl A B R B ISR L B E IERNSUIRE, 7780 KEEE IERMSr £ 8A,
EENEFXE AT RIER, CARBNERNEEIEFERBRE R,

@ BB SRS EBEPromet heusSLfl R X ISE B B HISRIRIE,

1. BRPrometheusizfl &,
. EREE LAEFBERE, REREPrometheusEAIEZTR,
EENSHERTRS AR,
EANRE, BHERRE, ARRERFER:
o BEEBREFER
a. ARERFNEMNANERESY, BEERF.
b. ARHNEEERFEIRNEER, BEHE.
o BEEZREFER
a. BERNEALANEERFER.
b. HFRLNEEEFEIRNEER, MAZERFNERNER, AEREHRE.
o RHFEEEIR
a. BENEETANSBESR.
b. FBRHNFWIAHEESD, BEHRE.

A W N
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Prometheussiz AR = EE- E1EPro

Promet heus 515 R &

met heus3L 5|
@ B M TFEREMKubemetesER, MEERDISENEKERIE, 58 NEEESIST.

10.2. =R

AXN B EE ERSIER.
BRIELR

1.
2.

1.
2.

ZRPrometheusizgl &,

fEPrometheus S 1= UE B TRERSE A, &R Promet heusSL{ FR7E B i .
Prometheuss 12 IH B/x 7 FrEEAPromet heus SR pU &R, Hoh KX $ KR = RS BISLHI R

Prometheus= R 5L,

}E’Fmﬁ*?nm-?aﬁ\ﬂ’]%ﬂ\

wWE t&tn

Q EEA

b=

alertmanager_event_duplicates_total
alertmanager_event_duration_time_bucket
alertmanager_notification_duration_time_bucket
alertmanager_event_not_duplicates_total
alertmanager_alarm_close_time_bucket
alertmanager_event_duration_time_count
alertmanager_event_duration_time_sum

alertmanager_alarm_notification_total

o job&FR: ZIEIREIRIR,

. BFEPrometheus= BR S SEHE R,
. EEMSMERTIEE.,
. EAMnmE, BHEIRRT

& EE AR B+ 53 80 IR L

jobBFR

node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter

node-exporter

o Mt ZIEMMEEREHERPHNALL.
o RIETAHRE: RIE+HMIEREEFHINHE.

10.3. = RFBZIKE

EZRSWIBE RS, Lol IKE Y FIPromet heusSE4 T BIRemote Readitilit . Remote Writetth It FIHT TP
APl HE

GR35

#RENAR 2 E 3 A\ Prometheusisiz

eEAN

ZFzPrometheusizfl g,

EPrometheus!5 1= TTE A TR

BREME, B8 Prometheussffl for =%

TSR B4, ¥3EZPromet heusSLfl Fr7E B g .

(=]=4
33.95%
31.35%
10.70%
5.20%
5.05%
3.48%
3.48%

127%

RUT S HIRAL
490217
452660
154535
75103
72986
50292
50290

18345

Prometheus 8B NHE ER T FTEIEAPrometheusiSim M ER:, Hdh RS E B ATRESHSIHE A
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Prometheusls 2 AR = EE- E1EPro

Promet heus 512 iR 5%
WEIEERSS met heus 3Ll

Prometheusz AR %5 3L41 .
3. BHPrometheus= RS LHIBER,
4. EEMEMERTHRE, FANREREHRERE.
5. ARERE, BHBEREALENTRS,

cloud-product- -— - -

&R RE
#RERecordingRule.yaml

v ERS: ams

Remote Read it iR BESCRY
e url

R http://cn
shanghai

http://cn-
PR )
shanghai/

Remote Write itk

[TE= url
N http://cn-:
AR http://cn-s

HTTP APItilE (Grafana SEEUMNE)  fEAIRBEICRY
e url
AT http://cn-

http://cn-sh
Ak
shanghai

Vv =S influxdb

Vv Z=fE%: mongodb

EE Mk
EIRBE RSB UEE RS THRemote Readithilt . Remote Writettt it FIHT TP AP,

@ ®PE REZRSDEANTSLERE, XARemote Readitilit. Remote Writeftt it HIHTTP
APl AREE ,
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Prometheus S ZAH=EE- E1EPro

met heus3L 5|

Prometheus 51 iR %

Remote Read it {EFEIRBANRY

|2z url
http://en-sl
NE]
shanghai/a
- http://cn-sha:
shanghai/api,

Remote Write it

[ url
Nz http://cn-shar
IR http://cn-shane

HTTP APIttEit (Grafana iSEXHBE)  (ERRIREATCRY

LR url
Nz http://cn-sl

http://cn-
PId
shanghai

o #RTTLA{EFHRemote Readititit f1Remote Writettidlt, 4§ B Prometheust B #IEGEHIIME S
PrometheusSEfildr, BRIE/E, HS W PrometheussLfil| for Remote Write,

o RTIPMEMAHTTP APBE, Y& T2 =Prometheus SR HIRIE AN KMLGrafana, BNRE, BN EWE =

Prometheus!& 5 ##E#& N\ A Graf ana,

10.4. EEEPrometheus!y:

2R EM N

301 LB IS 4w 8 promet heus.yamisy ki ServiceMonit ort 75 2, 9 N A BE & Promet heus M 4 B SR EE 51T

GR35

BRI A M AR EPromet heus S 1248, EBIEB M PrometheussLfl for Z2EHE5,

BRELR

1. BRPrometheusizil &,

2. 7EPrometheus i E NHZE L AR EB RS KOSEBFAENME, HEBREHANNRIETREHER

EO

3. AR AE EPrometheus a2 REMN SR A THIE R,

o REMBIMBEKSERRNNNABIIWSZHE, AIMTRER. BESBRUT:

a. EEMSHMBEERFZI AR, RAEREEERS.

b. Al B mE P HServiceMonitoriss, AFEEERMServiceMonitor,
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PrometheuslfZ A H=EE- E1EPro
Promet heus 512 iR % mIEARTESE

metheusL4)
c. EARMServiceMonitorxHEEPHAUTRE, AREEHE.
apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
# EHE—HE—R
name: tomcat-demo
+ HESBERGETIE
namespace: default
spec:
endpoints:
- interval: 30s
# IEBservice.yaml®fPrometheus ExporterdfBHIPortMINameFERHIE
port: tomcat-monitor
# EEPrometheus Exporter¥MAYrathfI{E
path: /metrics
namespaceSelector:
any: true
# DemoYAn & =EiE]
selector:
matchLabels:
# EGservice.yamlBLabel FERMELENM BiRservice. yaml
app: tomcat
ServiceMonitorAE TR R"EEN RS LM,
o HREWRIPFEEKSSERZIMNIWSEIE, RedisiEEH, BELSBRUT:
a. HIREW@E, ¥ HPrometheusifBERE,
b. £ Prometheus.yamib B ANLATRE, RERTRE.
global:
scrape interval: 15s # Set the scrape interval to every 15 seconds. Default

is every 1 minute.
evaluation interval: 15s # Evaluate rules every 15 seconds. The default is ever
y 1 minute.
scrape configs:
- job name: 'prometheus'
static configs:
- targets: ['localhost:9090']

10.5. RE &I
10.5.1. EKubernetes&E& RS AT

RO AERS A RS P EFARMS Prometheus 2N E RS LI, o] RUEIERNServiceMonitorfic B
Prometheus!S 12K EMN ., FNServiceMoniton& A7 =8 1E MiEKubernet esSE 8% R 8 57 FF B9V S5 804 ,
FIAiTRER,

EERINRS LA
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Prometheus S ZAH=EE- E1EPro

metheuss2 Prometheus 51 iR %

FINBRS AT AARMS Prometheuslis IZ N ERIIRSZS K IINEE, £ AARMS PrometheusiiiZBf B F S .
HHTBOARS K MR R EX R HIKubernet esfE 8 T Fi G NamespaceB & #IPod, ZPodB & LAT MR,
HARFZ RIS B REZPodHIEIRME B FH it 2!

e prometheus.io/path: /metrics

e prometheus.io/port: "9104"

e prometheus.io/scrape: "true"

1. ZFPrometheusiz4l &,

2. FPrometheus S IZ WHE AL L AEFEIRIE, ABRELH 2XB APrometheus Ll for F=RR
& % M B9 Promet heusSLF & R .

3. EEMEME, BHERFSRA.

4. ERBSRUTHARTHRERNE, RERETRIARSERARE,
ERINBRSEARET, ERTUPITUATRRME:
o BEBEIINFERE, TUEBRARSAUNYAMIEEFE,
o ITHYXAREINNFAXITIT AR XARINRS L.

EERNRS AR
BZEMF

& ServiceMonitor
RO UL F R INServiceMonitor, HRIEHEXEEHITIEREE ., ServiceMonitorfIigiRRES &
% o

1. ERERE, BFServiceMonitorins, AFEHEFHMServiceMonitor,
2. FEMServiceMonitorXiEE, WMARE, AERTHE.
REECE:
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Prometheus S ZAH=HE- E1EPro

Promet heus 512 iR 5%
WEIEERSS met he usSL 4|

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
# EE—1HE—BM,
name: tomcat-demo
+ BB BireE=iE,
namespace: default
spec:
endpoints:
- interval: 30s
# Er‘i'service.yamlEFPrometheus Exporteri’fﬁ.‘iﬂ@PortH’JName?Eﬁﬂ'\J{Eo
port: tomcat-monitor
# (BB Prometheus Exporter¥MAIprathfi{E,
path: /metrics
namespaceSelector:
any: true
# Nginx DemoR &5 % Z=iEl,
selector:
matchLabels:
# BB service.yamlBLabel FERMIELENM Bifservice. yamlo
app: tomcat

EE=M/E, ServiceMonitorRE TERRENRES AN,

o=
@ - -
£ServiceMonitoriiE T, &ol AAITLATIRIE:

o FTFFENX AR E DB FF X BN O 4T F 2k X ) B & X B ServiceMonitorgz iR, Aol AR ER X H —R XA
Fr& A INEYServiceMonit or& g .

o HFIR/ETINIMBR, TILAMERE E X BServiceMonitorzig.,
s hnServiceMonitor

ELRE
10.5.2. ETBVPCIREZ AW

RO UERS AN AL P EEFEARMS Prometheus SR EBWRS AN, HOLUESHRMBEXRSEE
Prometheus!5 A9 REMN

EEKIARS LT

ZIABRS R B A ARMS PrometheusiSiIZ N ERIIRS K IINEE, EIZEAARMS Promet heusiSiZE BB
FiateE., HaEUT2NBARS &I

e exporter-service-discovery: ZECEMN S M ISR RERMEXAE,

e vpc-ecs-service-discovery: ZREEMN EIAMECSIREHRERS.
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Prometheus S ZAH=EE- E1EPro

metheussB Prometheus 51 iR %

vpcl-vpc Agenuiis: @ 1%

R
CL;)

1. ZFRPrometheusiz4l &,

2. FPrometheus S Z WHE L L AEF BRI, ASRELH 2B APrometheus L4 for VPCXI
BPromet heusSL I Z R

3. EEMEME, BHERFSEA.

4. ERSRUTHAETHRERNS, RAERTRIARSERARE,
ERARSRATET, BEJLARITUATRE:
o BREMEIINFE, TUERRARSKMEYAMLE E XX,
o ITHXAREINNFAXNTIT AR XARINRS LI,

o XfFvpc-ecs-service-discoveryfRS5 &I, BHRMETIAERS, TTLMERYAMLELE X HH) metrics path
M port 2%, BUEHREEERLHIA

BEERINRS LA

¥ 23103

EEAEXNRS

EEOMEREFHFMEEXNRS, FHREAXRERTERRE, BENRSNISRREST Eit#,
| ERERS, PEEENREAE, ARLEHIE.

2. FEFHEIEE, BARENIEGRSY, AERTHE,

Fig X

o ZIR: BEXERRXERFZHNER.

o IP: fEHREGIP,

o wO: EIREYIHO,

o REKRFE: RENERER.

o REER: EIRRENNEER,

o KRZ&: ABRHXAHBIERRERS.

RERME, BEXRSAETEREENRS LI,
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Prometheus S ZAH=HE- E1EPro

Promet heus 512 iR 5%
WEIEERSS met he usSL 4|

vpcl- Agenits: @ T

AEHEXRSTET, BT TERE:
o BHEMINEE, JUMEREEXNRS LM,
o BHEMIIEIMER, JLMBREEXBRS KM,

wINBEXRS
BEZEBE
10.6. FEH& B

ERETE, HUUSEPometheusFENEAERNRRRELR . REAgent BIAM. BERS.
Bl iR A

B RS EiEAPrometheusisiz, BRIRIE, BES W PrometheussLfl for B28R5,

eEAD

1. BFRPrometheusizfl &,
2. EIRERR S, EFME,
3. #£Prometheusii = TUH, $&HBEIRK8sXAIZR.
4. EEMSHERERE, EANNEELTRERE,

EEPrometheusi®§t
AR ETENPrometheusiz$t Kig, RO AEEPrometheusiFEHEIIRA . A, HelmiRAFIAgentEIZA
.

Prometheusi&§t AgentifE& Agenthiz7x Helmpis AgentBIAEL  IB{E

@ FEE v3.00 1.1.1 1/1 E EIEST BEtE | A

armsfprometheusfac

EiRB S PrometheusiEEH X1, R IRATATERIE:

o HEFPrometheusiEt XiFA FANSGmEPrometheus.yaml, oJLAEFPromet heust Prometheus.yam
bL,

o HEHPrometheusiFét KA LAN% ERecordingRule.yaml, T[LAEHPromet heust RecordingRule
yamBE, BARRE, 5 4iERecordingRule.yaml,
fi] 82 = Promet heus#s 12 89 RecordingRule.yam/R & B ERule Group, E AR X FFRecording RulefJRemote
Write, BEERBGIANT:

groups:
- name: cpu-node
interval: 30s
rules:
- expr: avg by (job, instance, mode) (rate(apiserver request total[5m]))

record: job instance mode:apiserver request total:avg ratebm

o BHHelmRAXFEHALR, EHEBNONEEPREHE, TTUARHelMRA ., HelmiRAKIFHAFSR,
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Prometheussiz AR = EE- E1EPro
met heus3L 5|

Prometheus 512 iR %

BES M HelmiR A7 8,
o BFREBEINER, ULVBHIRHER,
ERTHESBENTE RIIEE,

HTER

2EEATH

STEP1 & FHEHLEE: @ AHh

STEP2 ® JFIHFAEER @ Ath

STEP2 @ SFEAgent Mame: @ Hilh

STEP 4 ® EIEFAgent arms-prometheus-i ¢ @ BT
STEP5 ® updateClusterRole: @ RETH

STEP 6 @ updateProbeClusterRole: @ AEZD

o BHEMFINEIAY, FRBMOREAgent BIABHEEREAgeNtBIRY, AFREHWE.
BB AgentBI AL X
ElESE 1
8 — P AgentiEEE N0 REIR/SF, TR EIE200MB~900MBATFRITZCPU, —#IE

RTRIEHAATRESK. BE—MERES W E 16000 RER, NEEERIAEITASs,
AgentBEH EEEIR

o BHEMFINRREE, ARLNEREELSRNEESERHNEREELSR,
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Prometheus 512 iR %

Prometheusls 2 AR = EE- E1EPro

met heussL 4l

EREEER

2T

STEP 1

STEP 2

STEP 3

STEP 4

STEP 5

STEP 6

Grafana AP +30{5E+ X2 SSER6E: © Bl

apisEtil: http://en-hangzhou.arms.aliyuncs.com ulm - = = - -
1 |l z LA . e, NSRS R EEE-MESMTargettER ¢ httpy//en-hangzhou.arms.aliyuncs.

o " - yipml: © AT

FEAgent KESHIETRHE: |[BE1-Mpod(arms-prometheus-ack-arms-prometheus- 8 o )State:"running":{"startedAt";"20
. i1 © ERID

EEEIEFEEAgent IR 1[FHMAgentE: 1] AgentiFtEEE 1-TAgent EH21-MargetHRET09765E,;, HEMSTREIE, : @ HIh

TSNS jobZ2-EL 12| JobiFEfEkubernetes-pods[BENFEISF, W] EM1-Marget TEETAE,; _arms-prom/kubelet/1[FHATE
£5, BE] Zl1 MargetFRE 31458, k8s-csi-cluster-pv[BEMFEEES, WE] M0 MargetF RE05E,; arms-ack-coredns[EA
FEEES, RE] B2 argetFEEE 21558, arms-ack-ingress[ERAFEEES, 2] El2MargetFEFEE 3325, k8s-csi-node-pv[E
ENFEEASE, WE] EW3 MargetH EEETE,  amms/kubelet/metricBRNFEETS, 2] EI3MargetFFEE 12948, node-export
er[FUAREES, 2F] M3 MargetFRE 045, _arms/kubelet/cadvisorBUAREES, 2] I3 MargetHE2592:%,; apiser
ver[BRAEEES, 2] A1 MargetFFEE 528595, _kube-state-metrics[ERNEETS, B25] BT PMargetFFRE35902; ams
-prom/kube-apiserver/cadvisorBRARETS, RE] EM1-MargetHFEE0E; | @ BD

MetricEfiEsEFAtER: FEFR 1R |EMetricEIE: 188 B8R -Metric. FHES#EI: 131226-MMetric| SEMetricliE: 188 B -Metri
c. FESEE: 130986-0-Metric) WIEMetricBIE: 0 B -Metric. FEIE5E2]: 239 Metric @ HTh

X

o BHFMFINRHAER, ARENERPEFRHNBE.
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Prometheus S AH =S E- E1EPro
BEaAHmEE-512 Promet heus 5= AR %

met he usSL 4l
X
Log labels ~ [job="arms_prom_agent"} Line limit 02 © -_
+ Addquery 3 Queryhistory (D Query inspector
Logs
40
30
o I
ALY ||III|||I|I||I|III|
ol 11l I | | |
10:46:00 10:46:30 10:47:00 10:47:30 10:48:00 10:48:30 0:459:00 0:49:30 10:50:00 10:50:30 10:51:00 10:51:30 10:52:00
debug info
Time @D Unique labels wraplines @D Dedup m Exact MNumbers Signature Flip results order

Common labels: arms_prom_agent  Limit: 1000 (1802 returned) Total bytes processed: 1 MB
» 2921-18-19 1@:52:82 | n

2821-12-139 18:52:82 =

2821-12-139 18:52:82

> 2821-18-19 18:52:82

» 2021-18-19 19:52:82 Ll
2821-12-139 18:52:82
2821-12-13 18:52:81
» 2821-12-19 18:52:81
2821-12-13 18:52:81 n

2921-18-19 1@:52:81 L

| 2821-12-139 18:52:82 = =

10.7. 3HlRemote Read. Remote Write
FIHTTP APIHs 4L

FIRBERE, BRIASKE Y FiPrometheusSEffl FAIRemote Readitit . Remote Writedts it FIHT TP APIit
ft, ASZPIA R = IR S L B A A 522K B gy Promet heusSC B B HE J9 6, 2B R0 FRBUX Le it

IE 335

WIBRSS BiEAPrometheusisiz, BMRIE, B2
e PrometheussLffl for BERS

e Prometheusstf for Kubernetes

e PrometheussEfl for Remote Write

e PrometheussEfl for VPC

e PrometheussLfl for RS
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PrometheuslSIBZ AR =EE- E1EPro
Promet heus 5= BRSS BRAEREE S 2;
met heussL4l

o

haeAn

1. BRPrometheusiz4l &,

2. EERR B, EFM,

3. 7£Prometheusii 2 5H, HEHBEMRPrometheussEAIER,

4. EEMEMERERE, EANNHEHRERSE,
BEZREZ LB PrometheussLf 49 1b ik
FIRERE, REEMNTRSAENN » Bir, KuIUEEZ=RS THRemote Readitiiit, Remote Write
HUEFRIHTTP APIEIE, RIBYFET okenX 15, & 0] LAFREXPromet heussEfIBY4EART oken,

cloud-pi

2B ERF

v =EES: alerts

(T url

e http://cn-hang roduct-alerts/cn-

hangzhou/api/vi/reaa

http://cn-han: loud-product-
MR P g p

alerts/cn-hangzhou/api/v1/read

[ZE url
N http://cn-hanc pifv3/write
P http://cn-hang: Ju/api/v3/write

| HTTP APIiBiE (Grafana jsEalithtE) | {EFRBA IR

Token: Hktoken EMTokena[iEFHENIBIEIZ 2, EIMERTIT

[T url

AR http://cn-hangzhou. sduct-alerts/en-

hangzhou

http://cn-hangzhou-ir “loud-product-
P

alerts/cn-hangzhou

> ERRS: rocketmq

BEREBREZEBPrometheussZHl a9 ith it
EIRBERE, RUIEEZZRS THRemote Readitilit . Remote WritetttiEFIHT TP APIEdL, [F 8T

ETokenX1, R o]PAIKEXPrometheussEHIBILEM T oken, FREXE {25 B Promet heusSL ) ik B9 75 =X
5RBEBWN—F,
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ez /\ =1Ep
Promethijsmi‘l HABE-EEPO Promet heus!5 =R 5
met heus3L 5|

e url

https://cn-

hangzhou.arm -e5187/cn-

»
=

hangzhou/api/v1/read

http://cn-hangzhou-
] intranet.arms.al 5187/cn-
hangzhou/api/v1/read

] url
N https://cn-hangzhc ngzhou/api/v3/write
IR http://cn-hangzhou 7/en-hangzhou/api/v3/write

| HTTP APl (Grafana SHUitir) | (EESBASHRY

Token: “Hktoken ElToken Bl IZF BRI Z 2, FIEMHT

[ZES url

https://cn-
hangzhou.arms.a 12f7b92aabce5187/cn-

»
H

hangzhou

http://cn-hangzhou-
AR intranet.arms.aliyur 2aabce5187/cn-

hangzhou

=333

o (2 =Prometheust# N\ B#EGrafana, {#fPrometheus MetricsSLHHPA% 17 ] % Eixi2 ELENARMS
PrometheusfZf##i#E; Bi#EPrometheus. MNEEE ((EMEE) FHSFETES AARMS Prometheus
7%, fERBiESPrometheus#iEET, EMRERTokent] IURBHIREE N R 2%, M E =Prometheus
EABEGraf anaBH{E BT okentIRME, EENIE I E = Promet heus B 2 00E 12 A A Graf ana, SEAE
Bf i A\PrometheusiS 12898 1E, BS 2 MKubermetesE B8 A\ Prometheus iz,

o RAJLU{EFHRemote Readith it F1Remote Writeftsilt, ¥4 BiEPrometheust SRR E =
Prometheusd, E{KIB{E, 5SS M Promet heussLfl for Remote Write,

o RTJLMERHTTP AP, 4581 E =Prometheus S B HIEE A KM Grafana, BAEE, BB ER
Promet heus!s 1= #01EE A A Graf ana,

10.8. A LAY IR

KA B B = B3RS Kubernet esEE B 3 B B Promet heusSE 4] i04a] 7+ 4k ack-arms-promet heus£B {4 ik
$O

E1BBIARMS Prometheus HelmhR A AV0.1. 4R VAT, EREARIES, HMEBRPRKRE, BEELHD
HIBRARNHelm, AREREZRSEHANEZHETE > A4 EE AEEHREZack-arms-prometheusi
%, EEEARIRPEBIEMRE, WOHRETEKS (aliprometheus) BXREZAZFFARKREGE .

o HIFFEXHIESNE LD,
o LI ack-arms-prometheusBHERNIEIE, BE N IETACKIR4 & Promet heus 52 FF /S Promet heus 542,

BRESR
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PrometheuslSIBZ AR =EE- E1EPro

Promet heus 512 iR 5%
WEIEERSS met he usSL 4|

1. EREFMSEREF A,

ERFISENSHED, BEEH,

. EEHNERNE, EEENEH, HEBREHANREIT, EEEL > A#EE.
. FHAEBRNENAEE BEXE, #&Fack-arms-prometheusBff, REREHARK.

INEEWENN'

@ B fRack-arms-prometheusAf B RFREHFHREY, BEBEHEHLEack-
arms-promet heus#B 44,
o HFHBEMIBESNE LM,

o ZIack-arms-prometheusBEHEIE, ES N EIFACKIRFI S PrometheusiE = /2
Prometheus!&#= .,

FREE KB x wan®
HEE
@I TAT IS, WRUFHEL: acknode problem deecor aloumanitorcontollr arms prometheus  coud conolr-manager coreds s pugin. ct-provilonerkube-fanneldslogalds metc-sever

O EER  BSSKE B WS e ER rrezes @D | o mr

BESHE

logtail-ds

LEY

PP =
o Helmfr i 88

n L]
10.9. wiERecordingRule.yaml
AMXNBUTEREFRERS (Recording Rule) AR N{a&E & Recording Ruledgtr.
EEER
RS (Recording Rule) DJRAXTE#BEMREIBM R LK. RLEEHEEEEEARBTRENIT
H, EREHREATK, BuREMRESANEHEIRRNIE NG, BOEORERESH, LHEE
AMEEHMERUSZFS T UUERNEREPomMOLNERE, NMiEeZiAMeE, BRAFREURE
AIERYERR ,

@ 388 Recording Rulet& & 57 EPrometheusidd, WML (Rule Group) B REE, 84
FMNATUELZEMN (Rules) , REMUMBZFRMATTE PrometheustEIREFRAE ., HEHEHDAIF
MPA—E W ERIRFEHRT, MREENERRBIANEZFNTREIEE.

Ec & Recording Rule
1. BRPrometheusizfl &,
2. ENHZAE LRIEFEBEMRME, RAEREHEA ERecording RulefJPrometheusSEHI&FR.
3. EAMEMENEERNHETRERE, AREETHMIERecordingRule.yaml,
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metheuss2 Prometheus 51 iR %

d I‘ms-g Agentik: FikAgent

RE BiEE FHERK
#RiBPrometheus.yaml

PrometheusiZt Agentikis Agenthfizdx HelmfiA< AgentBIAE  BE

@ EE v3.00 1.1.1 1/1 E M @EeE | REs

arms-prometheus-ac

4. % ERecordingRule.yamliEHE, MBRFIANERHBARREMAN, REREHRF.

@ B E—EREAEEES—HRecordingRule.yaml, REHNIA (Rule Group)H-E s
NGNS

#tBRecordingRule.yaml X

MREFNRA

groups:
- name: apiserver request total
interval: 60s
rules:
- record: job instance mode:apiserver request total:avg ratebm
expr: avg by (job, instance, mode) (rate(apiserver request total[5m]))
labels:
team: operations
- record: job:apiserver request total:sum ratelOm
expr: sum by (job) (rate(apiserver request total[10m]))
labels:

team: operations

e 88
groups FM2H, —iHRecordingRule.yaml|a] AECEZAHMMIA,
name FNAZFR, MUAEZFRLAE—,
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28 W68
interval (o) MUAKIHRITEE., ZKIN60s,
rules MU, —MRUATUAEESEAN,

MUBER, REMAMNNBRLAFE PrometheusiEiRE AT,

@ 14 BA MBE N 3R HEFE: level:metric:operat

ions

o level : RRRERH, URMNIEBIRE.

record
o metric Z%H_'JE*/'RE"]%%J’M
o operations FEﬂ?T‘éﬁE’ﬂ?ﬁf’EﬁU%, RNIEIEER
H,
exor HE XXX, Prometheus SiEET ZRIAX T ESHMBEIER. it
: HERR ARG APOMOL,
lables (TIig) IBIREVAIRES,

& ZERecording Rulefsx
1. UEEARSERAMGrafana®Rk A,
2. EEMSHMEZDiEEExplore,

3. 7EExplore AUEZEIT M AIKubernetes&E B R, FA/STEMetricsA M ARecording RulefSiREHRE
BZERNEIEES.

@ Explore © o [ split < @Last1Sminutes v @ T ClearAl

Metrics ul an_jnstanta_mnde:apiserver_requesl_(utal:avg_ratssmI e ] =

Queryype  Range  Instant  Both  Step O

+ Addquery 3 Queryhistory @ Query inspect tor

Graph

st totakavg_ratesm, job="apiserver’)
st_totalavg_ateSe job="apiserver’}

1. ZEFRPrometheusiz4l 4,
2. EREA LAEFBRE, AERTEESERecording RuleistrAIPrometheussLfZFR .

3. AEMSHMENRS RIE, ERERRIE, RERTUERREDH AN MEIRecording Rulef§ iR
BMREFZIERNIFERER.
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arms- Agentikis: FFAgent

1B Targets EE

BEEEbEIR v £WMisE v Q| job_instance_mode:apiserver_request_total:avg_rate5m

1Ehn JjobBFR foiaes =129

FR—: MGrafanaXK8&E
AR =: MPrometheus kil 8B EF

Recording Rule3Z#fRemote Write

REEFRER

BT+ ENRE =

fa] B8 = Promet heus s 2 Y Recording Rule[@ FFiEPromet heus—#£, #FRemote WriteI&E,

1. ZFEPrometheusiz4l 4 .

2. EREA LAEFBRNE, AERTFEEE ERemote WritefIPromet heussLfZ#R ,

3. EEMIEMEMRETNHEAHIRERSE, ARRTHBPrometheus.yaml,

a I‘mS-g AgentikZ: FHkAgent

g8 8EE AR

Prometheusi®st Agentiiz® Agenthizzs Helmhizs AgentEIAE  1BE

arms-prometheus-ac

4. 7E¥HN%EPromet heus.yamlxHiEAE &2 & Remote Write,

#R48RecordingRule.yam| | fB&EPrometheus.yaml

Q Fx v3.00 1.1 I 1 El = o= e
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4g5EPrometheus.yaml EExEMNPrometheusyaml X

remote_write:

remote_timeout: 60s

name:
basic_auth:
username:
password:
write_relabel configs:
- action: keep
source_labels: ["instance’

regex: "

remote_timeout: 60s
name:
basic_auth:

username :

password:

write_relabel configs:

- action: replace
source_labels: ["job"
regex: "(.*)"
target_label:

replacement: ${1}:_

w7 BUH

@ B ‘EBERemote Writely 75355 FFiEPromet heusle B £ E . X2 HRemote Writ ez
B, [EB3Z#FWrite Relabel Config,

Remote Writefit & F B¥ X Agent fIRecording RuleZB 4, &R EE ¥ Recording Rule4E i 5 iRIT
25 (Remote Write) B|EAhE, tJEEE M AIWrite Relabel Config, ‘REIINIT :

remote write:
- url: "https://xxxx/api/vl/prom/write?db=dbname&u=usernames&p=password" / /IR K
i RE stk
write relabel configs:
- source labels: [ name ]
regex: job instance mode:apiserver request total:avg rateSm

action: keep

@ B YFEERL%Recording Rulefgis ( B
job_instance_mode:apiserver_request_total:avg_rate5m) izf2E (Remote Write) B Efh/E,

HXBME
XfRecording Rule4E i A FHE#RRemote Write, URLEEZE{ERAMithit, T *fRecording RuleZB {47511 M 45
HEE, BREWERINNNNEEE,
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O3 47.241.xX.XX

10.10. & Prometheus!y
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NFHFIEXFKubernetes&E B B9Promet heus 512, BRI TS REIF Prometheus iz & .

BELR
1. ZFPrometheusizila,

. ETRERR B, EEME,

2
3. EPrometheusE B R E R T BinERE G MIRIESIEIF .
4

- FERINXHIEE P BN
EDR I 5T
HRZEMRS

ZRWIE

D x&
KubernetestVIGUEH B, 52

1. BREEMSERERFE
2. BEMS

@ B ANPETESRRSSTELHSNSBHRAVERTHIRESS

EERERSKuberneteshRBYPromet heusid{ EI R IIE LSBT,
KubernetesE /534,

BEEFR

ﬁn#‘:‘%ﬁ?%ﬁ, REREHFLGENEREER,

EHa, BEENSMAIERER > £5, %FTﬁEEJ:%%E&ﬁSBA%H&O

3. EEMEMZERMA > Helm, HIRFBEREBATE—IRE:
o MRHelmRERE arms-prom-++++ BFR, WiLAEEHHEZMI, BXFTRIETERIE,

o WEHelMRAEE arms-prom-****

ER, BEEAMNRES DRTMER.

K5, Prometheus S B RETHERESHL, BETITERETEMERRRSEERFIBHIA

o MREERBZIBIR

Helm wEER R
ER HE BEZE Chart £FR Chart i izl T &

@t=s defa keeper = EEOER

@c=s defaul ntral 00.1-SNAPSHOT 2020-03-09 152827 EE B B

arms-prom-c @c=s rms 012 03 2021-01-20 135800 e BF R
oc=s acicarms-pilot 012 02 2020-04-17 1111526 HE B OB

oc=s HE B OB

@tE=s HE B e

Al .
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11. 25k R
11.1. GlobalviewR &34 (IBiR)

3] B = Promet heus & 242 it 155 2% 51 89 GlobalViewER & LI 0T 8E . GlobalViewER & SLFIThRE ] LA RIE
HEYF IS THREPrometheusSEHI— PN EMRE LA, HIIXPMEMRESLH T UASLIFE—WISIRE

BNEE,

@ % BERRBEALANESES SRS, EELRSZENTIUSEER, XEHEERE
B REIZRESLAN AL EEFIRE, BARNFIES MPrometheussLfl for GlobalView,

AR
o ElEPrometheussiLfl, BEFEE, BSRL:
o PrometheussLfl for 28RS

4

PrometheussLfl for Kubernetes

[e]

4

for Remote Write
forVPC

for =R

Promet heussLf!

[e]

[e]

4

PrometheussLf!

=

PrometheussLf!

[e]

o MEEAMAKINEZRKGraf ana®k i, {BES M Grafana,

EEREXH
1. ZFEPrometheusiz4l 4 .
2. EENMSEREEFREBREE ., EREA LAEZEERME,

3. BERSIHIMHTTP APIELE, MRETLAERHTTP AP, 450 B2 = Prometheus!5 2 i GlobalViewER
ESLAEIRIENKMGrafana, TME—EEIEREUE.

| emmE
mazp o €
HTTP APItthiL (Grafana SEERAtEAL)  (SFEISBATCRY
Token: #Hftoken =M TokenAEFHEUIREIZ 21, ERERDT
=S url

http://cn-hang
hangzhou/cn-k

http://cn-han
hangzhou/cn

EidGrafanaiiliPrometheus kB GlobalViewER & 524
BESE RS LOhIRBHAPEE O MU TN A A Graf anad I #3E R BN o] SLI B iR, 1BIRBUT S BRME
BIR:

1. UEBGARSERAMGrafanaR &,

2. EEMSHAL G%EEConfiguration > Data Sources,
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= Prometheus 51 iR %

@ 3 NEERTUEIIHES,

3. #£Data SourcesTi% ¥ HAdd data source,
4. £Add data source@H LB FHPrometheusGlobalview,

5. f£SettingsAEHNINameZBMABEXHBAIR, FEURLFEBHMGE 55 5 L0 pRIGHIAPHE O it
i.IJ:o

Data Sources / PrometheusGlobalView
tlt Settings 88 Dashboards
PrometheusGlobalView DEET

HTTP

URL 182a0/1292002585295631/glebal/cn-hangzhou/

Access Server (default) v Help

Whitelisted Cookies

Auth

Basic auth With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity

Custom HTTP Headers

+ Add header

6. BHTEKEINSave & Test, S AHMNPrometheus4i=iyGlobalviewE &S24,

EE BRI

Y

1B1Z Graf anaiffilPromet heus#5 2 K GlobalViewR & LAl /5, TTLUEIEExplorer&&Prometheustiiiz . =Bk
%. NABEERSOAEER.

1. BRAHGrafanazi s,

2. EEMS M= iEEExplorer,

3. TEExplorerA M FHIIEPiEFEPromet heusGlobalView, fEMetricsFERMAISIRBRITIREIER,
4

. RRENERNER, EEGlobalViewRELAINFAEIERSE. HERETMETERGE, BREES
MEOMIRBIES, HELRREEHPrometheusiEiZHIE .
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® Explore PrometheusGlobalView & Runquery ~

Metrics ~

Query type Exemplars
Help arms_cms. instance_disk_capacity

arms_cms_kafka_instance_message_input

+ Add que
arms_cms_kafka_instance_message_output

arms_cns_kafka_message_accumulation
arms_cns_kafka_message_accumulation_onetopic

a_topic_message_input

arms_cms_kafka_topic_message_output
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BRI EHN BERNRSHTERNL, SHEEERSHEEKNAE, REXMEFE, MMREE X EL
BYEE. BOIUANEERSEIZEEX R,

ﬁua’&e LS
RIPRSS B Prometheusis 12, BAE/E, 15

e PrometheussLfl for 28RS

e Prometheus3Efl for Kubernetes

|
e Prometheus3L4l for Remote Write
e Prometheus3L4l for VPC

e PrometheussLfl for =R

BESR

1. BFRPrometheusizél &,

2. ETERR S, EFME,

3. EPrometheus 5B HHE, RIFFEBEEBRRS I EKubemnet esZ B fJPromet heussLfI E R
. EEMNSHE, BEREKE.
5. A RIEA LA, BEEHEKE, ARERBOXNEEPRELESH,

D

@ e BERSAPREHAPLELS, HIIN192.168.0.15F www.aliyun.com,

12.2. 8l ACK Serviceilts

RIS EHAXT MBI IR S I TEENE, EBEZERSVERRR, REAMEE, AMEEEHER
BRIEE, BROILUB Tt E S APrometheus!S1ZBIACK Service##E, HIEEIZEACK Serviceikid,

ﬁuh 33
REBRS EEAPrometheus!isis, BKE/E, BN
e PrometheussLfl for 28RS
e PrometheussLfl for Kubernetes
|

e PrometheuszEfil for Remote Write

e Prometheus3L4l for VPC

e Prometheus3Efl for =R

Bl ACK Serviceiie
1. BRPrometheusiz4l &
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2. EIRERE A, &R,
3. EPrometheus S B HHE, RIFFEE LB RRS I EKubermnet esZ B fJPromet heusSLf E R
4. EEMSHE, BHRRKE.

5. EME R A LA, BEACK Servicel i, ABERHIIXNFETIERES ARPIACK Service#iz,
HEBELHE,

@ B ACK Servicezi AR AL EY -
o WERIHAZEE: TCP. PING,

o HMERURAZERY: TCP. PING. HTTP,

12.3. R = AR5

BERKIE TR BENRSHTEENL, SHEZERSHEERKRE, REAMEFE, MMRERE TR
BRUENE, EoILUBEHES APrometheusiE RN RRZHIE, RECIB RIS KR,

GB35

BB RE EEAPrometheusisiz, BARE, BEN:
e Prometheus3Cfil for SRS

e Prometheus3Efl for Kubernetes

e Prometheus3Efl for Remote Write
e PrometheussLfl for VPC

e PrometheussLfl for RS

Bl =R F G
1. ZEHFRPrometheusiz4l &,
AR AE, IEFMIE,
. EPrometheusii 2 TH, RIEFERHERMRS I EKubemeteszt B FJPromet heusSLH Z R,
. EEMSHE, BEREKE.
AR REA LA, EERRESKE, REERBIONEFEPHITUTERRE.
i. ER1SERESANENZRS, ARRET—F,

@ %8 PrometheusH ATz E AAlibaba Cloud Redis#iEFIAlibaba Cloud RDSEUE .,

SRS X
215 2k
mEEEEN RS
o
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Redis
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-bpic2 e r-bp1c2esyjlpsdvg8st

r-bp1c2esyjlpsdvg8s8.

r-bp151cdikbck87cqln m

V| r-bp151¢ Redis
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1. EEMSHE, BHEXETIE,
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go_memstats_heap_released_bytes

go_memstats_heap_objects
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go_threads
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go_memstats_heap_objects
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go_memstats_other_sys_bytes
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scrape_samples_post_metric_relabeling
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process_virtual_memory_max_bytes
process_virtual_memory_bytes
scrape_duration_seconds
go_memstats_heap_released_bytes
go_gc_duration_seconds_sum
go_memstats_next_gc_bytes
go_gc_duration_seconds_count
nginx_ingress_controller_config_hash
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nginx_ingress_controller_requests
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nginx_ingress_controller_success
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go_memstats_mspan_sys_bytes
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coredns_forward_request_duration_seconds_count
coredns_dns_requests_total
coredns_forward_conn_cache_misses_total
coredns_dns_responses_total
coredns_cache_entries

coredns_cache_hits_total
coredns_forward_conn_cache_hits_total
coredns_forward_requests_total
coredns_dns_request_size_bytes_sum
coredns_dns_response_size_bytes_count
coredns_dns_response_size_bytes sum
coredns_dns_request_size_bytes_count
scrape_duration_seconds
scrape_samples_scraped

scrape_series_added
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up
scrape_samples_post_metric_relabeling
go_memstats_lookups_total
go_memstats_last_gc_time_seconds
go_memstats_heap_sys_bytes
coredns_build_info
go_memstats_heap_released_bytes
go_memstats_heap_objects
go_memstats_heap_inuse_bytes
go_memstats_heap_idle_bytes
go_memstats_heap_alloc_bytes
go_memstats_gc_sys_bytes
go_memstats_sys_bytes
go_memstats_stack sys bytes
go_memstats_mallocs_total
go_memstats_gc_cpu_fraction
go_memstats_stack_inuse_bytes
go_memstats_frees_total
go_memstats_buck_hash_sys_bytes
go_memstats_alloc_bytes_total
go_memstats_alloc_bytes
coredns_cache_misses_total
go_memstats_other_sys_bytes
go_memstats_mcache_inuse_bytes

go_goroutines
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process_virtual_memory_max_bytes
process_virtual_memory_bytes
go_gc_duration_seconds_sum
go_gc_duration_seconds_countarms-ack-coredns
go_memstats_next_gc_bytes
coredns_dns_request_duration_seconds_count
coredns_reload_failed_total
coredns_panics_total
coredns_local_localhost_requests_total

coredns_kubernetes_dns_programming_duration_s
econds_sum

coredns_kubernetes_dns_programming_duration_s
econds_count

coredns_dns_request_duration_seconds_sum
coredns_hosts_reload_timestamp_seconds
oredns_health_request_failures_total
process_start_time_seconds
process_resident_memory_bytes
process_open_fds

process_max_fds

process_cpu_seconds_total
coredns_health_request_duration_seconds_sum
coredns_health_request_duration_seconds_count
go_memstats_mspan_sys_bytes
coredns_forward_max_concurrent_rejects_total
coredns_forward_healthcheck_broken_total

go_memstats_mcache_sys_bytes
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go_memstats_mspan_inuse_bytes
go_threads

go_info

o & BKube-State-MetricsfE55£E (Job) BYMESAMRMEMIEIRIANT :

1E5EZ# (Job Name)

FEIRE IR
kube_pod_container_status_waiting_reason

kube_pod_status_phase

kube_pod_container_status_last_terminated_reaso

n

kube_pod_container_status_terminated_reason

kube_pod_status_ready

kube_node_status_condition

kube_pod_container_status_running

kube_pod_container_status_restarts_total

kube_pod_container_info

kube_pod_container_status_waiting

kube_pod_container_status_terminated

kube_pod_labels

kube_pod_owner

kube_pod_info

kube_pod_container_resource_limits

kube_persistentvolume_status_phase

kube_pod_container_resource_requests_memory_b

ytes

kube_pod_container_resource_requests_cpu_cores

kube_pod_container_resource_limits_memory_byte

S

kube_node_status_capacity
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_kube-state-metrics

FEIRB R

kube_service_info
kube_pod_container_resource_limits_cpu_cores
kube_deployment_status_replicas_updated
kube_deployment_status_replicas_unavailable
kube_deployment_spec_replicas
kube_deployment_created
kube_deployment_metadata_generation
kube_deployment_status_replicas
kube_deployment_labels
kube_deployment_status_observed_generation
kube_deployment_status_replicas_available

kube_deployment_spec_strategy_rollingupdate_m
ax_unavailable

kube_daemonset_status_desired_number_schedul
ed

kube_daemonset_updated_number_scheduled

kube_daemonset_status_number_ready

kube_daemonset_status_number_misscheduled

kube_daemonset_status_number_available

kube_daemonset_status_current_number_schedule
d

kube_daemonset_created

kube_node_status_allocatable_cpu_cores

kube_node_status_capacity_memory_bytes

kube_node_spec_unschedulable

kube_node_status_allocatable_memory_bytes

kube_node_labels

kube_node_info

220

> MA4RRA: 20220708



Prometheus 512 iR %

Prometheus s AL =S E-

W

=
2

1E5EZ (Job Name)

e Kubelet{E553£2! (Job) BMESBIRMEMIEIRINT
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FEIRB R

kube_namespace_labels
kube_node_status_capacity_cpu_cores
kube _node_status_capacity_pods
kube_node_status_allocatable_pods
kube_node_spec_taint
kube_statefulset_status_replicas
kube_statefulset_replicas
kube_statefulset_created

up

scrape_samples_scraped
scrape_duration_seconds
scrape_samples_post_metric_relabeling

scrape_series_added

EIRETR

rest_client_request_duration_seconds_bucket

apiserver_client_certificate_expiration_seconds_bu

cket

kubelet_pod_worker_duration_seconds_bucket

kubelet_pleg_relist_duration_seconds_bucket

workqueue_queue_duration_seconds_bucket

rest_client_requests_total

go_gc_duration_seconds

process_cpu_seconds_total

process_resident_memory_bytes

kubernetes_build_info

kubelet_node_name
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kubelet_certificate_manager_client_ttl seconds

kubelet_certificate_manager_client_expiration_rene
W_errors

scrape_duration_seconds
go_goroutines
crape_samples_post_metric_relabeling
scrape_samples_scraped
scrape_series_added

up

apiserver_client_certificate_expiration_seconds_co
unt

workqueue_adds_total

workqueue_depth

e CadvisorfES5%E (Job) BMESZFRAMEMIBIRUT:
f£55E%R (Job Name) IERB R

container_memory_failures_total (ZINEF)
container_memory_rss
container_spec_memory_limit_bytes
container_memory_failcnt
container_memory_cache
container_memory_swap
container_memory_usage_bytes
container_memory_max_usage_bytes
container_cpu_load_average_10s
container_fs_reads_total (BIAKH)
container_fs_writes_total (ZRIAEFE)

container_network_transmit_errors_total
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container_network_receive_bytes_total
container_network_transmit_packets_total
container_network_receive_errors_total
container_network_receive_bytes_total
container_network_receive_errors_total
container_network_transmit_errors_total
container_memory_working_set_bytes
container_cpu_usage_seconds_total
container_fs_reads_bytes_total

_arms/kubelet/cadvisor container_fs_writes_bytes_total
container_spec_cpu_quota
container_cpu_cfs_periods_total
container_cpu_cfs_throttled_periods_total
container_cpu_cfs_throttled_seconds_total
container_fs_inodes_free
container_fs_io_time_seconds_total
container_fs_io_time_weighted_seconds_total
container_fs_limit_bytes
container_tasks_state (ZRIAKRF)
container fs read_seconds_total (BRIANEZH)
container_fs_write_seconds_total (ZIAEKF)
container_fs_usage_bytes
container_fs_inodes_total
container_fs_io_current
scrape_duration_seconds
scrape_samples_scraped
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machine_cpu_cores
machine_memory_bytes
scrape_samples_post_metric_relabeling
scrape_series_added
up
scrape_duration_seconds
up
_arms-prom/kube-apiserver/cadvisor scrape_samples_scraped
scrape_samples_post_metric_relabeling

scrape_series_added

e ACKSchedulerfE552# (Job) BIESBIRMEMIBERNT :
1F5EZ# (Job Name) EIRE R
rest_client_request_duration_seconds_bucket
scheduler_pod_scheduling_attempts_bucket
rest_client_requests_total
ack-scheduler

scheduler_pending_pods

scheduler_scheduler_cache_size

up
o etcdfEEEA (Job) HESIFRMEMIBIRN T :
FELZW (Job Name) EIRE R

etcd_disk_backend_commit_duration_seconds_buc
ket

up
etcd_server_has_leader
etcd etcd_debugging_mvcc_keys_total

etcd_debugging_mvcc_db_total_size_in_bytes
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EARETR

etcd_server_leader_changes_seen_total

FEIRE IR

node_filesystem_size_bytes
node_filesystem_readonly
node_filesystem_free_bytes
node_filesystem_avail_bytes
node_cpu_seconds_total
node_network_receive_bytes_total
node_network_receive_errs_total
node_network_transmit_bytes total
node_network_receive_packets_total
node_network_transmit_drop_total
node_network_transmit_errs_total
node_network_up
node_network_transmit_packets_total
node_network_receive_drop_total
go_gc_duration_seconds

node_load5

node_filefd_allocated
node_exporter_build_info
node_disk_written_bytes_total
node_disk_writes_completed_total
node_disk_write_time_seconds_total
node_nf_conntrack_entries

node_nf_conntrack_entries_limit
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node_processes_max_processes
node_processes_pids
node_sockstat_TCP_alloc
node_sockstat_TCP_inuse
node_sockstat TCP_tw
node_timex_offset_seconds
node_timex_sync_status
node_uname_info

node-exporter
node_vmstat_pgfault
node_vmstat_pgmajfault
node_vmstat_pgpgin
node_vmstat_pgpgout
node_disk_reads_completed_total
node_disk_read_time_seconds_total
process_cpu_seconds_total
node_disk_read_bytes_total
node_disk_io_time_weighted_seconds_total
node_disk_io_time_seconds_total
node_disk_io_now
node_context_switches_total
node_boot_time_seconds
process_resident_memory_bytes
node_intr_total
node_load1
go_goroutines

scrape_duration_seconds
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EARETR

node_load15

scrape_samples_post_metric_relabeling

node_netstat_Tcp_PassiveOpens

scrape_samples_scraped

node_netstat_Tcp_CurrEstab

scrape_series_added

node_netstat_Tcp_ActiveOpens

node_memory_MemTotal bytes

node_memory_MemFree_bytes

node_memory_MemAuvailable_bytes

node_memory_Cached_bytes

up

node_memory_Buffers_bytes

FEIRE IR

go_gc_duration_seconds
promhttp_metric_handler_requests_total
scrape_series_added

up

scrape_duration_seconds
scrape_samples_scraped
scrape_samples_post_metric_relabeling
go_memstats_mcache_inuse_bytes
process_virtual_memory_max_bytes
process_virtual_memory_bytes

process_start_time_seconds
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go_memstats_next_gc_bytes
go_memstats_heap_objects
process_resident_memory_bytes
process_open_fds
process_max_fds
go_memstats_other_sys_bytes
go_gc_duration_seconds_count
go_memstats_heap_alloc_bytes
process_cpu_seconds_total
nvidia_gpu_temperature_celsius
go_memstats_stack_inuse_bytes
nvidia_gpu_power_usage_milliwatts
nvidia_gpu_num_devices
nvidia_gpu_memory_used_bytes
nvidia_gpu_memory_total_bytes

gpu-exporter
go_memstats_stack_sys_bytes
nvidia_gpu_memory_allocated_bytes
nvidia_gpu_duty cycle
nvidia_gpu_allocated_num_devices
promhttp_metric_handler_requests_in_flight
go_memstats_sys_bytes
go_memstats_gc_sys_bytes
go_memstats_gc_cpu_fraction
go_memstats_heap_released_bytes
go_memstats_frees_total

go_threads
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k8s-csi-cluster-pv

FEIRE IR
go_memstats_mspan_sys_bytes
go_memstats_buck_hash_sys_bytes
go_memstats_alloc_bytes_total
go_memstats_heap_sys_bytes
go_memstats_mspan_inuse_bytes
go_memstats_alloc_bytes

go_info
go_memstats_last_gc_time_seconds
go_memstats_heap_inuse_bytes
go_memstats_mcache_sys _bytes
go_memstats_lookups_total
go_memstats_mallocs_total
go_gc_duration_seconds_sum
go_goroutines

go_memstats_heap_idle_bytes

FEARE IR

cluster_pvc_detail_num_total
cluster_pv_detail_num_total
cluster_pv_status_num_total
cluster_scrape_collector_success
cluster_scrape_collector_duration_seconds
alibaba_cloud_storage_operator_build_info
cluster_pvc_status_num_total
scrape_duration_seconds

scrape_samples_post_metric_relabeling
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scrape_samples_scraped
scrape_series_added
up
cluster_scrape_collector_duration_seconds
cluster_scrape_collector_success

alibaba_cloud_csi_driver_build_info

up

k8s-csi-node-pv
scrape_series_added
scrape_samples_post_metric_relabeling

scrape_samples_scraped

scrape_duration_seconds

PrometheusSEffl for RS (B ZARSZ LB BIPrometheusSEfl) TR T RAR,

bitavs S FEARE IR AR EA
cpu_util_lization (ECS) CPUfER=
internet_in_rate (ECS) ARRAREFIER
internet_out_rate (ECS) AMREREFIERR
disk_read_bps (ECS) FTEHLEIZEIBPS
disk_write_bps (ECS) FTBHEASMMZEURE

ECS vpc_public_ip_internet_in_Rate (ECS) IPEEAMRAFILRE
vpc_public_ip_internet_out_Rate (ECS) IPHEEAMRE & RERR
cpu_total (Agent) cpu.total
memory_totalspace (Agent) memory.total.space
memory_usedutilization (Agent) memory.used.utilization
diskusage_utilization (Agent) disk.usage.utilization_device
Cpu_usage_average CPUE =
disk_usage HEBERER
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RDS

NAT

RocketMQ
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iops_usage
connection_usage
data_delay
memory_usage
mysql_network_in_new
mysql_network_out_new
mysql_active_sessions
sqlserver_network_in_new
sqlserver_network_out_new
snat_connection

snat_connection_drop_Llimit

snat_connection_drop_rate_limit

net_rx_rate
net_tx_rate
net_rx_pkgs
net_tx_pkgs

consumer_lag_gid

receive_message_count_gid

send_message_count_gid

consumer_lag_topic

receive_message_count_topic

send_message_count_topic

receive_message_count

send_message_count

e BA

IOPSfEF =

ERMERR

RIESEAIFER

AFERE

ot

MySQLR &R
MyS QLI £& it i 7 58

MySQL_ActiveSessions
SQLServerfM & m N\ 5

SQLServerM£&in B

gt

SNAT iE#Z#
AL RRRKIRFIEFIERL

7 S RN PRI = FFIEIREL

MR

Consumer (Groupld) EHHERGEEE

=

Producer (Groupld) &A% ESE

==\
SR (GrouplD&Topic)

Consumer (Groupld&Topic) EHiEI
HEHE

Producer (Groupld&Topic) EH8hKIEH

ByE

FOMPREERME

BAMREERYE
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healthy server_count J5 % 8 BRECS SLI /N4
unhealthy_server_count J5 i B E ECSSLBI /N
packet_tx BRRAHIBESH
packet_rx EWREHIEEL
traffic_rx_new AT
traffic_tx_new ki
active_connection TCPEIRIERES
inactive_connection U O JE R BRE 4L

SLB
new_connection TCPHTEEEEE
max_connection i O R IEEL
instance_active_connection SCAIE BRI RS
instance_new_connection LRSI EEEE
instance_max_connection IO RAFRIEES
instance_drop_connection LRI E KIEE
instance_traffic_rx LRI A bit#
instance_traffic_tx ST E7 H bit#]
active_applications activeXRZSHIVE A3
active_users activelFH P %1
aggregate_containers_allocated SHEAE R container MY
aggregate_containers_released BEBR B container MY
allocated_containers P EEIcontainer ™41
apps_completed 25T A AI1E AL £
apps_failed eSS

. apps_killed HWARFEBIME W 2]

I;llapReduce (EMR apps_pending ZLRHNELE
apps_running BT BIE LS
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EIP

0SS

FEIRE IR
apps_submitted
available_mb
available_vcores
pending_containers
reserved_containers
net_rx_rate
net_tx_rate
net_rx_pkgs_rate
net_tx_pkgs_rate
out_ratelimit_drop_speed
availability
request_valid_rate
success_rate
network_error_rate
total _request _count
valid_count
internet_send
internet_recv
intranet_send
intranet_recv
success_count
network_error_count
client_timeout_count
node_cpu_utilization
node_heap_memory_utilization

node_stats_exception_log_count

e BA

RRBE I

EENNIE LIRS e Eev NN

HHTBAT TT A B9V Core ML

=M container MY

FE B container M

3 i
/ﬁ m

3 S o
/)’TEI':H ™

MAB IR

M EER

oA

BRIERE

RIER G EE

MEFEIRER G

BIERH

BYIERY

FIER B

ML HEIRIER B

BB EIRIE RS

ElasticsearchSEfT5 s CPUE A =R

ElasticsearchsLf) 5 mmHeapMemoryfE F R

Exceptionik 1
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B
EAR IR IR fEMRIRBA
Elasticsearch (ES
) node_stats_full_gc_collection_count FullGeix 1

node_disk_utilization

node_load_Tm

cluster_query_gps

cluster_index_gps

Cpu_percent

ElasticsearchSLfl 5 mu 2 A%
Fmload_Tm

EBEMQPS

ClusterindexQPS

Logstash3L 45 mCPUE AR

Logstash node_heap_memory TRAGFER=Z

node_disk_usage Logstash3L 5 mu EER X
cpu_utilization CPUfEA=
connection_count EEHY
logic_gps BIEQPS
logic_rt BIERT
memory_utilization WNTFFI A=
network_input_traffic MEEMANTT R
network_output_traffic o £ 5 L e B8
physics_gps 112 QPS
physics_rt YIIERT
thread_count Efires A c
com_insert_select FABRDS_MySQLE#InsertSelect£
com_replace FAHRDS_MySQLE#Replace=E
com_replace_select FABRDS_MySQLE#ReplaceSelect £
com_select FAHRDS_MySQLE#Select=
com_update FAHRDS_MySQLE#UpdateE
conn_usage FARDS_MySQLIEZEF =
Cpu_usage FAFHRDS_MySQL CPUfEF =R
disk_usage FAHRDS_MySQLE & {E R =
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ibuf_dirty_ratio FABHRDS_MySQL_BPETI B/
ibuf_pool_reads FABRDS_MySQLEMWIIRE R EL
DRDS
ibuf_read_hit FABRDS_MySQL_BPiEapth &
ibuf_request_r FABERDS_MySQLE#NB IR IR
ibuf_request_w FABRDS_MySQLEIZIE S RE]
ibuf_use_ratio FABRDS_MySQL_BPH =
inno_data_read FABRDS_MySQL_InnoDBEFMEEEIRS
inno_data_written FABRDS_MySQL_InnoDBBMEANHIEE
inno_row_delete FABGRDS_MySQL_InnoDBEFMY BRITEL
inno_row_insert FAFRDS_MySQL_InnoDBEFME N1TEL
inno_row_readed FABRDS_MySQL_InnoDBEFMEEITEL
inno_row_update FAHRDS_MySQL_InnoDBE I E #1741
innodb_log_write_requests ;AIERDS—MVSQL‘IMO DESHHES MR
innodb_log_writes fAﬁRDS_MySQL_lnno DBEM HEMES X
#
innodb_os_log_fsyncs FBRDS_MySQL_InnoDBE#M HEfsync=
input_traffic_ps FAHRDS_MySQLM &R AT =
iops_usage FAHRDS_MySQL IOPSH] =
mem_usage FABRDS_MySQLRfEHI A=
output_traffic_ps FAHRDS_MySQLRMI L &
aps FAHRDS_MySQLEWEAE
slave_lag FABERDS_MySQLI L HIFEIR
slow_queries FABRDS_MySQLEMIEE RS
tb_tmp_disk FABRDS_MySQLEM Ol IR R E
instance_disk_capacity LRI R ERR
instance_message_input IHEREFE
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instance_message_output SLEEBEEE
topic_message_input TopiCHR &£
topic_message_output TopiCEREEE
cpu_utilization CPUfFE =
memory_utilization NEERBEN L
disk_utilization WEERE
iops_utilization IOPSfs FAR
aps FIMERE
connect_amount EEHERS
instance_disk_amount IHSR%E=EE
data_disk_amount HIESRAHAZEE
log_disk_amount AESH#ETEE
MongoDB

intranet_in AR RENTRE
intranet_out AR5 i 2
number_requests B R
op_insert Insert#/E R &1
op_query Query#B1EIRE
op_update Updatei®{Eix 1
op_delete Deletei@fE iR %1
op_getmore Getmoreig{E xR
op_command Commandig{E xR
active_connections TEERE R
blks_read_delta IR PIEENEL
cluster_active_sessions TEERE R
cluster_connection_utilization EEHERR
cluster_cpu_utilization CPUfER =
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cluster_data_iops BEMESIZI0RE
cluster_mem_hit_ratio RiFwm PR
cluster_ memory_utilization NFFERZR
cluster_gps BT EHE
cluster_slow_queries_ps BUETHHE
cluster _tps BMESH
conn_usage EEERR
cpu_total CPUfFE =
db_age HIRERAER
instance_connection_utilization THEEERE
PolarDB

instance_cpu_utilization SEAICPUE =R
instance_input_bandwidth SR NGEE
instance_memory_utilization LR FERER
instance_output_bandwidth SEAI T B
mem_usage RTFFI A=
pls_data_size POEIEE K/
pls_iops pg IOPS
pls_iops_read PgiEIOPS
pls_iops_write pgEIOPS
pls_pg_wal_dir_size pg WALHE K/
pls_throughput pg I0&IL
pls_throughput_read pgiZlo&It
pls_throughput_write pgBI0&EH
swell_time PO Ak =
tps pg TPS
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cluster_iops =30}/ ¢4
intranet_in_ratio BAGRERR
intranet_out_ratio A B
failed_count BRIERMEL

Redis cpu_usage CPUfER =
used_memory RiFERE
used_connection 2 AiEE
used_gps ERQPSHE

Promet heus i 12 % 3585 B BA 5l Rocket MQAR = BR &5 MU EL AL IS 4R 0 F B AR

L=t va S FEARE R FEARIF BB
rocketmq_producer_requests KiEHEFEAPLE R
rocketmq_producer_messages RXERE
rocketmq_producer_message_size_bytes RIEHBEBNEKAN
rocketmq_producer_send_success_rate RIXHREINER
rocketmq_producer_failure_api_calls K IEAPKE B R UK 2L

s E
rocketmq_producer_send_rt_milliseconds_avg RiEHEENFINE
rocketmq_producer_send_rt_milliseconds_min KX ERENR/IME
rocketmq_producer_send_rt_milliseconds_max RXERENRXE
rocketmq_producer_send_rt_milliseconds_p95 RIXHRFENPISE
rocketmq_producer_send_rt_milliseconds_p99 RIXHRFENPIIE
rocketmq_consumer_requests TH 25 H RAE X APRE A IR #L
rocketmq_consumer_send_back_requests ﬁﬁ%‘ﬁﬁ%ﬁ&@&‘?ﬁﬂ

T FIRE
rocketmqg_consumer_send_back_messages EE%;‘%%Q&M@Z&E’\J%
rocketmq_consumer_messages HEHEEE

HEHEEEXN (—H8

rocketmqg_consumer_message_size_bytes =
RRE)
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o BREERAIER

EIREIR

rocketmqg_consumer_ready_and_inflight_messages

rocketmqg_consumer_ready_messages

rocketmq_consumer_inflight_messages

rocketmqg_consumer_queue_time_milliseconds

rocketmqg_consumer_message_await_time_milliseco
nds_avg

rocketmqg_consumer_message_await_time_milliseco
nds_min

rocketmqg_consumer_message_await_time_milliseco
nds_max

rocketmqg_consumer_message_await_time_milliseco
nds_p95

rocketmqg_consumer_message_await_time_milliseco
nds_p99

rocketmqg_consumer_message_process_time_millise
conds_avg

rocketmqg_consumer_message_process_time_millise
conds_min

rocketmqg_consumer_message_process_time_millise
conds_max

rocketmqg_consumer_message_process_time_millise
conds_p95

rocketmq_consumer_message_process_time_millise
conds_p99

rocketmg_consumer_consume_success_rate

rocketmq_consumer_failure_api_calls

rocketmqg_consumer_to_dlg_messages

fEtRinEa
HEHEFRTEE (8§
MEHBREMLEPHR
£)

EMEHERE
LEPHERE

TH SUHEBABY 18]

HEREEREZPRER
LR TR FHE

HEEHREEPIRER
IR BB B /ME

HEREEBREZPRER
LB TR R AE

HEEEREEPIRERS
Q1B RFE BT POSIE

HEREEBREZPRER
IR IRFEETPIE

HEELEERENFY
&

HERELE RN RN
=]

HEBEELEESENREK
&

THEE IR E B FENPIS
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H B E QIR E R AR P9
&
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THERAPIE A SRR £8

HIEEHERE
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RN 3563

Promet heus 1= IRZM N G IFARMSIRZHN . KSSIRZEMN . MongoDBIRZEHNI . MySQLIRZE M |
Nginx iR ZHMN . RedisiREFN

ARMSHR ZH 0
REHIE
RELZR Fix BHiE (4 RERM A M4
)
100 *
(sum(rate(container_cpu_usage_secon
ds_total[1m])) by (pod_name) /
PodCpu75  sum(label_replace(kube_pod_containe 7 PodBICPUERZE X F75%.
r_resource_limits_cpu_cores,
llpod_namelll "$—I lll I|p0dlll “('*)II)) by
(pod_name))>75
100 *
(sum(container_memory_working_set
PodMemo bytes) by (pod_name) / .
W75 sum(label_replace(kube_pod_containe 5 PodBIAZEERERKRF75%,
y r_resource_limits_memory_bytes,
llpod_namelll "$-| lll I|p0dlll “(‘*)II)) by
(pod_name))>75
pod_stat sum
us_no_run  (kube_pod_status_phase{phase!="Run 5 POdBPRSARIZIT,
ning ning"}) by (pod,phase)
(sum
(container_memory_working_set_byte
PodMema 1= /)by 5 PodtIPI T A F4GB,
GbRestart )
(pod_name,container_name)
/1024/1024/1024)>4
sum (increase
It:’odRestar (kube_pod_container_status_restarts_ 5 PodE/7.
totalf}[2m])) by (namespace,pod) >0
K8s#z Z #L
KEHIRE
REZR Fix BE (5 RE AR FMH
)
(sum(rate(kube_state_metrics_list_tot
Kubestat fr:{é(:rt?czs"k:]:si-liiizi;or"}[5m]))/
eMetricsLi ' - . 15 Metric List &,
StEFrors sum(rate(kube_state_metrics_list_tot
al{iob="kube-state-metrics"}[5m]))) >
0.01
240 > MH4RRA: 20220708
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)
(sum(rate(kube_state_metrics_watch_
KubeStat totalﬂob:"kube-state-
) metrics",result="error"}[5m])) / .
eMetricsw : 15 Metric Watchi$s8,
atchErrors sum(rate(kube_state_metrics_watch_t
otal{job="kube-state-metrics"}[5m])))
> 0.01
(
NodeFiles node_flle53|/'stem_aval:t_bytes{job="nod
Im e-exporter",fstype!=""} /
ZSSEceOrEtAOf node_filesystem_size_bytes{job="nod 60 NodeX 4 RFBNIGTLZ 8,
Space e-exporter", fstype!=""}* 100 < 5 and
node_filesystem_readonly{job="node-
exporter” fstypel=""}==0)
(
node_filesystem_avail_bytes{job="nod
e-exporter",fstype!=""} /
NodeFiles node_filesystem_size_bytes{job="nod
yst(?mSpa e—exportgr [fstypel= .} 100 < 40 a'nd 60 Nodezit R 452 B ENE &%
ceFillingu predict_linear(node_filesystem_avail_
p bytes{job="node-exporter",fstype!=""}
[6h], 24*60*60) < 0 and
node_filesystem_readonly{job="node-
exporter" fstype!=""}==0)
(
node_filesystem_files_free{job="node
-exporter" fstype!=""} /
. node_filesystem_files{job="node-
NodefFiles . %
ystempFile expo.rter',fstypelz }. 100 < 40 .;de 60 Nodezit RS BN &35
sFillingUp preq|ct_l|near(node_f|lesystem_flles_f
ree{job="node-exporter",fstype!=""}
[6h], 24*60*60) < 0 and
node_filesystem_readonly{job="node-
exporter" fstype!l=""}==0)
(
. node_filesystem_files_free{job="node
NodefFiles . .
Im -exporter" fstype!=""} /
)(;SSEceOthAOf node_filesystem_files{job="node- 60 NodeXH RS L F L,
Files exporter",fstype!=""}* 100 < 3 and
node_filesystem_readonly{job="node-
exporter", fstype!=""}==0)
NodeNet . .
workRecei increase(node_network_receive_errs_t 60 Node&iZ ez
otal[l2m]) > 10
veErrs
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REHYE
REZR Fixx B8 (53 REARR FM
)
NodeNet increase(node_network_transmit_errs
workTran - - - 7= 60 NodeM & & HEIR.
. total[2m]) > 10
smitErrs
NodeHigh
NumberC (node_nf_conntrack_entries /
onntrackE node_nf_conntrack_entries_limit) > 7 fERREConntrack& g,
ntriesUse 0.75
d
( node_timex_offset_seconds > 0.05
and
NodeCloc ;jzgv(()n;):re(_t|mex_offset_seconds[5m]

B B+
kskewDet node_timex_offset_seconds < -0.05 10 AL EHRZ.
ected

and
deriv(node_timex_offset_seconds[5m]
)<=0)
Nodecloc min_over_time(node_timex_sync_stat
kNotSync OVl —HMex-syne_ 10 HIE B R RS .
L us[5m]) ==
hronising
KubePodC rate(kube_pod_container_status_resta
rashLoopi rts_total{job="kube-state-metrics"} 15 LB R .
ng [15m]) *60*5> 0
sum by (namespace, pod) (max
by(namespace, pod)
(kube_pod_status_phase{job="kube-
state-metrics",
—" H my %
KubePod phase=~"Pending|Unknown"}) 15 Podk 17
NotReady on(namespace, pod)
group_left(owner_kind) max
by(namespace, pod, owner_kind)
(kube_pod_owner{owner_kind!="Job"})
)>0
KubeDepl kube_(?epl'oym‘('ent_status_obserye?_g
eneration{job="kube-state-metrics"}
oymentGe R
, I= 15 HIMERE IRAARLES
nerationM .
) kube_deployment_metadata_generati
ismatch

onfjob="kube-state-metrics"}
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REHE
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)
(
kube_deployment_spec_replicas{job="
k -state-metrics"} !=
KubeDepl ube-state-metrics"} .
ovmentRe kube_deployment_status_replicas_ava
¥ ) ilable{job="kube-state-metrics"} ) and 15 HIAE & ARTE,
plicasMis (
tch
matc changes(kube_deployment_status_re
plicas_updated{job="kube-state-
metrics"}[5m])==0)
(
kube_statefulset_status_replicas_read
KubeStat y{job="kube-state-metrics"} !=
efulSetRe kube_statefulset_status_replicas{job= _

- - - 1 RBESIAR .
plicasMis "kube-state-metrics"} ) and ( > REREFFLE
match changes(kube_statefulset_status_repl

icas_updated{job="kube-state-
metrics"}[5m])==0)
KubeStat kube_statefulset_status_observed_ge
efulSetGe neration{job="kube-state-metrics"} |=
15 R N o
nerationM kube_statefulset_metadata_generatio REEMARLE
ismatch n{job="kube-state-metrics"}
max without (revision) (
kube_statefulset_status_current_revisi
KubeStat onfjob="kube-state-metrics }unless_ _
ofulSety kube_statefulset_status_update_revisi
P on{job="kube-state-metrics"} ) * ( 15 REEFEHREL,
dateNotR N
kube_statefulset_replicas{job="kube-
olledOut .
state-metrics"} I=
kube_statefulset_status_replicas_upd
ated{job="kube-state-metrics"})
kube_daemonset_status_number_rea
KubeDae T -
monSetR dyf{job="kube-state-metrics"} /
kube_daemonset_status_desired_num 15 DaemonSetiB H[E]E,
olloutStu .
ok ber_scheduled{job="kube-state-
metrics"} < 1.00
KubeCont sum by (namespace, pod, container)
ainerwaiti (kube_pod_container_status_waiting_r = 60 BRER.
ng eason{job="kube-state-metrics"}) > 0
kube_daemonset_status_desired_num
KubeDae ber_scheduled{job="kube-state-
monSetN metrics"} - NS
1 D I,
otSchedul kube_daemonset_status_current_num 0 aemonSetEit ¥l
ed ber_scheduled{job="kube-state-
metrics"} > 0
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)
rKnuob:SDeatTVIi kube_daemonset_status_number_mis
scheduled{job="kube-state-metrics"} 15 Daemonff&Litil,
sSchedule
>0
d
KubeCronJ time() -
obRunnin kube_cronjob_next_schedule_time{job 60 ECronfE S WA EIATF 1/,
g ="kube-state-metrics"} > 3600
K . . ob="k
KubeJobC el_JSth _tjs_lor;se?;eizj}o_mplet|ons{]ob ub
. P
gmpleho kube_job_status_succeeded{job="kub €0 EH5EAL.
e-state-metrics"} > 0
K.ubeJObF kube._jo"b_failed{job="kube-state- 15 XK.
ailed metrics"} > 0
(kube_hpa_status_desired_replicas{job
=" - - ics} 1=
KubeHpaR kube-state-metrics"} ! . '
. . kube_hpa_status_current_replicas{job _
eplicasMis . o 15 HPAEI AR EEE
="kube-state-metrics"}) and
match
changes(kube_hpa_status_current_rep
licas[15m]) ==
kube_hpa_status_current_replicas{job
KubeHpa ="kube-state-metrics"} == _
g AR &
MaxedOut kube_hpa_spec_max_replicas{job="ku 15 HPABIA BT BAE.
be-state-metrics"}
sum(namespace:kube_pod_container_
resource_requests_cpu_cores:sum{}) /
KubeCPUO ;t:mc(:?;e)_:ode_status_allocatable_c
) _ i
;/ercomml (count(kube_node_status_allocatable > CPUNE.
_Cpu_cores)-1) /
count(kube_node_status_allocatable_
cpu_cores)
sum(namespace:kube_pod_container_
resource_requests_memory_bytes:su
m{}) /
KubeMem sum(kube_node_status_allocatable_m
oryOverco ~ emory_bytes) > 5 FiEEH,
mmit (count(kube_node_status_allocatable
_memory_bytes)-1) /
count(kube_node_status_allocatable_
memory_bytes)
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)
sum(kube_resourcequota{job="kube-
KubeCPUQ state-metrics", type="hard",
uotaOverc resource="cpu"}) / 5 CPUBE I,
ommit sum(kube_node_status_allocatable c
pu_cores) > 1.5
sum(kube_resourcequota{job="kube-
KubeMem state-metrics", type="hard",
oryQuota resource="memory"}) / b e e e s
HEEE,
Overcom sum(kube_node_status_allocatable_m > FRAELH
mit emory_bytes{job="node-exporter"}) >
1.5
kube_resourcequota{job="kube-state-
PN
aExceede 9 9 +Job, EYP N 15 EHRIBIZ IR,
d (kube_resourcequota{job="kube-
state-metrics", type="hard"} > 0) >
0.90
sum(increase(container_cpu_cfs_throt
tled_periods_total{container!="",}
[5m])) by (container, pod, namespace)
(;PUT-hrott / 15 CPUE#A,
lingHigh . . .
sum(increase(container_cpu_cfs_perio
ds_total{}[5m])) by (container, pod,
namespace) > (25/100)
kubelet_volume_stats_available_bytes
KubePersi {iob="kubelet",
stentVolu metrics_path="/metrics"} / 4 s e B
meFillingu kubelet_volume_stats_capacity_bytes{ ! FRESENRAE.
p job="kubelet",
metrics_path="/metrics"} < 0.03
KubePersi kube_persistentvolume_status_phase{
stentVolu phase=~"Failed|Pending",job="kube- 5 GREREHE.
mekErrors state-metrics"}> 0
count(count by (gitVersion)
KubeVersi (label_replace(kubernetes_build_infofj
onMismat ob!~"kube- 15 MRARE,
ch dns|coredns"},"gitVersion","$1","gitVer
sion","(v[0-9]*.[0-9]*.[0-9]%).*"))) > 1
(sum(rate(rest_client_requests_total{c
KubeClien ode=~"5.."}[5m])) by (instance, job) / s P s
tErrors sum(rate(rest_client_requests_total[5 15 B .
m])) by (instance, job)) > 0.01
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)
sum(apiserver_request:burnrate1h) >
KUBEAPIEr 1/ 40 *0.01000) and .
rorBudget ) 2 APEIRIT £,
Burn sum(apiserver_request:burnrate5m) >
(14.40 * 0.01000)
(
cluster:apiserver_request_duration_se
conds:mean5mf{job="apiserver"} > on
(verb) group_Lleft() ( avg by (verb)
(cluster:apiserver_request_duration_s
econds:mean5m{job="apiserver"} >=
0) + 2*stddev by (verb)
KubeAPILa (cluster:apiserver_request_duration_s N
tencyHigh econds:mean5m{job="apiserver"} >= 5 APIFEIRZ &,
0) ) ) > on (verb) group_left() 1.2 * avg
by (verb)
(cluster:apiserver_request_duration_s
econds:mean5m{job="apiserver"} >=
0) and on (verb,resource)
cluster_quantile: apiserver_request_du
ration_seconds:histogram_quantile{jo
b="apiserver",quantile="0.99"} > 1
sum(rate(apiserver_request_total{job=
"apiserver",code=~"5.."}[5m])) by
KubeAPIEr (resource,subresource,verb) / -
rorsHigh sum(rate(apiserver_request_total{job= 10 APIRIRIE .
"apiserver"}[5m])) by
(resource,subresource,verb) > 0.05
apiserver_client_certificate_expiration_
kubeClien seconds._cour?t{job="apiserve'r"} >0
tCertificat and on(job) histogram_quantile(0.01,
o sum by (job, le) x =PRI,
eExpiratio . . e .
N (rate(apiserver_client_certificate_expir
ation_seconds_bucket{job="apiserver"
}[5m]))) < 604800
Aggregat sum by(name, namespace)
edAPIError  (increase(aggregator_unavailable_apis 7 BEAPIHEE,
S ervice_count[5m])) > 2
Aggregat sum by(name, namespace)
edAPIDow  (sum_over_time(aggregator_unavailab 5 RAAPITZ,
n le_apiservice[5m])) > 0
KubeAPID absent(up{job="apiserver"} == 1) 15 APIT %,
own
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)
kube_node_status_condition{job="kub
KubeNod o-ctate-
A2
eNotRead metrics",condition="Ready",status="tr = NodeR 1T .
Y ue"}==0
KubeNod I;::tee__node_spec_tamt{;ob: kube-
eUnreach . . . 2 NodeFi&IREL,
able metrics", key="node.kubernetes.io/unr
eachable" effect="NoSchedule"} == 1
max(max(kubelet_running_pod_count{
job="kubelet",
metrics_path="/metrics"})
ey DA letarc)
- 0l
gnglanyP kubelet_node_namef{job="kubelet", 15 Podid 2.
metrics_path="/metrics"}) by(node) /
max(kube_node_status_capacity_pod
s{job="kube-state-metrics"} I= 1)
by(node) > 0.95
KubeNod sum(changes(kube_node_status_cond
eReadines ition{status="true",condition="Ready"} 15 EERSTERHITS,
sFlapping [15m])) by (node) > 2
KubeletPl node_quantile:kubelet_pleg_relist_dur
egDuratio ation_seconds:histogram_quantile{qu 5 PLEGIS£E 07 a3 1<,
nHigh antile="0.99"} >= 10
histogram_quantile(0.99,
sum(rate(kubelet_pod_worker_duratio
KubeletPo n_seconds_bucket{job="kubelet",
dStartUpL metncs_path: /me.trlcs }H5m])) by 15 PodE BRI S,
atencyHig (instance, le)) * on(instance)
h group_left(node)
kubelet_node_name{job="kubelet",
metrics_path="/metrics"} > 60
KubeletD abseht(upﬂobj kube%et", 15 Kubelet F 4.
own metrics_path="/metrics"} == 1)
KubeSche . " _—
dulerDow ‘?)bsent(”p{‘c’b‘ kube-scheduler’} == 15 Kubelet A2 T4,
n
KubeCont . "
rollerMan absent(u‘?{Job- kube-controller 15 Controller Manager 4,
manager"} == 1)
agerDown
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)
100 * (count(up == 0) BY (job,
IvirgetDo namespace, service) / count(up) BY 10 BiR T4,
(job, namespace, service)) > 10
NodeNet
workinter changes(node_network_up{job="node . .
— — - \] Ij&?ﬁ'\ d‘l .
faceFlapp -exporter",devicel~"veth.+"}[2m]) > 2 REENRSRRTAR
ing
MongoDBRZ M I
REHE
REZR Fixx B8 (53 RE AR FM
)
ongoas 000 ot
Replicatio - - . 5 SHTERTE,
avg(mongodb_replset_member_opti
nLag
me_date{state="SECONDARY"}) > 10
(avg(mongodb_replset_oplog_tail_ti
mestamp -
Mongodb mongodb_replset_oplog_head_timest
Replicatio amp) - -
IREAE,
nHeadroo (avg(mongodb_replset_member_opti EHIRETE
m me_date{state="PRIMARY"}) -
avg(mongodb_replset_member_opti
me_date{state="SECONDARY"}))) <=0
Mongodb L
Replicatio gwongodb_replset_member_state == 5 SR AR,
nStatus3
Mongodb L
Replicatio ;nongodb_replset_member_state == 5 SRR,
nStatusé
Mongodb _
Replicatio ;nongodb_replset_member_state == 5 SR RS,
nStatus8
Mongodb .
Replicatio :noongodb_replset_member_state == 5 SHRART0.
nStatus10
Mongodb
NumberC mongodb_metrics_cursor_open{state s ALy e £ o
ongodb_metrics_cursor_opent 5 RS RFRETS,
ursorsOpe ="total_open"} > 10000
n
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Mongodb sum (increase
CursorsTi increase(mongodb_metrics_cursor_ti 5 B IIRE
meouts med_out_total[10m]) > 100
Mongodb
TooMany 'rlnongodb_connections{state:"current 5 EEEE.
Connectio }> 500
ns
Mongodb (sum(mongodb_memory{type="virtual
VirtualMe "1 BY (ip) / N N
tu 1) BY (ip) . BN ERELE.
moryUsag sum(mongodb_memoryftype="mappe
e d"}) BY (ip)) > 3
MySQLIRZEH N
REHE
REZR Fix B8 (53 REARR FM
)
MySQL is L e
down mysql_up == 1 MySQLT %,
mysql_global_status_innodb_num_op
open files en_files > e [
high (mysql_global_variables_open_files_li ! HAXEERS.
mit) * 0.75
Read
buffer
size is mysql_global_variables_read_buffer_s
bigger ize 4 =
99 ze > _ 1 I KB SR SR AR .
than max. mysql_global_variables_slave_max_all
allowed owed_packet
packet
size
Zz:cfer mysql_global_variables_innodb_sort_

. buff i 256*1024 N
possibly urver_size < ) o 1 HFET KXo EFERERR.
missconfi mysql_global_variables_read_buffer_s

ize > 4*1024*1024
gured
Thread
stack size mysql_global_variables_thread_stack .o
is too <196608 BRIERADN.
small
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REHIRE

REBMR FiLX BHiE (5 REMASMY
)

Used

more mysql_global status_max_used_conn

0 )

than 80% ections > . . ] (BT 0% IR .

of max mysql_global variables_max_connecti

connectio ons * 0.8

ns limited

InnoDB

Force mysgl_global variables_innodb_force

yoal_grond. - - 1 BRRHIRE.,

Recovery _recovery =0

is enabled

InnoDB

Log File mysql_global_variables_innodb_log_fi . .

- - - - - = O
sizeistoo  le_size < 16777216 ! RAERfFLN
small
InnoDB
Flush Log
at mysql_global variables_innodb_flush L

. ysaLglobal_vanabies._ Sy EESEXHRFAS.
Transacti log_at_trx_commit != 1
on
Commit
Table mysql_global _status_open_table_defi
definition nitions >
ey ot
cache too mysql_global variables_table_definiti REXEFILN.
small on_cache
lat;:]e mysql_global_status_open_tables
P >mysql_global variables_table_open_ 1 EITFEFII/N,
cache too
cache *99/100

small
Thread
stack size
. mysqgl_global variables thread stack
is Yo' giobal varables _threac. HIRM TR,

. < 262144
possibly
too small
InnoDB
Buffer
Pool _global iables_innodb_buff
00 mysq _go al_variables_innodb_buffe bt BISE N
Instances r_pool_instances == 1
is too
small
InnoDB

o mysqgl_global variables_ignore_builtin
Plugin is YoA9 - -9 - HHER.

innodb ==
enabled -
250 > XAERRAR
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)
Binary Log
is mysql_global_variables_log_bin != 1 1 “HHIHEER,
disabled
Binlog
Cache mysql_global_variables_binlog_cache .
- - - - i
size too size < 1048576 ! BELA.
small
Binlog . .
Statemen mysql_global_variables_binlog_stmt_
cache_size <1048576 and - N
t Cache = i ) 1 BREFIEN,
. mysql_global_variables_binlog_stmt_
size too ;
cache_size>0
small -
Binlog
Transacti
mysqgl_global variables_binlog_cache PN
- - - - - AN q‘
on Cache size <1048576 1 RBEFIIIN,
size too
small
sync mysql_global variables_sync_binlo
Binlog is __y1q -9 - ~Syne_binog 1 “HHBAESER.
enabled o
10 thread mysql_slave_status_slave_io_running 1 O®EIE L
stopped =1
SQL mysql_slave_status_slave_sql_runnin
thread Mysql_stave _statls_stave_sql.iunming SQLARIELE,
stopped o
Mysgl To
0_Many C rate(mysql_global status_threads co o s
EEEE,
onnection nnected[5m])>200 > R E
s
Mysgl To
M l t L_global_stat L i
o_| any_§ rate(mysgl_global_status_slow_queri 5 BEEEE.
ow_queri es[5m])>3
es
Slave
lagging rate(mysql_slave_status_seconds_beh ] LTS F 4
behind ind_master[1m]) >30 il °
Master
> MHhRA: 20220708 251
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WA HRE 5 Promet heus 5= AR %

2
KEHIRE
REZIR Fixx BE (5 REM KM
)
Slave is
NOT read
only(Pleas .

. mysql_global variables read _only != .
e ignore 0 y>ai9 - _read_onty 1 MR 2RI,
this
warning
indicator.)

NginxiR Z 5 u
KEHRE
REZIR Fix BriE (4 REM A SN
)
NginxHigh ts:tr[lj(sr_afi(\zg:r;;_nrlt];)pfequests_total{s
Htt p4xxEr - 5 HTTP 4xx$8iR KT 5.
rorRate sum(rate(nginx_http_requests_total[1
m])) * 100> 5
inx_h
NginxHigh :‘:mir:aii(\r;g:Ir;[><1_mt]';)p7requests_total{s
Htt p5SXXEr o 5 HTTP Sxxf&5 iR R 5.
rorRate sum(rate(nginx_http_requests_total[1
m])) * 100> 5
histogram_quantile(0.99,
NginxLate sum(rate(nginx_http_request_duration N
' HERE =,
ncyHigh _seconds_bucket[30m])) by (host,
node)) > 10
RedisiRZHMn
KEHIRE
REZIR Fixx BHiE (43 REME M
)
EEdISDOW redis_up == 5 Redis %,
RedisMissi c"0unt(redis_instance_info{role:"maste Masterfhis.,
ngMaster rM)==20
RedisToo . .
count(redis_instance_info{role="maste .
ManyMast . Mastend £,
") >1
ers
i (O e )
onnected o - 5 SlavelE 3R FF .
Slaves without (instance, job)

(redis_connected_slaves) - 1> 1

252 > MA4RRA: 20220708
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N

REHIRE
REBMR FixH BHiE (5 REM K FMN
)
RedisRepli
cationBro delta(redis_connected_slaves[Im])<0 5 SRR,
ken
RedisClust .
erFlappin ih;nges(red|s_connected_slaves[5m]) 5 B REERS S
g
L time() -
R M
negl:cklljSI redis_rdb_last_save_timestamp_secon = 5 EZM PR,
gBackP s> 60 * 60 * 24
RedisOut redis_memory_used_bytes /
OfMemor redis_total_system_memory_bytes * 5 NEARE
y 100 > 90
RedisToo
ManyConn  redis_connected_clients > 100 5 EEEE,
ections
RedisNotE
noughCon  redis_connected_clients < 5 5 EEARE,
nections
RedisReje increase(redis_rejected_connections_t
ctedConn -fejected - s RIS .
. otal[Tm])> 0
ections

15.3.

Helmiap$

SHH A

Prometheus3 #51&i3 Operators & L2 K8sEERE, AN N EOperatorg 32 b fiHelmBH LB E S HR
B,
fE A Operators L 2K KBsER M HelmR BTSN T :
helm install arms-prom-operator aliyun/ack-arms-prometheus \
—--namespace arms-prom \
--set controller.cluster id=123 \
--set controller.uid="456" \
--set controller.region_id=eu-central-1 \
--set controller.vpc prefix=registry.
e L]
namespace HelmB#rin& =8,
controller.cluster_id HETK8SPTEERERICluster ID,
controller.uid foT B = K-S B9User ID,
> XA4ARA: 20220708 253



Prometheuslf iz A H=EE-Z2E5(F ~
i BEREARHREE 2% Promet heus! & 1Z2BR S
S L)
controller.region_id HHIK8sFrEEEE{AIRegion ID,
ERBERAERMERE,
® —-set controller.vpc prefix=registry-vpc. : MITE=ARN

controller.vpc_prefix

FHREMEZAN, Wl AARERSH,

o --set controller.vpc prefix=registry.

15.4. Eifi K&+ 8A

FEER . FMERPrometheusBANBEZ M NGRS, WRENRK

D NARBLERER .

PrometheusiZ#t 7 ZFP ABANMEKIERE, BUMEIXEAREEFEHIPrometheusiii=E4x,
HRFELAAREHIENHBXE, RFMARSFEME. AXEZEKuberetes Overview, Deployment,

PodfINode Details&ati K&, FHERMNE T GrafanalI = A#EE,

Kubernetes Overview X £

Hostip || All

« Total usage

Cluster memory usage Cluster CPU usage (1m avg)

~ -~

Used Total Used

38.92GiB 61.05GiB 1.32cores 24.00 cores

+ Network I/0 pressure

Network 1/0 pressure

S0MB/s
25MB/s

08/s
25MB/s
5.0MB/s

Cluster filesystem usage

Used Total

=K8s-Dashboards

103.03 GiB 707.95 GiB

7.5MB/s
15:4230 154240 154250 154300 154310 154320 1543:30 154340 154350 154400 1544710 154420 154430 154440 154450 154500 154510 154520 154530 154540 154550 154600 154610 154620 154630 154640 1546:50 15:4700 154710 1547:20

> Pods CPU usage (1 panel)

> All processes CPU usage (1 pane/,

> Pods memory usage (1 panel

> All processes memory usage (1 pane)
> Pods network /0 (1 pane)

> All processes network 1/0 (1 pane)

ZABRTHNERERERERE:

o BIAERERRE: FINEHCPUERR, EBRNFERER. ERXHRAEEAR,

e CPUSE: fFlINPod CPUERZR, £ HECPUEAR,
o NEFEER: fWPodREFERR, 2MHENFERER,
o MEEE: BHIMMLEI/OFEHN. PodMLEI/0. FIEHEMLI/O,

Deployment XK #

254
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Promet heus!&

=]
IS

=Kas-Dashboards

namespace | kube-system v deployment | alibaba-log-controller v Pod | All v
Deployment Pod Number spec_replicas Pod Mem Used Pod CPU Usage Secs restarts_total
alibaba-log-controller '
9 1 1 421 MiB 1.27 ms 3
More Info : ARMS
Pods memory usage
Howis -
95 Mig request 100.000 MiB
i To0000mia
sibssa g contoler TSSO 4207208
152 1535 153 537 - 153 1540 5 542 15 54 154 1546 547 1548
Pods CPU usage
006
o S ——
3 e
8 o0
1534 1535 1536 1537 1538 15339 15:40 15:41 15:42 1543 1544 1545 1546 1547 1548
Network /0 pressure
2008se
100 B/s J\ —/\ W‘\ Received alibaba-log-controller-7fb46d5d8-ndcjq 2290
B U S — I ———— — —
08/s Sent alibaba-log-controller-7b46d5d8-n9cjq 2009
0
2008
5 s T T w0 s 1502 s s sas s s e
fs writes/reads
08rs
0.58/s read alibaba-log-controller-7fb46d5d8-n9ciq
0B/s write alibaba-log-controller-7fbd6d 5d8-n9cjq
058
-108/s
153 1535 153 59 1538 1539 1540 15 154 150 54 154 154 547 1540

ZAERTRNSRIEREERE:
° *EEIII‘\‘:
o EfE: CPUEHR.

PodX£

namespace | kube-system v

NFEAR.

Pod | flexvolume-m7hjq v

~ Pod Info

Pod IP Address Pod Status

Running",pod="flexvolume-m7hjq

+ Network 1/0 pressure

50kB/S

e e e s S

08/s
-50KkB/s

100kB/s

1535 1536 1538 1539 15:40

« Total usage

Pod memory usage

_039% |

Pod Mem Used Machine Mem Total

30.8 MiB 7.638 GiB

> Pods CPU usage (1 pane)
> All processes CPU usage (1 pane/

> Pods memory usage (1 pane)

ZAERRNERIERTECQRE:

Pod#iE. BIAME. BMECPUEAXR,
SR HIE ML

Network 1/0 pressure

1541 1542

acs-flexvolume

e POdEKR(ZER: Pod IPHt, PodiR7ZE. Pod&EzE.

o DAMEAEEE: HlfPod CPUEAR. PodREFERXR,
o CPUERE: flaNPod CPUERAER, £IEBHECPUERR,

o P\H’? 58 BlMPodNEFFERE. 2MERNFFERE,

o MEFR: BIANIMLLI/OES. PodMLI/O. FABHEML

Node Details X£

BENFERE. ERRH.
/0. FSESIER,

Container restarts

7

Pod Gontainer

1543 1545 1546 1548

Pod CPU usage

_007% |

Pod CPU Usage Secs Machine CPU Usage Secs

2.87 ms 60.3 ms

BRERRH,

51/0,

current v
100000 M
100000 M

4226 M8

avg  curent
0001 0.001

0050 0.050

avg  cumentv
B/s 5358/

B/s  5358/s

avg current v
oBs 0B/

oBs 0B/

=K8s-Dashboards

1549

> MA4RRZA: 20220708
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" Promet heus51ZBR %

interval  auto v T T
192.168.0.112:9100

FHiSATAE CPU ##) CPUEME (5m) CPU iowait (5m) PTFERE SR EHRIET REEERE i B#HE(etc/hostname) fEF E

4

1-3 MERE
day 764 (503 _0.33% . 18%
GB _ |/ —_

ik e

R wanE EAETATE
040
e S max avg  cument ° . AN s rm
[ =im 03400 01725 00300 = Jetchostnamz 118 AR nE e R
o sm 03700 03042 02100 i ext4 /host/root 108.32GiB  [EcKIEY
e

= 15m 03300 03675 03300

‘ o extd4 /etc/resolv.conf 108.32GiB 3.95%
ol extd /etc/hosts 108.32GiB 3.95%
]

ext4 /etc/hostname 108.32 GiB 3.95%
1906 1907 1908 19:09 1910

CPUEME \ B2 B/ 0R(FHEEATE (%) MTFEE

6.00% max wg  cument 968

oo = System 288%  273%  282%
User 546 275%  269% TeE

400% — lowait 035 027%  033%
= - . 568

3.00% 1 _/ - wa_STIOKIER  130%  106%  130%
200% 268

1.00% - L
0B
= | . . - - 1906 19:07 15:08 1909 1910
0%
190600 190630 190700 190730 190800 190830 190900 190930 199000  19:10:30 — £A7 Curent 76468 — 5 Curent: 141618 — %% Cument 6.23 GiB

ZABRRNEREREIECE:

o CPUEE: BITNCPUZEL. CPUEAZR. CPUI/O%#&ETE,

e NEER: fINRELSE. REFEERRE,

o WEEFEE: HINMHE/LS=E. BEAIOLEHE. BEAELEERE,
o MBEFEE: HIMNNEZRE. TCPEEBER.

RKEFERRME
@ 18 AXRNAT Grafanath BANEKRME, BRMNERTE, HSNorafanaxt,
AL B BRI THTR:

kX
1. EGrafanaliE@RER, BEHEREBZR,

Eﬂ .o - W r 1 D/Kuberne\esoverviewlﬁ < il @ =] < | (020210426 17:34:47102021-04-26 17:5447 ~ | > Q &  ~

Hostip || All v =Kes-Dashboards

~ Total usage

Cluster memory usage Cluster CPU usage (1m avg) Cluster filesystem usage
57% 1.59% 10.22%
-
Used Total Used Total Used Total
6.67 GiB 18.77 GiB 0.70 cores 6.00 cores. 24.68 GiB 241.58 GiB

2. EMEMERIEPMAXRERIREK, HERTH LHBFilter by tag TR RFE L HFHIEETag (45
) K&,

256 > MA4RRA: 20220708


https://grafana.com/docs/grafana/latest/

Prometheus S IB AL =EE-=E=
Promet heus 5 i=pRZ BEAHRTSE =

R
Search dashboards by name X
(] = 1= Sort (Default A-Z, v © Filter by tag v
¥y Starred v
Ingress : sas
hedu-kBs-test_1023061619523653 e = = =
@ Recent >
[ ack-arms-us_1023061619523653 >
[ ack-bj-prom-2_1023061619523653 >
[ ack-kBs-hangzhou_1023061619523653 >
[ arms-k8s-test_1023061619523653 >
[ arms-yiling-buyacdong-noagent_1023061619523653 >
[ arms_metrics_cn-hangzhou_cloud_hangzhou_1023061619523653 >
== A
3. BEREEEFENAERR.
> Z
R E i 8 X 8§ Rl s
M= SH 452
1. EGrafanallEA LA, RHETEERIE,
88 - r 1/ Kubernetes Overview tr «§ | B & 8 | <| ©2021-042617:34:4710 2021-04-26 17:54:47 ~ ] a9 v
Hostip | All v =KS-Dashboards
~ Total usage
Cluster memory usage Cluster CPU usage (1m avg) Cluster flesystem usage
57% 1.59% 10.22%
—
used Total Used Total Used Total
6.67 GiB 18.77 GiB 0.10 cores 6.00 cores 24.68 GiB 241.58 GiB

2. B HENEEPEEE XN ERLEENEXE, flmEEsae. 3X120F. SX30KF,
HEl UB IR E R EE R MERKIREREXNESFEXIE,

i+ {5} = (@ Last 15 minutes ~ || @

Absolute time range Relative time ranges
1
From Last 5 minutes
now-15m )
Last 15 minutes ,_,
To

Last 30 minutes

now
Last 1 hour

Last 6 hours
It looks like you haven't used this timer picker

before. As soon as you enter some time Last 12 hours

intervals, recently used intervals will appear
Last 24 hours

here.
Read the documentation to find out more about Last 2 days
how to enter custom time ranges.
Last 7 days
Browser Time China, CST UTC+08:00 & Change time zone

> XHHARAS: 20220708 257
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2E(F

Prometheus 512 iR %

¥ K e 8 X 8]

EGrafanall@mAE LA, B O Br,

BRE-RZY KZRE, BERERST AAHNRE, BENEERIBNLRERNEERS. fil,

6

8 ) / Kubernetes Overview v ¢

Hostip | All v
« Total usage

Cluster memory usage

18.77 GiB

Cluster CPU usage (1m avg)

@

Used Total Used

6.67 GiB 0.10 cores

SR

RILEHAEENHEXEAEX1058, WEEH—RZT ARillE, HEOXKENENEERSSERSD

Wt B | @ G < O2021-042617:34:47 10 2021-04-26 17:5447 v || > o~

EGrafanallEA LA, BE O BiR, RIS ARPAEERNBELE.

8 ) / Kubernetes Overview v ¢

Hostip | All v
« Total usage

Cluster memory usage

‘ 57%

Cluster CPU usage (1m avg)

@

Used Total Used

6.67 GiB 18.77 GiB

5 30t MR IR JUR

W B @ 8 <

24.68GiB

fEGrafanafi@, &I TR B g EITREN o] fF 1k XM AT K8 BRE SR R,

8 ) / Kubernetes Overview v ¢

ot

« Total usage

Cluster memory usage

Cluster CPU usage (1m avg)

@

Used Total Used Total
6.67 GiB 18.77 GiB 0.10 cores 6.00 cores
AEEIRE BRE
2 SH /=N = .
BEERMEBNEREIRG, oT#TUATERAE:
wost | All+
« Total usage
Cluster memory usage
even =
Gt o e
< she @ p
57% - 9.7 @ explore ® x
| © nspect @ 1> pata
Used Total used © More > query
Panel JSON
10.75GiB 18.77 GiB 0.59 cores. @ Remove © pr

ccccc

« Network 1/0 pressure

B e |8

< || ©2021-04-26 17:34:47102021-0426 17:54:47 ~ || > | @ | Q

=K8s-Dashboards

Cluster filesystem usage

10.22%

241.58 GiB

Used Total

24.68GiB

@ 2021-04-26 17:34:47 10 2021-04-26 17:5447 v || > | @ v

=K8s-Dashboards

Cluster filesystem usage

10.22%

241.58 GiB

Used Total

e
Cluster filesystem usage
WB10.22%
Used Total
24.68 GiB 241.58 GiB
E—
Cluster filesystem usage
P11.22%
Used Total
40.78 GiB 363.36 GiB

258
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=

Iy

Promet heus 512 iR %

o 2REEFHIEMR: BEHView, FIRPERV, BIOIREERVIESCAITRE 2 FEELR.

o RIBMBIENR: PHEdit, SUIRIRIERE, ZEdit Panel TEEXMUHERNER, AEREL LA
BApply,

o NEHFIENR: BEHShare, FHAKIIRTPRISHTADEMNIEE, RESATEIRN S Z8EE . SRABEEIR
REERE,

o REYFIMIR: BEEExplore, FIRWEFEEX, EExplore NENEEIR. HIEWERFREUE.

o BMBERMNEIES H AV EiEInspect > Data, A/5EDatam &t & HDownload CSVEH
iR,

o BEMBIERMETEIEHR: EiFInspect > Query, AEHEQueryTREhEE B KM ,

o FRBMBIERAISONKES : EiFInspect > Panel JSON, A/SEJSONTIE thi# MJSONLEL,

o ENHKMWMFIEMR: EFEMore > Duplicate, FKRIZTPHIDENTI#5 I = FIE R B shh M = ZHF1Y
R8P,

o HMYBIEMR: %EMore > Copy, TN LBIER.

15.5. Helm R A% BH

AXEEAN B E = Promet heus s iz B9 14532 40 HelmBd iR AR & #3588,
HelmiRA = AgentiB B IRAS V=il INgEMEIR

o TFREMPIL,
°* HBAMBEER G1AETR) .

o TG EIEPrometheusifinim S & Bl HY
ServiceMonitorflPodMonitorE#,

o YL EIEPrometheusifinins & 6l HY
ServiceMonitor5PodMonitorE AR RS &
I,

Annotations:
v1.1.5 arms-prom-operator:v3.1.0 20227054

arms.prometheus.io/discovery=tr

uel| false

o THFAgent HPABIARH LIRS HKEEE .

o FTHEEEPrometheus MR E BRI obER 7>
FE.

o FTIFEL KK ServiceMontor, PodMonitor
K Prometheus.yaml#f X f & X4,

* ALCPU. RERREASRAREL.

e Z#PodMonitor,

o FTiFHE X Namespace,
® CMS3X#FGPUHE .,

o FTiFAgent BEELN.,

v1.1.0 arms-prom-operator:v3.0.0 20214108
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SALRAE. S E(E
Prometheusls Iz AH=EE- %51 Promet heusls IR S
HelmfR &S AgentiRRIRAS KA I REMEIR
o ZEMMKERE.,
o IREHPABES,
v1.0.0 arms-prom-operator:v3.0.0 20214F09A o MRS,
e BugfBE: 8BS CMSHEEARHIEHOMIE
i,
o {iLFHiRaE
/\ 22
v0.1.8 arms-prom-operator:v0.1 20214078 ¢ MHRRKESRREA.
° BugiggE: BE =RSRegiontFE R EH T
Elﬁo
o TIHFMEREFZRSKuberneteshivl. 185
v0.1.5 arms-prom-operator:v0.1 2020%108 B,
o T iFE{RRegion AR M tiEH7ER
o FABANKSsAsRIIE, BFPodkE
NodelsizfResourcesi2%, TERHTKRER
N A FFERIKSS A RIZITH,
o HRMUWIAMIIE, B¥EMYSQL, Redis,
Kafka. ZooKeeperfINginxZ & MEY9FhH
U= Wi 425 7 t
v0.1.4 arms-prom-operator:v0.1 2020%078 friaiz, ERMTEELBEADEENS
Ro
o SIEENPrometheus SRR %, AI1F
Prometheus yamURE#MN . GrafanaX £
HERSG, LIHEBEPrometheusi¥i
B—JEEE’]F\E*%RQ
* Bugfgg: EEEBIAIEBuUg,
v0.1.3 arms-prom-operator:vo0.1 20205048 EA1Agent & R{E B IRE .
v0.1.2 arms-prom-operator:v0.1 20195084 Mia &R hRAS,

15.6. Remote WriteflRemote Readibiit
{55 A3 151 BH

fil 2 = Promet heus #5242 it 7 Remote WriteflRemote Read B MRERE O, K OILUET ZEOIE Eﬁﬁ%
Prometheusif iz g, ASLAFFIRPromet heus} 51z #1185 A fil £ = Promet heus #5322 AR &5 4 65 ' 28 anfar &
FHRemote Readitt it Ff1Remote Writedti it ,

GB35

EtlZPrometheussLfl, BiNEME, F8
e Prometheus3Zfil for SRS

e Prometheus3Efl for Kubernetes

e Prometheus3Efl for Remote Write

260
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https://help.aliyun.com/document_detail/124752.html#concept-1062555
https://help.aliyun.com/document_detail/208364.html#task-2060319
https://help.aliyun.com/document_detail/195423.html#concept-2006382

Prometheus S ZAH=ZERE- 2% 5
=

Iy

W

Promet heus 512 iR %

e Prometheus3Lfl for VPC

e PrometheussLfl for RS

(TIiE)

(oJi&) 2B—: ARAMAF (FkS) £FARMSESNR

MRBEFTIE =PrometheusLHIRHAERKS (XKS) G, BERFEFEHARAMAF (FKS) B
AccessKey IDF1AccessKey Secret #{TIRf2iES, WHEE L ARAMAF EFARMSHIESNIR,

1. FAMERKS (£KS) BRRAMEFIS,
AEEMSMEEENRERE > B,
ERRUE B LB RN

EFEENTE, REENERNFTERERNRAMAFR,

FEE R R X8 B REHARMSHI R EH, BHERRKBEZRERKBEFIMEGNEEREKX
B, RERTHE.

EERMATRRS
o AliyunARMSFullAccess

vk wN

o AliyunARMSReadOnlyAccess

« HERM

= - (

$£IE— - 3XERemote ReadflRemote Writeihiit
1. ZFRPrometheusiz4l &,

2. #EPrometheus¥% 5 W E TN ERIEE Promet heusSE B FR7EBO LIS, FH7E BFRERAMBIRMED 2 FHiIR
=,

3. FANNEEFRERE,
4, HIRBETE L, RIBEZKREHI /AWK MEIRemote WriteFlRemote Readitiit,

Remote Write izt
Fs

2R hitps:

AR http/cn-ha
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https://help.aliyun.com/document_detail/274450.html#concept-1062555
https://help.aliyun.com/document_detail/283269.html#task-1999572
http://ram.console.aliyun.com
https://prometheus.console.aliyun.com/#/home

SNHEOE. (=
;rometheus Bt EE 2%/ Promet heus 52 AR 5%

FEB=": BEEPrometheus
1. &%FPrometheus, &E A ZBEES M PrometheusE 75314,

2. I Prometheus.yamBL E X, HEXHREEMUTARE,
ﬁrm&ewmeﬂ mmmr%dﬁﬁgﬁﬁ$w—¢ﬁWMﬁﬂ % &ﬁi#

global:
scrape interval: 15s
evaluation interval: 15s
scrape configs:
- job name: 'prometheus'
static configs:
- targets: ['localhost:9090']

remote write:
// BAENRenote Writelthik,

- url: "http://ts-xxxxxxxxxxxx.hitsdb.rds.aliyuncs.com:3242/api/prom write"

basic_auth:
//username*ﬂpasswordﬁ%‘]ﬁlﬁ@ﬁiﬁﬂ&%E"JAccessKey IDﬁAccessKey Secreto

username: access—key-id
password: access-key-secret

remote read:
// BHWAEHIRemote Readitiit,

- url: "http://ts-xxxxxxxxxxxx.hitsdb.rds.aliyuncs.com:3242/api/prom read"

read recent: true

@ 388
o fIEZ=Prometheus!5izi2MH 7T AM. AWM MZERemote ReadfRemote Writetthilt, Epa
™. A3 E 2 E B Username, Password,
o Username. Password4> 5l %t [ #3fi  = kS BYAccessKey IDF1AccessKey Secret,, 3REX
AccessKeyHJ#&1E, ES MIKEXAccessKey,

o R E =PrometheussEf) 2 H T E = K-S (EL’&%) tliZ, BEREEFEHARAMAR
(FK=S) B9AccessKey IDFIAccessKey Secret TR IEE, NEELARAMAFES

ARMSHIIZER., BARIE, BERTE—,

égﬂi;}?Prometheus KB HUE
BT FEPrometheusisiz/5, BulATEGrafana k2 EEE MIREIRE,
1. BERPrometheusiz4l & .
2. 7£PrometheusE iz REINI TR B2k B, AR R LT RPrometheusS A\ 895 8 = Prometheus
LI ZFR,
3. ERBIERTNTHESTEETENAE.,

262 > MA4RRA: 20220708


https://prometheus.io/download/
https://help.aliyun.com/document_detail/193167.html#task-354412
https://prometheus.console.aliyun.com/#/home

Prometheusl S B AR =S E- 255

1A 373 AR 42
Prometheus iz 1= AR 55 £
o
88 prom_remot e ) “ % w (@ [0 ounsmes «|[a |-
T0002e83100
freee e crumma (m) couiowan (5m) AT SmiARR [ : BASEOERE
4 \ ’

) \ \

2.0 week \

15.4 GiB W 7.90% , 0.04% - 13% ) 301K, } . 18%  } . 18%  }

fresre freen preere
5. a " XA LS DLED R
noumo ot oo , [ |
CPURE. BATBHIORFRANE (x) s
wEAEER (06S) : e,

15./7. HTTP Aplﬂtﬂtﬁﬁﬁiﬁﬂﬂ

8 =PrometheusiEiR12 5t THT TP APIbdE, & T] PAE I iZ # 1E 4% B3] B Z= Promet heus L5 BY S IR U IE AN
B#EtGrafana, tHoJLAREXPTE =PrometheuslSiZHUE T IR L. AXN A NEIEIIHTTP AP E#E

AN B ZHGraf anafl3REX T £ = Promet heus i 1= #U4E ,
SREXHTTP APl hik

1. ZFEPrometheusiz4l 4,

2. 7EPromet heus¥s 2 W@ TRERIEEPromet heusSL I FREBU b IS, HE BRERAMRES 2FHi]
EO

3. FEMIMEREFRERSE,

4. EIRBERE L, BIEFKEH AMIAMEIHTTP APHE,

@ W MRESEREEBHPrometheusSLFl, BRIBENSIRS M7 2 LB EIRXTRAHTTP
APIBIIE,

HTTP APIthiir (Grafana iSERiBtl)

P url
P httpi//en-hangzhou.arms.aliyuncs.com:9090/api/v1/prometheus a
A http://cn-hangzhou-intranet.arms.aliyuncs.com:9090/api/v1/prometheus/

5. (o) MREFEIRSGraf anafiF EENNZ 2, oJAR T4 K token, KEXPrometheussLfl B4
N Token,

) & “£MToken/5, 7EGrafanathiRNEIEEN L AR B Token, &0 %L Prometheus

WIEHIE,

Token:l ey

Remote Read #ifit

Rl url
2R https/en-hangzhou.arms.aliyuncs.com:2090/apifv1/prometheus/
AR https//en-hangzhou-intranet.arms.aliyuncs.com:9090/apifv1 /pro
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SIS AR R AL 22 (=
l;romet heus S IZAHE=BE- =% Promet heus!S 12 R &
EABEGrafana

1. & Graf ana#iEiR.
i. NEERKSERAMGrafanaR %t .
i. EAM S DiERConfiguration > Data Sources,

@ 8 NEEROUEIIHES,

ii. #£Data SourcesTi& _F#HAdd data source,
iv. f£Add data sourceliE L& FHPrometheus,

v. fESettingsTEHIName FERMABEXNEFR, FEURLFERMMEIREIHT TP AP IE I ERIGHT

HTTP APl ,

vi. (&) fE£Custom HTTP HeadersXif® d+Add header, i&&HeaderJAuthorization, &

EValue I FEEIHTTP AP i 3R EX A S T oken,

Prometheus-1

HTTP

URL http:/fcn-hangzhou.arms.aliyuncs.com:

Access Server (default)

Whitelisted Cookies

Auth

Basic auth ‘With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward QAuth Identity

Custom HTTP Headers
Header Authorization

+ Add header

vii. BETIFEIHISave & Test,
2. RiEZ R,
i. BRAMGrafana®R g,
i. EEMSHMAZPiEE+ > Create,
i. #£#New dashboardZiE#EHAdd an empty panel,

Default
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Prometheus Sz ANH=EE- =
Promet heus 5= RS B -2

I o

AN

iv. 7£Edit PanelTlEAIQuery TRE M THAE FIEHF 25 B 1 iR IEiER, EAKENMetricsF B
ANERERHEREE,
MReERREENIERNER, WIRBEREMRI., SNiEREESHNEOMIHTokenEBIER,
UR IR R E A Prometheus SR #3E ,

€ New dashboard / Edit Panel

Panel Title

arms_ems_ecs_cpu_smm
ams cms ecs cou s

B Query &4 Transform & Alert
temp

Query inspector

Metries ~  arms_cms_ecs_cpu_total

Metric arms_cms_ecs_cpu_total looks like a counter.

Legend Min step Resolution  1/1 Format Time series Instant Prometheus Exemplars

+ Query + Expression

B BB = Prometheus!5 = #iE

B T E = Prometheus S8 #1E A0S KRBT . ELSEBHTTP APBEEXPromet heus S 12 #UIEMIRIE, &
Z L Prometheus HTTP API,

GET {HTTP API}/api/vl/query

Accept: application/json

Content-Type: application/json

Authorization: {Token}

{
"query":"arms prometheus target interval length seconds sum",
"time":"1635302655",
"timeout":"1000"

@ 8 (HTTP API} # {Token} 1B AFKEVHTTP APIBiEhFRENEIHTTP APIFILSHT oken,

iR B 74 -
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\\}r

Prometheus S ZAH=ZEE- 2% 5 Promet heus!S 12 R &

A

"status": "success",
"data": {
"resultType": "vector",
"result": [

{

"metric": {

" name ": "arms prometheus target interval length seconds sum",
"instance": "localhost:9335",
"interval": "15s",
"job": " arms-prom/kubelet/1"
b
"value": [
1635302655,

"146655.24420603667"

"metric": {

" name_ ": "arms prometheus target interval length seconds sum",
"instance": "localhost:9335",
"interval": "30s",
"job": " arms-prom/kubelet/1"
},
"value": [
1635302655,

"879810.747346541"

"metric": {

" name ": "arms prometheus target interval length seconds sum",
"instance": "localhost:9335",
"interval": "20s",
"job": " arms-prom/kubelet/1"
by
"value": [
1635302655,

"73320.13578499513"

15.8. Agent’kE{8 48 (HPA) Bz &gk
7115 BA

] = Prometheusis 12 2 iFAgent BIAREUK B4 (HPA) BT BHEEN ., ATERENAgentBIAHER
SEXHAgent AMITERFRHELAEER., BittPrometheusiSiZFTigAgent B AL BHPAB Y SINEE,

oI LB hiAEAgent BI A,

HelmZAgentiR&RASEEN BT B8EH
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Prometheus S ZAH=EE- 2% 15

W

Promet heus 5= iR 55 5
HelmiA S AgentZBRIRAS eEEEEHMYT B8N
v1.0.0 arms-prom-operator:v3.0.0 =
<v0.1.8 arms-prom-operator:v0.1 &

@ 3B HelmRAgentBIEARANIEMHEIE, 55 D HelmiR AR08,

TS RAgent BIAM S HITEIY &

o HAgent BEIARIZITH : EMasterg| KEFEEMNITTargetsIRS AN EEHNITTargetsiMEL, MRERN
MetricsE 43 £ S Agent B A OOMM & IE#RET, AgentBI AR ES— MBI B3N,

o HAgentZEIAKIZITH : EMasterg| K{NFE#MITTargetsfRFS A, HWorkergI A 47Target s, =
Workergl KA ZEEREZ60%E, SiEfTTargetsiMBIESBAE, BN HTELRFRWorkergl A%y, 3
mnamy=s.

@ 3B S Agent T UMENAIMet rics# 2 % IR 94,200,000, KRZER _ERA60%,

15.9. mysgld_exporteriji@MySQL#
FE Fir 75 BN A PR 154 BH

ERTBERRMYSQLEUR EX B M ISR IEREUE, SEAEMYSQUEUREE D HEHEXMNNIR, %
mysqld_exporter&E#E 2 MySQLEWEE, AN B U1E% E MySQLEHE FEBImysqld_exporteri R,
EMySQLEE EE Amysqld_exporterBlZ—1NRAF, AFRZEBRULUBTIZE. AEHRTNTHS, A
performance_schema.* RHMIENIR .,

IF

mysgl> GRANT REPLICATION CLIENT, PROCESS ON *.* TO
'mysgld exporter'@'localhost' identified by 'arms prometheus2022';
mysql> GRANT SELECT ON performance schema.* TO 'mysgld exporter'@'localhost';

mysgl> FLUSH PRIVILEGES;

@ i BH mysgld exporter A arms_prometheus2022 %EEXE@H@F%%ﬂ*D%ﬁ%, iﬁ*ﬁ?&i[ﬁ'\'fg
RER,
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Prometheus S IZ AH=HE-AP

W

z

Promet heus S 12 BR %%

16.AP1&#

16.1. Prometheus 51z
16.1.1. AddGrafana

T FAAddGraf anatZ [ £ ARMS Promet heus 5188 K2,

i3

XTI LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 5 SDKA BB R4l

EREH
£

Action

Clusterld

Integration

Regionid
iR Bl #U4E
B

Data

Requestid

Zn]
ERRY)

E3id)

String

String

String

String

il

Ho

Jali

ik RBIE

AddGrafana

cc7a37ee3laeade
d1a059eff8034b*

*kk

asm

R

AAMESH, BMEA AddGrafana

fEE = A SRR Kubernetes iR &Y
Kubernetes&E£8ID,

ARMSE HVRIEHES , tligfE (RFREAK
N
B): ASM . IoT # Flink ,

cn-hangzhou D,
~lE 3
success BIERBRIN,
1A9C645C-C83F-
4C9D-8CCB- 1&KID,

29BECOET****

http(s) ://[Endpoint]/?Action=AddGrafana
&ClusterId=cc7a37ee3lacadedla059eff8034b****

&Integration=asm

&RegionId=cn-hangzhou

e<RHIFRSE>

1E & IR B/l
ML &R

268
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Promet heus 5= iR %

Prometheus S A =EHE-AP

W
i

<AddGrafanaResponse>
<RequestId>1A9C645C-C83F-4CO9D-8CCB-29BECOEL****</RequestId>

<Data>success</Data>

</AddGrafanaResponse>

Json &=

"RequestId": "1A9C645C-C83F-4C9D-8CCB-29BECOEL****",

"Data": "success"

i

wEEED LD EEESHIRG,

16.1.2. DeleteGrafanaResource

I8 Fi Delet eGraf anaResourceiZ O BRARMS Prometheus!S iR E8E b i Grafana X & & B,

il

#RT] LAFE OpenAPl Explorerfh &

A B 34 B SDKAL RS =451

M

BRSH
B ESid]
Action String
Regionld String
ClusterName String
Clusterld String
BIR ESic)
Data String
Requestlid String

N
&SRR

R

BITZ

HO 2l
iy

Jali

il

il

ik RBIE

DeleteGrafanaRes

bizipu

REMESH, B

ource {&: DeleteGrafanaResource,
cn-hangzhou HIFID,
clusterNameOfTe
ERER,
st
cc7a37ee3laeade
d1a059eff8034b* 2D,
*kk
~E iR
delete success. REER.
771DC66C-C5E0-
59BC-A983- BEXKID, BFEMBE, HEQM,

DD18FEE9EFFA

z¥EO, 2REBUHEEENEN. B1THKINE, OpenAPIExplorerd]
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Prometheus S IZ AH=HE-AP

W

z

Promet heus 512 iR %

http(s) ://[Endpoint] /?Action=DeleteGrafanaResource
&RegionId=cn-hangzhou
&ClusterName=clusterNameOfTest
&ClusterId=cc7a37ee3lacadedlal59ef£8034b****
sRHEERBEH

1E &R B 7R
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<DeleteGrafanaResourceResponse>

<Data>delete success.</Data>

<RequestId>771DC66C-C5E0-59BC-A983-DD18FEEOEFFA</RequestId>

</DeleteGrafanaResourceResponse>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : "delete success.",
"RequestId" : "771DC66C-C5E0-59BC-A983-DD18FEE9EFFA"

HiR
RS E T L EEBSHRG.

16.1.3. AddIntegration

B AddIntegrationiZ & L ARMS Promet heus #2289 A& DA R REFN

B

& O] AfEOpenAPI Explorerp Ei%Iz1Ti2#E 0, REBHESZNEN., BTMIE, OpenAPIExplorera]

PAB 4 5 SDKX BB R 41,

BRESH
Bm £ =EWIE ~E iR
AEMESH, BUE
) . o .
Action String = Addintegration % AddInteqration .
cc7a37ee31aeade
. i E =& 28RS KubernetesiRAY
= *
Clusterld String = ila059eff8034b Kubernetes & 1D,
270 > M#4MRAS: 20220708
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Promet heus s 12BR S

Prometheus iz A =S E&E- AP

W
i

BIR et} eEME  RAIE

Integration String = asm

Regionid String = cn-hangzhou

BIR et} ~E

Data String success
1A9C645C-C83F-

Requestld String 4C9D-8CCB-

29BECOET****

Nl
&R

http(s) ://[Endpoint]/?Action=AddIntegration
&ClusterId=cc7a37ee3lacadedlal059ef£8034b****
&Integration=asm

&RegionId=cn-hangzhou
s<AHIFRSEH>

EFRERA)
xML &

<AddIntegrationResponse>

e
B

ARMSIFHIMMES . THEE (RRASK

N
B): AsM . IoT # Flink ,

D,

P

BRIERTHI.

BHXKID,

<RequestId>1A9C645C-C83F-4C9D-8CCB-29BECOEL****</RequestId>

<Data>success</Data>

</AddIntegrationResponse>

JsoN B

"RequestId": "1A9C645C-C83F-4C9D-8CCB-29BECOEL*x***",

"Data": "success"

HiRD
RS E T L EEESHIRG.

16.1.4. Deletelntegration

ii Fi Delet eInt egration#% [ 3 Ml & IntegrationE N BI R EXRL N ,
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W
U3

Prometheus S IZ AH=HE-AP

Prometheus!5 12 RS

i3t

RO LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]

A B B0 4 B SDKR A 7Rl

3 o 3
BREH
B ESyic) ERNIE ~BE iR
) . ) RBEAMTESH. B
A = D |
ction String 2 eletelntegration {&: Deletelntegration.
cc7a37ee3laeade
, fil B = A 8RR S Kubernetes iR Ay
Clusterld St = d1a059eff8034b*
uster fng = ***a € Kubernetes£E#HID,
Regionld String = cn-hangzhou i,
ARMSZ IS ES . ThHEE (RRA KX
Integration String = asm i\
B): asM . TIoT M Flink ,
B Eis) ~BE i)
TA9C645C-C83F-
Requestld String 4C9D-8CCB- EKID,
29BECOET****
Data String success BERTHIN.

Zn']
ERRY)

http(s) ://[Endpoint] /?Action=DeleteIntegration
&ClusterId=cc7a37ee3lacadedlal59eff8034b****
&RegionId=cn-hangzhou

&Integration=asm
sAHIFERSH

1E & IR B/
<ML &I

HTTP/1.1 200 OK
Content-Type:application/xml

<DeleteIntegrationResponse>

<RequestId>1A9C645C-C83F-4C9D-8CCB-29BECOEL****</RequestId>

<Data>success</Data>
</DeletelntegrationResponse>
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Prometheus5 12 RS

PrometheusliSIZ AR =EE- AP

W
i

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json

{

"RequestId" :

"Data" :

=

WEEEPOEEESHER

65 o

"1A9C645C-C83F-4C9D-8CCB-29BECIOE1 ****",

"success"

16.1.5. GetintegrationState

iE B GetIntegrationSt at e$i [ k3K EX IntegrationBYE N RS

i3

RO LAFEOpenAPl Explorerf E$5iz1Ti%EO, REABHEEZNREM ., ETHINGE, OpenAPlExplorerd]
PA B 54 B SDKAL A 7= 4B

EREH
£

Action

Clusterld

Regionlid

Integration

IR [o] & 47

BR

Requestld

State

ZN']
ERRY)

E3id)

String

String

String

String

String

Boolean

EEWIE ~E iR
o GetintegrationSta ~ RHMESH, B
= te {&: GetIntegrationState,
cc7a37ee3laeade _
g dra0soetfgosars | VEREBESKbemetesiey
= e Kubernetes&E£8ID,
2 cn-hangzhou gD,
ARMSE MR HERES, ikl (RXAK
2 asm I
5): ASM . IoT # Flink ,
~EIE 3
TA9C645C-C83F-
4C9D-8CCB- EXKID,
29BECOET****
IntegrationdJEARE,
true * true : ERREEA,

false : ETREKREAN,
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TR EE-AP

W

z

Prometheus!s

Promet heus S 12 BR %%

http(s)://[Endpoint]/?Action=GetIntegrationState
&ClusterId=cc7a37ee3lacadedlal059ef£8034b****
&RegionId=cn-hangzhou

&Integration=asm
sRHEERBEH

ERIR[E A
xML &I
HTTP/1.1 200 OK

Content-Type:application/xml
<GetIntegrationStateResponse>

<RequestId>1A9C645C-C83F-4C9D-8CCB-29BECOEL****</RequestId>

<State>true</State>
</GetIntegrationStateResponse>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" :
"State"

"1A9C645C-C83F-4C9D-8CCB-29BECOEL ****",

¢ true

i

mEEED O EEESHEIRD,

16.1.6. GetPrometheusApiToken

i A Get Promet heusApiT okeniZ [0 3K BN & A ARMS Promet heus! 5= Er = 69T oken,

B

& O] AfEOpenAPI Explorerp Ei%Iz1Ti2#E 0, REBHESZNEN., BTMIE, OpenAPIExplorera]

PAB 4 5 SDKX BB R 41,

B e} =AWk ~BE b
_ , o GetPrometheusA  RHEMESH, BE
Action String = .
piToken 7 GetPrometheusApiToken .
Regionid String 2 cn-hangzhou HIFID,
B B3} ~ME iR
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Promet heus 12 ARSS Promet heus 5

W
i

THE AP

B e} ~BIE R
1TA9C645C-C83F-
Requestld String 4C9D-8CCB- 1E3KID,
29BECOET****
Token Strin 6dcbb77ef4ba6ef54
9 66b5debfoe2****

Bl
&R

http(s) ://[Endpoint]/?Action=GetPrometheusApiToken
&RegionId=cn-hangzhou

e<DHIFRBE>
1E &R B 7R
ML &R

<GetPrometheusApiTokenResponse>
<RequestId>1A9C645C-C83F-4C9D-8CCB-29BECIEL ****</RequestId>
<Token>6dcbb77efdbatbef5466b5debf9e2* ***</Token>

</GetPrometheusApiTokenResponse>
JSoN &I

"RequestId": "1A9C645C-C83F-4C9D-8CCB-29BECOEL***x*",
"Token": "6dcbb77efdbatbef5466b5debfle2****"

HixB
HiREE T L EEBSHRG.

16.1.7. ListDashboards
1 A List Dashboards#& O IR EXEEBE B9 Graf ana X 28951 3% .
it

£ ARMS Prometheus ST 89T oken,

RO LATEOpenAPI Explorerh B 2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]

PAB B0 4 B SDKR A 7Rl

ERBH
ZIR ESid] ERRIE A ik
Action String = ListDashboards RRAES
Regionid String 2 cn-hangzhou i ID,

{&: ListDashboards,
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Prometheus S AL T EE-APIZE Promet heus!5 2 IR S3
B Bt} =EWIE ~E iR
cc7a37ee3laeade
; = . FE=AERSKuberneteshri
Clusterld String = f*1a059eff8034b Kubernetes & 1D,
EERERA, Wik, RMER BT SRR
ClusterType String B Node BEBKRBINE, InfluXDBE=FRFE—
ﬁ% cloud-product-prometheus
) . . BEABIRA, AEATRRER, &
=
Title String A ApiServer WiEEDashboardNames .
=FrfCode, TJE,
¥ clusterType=cloud-product-—
prometheus BZFERNE., BRIEEE
AN=EFRE:
Product String 5 XXXX e |nfluxDB
e MongoDB
e DLA
e SAE
. SRR ETARMNERTXSH, U
RecreateSwitch Boolean & false
- ZHIERIES.
AEBE—EZR, UFEETEEEBIRNK
#, BXTFTitles#], TitleoJgtSk4E
T, namefrs, HEXFEEST
’ g name, U¥RES (,) 7, f
DashboardName String & 85-n9 & W: k8s-event,k8s-overview , [
overview —MABERSEEMRE, WEERE
MRA, TIAfEname/ZEIBMMRAER, £l
#: k8s-event:vl,k8s-
overview:latest
‘m B3] ~lE iR
2A0CEDF1-06FE-
Requestld String 44AC-8E21- EKID,
21A5BE65****
Array of .
=W
DashboardVos DashboardVos Grafana X

GrafanaX£2£8, 61F:

Type String dash-db ®  dash-db : K#
®  dash-folder : X3 (SJEEKE)

Time String 1590136924 GrafanaX £ 8l 2 87 (a1 B9 B /B & .
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Promet heus5 22

TEEAP

W
i

B

NeedUpdate

Kind

Url

HttpsUrl

DashboardType

Exporter

Version

ISArmsExporter

S]]

Boolean

String

String

String

String

String

String

Boolean

wBIE

false

BASIC

http://g.console.ali
yun.com/d/1131971
649496228-*****-
59/ApiServer?
orgld=3**&refresh=
60s

http://g.console.ali
yun.com/d/1131971
649496228-*****-
59/ApiServer?
orgld=3**&refresh=
60s

Node

Nginx

V2

false

.

®

RERBEFRATUFER,

K&, HBASIC. THIRD, LIMIT, CUSTOM

HHEP—7p,

Grafana X £ 522 URL,

GrafanaX#URL,

REHR, EASExporter—&, ERFEAN
L

ExporterE NTRHIZEER!, BIE:

Prometheus
Node

GPU

Redis

MySQL

Kafka

Nginx (v2)
Nginx
ZooKeeper
MongoDB
RabbitMQ
PostgreSQL
Kubernetes
Client Library
Elasticsearch
RocketMQ

REIRAK, SnamefeliE—#, BE—1PK

#,

E BB TARMSIEHHExporter:

e true : EARMSIEHtHIEXporter,
e false : REARMSEM#HEXporter,
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Prometheus!5 12 RS

BIR ESid]

HttpUrl String

Title String

Name String

Id String

Uid String

Tags Array of String

B
BRI

wBIE

http://g.console.ali
yun.com/d/1131971
649496228-*****-
59/ApiServer?
orgld=3**&refresh=
60s

ApiServer

k8s-node-overview

1100**

1131971649496228-

*kkxk_GQ

["arms-
k8s","ccc8cel1fe0c95
43629e39ee657e34*

***ll]

http(s) :// [Endpoint]/?Action=ListDashboards

&RegionId=cn-hangzhou

&ClusterId=cc7a37ee3lacadedlal59eff8034b****

&ClusterType=Node
&Title=ApiServer
&Product=xxxx

&RecreateSwitch=false

&DashboardName=k8s-node-overview

s AHIFEREH

1EEIR[E R A
<ML &I

Grafana X & H#JURL,

Grafana X #2453,

REELR, STitleRE, F&EH,

GrafanaX£ID, REZEGrafana X2 2HE—
1.

RE SN Grafanak RN K RE—ITRG, 2
RRERE LHE—UED,

Grafana X &%,
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HTTP/1.1 200 OK
Content-Type:application/xml
<ListDashboardsResponse>
<RequestId>2A0CEDF1-06FE-44AC-8E21-21A5BE6S5****</RequestId>
<DashboardvVos>
<Type>dash-db</Type>
<Time>1590136924</Time>
<NeedUpdate>false</NeedUpdate>
<Kind>BASIC</Kind>
<Url>http://g.console.aliyun.com/d/1131971649496228-*****-59/ApiServer?orgld=3**gam
p;refresh=60s</Url>
<HttpsUrl>http://g.console.aliyun.com/d/1131971649496228-*****-59 /ApiServer?orgld=3
**gamp; refresh=60s</HttpsUrl>
<DashboardType>Node</DashboardType>
<Exporter>Nginx</Exporter>
<Version>v2</Version>
<IsArmsExporter>false</IsArmsExporter>
<HttpUrl>http://g.console.aliyun.com/d/1131971649496228-*****-59/ApiServer?orgld=3*
*gamp; refresh=60s</HttpUrl>
<Title>ApiServer</Title>
<Name>k8s-node-overview</Name>
<Id>1100**</Id>
<U1d>1131971649496228-*****-59</Uid>
<Tags>["arms-k8s", "ccc8celfe0c9543629e39%ee657e34****x"]</Tags>
</DashboardVos>

</ListDashboardsResponse>

JsoN &=
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HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "2A0CEDF1-06FE-44AC-8E21-21A5BEGS****",
"DashboardvVos" : {

"Type" : "dash-db",

"Time" : 1590136924,

"NeedUpdate" : false,

"Kind" : "BASIC",

"Url" : "http://g.console.aliyun.com/d/1131971649496228-*****-59/ApiServer?orgld=3**gam
p;refresh=60s",

"HttpsUrl" : "http://g.console.aliyun.com/d/1131971649496228-*****-59/ApiServer?orgld=3
**g&amp; refresh=60s",

"DashboardType" : "Node",

"Exporter" : "Nginx",

"Version" : "v2",

"IsArmsExporter" : false,

"HttpUrl" : "http://g.console.aliyun.com/d/1131971649496228-*****-59/ApiServer?orgld=3*
*&amp; refresh=60s",

"Title" : "ApiServer",

"Name" : "k8s-node-overview",

WIelW g WiLQO:="

"Uid" : "1131971649496228-*****-59",

"Tags" : "[\"arms-k8s\",\"ccc8celfe0c9543629e39%ee657e34**x**\"]"

mixs

FEEEFOEEESHAIRD,

16.1.8. CreatePrometheusAlertRule
3B CreatePromet heusAlert RuleiZ G S 241 M),

iR

IR LATEOpenAPI Explorerf BEiEiz{Ti%E N, REFBIHESZWAEM ., B1T7HINE, OpenAPlExplorera]
PA B 54 B SDKAL RS = 45

BIR et} e EWIE ~ME H R
Action String = CreatePrometheu AEMESH., B
sAlertRule {&: CreatePrometheusAlertRule,
Regionid String = cn-hangzhou HIFID,
AlertName String 2 Prometheus_Aler EEMNZR,

t
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Prometheus5 12 RS

PrometheusliSIZ AR =EE- AP

W
i

BIR B3t}

Clusterld String
Type String
NotifyType String
DispatchRuleld Long

Expression String
Duration String
Message String
Labels String

Annotations String

iR [o] E4E

Jalil

iy

iy

iy

Jali

Jalil

falit

iy

7|

wHIE

cObad479465464
eld8cl1e641b0af

b****

KubernetesB %
%

ALERT_MANAGER

10282

100 *
(sum(rate(contai
ner_cpu_usage_s
econds_total[1m]
)) by (pod_name)
/
sum(label_replac
e(kube_pod_cont
ainer_resource_li
mits_cpu_cores,
\"pod_name\",
\"$1\", \"pod\",
\"(-\") by
(pod_name))>75

m

${{$labels.pod_na
me}JCPUE AR X
F80%, HHEIE
{{$value}l}%

[{"Value":
"critical","Name":
"severity"}]

[{"Value":
"xxx","Name":
"description"}]

e
B
%

£BID,

EEMNLE,

W|AIKE, BUE:

® ALERT MANAGER
EiagEpiaEAl,

®  DISPATCH RULE

(BHA) : BEE

IR EBA R

BHEKID, YNotifyTypeisE
/N DISPATCH RULE HWAE,

FEgXIXH, FEFEHAPromQLEEG,

$HERE, SBEE1M~1440m, BAIAS
i,

L£EHR, TEHRB{$Slabelsxx& Ik
S ARE,

REJSONE . HFEIREIREHINamef
Value,

ERJSONE, BEIREFRHINamed
Value,
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B Bt} ~E iR
9FEA6D00-317F-
Requestld String 45E3-9004- 1E3KID,
7FB8BOB7****
PrometheusAle Object BB LA,
rtRule
SEMNERERS. BUE:
Status Integer 1 * 1 :HR.
e 0 : XM,
Type String KubernetestA &2 EEMN KR,
BHE, BVE:
e ALERT MANAGER : @NEZEE#d0E
NotifyType String ALERT _MANAGER o
e DISPATCH RULE : IEEBHKEEHITE
o
100 *
(sum(rate(container
_Cpu_usage_second
s_total[1m])) by
(pod_name) /
sum(label_replace(k
Expression String ube_pod_container_ LEXRixL,
resource_limits_cpu
_cores,
\"pod_name\",
\Il$-| \Ill \llpod\lll \"
(M)\")) by
(pod_name))>75
${{$labels.pod_name
Message Strin NCPUERZEKRTF EEHE, ZEFRRB{($labels oo k3| BiR
9 d 80%, ifE %,
{{$value}}%
Duration String m FFLERTIE), SEEFE1mM~1440m, BALASHE,
DispatchRuleld Long 10282 BHREEID,
AlertName String Prometheus_Alert EZEMUEFR,
Alertld Long 3888704 FEMUID,
. c0bad479465464e1
I D,
Clusterid string d8cle6d1boafbrss oot
Labels Array of Label HEMUHIRE,
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B Bt} ~E iR
Name String severity RENER.
Value String critical mENE,
) Array of .
Annotations vor HEANEER,
Annotation
Name String message ERNER.
${{$labels.pod_name
. NCPUERZEXTF
Value Strin Y EENE.
o 80%, MHiE AR
{{$valuel}%
=Bl
5 Kl
http(s) ://[Endpoint]/?Action=CreatePrometheusAlertRule
&RegionId=cn-hangzhou
&AlertName=Prometheus Alert
&ClusterId=c0bad479465464el1d8cleb41lblafb****
&Type=Kuberneteséﬂ1 &E
&NotifyType:ALERT_MANAGER
&DispatchRuleId=10282
&Expression=100 * (sum(rate(container cpu usage seconds total[lm])) by (pod name) / sum(lab

el replace (kube pod container resource limits cpu cores, \"pod name\", \"SI\", \"pod\", \"(
.*)\")) by (pod name))>75

&Duration=1lm

&Message=${ {$labels.pod name} }CPUERERAKTF80%, HAEIE{ {Svalue}}s

&Labels=[{"Value": "critical","Name": "severity"}]
&Annotations=[{"Value": "xxx","Name": "description"}]
SRHIFREBE

EEEIREIRE
xML A&
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HTTP/1.1 200 OK
Content-Type:application/xml
<CreatePrometheusAlertRuleResponse>
<RequestId>9FEA6D00-317F-45E3-9004-7FB8BOB7****</RequestId>
<PrometheusAlertRule>
<Status>1</Status>
<Type>KubernetestAHFEE</Type>
<NotifyType>ALERT MANAGER</NotifyType>
<Expression>100 * (sum(rate(container cpu usage seconds total[lm])) by (pod name) /
sum (label replace (kube pod container resource limits cpu cores, \"pod name\", \"$I\", \"pod
\", \"(.*)\")) by (pod name))&amp;gt;75</Expression>
<Message>${{$labels.pod name} }CPUEAZE AT 0%, HEifE {{Svalue} }%$</Message>
<Duration>1m</Duration>
<DispatchRuleId>10282</DispatchRulelId>
<AlertName>Prometheus Alert</AlertName>
<AlertId>3888704</AlertId>
<ClusterId>cObad479465464eld8cle641lblafb****</ClusterId>
<Labels>
<Name>severity</Name>
<Value>critical</Value>
</Labels>
<Annotations>
<Name>message</Name>
<Value>${{Slabels.pod name} }CPUfERIZEE AT 802, HEIME{ {Svalue}}3</Value>
</Annotations>
</PrometheusAlertRule>

</CreatePrometheusAlertRuleResponse>

JSON &=
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HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "9FEA6D00-317F-45E3-9004-7FB8BOB7****",
"PrometheusAlertRule" : {
"Status" : 1,
"Type" : "KubernetesfAfFgHE",
"NotifyType" : "ALERT MANAGER",
"Expression" : "100 * (sum(rate(container cpu usage seconds total[lm])) by (pod name) /
sum(label replace (kube pod container resource limits cpu cores, \\\"pod name\\\", \\\"$I\\\
", AN\ "pod\\\", \\\" (.*)\\\")) by (pod name)) &amp;gt;75",

"Message" : "${{Slabels.pod name} }CPUERERATF80%, HAIE{ {Svalue}}s",
"Duration" : "1lm",
"DispatchRuleId" : 10282,
"AlertName" : "Prometheus Alert",
"AlertId" : 3888704,
"ClusterId" : "cObad479465464eld8cle6dlblafb****",
"Labels" : {
"Name" : "severity",
"Value" : "critical"
by
"Annotations" : {
"Name" : "message",
"Value" : "${{$labels.pod name}}CPUEREATF80%, HFIE{{svalue}}s"

Hi=ig

HREEFOEEESEIREG,

16.1.9. ListPrometheusAlertRules

8 A ListPromet heusAlertRulesiZE A& & PrometheusS Z N 71 3£ .

il

BT LATEOpenAPI Explorerd Bi%iz1TiZ1E0, &EXBHESZNAM, 12171/, OpenAPlExplorero]
LB 5 & B SDKAC RS 7= 451 .

s=E 3
BEREH

Bm e BE Ik ~BIE iR

Action Strin o ListPrometheusAl ~ RHHMESH. K

9 = ertRules {&: ListPrometheusAlertRules,
2] th Al
Name String & (OO e,
Regionid String = cn-hangzhou HigID,
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Prometheus S IZ AH=HE-AP

W
U3

Prometheus!5 12 RS

B ESid] ERDIE ~BIE R
cObad479465464
Clusterld String 2 e1d8c1e641b0af 2D,
b****
Type String £ BHEX EEMN R,
FEANERRES, BIE:
Status Integer & 1 * 1 :FR
e 0 : XA
[{"key":"severity", IRE LR KM HIJSONSE, X FIHFREF
MatchExpressions  String & "value":"critical"," = MHRBASRNTXXFESH
operator":"re"}] MatchExpressionsB 433588 ,

*FBHMatchExpressionsB#h 7T 5 BA

JSONE 7~ B 15t BF
[
{
"key":"severity", // FRERKeyo
"value":"critical”, // HREHValueo
"operator":"re" // eq: FTF; re: TEZIEN,

IR [o] & 47

ZIR E3id) ~IE iR
9FEA6D00-317F-
Requestid String 45E3-9004- EKID,
7FB8BOB7****
Array of
P theusAl
rometheusAte PrometheusAle RE R,
rtRules
rtRule
FEMNBFRARE, BUE:
Status Integer 1 e 1 :HR
e 0 : XM
Type String BENX EEHN LR,
BAIEE, EE:
e ALERT MANAGER : @IREE#d0E
NotifyType String ALERT_MANAGER i,
e DISPATCH RULE : 3§TEEMNEELHHITIE
.o
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Expression

Message

Duration

DispatchRuleld

AlertName

Alertld
Clusterld

Labels

Name

Value
Annotations

Name

Value

Bl
BRI

String

String

String

Long

String

Long

String

Array of Label

String

String

Array of
Annotation

String

String

wBIE

100 *
(sum(rate(container
_Cpu_usage_second
s_total[1m])) by
(pod_name) /
sum(label_replace(k
ube_pod_container_
resource_limits_cpu
_cores,
\"pod_name\",
\"$1\", \"pod\", \"
("N\") by
(pod_name))>75

${{$labels.pod_name
NCPUERZEXF
80%, HEIE
{{$value}}%

Tm

10282

Prometheus_Alert

3888704

cObad479465464e1
d8c1e641b0afb****

severity

critical

message

${{$labels.pod_name
NCPUERZEXF
80%, HEiIfE
{{$value}}%

HEREL,

HEBMER, FHRE{$labels. gk 3|
BRE,

B RE, SBEEIM~1440m, BAIAHHE,

BHAIEKID, YUNotifyTypeisE
1 DISPATCH RULE BtERIEBE,

HEEMNAIR,
HEMNID,
£ID,
SEANBIIRE,

RENBER,

REHE,
EERANBIER,

ERBIBR,

ERNE.

> MA4RRZA: 20220708

287



Prometheus S IZ AH=HE-AP

W

# Promet heus 5= R &

http(s) ://[Endpoint]/?Action=ListPrometheusAlertRules
&ClusterId=c0bad479465464eld8cle6d1lblafb****

&RegionId=cn-hangzhou
s<AHIFRSH>

1IEEIRERHAI
<ML &

HTTP/1.1 200 OK
Content-Type:application/xml
<ListPrometheusAlertRulesResponse>
<PrometheusAlertRules>
<Status>1</Status>
<NotifyType>ALERT MANAGER</NotifyType>
<Type>BENX</Type>
<AlertId>3888704</AlertId>
<AlertName>Prometheus Alert</AlertName>
<Message>${{$labels.pod name} }CPUERAZERAKTF80%, HEIE{ {Svalue} }%$</Message>
<ClusterId>cObad479465464eld8cle6d41lblafb****</ClusterId>
<Expression>100 * (sum(rate(container cpu usage seconds total[lm])) by (pod name) /
sum(label replace (kube pod container resource limits cpu cores, \"pod name\", \"$1\", \"pod
\", \"(.*)\")) by (pod name))&amp;gt;75</Expression>
<DispatchRuleId>10282</DispatchRuleId>
<Duration>Ilm</Duration>
<Labels>
<Value>critical</Value>
<Name>severity</Name>
</Labels>
<Annotations>
<Value>${{$labels.pod name}}CPUERIERATF 803, HFIE({$value))s</Value>
<Name>message</Name>
</Annotations>
</PrometheusAlertRules>
<RequestId>9FEA6DO0-317F-45E3-9004-7FB8BOB7****</RequestId>

</ListPrometheusAlertRulesResponse>

JSON &=
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HTTP/1.1 200 OK
Content-Type:application/json
{

"PrometheusAlertRules" : {
"Status" : 1,
"NotifyType" : "ALERT MANAGER",
"Typen : "EEX",
"AlertId" : 3888704,
"AlertName" : "Prometheus Alert",
"Message" : "${{Slabels.pod name} }CPUERRRAFS0%, HFIME{{(Svalue}}s",
"ClusterId" : "c0bad479465464eld8clebd4lblafb****",
"Expression" : "100 * (sum(rate(container cpu usage seconds total[lm])) by (pod name) /

sum(label replace (kube pod container resource limits cpu cores, \\\"pod name\\\", \\\"$I\\\
", \\\"pod\\\", \\\"(.*)\\\")) by (pod name)) &amp;gt;75",
"DispatchRuleId" : 10282,

"Duration" : "Im",
"Labels" : {
"Value" : "critical",
"Name" : "severity"
r
"Annotations" : {
"Value" : "${{$labels.pod name}}CPUBERERATF803, HAIE{{svalue}}s",
"Name" : "message"
}
}y
"RequestId" : "9FEA6D00-317F-45E3-9004-7FB8BOB7****"

Hi=ig

HREEFOEEESEIREG,

16.1.10. DescribePrometheusAlertRule

7@ F DescribePromet heusAlertRuleiE & & Prometheus& 24101,

il

BT LATEOpenAPI Explorerd BiZiz{TiZ1EL, &EXEBHESZMAM, 12171/, OpenAPlExplorero]
PAB 51 & AR SDKASRE 7=~ 41 .

L
BRESH
B B3] =EWIE ~E iR
DescribePrometh REMESH. N
Action String = {8: DescribePrometheusAlertRule
eusAlertRule
£ZNID, BT ATE
Alertid Long 2 3888704 ListPrometheusAlertRules APHE [ H93R
EHETEE.

iR B 85

> MA4pRA: 20220708 289


https://error-center.aliyun.com/status/product/ARMS
https://api.aliyun.com/#product=ARMS&api=DescribePrometheusAlertRule&type=RPC&version=2019-08-08

Prometheus S AT EE-AP Promet heus 5= R &

W
U3

B Bt} ~E iR
9FEA6D00-317F-
Requestld String 45E3-9004- BEXKID,
7FB8BOB7****
PrometheusAle Object BB LA,
rtRule
HEMNERRE, BUE:
Status Integer 1 * 1 :FR
e 0 XM
Type String KubernetestA &2 EEMNER,
WBHIER, BUE:
® ALERT MANAGER : JEIE&EEE4diE
NotifyType String ALERT _MANAGER pille
e DISPATCH RULE : ISTEEBHFIHTE
o
100 *
(sum(rate(container
_Ccpu_usage_second
s_total[1m])) by
(pod_name) /
sum(label_replace(k
Expression String ube_pod_container_ HFEREA,
resource_limits_cpu
_cores,
\"pod_name\",
\II$-I \“, \"pod\", \Il
(*)\")) by
(pod_name))>75
${{$labels.pod_name
Message String NCPUERRATF SEBMER, FRR({$labels oxfg k3|
80%, HmlfE FRE,
{{$value}}%
Duration String m FELRT(E), SEETE1m~1440m, BAIASHE,
) BHIZREEID, HNotifyTypefsE
DispatchRuleld Long 10282 % DISPATCH RULE N RimitBH.
AlertName String Prometheus_Alert HEMNEZR,
Alertld Long 3888704 FEMUID,
. c0bad479465464e1 N
Clusterld String 48C1e641b0afb EEED,
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B B3] ~E iR
Labels Array of Label EHEHNEIRE
Name String severity IREER,
Value String critical RERE.
Annotations Array Of_ EEMNEER,
Annotation
Name String message ERIEIR,
${{$labels.pod_name
) NCPUEREXF sz
Value String 80%  HEIE EREE,
{{$value}}%
=Bl
B KRBl
http(s) ://[Endpoint]/?Action=DescribePrometheusAlertRule
&AlertId=3888704
<RHIFRSE>
1EFIR AR HF)
XML A&
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribePrometheusAlertRuleResponse>
<RequestId>9FEA6D00-317F-45E3-9004-7FB8BOB7****</RequestId>
<PrometheusAlertRule>
<Status>1</Status>
<NotifyType>ALERT MANAGER</NotifyType>
<Type>KubernetestAHFEE</Type>
<AlertId>3888704</AlertId>
<AlertName>Prometheus Alert</AlertName>
<Message>${ {$labels.pod name} }CPUERE AT 80%, HEIE{{Svalue}}s</Message>
<ClusterId>cObad479465464eld8cle641lblafb****</ClusterId>
<Expression>100 * (sum(rate(container cpu usage seconds total[lm])) by (pod name) /
sum(label replace (kube pod container resource limits cpu cores, \"pod name\"”, \"$1\", \"pod
A", \"(.*)\")) by (pod name)) &amp;gt;75</Expression>
<DispatchRuleId>10282</DispatchRuleId>
<Duration>1m</Duration>
<Labels>
<Value>critical</Value>
<Name>severity</Name>
</Labels>
<Annotations>
<Value>${{$labels.pod name} }CPUERIEATF80%, HAIME{{Svaluel}}s</Value>
<Name>message</Name>
</Annotations>
</PrometheusAlertRule>

</DescribePrometheusAlertRuleResponse>

JSON &=
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HTTP/1.1 200 OK

Content-Type:application/json

{
"RequestId" :

"Status" : 1,
"NotifyType"
"Type" :

"AlertId"
"AlertName" :
"Message" :
"ClusterId" :

"Expression" :

: "ALERT MANAGER",
"KubernetestAFHE",

: 3888704,
"Prometheus Alert",
"${{$labels.pod name}}CPUERAERATF80%, HAIE{{svalue}}s",
"cO0bad479465464eld8cle641b0afb****",

"9FEA6D00-317F-45E3-9004-7FB8BOB7****",
"PrometheusAlertRule" :

"100 * (sum(rate(container cpu usage seconds total[lm])) by (pod name) /

sum(label replace (kube pod container resource limits cpu cores, \\\"pod name\\\", \\\"$I\\\

", AN\ "pod\\\", \\\" (.*)\\\")) by (pod name)) &amp;gt;75",

"DispatchRuleId" :
"Duration" : "1m",
"Labels" : {
"Value" : "critical",
"Name" : "severity"
by
"Annotations" : {
"Value" :
"Name" : "message"

HiRtG

WEEED LD EEESHEIRD,

"${{$labels.pod name}}CPUEEATF 0%, HAIME({Svalue}}s",

16.1.11. UpdatePrometheusAlertRule

A UpdatePrometheusAlertRulet® O EFEZH N,

iFi

O] AfEOpenAPI Explorerp Ei%IZ1Ti%#E 0, B HESZNEMN., BTMIE, OpenAPIExplorera]

PERES S =E
EREH

B ESid]

Action String
Regionid String
AlertName String

Fali

Fali

il

wBIE

UpdatePromethe
usAlertRule

cn-hangzhou

Prometheus_Aler
t

Eizipuy

RAMESH ., B
{8: UpdatePrometheusAlertRule,

HIID,

SERANER,
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Prometheus s B AR ZEE-APIZE Promet heus! 12 iR %
B ESid] ERDIE ~E b
cObad479465464
Clusterld String = el1d8c1e641b0af EEID,
b****
4 ==
Type Sting & KubemetesBHE  mrysmauxm,
BHIER, BUE:
® ALFRT MANAGER :@ BU&EE#d
NotifyType String & ALERT_MANAGER IEH
® DISPATCH RULE : 5EIEASEEE
@A,
. BHKERID, YNotifyTypelsE
7=
DispatchRuleld Long B 10282 %5 DISPATCH RULE BT#AE.
100 *
(sum(rate(contai
ner_cpu_usage_s
econds_total[1m]
)) by (pod_name)
/
Expression String = sum(label_replac sE2XXL, EEFEHPromQLIEE],
e(kube_pod_cont
ainer_resource_li
mits_cpu_cores,
\"pod_name\",
\ll$-| \lll \"pod\lll
\"("\")) by
(pod_name))>75
) . FFEERE, SEEEIM~1440m, B4IAH
Duration String = m
,
${{$labels.pod_na
Message Strin = mel}CPUERZE X HFEHR, XHFRRE{$labelsxxg =k
d d = F80%, HIfE 31 AARE,
{{$value}l}%
"Value": _ N _
. [value™ —  asisons, BEREREHNamer
Labels String & critical","Name":
" o Value,
severity"}]
IIV l II:
: - (ale: SERISONS, BEREEEHNamer]
Annotations String = xxx","Name":
. o, Value,
description"}]
ELZHMNID, WoIAE
Alertid Long 2 3888704 ListPrometheusAlertRules APHE O IR
EHIEFEE.,
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iR [o] 47

B E3id)
Requestld String
PrometheusAle .
Object
rtRule
Status Integer
Type String
NotifyType String
Expression String
Message String
Duration String

DispatchRuleld Long

AlertName String
Alertld Long
Clusterld String

w~BlE

9FEA6D00-317F-
45E3-9004-
7FB8BOB7****

KubernetesfA &2

ALERT_MANAGER

100 *
(sum(rate(container
_Cpu_usage_second
s_total[1m])) by
(pod_name) /
sum(label_replace(k
ube_pod_container_
resource_limits_cpu
_cores,
\"pod_name\",
\"$7\", \"pod\", \"
(“9\") by
(pod_name))>75

${{$labels.pod_name
NCPURERZ AT
80%, HAEIE
{{$value}}%

m

10282
Prometheus_Alert

3888704

cObad479465464e1
d8c1e641b0afb****

1 B
e 0 :XiA
EEMN LR,

WAL, BUE:

e ALERT MANAGER : BEIREE#T /B

o
®  DISPATCH RULE

o

HEREL,

D EEBMEREHTE

SEBHNHER, XFER({$labels xodg R3]

RS,

FEERE, SEEE1M~1440m, RAADHE,

BHIZRBEID,

HEMNAIR,

HEMMID,

£BEID,
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Prometheus!5 12 RS

BIR ESid] ~E HR

Labels Array of Label EHEHNEIRE

Name String severity RERNER.

Value String critical RENE.

Annotations ﬁrnr:gtc;iion EEMNAER

Name String message EBRNER,
${{$labels.pod_name

Value String gg;u{if;g? ERNE,
{{$value}}%

Zn']
ERRp)

http(s) ://[Endpoint]/?Action=UpdatePrometheusAlertRule

&AlertId=3888704

&AlertName=Prometheus Alert

&ClusterId=c0bad479465464eld8clebd4lblafb****

&Duration=1m

&Expression=100 * (sum(rate (container cpu usage seconds total[lm])) by (pod name) / sum(lab
el replace (kube pod container resource limits cpu cores, \"pod name\", \"$I1\", \"pod\", \"(
.*)\")) by (pod name))>75

&Message=${ {$labels.pod name} }CPUERERATF80%, HEIE{ {Svalue}}s

&RegionId=cn-hangzhou

e<DHIFRBE>

1E & IR B 7R
xML &I

296 > MA4RRA: 20220708
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HTTP/1.1 200 OK
Content-Type:application/xml
<UpdatePrometheusAlertRuleResponse>
<RequestId>9FEA6D00-317F-45E3-9004-7FB8BOB7****</RequestId>
<PrometheusAlertRule>
<Status>1</Status>
<NotifyType>ALERT MANAGER</NotifyType>
<Type>KubernetestAHFEE</Type>
<AlertId>3888704</AlertId>
<AlertName>Prometheus Alert</AlertName>
<Message>${ {$labels.pod name} }CPUERE AT 80%, HEIE{{Svalue}}s</Message>
<ClusterId>cObad479465464eld8cle641lblafb****</ClusterId>
<Expression>100 * (sum(rate(container cpu usage seconds total[lm])) by (pod name) /
sum(label replace (kube pod container resource limits cpu cores, \"pod name\"”, \"$1\", \"pod
A", \"(.*)\")) by (pod name)) &amp;gt;75</Expression>
<DispatchRuleId>10282</DispatchRuleId>
<Duration>1m</Duration>
<Labels>
<Value>critical</Value>
<Name>severity</Name>
</Labels>
<Annotations>
<Value>${{$labels.pod name} }CPUERIEATF80%, HAIME{{Svaluel}}s</Value>
<Name>message</Name>
</Annotations>
</PrometheusAlertRule>
</UpdatePrometheusAlertRuleResponse>

JSON &=
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HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "9FEA6D00-317F-45E3-9004-7FB8BOB7****",
"PrometheusAlertRule" : {
"Status" : 1,
"NotifyType" : "ALERT MANAGER",
"Type" : "KubernetestAFEHZE",
"AlertId" : 3888704,
"AlertName" : "Prometheus Alert",
"Message" : "${{$labels.pod name}}CPUBERAERATF803, HAIE{{svalue}}s",
"ClusterId" : "c0bad479465464eld8cle6d4lblafb****",
"Expression" : "100 * (sum(rate(container cpu usage seconds total[lm])) by (pod name) /

sum(label replace (kube pod container resource limits cpu cores, \\\"pod name\\\", \\\"$I\\\
", \\\"pod\\\", \\\"(.*)\\\")) by (pod name)) &amp;gt;75",
"DispatchRuleId" : 10282,

"Duration" : "1m",
"Labels" : {
"Value" : "critical",
"Name" : "severity"
by
"Annotations" : {
"Value" : "${{$labels.pod name} }CPUEE AT 0%, HFIME({ {Svalue}}s",
"Name" : "message"

)

FhaEEROEEESHIRT,

16.1.12. DeletePrometheusAlertRule

& B DeletePromet heusAlertRuleiZ O M R Promet heus& 241 M1

it

RO ATEOpenAPI Explorerf BiZia171Z#E 0, 2EXBHESKNEI ., B17HINE, OpenAPlExplorerd]
LB Th 4 A SDKAL IS <481

= \
BRESH
B e} =AWk ~E b
Action Strin o DeletePrometheu  RHEHMESH. B
9 = sAlertRule {&: DeletePrometheusAlertRule,
HEMNID, ETUE
Alertld Long = 3888704 ListPrometheusAlertRules APHE [0 HIIR
EHIETEE.

iR [o] & 47
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5

B Bl w~BIE #

=EMBRA ., BUE:
e true : MIBRAMIN
° false : BRI

Success Boolean true

9FEA6D00-317F-
Requestld String 45E3-9004- 1&KID,
7FB8BOB7****

~fl
=R
http(s) ://[Endpoint]/?Action=DeletePrometheusAlertRule

sAlertId=3888704
e<PRHIFRBE>

1EFRERA)
XML &

HTTP/1.1 200 OK

Content-Type:application/xml

<DeletePrometheusAlertRuleResponse>
<RequestId>9FEA6D00-317F-45E3-9004-7FB8BOB7****</RequestId>
<Success>true</Success>

</DeletePrometheusAlertRuleResponse>

JsoN 1&T

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "9FEA6D00-317F-45E3-9004-7FB8BOB7****",

"Success" : true

Hix
RIS L EE B S HIEE.

16.1.13. ListPrometheusAlertTemplates

& F List Promet heusAlert Templat est& [ & & Promet heus&s Z4E iR 1 & ,

il
R o] PATEOpenAPI Explorerh BEi%iEZ1TiZiE 0, B UHESZNEN. E1TMINE, OpenAPIExplorerd]
PAE 54 B SDKAAES R 41,

BERSH
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Prometheus SIZ A TEE-APIZE Promet heus 2RSS
B Bt} =EWIE ~BIE b
nEs
, , o ListPrometheusAl ’%%Hfﬂi/%&" =
Action String = {&: ListPrometheusAlertTemplates
ertTemplates
cObad479465464
Clusterld String = eld8cle641b0af EEID,
b****
Regionlid String 2 cn-hangzhou ik,
B ESid] ~lE R
9FEA6D00-317F-
Requestld String 45E3-9004- EKID,
7FB8BOB7****
Array of
P theusAl
rometneusaie PrometheusAle REIEMIE,
rtTemplates
rtTemplate
Type String TR EEMNER,
TR {
$labels.instance }} o s _
ZSEAR, 1R BB {{$labels. K R
Description String BREREI0%, X - HE, XFER({$labels ood gzl R 5| AR
BT AR {{ $value e
%
node_memory_Mem
Available_bytes /
Expression String node_memory_Mem HFEFRERL,
Total_bytes * 100 <
10
Version String 1.0 EEMNIRA
Duration String m FLERT(E), SEEFE1mM~1440m, BAIASHE,
ok S
AlertName String PREGIREAE  zeamen.
()
Labels Array of Label HEANEIRE,
Name String severity RERER,
Value String warning RESHE,
A f
Annotations fray ot HEANEER,
Annotation

300

> MA4RRA: 20220708



Promet heus 512 pR % Prometheus S IZ AH=EE: AP

W
i

B ESid] ~EIE R

Name String message EROER,
TR {
$labels.instance }} oJ

Value String BARERR10%, X EBRNE.

BT AR {{ $value
1%

N
&R

http(s) ://[Endpoint]/?Action=ListPrometheusAlertTemplates
&RegionId=cn-hangzhou

e<PDHIFRBE>

1E &R B 7R
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<ListPrometheusAlertTemplatesResponse>
<RequestId>9FEA6D00-317F-45E3-9004-7FB8BOB7****</RequestId>
<PrometheusAlertTemplates>

<Type>T F</Type>
<Description>T /R {{ $labels.instance }} BIARERREL0%, HFARIARNTE ({ Svalue }}3%</D
escription>

<AlertName>T RAFEAHAEREB10%</AlertName>
<Version>1</Version>
<Expression>node memory MemAvailable bytes / node memory MemTotal bytes * 100 &amp;
1t; 10</Expression>
<Duration>lm</Duration>
<Labels>
<Value>warning</Value>
<Name>severity</Name>
</Labels>
<Annotations>
<Value>Tm {{ $labels.instance }} RIARTEAREL0%, HATATARNTE ({ Svalue }}%</val
ue>
<Name>message</Name>
</Annotations>
</PrometheusAlertTemplates>

</ListPrometheusAlertTemplatesResponse>

JsoN &=
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HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "9FEA6D00-317F-45E3-9004-7FB8BOB7****",
"PrometheusAlertTemplates" : {
"Type" : "TR",
"Description" : "TiFa {{ S$labels.instance }} AIAATEARE10%, HERIARE {{ Svalue }}3",
"AlertName" : "TRAEFEAAERLRELO",
"Version" : 1,
"Expression" : "node memory MemAvailable bytes / node memory MemTotal bytes * 100 &amp;
1t; 10",
"Duration" : "1m",
"Labels" : {
"Value" : "warning",
"Name" : "severity"
by
"Annotations" : {
"Value" : "TWER {{ S$labels.instance }} FIAAREARE10%, HEAARE ({ Svalue }}3",
"Name" : "message"

HIRT
S L EE ES B,

16.1.14. ListActivatedAlerts

A ListActivatedAlertsiE 0T E R AN SET XK,

&

RO LATEOpenAPI Explorerf HiZiz 7%, 2 EXBHESZNEM ., B17MINGE, OpenAPlExplorerd]
LB T4 B SDKACEE =451

\E\
BXRESH
B Bt} = HWIE ~E iR
Action Strin o ListActivatedAlert ~ RAMESH ., BUE:
9 = S ListActivatedAlerts,
CurrentPage Integer 2 1 EWERATWIB, AR 1
) o EHERATNERREHE. A
PageSize Integer = 10 N
A 10 .
Regionld String = cn-hangzhou HIFID,
{"alertname":"& TEIEEM, 180
Filter String & SRCPUERRATF A {"key":"value"} ., BEIREMIL

80%"} ZHWN key M value ,
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Promet heus & 12BR & Prometheus B A =TEE-APIEZE
B ESid] ~BlE R
Page Struct REZEEIR,
Alerts Array of Alert FEER.
Alertid String 3888704 SEEMMID,
ABCPUBRAZ
AlertName String ?Oi/% EREAT EEMNEZIR,
()
ARMS-P th S
AlertType String ~ rometheus FEXR,
Count Integer 598 EESHEZIRH,
CreateTime Long 1616466300000 LZHN 62 B {E B9 AT IE &,
. Array of .

= .
DispatchRules DispatchRule W1 SR B
Ruleld Integer 7021 BHREID,

. BECPUERRKTF

BHREEEIR
RuleName String 50% BB 40 S5 8 BHIZREEEZ R
EndsAt Long 1616502540000 HELERIE,
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BIR et}
ExpandFields Map

IntegrationNam

wBIE i

[

"severity": "critical",
"_aliyun_arms_alert_

level": "ERROR",
"pod": "night-test-
group-1-1-

5f5d6f4d84-pszns”,
"_aliyun_arms_alert_
type": "101",

" aliyun_arms_integr
ation_name": "jlliz
& -prometheus”,
"alertname":
"PodRestart_jiubiant
estphp2",
"_aliyun_arms_useri
d":
"1131971649496228

n
7

_aliyun_arms_involv
edObject_name":

n

TRFR (15%) , mEXRREHE:

"jiubiantestphp2",

" aliyun_arms_involy | ® REMMRARISIRD HH0RE,
edObject_id": o EITIREMN CUEMNIRE
"ccafb2763cfa7415e o ARMSZ %K H BB IAMRES
b2e2a60a74b1f825"

7
n

_aliyun_arms_regio
n_id": "cn-beijing",

" aliyun_arms_involv
edObject_kind":
"cluster”,
"_aliyun_arms_prod
uct_type":
"PROMETHEUS",
"namespace":
"default",
"_aliyun_arms_integr
ation_id": "80",
"_aliyun_arms_involv
edObject_type":
"ManagedKubernete
s",
"_aliyun_arms_alert_
rule_id": "3612229"

. String testphp2 HEEXBENRER,
':tegrat'omyp String PROMET HEUS SEREEMMRT,
:?i\r/](;lvedobject String cluster HEXBRNRER,
304 > M#4MRAS: 20220708



Promet heus & 12BR & Prometheus S AN RS E-APIZE
B Bt} ~E iR
InvolvedObject i Mz &2 Pk - .
) String ’ SERERNER.
Name prometheus
REZR:
PodRestart_testphp
2, \n Pod night-
Message String test-group-1-1- SEHRRER,
5f5d6f4d84-pszns is
restart, Value:
133.33%, 1.33%
HEER, BE:
® critical : &,
Severity String critical * error ! #iR,
® ywarn : BE,
® page : B,
StartsAt Long 1616466300000 EEFREE.
%%%ILJ\Q HX{E
e Active : KiKE,
Status String Active ® Inhibited : P&,
o Silenced : F%EK,
° Resolved : BIKE.
Page Integer 1 EWERHSTARSE,
PageSize Integer 20 ERERNTIHNEREHE.
Total Integer 5 BRERSH,
BDB74B8F-4123-
Requestld String 482A-ABB7- EKID,
7F440349****
Bl
RG]
http(s)://[Endpoint]/?Action=ListActivatedAlerts
&CurrentPage=1
&PageSize=10
&RegionId=cn-hangzhou
s<AHIFRSH>
IEEIREIRA
xmL AT
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<ListActivatedAlertsResponse>

<RequestId>BDB74B8F-4123-482A-ABB7-7F440349****</RequestId>
<Page>
<PageSize>20</PageSize>
<Total>5</Total>
<Page>1</Page>
<Alerts>
<Status>Active</Status>
<AlertName>A23CPUERZE AT 80%</AlertName>
<Message>RERZR: PodRestart testphp2, \n Pod night-test-group-1-1-5£5d46f4d84-

pszns is restart, Value: 133.33%, 1.33%</Message>

<InvolvedObjectKind>cluster</InvolvedObjectKind>
<CreateTime>1616466300000</CreateTime>

<Severity>critical</Severity>

<Count>598</Count>

<ExpandFields> "severity": "critical", " aliyun arms alert le
vel”: "ERROR", "pod": "night-test-group-1-1-5£5d6£f4d84-pszns", " aliyun
_arms_alert type": "101", " aliyun arms integration name": "MXM -prometheus”,
"alertname": "PodRestart jiubiantestphp2", " aliyun arms userid": "11319716494962
28", " aliyun arms involvedObject name": "jiubiantestphp2", " aliyun ar
ms_involvedObject id": "ccafb2763cfa7415eb2e2a60a74b1£825", " aliyun arms region
id": "cn-beijing", " aliyun arms_involvedObject kind": "cluster", " ali
yun arms_ product type": "PROMETHEUS", "namespace": "default", " aliyun
arms_integration id": "80", " aliyun arms involvedObject type": "ManagedKubernete
Sk " aliyun arms alert rule id": "3612229"</ExpandFields>

<InvolvedObjectName>MIREM -prometheus</InvolvedObjectName>

<EndsAt>1616502540000</EndsAt>

<AlertType>ARMS-PrometheusiifFE</AlertType>

<IntegrationName>testphp2</IntegrationName>

<AlertId>3888704</AlertId>

<StartsAt>1616466300000</StartsAt>

<IntegrationType>PROMETHEUS</IntegrationType>

<DispatchRules>

<RuleId>7021</RuleId>
<RuleName>&25CPUEAZE AT 802 MBI HE</RuleName>
</DispatchRules>
</Alerts>
</Page>
</ListActivatedAlertsResponse>
Json &R
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"RequestId": "BDB74B8F-4123-482A-ABB7-T7F440349****",
"Page": {

"PageSize": 20,

"Total": 5,

"Page": 1,

"Alerts": {

"Status": "Active",

"AlertName": "BeaCPUERZFEAF 805",

"Message": "IREZFR: PodRestart testphp2, \\n Pod night-test-group-1-1-5f5d6£4d8
4-pszns is restart, Value: 133.33%, 1.33%",

"InvolvedObjectKind": "cluster",

"CreateTime": 1616466300000,

"Severity": "critical",

"Count": 598,

"ExpandFields": "\"severity\": \"criticall", \" aliyun arms_alert lev
el\": \"ERROR\", \"pod\": \"night-test-group-1-1-5£f5d6f4d84-pszns\", \"
_aliyun arms alert type\": \"101\", \" aliyun arms integration name\": \"iXEERK-
prometheus\", \"alertname\": \"PodRestart jiubiantestphp2\", \" aliyun
arms_userid\": \"1131971649496228\", \"_aliyun_arms_involvedObject name\": \"jiub
iantestphp2\", \"_aliyun arms_involvedObject id\": \"ccafb2763cfa7415eb2e2a60a74b
1£825\", \" aliyun arms region id\": \"cn-beijing\", \" aliyun arms inv
olvedObject kind\": \"cluster\", \"_aliyun arms product type\": \"PROMETHEUS\",
\"namespace\": \"default\", \" aliyun arms_ integration id\": \"80\", \"
_aliyun arms involvedObject type\": \"ManagedKubernetes\", \" aliyun arms alert r
ule_id\": \"3612229\"",

"InvolvedObjectName": "MHRAEM -prometheus”,

"EndsAt": 1616502540000,

"AlertType": "ARMS-Prometheusi&iE",

"IntegrationName": "testphp2",

"AlertId": 3888704,

"StartsAt": 1616466300000,

"IntegrationType": "PROMETHEUS",

"DispatchRules": {

"RuleId": 7021,
"RuleName": "&2SCPUERAZRAT s0sHIBAINRAE"

HIR

BEEEDLEEESBIRSG.

16.1.15. GetRecordingRule

SEEREBEBRecordingRule R & FLI

i

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBIHESZWEM, 178G, OpenAPlExplorera]
PAB E1 & AL SDKAA TS R 41,
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Prometheus!5 12 RS

s 3

BRSH
B ESid]
Action String
Clusterld String
Regionlid String

iR [o] &4

ZIR ESyic)
Requestlid String
Data String

Zn']
ERRG)

falit

Jali

Jalil

Wik wBIE

GetRecordingRule

Hi

[

RAAESH. W
{&: GetRecordingRule,

cc7a37ee31aeade
d1a059eff8034b*  £E£ID,

*kk

cn-hangzhou

TBIE

9FEA6D00-317F-
45E3-9004-
7FB8BOB7****

--- groups: - name:
"recording_demo"
rules: - expr:
"sum(jvm_memory_
max_bytes)" record:
"rate_coredns_dem
o"

http(s) ://[Endpoint]/?Action=GetRecordingRule
&ClusterId=cc7a37ee3lacadedla059ef£f8034b****

&RegionId=cn-hangzhou
sAHIERSH

EFRERA)
XML &

HTTP/1.1 200 OK

Content-Type:application/xml

<GetRecordingRuleResponse>

gD,

iEKID,

SRENE B RecordingRuleBR &N ,

<RequestId>9FEA6D00-317F-45E3-9004-7FB8BOB7****</RequestId>

<Data>--- groups: - name: "recording demo"

)" record: "rate coredns demo"</Data>

</GetRecordingRuleResponse>

JsoN &=

rules: - expr: "sum(jvm memory max bytes

308

> MA4RRA: 20220708



Prometheus5 12 RS

Prometheus SiZ2 AR = HE- AP

W
i

HTTP/1.1 200 OK

Content-Type:application/json

{

"RequestId" : "9FEA6D00-317F-45E3-9004-7FB8BOB7****",
"Data" : "--- groups: - name: \"recording demo\"
bytes) \" record: \"rate coredns demo\""

}

iz

mEEED LEEESHEIRD,

16.1.16. AddRecordingRule

iE FAAddRecordingRule# O 6l &2 3% & & #RecordingRule LI ,

iFi

rules:

- expr: \"sum(jvm memory max

O] AfEOpenAPI Explorerp Ei%Ia1Ti%# &0, REBHESZNEMN., BTMINE, OpenAPIExplorera]

PAB 14 5 SDKR BB R 41,

s 3

BRSH
B E3id)
Action String
Clusterld String
RuleYaml String
Regionlid String
ZIR ESyic)
Requestid String
Data String

N

falit

Jali

Jalul

il

WAIE ~E iR
AddRecordingRul RAAMESH., B
e {&: AddRecordingRule,
cc7a37ee3laeade
d1a059eff8034b*  £EID,
groups: - name:
"recording_demo
"rules: - expr:
sum(Jvm_meTor B E X #RecordingRuleRR&#M ,
y_max_bytes)
record:
"rate_coredns_de
moll
cn-hangzhou HIFID,
~E HR
9FEA6D00-317F-
45E3-9004- 1BEXKID,
7FB8BOB7****
success 0 RRA
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BHRRA

http(s) ://[Endpoint]/?Action=AddRecordingRule
&ClusterId=cc7a37ee3lacadedlal059ef£8034b****

&RuleYaml=groups: - name: "recording demo" rules: - expr: "sum(jvm memory max bytes)"
record: "rate coredns demo"

&RegionId=cn-hangzhou
sAHIFEREE

1IEERERHA
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<AddRecordingRuleResponse>
<RequestId>9FEA6DO0-317F-45E3-9004-7FB8BOB7****</RequestId>
<Data>success</Data>

</AddRecordingRuleResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "9FEA6D00-317F-45E3-9004-7FB8BOB7****",

"Data" : "success"

HixE

BEEETLVEEESEIRSE,

16.1.17. GetAuthToken

i BB Get AuthT okend% O 3REX A WiE 5 £4X T oken,

i

RO LATEOpenAPI Explorerf BIZiETiZE O, X BITESZWEI ., E1T7HIN/E, OpenAPlExplorert]
PAE 5 4 BY SDKAR B8 R4l

3k T 3
BREH
B ESyic) =BT ~BE by
Action String = GetAuthToken ZGMESH ., BUE: GetAuthToken,
cc7a37ee3laeade
; = . ] = B 88 ARk Kuberneteshx 49
Clusterld String 2 ila059eff8034b Kubernetes B 91D,
Regionid String g2 cn-hangzhou #1%ID,
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B ESid] ~IME R

Data String success BIEZBRI,
TA9C645C-C83F-

Requestld String 4C9D-8CCB- B XID,

29BECYOET****

ZR]l
BRI

http(s) ://[Endpoint]/?Action=GetAuthToken
&ClusterId=cc7a37ee3lacadedla059eff8034b****
&RegionId=cn-hangzhou

sAHIEREH

EFRERA)
XML F&

HTTP/1.1 200 OK
Content-Type:application/xml
<GetAuthTokenResponse>
<Data>success</Data>
<RequestId>1A9C645C-C83F-4C9D-8CCB-29BECOEL****</RequestId>
</GetAuthTokenResponse>

JSON &2

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : "success",

"RequestId" : "1A9C645C-C83F-4C9D-8CCB-29BECIOEL****x"

iR
IS L EE B S HIZ.

16.1.18.
AddPrometheusGlobalViewByAliClusterlds

& A AddPromet heusGlobalViewByAliClust erlds#E & NARMS Promet heusis =B 5 & L4,

i

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBIHESZWEM, BT INE, OpenAPlExplorert]
DA B 5 4 A SDKAL A 7= 451
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Prometheus s IZAH=EE-APIE Promet heus 512 RS
= 3
BRESH
‘am B3] =EWIE ~E iR
AddPrometheusG  RHEMESE., B
Action String = lobalViewByAliClu {8: AddPrometheusGlobalViewByA
sterlds liClusterlds,
Regionid String 2 cn-hangzhou HiFID,
GroupName String 2 zyGlobalView REXBIER,
cd1d55bef19904
324a20ed0ebb86
caab5c,c5b487299
18ab4745a24482
ac29d0973a
' | UEZA EEAEYE
Clusterlds String = €00a9489664144 %ETII?@J;%F, AURET, BEMARNE
9098bf24931e41 - 0 e
66003,
cd174485c09384
060ba542bc1bel
185a4
B B3] ~E iR
Data Object IR B £,
EWEEHIN:
Success Boolean true * true : AIIL
L4 false : kM.
Msg String success MENEBAIE R .
{regionid: SLHIFR/E
region,
globalViewClusterld
: Lfiid,
Info String failedClusterlds: % InfofRBIMER .
NS
AliClusterld (—f&k=2
clusterdBi®, =&
BMEM) }
3A0EA2AF-C9B3-
Requestld String 555C-B9D5- BERBIID, BFEMABRE, HEiaM,
5DD8F5EF98A9
Bl
B KRB
312 > NH4RRA: 20220708
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W
i

http(s) ://[Endpoint] /?Action=AddPrometheusGlobalViewByAliClusterIds

&RegionId=cn-hangzhou

&GroupName=zyGlobalView

&ClusterIds=cdld55bef19904324a20ed0ebb86caabc, c5b48729918ab4745a24482ac29d0973a, c00a948966
41449098bf24931e4166003, <cdl174485c09384060ba542bclbell85a4

sAHEIFEREE

1IEEIRERHA
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<AddPrometheusGlobalViewByAliClusterIdsResponse>
<Data>
<Success>true</Success>
<Msg>success</Msg>
<Info>{regionId: EfIFif@region, globalViewClusterId: 3:fflid, failedClusterIds: &Rl
KMEAliclusterId (—RERclusterIdBiR, BREBEAMAM) }</Info>
</Data>
<RequestId>3A0EA2AF-C9B3-555C-B9D5-5DD8F5EF98A9</RequestId>
</AddPrometheusGlobalViewByAliClusterIdsResponse>

Json t&T

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : {
"Success" : true,
"Msg" : "success",
"Info" : "{regionId: LHIFif@region, globalViewClusterId: 32fflid, failedClusterIds: #Ril

KMMAliclusterld (—HRBclusterIdGiR, HEEAMTM) 1
by
"RequestId" : "3A0EA2AF-CIB3-555C-BID5-5DDSFSEF9SAO"

HixH
RS E T L EEESHIRE.

16.1.19.

RemoveAliClusterldsFromPrometheusGlobalView
78 F RemoveAliClust erldsFromPromet heusGlobalViewiZ [ # B ARMS Promet heusS iR BB & LI B E Lo #4038
R,

il

RO LATEOpenAPI Explorerf Hi%iz{Ti%E O, &EFBIHESZWEM, BTG, OpenAPlExplorera]
DA B 4 A SDKASEE 7= 451,
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Prometheus!5 12 RS

W
U3

Prometheus S IZ AH=HE-AP

= iy
BRESH
‘m £ =EWIE ~E iR
RemoveAliClusterl  REFEMESE, B
Action String = dsFromPromethe {&: RemoveAliClusterldsFromProm
usGlobalView etheusGlobalView,
Regionid String 2 cn-hangzhou HiFID,
GroupName String = zyGlobalView REXLHIZR,
) global-v2-cn-
V
S(ljc’bal lewCluste o ing 2 16701006310257  E&SEFID,
94-amaykcad
cd1d55bef19904
324a20ed0ebb86
caa5c,c5b487299
18ab4745a24482
ac29d0973a
’ ID | NE=] /N = - =
Clusterlds String 2 c00a9489664144 %ET )gﬁa’ SRS, RERARNE
9098bf24931e41 G
66003,
cd174485c09384
060ba542bc1bel
185a4
B Ei] ~E iR
Data Object IR [E E5 MR,
BERTHIN:
Success Boolean true * true : BRI
° false : BEXW
Msg String OK MR ERER .
{regionid: SLHIFRE
region,
globalViewClusterld
. : fiid, .
FAER.
Info String failedClusterlds: % InfoR Al
e
AliClusterld (—f&=2
clusterldBiz) }
F7781D4A-2818-
Requestld String 41E7-B7BB- BEXKRID, BFEMBEE, HEQM,

79D809EY****

314 > MHRRA: 20220708
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Prometheus S A H=REE-APIZZE

Zn]
BRRH

http(s) ://[Endpoint] /?Action=RemoveAliClusterIdsFromPrometheusGlobalView

&RegionId=cn-hangzhou
&GroupName=zyGlobalView
&GlobalViewClusterId=global-v2-cn-1670100631025794-amaykcad

&ClusterIds=cdld55bef19904324a20ed0ebb86caaSc, c5048729918ab4745a24482ac29d0973a, c00a9%948966

41449098b£24931e4166003, cd174485c09384060ba542bclbell85a4
sRFHEREH

EEIREIRA
xvr, AT

HTTP/1.1 200 OK
Content-Type:application/xml
<RemoveAliClusterIdsFromPrometheusGlobalViewResponse>
<Data>
<Success>true</Success>
<Msg>OK</Msg>

<Info>{regionId: 3EfjIffiBregion, globalViewClusterId: 3Effltd, failedClusterIds: #sill

KMMIaLiclusterld (—f&RclusterIdBiR) }</Info>
</Data>
<RequestId>F7781D4A-2818-41E7-B7BB-79D809E9* ***</RequestId>

</RemoveAliClusterIdsFromPrometheusGlobalViewResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : {
"Success" : true,
"Msg" : "OK",
"Info" : "{regionId: EfIFfif@region, globalViewClusterId: 3:fflid, failedClusterIds: #vil

KMEIaliclusterld (—&RclusterIdBiR) }"
by
"RequestId" : "F7781D4A-2818-41E7-B7BB-79D809E9****"

HixD
IS L EE B S HIEE.

16.1.20.

AddAliClusterldsToPrometheusGlobalView

IE FAddALliClusterldsT oPromet heusGlobalViewiZ [ AIARMS Promet heus!s 1= R & SLA NEUER TR

il

Z
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Prometheus iz A H=EE-AP

W

E Promet heus!5 2 IR S3

XTI LATEOpenAPI Explorerh E2ia1Ti%#E 0, £XEHESELNEM, BTG, OpenAPlExplorerd]
PAB 5 4 By SDKAES R4l

A 3
BREH
B Bl EEWIE ~EE by
AddAliClusterldsT ~ RZMESE., B
Action String = oPrometheusGlo {&: AddAliClusteridsToPrometheus
balView GlobalView,
Regionld String 2 cn-hangzhou HIFID,
GroupName String 2 zyGlobalView REXLHFIZER,
. global-v2-cn-
ﬁ(lfbalv'ewa“sm String =2 14783266820346  RASIFID,
01-vss8pdOi
cd1d55bef19904
324a20ed0ebb86
caabc,c5b487299
18ab4745a24482
ac29d0973a
’ % Y | = I\ == - =1
Clusterlds String 2 €00a9489664144 =ETI?§§J§EI AUEST, REARXE
9098bf24931e41 - 0 e
66003,
cd174485c09384
060ba542bcibel
185a4
B ESis) ~BlE R
Data Object REIEIR,
EEMEREI.
Success Boolean true *  true @ A3
e false @ XM
Msg String OK M ANRBAE R .
{regionid: SLHIFF/E
region,
globalViewClusterld
: SEfid,
Info String failedClusterlds: & InfoRBIER .
JIESEY

AliClusterld (—fgz2
clusterldBiz, FHE
BRI }

316 > MHRRA: 20220708
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Prometheus S A =EHE-AP

W
i

BIR ESid] ~E HR
F7781D4A-2818-

Requestld String 41E7-B7BB- EKID,
79D809E9****

B
BRI

BTEMES, HEEE.

http(s) :// [Endpoint]/?Action=AddAliClusterIdsToPrometheusGlobalView

&RegionId=cn-hangzhou
&GroupName=zyGlobalView
&GlobalViewClusterId=global-v2-cn-1478326682034601-vss8pd0i

&ClusterIds=cdld55bef19904324a20ed0ebb86caabc, c5b48729918ab4745a24482ac29d0973a,

41449098b£24931e4166003, cd174485c09384060ba542bclbell85a4
s AHIERSH

1IEERERHA
<ML &

HTTP/1.1 200 OK
Content-Type:application/xml
<AddAliClusterIdsToPrometheusGlobalViewResponse>
<Data>
<Success>true</Success>
<Msg>0K</Msg>

<Info>{regionId: 3EffIff@region, globalViewClusterId:
LMMIAliclusterId (—H&RclusterIdBiR, HEBEAMBEM) 1</Info>

</Data>

S£fl1d, failedClusterIds: il

<RequestId>F7781D4A-2818-41E7-B7BB-79D809E9* ***</RequestId>

</AddAliClusterIdsToPrometheusGlobalViewResponse>

Json 1&I

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : {
"Success" : true,
"Msg" : "OK",
"Info" : "{regionId: EHIFfEregion, globalViewClusterId:

KMMIALiclusterId (—R&RBclusterIdBiR, EBAMARM) v
by
"RequestId" : "F7781D4A-2818-41E7-B7BB-79D809E9Q**x**x"

S£fl1d, failedClusterIds: #Zsill

c00a948966
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W
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Prometheus!5 12 RS

16.1.21. AddPrometheusGlobalView

A AddPromet heusGlobalViewiE O IARMS Promet heus 5325 B9 82 & 5241,

iFid

RO LATEOpenAPI Explorerh B 2ia1Ti%#E 0, £XEUHESLZNEM, BITHINE, OpenAPlExplorerd]
PAB 4 B SDKR BB R 41,

EREH
£

Action

Regionlid

GroupName

Clusters

String

String

String

String

falit

Jalil

falil

wBIE

AddPrometheusG
lobalView

cn-hangzhou
zyGlobalView

[{"sourceName":
"HIRIRETR-
ArmsPrometheus
No.1",
"sourceType":"Ali
babaPrometheus

"
7

"userld":"UserID",
"clusterld":"Clust
erld", }, {
"sourceName":
"HRRER -
MetrcStore No.2",
"sourceType":"M
etricStore",
"dataSource":"M
etricStorefy
remote read it
I, "extras":{
"username":"Basi
cAuthUsername”,
"password":"Basi
cAuthPassword" }
1A
"sourceName":
"Custom ",
"sourceType":"Cu
stomPrometheus

"
7

"dataSource":"H
#ZEPrometheus#{
&I remoteread
Hifk", "extras":{
"username":"Basi
cAuthUsername",
"password":"Basi

R

REMESH., W
{&: AddPrometheusGlobalView,

gD,

RAEXIER.

REXLBITIE, NISONBRFRFE,

318
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Promet heus 412 iR S5 Prometheus iz AT EE-APIZE
cAuthPassword"
& xm SEN I%{af% P
"sourceName":
"Other one ",
"sourceType":"Ot
hers",
"dataSource":"HE
&R RN
Tencent
remotereaditiiit”,
"headers":{
"AnyHeaderT oFill
u:u%giﬁﬁgq
Headers" },
"extras":{
"username":"Basi
cAuthUsername",
"password":"Basi
cAuthPassword" }
| WA more
addre ]
IR B #4E
B B3] ~ME i
Data Object REIEMIE,
BERERI.
success Boolean true * true @ A,
L4 false : %KM,
Msg String OK M ANRBAE R
{regionid: SLHIFRE
region,
globalViewClusterld
Info String : LfId, InfoRBIER .
failedInstances: #§
#EiRjson listdh, FN
K B Njsonflist}
34EDO24E-9E31-
Requestld String 434A-9E4E- BXKID, BFEMBRE, HE@M,
D9D15C3****
=Bl
BRI
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W

e Promet heus 512 iR %

http(s) ://[Endpoint] /?Action=AddPrometheusGlobalView
&RegionId=cn-hangzhou
&GroupName=zyGlobalView

&Clusters=|[ { "sourceName": "$XIERBZIR- ArmsPrometheus No.1",
"sourceType":"AlibabaPrometheus", "userId":"UserID", "clusterId":"C
lusterId", bo { "sourceName": "¥IEEBEFF - MetrcStore No.2",
"sourceType":"MetricStore", "dataSource":"MetricStorefy remote read AL,
"extras":{ "username" : "BasicAuthUsername", "password":"Basi
cAuthPassword" } o { "sourceName": "Custom ",
"sourceType":"CustomPrometheus", "dataSource":"BEPrometheus#IEIR remotereaditt
ﬁt", "extras":{ "username" :"BasicAuthUsername",
"password":"BasicAuthPassword" } }, { "sourceName" :
"Other one ", "sourceType" : "Others", "dataSource" : "HthEHHE RN Tencen
t remotereadﬂﬂﬁt", "headers": { "AnyHeaderToFill":"ﬁ%§§ﬂ§?§ﬂgﬂeade
rs" Iy "extras":{ "username" : "BasicAuthUsername",
"password":"BasicAuthPassword" } } VA more addre ]
sAHIFEREE

IE &R E7RA

<ML &

HTTP/1.1 200 OK
Content-Type:application/xml
<AddPrometheusGlobalViewResponse>
<Data>
<Success>true</Success>
<Msg>0K</Msg>
<Info>{regionId: EfIFi/@region, globalViewClusterId: 3:fflid, failedInstances: $UE/R
json listF, FRMEMEIEDjsonMI1list}</Info>
</Data>
<RequestId>34ED024E-9E31-434A-9E4E-DID15C3****</RequestId>
</AddPrometheusGlobalViewResponse>

Json 1&I

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : {
"Success" : true,
"Msg" : "OK",
"Info" : "{regionId: EHIFif@region, globalViewClusterId: 32fjlid, failedInstances: HIEIER

json list™, FRIIKMBIEDjsonflist)"
by
"RequestId" : "34ED024E-9E31-434A-9E4E-DI9D15C3****"

HiRtg
IS L EE B S HIEE.
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16.1.22. GetPrometheusGlobalView

38 A Get Promet heusGlobalViewiE 12 IARMS Promet heusS 1B ER & SL4I, HREUE ER S LA HIEMEL

BRI,
i

O] AfEOpenAPI Explorerp Ei%IE1Ti2#E 0, REBHESZNEN., BTMIE, OpenAPIExplorera]

PAB 14 B SDKR BB R 41,

s 3

BREH
BIR ESid)
Action String
Regionid String
GlobalViewCluste .

String

rid
ZIR ESyic)
Data String
Requestlid String

Bl
BRI

http(s) ://[Endpoint] /?Action=GetPrometheusGlobalView

&RegionId=cn-hangzhou

it

Jali

il

ik A

R

GetPrometheusGl ZAEMESE ., B

obalView

cn-hangzhou

global-v2-cn-

{&: GetPrometheusGlobalView,

HiEEID,

14783266820346 REXHID,

01-vss8pdOi

TBIE

{"clusterld": "EB&sL
5l Clusterld",
"groupName":"B&
ST ERR",
"dataSources":[ {
"sourceName":"##&
TRER-
ArmsPrometheus
No.1",
"sourceType":"Aliba
baPrometheus",
"userld":"UserID",
"clusterld":"Clusterl
d"}, // more
datasources ]}

743AD493-D006-
53BD-AAEC-
DDCE7FB68EA7

REIEMIE,

&KID,

&GlobalViewClusterId=global-v2-cn-1478326682034601-vss8pd0i

s AHIFEREH
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EEREIRA
xML &I
HTTP/1.1 200 OK

Content-Type:application/xml
<GetPrometheusGlobalViewResponse>

<Data>{ "clusterId": "B&Eflclusterd” , "groupName" : "%ﬁiwjgﬂ‘", "dataSour
ces": [ { "sourceName" : "¥3ERBFR- ArmsPrometheus No. ", "so
urceType" :"AlibabaPrometheus", "userId":"UserID", "clusterId":"Clus
terId" }, // more datasources 1 }</Data>

<RequestId>743AD493-D006-53BD-AAEC-DDCE7FB68EAT7</RequestId>
</GetPrometheusGlobalViewResponse>

Json t&I

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : "{ \"clusterId\":\"B&Eflclusterid\", \"groupName\": \"B&EEFIZFR\",
\"dataSources\": [ { \"sourceName\": \"$IEFEBZFR- ArmsPrometheus No.I1\",
\"sourceType\":\"AlibabaPrometheus\", \"userId\":\"UserID\", \"clus
terId\":\"ClusterId\" I // more datasources 1 3",

"RequestId" : "743AD493-D006-53BD-AAEC-DDCE7FB68EAT7"

HiR
RS E T L EEESHIRE.

16.1.23. ListPrometheusGlobalView

A F List Promet heusGlobalViewiE [ IARMS Prometheus!Si8 RSS2, RS LAIFIE,

1t

R0 LA7EOpenAP| Explorerf B1%iz{Ti%E O, REEBHESZNREM, B1TMINE, OpenAPlExplorerd]
PA B F 4 B SDKAL A o= 451

BREH
BIR ESid] =RWIE T~BE R
Action String = ListPeret heusGl %%;@E%;&D B -
obalView {&: ListPrometheusGlobalView,
Regionid String = cn-hangzhou gD,
iR [0] $43
B ESid] ~BlE R
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Promet heus!S 12 BR % PrometheuslsiZ A H=REE-APIEE
B ESid] ~E HR
[ {groupName: "B&
SEHIZFR", clusterld:
. "global-v2- .
Data String 9 - . REXLAIZIR, HJSONERFRE,
clusterid", endpoint:
"cn-hangzhou"}, //
..... more items ]
DBDCE95A-A0DD-
Requestld String 5FC5-97CC- BXID, BFEMEE, HE[HE,
EEFC3D814385
~pl
RG]
http(s) ://[Endpoint]/?Action=ListPrometheusGlobalView
&RegionId=cn-hangzhou
SAHERBE
IEEIREI/RA
xvr, A&
HTTP/1.1 200 OK
Content-Type:application/xml
<ListPrometheusGlobalViewResponse>
<Data>[ {groupName: "RELHIZM", clusterId: "global-v2-clusterid", endpoint: "cn-han
gzhou"}, // ..... more items ]</Data>
<RequestId>DBDCE95A-A0DD-5FC5-97CC-EEFC3D814385</RequestId>
</ListPrometheusGlobalViewResponse>
JsoN A&zl
HTTP/1.1 200 OK
Content-Type:application/json
{
"Data" : "[ {groupName: \" BEFIZFF\", clusterIid: \"global-v2-clusterid\", endpoint: \
"cn-hangzhou\"}, // ..... more items 1",
"RequestId" : "DBDCE95A-A0DD-5FC5-97CC-EEFC3D814385"

HIR
RS L EEESHRE.

16.1.24. DeletePrometheusGlobalView

& A DeletePromet heusGlobalView#E O M BRPromet heusBE & 241,

it
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Prometheus iz A H=EE-AP

W

# Promet heus!5 2 IR S3

XTI LATEOpenAPI Explorerh E2ia1Ti%#E 0, £XEHESELNEM, BTG, OpenAPlExplorerd]
PAB 5 & A SDKAS A R A

\E\ Y
BRSH
B B} EE W% ~EE iR
DeletePrometheu REAESH. R
Action String = . {&: DeletePrometheusGlobalView
sGlobalView
Regionid String 2 cn-hangzhou i ID,
) global-v2-cn-
GlobalViewClust .
) do SVIEWEUSEE St ing = 6701006310257  BASHID,
94-amaykcad
B Bt} ~E iR
IIS ll:t ,"M .
Data String {" Lljlcce“ss rue s JSONEXHDREIE R,
g":"OK"}
337B8F7E-0A64-
Requestld String 5768-9225- BXKID, BFEMBE, HEQM,

EOB3CF*++

Bl
BRI

http(s) ://[Endpoint]/?Action=DeletePrometheusGlobalView
&RegionId=cn-hangzhou
&GlobalViewClusterId=global-v2-cn-1670100631025794-amaykcad
sAHEIFEREE

1IEERERHA
<ML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<DeletePrometheusGlobalViewResponse>
<Data>{"Success":true, "Msg":"OK" }</Data>
<RequestId>337B8F7E-0A64-5768-9225-E9B3CF******</RequestId>

</DeletePrometheusGlobalViewResponse>

JsoN &=
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HTTP/1.1 200 OK

Content-Type:application/json

{

"Data" : "{\"Success\":true, \"Msg\":\"OK\"}",
"RequestId" : "337B8F7E-0A64-5768-9225-E9B3CE******"

HIRG

WEEEDOEEESHEIRE,

16.1.25.

AppendinstancesToPrometheusGlobalView

i F AppendinstancesT oPromet heusGlobalView& 1 NARMS Prometheusii 1= R &L P RIEIRR, &
IR B NZ Promet heusBB & 541,

B

RO LATEOpenAPI Explorerf BIiE/TiZE O, &EFBITESZWEI., E1T7HINE, OpenAPlExplorert]

PAB 5 4 By SDKAEB R4l

3 o kY

BREH
BIR ESyic)
Action String
Regionlid String
GroupName String

Fali

alil

Jali

TBIE

Appendinstances
ToPrometheusGl
obalView

cn-hangzhou
zyGlobalView

[{"sourceName":
"HIRIRETR-
ArmsPrometheus
No.1",
"sourceType":"Ali
babaPrometheus

"
7

"userld":"UserID",
"clusterld":"Clust
erld", }, {
"sourceName":
"HIRIREIR -
MetrcStore No.2",
"sourceType":"M
etricStore",
"dataSource":"M
etricStorefy
remote read it
", "extras":{
"username":"Basi

iR

RREMESH. B

{&: AppendinstancesToPrometheu
sGlobalview,

gD,

RELpIER,
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.

Promet heus!s = /A4

=EE-AP

W

Promet heus!5 2 IR S3

B

Clusters

GlobalViewCluste
rid

AEES €
BIR
Data

success

Msg

String

String

Boolean

String

wBIE

True

OK

%g\@i%Usemame", sy

sword":"Basi
cAuthPassword" }
LA
"sourceName":
"Custom ",
"sourceType":"Cu
stomPrometheus

" REXHIGIFR, A)SONBXNFERE,

7

"dataSource":"H
#ZPrometheus#i
B8 remoteread
A", "extras":{
"username":"Basi
cAuthUsername",
"password":"Basi
cAuthPassword" }
A
"sourceName":
"Other one ",
"sourceType":"Ot
hers",
"dataSource":"H
AR IR
Tencent
remotereadibiit",
"headers":{
"AnyHeaderT oFill
EEETN
Headers" },
"extras":{
"username":"Basi
cAuthUsername",
"password":"Basi
cAuthPassword" }

global-v2-cn-
16701006310257
94-69jc0gqgb

BREXLHFID,

R

REEE,

BIERTRIN:
° true

° false

MARBAER.

o392
T BRERK

326

> MA4RRA: 20220708



Promet heus 512 pR % Prometheus S IZ AH=EE: AP

W
i

B Bl GRE Fi

5%

{regionld: SLBIFRE
region,
globalViewClusterld
Info String : S£fiid, InfoZRBIMER .
failedinstances: %
#EiRjson listdr, FN
K B Njsonflist)

27E653FA-5958-
Requestld String 45BE-8AA9- BXRID, BFEMBE, HE@M,
14D884DCH***

BNl
BRI

http(s) ://[Endpoint]/?Action=AppendInstancesToPrometheusGlobalView
&RegionId=cn-hangzhou
&GroupName=zyGlobalView

&Clusters=| { "sourceName": "$IEIERZF- ArmsPrometheus No.1",
"sourceType":"AlibabaPrometheus", "userId":"UserID", "clusterId":"C
lusterId", }, { "sourceName": "¥IBERZFR - MetrcStore No.2",
"sourceType":"MetricStore", "dataSource": "MetricStorefd remote read HiE",
"extras":{ "username" :"BasicAuthUsername", "password":"Basi
cAuthPassword" } by { "sourceName": "Custom ",
"sourceType":"CustomPrometheus", "dataSource": "BEPrometheus$ER remotereadits
ﬁt", "extras": { "username" : "BasicAuthUsername",
"password":"BasicAuthPassword" } bo { "sourceName" :
"Other one ", "sourceType":"Others", "dataSource" : "E IR RN Tencen
t remotereadithl W, "headers": { "AnyHeaderToFill“:"%%ggﬂgjfﬂgHeade
rs" o "extras":{ "username":"BasicAuthUsername",
"password" : "BasicAuthPassword" } } VA more addre ]
&GlobalViewClusterId=global-v2-cn-1670100631025794-6gjc0ggb
sAHERSH

IE &R ERE
XML H&T

HTTP/1.1 200 OK
Content-Type:application/xml
<AppendInstancesToPrometheusGlobalViewResponse>
<Data>
<Success>true</Success>
<Msg>OK</Msg>
<Info>{regionId: EfIFif@region, globalViewClusterId: 32fjlid, failedInstances: $UIE/R
json listFA, FRMEMEIEADIsonMI1list}</Info>
</Data>
<RequestId>27E653FA-5958-45BE-8AA9-14D884DC****< /RequestId>
</AppendInstancesToPrometheusGlobalViewResponse>
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JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : {
"Success" : true,
"Msg" : "OK",
"Info" : "{regionId: EfIFfif@region, globalViewClusterId: 3:fflid, failedInstances: $UEIR

json listH, FMMEMBIENsonkIlist )"
Hy

"RequestId" : "27E653FA-5958-45BE-8AA9-14D884DC****"

HIRT
RIS L EE B S HIEE,

16.1.26.

RemoveSourcesFromPrometheusGlobalView

& A RemoveSourcesFromPromet heusGlobalViewiZ O # RARMS Promet heusl R EBB & LA P HUIETR, 1R
ST BRIEFT B HRR,

i
1RO LATEOpenAPI Explorerf BHiZiz{Ti%E N, @EFBIHESZWAEM, B1T7HINE, OpenAPlExplorera]
PAB E 4 AL SDKAAEG R 41,

iR [o] &4

s
BRSH
B Bt} EEWIE ~EE b
RemoveSourcesFr ~ RHMESH, B
Action String = omPrometheusGl {&: RemoveSourcesFromPromethe
obalView usGlobalView,
Regionld String =3 cn-hangzhou HIFID,
GroupName String = zyGlobalView BRELHIZFR
) global-v2-cn-
GlobalviewClust
: do AVIEWEUSE®  String 2 14783266820346  BALHID,
01-vss8pdOi
localPrometheus
SourceNames Strin o ClusterName,test ~ BENXHIEREISourceNamesl&, I
9 = CumterPromethe 224, FERENES (,) Pk,
usName

328
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Bm E3:id] RAIME R

Data Object IR[EI SR,
BIERTRI:

success Boolean True * true : RIEAIY

° false : B{EELM

Msg String OK MR ERER .

{regionld: SLBIFRE
region,

[ RAER.
Info String globalViewClusterld Inf oA
: fid)
9319A57D-2D9E-
Requestld String 472A-B69B- BEKID, AFEMERE, HE[HE,

CF3CD16D****

Bl
BRI

http(s) ://[Endpoint]/?Action=RemoveSourcesFromPrometheusGlobalView
&RegionId=cn-hangzhou

&GroupName=zyGlobalView
&GlobalViewClusterId=global-v2-cn-1478326682034601-vss8pd0i

&SourceNames=localPrometheusClusterName, testCumterPrometheusName
sAHIERSE

IEERERA)
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<RemoveSourcesFromPrometheusGlobalViewResponse>
<Data>
<Success>true</Success>
<Msg>0K</Msg>
<Info>{regionId: 3EflIffiBregion, globalViewClusterId: 3fflid}</Info>
</Data>
<RequestId>9319A57D-2D9E-472A-B69B-CF3CD16D* ***</RequestId>

</RemoveSourcesFromPrometheusGlobalViewResponse>

Json &=
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HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : {
"Success" : true,
"Msg" : "OK",
"Info" : "{regionId: EfIFff@region, globalViewClusterId: 3EfflId)"

by

"RequestId" : "9319A57D-2D9E-472A-B69B-CF3CD16D****"

}
HiRG

WhREEDLEEESHIRNE,
16.2. IRE
16.2.1. CreateDispatchRule

I8 F CreateDispat chRuleiZ O 12 SR KBS

it

R T AFEOpenAPI Explorerh Bi%1E17i%3E 0, RETHESENEM . BITRINE, OpenAPIExplorera]
A B 50 4 B SDKAL AL 7R 81,

\$ 0y kY
BREH
Bm B3] =EWIE ~EIE iR
i E S ¥ :
Action String = CreateDispatchRu ZANMESEH, BE

le CreateDispatchRule,
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B Bl RLE i

O
B
&
5%

{"system": false,
"ruleid": 10282,
"name":
"Prometheus
Alert",
"labelMatchExpre
ssionGrid": {
"labelMatchExpre
ssionGroups": [ {
"labelMatchExpre
ssions": [ { "key":
"_aliyun_arms_inv
olvedObject_kind
", "value": "app",
"operator": "eq" }
1L
"dispatchType":
"CREATE_ALERT/D
ISCARD_ALERT",
"isRecover": true,
"groupRules": [ {
"groupld": 1,
"groupingFields":
[ "alertname" ],
"groupWwait": 10,
"grouplnterval":
15,
"repeatinterval":
20}],
"notifyRules": [ {
"notifyObjects": [
{ "notifyType":
"ARMS_CONTACT"
, "name":
"JohnDoe",
"notifyObjectid":
1A
"notifyType":
"ARMS_CONTACT
_GROUP",
"name":
"JohnDoe_group",
"notifyObjectid":
21}],
"notifyChannels":
["dingTalk","wech
at","webhook","e
mail"1}, 1, }

HIREHNEEJSONSE, X FIFREF
MRS N T XX FSHDispatchRule
B4 e A

DispatchRule String =

Regionld String =3 cn-hangzhou HIFID,

X FBHDispatchRulef 47T 88
JSONEE R K i B8
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"system": false, / /B REHBREARIE, true: AAHRIE; false: A4wiE,
"ruleid": 10282, / /53 EFELM 1 Do

"name": "Prometheus Alert", / /53 TRER B E R,
"labelMatchExpressionGrid": ({
"labelMatchExpressionGroups": [ / B R IRF M
{
"labelMatchExpressions™: [

{

"key": " aliyun arms involvedObject kind", [/ IREHFE, ERT—T,
"value": "app", / /A EEUE,
"operator": "eq" //eq: FTF; re: ITEZIEN,
}
]
}
1
by
"dispatchType": "CREATE ALERT/DISCARD ALERT", /I EEBREAR, CREATE ALERT: BBEMIRE;
DISCARD ALERT: EFIRESEM, FEE.
"isRecover": true, /I RBREMENEE, true: RIX; false: FRIX,
"groupRules": [ /BB HE,
{
"groupId": 1, //534A 1D,
"groupingFields": [ //EEMEFENBTNEGST—NE: RESHEFE, HEFENEE
HNAR D FER I EERELLIEA,
"alertname"
1,
"groupWait": 10, //RAEREE: WIS EERRSFEENNE, FS5od
BEENEINFIEEESU—REEREALRIEA,
"groupInterval”: 15, / /5 ERIEIRRETIE): EEESELEHAMNEIAN, MEEMSETE, &
FRENREEMSERARINSEERER,
"repeatInterval": 20 //EEEERIENE: FMESEESLUSENNEIERRBHRREEE
EREEEEHEK.
}
1,
"notifyRules": [ / /& EBERIFN
{
"notifyObjects": [
{
"notifyType": "ARMS CONTACT", //BRMS_CONTACT: BEZ&A; ARMS CONTACT GROUP: BE#
A,
"name": "JohnDoe", //BRBR NSRBX 2 A LHBY 2 #Ro
"notifyObjectId": 1 / /BRBRANEEX R AR ID,

"notifyType": "ARMS CONTACT GROUP",
"name": "JohnDoe group",
"notifyObjectId": 2

}

:| ’
"notifyChannels": ["dingTalk", "wechat", "webhook", "email"] //BHAR: dingTalk ( £

£]) . sms (J8f8) . webhook. email (HBf¥) . wechat (HfE) o
by
:| 4
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®  aliyun arms userid : FFID

L] _aliyun arms_ involvedObject kind *H*X‘J’%?éﬂ
®  aliyun arms involvedObject id : KEEXIRID

L] _aliyun arms involvedObject name ! KB R ZFR
o _aliyun arms alert name ! EELWR

®  aliyun arms alert rule id : HEMNUIIRAIID

®  aliyun arms alert type ! HERR

®  aliyun arms alert level ! HFEER

N 3

iR Bl 8
AR B TBIE Eiz:puy
DispatchRuleld Long 10413 IRREEID,

A5EC8221-08F2-

Requestld String 4C95-9AF1- 1BEXKID,

49FD998C****

Zy]
BRI
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http(s) ://[Endpoint]/?Action=CreateDispatchRule
&DispatchRule=
{
"system": false,
"ruleid": 10282,
"name": "Prometheus Alert",
"labelMatchExpressionGrid": {
"labelMatchExpressionGroups": [
{
"labelMatchExpressions": [

{

"key": " aliyun arms involvedObject kind",
"valuell . llapp",
"operator": "eq"

]
by
"dispatchType": "CREATE ALERT/DISCARD ALERT",
"isRecover": true,
"groupRules": [
{
"groupId": 1,
"groupingFields": [
"alertname"
1,
"groupWait": 10,
"groupInterval”™: 15,

"repeatInterval”™: 20

1,
"notifyRules": [
{
"notifyObjects": [
{

"notifyType": "ARMS CONTACT",
"name": "JohnDoe",
"notifyObjectId": 1

"notifyType": "ARMS CONTACT GROUP",
"name": "JohnDoe group",
"notifyObjectId": 2

]l

"notifyChannels": ["dingTalk", "wechat", "webhook", "email"]

by
1,
}
&RegionId=cn-hangzhou

e<RHIFRBE>

334

> MA4RRA: 20220708



Prometheus5 12 RS

Prometheus Sz A =S E- AP

W
i

EEIR[ERE)
xML &I

<CreateDispatchRuleResponse>

<RequestId>ASEC8221-08F2-4C95-9AF1-49FD998C****</RequestId>
<DispatchRuleId>10413</DispatchRulelId>

</CreateDispatchRuleResponse>

JsoN &

"RequestId": "AS5EC8221-08F2-4C95-9AF1-49FD998C****",

"DispatchRuleId": 10413

=
RSN EEESHE

16.2.2. DescribeDispatchRule

i F DescribeDispat chRule& A& N KK E R .

Bl

RO LATEOpenAPI Explorerh BEiZiz{Ti%E O, &EFIHE

A B 54 B SDKAL RS =451

BEREBH
B Bl
Action String
Regionlid String
Id String

iR [o] 47

B et
DispatchRule Struct
GroupRules Array of
GroupRule
Groupld Long
Grouplinterval Long

GroupWaitTime Long

fali
o

Jalil

falil

7|

wBE

15

10

THIE

TENEM. B1THKIE, OpenAPIExplorerd]

bizipu

DescribeDispatch REMESH., BUE:

Rule

cn-hangzhou

12345

DescribeDispatchRule,

D,

PIKEREEID,

EMIER,

EHnaA

SEID,

HAE R E .

NHEFEFEE.
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Prometheus SIZ A TEE-APIZE Promet heus 412 iR S5
BIR ESid] ~E HR
- ) aliyun_arms_involv
G Field List - - ~ MAF K,
roupingFields is edObject_kind NAFERYIE
LabelMatchExpr N
SHRABPT T struct AR
essionGrid
Array of
LabelMatchExpr .
: P LabelMatchExpr NIREHES,
essionGroups .
essionGroup
Array of
LabelMatchExpr
. P LabelMatchExpr DIRFLM B4,
essions .
ession
IRFIRE
®  aliyun arms userid : AFID
° _aliyun arms involvedObject kind
D REBAWRER
® aliyun arms_involvedObject id
KELXWRID
Key String _aUyup_anjs_mvolv L _aliyun arms_involvedObject name
EdOb_]ECt_klnd D XN REIR
L4 _aliyun arms alert name T EELER
L4 _aliyun arms_alert rule id g
FM XS RZB91D
o _aliyun arms_alert type HExR
®  aliyun arms alert level : HEFR
IR
Operator String eq * eg ! FF
o re : [CECIEM
Value String app REEE,
Name String Prometheus Alert DIRRIEZR,
. Array of
NotifyRul i =
otifyRules NotifyRule BHAXES
BHAN:
° dingTalk
° sms
NotifyChannels List email

° webhook
L email

o wechat

336
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. . Array of
R A
NotifyObjects NotifyObject BHNNRES.
Name String JohnDoe BRASBERAANEZR,
NotifyObjectid String 1 BERASEBERAEAMNID,
BRI R R
NotifyType String CONTACT ® CONIACT : EXHEA
® CONTACT GROUP : BERAH
Ruleld Long 10282 IRFLID,
ERBRZTIKERE.
State String true * true : BH
° false : %M
34ED024E-9E31-
Requestld String 434A-9E4E- 1BEXKID,
DI9DT15C3****
Bl
B KRBl
http(s) ://[Endpoint]/?Action=DescribeDispatchRule
&RegionId=cn-hangzhou
<RHIFRBE>
EEEIREIRE
xML A&
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<DescribeDispatchRuleResponse>
<RequestId>34ED024E-9E31-434A-9E4E-D9D15C3****</RequestId>
<DispatchRule>
<GroupRules>
<GroupInterval>15</GroupInterval>
<GroupWaitTime>10</GroupWaitTime>
<GroupId>1</GroupId>
</GroupRules>
<GroupRules>
<GroupingFields> aliyun arms involvedObject kind</GroupingFields>
</GroupRules>
<State>true</State>
<RuleId>10282</RuleId>
<LabelMatchExpressionGrid>
<LabelMatchExpressionGroups>
<LabelMatchExpressions>
<Operator>eg</Operator>
<Value>app</Value>
<Key> aliyun arms involvedObject kind</Key>
</LabelMatchExpressions>
</LabelMatchExpressionGroups>
</LabelMatchExpressionGrid>
<NotifyRules>
<NotifyObjects>
<NotifyType>CONTACT</NotifyType>
<NotifyObjectId>1</NotifyObjectId>
<Name>JohnDoe</Name>
</NotifyObjects>
</NotifyRules>
<NotifyRules>
<NotifyChannels>email</NotifyChannels>
</NotifyRules>
<Name>Prometheus Alert</Name>
</DispatchRule>
</DescribeDispatchRuleResponse>

JSON &=
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"RequestId": "34ED024E-9E31-434A-9E4E-DOD15C3****",
"DispatchRule": ({
"GroupRules": [
{
"GroupInterval”™: 15,
"GroupWaitTime": 10,
"GroupId": 1

"GroupingFields": " aliyun arms involvedObject kind"

1,
"State": true,
"RuleId": 10282,
"LabelMatchExpressionGrid": {
"LabelMatchExpressionGroups": {
"LabelMatchExpressions": {
"Operator": "eq",
"Value": "app",

"Key": " aliyun arms involvedObject kind"

}y
"NotifyRules": [
{
"NotifyObjects": {
"NotifyType": "CONTACT",
"NotifyObjectId": 1,

"Name": "JohnDoe"
}
by
{
"NotifyChannels": "email"
}
1,
"Name": "Prometheus Alert"

HixH
HiREE T L EEBSERG.

16.2.3. UpdateDispatchRule
B F UpdateDispat chRuleiE & MR E B
it

O] LAfEOpenAPI Explorerh HiIE1Ti%#E 0, 2EXTMHESENEN ., BTMINE, OpenAPlExplorera]

PAB 5 4 B SDKAEB R4l

EREH
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B £ B2EBE  TBE i

[

) , . UpdateDispatchR  REZEMESH ., BUE:
Action String = .
ule UpdateDispatchRule,

{"id": 123,
"system": false,
"ruleid": 10282,
"name":
"Prometheus
Alert",
"labelMatchExpre
ssionGrid": {
"labelMatchExpre
ssionGroups": [ {
"labelMatchExpre
ssions": [ { "key":
" aliyun_arms_inv
olvedObject_kind
", "value": "app",
"operator": "eq" }
11}
"dispatchType":
"CREATE_ALERT/D
ISCARD_ALERT",
"isRecover": true,
"groupRules": [ {
"groupld": 1,
"groupingFields": PIREHEE)SONE, X F I FEHF
DispatchRule String 2 [ "alertname" ], MBS N T XX F S HDispatchRule
"groupWait": 10, B9 FEBLEA
"grouplnterval":
15,
"repeatinterval":
201}],
"notifyRules": [ {
"notifyObjects": [
{ "notifyType":
"ARMS_CONTACT"
, "name":
"JohnDoe",
"notifyObjectid":
1ho
"notifyType":
"ARMS_CONTACT
_GROUP",
"name":
"JohnDoe_group",
"notifyObjectid":
21}],
"notifyChannels":
["dingTalk","wech
at","webhook","e
mail"1}, 1, }
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Regionid String = cn-hangzhou #IHID,
X F&#HDispatchRulefy%h 7t i5 BA
JSONEB /R K i 88
{
"id": 123, / /53 REEB& 1Do
"system": false, [/ BREGREUIRE: true (FAI%IE) « false (AIHIE) o
"ruleid": 10282, / /53 RAM 1 Do
"name": "Prometheus Alert", / /53 IRERRE A o
"labelMatchExpressionGrid": {
"labelMatchExpressionGroups": [ / & B IRF M
{
"labelMatchExpressions": [
{
"key": " aliyun arms_involvedObject kind", / /3 RE MR, LT —%,
"value": "app", / /AREEE,
"operator": "eq" //eq: FTF; re: ITEIIEM,
}
1
}
1
o
"dispatchType": "CREATE ALERT/DISCARD ALERT", //EERESR: CREATE ALERT (BEBEMIRE)
» DISCARD ALERT (EFIREZEH, AFEE)
"isRecover": true, /I RBEREMENEE, true (RXE) , false (F&ZX) o
"groupRules": [ /& EEMHSH,
{
"groupId": 1, //53¢H1Ds
"groupingFields": [ //IEEHRFERABTHNEHSE—1A: BRESHAFE, HRFENEE
ABS7FAEIMIEERIXEREAN,
"alertname"
1,
"groupWait": 10, //AEREE: BRI EEEREFFSENE, FHo4
HEEKREINFE S ESU—FERRELBIEA,
"groupInterval™: 15, //54RiEIfREYIE] . EES EEHMNEIAR, MREHSE=LE, F
FIRENN B EMEERAENNEERES.
"repeatInterval”: 20 //BEEEHERENE: FMEEERMIZENMNEEREFZEEE
FEREEEEHX,
}
1,
"notifyRules": [ / /IR B BEFN,
{
"notifyObjects": [
{
"notifyType": "ARMS CONTACT", //BRMS CONTACT: BXZ®RA; ARMS CONTACT GROUP: BX#
AH,
"name": "JohnDoe", / /BB NSREX R A AR FRo
"notifyObjectId": 1 / /BRBR ANEEX R ALHRYTD,

}l
{
"notifvTvoe": "ARMS CONTACT GROUP".
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"name": "JohnDoe group",

"notifyObjectId": 2
}

1,
"notifyChannels": ["dingTalk", "wechat", "webhook", "email"]

£T) . sms (58{S) . webhook. email (HBf¥) . wechat (f13) o
}’
1,

73 TR AR S BB A

®  aliyun arms userid BFID

®  aliyun arms involvedObject kind : KEXIFRIER
®  aliyun arms_involvedObject id : XEEXRID

®  aliyun arms involvedObject name ! XEXNRBZIR
®  aliyun arms alert name ! EEZIR

®  aliyun arms alert rule id : SZMNINEIID

//iBHIBN: dingTalk ( §T

DIRRER B ERAI

(] _aliyun arms alert type %%;‘E?g
®  aliyun arms alert level ! HEER
B Eis) ~BE iR
A5EC8221-08F2-
Requestld String 4C95-9AF1- EKID,
49FD998(C****
Success Boolean true ¢ true

o false

ZR']
B RRY)

L BRI
L BRI

342

> MA4RRA: 20220708



Promet heus 512 pR % Prometheus S IZ AH=EE: AP

W
i

http(s) ://[Endpoint] /?Action=CreateDispatchRule
&DispatchRule=
{
"id": 123,
"system": false,
"ruleid": 10282,
"name": "Prometheus Alert",
"labelMatchExpressionGrid": {
"labelMatchExpressionGroups": [
{
"labelMatchExpressions": [

{

"key": " aliyun arms involvedObject kind",
"value" 3 l'app",
"operator": "eq"

]
o
"dispatchType": "CREATE_ALERT/DI SCARD ALERT",
"isRecover": true,
"groupRules": [
{
"groupId": 1,
"groupingFields": [
"alertname"
1,
"groupWait": 10,
"groupInterval": 15,

"repeatInterval": 20

1,
"notifyRules": [
{
"notifyObjects": [
{
"notifyType": "ARMS CONTACT",
"name": "JohnDoe",

"notifyObjectId": 1

"notifyType": "ARMS CONTACT GROUP",
"name": "JohnDoe group",
"notifyObjectId": 2

1,
"notifyChannels": ["dingTalk", "wechat", "webhook", "email"]
y
1,
}

&RegionId=cn-hangzhou
s<AHIFRSH>
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<UpdateDispatchRuleResponse>
<RequestId>ASEC8221-08F2-4C95-9AF1-49FD998C****</RequestId>

<Success>true</Success>

</UpdateDispatchRuleResponse>

JsoN &=

"RequestId":

"Success": true

HiRG

WEEEDOEEESHEIRE,

16.2.4. DeleteDispatchRule
I8 FA Delet eDispat chRulei Ol k18 E IDAI AR SR BE .

Bl

"ADEC8221-08F2-4C95-9AF1-49FD998C****",

O] LAfEOpenAPI Explorerh HiEIE1Ti%#E 0, RETHESZHNEMN., BTMINE, OpenAPlExplorera]

A B 54 B SDKAL RS =451

e 0y

BRSH
BIR ESid]
Action String
Id String
Regionid String
BIR E3id)
Requestld String
Success Boolean

Nl

falil Jalul i
o

Jali

Whifk ~BE b
DeleteDispatchRu  REZEMESH, BUE:
le DeleteDispatchRule,
12345 HRKBRID,
cn-hangzhou I,

~lE 3

16AF921B-8187-

489F-9913- EKID,

43C808B4****

BRI
true o true MIBRAKIN
e false MIBREM

344
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kAN
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BHRRA

http(s) ://[Endpoint] /?Action=DeleteDispatchRule
&I1d=12345

&RegionId=cn-hangzhou
s<AHIFERSH>

1IEEIRERHA
xML &

<DeleteDispatchRuleResponse>

<RequestId>16AF921B-8187-489F-9913-43C808B4****</RequestId>
<Success>true</Success>

</DeleteDispatchRuleResponse>

JSOoN &=

"RequestId": "16AF921B-8187-489F-9913-43C808B4****",

"Success": true

wEEED O EEESHEIRD,
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17 . xELH
17.1. BIBVPCM L FECSEHIhayjava
F

AXANBEVPCR L T BIECSSLA3E N = Prometheusis iz /5, ANl ¥ $RECSSEf S BYJavari A .

AR R4

o Efl&Javaiif,
Spring BootfE AR E M )ava WebiEZR, EEESIAEEFEEWAMRE, TRUBETActuatoril]
Micrometel’?EZGE(]'iB'IiEPrometheus WisxF4E, Ek, A PASpring Boot Javafi B R, dNRIEEE

Atl@EavaliE, olfEMAava 2l F22EEEIZE—ava Maven Project,
o BEYEVPCMLE FECSSEHiZE APrometheusisiz, BF#E1E, 52 PrometheussLfl for VPC,

@ #e AXPHSHRES R, KIREZRERBTES.

BRESPR
1. #EProject B9 pom.xmith RN A ™RSS

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-actuator</artifactId>
<version>2.3.7.RELEASE</version>

</dependency>

<dependency>
<groupId>io.micrometer</groupld>
<artifactId>micrometer-registry-prometheus</artifactId>
<version>1.5.1</version>

</dependency>

OF "1
o Spring Boot ActuatorfiSpring Booti2f#t 7 —RFI BRI : WIENAER. INETH
. BITRRNEHIEERS. EZ1¥E, 155 M Spring Boot X1,
o MicrometerfF ARKBHEETR, EHEEESNIIE, B FSLFAEETERTHER,
HYFRBEMEAKRZELIE, BEPrometheust&=,

2. {8 Spring Boot &t & 3 {4,
o WMRMREISpring Bootfit & X Fapplication.propertiest&, EEELUTHSEREE.,
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Prometheus 512 iR %

# MNZFRFR

spring.application.name=demo

# MRS WebiAializO

server.port=8080

#AIRERE
#management.endpoints.enabled-by-default=true
#management .endpoints.web.base-path=/actuator
#B;EPrometheus#IBIHM /actuator/prometheus
management .endpoints.web.exposure.include=prometheus
+BREMPrometheus#IEHRFNMapplication label

management .metrics.tags.application=demo

o WRESpring Boot B & X N applicationymli& R, ESEZUTHSBRESE.,

server:
port: 8080

spring:
application:

name: spring-demo
management:

endpoints:

web:

exposure:
include: 'prometheus' # F|&F&/actuator/prometheus

metrics:

tags:

application: demo

3. WERS.
JE 5 N T ) BE 28 3 18 LA T s ik AT

http://localhost:8080/actuator/prometheus

@ 8
o BIRIELREREMBOPH localnost HiHO,

Prometheus 2 AH=EEE:

o EINTEEMECSSLE) _EtgsTibibinig (http:///ECS IP]:port/actuator/prometheus) , #&

EEREREY, BREZEARY,

oI FE A TREER,
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o Prometheus 51 iR %

# HELP jvm memory committed bytes The amount of memory in bytes that is committed for t
he Java virtual machine to use

# TYPE jvm memory committed bytes gauge

jvm memory committed bytes{application="demo",area="heap",id="Gl Eden Space",} 1.300234

24E8

jvm memory committed bytes{application="demo",area="heap",id="Gl O0ld Gen",} 1.28974848E
8

jvm memory committed bytes{application="demo",area="nonheap",id="Metaspace",} 4.9627136
E7

jvm memory committed bytes{application="demo",area="heap",id="Gl Survivor Space",} 9437
184.0

jvm memory committed bytes{application="demo",area="nonheap",id="CodeHeap 'non-profiled
nmethods'",} 7077888.0

jvm memory committed bytes{application="demo",area="nonheap",id="Compressed Class Space
",} 6680576.0

jvm memory committed bytes{application="demo",area="nonheap",id="CodeHeap 'non-nmethods
'",} 2555904.0

# HELP jvm threads states threads The current number of threads having NEW state

# TYPE jvm threads states threads gauge

jvm threads states threads{application="demo",state="waiting",} 11.0

jvm_threads states threads{application="demo",state="blocked",} 0.0

jvm_threads states threads{application="demo",state="timed-waiting",} 7.0

jvm_threads states threads{application="demo",state="runnable",} 14.0

jvm_threads states threads{application="demo", state="new",} 0.0

jvm_threads states threads{application="demo",state="terminated",} 0.0

4. HRMRS &I,
i. BFRPrometheusiZ4lE .

i. ZEPrometheus!5iEIEA TSR B, EFPrometheusSLfI R EfObIE, B EIRVPCEEN
Promet heus3Z I 89& R .

i. ZEMSMERTRFSEAN, ARRERERE,
v. ERERETLABI U TR G XRNRSZ LN,
a. ERIANRSZAMIE, BHvpc-ecs-service-discoveryA MBS .
b. EYAMLEC & XHEEDERUTRE, AREEHIA.
n B EIABYIR 88882 A LRRAYw O, #En: 8080,
n EBOABIER R/ metricsBUA SLFRAYEEIE, fI: /actuator/prometheus,
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https://prometheus.console.aliyun.com/#/home

Prometheus S ZAH=HRE ZEL
Promet heus 512 IR 53 a B

VAMLERE X

Lb4b & K EHBIVPCM L T B B ECSSL _EAY8080/act uator/ promet heusis & .
MBMIAFEFEIHECSEH], WoTLLUBESEE tag filters RXECSELHIIRIRTHITIE

8o
#HEIIT
tag filters:
- key: 'testKey'
values: ['testValue']
YAMLELE X
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" Wi a&- 5= Promet heus 5= AR %

RBEECSEERE 5 P NECSEAIRMNM N HARE , BAAERE, BSLHELIRE

TMSH ECS

T AL SRR Sl v

nmeR

a. AHEXRSRIRE, REHFM.
b. fFEEHANRMINEE, WARENERSY, RERERE.

BiE—: BEERIANRS LI,

AZEZ: HEXBRFS LRI,
5. BliEGrafanaXx £,
i. EEHEEMNSHERTAENE.
i. FRBIEZTNHETA LANIEKRE,
iii. EZMSHMIZiIEE+ > Import,

iv. ZEImport REAImport via grafana.comX A&, #HAPrometheusiZftiyVMA £1EIRHID470
1, AREHEAMNEFLoad,

@ B MEREEMGrafanak &AEMR, 52 MDashboards,

J . Import

L)  import dashboard from file or Grafana.com

2, Upload JSON file

Import via grafana.com

4701 Load

Import via panel json
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Prometheus 512 iR %

Prometheus 2 AH=EEE:

v. 7EPrometheus FHIBI%E, IREHVPCRL FHMIRIER, #/5%EImport,
VPCRZE T EIRREZFREL A vpc-****,

Importing Dashboard from Grafana.com

Published by

Updated on

Options
Name

JVM (Micrometer)

Folder

General

Unique identifier (uid)

mweirauch

2019-11-04 01:00:25

The unique identifier (uid) of a dashboard can be used for uniquely identify a dashboard
between multiple Grafana installs. The uid allows having consistent URL's for accessing

dashboards so changing the title of ada " *
that dashboard.

prom3-1505535094480649-c2{3f562¢

" marked links to

Change uid

=

)

SARINEENITIEE GrafanaX i,

8 JVM (M IR
Application  demo v Instance -0 R -
~ Quick Facts

Uptime

8.2 min

v I/0 Overview

Rate ~
0080ps
o06ops
00ops
002058

oo

Ps.
165530 165600 16:5630 16:57.00 16:57:30 16:58:00
HTTP Current: 0.0667 ops.

~ JVM Memory

JVM Heap
a77Mi
381 MiB
286MiB
191 MiB
95MiB.

o8
165530 165600 16:5630 165700 1657:30 165600
used Max: 27 MIB Current: 21 MiB
committed Max: 33 B Current: 33 MiB
max Max: 456 MIB Curent: 458 M8

¥ JVM Misc

CPU Usage

1000%
800%

HXERE

JVM Memory Pools Heap

All v | JVM Memory Pools Non-Heap

Start time

2021-07-22 16:49:36

Errors
1.000ps
0750ps
No data
0500ps
0250ps
0ops

P
165530 16:5600 165630 16:57.00 16:5730 165600

JVM Non-Heap
1468

9samiB

a77MiB

08
165530 165600 165630 1657.00 165730 165800
used Max: 58 MIB Current: 58 MiB
committed Max: 61 MiB Current: 61 MiB
max Max:1.234 GIB Current:1.234 GIB

Load
12
10

Al

Restart Detection

@

Heap used

4.54%

Duration

15ms

10ms

165530 165600 165630 165700 165730 165800

HTTP-AVG Current:33ms — HTTP- MAX Current: 104 ms

JVM Total
19618
1468
954MiB

a77Mi

08
165530 165600 165630 1657.00 165730 165800
used Max: 84 MIB Current: 78 Mi
committed Max: 93 MiB Current: 93 MiB
max Max:1.682 GIB Current: 1.682 68

Threads

MRBFE LR )avall AP EEDNAPRERIREL, TJUHRITLATRE,
1. Bl —RflController, JavaXEHRBW T,

® ©® Q@ Olstimntes v @ &

Non-Heap used

4.55%

Utilisation
100
075

No data
050
025

0
165530 165600 165630 165700 165730 165800

JVM Process Memory
1008
0758

No data

0508

0258

08
165530 165600 165630 165700 165730 165800

Thread States

30s v
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Prometheus 512 iR %

@RestController
@RequestMapping ("/v1")
public class IndexController {
@Autowired
MeterRegistry registry;
private Counter counter index;
@PostConstruct
private void init () {
counter index = registry.counter ("demo app requests method count", "method", "I
ndexController.index") ;
}
@RequestMapping (value = "/index")
public Object index () {
try{
counter index.increment () ;
} catch (Exception e) {
return e;
}

return counter index.count();

2. PITU T LN Javar IR B RSB EEIET,
MRS EEBIIIE, NRKAJavaRBIIERE .

curl http://127.0.0.1:8080/v1/index

3. A LEGZAGraf ana X TH .,

4. BERNEALAN a BIR, REREHE+Add new panel,

5. f£Edit PanelTWE#IQuery X1 HI THIFIE hikiFVPCMLE T HIECSEUIEIR, EATEERAIMetricsh
M SZAAEB A L TFPromQLE )54 ,

demo app requests method count total{application="demo",method="IndexController.index"}

& JVM (Micrometer) / Edit Panel ®  Discard  Save
Application | demo v | Instance AL 1% 8080 v | JVM Memory Pools Heap | All v VM Memory Pools Non-Heap | All v Fit | Exact | @ last3minutes v Q Q Panel Field overrides
index count v Settings
L Panel title
index count
2

Description
Panel descript

1 supports markdown and link

0
194710 194720 194730 194740 194800 194870 194820 19 194840 194850 194900 194970 194920 194930  194%40 194950 195000 Visusizstion
demo_app_requests_method_count total{applications"dem’, instance Jobe"jv, method="Index dex) Display

. Bars
© Query 1 £ Transform 0
Line o)
O testvpcby 8« | ®| > Queryoptions MD=auo=1470 Interval=15: Query inspector e wih )
Suircase
o 0o o
Area il 1
Metrics v demo_app_requests_method_count_total{application="deno" ,method="IndexController. index"
Fill gradient 0
Legend > Min step Resolution | 1/1 ~ | Format Time series  ~  instant Prometheus
point
Alert thresholds o)
+ Query

Stacking and null value
Stack

Null value null

352 > MA4RRA: 20220708



1A 423 \:I:t =1 S
Promet heus IR Prometheus iz AN H=EE-HiE -

6. EAMPanel I ANEREIZFR, Fa0: index count,
7. BA LASave, EEHAXNIEEDEHSave,
EEE=EE, fEGrafana ki HiEaindex count iR BN o] & EAPRE KT,

88 JVM (Micrometer) % < W B @ [=] © Last3n

19:5000 19:5030 195100 195130 19:5200

demo_app_requests_method_count total{application="dem’, instance: Job="jm, method="IndexControlerndex’)

~ Quick Facts

Uptime Start time Heap used Non-Heap used
5.0 min 2021-07-22 19:46:50 5.57% 4.66%
~1/0 Overview
Rate Errors Duration Utilisation

0ops 0s
19:4930 19:5000 19:5030 19:51:00 19:5130 19:5200 19:4930 195000 195030 19:5100 19:5130 195200

oops
(TP Current: 00667 ops 194930 19:5000 19:5030 19:5100 19:5130 19:5200

0
TP AV Girrant Sma) s HTTP=RAAKI GiTenE sns 194930 195000 195030 195100 19:5130 195200

l—‘—l
17.2. BEVPCME TECSEHI P RINodeTs
=
23y Y
AN BEVPCLE THIECSSLHIE N FTE = Prometheus 812 /5, H{aMRECSSEAI hEINodeT =,
AR EMH

e 2 6IJ#ECS (Node)
o BENVPCMLE TECSSEHEAPrometheusisiz, BRIEME, B& M PrometheussLfl for VPC,

@ BB ANPHSHEUE AT, BTMRIESIIRERETIEX,

BRESLR

1. T#Node Exporter,

s

o &dPrometheusE W T,
o BEGLTH.

wget https://github.com/prometheus/node exporter/releases/download/vl1.2.0/node export
er-1.2.0.linux-amdé64.tar.gz

2. &¥Node Exporter,
i. #2ET# HINode Exporter,

tar -zvxf node exporter-1.2.0.linux-amd64.tar.gz -C /usr/local/

wRBERNMY.,

mv /usr/local/node exporter-1.2.0.linux-amd64 /usr/local/node_exporter
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B Prometheus 512 iR %

ii. J3871Node Exporter,

cd /usr/local/node_exporter

nohup ./node exporter &

iv. EIN00IKOREHWAEA.

ss -naltp | grep 9100

REMERMTE, £R9100iEARESH,

LISTEN O 4096 *:9100 Kok users: (("node exporter",
pid=1420**, £d=3))

WMRI00EHOESA, MWHTUTHIPERHSHINwO., F, wOTLUEERI999,
nohup ./node exporter --web.listen-address=":9999"¢
3. RBERS.
BiNode/5@i3 sp <) AT bl ,

curl http://localhost:9100/metrics

@ 88
o i%’fETEEEEﬁ‘%)R%ﬁﬁ%EPE‘\] localhost FliwH.

o BINTEHMECSILA Lt iTitdibifaiNi (http:///ECS IPE9100/metrics) , 1EEERE
w/E, BeEReARY.

it ol R A TR E S
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Prometheus a2 AR =EE - 5=
Promet heus 512 iR 5% BEAETZEE &

m ¥

# HELP go _gc duration seconds A summary of the pause duration of garbage collection cyc
les.

# TYPE go_gc_duration seconds summary

go_gc duration seconds{quantile="0"} 0

go_gc_duration seconds{quantile="0.25"} 0

go_gc duration seconds{quantile="0.5"} 0

go_gc duration seconds{quantile="0.75"} 0

go_gc duration seconds{quantile="1"} 0

go_gc duration seconds sum 0

go_gc_duration seconds count 0

# HELP go goroutines Number of goroutines that currently exist.

# TYPE go_goroutines gauge

go _goroutines 7

# HELP go_info Information about the Go environment.

# TYPE go info gauge

go_info{version="gol.16.6"} 1

# HELP go memstats alloc bytes Number of bytes allocated and still in use.

# TYPE go memstats alloc bytes gauge

go memstats alloc bytes 1.386192e+06

# HELP go memstats alloc bytes total Total number of bytes allocated, even if freed.
# TYPE go memstats alloc bytes total counter

go _memstats alloc bytes total 1.386192e+06

# HELP go memstats buck hash sys bytes Number of bytes used by the profiling bucket has
h table.

# TYPE go memstats buck hash sys bytes gauge

go memstats buck hash sys bytes 4562

# HELP go memstats frees total Total number of frees.

# TYPE go memstats frees total counter

go _memstats frees total 754

4. HMERS R,
i. BFEPrometheusiz4ls .,

i. ZEPrometheus!5IRIEN TSR B, EIFPrometheusSLFI FrE OIS, B EIRVPCEEIM
Promet heus3L I B9&E R .

il. ZEMEMERERERI, AGRERERE,
iv. ZEREREZIUBSATHE AR RMRS L.,
a. EBRINRS AT, #BHvpc-ecs-service-discoverya MBI .

b. EYAMLECEXIEEPERUTRAS, RERETHIA.
KB IAR IR O 8888 A SEFREY IR O, F7N: 9100,
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https://prometheus.console.aliyun.com/#/home

Prometheus S B AR =B E- &£
" BEAEREE & Prometheus 51 iR %

YAMLECE

[ e TR

S FELYHIVPCWLE T ErAECSE I _EB9100/ metricsi /. o

TR
MRERFLEEEISDECSEH, WOTLUBEEE tag filters RXIJECSELFRIREHITIE
o

#HELIT

tag filters:
- key: 'testKey'
values: ['testValue']
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Promet heus 512 iR %

YAMLECE

THSH ECS

a. EHEXRS RIS, BEHEMN.
b. TR HERMIIEE, MARENERSH, REEERE.

HiE— BEEARS A,

FEZ: BEXBRF K,
5. tlEGrafanax#.
i. ERHEEMNSHEEREXRE5E,
i. FARNENHETALANBIEXRE,
i. Z£ZMSMAZiESE+ > Import,

> XHHARAS: 20220708 357


https://ecs.console.aliyun.com
https://help.aliyun.com/document_detail/273915.html#task-2094089

73

Prometheus s iZ NHEREE- F{ESL

B Prometheus 512 iR %

iv. ZImport IEAImport via grafana.comX &g, i APrometheusiZ2ftiINode KEERAIID72
884, ARHEHEAME ELoad,

@ e MEFRINEMGrafanakB188R, 55 M Dashboards.

Import
J Import dashboard from file or Grafana.com

&, Upload JSON file

Import via grafana.com

12884 Load

Import via panel json

Load

v. fEPrometheus THI%3%, EFENVPCRE THHEIER, ARS8 HImport,
VPCRZE T EIRRBIRIEL A vpc-+***,
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https://grafana.com/grafana/dashboards

— BB Current: 1000 RTIHEAE Curent 1.4%  — BAH Curent: 18618 — BEM Curent: 611.8MB BTISEAE Current 32.5%

~ BMBAME:  (iZbp1as eyl Tharsagr]
iETRSIE i [iZbpal bemdylpWimebingl] : &5 X BT RIS 6 (EXT.4/XFS) CPU iowait
4 Week I ™ &S XERSR 2R BwiE ~ ARRE R 0.0J/%
o Il S | G soo oo [KEEE o
1 I 2.561 Mil
BRE XA
2 GiB 189,633

Efe () /FR ()

— SRR Curent: 392618

(AR Curent:31GIB

WOEREAI

No data

174510 174520 174530 174540 174550

PrometheuslfiE AHREE- ZEL
Promet heus 512 BR% a %
J, Import
J Import dashboard from file or Grafana.com
Importing Dashboard from Grafana.com
Published by StarsL.cn
Updated on 2021-01-30 03:15:45
Options
Name
1 Node Exporter for Prometheus Dashboard CN v20201010
Folder
General v
Unique identifier (uid)
The unique identifier (uid) of a dashboard can be used for uniquely identify a dashboard
between multiple Grafana installs. The uid allows having consistent URLs for accessing
dashboards so changing the title of a dashboard will not break any bookmarked links to
that dashboard.
VictoriaMetrics
O vpc-bpll32ium = - -
Import Cancel
SARINERN ] EEGrafanaX#,
88 1 Node Exporter for Prometheus Dashboard CN v20200628 & =<8 W B ® @  Olastiminutes v Q O v
JoB  node v ENE Al v Ing 11 VAN 84 2%2:9100 v BE Al @ Whinode_exporter [ WIMMKESE (] StarsLon =
~RMBK (REXJOBI) MATETEM: [iZbp1eiimiplymmn  Sgh] 3THI: W0 WA 43929100
! BRS5 HBURA N R(BTT1067)
1P (BSIETIBRME) ENE ~ EfTHIE) wE CPUK Smme CPUEAE AFRAE DEREAE AR R TR#HR LR
node: BE(ERMESMETHCPURAER node: MIKBAFSHETIHINTFRAR node: M{KSHASHETIIMRMAR -
o g g iy g »
foso E Eosme o E % nsce o 3
H H H
0as e 0 0308 ”

RTISEAE Curent 8.3%

17:4600
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®

17.3. ¥R E =Prometheus iR #HIEIEAN
AGrafana

MRMREEAAMINGraf anaR AT EE 1 E =Prometheus 515438, TTLAFIHPrometheus S 2 &
BAPHEOZMIIMEL BN, AXNE T EPrometheusiEIBZEIEEN AR M Graf anafI LI 5 3%

AR &4
o EtlEPrometheusstfl, BFEE, 52N
o PrometheussLfl for B8RS

o Prometheus3Efl for Kubernetes

Prometheus 51 iR %

L'}

Ef

I
o Prometheus3E4l for Remote Write
o PrometheusSEfl for VPC

o Prometheusstfl for =RS

o MEEAMAKINZREGraf ana®l i, {ES M Grafana,

$B—: JREPrometheusSizi2 4L AAPIEDQ
ZE BAPHEO BiEEPromet heusFI A Graf anaf A . BIRBUT S BHFEGZIED:

1. BFRPrometheusiz4lEs .

2. 7EPrometheus 8 T HE A _ A% R PrometheusSLFI FRfE UMt I8, HE BRERFAMARESI B
B,

3. EANMINEREHFRERE,
4. FRETE L, RIEFKREH AMIFAMBIHTTP APt 4L,

@ e MEESRSEEMPrometheusSEhl, ERIBEARIRS = DB E X RAGHT TP
APIStAIE

HTTP APItthiE (Grafana SERHEHE)

P url
pAS | http//cn-hangzhou.arms.aliyuncs.com:9090/apifv1/prometheus a
R http//en-hangzhou-intranet.arms.aliyuncs.com:9090/api/v1/prometheus/

5. (O[i&) MRREEESGrafana#iB N LM, TTBEHEMtoken, 3KEPrometheusSEflgy%s
N Token,

D E& “MToken/5, EGrafanat NI BN M AR B Token, &N TETEEFE KL
Prometheusis15 %43z,

Token:l ey @

Remote Read it
P url

2R httpi//cn-hangzhou.arms.aliyuncs.com:9090/ap

(Sl http://cn-hangzhou-intranet.arms.aliyuncs.com:9090/api/v1/prot

FB . EARMGrafanaRmNEHER
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73

Prometheus S ZAH=HRE ZEL
59

20 R — RIS BIAPHE O AIEFRAN A A3t Graf anaBV #03E IREN o SLIL B AR, BRBUT S BIRMEHEIR :

1. UEBAKRSERAMGrafanaR &,

2. EEMS =D i%kiEConfiguration > Data Sources,

@ B NEERTUE S,

3. 7£Data SourcesTi% _F#HAdd data source,
4. 7£Add data source i L& FHPrometheus,

5. fESettingsTEHIName FEEMA B EXNEZFR, EURLFEMMG S — REPromet heusiG =iz

H9E FAPHE I3RS HIAPHE O ik,

6. (@) #ECustom HTTP HeadersXig & +Add header,

& BHeader/yAuthorization, &

EValueAF B —: FEEPromet heus!S 2489 E FHAPHE [ 3REXBY LMK T oken,

Prometheus-1

HTTP

Default

URL http://cn-hangzhou.arms.aliyuncs.com:!

Access Server (default)

Whitelisted Cookies

Auth

GELET ] With Credentials

TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity

Custom HTTP Headers
Header Authorization

+ Add header

7. BEREELMSave & Test,
EAﬁEfii
BREUTSEBRIFREREMIN:

1. BRAMGrafanaR .
2. EEMSH D EE+ > Create,

3. 'ENew dashboard i@ & HAdd an empty panel,
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B Prometheus 51 iR %

4. 7£Edit Panel W EMQuery REH THAEFEFRE LS E — iR MINEIRETR, EARENMetricsEERHEA
ERERHREE,
MREEREENIERNER, WiZBREEKIT., SWERESESHNEAOMIEHToken@ BIEMH, MUK
HIE R 2 S EPrometheusif B84z .

4 New dashboard / Edit Panel

Panel Title

arms_cms_ecs_cpu_total

cpu_total looks like a

17.4. FlnEA BEERE

NFESEEHCNLSER, oJBZEZASKERESREARITAFRER, EAFTENHESRE, R
EMEERE .,

dag{-;"_;\
ARMS AR SRS AEXNERES, HAROAEBMBRNERRIAX2SR, WTEMR

o

AEERESHEIERE

s -

tlE B &R

. BRARMSEEHIE,

2. EEMSEMEEFEVEERE > BEEA,

3. ERFEBANEA LARTCIBEARKE.,

4. EFEAEREIANAFRES KGN TSH.

—
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/

Promet heus 515 fR &

| BEiEEE
] BREHMAERTRS
* SRR
- HEiE=ER
EEME (EE) EFEEM AL v
* EEREE mse-monitor X e
sras
25 3488
KB a REBBER,
‘ \ BEEXBNNALETONE, RELBNAE
RECNA (B1i) 7 B A RE R R 5T R
B THAED R TENAEE, BERS
MEIR O £ LogHub,
I H TR O AL AR, EHaNEREN
ERFR eSS ANESMBFL.
@ 8

o EFHHERA, BRINZEFENEZHERS, BHaIKS AR ERIKS I ERIZRAIE
HERSHRAMAF . [EELogHUbBERIE, i%i‘ B LogHUb#UHREE .
o ARMSAM EFIINES B EFIMBENEIE (£520%) . HTFSEEINE IR &
—REEIOMNER.
o MEFIMEAEZAKIT, BREEFNHERESEIER,

5. AR B REERENBEFRNERS, KETHNERTREFLRERE.
AEREERE XERENBER, REEFS. ERREZRNREGLE, REMEIRESTLUE
JIIRER LNz RPN S L

| st

1. EEAEETE £ SN ® IFEFEE

timestamp

ERERAEE

* 2. SRS

engine_cluster

cluster_count
HitEcountd

engine_type

- o v e ]
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57
ERS 488
ﬂ?#E/L,\q:‘E']H'JLIEﬂ%—?—Exo ﬁﬂ%El,L,\ 5§7§ETII\EHE‘257H—
EENEEFER B, oLUEhERRANEE, BMXUSEYFINESR
NEET=
[=ti-Lne= B AR T LUE NS D SIS 4E4R
i e REEIRER.
EEHEENNERZ, ERAFPHNHNERRFRS,
= . ARMSHIFE#RYT R F SLBY i+ E/F89Count . Max., Min,
ERBRERER

sum, AvgEE. NRERFEFRITAFTH, EFR

& countfd,

SHEESAMNELAE, ERASENIFHERRF
REYE R, AINBRUTETmENHES, BAREBIRHM
ERAHETR., REXFEEFEIRELEE.,

BERIEEREG TLUEMS NI IRES,

TRE G EFEHEPNE—NFREATIRIER. FI0:
log_type%Fengine,

6. (Tik) REREEET, AREEEXEETEZRE, RERENN., RAERTELANRE.
REMUTTAERBAMNFRER, HIRHRRRREREN ., REAAFTEFEAPromQLIES],

@ 388 MEMEEFENRE, REBENSKEFEZRABAPometheusGroup,

%E E ILJ\JIll

#H ,b\?x)\FTE—II«l’KEﬁULEQFEEElFS% 2.,

| BRssA

AEAD: 2% v || BUmEREEEmEE Q

AERELSEFEAMABEARIEREIR, JUREEANIERGRETIFIE,
BRERERAETUURARSHZBENERER.

PESUBEREA LANGE, CASLERENENANEE ASTUEREEES, EMRIET
BABS %

D FE HBRERSERZESLRNMERIE, BENKRZEEERE.

BEEREREA LANE S I UENHEILZEE.
BEEREREA LANERITUMUKEFARTEEHIE.

@ e EURATURKEBEASRE, NREEXTASREERINERE.
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88 B NIEIR1365462831915338 > EENKIREIR 49 - W % B & D [ouusmewes- @ 2 -

+

SR ESE, SHARARR) B
« engine_cluster

engine_clustorcount p engine_clustersum s engine_custe_avg y engine_chstermin

% » O

engine_pod_caunt 2 engine_pod_sum y engine_pod_avg s engine_pod_min

B LogHub#iE R

1. BRARMSEG|A,

2. EEMSHMZERLSEE > BEEA,

3. EAFEBANEA LARTEIBARGIE.

4. AFEAEBRENANASREE XHRER S LogHub,
| BEiERE

£ ERSHMAUE RIS

- e EEREES-E
" B

A0 v

FEA (AR

< EEAFE mse-moniter X v B LogHub

5. (TNE) MRUBIRBIRARMSIZE LogHUb%E, MI7E# HERRXNEESD, BHHIA

o

LRI AR TFRE A T LogHub,

HTIbRIERS, ARMS IE=BatIE—MESXERE, LISSAEThEE.

fEEFR: AliyunServiceRoleForARMS

FERAUBREERS . AliyunServiceRolePolicyForARMS

RPRIG8E: TR LA U EAReS (ARMS) FIBRS X BA e, RFSAY bR (ARMS) At A B E NPT Bt m - R BERES) RN ER
SCRMERE: ARMS RS X EHEE

6. R & LogHUbRHEE R B HHIA .
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[EF LogHub X
AR LogHub 13? (WMIRBFPFHENEHERS, AIaETE)

17.5. ¥Prometheus =& APagerDuty

PagerDuty@—m AT ER I JIRES AR RE, BT L Promet heusis iz A PagerDuty \ it & B
NEHHERRSTWH,

AR &4

o MHIK8sEREEE A\ Prometheusisiz, BRRIE, {E& M PrometheussLil for 2RSS,

o MEBIBIREMN, BREZMULGTFERARSHEMEA., BRIRE, BESROUERE,

:bE{-.-I%\
PagerDuty2— AW ITER HEMEH I, MRS BB, PagerDutyx# 5 BIE. &5, #F
HEHFXBAMOWITE], XFPagerDutyIEZER, BESMPagerDutyE M,

BRIERE
¥ Prometheusis#24E N\ PagerDut yB i /E R R I T B AR,

BIRRS T IN BUEB AR ERUREARL

TEB—: ks
SEM14K % 2 B fPagerDut y Ik S HIIRES BIN T :
1. $TFFPagerDuty;E A 71,
2. &ETry PagerDutyB ER S X1, HITUTERE:
i. WIABPRE, AEBREGET STARTED,
i. MAER, ARBEENEXT STEP,
ii. MAZE, AFRENEXT STEP,
v. MAFEHE, EPRSMY, AFRELECREATE ACCOUNT,
M e /E Bk B PagerDut y OB TR E
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Welcome to PagerDuty!

Thank you far signing up. The next 14 days are going to be exciting!

Let's take a few minutes to set up your environment. This will enable
you and your team to experience the features and benefits of the
platform.

You'll be up and running in no time -- let's get started.

o Create a Service

e Add Integrations

e Try Out Your First Incident

Begin Setup

TEB . tI2RS
#EPagerDutyiz§l & A Promet huesiS 12 BIZE XS N AR S VIR ES BT

1.

B RPagerDutyiz#l & .

2. ETRERF 42, #EIFServices > Service Directory,
3.
4. 7£Add a Servicelnf, ¥MIARS B, %FIntegration TypeIPrometheus, A/FHEEAId

fEService Directoryii@, B iHNew Service,

Service,
@ 3B EIMREVEERIZESernviceE B2,

BN TE EREZIRFZNER,

SERVICE DIRECTORY » PROMETHEUS TEST » ACTIVITY

Prometheus Test g -

STATUS ON CALL NOW ESCALATION POLICY TEAM

° No open incidents Default No team is assigned to the
Default escalation policy.

H$B=: KBntegration Key
SRERF T 48 Promet heus 812 A\ PagerDutyfiIntegration KeyB iR {EF BN T :

1.

ERENRSHNTRE TS, BifintegrationslE,

COMMUNICATION CHANNEL
Nao channel for this service.
Add one.

2. fEIntegrationsXig, #kZ|PrometheusfRs, FEHGMIntegration Key%, BHEFIERE

Integration KeyE #| ZI 55 G4 .
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4. Integrations

Connect monitoring, logging, and analytics tools to PagerDuty to trigger automatic incidents or track changes to your services

Type Name Integration Key Integration URL

Q Prometheus 583975ce@55fcc {.com/v2/enqueue (]

Add a new integration to this service.

FTRIY: SIBREKREA
fEMIntegration KeyBIZZBERANRES BN T:

1. ZEHFPrometheusiz4l &,

2. EEMSHE, EFRREEE > KREASE,

3. AXRAEEINH, BEHEEKERA,

4. EFMBBERANEE, AKSE, BITINRANRENKRENIntegration Key, A/FHEETHIA,

HRBAA X
o= PagerDuty

FHSH HEAFNSE

BEF TR A HE

ETETHAEA 03975ce055fcc

EEERRERD

SBRA: SIZEMRE
ABERARBARBORIESBINT:

1. ZFEPrometheusiz4l 4 .

2. EEMSHE, REEHERE,

3. MEMREAEMEN RIS X XS, BEHIEERE,
4

CEEARBREAN, SABMREOER, ASHLEXE, GRLBAANERSE, £HEE
SR X, BFRBEMANCNBRNKREA, EFENHA AT, REBNNER, ARELLA, B
HRINELR.
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Promet heus IR Prometheus i iZ A H=EE- ER'T%EE
o [ | o |
FBIN: BUUREARN
BIREM N BB R ELON QB ABH RN IRIES BT :
1. ZFPrometheusizfl &
2. #EPrometheusi IR TWETRB K B1=, EFME, AFHEETEIRKSSERHNETR,
3. EEMSHE, BHREKE.
4, EREGERT, RIEFRERN, THEMEREY, BEHE.
5. ERBERE@RENER KK THYIR, EROIBNBHEKE, RARETHRE.
HERWAIE
fRoILAfEPagerDutyiZ Hl B EE IREURIER T MINEN,
(Tli%)
1. BRPagerDutyiz4l &,
2. ETERREAE, #E#FIncidents > Alerts,
Alerts on All TeamsTH ERALAHIRE,
PagerDuty  medems  Seees  Pecpe  Anses  Staws o = & @

Alerts on All Teams

3. (k) MEEFAlntfEAEE, fESummary?l, BRI BiRAlertlIZFR,

17.6. BB =PrometheusHENX
Grafana X#

] 2 z= Promet heusi5 12 o] LUE I Graf ana X 2K BRI EEE, HFEXIFEEN IR Grafana XEZFM
GrafanaEmMSAXBFM AR, AXUAE = SBRSKSSEHNTERSREGRRS A, NEBETAE
X Grafana X BREEHE.

IR s
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o MERAERSKESEHCIEAME S Prometheussiz, WAHEN, BB M Prometheusstfl for Z25R

%D

o ECIRNEZRRRERFIRGEECE. MALIE, BERLE . UIEREOE,

BRIERE
1813 [ B =Prometheus B E X Grafana X &£ R E RN T B R,

RER AN BRE AR BlEipE

(TriE)

$B—: HENA
BNRFERERF LEENERESmERRENERECENRES BT :
1. ITUTHLEHREIRELR,

mvn clean install -DskipTests
2. PTUTHLHERER.
docker build -t <ZSHblEEYDockerSRIGRIMR> : <AHIIGE DockerSRRIRAS> . --no-cache
NS
docker build -t promethues-demo:v0 . --no-cache
3. FITUT oS AREITIR,

sudo docker tag <ZSHIGEEDockerRIGRRIR> : <AMIIERI Docke rSRIGARAS > <RegistryldB>/<fpRFiE>
/<SRIGBFR> : <SHIGhRAS >

RS

sudo docker tag promethues-demo:v0 registry.cn-hangzhou.aliyuncs.com/testnamespace/pr
omethues-demo:v0

4. FATUTHSRBREEEZERREE,
sudo docker push <Registryilf>/<iBTIiE>/<BEEHEBI> : <HEGRAS>
GRS
sudo docker push registry.cn-hangzhou.aliyuncs.com/testnamespace/promethues-demo:v0

AnRGhEEIENREBRAREE R LRNNARR.

BE #Q0 O R'E Digest @ @eih @ TR AR b

cab6ff24411311becles 1119078
w0 9236372¢152... v OE# wonm | BER | @S | W

SR BENHA
BRANEESRRSKSEBH RS BT

. EREEMSEEEH S,

—_

2. EEMSHIA, BIFER,
3. AEHYIERTE, RIEREH, FHANREIEENAEE.
4. BIBRARRA,

370
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Promet heus 512 iR % HRARRER 1111;;

i EEMSME, ERITHERE > TRES.
i. EERSHE, REERAEREIE.
ii. ZRIBRRENERCBEBAUTAR, RERHAE.

apiVersion: apps/vl # for versions before 1.8.0 use apps/vlbetal
kind: Deployment
metadata:
name: prometheus-demo
spec:
replicas: 2
template:
metadata:
annotations:
prometheus.io/scrape: 'true'
prometheus.io/path: '/prometheus-metrics'
prometheus.io/port: '8081'
labels:
app: tomcat
spec:
containers:
— name: tomcat
imagePullPolicy: Always
image: <RegistrylB>/<mBTiE]>/<HRIGERIF>: <BERES>
ports:
- containerPort: 8080
name: tomcat-normal
- containerPort: 8081

name: tomcat-monitor

RIS :
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apiVersion: apps/vl # for versions before 1.8.0 use apps/vlbetal
kind: Deployment
metadata:
name: prometheus-demo
labels:
app: tomcat
spec:
replicas: 2
selector:
matchLabels:
app: tomcat
template:
metadata:
annotations:
prometheus.io/scrape: 'true'
prometheus.io/path: '/prometheus-metrics'
prometheus.io/port: '8081'
labels:
app: tomcat
spec:
containers:
- name: tomcat
imagePullPolicy: Always
image: registry.cn-hangzhou.aliyuncs.com/peiyu-test/prometheus-demo:v0
ports:
- containerPort: 8080
name: tomcat-normal
- containerPort: 8081

name: tomcat-monitor

ERSHEEREENSRA,

O prometheus-demo apotomeat 22 registy. 2021-03-04 163851 | R | G S
heus-de

5. BIEERS.
i. EEMSHE, ERRESE5EH > RS.
i. ERRSTE, REERAYAMLBIREE,
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m ¥

i. ZARIZNENRRABEBAUTRAE, REREEE.

apivVersion: vl
kind: Service
metadata:

labels:
app: tomcat

name: tomcat

namespace: default

spec:

ports:

- name: tomcat-normal
port: 8080
protocol: TCP
targetPort: 8080

- name: tomcat-monitor
port: 8081
protocol: TCP
targetPort: 8081

type: NodePort

selector:

app: tomcat

BR 55 TUE B EU 2 BIBRSS .

O tomeat apprtomeat NodePort 2021-03-04 16:45:37 172

TS | B | TEVAML | e

TE=: EEXEMN
2 Z=PrometheusSBIAEIZCPUEE . RFEEE. MEEEE, REFERERIANSUIEIN N EMEE,
FIAITRER, BBATENNAEBENXPrometheusiEmREMN ,

1. ZEHFRPrometheusiz4l &,
2. fEPrometheus 3 = NEBITNERFE B4, IEEKOSEBEFAEAIMIE, BH BRI EIR,
3. AR A& EPrometheusis i EEFM NS AU THMIER,
o FERRIMBEKSSEFNNNANLESHE, AITREER. BESBNT:
a. EEMSMMBETRSEN, ARREERERE.,
b. i & RE E HServiceMonitorii s, REELEHMServiceMonitor,
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c. E&INServiceMonitorfHEEFHMAUTASR, REBRETHRE.

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
t HE—MHE—R
name: tomcat-demo
+ HESBERGETIE
namespace: default
spec:
endpoints:
- interval: 30s
# EEservice.yamlfPrometheus ExporterttMMPortBINameFERRIE
port: tomcat-monitor
# EEPrometheus Exporter¥MAYrathfI{E
path: /metrics
namespaceSelector:
any: true
# DemokYAn & =EiE]
selector:
matchLabels:
# EBservice.yamlBLabel FERMEUENM BiRservice. yaml
app: tomcat

ServiceMonitorIE TR REENRS AW,

o FEMRRIPEEKSSERZ IS HIE, WRedisiEEH ., RELSBUNT:
a. FigEBRE, BHPrometheusifERE,
b. £ Prometheus.yamib B ANLATRE, RERTRE.

global:
scrape interval: 15s # Set the scrape interval to every 15 seconds. Default
is every 1 minute.
evaluation interval: 15s # Evaluate rules every 15 seconds. The default is ever
y 1 minute.
scrape configs:
- job name: 'prometheus'
static configs:
- targets: ['localhost:9090']

FEN: BB XE
B EGrafana X B URTREIENZRELS BT :

1. fTFGrafana X EHIE A,
2. EEMSMAZESE+ > Dashboard,
3. &ENew dashboardm @B+ #FHAdd new panel,
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82 New dashboard

+ Add new panel

Convert to row

4. fEEdit PanelmEMQuery XE I THIFIR D IEIRERE, EARSERIIMet rics THIHIR RIS
fs#%, a0: go_gc_duration_seconds,

& New dashboard / Edit Panel

Panel Title

13:00 14:00 1500 15:30

“arms-acm-exporter’, anms.  name: acm-exporter’, instance Kubemetes-pods’, namespac , -exporter
“arms-acm-exporter”, arms. g : 1 ubemetes-pods’, namespac s exporter-77686b74db-S47r0, pod_nan
*arms-acm-exporter”, arms. - name: e 1. job="kubermetes-pods’, namespac
“arms-acm-exporer, anms. né exporter’, ubemetes-pods’, namespac

Transform

Query inspector

Mefrics ~  go_gc_duration_seconds|

Legend Min step Resolution ~ 1/1 Format s Instant Prometheus

5 ANEAMNKE, EEEXRER, BRAZNUTNAXE, MER. & AREBE, AREEOS
KREEEMSH.
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57

Discard Save

Panel Field Overrides

Settings
Panel title

Panel Title

tion

Visualization

P 12.4

Bar gauge

79) —

Heatmap

6. Bl LASave, ERENMNEEPBMARERR, FiEFER, RFHEESave,
BOREFEETEIRSIMAENERE,
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© Save dashboard as...

Dashboard name

New dashboard Copy|

Folder

General

Cancel

fio & et F B Graf ana X &2 W B AT 7R .

S ECCHIER

0 -
14:30 15:00 15:30 16:00 16:30

== go_gc_duration_seconds{endpoint="http-metrics” instance="

(i)
SRA: BESRER

NEBEURSREFEENIGT, BREEPOmetheusliE R THIREIR, MTSE/HE MMPomMQLE
EO

. T Grafana XK £ KR,
2. EEMS A B Explore B4R,

3. fEExplore N ETREF FRIAE P IEFRERE, RS EMetricsHAEDBAPromQLES), BEH4G EABIRuUN
Query#TiAi,

@® Explore ARMS! S RunQuery -

Metrics + containe s_total[1n])) by 7 be. ner._resource_limi “pod_n od”, "(.*)")) by ® -

Query type tant step

+ Addquery O Queryhistory O Query inspector

£ showing only 20 time series.

4. FHAMME, BOUUSE LRSBRASHMARNER, BARME, BERLSEN: BEARE,
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SERN: fIERE
AU RO R E RS BT :

1. &EFPrometheusiz4la,

2. 7EPrometheus S E I TRERSE 42, EIRKSSERFTENME, P BIRKSsERNEZR.

w

 EEMSHE, ERREKE.

4. ERERENEA LA, BHUBRKRE.

9,

B K 35

Vi.

Vii.

Vi,

iX.

- ERIRBIREER, RITUTERME:

(oIiE) MEERRTHIIIR, ERER,
ERNZRIAE, MARNEIR, fla: MERBREDRE.
EREXRKXANXAE, MASERXR., Hlm: (sum(rate (kube state metrics list total{jo

b="kube-state-metrics",result="error"}[5m])) / sum(rate(kube state metrics list total{

job="kube-state-metrics"}[5m]))) > 0.01 o

D #F& PomQUEATARHN s HSLSKRE, LBEENREAFSHNETD - £

ARBNSHKR - . B K sun (rate (container network receive bytes total{inst
ance=~""$HostIp.*"}[1m])) {@Eﬁz?‘] sum (rate (container network receive bytes total
[Im])) o

AR EXAE, AAFLNEN, HEENIHESERGNIESMASE. fl: 157
f, SEEFRMERINHBRHERN A SREEE.

@ BB BENDHHEEERMRISEESNATR, £ EERENPomQUES R4LEL
W, PrometheusZBHAIERER A 155, MERIGEELENX60/15=4ANMHUIE RH B EZRK
# (PromQLEA) , MASKELSZE, tNPrometheusEZEMN EINISEZ M B A1, ERE
EZANHRERBHEESESRMY (PromQLEG) ASMASTE, REBREET—INEHIESH
EEEEM (PromQUESR) MAREE, BEBISLNBE NS,

EEEHBXAE, BASEHER.

(i) AR REENHRERXRE, REURFAS JNRERERS, RENRSTBESIRAL
npriAN

(i) EefEENERKYE, 25618 IR, RER Amessage, REEBEN ((TEENEZE
B, BETHERIERA: nessage: ({ZEENEEER |, FII:  nessage:{{$labels.pod nam
e}}EE o

BOUIIBEX ZES, hulLIERERNREFALTES, CANREERE:
MBHI SRS THIFIR, EFREHKE.

WIEIEREAIRES, BSREA .

BEHEE.

REEENHEREIZORE.

RO

o KEFFE

378
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@
% W

Promet heus 515 fR &

17.7. @idServiceMonitortllZRE £

il B8 = Promet heus3Z #%& F CRD ServiceMonitort 5 XK H B R B EX RS K MW RET K, BEidEH
ServiceMonitor, R oLAB1TE X Pod &M B INamespacesEE LARIE T matchLabel RIEFMSITH
Service, A3 IGE F SpringBoot 22 E R M{ai@id ServiceMonitorfl AR SS & .

Demo
RO LLEIE T Demo T2, RHARETServiceMonitorfl RS AT HI TEITE,

FTEB—: tIEEMABKB
1. BIZ—"Maveniifl, H7Epomxm ML TIRE ,

<dependencies>

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter—-actuator</artifactId>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-web</artifactId>

</dependency>

<dependency>
<groupIld>io.micrometer</groupld>
<artifactId>micrometer-registry-prometheus</artifactId>
<version>l.6.6</version>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-configuration-processor</artifactId>
<optional>true</optional>

</dependency>

<dependency>
<groupIld>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<optional>true</optional>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-test</artifactId>
<scope>test</scope>

</dependency>

</dependencies>
2. TR B W src/resources/applications.propert iesSX P HMATEE .

management .endpoints.web.exposure.include=prometheus

3. BEIR B, & B3l http://{host}: {port}/actuator/prometheus ,
REVF XS R BgVMESiE, JREREITNT
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# HELP jum_threads_daemon_threads The current number of live daemon threads
# TYPE jum_threads_daemon_threads gauge
jvm_threads_daemon_threads 23.0
# HELP tomcat_sessions_rejected sessions_total
# TYPE tomcat_sessions_rejected_sessions_total counter
tomcat_sessions_rejected_sessions_total 0.0
# HELP jvm_memory_committed bytes The amount of memory in bytes that is committed for the Java virtual machine to use
# TYPE jvm_memory_committed bytes gauge
eap”,id="PS Survivor Space”,} 1.3107287

# HELP jum_classes_loaded_classes The number of classes that are currently loaded in the Java virtual machine
# TYPE jun_classes_loaded classes gauge

vm_classes_loaded classes 6877.0

# HELP jun_threads peak_threads The peak live thread count since the Java virtual machine started or peak was reset
# TYPE jum_threads_peak_threads gauge

vm_threads_peak_threads 28.0

# HELP systen_cpu_count The number of processors available to the Java virtual machine

# TYPE system cpu_count gauge

system_cpu_count 12.0

# HELP tomcat_sessions_expired_sessions_total

# TYPE tomcat_sessions_expired_sessions_total counter

toncat_sessions_expired_sessions_total 0.0

# HELP process_files max_files The maximum file descriptor count

# TYPE process_files max files gauge

process_files_max_files 10240.0

# HELP Jvm_buffer total capacity bytes An estimate of the total capacity of the buffers in this pool

# TYPE jum_buffer total capacity bytes gauge

jvm_buffer_total capacity bytes{id="direct’,} 8192.0

Jvm buffer_total capacity bytes{id="mapped",} 0.0

# HELP jum_threads_states_threads The current number of threads having NEW state

# TYPE jum_threads_states_threads gauge

jvm_threads_states_threads

jvm_threads_states_threads(
jvm_threads_states_threads(
jvm_threads_states_threads(
jvm_threads_states_threads( 0
jvm_threads_states_threads( terminated",} 0.0
# HELP jum_buffer_count_buffers An estimate of the number of buffers in the pool
# TYPE jum_buffer_count_buffers gauge
vm_buffer_count_buf fers (i )10
3vm_buf fer_count_buf fers {id="napped”,} 0.0
# HELP process_files open_files The open file descriptor count

# TYPE process_files open files gauge

process_files open files 93.0

# HELP Jvm_gc_memory_promoted_bytes_total Count of positive increases in the size of the old generation memory pool before GC to after GC
# TYPE jvm_gc_memory_promoted_bytes_total counter

3vm_ge_memory_promoted bytes_total 5225384.0

# HELP jvm_memory_max_bytes The maximum amount of memory in bytes that can be used for memory management

S Survivor Space”,} 1.3107287
PS Old Gen',) 2.863661056E9
PS Eden Space”,} 1.40509184E9

# TYPE jvm_gc_memory_allocated bytes_total counter
jvm_gc_memory_allocated bytes_total 1.14749824E8

# BELP jvm_classes_unloaded classes_total The total number of classes unloaded since the Java virtual machine has started execution
# TYPE jum_classes_unloaded classes_total counter

jvm_classes_unloaded classes_total 10.0

# BELP tomcat_sessions_created_sessions_total

# TYPE tomcat sessions created sessions total counter

HB " ZBBEKubernetestEEE
1. HE—NER, HEWEERNDockerfileX 4 LEZEBRBE.
2. B2ELITHRAtIEDeployment,

apiVersion: apps/vl
kind: Deployment
metadata:
name: micrometer-prometheus
namespace: default
labels:
app: demo-prometheus
spec:
replicas: 3
selector:
matchLabels

app: demo-prometheus

template

metadata:
labels:
app: demo-prometheus
spec:
containers:
- name: micrometer-prometheus
image: manjusakalza/micrometer-prometheus:latest
ports:

- containerPort: 8080

3. 2ELITARAEIEService,
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apiVersion: vl
kind: Service
metadata:

name: prometheus-metrics-demo

namespace: default

labels:

micrometer-prometheus-discovery: 'true'

spec:

selector:

app: demo-prometheus

ports:
- protocol: TCP
port: 8080

targetPort: 8080

name: metrics

LB =" fl|l#ServiceMonitor
ServiceMonitorB YAMLS 4= BIEN T

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
name: micrometer-demo
namespace: default
spec:
endpoints:
- interval: 15s
path: /actuator/prometheus
port: metrics
namespaceSelector:
any: true
selector:
matchLabels:

micrometer-prometheus-discovery: 'true'

EXRYAMIX g, ERBROSXANT:
® netadata Y name 1 namespace YEIETEServiceMonitorfiH M —EXBTER.
e cspec B endpoints MERFIHS, KFPrometheusFrE MR EMetricsttilit, endpoints A—N
#AH, RNTTUBIESD endpoints o B endpoints BEENFER, SMNFERNEXNAT:
o interval : fEXEPrometheusX¥Ha] endpoints RENFH, BAAY, ERRRHPIREN 15
S o
o path : ¥FEPrometheustIRERKE, EARKXREID, IEEN /actuator/prometheus
o port ! EEREHEFEBINGO, RENKONSE _gl@Serviceltim OFTIZERN nane .
EZKD’EH_WJEP, REN metrics ,

L] spec E'\] namespaceSelector %%%ﬁfmﬂ’\]Ser\/iceE’\]ﬁo namespaceSelector @/E\ﬁ/l\ﬁﬁ—:?—
B, FRHNEXMT:
o any ! AERE—ME true , HZFRWREN, BERFERESelectondiBEMAIServicety
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0 matchNames : #AME, IEEEEMNITH namespace HSEE. #0, AR IrdefaultFlarms-prom
PomBZEE PR Service, BA matchNames REIMT:

namespaceSelector:
matchNames:
- default

- arms-prom

[ ] spec E"] selector Fﬁ:_FﬁEESEI’ViCEO
E AR R4 Fr{E FA B9 Serviced micromet er-promet heus-discovery: 'true' Label, FFLA selector REW
T

selector:
matchlLabels:

micrometer-prometheus-discovery: 'true'

fil 2 = Promet heus o] LB LA T H A 75 H Bl#Z ServiceMonitor, iFiERH b —M A EIE,
B3z H & tl#EServiceMonitor

1. ZRPrometheusiz4l& .

AR BAE, IEFMIE

fEPrometheus i3 = 5E, BEHBRIHIER.
EEMNSMERERS L, AEETERERS,

AREBERME, BEServiceMonitorii®s, AFHEEHMServiceMonitor,
AR INServiceMonit orfHiEE, WMAYAMLX RS, RAERTHRE.
B < tI&ServiceMonitor

1. BEFHNYAMLX4HREEARM,

2. FATAT S L EYAMLX £

o v M W N

kubectl apply -f {YAMLXFFRIERVERTR)

HEPY: KiFServiceMonitor

BT LA TIRME, BiFPrometheus2 & RINEHTRE AW,

1. ZFPrometheusizfl& .

2. EREPFE P, EEME,

3. 7£Prometheusi5 25 H, #HBEIRKubernetesE B ETR,
4

. 'EAEMW E‘ﬂn%“‘%ﬁ?ﬂﬁ%?ﬁﬂ RIEBRETargetsE,
ETargetsE, BEEZERBEFELZWA namespace}/{serviceMonitorName}/xtT arget

V‘ default/micrometer-demof0 (3/3 up) ‘

Endpoint State Labels Last Scrape

ow
g

http:} Jactuatorfprometheus up 10.0365 ago 00165

5. B {namespace}/{serviceMonitorName}/ xR E{TRF Target, A B HENdpoint 8E#E,
KWiEMetricsERIERE,
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http:// C Jactuator/prometheus X

# HELP jvm buffer total capacity bytes An estimate of the total capacity of the buffers in this pool
# TYPE jvm_buffer total capacity bytes gauge

jvm_buffer_total_capacity_bytes{id="mapped",} 0.0

jvm_buffer total capacity bytes{i direct",} 81968.0

# HELP jvm threads_daemon threads The current number of live daemon threads

# TYPE jvm_threads_daemon_threads gauge

jvm_threads_daemon_threads 29.0

# HELP jvm memory committed bytes The amount of memory in bytes that is committed for the Java virtual machine to use
# TYPE jvm memory committed bytes gauge

miscellaneous non-heap storage",} 2.3068672E7
class storage",} 2.8471712E7
"JIT code cache",} 2.68435456E8

jvm_memory committed bytes{area="heap",id="tenured-SOA",} 1.2763136E7

# HELP process_start_time_seconds Start time of the process since unix epoch.

# TYPE process_start_time_seconds gauge

process_start_time_seconds 1.622797808811E9

# HELP tomcat sessions_expired_sessions_total

# TYPE tomcat_sessions_expired_sessions_total counter

tomcat_sessions_expired_sessions_total 0.0

# HELP jvm_threads_states_threads The current number of threads having NEW state

# TYPE jvm_threads_states_threads gauge

jvm_threads_states_threads{state="runnable",} 20.0

jvm_threads_states_threads{state="blocked",} 0.0

jvm_threads_states_threads{state="waiting",} 10.0

jvm_threads_states_threads{state="timed-waiting",} 3.0

jvm_threads_states_threads{state="new",} 0.0

jvm_threads_states_threads{state="terminated",} 0.0

# HELP jvm_classes_unloaded_classes_total The total number of classes unloaded since the Java virtual machine has started execution
# TYPE jvm _classes_unloaded classes_total counter

jvm_classes_unloaded classes_total 0.0

# HELP tomcat_sessions_rejected_sessions_total

# TYPE tomcat_sessions_rejected_sessions_total counter

tomcat_sessions_rejected sessions_total 0.0

# HELP tomcat_sessions_created_sessions_total

# TYPE tomcat_sessions_created_sessions_total counter

tomcat_sessions_created sessions_total 0.0

# HELP jvm_threads_live threads The current number of live threads including both daemon and non-daemon threads
# TYPE jvm_threads_live threads gauge

jvm_threads_live_threads 33.0

# HELP jvm memory max_bytes The maximum amount of memory in bytes that can be used for memory management
# TYPE jvm memory max bytes gauge

XA

o JEiI 2 =PrometheusH E X GrafanaX#
o OIRRE

[ ]

17.8. AMKubernetes&EEE AN
Prometheusi§

RN B A IS A M BIKubernetesEE &3 APrometheusia 12, HAFFEN,

AR &M

B#EKubernetesEB BN EZAEUEDOERE, BRIRE, BSRNOEEMERHIE N R EEE DL
;‘E<E¥O

EAGR

o JE[E RIFERIKubernet esEEE£3E A\ Promet heus!i5 3%,

o MERWE FHIKubemetesEBE NS HKERZTEF S AMEIFEEAN.

@ B  WREEHKubemetesERTENMEZ AN, £BHEAPrometheuslAiRHRE, B2
W PrometheusSL4l for Kubernetes,

LT B—: Z£&KPrometheus Agent
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Prometheus SIZAH=EE- ZEL

B Prometheus 512 iR %

1. ZRPrometheusiz4l& .,
fEPrometheus S R UH A TABM B, EFEMlE, AFBEEHEprometheussLHl,
EHZprometheus=ZHITiHE, BEHEBEEKubernetesE B X1,
EEABEEKubernetesE B HiRA LA EEKubemnetes EBZEEANME,, RAETMUTEE:
i. BEXPrometheusizZLAIMEIR, REREHE.
i. FITLAT LR E = AHelm Repository,

W N

D #& AEMEFNAE S Helm RepositoylI&SRE, BRESF SSRGS D
B {region id) , HEEEEANBEKubernetesE & MRKRBUERNFMGTL.

helm repo add aliyun http://aliacs-k8s-{region id}.oss-{region id}.aliyuncs.com/app
/charts-incubator/

i. FITREPrometheusiFi XiFHNH<S A BEKUbernetesERE R &R,

helm install arms-prom-operator aliyun/ack-arms-prometheus \
--namespace arms-prom \
--set controller.cluster id=$CLUSTER ID \ / /BTERZEPrometheusiF i KIHFRENEERE T

Do

-—set controller.uid="***" \ / /IBTERZEPrometheusiF i KIFFKERUID
o

—--set controller.region id=*** \ / /IBTERZEPrometheusiF i KIFFAEBReg1
on IDo

--set controller.vpc prefix=registry. //MARBIERSR R, WMNRIEFEGEETEMR

B=AM, NrlURBEEESE,
@ HBE  XFHelmSBLWBEGRE, B2 MHelmE S SEGHEA,

FB . £ ENToken

AMKubernetes&E B izi2 5 A il £ = Promet heus {5 12 B3 F 2T okentk 3,
1. BFRPrometheusizél &,

2. ETNERR AL, EFMIE,

3. #EPrometheusi3 2T H, B Kubernetes&EBER,
EEMNSMERHRE, TANREEHIRERE,
. EREESBETEMtoken, S4HRFEToken,

U D

Token:l &y |® a

Remote Read it

2] url

AT

[l

TR=

httpi//en-hangzhou.arms.aliyunc:

httpi//cn-hangzhou-intranet arms aliy

i BEKubernetesfgt

1. BRAF[RSEEEFS
2. ERFIEENS ﬂEEEF, PR,

384
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"
Iy /\/lA\

AN
Promet heus 51 R & Prometheus S ZAH =S

i

/|

3. EEMNRNEE T ENEHNSRAAMIRETNFRE.
4. EEMSHEERTIERE > TRE.
5. EX KA RE RERE RS X8 ~arms-prom,

6. TEZ R arms-promet heus-ack-arms-prometheusIDeployment A MR /EZ! , B >EEF
YAML,

7. ERBEYAMLIHEEN args FRPHIBUTSH,

- '"—-mode=public’
- '—-—accessKey=***"

- '—-accessSecret=***!

@ BB accesskey Ml accesssecret MIEEEMEA $nm$wﬁwm 2 11 455 F B
fa] BB = WS B9 AccessKey IDF1AccessKey Secret, $REXAccessKeyBIi/E, 55
it & AccessKeyFlAccessSecret /5, Prometheus!45iz /G & ¥ S HHRE EFZxHXE’\]Token%

X

)

RS YAML

pp: arms-prometheus-ack-arms-prometheus
rt: ack-arms-prometheus
Helm
arms-prometheus

fig/prometheusDiskprometheus.yaml"

lanagedKubernetes"

MY_POD_NAME

F ¥ metadata.name
ARMS PROM_ACCESSKEY
_ ACCESSKEY
ARMS_PROM_ACCESSKEY _SECRET
__ ACCESSKEY _SECRET__

8. YAMLX#HEK TG, BHEM.

R
1. R o
2. 7£PrometheusE Iz WEIMITRER R 4=, EEKubernetesSEBEFTTER ML,
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Wedm /Nt 72 SCEISH
EP%rometheusuﬂl HABE == Promet heus 52 AR 5%

EEEEANBEEKUbemet esE B 2 B IR IS IB8IE .

cmor Prometheus for Kubernetes g | aE
;;:"n‘ ExternalKubernetes igs | mE

17.9. FHEEANEFLANEEH

Prometheusi5 42 0] LB & se 0 B F EE B ettt R TLKPIEY 8 FH MR N R B R, SWMEEFEINE
FRN, NEENEE. iR, RESWSFREREKE, AXXIRME T Prometheusstfl @i Grafana
RENHFERASEONEFRNRELE RN ORIESE,

M PrometheusSLfl B4 5 52 HUE K&

1. ZRPrometheusiz#l &,

2. EREALAEZERME, SA/EEPrometheussLHFE & BRLAZHRIT N ELE X,
3. EEMSMi=gHEXploreEtR, REBEZL LABEXplore A M THIFIRIERRT R EIER.

4. FEMetrics THRIPIRPIRFBIRER, EFIRNEMERNRFELHE, FIMBRETRN:

arms_cms_collector duration seconds

@ Explore  © ARMS v [Msplit < @lLastthour v  Q  fi Clear All
arms_cms_collector_duration_seconds 01s ® -—

Query type Range Instant Both Step @

+ Add query © Query history ~ ® Query inspector

Graph
10
8
6
4
Z - oA M e P e A= Ve — A= - S AT e e S
0
17:50 17:55 18:00 18:05 18:10 1815 18:20 18:25 18:30 18:35 18:40 18:45
— arms_cms_collector_duration_seconds{app="cms-exporter", arms_instance_id="cms-exportel , arms_instance_name="cms-exporter ', collector="collect.ecs", instance=
arms_cms_collector_duration_seconds{app="cms-exporter", arms_instance_id="cms-exporte , arms_instance_name="cms-exporter ', collector="collect. mongodb", instance=
arms_cms_collector_duration_seconds{app="cms-exporter", arms_instance_id="cms-exporter , arms_instance_name="cms-exporter” ', collector="collect.redis", instance="

5. fEMetrics B XAERA LA TPromQLEWIEARE), BIRERNEF, TN HYRERERLRNER
HHERBIRMER.

anomaly detect (arms cms collector duration seconds[180m], 3)

@ 68

o arms_cms_collector_duration_seconds: A EL—S B BIREIREIR, BIRIELRS)
B,

o EABIPromQLE 8B #IE LB MR Range vector;d*'J E Lt B EERERETR/EE N
BSEE “[180m]” , EHohEYESEEERINERE “[180m]” , SHENNIEE “3” . WMREZRIHT
THHRERHRE, WFEER EKIAE’]ETIEJ,BI@E‘”“EjJ “som:]” , FEEHUIEXRT
JIRange vectorzEE!, fl40: anomaly detect(sum(node_memory free bytes)

[180m:], 3).
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@ Explore  © ARMs v [Msplit |« | @Lastthour v | Q | [ ClearAll

Metrics anomaly_detect(arms_cms_collector_duration_seconds[186m],3 01s ® —

Query type Range Instant Both step ©

+ Add query  ©® Query history ~ ® Query inspector

Graph

1.25

1.00

0.75

0.50

0.25

17:50 17:55 18:00 18:05 18:10 18:15 18:20 18:25 18:30 18:35 18:40 18:45

{app="cms-exporter", arms_instance_id="cms-exporte ", arms_instance_name="cms-exporte collector="collect.ecs", instance= job="kubernetes-pods", n
{app="cms-exporter", arms_instance_id="cms-exportel ", arms_instance_name="cms-exporte ", collector="collect.mongodb", instance= ", job="kubernetes-po

{app="cms-exporter", arms_instance_id="cms-exportel ", arms_instance_name="cms-exporte collector="collect.redis", instance= ", job="kubernetes-pods", |

17.10. WFBHiEKubernetesE& NG B E
Y Prometheusfic &

B #IKubemnetes&E B APrometheusiiizfa, TiEEEBIEH Al {TPrometheuslBXEE, MES
BiTi@idKubect l&5& B X EEEPromethues.yaml, EFIEMR. IREAgent Bl AL AR FH R HelmiR AN ,

AR &4
BEANEZHKubermetesEEE, BMRRIE, iE& M pPrometheussLfil for Kubernetes,

fmiEpromethues.yam|3 {4
1. BlE— M promethuesyaml3 4, Bo]ABEERS AWM, THEREEIE, ROAWMT:

apiVersion: vl
kind: ConfigMap
metadata:
name:
arms-prom-prometheus-yaml
namespace: arms—prom
labels:
target: arms
type: prometheus-yaml
data:
promYaml: |

remote write:

// BMAIEBRenote Writelthit,

- url: "http://ts-xxxxxxxxxxxx.hitsdb.rds.aliyuncs.com:3242/api/prom write"

basic_auth:
//username*ﬂpasswordﬁinuijrhu»Fjggzslk=iﬂﬂAccessKey IDFlAccessKey Secreto
username: access—key-id

password: access-key-secret
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Prometheus S B AR =B E- &£
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57
@ e
0 remote write: BEZMAMBIRemote Writedtiiit, IREUZMIFIERNRIE, BSRIK
EXYRemote Writeitt it ,

O username . password 735X NIE TR = MkS HIAccessKey IDF1AccessKey Secret, 3R
EXAccessKeydJig{E, B2 MIKELAccessKey,

2. EHNERAITUTHS:

kubectl apply -f prometheus.yaml

EBRFER
SEABREXERLEEENERN, ATE#EXEREXERAETEER, BOURFXEREXE
tr. ERRBENRFNEEXIEREABRETEHA.

B el drop-metricyamX 4B EEFiER. ~EINMT:

apivVersion: vl
kind: ConfigMap
metadata:
name: arms-prom-drop-metric
namespace: arms—-prom
labels:
target: arms
type: drop-metric
data:
dropMetric: |
container memory rss
container memory failures total
apiserver request total
kube pod container status waiting reason
container cpu load average 10s

container memory max usage bytes

@ 388 dropMetric: ZEHNRBMBETERFNER, BEREIRBERETER.

REBAgentBI A%
EEMENAgentBIAHERE, SHAgent R ERNFERERAEER. BoJLLUAEAgent BIAKIIE
;YA

HATAT on L EAgent BIARE, ~AEWMT:

kubectl scale deployment arms-prometheus-ack-arms-prometheus --replicas 3 -n arms-prom

WH  HLPH 3 AHBIRENAgentBIAK, BARBIIRERHTER, BT SHEIRY

A K Helm R 2
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i B =Prometheus!5 2 ¥ iE AR Helmbi A, BEEHelmBIRAESE, 58 NARA A,
1. T THES, EEFEHeMHFIRAER .,

helm list -n arms-prom

2. WITU TS, EEHeImMEFBRAGER,

helm search repo ack-arms-prometheus -n arms-prom

EEE2WT:

wangtengfei@B-F4DHLVDL-8245 temp % helm list -n arms—prom

NAME NAMESPACE RE\A’ISION UPDATED STATUS CHART APP VERSION
arms—prom arms—prom 2821-12-88 17:27:080.875831725 +0888 CST deployed ackfarmsfprometheus 1.8.9
wangtengfelPB-F4DHLVDL-8245 temp % helm search repo ack—arms-prometheus -n arms-prom

NAME R ERSION APP WERSION DESCRIPTION

aliyun/ack-arms—prometheus 1.8.8 ARMS Prometheus Operator

wangtengfelPB-F4DHLVDL-8245 temp %

3. M EEFRR, EMNNEEEETEFEHHelMRAS—5, WAZEHAHRHelmirA, EN, HTUT
W FLKHelmpR A,

helm upgrade arms-prometheus aliyun/ack-arms-prometheus -n arms—-prom
4. PITUTHS, JEFHelmHLRAILR,

helm history arms-prometheus -n arms-prom

EEEEWNT:

wangtenpfeiEB=-FADHLVDL=B245 teap % helm search repo ack-arms=prometheus =n arms=prom

WAME CHART VERSION  APP VERSION DESCRIPTION
aliyun/ack-arms-prometheus 1.1.8 1.0.8 ARMS Prosetheus Operator
wangtengfeifB-F4OMLVDL-8245 temp % helm history arms-prometheus -n arms-prom
REVISION UPDATED STATUS CHART APP VERSION DESCRIPTION
i Tue Nov 2 18:58:21 2021 supezsaded ack-armi-prosstheus-1.1.9 1.0.8 Install cosplote
2 Wed Nov 17 15:43:16 2021 superseded ack-arms-prosetheus-1.1.8 1.0.8 Rollback to 1
a Wed Nov 17 16:87:01 2621 deployed ack-arms-prometheus-1.1.8 1.0.8 Upgrade complete
wangtengfeifB-FaDHLVDL-8245 temp X helm search repo P -n
HAME CHART VERSION  APP VERSION DESCRIPTION
aliyunfack-arms-prosethous 1.1.98 1.0.8 ARMS Prosetheus Dperator
wangtengfeifB-FADHLVDL-8245 temp % helm list -n arms-prom
HAME MAMESPACE asnsm-. UPDATED STATUS CHART APP VERSION
arss-prosetheus srms-pros 2021-13-17 15:57:01.950474 +8508 C5T  deployed sck-arms-prosethous-1.1.9 1.0.8
wangtengfeifB-FaDHLVDL=0245 tesp N hels history arms-promethous -n arss-prom
HLVISION UFDATED STATUS CHART APP VERSION DESCRIPTION
Tue Nov 2 18:58:21 2621 superseded ack-arms-prometheus-1.1.8 1.0.8 Install complete
1 wed Nowv 17 15:43:16 2031 superseded ack-arms-prosetheus-1.1.9 1.08.8 allback to 1
Wed Nov 17 15:57:01 2921 daployed sek-armi-prosstheus-1.1.0 1.0.8 Upgesde cosplote

3
wangtengfeifB-FADHLVDL-0245 teap % I

17.11. BEE&Prometheus for VPCHR5 &AW

AN BB EPrometheus for VPCRREZ AT, LTSN R EECS EEEMMetriciSFRRS .

IE 335

EtlZ&Prometheusst#l for VPC, BAERIE, S Mrrometheussfl for VPC,

$B—: FRECSRFZ AR

1. BRPrometheusizfl &,

2. 7EPrometheusiSIZ REIMTRER R B4, E&FEM, AR EFHEprometheusLfl,
3. EFEprometheusS I T1H, %ﬁﬁﬁﬁprometheus;“‘&ﬁu%ﬂf\o

4. EENSHEREERS K, ARETERER

5. ERZ R Avpc-ecs-service-discoveryfHREFI R H (D, RAEERENRMEFTELETHE, F/BECSHK
ERM,
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Prometheus sz ANH R EE- HESL
" Wi a&- 5= Promet heus 512 fR %

o
°

vpcl-

FRECSIREAIE, BEFBECSHIERE,

SB”: BRECSIRSAMBEXESR
1. EE R Avpc-ecs-service-discovery bR /£ 7l 2 Hi¥ 15 .

2. EEEEYamlEd B XiFEPIE K metrics_pathsiZport, M TEFR, HENRSEORN
9090/ metrics, REEE K port{EH9090,

YAMLEZE X

(olik) PR=: WEREH
MBEEEREDNECSHLERE, BEERTR2EHRANRHSH, BUGTURRUTSERMRLR
BRLEHERAN,

1. ZFEPrometheusiz4l 4 .
2. fEPrometheus S RTINS EA, BT, ARELHEprometheussEH,

3. E¥EprometheusLFITIE, EEHPrometheussthl for VPCXI,
EEANECSEH (VPO ER B RHEAIMIBE THBVPCIIE,

4. TERANECSER (VPO ERVIBIRVPCAMR 2 AMIIMAS, JLAIKEREIZZPromet heusSE ) B £
HREEMRBIER,

N ECSEERF(VPC)

@ HB  REMAEAMNE, BT R ATEIPHLE 2% Promet heus s £ i ¥ 1% B9 3B HLRT RZ B
MER (B E—ZBRPIKEBIIEH XS A WER )

(eIi&) HBM: HIRECS
MBEHVPCH AFHAECSIRIHEFENRS, FERBEREDHECSHRIE, TEFITRECS, Bk
T.

1. ZFRPrometheusiz4l &,
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et/ \H . =/t
romet he U K PrometheusisiZ A HE=EE 1'1::];;

. fEPrometheus B2 MEMITRERR LS, EiFME, AFRTHEprometheusstfl,
. EF#ZprometheussEH @, &35 BHirPrometheussEfl&ZFR,
HEENSHERTERFS AN, ARRERERSE,

. FEZ R vpc-ecs-service-discoveryBIi /£ 5l B Hi¥lS .

. R EYamlEe & XHEE D H A Prometheus.yaml, AFBRTHE . M THARNRBEZMERECSHR
S RINEE#FPrometheusyamlRE, BRES DAL Promet heus.yaml,

o U~ W N
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Prometheus 51 iR %

53
global:
scrape interval: 15s
scrape timeout: 10s
evaluation interval: 30s
scrape configs:
- job name: aliyun-prom/ecs-sd
honor timestamps: true
scrape interval: 30s
scrape timeout: 10s
metrics path: /metrics
scheme: https
aliyun sd configs:
- port: 8888 # PREEMERprometheusiMEXRE Mport
user id: <aliyun userId> # AliyunFAAP BRRT1d userid, IEEEHC
iscovery targeti.Lt meta ecs user id#label, AIFIEE
refresh interval: 30s
region id: cn-hangzhou # REIREECSH regionId
access_key: <aliyun ak> # Aliyun$EMFERAK
access_key secret: <aliyun sk> # Aliyunﬁ*ﬂiﬁﬁSK
tag filters: # Aliyun ECS tag filter, ﬁtagKey tag
ValuelLER L
- key: 'testK'
values: ['*', 'testl*']
- key: 'testM'
values: ['test2*']
# limit: 40 # MIBOEZIRIRASEHINERIRS, FEAIRE
FraECsI=fl
relabel configs:
1. FongEFEArcsHfMIP
¥ BiAEcsRiR SHMBAMIP > KHEMEAMIP > veCREAMIP > vecRERMIP MIRFZERFHE
FitecsHIRETP, LEIRIRERportHaliyun sd_configs.porti®E
#  FAPTEE—Trelabeli®®, FaIEBEECSHIREIP
- source labels: [ meta ecs public ip] # BHMEAMip meta ecs public ip
# - source labels: [_meta ecs_inner ip] # ZHMEAMip meta ecs inner ip
# - source labels: [ meta ecs eip] # VPCRIZE 2Mip meta ecs eip
# - source labels: [ meta ecs private ip] # VPCPIZ WMip meta ecs private ip
regex: (.%*)
target label:  address
replacement: $1:<port> # E%‘flttﬂ?g%ﬂiﬁﬁrelabelﬂ?ﬁ"]%%port
# 2. RECSBMIEIE keepHRRBIFHTHIERIMtarget, dropfidiEls b ZERHiERIMNtarget
#  meta ecs_instance id Fflid
#  meta ecs region id Kfllregionid FEEEEPaliyun sd configs.region idiR
ET&HYE’JECSE’\JregionId
# __meta ecs status LHPRE Running: BITH. Starting: BEIF. Stopping:
=1/, Stopped. =1k
#  meta ecs zone id EHIXIFHid
#  meta ecs network type LHIMELE  classic: FHML. vpc: VPC
# __meta ecs tag <TagKey> if’f‘]tag TagKey?\JtagEgg
- source labels: [" meta ecs instance id"]
regex: ".+" # or other value regex
action: keep # keep / drop
B, ERRABEXREREZ Napp, MEEAMYNgInx8IECS, MBI LTI TEE,
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tag filters:

- key: 'app'
values: ['myNginx']

(olik) $B,A: {54xRelabel
NRERBELERENHRPRRENEURIFEESR, TSBMTRIE,

1. BRECSEEZGFG, EEECHREER,

« Prom- O

B RPrometheusizfl &,

fEPrometheusif IR UHIMTRER K B4, EFME, REEEIFHEprometheusstfl,
EHZprometheus=ZHITiE, HiFBFrPrometheussEH&EiR,
EEMNSMERERS L, AEETERERS,

EZFR Fvpc-ecs-service-discovery§948 #E 5l 8 i1 .

ERENYamlit & XEEPB A TPrometheus.yaml, BMBEEFENRSRENE, ARTH
%E .

.\'QE“PP”!\’

relabel configs:
- regex: (.%)
action: replace
source labels:
- meta ecs private ip
replacement: $1:88889
separator: ;
target label:  address
- regex: (.%)
action: replace
source labels:
- meta ecs tag app
replacement: $1
separator: ;
target label: tag app
- regex: (.%)
action: replace
source labels:
- meta ecs instance name
replacement: $1
separator: ;

target label: instance name
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Prometheus S IZAH=ZEE ZEL

B Prometheus 51 iR %

8. EEFREIMNLIREIE,
i. 3TFGrafanakEHESTI,
i. ZEMSMEZBTEXplore &R,

ii. ZEExplore @ETRER FHAEDIEIFEERE, A/ EMetricsHAEDBAPromQLES, EEXREFN
SR HUE.

17.12. EAHRE =Prometheus!S BB =
F‘nn

B 4N A ] E = Promet heus 12 AR 55 LM IR & = - m AT IR,

AR
o EOIRMBERAIRSKEER, BIMRIE, B8N 0IEKubemetesE & [REEL,
o MERAFRSKSSEHCTIEAMESPrometheusiatz, BMRE, B2 PrometheussLfl for Z25R

%o

ER2ER
AR BIR = i1z Exporter (gcloud exporter) TILASBH R BEXISNTREEERENMHESEHRA
Prometheust&=, {&FHPrometheushiBlqcloud exporterfg#REN o] SLILXT BT =/ MY M=,

BiRlz=z=¥iE (Cloud Monitor, EIFCM) B—IRON Bz RE BRI KEMNEENRS, ABRFPIRE
HHE—BIEZREH. ZBEESHE~®BFSE. qcloud exporter@Prometheus Third- party
exporters—fhSLH, HEIXEFHNBAE~RIIRNT:

= m WA SXEFHIEAR
MongoDB QCE/CMONGO BREE

CDB QCE/CDB EiENEd
RedistRAER QCE/REDIS BHRIERFE R
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http://g.console.aliyun.com/
https://help.aliyun.com/document_detail/86488.html#task-skz-qwk-qfb
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Promet heus iz /A1t

—OE. 2/t
Promet heus51ZBR % =a% Hi{I;;
Pl mAZEE FIEHIERR
Redis&EEEIR QCE/REDIS_CLUSTER B igtRiE B

Redis B2 iR i IE 4R

CVM

COosS

CDN

CLB (W)

CLB (7E)

NAT

MEBEL

THEBE

mERE

SqlServer

MariaDB

Elasticsearch

CMQBAZI AR SS

CMQ=ERITIY

PostgreSQL

CKafkaszf)

Memcached

Lighthouse

A EIRETDSQL MySQLSLA

ML RIP

BIERE

833 ] B = Promet heustic B M IE B = MR R U TEFAR,

#8Eqcloud exporter

QCE/REDIS_MEM

QCE/CVM

QCE/COS

QCE/CDN

QCE/LB_PUBLIC

QCE/LOADBALANCE

QCE/NAT_GATEWAY

QCE/DC

QCE/DCX

QCE/CBS

QCE/SQLSERVER

QCE/MARIADB

QCE/CES

QCE/CMQ

QCE/CMQTOPIC

QCE/POST GRES

QCE/CKAFKA

QCE/MEMCACHED

QCE/LIGHT HOUSE

QCE/TDMYSQL

QCE/LB

BBIRS AN

EEXE

ELINER

EIRIEE

EIRFE

BRI

EIRIFEE

ELNES

EIRIERS

RS

EIREE

EtRIFEE

ELINES

EIRIERS

EtRIFE

BRI

EiRFEE

ELINES

EIRIERS

BRI BT

BRI EE T

EIRFEE

ELNER

ECERE

> MA4RRZA: 20220708

395


https://cloud.tencent.com/document/product/248/49729
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https://cloud.tencent.com/document/product/248/45099

Prometheus S IZAH=ZEE ZEL
" Wi a&- 5= Promet heus 512 fR %

$B—: EEqgcloud exporter
1. WEHRRK.

git clone https://github.com/tencentyun/tencentcloud-exporter.git
make build

2. EXFFmEpIEE.
o BB Z=APIHcredentialAIEE &
o & fmproductsfEin. LHISHER
B, ERFESHZRSFMABERMNIAGES, BUTURTHNTREBE,
credential:

access_key: "access key" #ZAPIMISecretId
secret key: "secret key" #=APIMYSecretKey

region: "ap-nanjing" +EFIFRFEXEES
rate limit: 15 s ISERIEURIEOR ARG, 20/, 1200/9%F, nttps://cloud.tenc
ent.com/document /product/248/31014
products:
- namespace: QCE/CVM #E1RI$E: https://cloud.tencent.com/document /product/248/68
43
all metrics: true +SHZ R ETER
all instances: true #-'?:’-H:n'region_FE'\JFﬁﬁgl:fﬁU

#only include metrics: []

#only include instances: [ins—-xxxxxxxX]

extra labels: [InstanceId, InstanceName] HELFINFEENIEIRI Lables T
#statistics types: [last]

#period seconds: 60

#metric name type: 2

@ B FqcloudyamBE BifH, 20 tencentcloud-exporter,

3. &f&Egcloud exporter,

B LBREXHHET DockerRB B RE LERIRBRECE, WDockerHub, [2 ZE RGNS
ACR,

i. BRERRSEEREHA,
i. EEMSHi=D, REERH.
iii. FEBIIEXTNE, BEEANEHGNEFINAEE.
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Prometheus S B AR B E- H/EL
Promet heus 512 iR % HRARRER 1111;;

iv. BIEEERA,
a. EEMSMEE, EEIELKHE > TRE.
b. EERERH, EHFERAYAMLEIZEIR,
c. ENENHNERACBEBAUTAS, AREREEIR.,

apiVersion: apps/vl
kind: Deployment
metadata:
generation: 5
labels:
app: gcloud-exporter-demo
name: gcloud-exporter-demo
namespace: default
spec:
replicas: 1
selector:
matchLabels:
app: gcloud-exporter-demo
template:
metadata:
labels:
app: gcloud-exporter-demo
spec:
containers:
- args:
- '—-—config.file=/usr/local/etc/gcloud-cvm-product.yml'

image: 'registry.cn-hangzhou.aliyuncs.com/fuling/gcloud-exporter:v0.1l

imagePullPolicy: Always
name: gcloud-exporter
ports:
- containerPort: 9123
name: web-normal

protocol: TCP

ERESNHSERENERA,

id-e

registry.cn-
xporter:v0.1

qcloud-exp app:qcloud-exg n 2022-02-1117:34:28 W R R | MR BB
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B

Prometheus 51 iR %

v. BIERS.
a. EEMSME, EERFEEA > RS,
b. RS NE, REFERYAMLBIZRIER,
c. FRIBRTHENERRBEBAUTHRE, AEREE.

apivVersion: vl
kind: Service
metadata:
labels:
app: gcloud-exporter-demo
name: gcloud-exporter-demo-svc
namespace: default
spec:
ports:
- name: gcloud-exporter-metrics
port: 9123
protocol: TCP
targetPort: 9123
selector:

app: gcloud-exporter-demo

RS RHESEREIZNARS .

pich 2022-02-11 Joud-
¢l F app:qclouc ClusterlP 18:08:52 172. :z:u ex

TR BEERSAI
it & i 2 = Promet heus 512 B9 AR 55 & B LAZ I qcloud exporteB BBV IRELS BT ¢

s

Bl for Bz2RS .

1. BFRPrometheusiz4lEs .

W | ERR | ERYAML
RS

BHRIATE =B8R REKSsER A Prometheus sz, BKR/E, 155 M Prometheusst

2. 7EPrometheus % 2 A TRERE 4=, EIRKSsERFTENME,, B BEIRLHIZIR,

3. AEMSHNBETRFZ AR, AERTEHERE,

4, AR BR@mE HServiceMonitorilss, AFEEHMServiceMonitor, E3# H M

ServiceMonitorfiFERMAUTHE, BHHE.

398
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Prometheus S ANHE =S E- 5 {EST
Prometheus 55 R % BEAERZEE = -

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
name: gcloud-exporter-sm
namespace: default
spec:
endpoints:
- interval: 60s
path: /metrics
port: gcloud-exporter-metrics
scrapeTimeout: 60s
namespaceSelector:
any: true
selector:
matchLabels:

app: gcloud-exporter-demo

ServiceMonitorlliASEREENRS A,

[{"interval":"60

qeloud-ex; default {matchLabels=(app= ) {any=true} @ sn wm

meout":"60s"}]

S$EB=: EEGrafana kX
BB Grafana KB R R EIZHENRES BT

1. $THGrafana K2 #E %S m,
2. EEMEfE %+ > Dashboard,

3. #£DashboardWHE & H+Add new panel, 7£Edit Panel @A &IQuery X #I Fhi 5 & hik i
Prometheus#1ER, ABEAITEEIRNIMetricshESPromQL, ABERAAGMPanel REHIEE
PaneltitleEERER, EEXMEFENKZHEES . W TEARRER T CPUERRMNSEHIEES.

€  TRBHCVM/Edit | o s sve [ERR
ins-982rhdye ~ Fit  Exact O Last3 hours ~ & Panel Field Overrides
CPUERIE(%) - Settings

% Panel title
M CPURFIE(%)
= Description
1%
('

100 1170 1120 1130 1140 1150 1200 1210 1220 1230 1240 1250 1300 1310 1320 1330 1340 1350

ins-982rhdye( R BR)

Transparent
8 Query 1 {3 Transform o
o . ® > - tor " . . Query inspector ~ Visualization
v
Graph Stat
Metrics ~  qce_cvm_cpuusage_avg{i e_id="$inst
G d i Resok n i)
Legend {{instance_id)}({insta.. = Min step esolution 1/ I || ]
Format Time series Instant Prometheus
Gauge Bar gauge

+ Query ﬁ =
4. 20 F—H 8, #EHNMPanel. Row. VariablesZ, AFIRBE AL LR, BFSave Dashboard,
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B Prometheus!& 2RSS

¢ ZTRSBEHE / Settings

tit General General

] Annotations

Variables Name CESE
& Links Description
A i Tags
© Versions
<> JSON Model Folder General
Editable [ @)
Time Options
Save As...
Timezone Default
Auto-refresh 5s,10s,30s,1m,5m,15m,30m,1h,2h,1d

Now delay now-

Hide time picker

Panel Options

Graph Tooltip i Default v

B B /e M Graf ana K& 1N TEFTR.

~ CPU {1865

CPUEME(Y

- AT AxXEE

AEHBE) P57 @M B(MB)

HEIY: flZEPrometheus!SiRiIRE

1. BRPrometheusiz4l 4,
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Prometheus a2 AH=BE - 5=
Promet heus 512 iR % - amE

& W

2. 7£PrometheusiB{Z NEITRERS 4=, EIFKSSERF AN, P& BIRKBSERFIER,
3. BEEMSHE, EFRREKE.
4. AREBEEENEA LS, BHEIERE,
5. ARIZIREER, HITUTEME:
i (oik) NEBBRRTRIIR, EFRIR.
i. RN ZFRAE, WAMNUEZIR, Bla: MBRWENRE,
iii. EFEERAAAE, WATERAN, fIM: qgee cvm cpuusage avg >= 80

iv. ERFENEXAE, MAFZNEN, HEENSHHESERHFNNEIMREE, flm: 19
W, IREFRMELINHHREN T SREEE,

v. EEEHBXAE, BASEHR.

vi. (T]i) EEREENREXE, RHAIRGETIRERERS, RENRSTRES TR
npriATN

Vii. (_IL_) EeREENIRXE, RHEIBER, RE# Amessage, RBEEBEN ((ZTEE)EEE
B, BETHERER A nessage: ({(ZEENEBEE , fIM0:  nessage: {{$labels. pod nam
e))ER .

BUUBEENZES, HuUEBEANRSENZTES. EANRSEE:
n REMURARIEIRPETHIRE,
B IREM N CIRAIRE,
viil. MBH K THZI%R, EFBHRE.
WM BIERBH RS, E5 B,

ix. BEHEHEE.
REEENHEREIZORE.
REZMR HaMEE EESE Frihdia) RS EROREE BRIE
CPUfEMZRIRE S5 Kubernetes 5 158 BT BB REE 4RSR | AL | BIRR | S5 EHSE

PromQL

17.13. Spring Boot iz F a{a ik s #: A\
Prometheus %=

E(FEASpring Boot LA ED, ATXNRFHIRSHTREMIM, &L Spring Boot M FHIEAN
Prometheusisiz=, AN B Spring Boot [z A IEIE A Promet heus 12,

:BE{-I;l%\

NFHEREMS, ABAMMERSSMERHMVCHN BE EHNERARTSERETREERENNAZEESE, HE
TEMTESHERE LS. A THRERX NI, Spring Boot RiEM4E, Spring Boot 894 MMNMER 2 B hES
8, REHFEEMRNarE, Spring BootTl A BHEE, MRIKINEEREFET K, BRT] BRI B
B, FHEEXEEREMECWVRNERER,

HM#Spring Boot N MRIZNA 42/, BREXNZNARTEN., —RXi%, FE—EXEZHANK
WERFEZGL ST XD .

BT, T ELNNEKNEIEAREEN HHEE (Push) FIHTEL (Pull) BMED, MAESEMEZ A
PrometheusiS MR Z 2541, PrometheusiSiZF 2 AMMER (Pull) BXETHHRB RS, MHAREMIGIEDN
WS #37 A OpenMetricstEZE O B X R B PrometheusS 12, $A/5 HPrometheus iR 1T E EBIME G
KEITEE,
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Prometheus S IZAH=ZEE ZEL

B Prometheus 51 iR %

OpenMetrics, E2=RE. SEUY BAEIRIMY, OpenMetricsEX 7 AMIE LR = [REIBIRNE TR
HE, FEEFXAERRIMNFIProtocol Buffersthi, XARRIMUEREFTEAER, thEEPrometheusiEiz
HITHERMEE BOAR BN, TR —EFOpenMetricsig& L ISIRERRE NG,

# TYPE acme_http_router_request_seconds summary

# UNIT acme_http_router_request_seconds seconds

# HELP acme_http_router_request_seconds Latency though all of ACME's HTTP request router.
acme_http_router_request_seconds_sum{path="/api/v1",method="GET"} 9036.32
acme_http_router_request_seconds_count{path="/api/v1",method="GET"} 8@7283.0
acme_http_router_request_seconds_created{path="/api/v1",method="GET"} 1605281325.0
acme_http_router_request_seconds_sum{path="/api/v2",method="P0ST"} 479.3
acme_http_router_request_seconds_count{path="/api/v2",method="P0ST"} 34.0
acme_http_router_request_seconds_created{path="/api/v2",method="P0OST"} 1605281325.0
# TYPE go_goroutines gauge

# HELP go_goroutines Number of goroutines that currently exist.

go_goroutines 69

# TYPE process_cpu_seconds counter

# UNIT process_cpu_seconds seconds

# HELP process_cpu_seconds Total user and system CPU time spent in seconds.
process_cpu_seconds_total 4.20072246e+06

# EOF

@ B IEFREMIRER BIEHR (Metric) &, MUR—%HKey/Valueti&s (Label) EXH, EBEMAER
NESEERURNGERE THRNFES. 4§
facme_http_router_request_seconds_sum{path="/api/v1",method="GET"} o] PAFRIEIR
£Zacme_http_router_request_seconds_sum, #R&Emethod{EAPOSTH—RFEHEREE., FHEAKN
BE— 1 Floate4EM—PNEWRMUNIXE B, BEEEER, JLEREERNEESHBIBEBLEESE
LI RFIMSEUNER.

B, NFZEERRTHEAXSHEMAMEEBE ZIFOpenMet ricsHI X ATMMAE X REIER, N TEAREE
XFEESREERNAH, Prometheustit Rt FEREFEEBPrometheus Exporterfit FF & RIZ4E A 5
B, XAH (SExporter) BT lE RSk HPromet heus i 69 & HAMEUE Kk R B 6 B S Mz TIRIRIER
FlPrometheusiE#Z AB R LGB R AT, N TFNEAFAE, KETILUEEPrometheuslfiZNZIES

SDK, HTRBER, BBESHNISEREIEANT LiRPrometheusESH &,

ARBNAREMREETRS. BRERABR, URBRFETRSEENERE, BIEINANESE
B ZHEGREBLENNT /AHTRIEMLR, BN, B3inESBNTRAXEERTAMNRRNE
TS, ERELNBRAS RZMEGrafana, EAFEREHKDERIRERSHNEHFEITNURRTE, Grafana
RETEFENBXREASER., EMERPrometheusifiZRF S, BAERRETETFGrafana2EE R
MEIREM . SRR,

HWSEEHIMEEN, SVRAFTELRRMNABMNEERR, NMEBX AR TRENLESEIZATHR
PEBNAE, BREAXMWSHZN, HEarEE, EEIAFTENDR#ITNANLE, BN AEST
WIEARAR [ BRI, BEB B FHMRRIRIRE)

LRt SiE

BEAREHSR

£34Spring Boot R f, # K2 T FAEENABYSpring Boot ActuatortEZE, A {EjavaFr & E #{TRBIE S
WS HERIREE . it . MSpring Boot 2.0FF#4, Actuator§/EEM AMicrometer, EEHEM T ER. ERE
FESMBESI . Micrometer@—PNEEMTIE, STRAZEELANSISRAISI4), f&BIMicrometer, RN 8E G XY

ZMSMESL, FIaN, AppOptics. Datadog. Elastic. InfluxDBLAK Prometheus!isizns,

Micrometerfe ¢ Promet heusi =48 4R %3 2l java FR VIS AREY, IS MAF A E B =ML EA0IE RIS
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Prometheus a2 AR =EE - 5=
Promet heus 512 iR % R o

4+ 2h

X

B

Micrometerfg R B Prometheus 425 FRRY BRI IR

THEE, RERBERR, AW, Rt

Counter Counter . e
PVRIUV, #EOBRXREZE.

ZRFHNEE, G, Aﬁﬁm

Gauge Gauge RGAE. BRISIEE
Timer Histoaram FIHEIEN B, HW, ZitEEOR
d FAERBIPS0. P90, PI9EE,
N . o
DistributionSummary Summary SRR, SHistogram iR

M.

e Micrometerth i Count eriE¥RZE B Xt & FPromet heusis 1= b i CounterdEAR R, ASRIR— DR IBE 1

WEE, WEMEONFERE. EEePHEIFDDREE, Timerffi28E FE ST Counter, BNUNE(E

BATimerRES N EON AR E, HRABSIERDRE, ALLTEAENMEORNIEETIMerS
Counterf ME#R.

e MicroMeterfi i Gaugefs iR BIXS M F Prometheus S iR b B9 GaugeiStrE®, ARBRAE—NEE RS
ERMNTE, WCPUERR, KEMESIIEE.

e MicroMeterf B9 TimerfE4RE B lz FPromet heus s i= b B Histogram, FAR#HIRSETEMAXNEEE, W
BN EORTHEN S,

o Micrometerdr fDistributionSummary$g§#r3E B XS i Promet heus .S iZ F BISummaryigin s |, 5
Histogramz£{{, Summarytb R B FRITEIEASHN, EHFHENSHRAREZFIHITETREHEE
APrometheusiS 1= 17776E, ELtSummaryfIE R EES M2 EETHIERS, TERITEREM
EHiEL, ERERG—ERBRME.

HIREFEEIL B EKubermnet esEE B P AYSpring Boot i F#E A ZIPrometheus 5128y, HEZRRABIE >
ENA>RS KX DRERET,

Spring Boot [iF3
Pod
g Spring Boot Actuator ZTEN /@ P ’_G?] T, BE
Micrometer Prometheus i L7,
Pod Service Service Monitor Prometheus Grafana
( . Prometheus 8§

Pod

k8s Hg¥

B, BEEERBPSIASpring Boot ActuatorfiXMaventkift, FHiJETEBNNEIEHTEM, X
Controller 875 7%+T LI B ERR

HR, BHEERERENNBIEEKUbemetest, FaPromet heus X153 M a1 Bz B 7 B S BUE B9 1%
(BPPrometheus 53289 REZ A ) . FIE =PrometheusfREI2M4t T A ServiceMonitor CRDETIRE KT
BNA*%,
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Prometheus S IZAH=ZEE ZEL
HEAXETEE & Prometheus 51 iR %

57

B/a, BN ENRER/HPrometheusEIZMINAI/E, &5 0] LATE Graf ana_L B B 40 R A8
HARE. BEEEITDREREXRIERBTYNNSERE.

RZ B
BB EKubernet esEE B h 1YSpring Boot M & A ZIPrometheusis 1z, HEREBELIAT/LRER:

o BWMZLIAL: FrontendfREZEE—NETFSpringMWVCHREAMANONE, AEHNBHEZFAHE, XBEXTE
KR ESMERE OB X FEREDIS R, BN, A ZRRate, KM EError, EKEERDuration,

o SMIZRSFHFEEEER . NGRS critical path EBRIFT ST, 0, XEMHAIIER. HER
Guava CacheZZZHN &G HIER,

o LTIV IR X H B ENIEFRFTEN, Fln, ENMEONUWE,

o SLIIIFIVM GCR N E R IE R HETYEM,

o LM EIRIEFRBITR—LRBER. UREEXBIERNEE,

X B % BN — & FSpring BootF1Spring Cloud Alibabatd B8 = 5 4 #RS N FE, RENBEE%E
Kubemetes& 2% FA9Spring Boot AR 55 Kz A fN{aT i 47 Promet heusiE N B BB N R R,

' B—: 5| ASpring Boot Actuatorikifi, HTVIKES
1. T TREE, 3IASpring Boot Actuatorf#E &K,

<!-- spring-boot-actuatorfkffi —->
<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-actuator</artifactId>
</dependency>
<!-- prometheusﬁk*ﬁ —-=>
<dependency>
<groupId>io.micrometer</groupld>
<artifactId>micrometer-registry-prometheus</artifactId>

</dependency>

2. #Eapplication.propertiestHMABXEEREKNEIERO ., FlW, %OR8091,

# application.propertiesfRI FEERTFREIEM
spring.application.name=frontend
management.server.port=8091

management .endpoints.web.exposure.include=*

management .metrics.tags.application=${spring.application.name}

BEEMING, BoIAEiZRARe091mA, AR TILATEZiR O/ actuator/promet heusi 2 3R EX
OpenMet ricstr B MM E4E

TEB_ . fBERRYE
EERBMENMAPIEOMIREDIENR, BEEEMNNMNZEORZ EFT@TimediF iR, XE lindexTAEZE O A FI1FT
@TimediEf#, WMTRBEFRR,
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Prometheus a2 AH=BE - 5=
Promet heus 512 iR 5% BEAETZEE &

B

@Timed (value = "main page request duration", description = "Time taken to return main page"

, histogram = true)

@ApiOperation(value = "BHI", tags = {"EDUE(ERE"})

@GetMapping ("/™)

public String index (Model model) {
model.addAttribute ("products", productDAO.getProductList ());
model.addAttribute ("FRONTEND APP NAME", Application.APP NAME) ;
model.addAttribute (" FRONTEND SERVICE TAG", Application. SERVICE TAG) ;
model.addAttribute ("FRONTEND IP", registration.getHost());
model.addAttribute ("PRODUCT APP NAME", PRODUCT APP NAME) ;
model .addAttribute ("PRODUCT SERVICE TAG", PRODUCT SERVICE TAG) ;
model.addAttribute ("PRODUCT IP", PRODUCT IP);
model.addAttribute ("new version", StringUtils.isBlank(env));

return "index.html";

@ 88  HrthvalueBl AR EZ|/actuator/prometheus BIIEHREE, histogram=true & RrREX
MEOBEKE KA histogramBE 7 Bl 28 5tR, B TFRELITEPI0. PIOFEKRIYEAHIE)

EENNAPERTHENESFE (HII, RENMGuava CacheES) BEEEBEHENEFNETR
5, BT LiR B Micrometerd2 M BYEIH AL, WFHFENNXBYSETHE,

1. E AMeterRegistry, XE2FAREASIIZPrometheusMeterRegistry, B Spring Boot B1TiEABRNT],
2. EATIREAPEEAMES, RIWTEDHGuavaCacheMetrics.monitor,

3. FBEEFEHURICR, BNAMA.recordStats()753%.

4. ACachexRin&, BFEMNMEIEIR,

LoadingCache<String, String> = GuavaCacheMetrics.monitor(

elLoader<String, String>

ring key) {

1. ¥ AMeterReqgistry, XEiF AHIEKRSH ZPrometheusMeterRegistry,
2. EHIARAPERERE]
3. A&REMGE, BTFERXNER.
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15 2VAN SoAEE. 2 /L5
;ﬁ:ometheusmi‘lx_\,\znﬁ = Promet heus!S 12 R &

(Runnable r) {

+ thread.getId())

ERARIRPERERFLWEBHEXNBENIEIR, A THNXLENR, EEBeantiE AMeterRegistry
&, BREERBERNXNHSEMIECounter, GaugeZ TimersE#iTHIES T, FHBEETME
MeterRegistry#{TIEFRRE, R~HWT.,

@Service
public class DemoService ({
Counter visitCounter;
public DemoService (MeterRegistry registry) {
visitCounter = Counter.builder ("visit counter")
.description ("Number of visits to the site")
.register (registry);
}
public String visit() {
visitCounter.increment () ;

return "Hello World!";

EZl, BNNANKBREIFELTTMN. AEBREERBNAREREHRLEHIBEE EREPrometheus
32 BKubermnetes®EEE D, H7EPrometheus!siziR %l & DB &EServiceMonitor, #HITIRS AWM, BEZER,
52 M Prometheussfl for RLEREZH EIEKubernetesER RS LM .

ServiceMonitorfc Bl /G, RTILAET argetsFFx P EEEINIF A AYService N,
~ defaultffrontend-service-monitor/0 (1/1 up)

Endpoint State Labels Last Scrape

endpoint:management instance:;10 8091

job:frontend-external  namespace:default
http:ff1t 8091/actuator/prometheus up 25.398s ago
pod:frontend-5dbe584b5c-hxmjb

service:frontend-external

$E=: EREE
N AR B S AR B R I INE H EERIPromet heusS iz, EILARTT R BHANNAZ R EEREE WREN
HiE, XEB, ATEREUTHENGraf anatt XK h R A SZERKMEEE S 00l S S MER,
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4+ 2h

Prometheus S ZAH=HRE ZEL

Promet heus 512 IR 53 ®

e Spring Boot 2.1 Statistics
e VM (Micrometer)

fEE A EER AR Prometheus i IZ A EHIGraf anafRs, EBTILMBERECHE X, BEEF LNz IED
BEE LA TNIERERER—Grafana Dashboard W& L, SIZBEFENMELXE, EFEESLD,
Flan, XBEEFEABRMBESVESHET —PMEINAE, 835K, A%izTHE, AEERZER. #HA
HHNRTFE. PRGCERE

17.14. VPCM _FEI’]SAEF'FH!IEITHR)\B_JE
= Prometheus!§

AN BUETEVPCR 4 T BYSAERL FA 3\ i B = Promet heus #5412,

FB—: BIBSAEMAHKBMVPC, XBHEEFR
ESAERE & el EN BHEEMetrics (T RNEMMBUE) RS, BAIRE, BBRNESAEERH A EHBWARE L
Z)ava Web A,

ServerlessRIFI3I#ESAE  Serverlessh RIAIISAE

ARE

cnehang 21 - 2| 8
(BEF0rER) @ 0 v ‘

FASAEEFIENN A ZRNEERRNANGE=E. VPC, R, Z2HEFER.
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Prometheus sz A mEE- HESL

B Prometheus 512 iR %

ERTLE | X
<« [FE¥% (youqi-t )
- awpesr  sors [l IEVEER -
EELR R RETHIEIFIN. SRR () NI FARTARYE: FIFBAMITHIIAR, 5 I U5l A5 Ml 470
AERDSHEE, WS%: NARNRDSHER

— EHARDS I n
asua ¥ EEEE  EREEER
Bwse

v HERE f TH
am v
e v FACPURRRERO EAMemonyEFIERE O ZHCPURERER O LEMemany R FZFAN O
BREE ((REMaval v

1,014 gmin 2,028 cama 1 min 2 camin

AENE (R aval
MER ~

v mREe

A youq 105 SET. cn-na

g 4020176~ -

wBwitch: acs-vawitch. (FIROBN239)  SiSwich@lE BEE: a0as sarvariess dono

KA 0.5C0re, 168, FRABATIZOCE THiis SRS SN2 RS ER2T RS

REHINA 202238298 158032 AL mgisty-vpe enhang n-scangine-sxparter

STMIE: enviranment daiy, ouner shangshan ___ 10T R -2 S

B . ZAPrometheus For VPC
1. BEFRPrometheusizilEa .
2. fEPrometheus S B TE NI EL, KT, AEREHEprometheusEHl,

3. EHEprometheusXLHITIHE, EEHPrometheussthl for VPCXIE,
N ECSER(VPO)ER BRH AN THRAEVPCIIE,

4. BESBE—PRENBRVPCANBREINREK.
5. fER % Prometheusp AAXHIEED, WAVPCEIR, EEXBNNE2H, REETHE.

ZEEPrometheusiy FH X

VPC: vpc-bp12j

* VPCH: cmonitor-or

* SR i “

* e iBIEHE v

LV
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Prometheus SR AR = EE- =L
Promet heus 512 iR 5% BEAETS =

iz
@ e
o VPC: AFHFE—PIREHIVPC,
o RMHMELEA: BNBERSSB—PIRBNZBINNEZL2HBRIT—H,
o TEAMN: HWEFBEFRMMEMN, FHERSAEN AFIPrometheusiiiz 2 BB M L@
TEMNE, WRVPCEMKREIN B REEMIN .
N ECSEEF(VPQ) R G v
ARMS({EPrometheus iz MIECSEEEE (VPO RIEUE.
VPC EREERR et =t K& RE
vpc-bp1 EE
vpe-bp i S 2o
vpe-bp1 ESe iz
vpc-bp I
vpe-bpr 5_37’7 =E

$B=: EESAERS LI

1. ZEPrometheus IE TNEMTREE S 4=, EEME, RAERFLSB bR EEIPrometheussLf) for
VPCIR{EFIBNRE .

2. Mg EnEE LS wmEPrometheus.yaml, 7ZE38H A% EPrometheus.yamlxiFEFBMAN TR
B, OIESAERS AW,

global:
scrape interval: 30s
scrape timeout: 30s
evaluation interval: 30s
scrape configs:
## JooBTR AILIBRENXIEK
- job name: sae-test
honor timestamps: true
scrape interval: 30s
scrape timeout: 10s
metrics_path: /metrics
scheme: http
## sraETRRSZRIMAKE
aliyun sae sd configs:
# IERIROSEZEAENNANNNEOS
- port: 9913
# ERIBRNLRERRTAFER
user ld: KKk KAk kKK kK
Sccens Key: *hRRRARRR
access _key secret: *xxxxxxx
refresh interval: 30s
# FRIES B 1R ANE SRS
region id: cn-hangzhou
vpc id: vpc-bpl56863cbb2zl7bhyzav
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Promet heus 515 R &

namespace_id: ["cn-hangzhou"]
app_name: ["testl","test2"]
#4#
tag filters:
- key: environment
values: ["daily","publish"]
- key: owner

values: ["zhangshan"]

relabel configs:

source labels: [ meta sae private ip]
regex: (.%*)
target label:  address

RO SRABHEN N AN EZEEOS
replacement: $1:9913

source labels: [ meta sae namespace id]
regex: (.%*)

target label: namespace

replacement: $1

source labels: [ meta sae app name]
regex: (.%*)

target label: app name

replacement: $1

source labels: [ meta sae group name]
regex: (.%*)

target label: group name

replacement: $1

source labels: [ meta sae instance id]
regex: (.%*)

target label: instance id

replacement: $1

source labels: [ meta sae status]
regex: (.%)

target label: instance status
replacement: $1

# APENAEBEXMIIRE B3: meta sae tag [tagName])
source labels: [ meta sae tag owner]
regex: (.%*)

target label: owner

replacement: $1

SEN:. EEREHE

1. EENS

2. EEME

MEBEFEARIIER, RAEEABINEXTEREIMNEXRE, HAGafanall|,
fitz B EExplore, SASIEExplore WEIERVPC M EIEIEER, ABH AMetricsETHHS,

B30, up{job="sae-test"},

@ B HbjobBRASE= PR,

410
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Prometheus sz A =S E-
Promet heus 512 iR 5% BEARTEE & -

@ Explore Prometheus-SAE-TEST

+ Addquery  © Query history

group_name
2022:04-01 17:10:44.... _DEFAULT.

2022-04-01 17:10:44.... u jou _DEFAULT..

REHFEREREMETY, ERNIREILE, BHENERSHAMENN M Prometheus.yaml®e
5.

17.15. WfoscEEEB¥ N ServiceMonitorfl
PodMonitorf[@ %

ARSI BUN{T S &£ B K ServiceMonitorflPodMonitorfiE & .

IR &4

o fREYPrometheus HelmiRAE AR EVI.1.55 A L, ARHelmiR AR ERIETE, B2 R A LA,

o (T[i%) WMBRMREE L@ ITERHS AR EIServiceMonit orsf,PodMonit orgE i 4 fi] BB = Promet heus i 15
EZME, BABBEELNENMERMN T REIBannotation,

annotations:
arms.prometheus.io/discovery: 'true' // EMF'true'#EAM, falseFEWEM

i B2 /=

B REI@\

[ B =Prometheus SRS BRI L INEBE N BYServiceMonitorA K PodMonitorFE R E#IE., MNRMNERE
T55< 1728l T ServiceMonitorsiPodMonitor, & RNER S L% 7 FiEPrometheusH 4 8
ServiceMonitorgPodMonitor, ABAXLREEZTIRESFITE =Prometheusl SN REEFTES,
SEAVENRREE, BNSTEMENER.

HNTEBEFERNDENRAUREENEE, ME=Prometheus!ifiRig it 7T —RE$ &£ BN ServiceMonitor
FPodMonitorfFF %, ERAIRIEE KRR ER T iE1TServiceMonitorsiPodMonitor@ . ITFRSFXZ/E,
IRTEERLEIZE N ServiceMonitorgPodMonitor £ fil B =Prometheus s 12 &M ; &N, ME=

Promet heus¥4 121X & & M i&id Promet heus s 12124 & €l 7 89 ServiceMonit orgf PodMonit or,

BELE
@) &8 A ServiceMonitorflPodMonit orfYIRES B 2R, X B LAR S EEE A BYServiceMonitora il AN
FBEIREIRE,

1. BFRPrometheusizil &,
2. fEPrometheusS B TTE TSP BAS, B®iFMIR, ABE L BEIRPrometheussEHIZFR,
3. EEMSEME, BERS AWM.
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Prometheus s iZ NHEREE- F{ESL

iz

Prometheus 512 iR %

4. ERSERATEETEERS, AGETServiceMonitori®, I TAEMES EERN
ServiceMonitorFF¥£B1T],

@ wim
o EMRFERLEENAPodMonitor, IR A FHERERE R HPodMonitorlTEHITHAE
HE L EERNPodMonitorFXENT,

o RTELRIEServiceMonitorgfPodMonitorlt, iEZMIRannotationsZERER, FUESEN
BIRHIENRE,
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Prometheus SiIZ AR =EE- F 0

Promet heus 5 1=fR 5% a
o

18.% W o) 2
18.1. .%Jullﬂmiﬂﬂbi

AEFLCRTERMEZPrometheus SR E L

ATHR
o HEAARMS Prometheusiiizfg, AHASFEMIMIZER?
o NREAFTERLBENIEIR, ROZNEE Gz ?
o AftAESIEGrafana XY, &AKubeletF]API Servert iS1Ri54R?
o Nt AExportersf R A K EZE RE BIERIEIR?
o WMAZEIEZINREBINEIRE
o NAABREBNZH
o WA EERERMHIE?
* A AIKEAEICSERHEIMetric?
e Grafana. IstiofIHPASE =7 RAW{T &R Promet heusis % ?
o HNHAACKEBLEM IR, Prometheus Agent E R ?
. le]ﬂ?éfﬁ]iﬁﬁ%ﬁl?&fﬁMongoDB#}iE’\]"k??:?
o N1 3% () 3 SCAY i+ & FlinkhR Y9 45 3%
A AERSE. A, PodhEBEINRNEER—?

18.2. i+#&4EX

18.2.1. EAARMS Prometheus%$i85, AH4ALFESE
AR A ?

X O] R B T ARMS Prometheustis 2 N E B AR SS &K IINGER LR T ANEIERENR, BMTEBAXER. &
PUBE X AR B9 BR S5 R TN e R - £ 22 .

ARMS Promet heus S 12t HU AR S A T IN BE B B BUIA RS A WA B E X ServiceMonitorfi Ef 7. BHARS &
MEENEENFBHEITIEIREE, ServiceMonitorE#TEMRM, HIBIER B HITIEREE,

BXRSEINENESFHEEUARMNMAXARS LI, BESEEEbemetes EE RS L,

18.2.2. MBEAFEFEH/ENIEIR, Pz o5l
#k?
HEBPrometheusSL I ABEE R IEH L HE NISFRIEIER, ATEEXEEENISREE4ER,

BOILIRFXEREXIER,. BRERFIEMNERENE, BEAnaEsEL, EERENRFNEEXIER
BABSRETEHA,

18.3. XKEMxX
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https://help.aliyun.com/document_detail/412280.html#task-2191358
https://help.aliyun.com/document_detail/412286.html#task-2191361
https://help.aliyun.com/document_detail/412265.html#task-2191356
https://help.aliyun.com/document_detail/412276.html#task-2191357
https://help.aliyun.com/document_detail/412301.html#task-2191365
https://help.aliyun.com/document_detail/412304.html#task-2191367
https://help.aliyun.com/document_detail/412322.html#task-2191398
https://help.aliyun.com/document_detail/412334.html#task-2191425
https://help.aliyun.com/document_detail/412332.html#task-2191428
https://help.aliyun.com/document_detail/412335.html#task-2191429
https://help.aliyun.com/document_detail/413870.html#task-2192616
https://help.aliyun.com/document_detail/217556.html#task-2075397
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Prometheus S ZAHR=ZEE-E 0

P Prometheus 51 iR %
il

18.3.1. It 4&EBIZEZGrafana XK, &HGKubeletfl]
APl Serverfy 5 i835%R?

BRIRARE TN RERMIER, REBRIIERUT:
REBRIE)

18.3.2. A+ AExporter M K EE A B EAHIEIR?

1. SEIEEFEDNLE? HIEEXporteHIEHH R T IER.
NREESRE, BRUTESEBHE,

. B FRPrometheusiz4l &,
. 7EPrometheusif IR TUE M TRERFE 4=, JEIRKOSEREFTE NI M, B3 BARKSsERE BN,
. EEMSHE, BEAGKEE.
. EREHENExporterA U S, BFAXK,
TEROHRERE:
o F: BENMNAFMXExporter@ BEMRA R, R KExporterf & #ET:
= MySQL

u b~ wWw N

= Mongo

m RabbitMQ

@ B ZRANZIFRabbitMQ 3.6L0 FERA.

m Kafka
m Redis
m PostgreSQL

m Zookeeper

o RA: BEMITITEIRRTIIKS arms160804 BERAISR,

18.4. IREHEX
18.4.1. O ZILEARZEB HEIEE

Prometheus S22 ABRANNA B M OIEZRINRE ., XTREBHMEIBZOBINRE, BSLETANRTE,

EHEAREB S EIEN S AdefaultAlert, BUEA truelf R BEBIZEINNRE, BUEN falselt R
AEHIZRANRE,

SFEEAPrometheus B2 N, MREBHFEEZIFEARZEHAE, BEBE¥PrometheusEizifE M
BdefaultAleti® B false, EZILBINREZEBHMEIER, BIUEFENMR ERPrometheusisizZ BT AEER
SIZEBZINIREM N ,

NEBRESKESSERFITIRENBES BT :
1. ¥Prometheusia =G fdef ault Alert & & 1 false,
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https://github.com/prometheus/mysqld_exporter
https://github.com/percona/mongodb_exporter
https://github.com/kbudde/rabbitmq_exporter
https://github.com/danielqsj/kafka_exporter
https://github.com/oliver006/redis_exporter
https://github.com/prometheus-community/postgres_exporter
https://github.com/carlpett/zookeeper_exporter
https://help.aliyun.com/document_detail/176180.html#reference-2565135

Prometheus SiIZ AR =EE- F 0
Promet heus 512 iR % ceET

il

i. BRABRSEEERS,
i. EERHSENSHED, BEEEH,
iii. EEBIIXTED, EFETEE, AEERERANNRENT, RENRER.,

v. ELRARE, ERHERiE Narms-prom, FEBParms-promFFskiideployment, Hlinarms-
prom-ack-arms-prometheus, EEAMIRIEY), BHdmiE.

v. ERENENES AR XENEHRTHESEIAET, HIN-defaultAlert=false, SAETETE
ALfAE, BEEH.
Prometheus!SIREH T EHE, SFE30H~575, Prometheus!SiZ AREB AZEEOIZZIAIR

So

2. (TNE) MBREIARERD,
i. ZRPrometheusizflg,
i. £PrometheusS#=0E, P& BERKSSERHIBIR,
i. FEMSHEZE, BEHERN, REENNEEMVRIEIN R EMER, BEREIARZIAN,

18.4.2. MO ABHRESEH

IREFRESBINAXF,
BHREZEBEAENSE Nalert, BUEN truel R RIREBEBR, BUER falsel R RIBRERBNEFH.

SFFEEANPrometheus S IZP N, NMREBFECIEZRER, REAHNESH, BEEWPrometheussiRiE
HaalertigE R true,

NBEBRSKESEEHITIRENBRIELBUT:

1. EREF/MSEREF A,

2. ERHIEENSHED, BEERH,

3. AR RIHET, REBNRERE, HEBNEHANOREINT, RETNRAEE,
4

EERETE, EEGEEE Aarms-prom, HELlarms-promFskiideployment, fliiarms-prom-
ack-arms-prometheus, FEEGMIRIESI, BERE.

5. E%mE NENE S FAYKENENRTHNSEUKRESD, H0-alert=true, REEREAHLA, B
HEMH.
PrometheusliS I EH TN EFE, FR3DE~50H, MERENKREERER.

18.5. Hth
18.5.1. N EE XEFNEIE?

1. 3THGrafana KIS,
2. EEMSMEEEHZEXplore B4R,

3. fEExplore WA TRER FHAEPIEIRERE, AFEMetricsHANEDHAPromQUES), BEEHEA EAMRuUN
Query# T,
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® Explore ARMS,

Metrics total[1m])) by kube_pod_co

Query type Soth  step

+ Addquery © Queryhistory © Queryinspector

£ showing only 20 time series.
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ringboot-demo
ler7tbs

1. ZFPrometheusiz4l &,

2. 7EPrometheusifiZ TREBIRE K B 1=, EIRKBSEBFAENMIR, B & BIRKSSERFHNER,
3. EEMSHE, BERF LM,

4. ZEMRHE, BETargetsiE,

5. B EfRTarget, HEFHEMRENdpoint8EiE, FREURIAHH BMetric,

http:// /metrics X

# HELF go_gc_duration_seconds A& summary of the pause duration of garbage collection cycles.
# TTFE go_ge_duration_seconds summary

zo_gc_duration_seconds {quantile=

go_go_duration seconds {quantil
go_ge_duration_seconds {quantile=
go_ge_duration_seconds {quantil,
zo_ge_duration_seconds {quantile="1"} 0.00019532

zo_geo_duration seconds sum 12, 423399336

go_go_duration seconds_count 422366

# HELF go_goroutines Mumber of goroutines that cwrrently exist.

# TIFE go_goroutines gauge

go_goroutines B9

# HELP zo_info Information about the Go environment.

# TYPE go_info gauge

go_infolversion="gol.13.5°} 1

# HELF go_memstats_alloc_bytes Mumber of bytes allocated and still in use.

# TYPE zo_memstats_alloc_bytes gauge

zo_memstats alloc bytes 9. 00834e+06

# HELP go_memstats_alloc_bytes_total Total number of bytes allocated, even if freed.

# TYPE go_memstats_alloc_bytes_total counter

go_memstats_alloc bytes total 3. TOPEE9193752e+12

# HELP zo_memstats_buck_hash_sys_bytes Number of bytes used by the profiling bucket hash table.

# TYPE go_memstats_buck_hash_sys_bytes zauge

go_memstats_buck_hash_swys_bytes Z.031594=+06

# HELF go_memstats_frees_total Total mumber of frees.

# TYPE zo_memstats frees_total counter

zo_memstats frees total 2. 6731819493e+10

# HELP go_memstats_go_cpu fraction The fraction of this progran’s available CPU time used by the GC since the program started.
# TYPE go_memstats_ge_cpu_fraction gauge

zo_memstats_gc_cpu_fraction 1.0117824280779791e-05

# HELF go_memstats_gc_sys_bytes Number of bytes used for garbage collection system metadata.

# TYPE zo_memstats_gc_sys_hytes zaugze

zo_memstats_go_sys bytes 3. 414532+06

hiE—:
BE_:
18.5.2. A+ AKBARCSIHHERNMetric?

BREACK CSAGIRARTAVIN8845F A L, IRAZE, BENHEXAH., EZER, BESEEHcH

plugindB 45157 R MIFHEERR,

18.5.3. Grafana. IstioMIHPAZE=H Z A MO EMR

Prometheus¥4is?

416 > MHRRA: 20220708


https://prometheus.console.aliyun.com/#/home
https://help.aliyun.com/document_detail/190074.html#task-1997075

Prometheus SiIZ AR =EE- F 0

Promet heus 5 1=fR 5% a
o

Grafana. IstiofIHPAZE =5 RAE R Prometheus SR, EEREPromet heusiSi=IAPHE Ol , T
PATR R DA TR /E S B IRERAPHE O bk :

1. BFRPrometheusizilEs .

2. 7EPrometheus¥% 2 WA Z L A% iFPromet heusSL I FRE QUM , HEBIREREAMAIRES R INR
B,

3. FAMNEERIRERE,
4. FRETE L, RIEFKREH AMIFAMBIHTTP AP 4L,

@ #E WREESRSLBMIPometheussEHl, EIRIBIEAZ RS M7= R LB IZR RIEIHT TP
AP,

HTTP APIfthiE (Grafana iSERiBHE)
(=] url

A httpi//cn-hangzhou.arms.aliyuncs.com:9090/apifv1/prometheus a

AR http//cn-hangzhou-intranet.arms.aliyuncs.com:9080/apifv1/prometheus,

5. (O[i&) MRREEESGrafana#iB BN LM, TTBEHERtoken, KB PrometheussEflgy%
N Token,

D E& “MToken/5, EGrafanathsFmNEIE BN M AR B Token, &N TETEEFE KL
Prometheusi&15#iE .

Token:l ey @

Remote Read it
Pl url
7 http://cn-hang I

RENBAPHE O ML R, BHRMEIGrafana, IstiofIHPAZE=F &% %, BITJ&E M Prometheustisiz, TE
B Graf anafE ff Promet heus i 1B BYIRVETE 2 W5 [ 2 = Promet heus M I £UEE A\ At Grafana,

18.5.4. AT AACKEEEMPER, Prometheus Agenti&
BRZMER?

AL =
B>

ERE—MIET, MRACKERSEILATIER:

o FEPrometheusiZf| S &M ETNEHINE FEREERE,
. E?ﬁﬁﬂLlﬂ%%ﬁ%Mo

BRAE
fEPrometheusizfl & dEIZ Promet heusi& 1=1EH, BNRIE, BE Rz Prometheus Sz,

18.5.5. WA X AXS = #IEEMongoDBAR A 512 ?

FARAEREBIFAEH = FZRIBEFE MAnAANDER TR ARAT N 1202 1N KRB IBRFNE =012 - MAn~~NDER
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BN AP = O A ZXVAIFIVMIVIIYUUDUX DT J T, /G Y VAT AR VA |72 ZREP S0 L 2X )8 R 1VIVIEITYUDDIX o

1. BERPrometheusiZ#l &,
2. fEPrometheus S E TWHINTRERR B4, EEFPromet heussLfIFrfE B AL,
Prometheus¥s = WE 2/~ 7 FiBPrometheussLfl, HE oL A HPrometheus for = R 5 X4 R 3E
%l APrometheusz AR S5 5L 41,
cloud-p Prometheus for RS B A grafana folder wE | B8
3. BEPrometheus= BRE LHIER.
4. EENSMERERTRFEAN.
TRFREFNEXTEERYTCEEANTRS.
cloud-pr
RRSFREPIE (v 30000
24 %= B2
2 @ i
5. BEA B IAREIINGE, REETALANRINEZRS.
ERANERS AL, BUEQ%Albaba Cloud MongoDB, REHEMHE, TIXAN=HIEE
MongoDBhR B9 4513
BARIRS
O FALAESIERSEN, SHREESANEMINRESHARIIRE. (IS8 30004969)
P =R =t
HEEERENRRS B SRR SIREHER
v A
[ S— A <T=>
= s S a @
Alibaba Cloud ECS Alibaba Cloud Alibaba Cloud Alibaba Cloud 0SS Alibaba Cloud RDS
MongoDB Redis
dh Ca
0 oo Ii & L)
Alibaba Cloud NAT Alibaba Cloud SLB Alibaba Cloud Alibaba Cloud Alibaba Cloud EIP
RocketMQ Kafka
v
we v p
O O W K3
Alibaba Cloud Alibaba Cloud Alibaba Cloud Alibaba Cloud Alibaba Cloud E-
Elasticsearch DRDS PolarDB Logstash MapReduce
TE: JUERETRERR, TEESTEE
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18.5.6. ANoI X i X SLBY iH E FLink AR B9 5 2 2

ERABEEXN TN EFINKRE TSR, &I PURE AT SR E LM & FlinkkR .
1. BRPrometheusizil &,

2. 7EPrometheusii = TR EAITRERK B4=, & PrometheusSLf F7E A9 B
Prometheusis iz TNE &/~ 7 FrAPromet heussZfl ,

3. BESEfIZE APrometheus for Flink Serverless B SE@Ixt MR VEFIBNH 2, ABEEHXEED
BEHIA.

18.5.7. At AER=H. T2, PodPBINAREFEA—
2
Pod® S MAI B REFERE

1T kubectl top pod WEBEMER, HAR BRSSP container_ memory_usage_bytesiEirEI A E

{ERAE, MEiEtRcontainer memory working_set_bytesfINFERE, tEARNT:

e container_memory_usage_bytes = container_memory_rss + container_memory_cache + kernel
memory

e container_memory_working_set_bytes = container_memory_usage_bytes - total_inactive_file (K
ENESEEFR)

e container_memory_working_set_bytes@ R EXLFEANANEE, tBEERIERHIlimit 8 E /S H KR

kubectl top node#® < fltop nodes <X 5

TEBRBPPIT kubectl top node HL, BEWCPURINEE, HAET R LAEPoIIEN, BILRTTIL
HEEBEMCLSERE.

ERBIT R LEHNIT top node @2, BEINCPUNRNEE, 2H RFAENYEN _LcgroupiRBRTHIC
BS&HitE,

P ER DN SRESINEREATLUETEEN, BEARENITEBERE,

B, ENERMESESRT A LEHMIT top node HIZR: node_memory_MemAvailable_bytes, FHl%
EIAEXIERERIURE, BERLamEE, HEARMT:

o X/proc/meminfofFE Memavailable BFEYIHFEAFXA: (total-MemAvailable) / totalx100%

e Z/proc/meminfoh X MemAvailable BSAIIFEHFIXA: (total-free-buffers-cached) / totalx100%

kubectl top pod&<fitop pod&H<HI X Hl

TEBBPPIT xubectl top pod @WL, BEMCPURINEE, HARTRLAMBPodMER, ELLARTU
HEAMLCSERE.

EABAIPod AT top pod W, BEINCPURIRNTFE, RPodFrEdI¥EN LcgroupiRERTHICE
KitE, MIEPod] A ECEICPUNINTRE(E, BNMEXT B 2AIPodL T 2R PR Hlllimit .

UERN G SRIEFINEREATUHTEREX, AARENIHTEZEARR.

HBRSSENHEFERANMEYMERNEE (file_rss+anon_rss) , BIAnonymous PagesilMapped Pagesty
NEFERN (BE8HE=RE) ; #HiEcgroup RSSE/RAnonymousHlSwap Cache MemoryBIRFERHM (R
BEHERTF) . REEHBAEEFile Cache,
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19.#83<MY
19.1. PrometheusfREZ LN

AP mBRHRRSSRIMN, BEEZRSSRMULE T ERIRE,

19.2. Prometheus B2 REZ X K

BRAEHER: 20206F09815H .
YRR RIER A E = RS

WHBEMERITEGREAT (UTER "NER" ) £ALEARRESZABETR (TR "AER" ) HAH
R =RSE!

FAATFFIZRS I XBENAENEERZZAREANESEZH, FAEMHRFIRZAOSNHER, A
BEENE, BNEFADEZESFRERERR,

(BHERR] CERSARRZE, NHNEREARR., BESLHFERNE. ROERSERANRE, &
AR RBRHAERFIZENSER, ZREAMBFVBRRER, XEFFELEATULIRR, BNERFE.
MBS FR B AR, oTARERMAEXWSEIIHTEE,

(BY9HF] SBRNETHRAETRBAFTREUEML NEREZAZRG, WRTEERDFIR. BRHE
RAZFRNEMAST, HENEZAN—H. AFRFELETMETEREHIALUAEMT B FEZARE
RZBEMI., MERAFRHIRY, NMREFADERZFAIEPETRRYE, BAHTEONE,

1 I AR 55 555

1. BYFRRERCE
ARSERZEENETHEGRAIREIR A E =Prometheus S IZIRF IS EHIRS £,

2. RERA
AERD "BRE" 18 WEZMEMEZFE (UWTRMEEFER "MEMIL" ) BIEFRRE, KHiE
A, BREZFELGEHNBERARMEIFRS.

3. lR3EH

i. BERARE, MEZBAALRREEHERS, NEAENERARS, HAFTRAMERZTER;
MEZAHRBEWRERNTRE, BERAERGRINONBAAEIENEASERAAGAS
FEARERNEBNSEFXAHREBERERMTE,

i. MEZ=ETWEE, NENERNERRESY, NIRENERNKERRGTEHNETRENRER
AHHNERHNRS RN, WEKRER, BEEITRSEYN, MEEGRABREREERS, 85
RAARBHRERBENWESEHIE.

4. WHIRFFXE

i. RWERSE, BERERHNEZBRBAZRAURMEZMISHEXTEABRORSRE., AR
MESERNSERIZHRS.

i. MAIBEZRSHERRNFTESRERD (FRSEHIN) PRARE,

ii. mBHECHERERNEZZFEE LNMEURHANNERNEZZTELZXTRERSHOL. &
BHEBEMNRBEAR. AEEPALAHREAIABELRYIE. O<. BHEEXIMIRAS
ENRENERIAEEE,
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iv.

Vi.

Vii.

Vi,

BAKR (MEZEZE) . (EERERRSEERMNE) FEEFNNNEREE CRIELISEEE
HiLR, BEKMNERRASREAMEE., BRI (P) | HEF, EREXNXKEES
HuESRM. SRAERENERBEXICRMIENENERSRE.

ATHRNEE, BNARGHENEHIE. WEZNT @RS TESAGEERESHON
BERTR, BRARREUSHEN.

BNNENAPLSHENRERABAR, NESRTEEEHMMERRRATNGEE, &
BEREBREHAPUVSHEANTEREREN. BNINEHERBRMEMBENERRERE.
FREBHER, PEARKNENERRERERRF, CERTPEARKNENERWEIIX
5, BERNESRSMETHEXRBEFEEFANER, AFELEEPELEARRKNEBERWENR
%O
BENAFRFNEHEFHERENERE ERRNENRSZRE. AT, ERRRE. BEXHY
FAE (LE@ER "BEES1" ), KBEXBEFEESIETERE, SR REERMBEXEMERESIFS
EBNER, BN, WEZSERRE, BEENEZERE,

5. MERMNF . X5

Vi.

fl 2 = MR RO ERHARSS
RSFPRA, MEZGATRMUTERRS:
a. MERRREY724BFEARSURELTRENRS, BELEEAPOTE.

b. MEZKAERUEMIEFRS, BNESELTRBRWEE, MEZKGREMEIEANRE
Pt B ERR SR, ERGNANRRRM/HATRD . UREMIIFFNERZTEERL
EIAFRIN

FMERNARREREUTHRERSRHEZRENRGNZELY, BRSOEIEARER
MERRHRERRS ., BERRZ LD (NEERALZRONARRF) BEAR. 14,
BEITARRERAVRSERNSNEARYIE, BICEXRHEEERE.

BTRAEZTERIIEMRENRSELRE (NTEZREFRHFERIERESF RGN
®Bx%re) , ERNERAKERREARSRERRS KT, FUERR: BEMEZRHNRSE
AR, B LRBRERYFTURAKERE LTSRS, EERAEMANEREY, BKRAEMIE
Z—REERIR LRI 5] &

MERNELRSURASKFPENERNEE, NETRENRSNSMATHMHRERRBEREHR
BEEN—THSMRNK,, FERT, E—RKRNKP THTHAERIETA, IBEAR
B AAKPAETHNTR, HRAGEREENNRENHLE~ENORSZER,

RIEBHNT, MEBACRUETREERSNRENF (N "ZEXBLRS" ) UREES
BIENEXERRS (0 "R ) , REMNEZXNZERFLEIFANMNR, EFHRERFIE
HERBNRBEGHRATERE, FAERIEERGERRSNTS2ERE, IRBARRERRMG
BIRIEIR, BNIEXAREILEREXNEE, AREERMNER, RERAZHE.

6. AP SEIE

MEREHEINT, BEIMEZRMIIRS, MI. F#E. LE. TH, 2EAURESEMSR
LEHOHYE, HABNAPLSHE, SxERBERNAP ISR,

MAPWEHIE, MESRRNTENRSERS, FETETRRENOERRKE. BUTER
PR

a. EERBINXKEEORFAAL WS HIEN, WEZRFRBEIEEEMNABRMHE
KRMES, HAFE=NHETK. sESHERENNS.

b. BN E=HBTHE—.

WO BT ENA P WS EIEH#TR, BRFRF. WEBTRBRSHIMBREIEN, MERRK
MBREHEIE, ZRENESABREBZFHE. MLENMR. BEXFERE, BIIEEERF,
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v. HRSHERH. RSENZLL (BEXGHE—ERMNLL, HttRESEORNZLES) HELR
ERER, REREMBHAE. TEBNERANGBEOES, MEZRE—ENEDH (UL
BETBHRSERNERRNR. FaXH. RSRPBEARPNNIRAE) AREEEENHAP
WEHE (W8) , EPPEHRNEZBMIRAERFUSHE, SEMEEFAEENNEIR,
ABRECNETHEP WSHIE.

v. APWSHIE—2ZMER, BIATIKE ., BN BTAEIERRNIRASILNERMIE, RER
HER, MEZREHERE. SHAFBREAPWSHIENNS,

vi. RBESRMERHE—B, WEZEREENHEROFEBALSHE. MERBTIXAPNR
2RE, REEANEERFBPEREREZLERLONEIE.

7. FRFAR

i ERERMT—AENGRENETER . RRFRARZS . R RESHMIRFREGE FRE
—HHEGSERFAFRE. REESHAGERFIABREESI, B—HEREH. F&. &L F
o EiR Mt AR DIRAIRAR, &N M ASEAE N B 3R 1E .

i. BRRIERRFEZNEN . YAEZRSNERARERNERRSAFENRRRELETE=
BHEERTE., MEZNFEQERBIBRSRELEATE=ZTNEEN .

iii. MREFE=ZFHNEI DA EERNEZ RS T ROBEXEMNNIRERIRREREHRF, X
XHERE R 89T 2 = ARSFH AR EAB IR B EE SRR, BN EZYEREHEBXMIRR
RS, HFEANHNEXRIFECETIE, S TRBSENRE. FASNTTERERERL, E
HHNARBR, FERANRE, URES—HRA.

i RRSEHAMREER, BE—77 (UTEHR E2H" ) AW (UTEHR KES" ) BE
8. KA. ARG ETAZFRMENBSLVHE (BEMSWE) | RRAWE, £EREMN
(8) Ht N FREZENERMEN (BFEFRER, Faitll, M8, VSREHIY, Wik
B, EFERS, SPHUE, A, R4, B, APRBHEED, RARE, ®it, HFHEAR,
FHREZEE) , TR LRAGERNENETHREA IR TAREK, TERESERERNZEUO
X, BRAPEFHARBEABREM,

i. MANRBELERZEFRENTRUNFEER, FRNFEREADTERIPFASNREER
HHEERE. NANERREERATSAZRRI THEXHEXBN.

iii. WHRERBERNAEEE—ANBEZUSHASTANESCERME, FHEREREZM DR R
BERNRATEFIARZRENS,

V. RELRREERABRATFUTER:

a. EREAFRZHHEZH, ZREGEREUSENARER LA,

b. REEEEBMAERLN, ELAFHBENAFREIRE.
REGREREZANSHRERTAREENSNE=TTREN.,
ERERAFRYUERENANRT, ZREEEZELAFHENAFRIIRS.
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VERPIRE,
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%, REIFERERHMERF) BEMEBREER.

9. ERHNATHERE]. TUHESSNEBEBERTIUSER. KEETAE. HFEER.
TAARESNE, BEEXABREABANRZMHTHTRPIMRENER, EZFH
RT, ERHNEFVEBRTROKERNRERRE RN GFEESHNERAETRER
HRET LURE

2 n
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v. BHREZBNRRANSNRF LRARBEEAEEE, — EXMBE LRAREERMEESH, N
BNEERB—ABEARSEEHERBRREGRNTE, WERBSNSEMREN, MEEREIL
BRTERNEREFRK,

9. RENLRIEETE

i. RETYERZ—H, RSHRIRAIZRILL:

a. WAhE—BURI &1L,

b. RRERANEM, £RANBAHEHXHEN,

C. BEEERAER (B1F, BEEERBEXEEZANE, AETEERAEZFN T 2E—&
BAEE) , NEZANURIZLERSEZSRENSIEIE,

d. BEBHEMAT, BERAMNERELEY (HEREFRANAERARANTE) HDENSAEEX
HEEETENRS. NEANEHNRERIE (B1EDDoS) EREMEZRLLERETA (LT
FEWRIZETAH) , BETHNEZREHANBRME. BXMHURZET AN, FHikun
RAEMILEBZETIMANERSEMEZNEMMNEE RS (SIFARR RS ] EFREY
M. RERE) BRLEE, AIFNUERSEREENAENEZSHEMLE. REERA
BRANSNEBHER, MESREEEHLIRS.

ii. MIEBRHIAT, ABARAR. REEARZAR., IRLERBFEHAESEREATAN. EFNBRSE
T, MEZRRIEXANREERMRS, HENTERIZEERESHOER. AREMLEE (Wk
SHMEMITEER) , ERIEZARSIHTIHETER, RMEBGRIIUNIE AL, MRS,
MEEESE— S A ETELEN.

10. HFAFE

i MERAFRDEE. FIER. RESEAANEXSHE—RE, SAERIBEREHARE
NERTAEEREN, MEYENHEET, BEMIHNHESXBRATEEPN—fES
i
a. [R#). PIEFERRS.

b. ZIHRHRS, KIEAREI,

. EREBHEEERE.

d. HTE N AESHLIBEHE,

MR ZERFEFIRYERIF RS . RIERSFEEMISHNEFPRELEHRGRE,

i. MWABEREXREEEINIEAREZR. AXMUZME, FHMEZEZEMRE. SEEMAF,.
FAE=FNERESEATEHERIINGS, BNNOES ., EttRFPHBAXE=ANSEFRE
HiTEMEE, GESENEINER.

i. RERARR, £TFiHEN. EEMNEKRE, TRERAFAETFHE=EY:

a. MEZEHTRERRSHEE. £, ARN, TEEHEDERS,
b. HFInternet kB9 & BE 22 1& By 48 A it 175 10033 R R,

v. RIENRFIRER,

EBRNEFRARR, EAMEZRESSRERS RGNS RE, BELENE (REHIAE
%), MEBZEAHMEARSTAY. TEEHERE. MERANBERLARS TERE
RIBERARE,

 EEAERT, MEPAI T @EELE. BRME. &R, B4, FHRENRE, 8FR&ER
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. EEEAFNERT, WEREAREZTINTHARENIREABESERARBIMIZRESIE12DB
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i. BEEHAMERRSN, BN ZORNESREELIERNERSR (SEENE AN, BR
BiE. KREMIE) , ¥TBERERARAETEN, BEXNESRNEFEXER, HEFUHBERN
. BERIETRE. REHENSAKS (BEFKS) , EARNERERSN.

i. MERBEAEHNLIARBRZFRANEGZ —SEPETRRERZIHEN, MLEEBEBNHOAS RS
BHINFXESFEEANBAEAREIN, BESHREXEE,

i. IEB=EBY FABRZRAROEXEES, EPUEFHARLAENPEEN, SFEERETAL,
R RHNBERBEAZFINERE, NS EENE TRttt X EFHE, RENKSKEZRSE
EEURBREER, ERERNEIMAER,; MERFALKHNPEEN, KRRIZHEER I
RMEHERNBABEEIMAEIX,
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HEREER.
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i. ARTTRAEEBEMEIIEYN, EEARSZFNETATURE. AREGFELEEXD, EZATRN
N, BHEHN—AREEBERE,
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13. SEEEARFER
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T—Ae] S RERNE EENNARERREIFA,
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i REROHHE, URHBERERE=MiLEXTE ENRSRE . MMSRENEEARRINITER
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BzA, BL(1) RS, &R, EMITHEE, (2) TEERM43.ME, (3) REXR
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