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2. BmBELUANE (28) EEXR, HA| (BR) 2RFH.

3. {#EMHTokeni@igHMAC-SHA256 base64, 3 E—5BEIHIT okendiERS TN,
4. BEBMMEGHNESZENFHREA  datav_time . _datav signature ,
5. BEAMKRBAN urL Biquerystringdh,

D FE MBENTRANARGESEFRGETHADEESE, ATREM, BNEERDataViZHiTokenS HEZK

v, ¥HEESADataVaZERTokenSHEZREK

TEALEMT:
o PHP:

<?php

Stoken = "kBwoX9rFX9v4zbOT0Gjd wr65DZ****";

$screenID = "03d1b68faeb09671046d1ef43£58*x**";

Stime = time()*1000;

SstringToSign = $screenID.'|'.S$time;

Ssignature = urlencode (base64 encode (hash hmac('sha256', $stringToSign, S$token, true)));

Surl = "http://datav.aliyuncs.com/share/".SscreenID."?_datav_time=".$time."& datav_signature=".S$signature;
2>
<iframe width=100% height=100% src="<?=$url?>"/>

o Node,js:

const crypto = require('crypto');

var token = "Ev97wOUSAtJusc3Vsd902ngr vEVxx*#*!;

var screenlID ="14c5448c00ecde02b065c231dl65****";

var time = Date.now();

var stringToSign = screenID +'|'+ time;

var signature = crypto.createHmac ('sha256', token).update (stringToSign) .digest () .toString('base6d"');

var url="http://datav.aliyuncs.com/share/"+ screenID +"?_ datav_time="+time+"& datav_signature="+ encodeURICompon
ent (signature) ;

o Java:
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package com.company;

import java.security.*;

import java.util.Date;

import javax.crypto.*;

import javax.crypto.spec.SecretKeySpec;

import org.apache.commons.codec.binary.Base64;

import java.net.URLEncoder;

public class TokenTest {

public static String getSignedUrl (String screenID, String token) {

Date date = new Date();
Long time = date.getTime();

String stringToSign = screenID + "|" + time;

String signature = HMACSHA256 (stringToSign.getBytes (), token.getBytes()):

String url = "http://datav.aliyuncs.com/share/"+ screenID +"?_datav_time="+time+"& datav_signature="+ si
gnature;

return url;
}
/**
* A javaRERBESEMsHA25 61,
* @param strilZEHIRZ.
* @return
*/
public static String HMACSHA256 (byte[] data, byte[] key)
{
try |
SecretKeySpec signingKey = new SecretKeySpec (key, "HmacSHA256");
Mac mac = Mac.getInstance ("HmacSHA256") ;
mac.init (signingKey) ;
return URLEncoder.encode (byte2Base64 (mac.doFinal (data)));
} catch (NoSuchAlgorithmException e) {
e.printStackTrace () ;
} catch (InvalidKeyException e) {
e.printStackTrace () ;
}
return null;
}
private static String byte2Base64 (byte[] bytes) {
return Base64.encodeBase64String (bytes) ;
}
public static void main(String[] args) throws Exception {
System.out.println(getSignedUrl ("screenId", "token"));

o C#:

using System;
using System.Security.Cryptography;
using System.Text.RegularExpressions;
using System.Collections.Generic;
using System.Ling;
using System.Web;
using System.Text;
namespace datavToken
{
class Program
{
static void Main(string[] args)
{
var dic = new Dictionary<string, string>(); // BENXZS#,
dic.Add ("datav_sign no", "123998"); // datav_sign Fk, REXR,
dic.Add("datav_sign_lo", "kk");
dic.Add("datav_sign_ao", "xx");
dic.Add("name", "123"); // FEEESZ.
/] DERFEL, BRESFid. token, HEXBHFH,
Console.WriteLine (GenerateUrl ("https://datav.aliyun.com/share/", "ca74bea5e45503070d607795e0****",
66DsL2g]jrXRH1uSJScv_f1lOUhn****",  dic)) ;
}

private static string GenerateUrl (string datavBase, string screenId, string token, Dictionary<string, st
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ring> customerarams)
{

string pattern = @"“datav_sign_.*";
string timestamp = GetTimeStamp () ;
/] BEHF.
Dictionary<string, string>.KeyCollection keyCol = customeParams.Keys;
List<string> signKeys = new List<string>();
foreach (var item in keyCol.ToList ())
{

if (Regex.IsMatch(item, pattern))

{

signKeys.Add (item) ;

}
/1 ¥EBreyHiF.
signKeys = signKeys.OrderBy(k => k) .ToList();
string paramsSignStr = signKeys.Aggregate ("", (total, key) =>
{

if (total !="")

{

total += "&";

}

total += key + "=" + customeParams [key];

return total;
1

/| RFESEOMIE

string signStr = screenId + "|" + timestamp;

/I TFESHOAE

//string signStr = screenId + "|" + timestamp + "|" + paramsSignStr;

var encoding = new System.Text.ASCIIEncoding() ;
byte[] keyByte = encoding.GetBytes (token) ;
byte[] messageBytes = encoding.GetBytes (signStr);
string signature;
using (var hmacsha256 = new HMACSHA256 (keyByte))
{
byte[] hashmessage = hmacsha256.ComputeHash (messageBytes) ;
signature = Convert.ToBase64String (hashmessage);
}
var paramDic = new Dictionary<string, string>();
paramDic.Add ("_datav_time", timestamp);
paramDic.Add ("_datav_signature", signature);
foreach (var item in customeParams)
{
paramDic.Add (item.Key, item.Value);
}
return datavBase + screenld + "?" + ParseToString(paramDic) ;
}
public static string GetTimeStamp ()
{
TimeSpan ts = DateTime.UtcNow - new DateTime (1970, 1, 1, 0, 0, 0, 0);
return Convert.ToInt64 (ts.TotalMilliseconds) .ToString() ;
}
static public string ParseToString (IDictionary<string, string> parameters)
{
IDictionary<string, string> sortedParams = new SortedDictionary<string, string>(parameters);
IEnumerator<KeyValuePair<string, string>> dem = sortedParams.GetEnumerator () ;
StringBuilder query = new StringBuilder("");
while (dem.MoveNext ())
{
string key = dem.Current.Key;
string value = dem.Current.Value;
if (!string.IsNullOrEmpty(key) && !string.IsNullOrEmpty (value)
{
query.Append (key) .Append ("=") .Append (HttpUtility.UrlEncode (value) ) .Append ("&") ;

}
string content = query.ToString() .Substring(0, query.Length - 1);

return content;
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H, EERZRUTSE.

D FRE ATHLERKE, BREGNESENENRSRITENE. DataVRLRH1AMIRE, NWRHFREBT1HHEL
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1. RHBOMENA, ERUAKEARDS (REEE—KR) .
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3. {#EMHTokeni@igHMAC-SHA256 base64, 3 E—5BEIHIT okendiERS TN,
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v, ¥EESADataVaZERTokenSHEZRE

OB
o PHP:

<?php

Stoken = "kBwoX9rFX9v4zbOT0Gjd wr65DZ****";

$screenID = "03d1b68faeb09671046d1lef43£58%***";

Stime = time()*1000;

$SstringToSign = $screenID.'|'.S$time;

Ssignature = urlencode (base64 encode (hash hmac('sha256', $stringToSign, S$token, true)));

Surl = "http://datav.aliyuncs.com/share/".SscreenID."?_datav_time=".$time."& datav_signature=".S$signature;
2>

<iframe width=100% height=100% src="<?=$url?>"/>
o Nodejs:

const crypto = require('crypto');

var token = "Ev97wOUSAtJusc3Vsd902ngr vEVx**#*!;

var screenlID ="14c5448c00ecde02b065c231d165****";

var time = Date.now();

var stringToSign = screenID +'|'+ time;

var signature = crypto.createHmac ('sha256', token).update (stringToSign) .digest () .toString('base6d"');

var url="http://datav.aliyuncs.com/share/"+ screenID +"?_datav_time="+time+"& datav_signature="+ encodeURICompon
ent (signature) ;

o Java:
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package com.company;

import java.security.*;

import java.util.Date;

import javax.crypto.*;

import javax.crypto.spec.SecretKeySpec;

import org.apache.commons.codec.binary.Base64;

import java.net.URLEncoder;

public class TokenTest {

public static String getSignedUrl (String screenID, String token) {

Date date = new Date();
Long time = date.getTime () ;

String stringToSign = screenID + "|" + time;

String signature = HMACSHA256 (stringToSign.getBytes (), token.getBytes()):

String url = "http://datav.aliyuncs.com/share/"+ screenID +"?_datav_time="+time+"& datav_signature="+ si
gnature;

return url;
}
/**
* A javaRERBEEMsHA25 61,
* @param strilZEHIRZ.
* @return
*/
public static String HMACSHA256 (byte[] data, byte[] key)
{
try |
SecretKeySpec signingKey = new SecretKeySpec (key, "HmacSHA256");
Mac mac = Mac.getInstance ("HmacSHA256") ;
mac.init (signingKey) ;
return URLEncoder.encode (byte2Base64 (mac.doFinal (data)));
} catch (NoSuchAlgorithmException e) {
e.printStackTrace () ;
} catch (InvalidKeyException e) {
e.printStackTrace () ;
}
return null;
}
private static String byte2Base64 (byte[] bytes) {
return Base64.encodeBase64String (bytes) ;
}
public static void main(String[] args) throws Exception {
System.out.println(getSignedUrl ("screenId", "token"));

o C#:

using System;
using System.Security.Cryptography;
using System.Text.RegularExpressions;
using System.Collections.Generic;
using System.Ling;
using System.Web;
using System.Text;
namespace datavToken
{
class Program
{
static void Main(string[] args)
{
var dic = new Dictionary<string, string>(); // BENXZS#,
dic.Add("datav_sign no", "123998"); // datav_sign Fk, REXR,
dic.Add("datav_sign_lo", "kk");
dic.Add("datav_sign_ao", "xx");
dic.Add("name", "123"); // FEEESZ.
/] DERFEL, BRESFid. token, HEXBHFH,
Console.WriteLine (GenerateUrl ("https://datav.aliyun.com/share/", "ca74bea5e45503070d607795e0****",
66DsL2g]jrXRH1uSJScv_f1lOUhn****",  dic)) ;
}

private static string GenerateUrl (string datavBase, string screenIld, string token, Dictionary<string, st
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{

}

string pattern = @"“datav_sign_.*";
string timestamp = GetTimeStamp () ;
/] BEHF.
Dictionary<string, string>.KeyCollection keyCol = customeParams.Keys;
List<string> signKeys = new List<string>();
foreach (var item in keyCol.ToList())
{

if (Regex.IsMatch(item, pattern))

{

signKeys.Add (item) ;

}
/1 ¥EBreyHiF.
signKeys = signKeys.OrderBy (k => k).ToList ()’
string paramsSignStr = signKeys.Aggregate ("", (total, key) =>
{

if (total !="")

{

total += "&";

}

total += key + "=" + customeParams [key];

return total;
1

/I RFESEOMIE

string signStr = screenId + "|" + timestamp;

/I TFESHOAE

//string signStr = screenId + "|" + timestamp + "|" + paramsSignStr;

var encoding = new System.Text.ASCIIEncoding() ;
byte[] keyByte = encoding.GetBytes (token) ;
byte[] messageBytes = encoding.GetBytes (signStr);
string signature;
using (var hmacsha256 = new HMACSHA256 (keyByte))
{
byte[] hashmessage = hmacsha256.ComputeHash (messageBytes) ;
signature = Convert.ToBase64String (hashmessage);
}
var paramDic = new Dictionary<string, string>();
paramDic.Add (" datav_time", timestamp);
paramDic.Add ("_datav_signature", signature);
foreach (var item in customeParams)
{
paramDic.Add (item.Key, item.Value);

}

return datavBase + screenld + "?" + ParseToString(paramDic) ;

public static string GetTimeStamp ()

{

}

TimeSpan ts = DateTime.UtcNow - new DateTime (1970, 1, 1, 0, 0, 0, 0);
return Convert.ToInt64 (ts.TotalMilliseconds) .ToString() ;

static public string ParseToString (IDictionary<string, string> parameters)

{

IDictionary<string, string> sortedParams = new SortedDictionary<string, string>(parameters);
IEnumerator<KeyValuePair<string, string>> dem = sortedParams.GetEnumerator () ;
StringBuilder query = new StringBuilder("");
while (dem.MoveNext ())
{
string key = dem.Current.Key;
string value = dem.Current.Value;
if (!string.IsNullOrEmpty(key) && !string.IsNullOrEmpty (value)

{
query.Append (key) .Append ("=") .Append (HttpUtility.UrlEncode (value) ) .Append ("&") ;

}
string content = query.ToString() .Substring(0, query.Length - 1);

return content;

> MA4RRA: 20220609

37



;HJ"WGF_\'ZHE BE- MBI ol AR DataV#iE o] Ml

}

IPEEZ B8

REBAPARER, AHENIUACEANAFERECENNBERPTHE.
1. ERAMNFED, THIPERE,

i) PR

WEEE e
iEd Token$iE @
IPEE:R O

2. ETAIPEZRBAESD, WAGKP, HFA “ "SARFARNAEE.

PHEZBIREMNG, HEBRNHTNCNENAZMEHERN, NREERTIEORREPHELAIMMRME, aTIKRMNARER
w®iE,

iR§EREE: datav.aliyuncs.com/share/92a364f2
IREEE: hiEiEias

ix[ml

PEER

DataVEEIiH I R ARSI ST E P R AMBRE T TREXNERN ZEERBNNE, FARSHEENENT.
NEEREERBHA

TSI B PR N EHEER O RR

HETAEE
v
http://datav.aliyuncs.com/share/331cBf83cd
BESH BB
IRER oI LAB E B BN R BB Bhin T L R A D ZEERIIRE B IR, BOAR R A QIR shin ol WAL B A BT BOARRE S .
38

> MAYRRA: 20220609



OJHRAL ML B BB - & 1078 ) i BT AL L

Dat aVEUE oI ¥k =
[h=E 1588
R SR T AR BNIG R A B9RE B i T AL L AR 0 Z HESR AT T R N B IR
BB R AR aR s R A, B B EXNMAE R URLEESENAE FBANB RN, ANZHERE
—KEH,
EH

D 38 HATEFNESRHSEL, BEHZHERRPHNETRE.

D 8 MBEHZNEAREN, THERTFITISPHOSENG, SKESREXDZER. BNEERTIEFE, BT

HEERASE,

MERIRE

DataVEIM R AED =B HiH LM ERNRE T TAEOREMBRABTHNINE, FASHEENENT.

D F& REWARR IR NS RER E hae.

PN AR B RS
NERiRE

Il #9145t

B Eim RS R

X Wl

RESH 88
BR BB AR EXE R R HNBHIHR TN ANERNE RHE, XFLeRFEE,

> MA4RRA: 20220609

39



OJARAL N B BB - & 1 % ) Ui T AL L

DataV#E oI Mk
H
BESH $iEA
AT LA B R A RS B ik ol L R B N T8 Logo Bl /i, 83T BB XA B F URLEEE SR A E 21 A M E iz
N, AlogoigE—kKER,
Logo

D 8 HOTHFNSSRHTEL, BEHTHERTIHNBTER.

40 > MAYRRA: 20220609



TIML R & 18- DataVa = Token

Dat aVE{#E al fi4k B ZRK

16.DataVAERTokenEH S ZKRIG

AN BELMDataVARE, EATokenBHEZRENTE, BETokenSHEZRKINEE, BAUNKRRENEENSHHT
BREN, RIEARBURLA DHEENSHFERENR, NTRSARKIEURBFERNRSMH,

HR&MH

EERATokenS BB EREH, EHER:

o KFE{EMATokenRIEM A X BITEM, BEBSIIETTokenibil,

o KRELAGetlA XA URLPEIESH (EEEURUEEMNSED .

o KFEURLPEBHNSHERFEEWENL.

=‘EE{-‘-II_J\

TXU—NREIRBTokenB HEZREHERE S,
ERAFPHNARSHERATDatavVARE, URLEETokenitE, @idGet AR ERAFPNISHAXER AN NNEKE, oTME

P nhttps://datav.aliyuncs.com/share/xxx?

_datav_time=1556022195845& datav_signature=%2BDZFj3QDI1a%2F00fBZLdIJMgk2Z10csIMLLL******%3D&workid=123 ;Eiﬁflﬂ KE.

Howworkid (IT5) AKBEENSH, TERENNTRE, LTS R123089R2 THEURLL https://datav.aliyuncs.com/share/xxx?
_datav_time=1556022195845& datav_signature=%$2BDZFj3QDI1a%2F00£BZLdIMgk2210cs IMLL1******$3Dsworkid=124 , MOIAFETSH
4P RTH R, BRFENAFPEENSHRTEEEN, RIEHESINRNSHFERER, NRMBEXTES, TAKLE
i,

SHRSHEAN
FEMASENSH, HSHEFTU datav sign FL, FHUMFETERNSHEFH. ARITBLSHBNIENRERL
A /~datav_sign .*/

@ #E AHEBLSHANNSH, BRLWTEHBLRR, ATERSHE, BLSBEAFHRE.

WEZSHMNURLITE
Node jsfSBREIIT

const crypto = require('crypto');

const querystring = require ('querystring');

const signedQueryParamReg = /“datav sign .*/; // FELBENREIXNSHREFTEEZMN.
const token = "93TWnmeBtxxxxxxxxxx3thGyAgzennsS";

const screenID ="b9 27b4c538cd4";

const time = Date.now();

const customeParams = {
datav_sign no: 123998,
name: 123
}i
let signParamsStr = Object.keys (customeParams)
.filter (paramName => customeParams[paramName] && signedQueryParamReg.test (paramName) )
.sort ()
.map (param => " ${param}=${customeParams [param]} )
.join('&");
let stringToSign = [screenID, time];
signParamsStr && stringToSign.push (signParamsStr) ;
stringToSign = stringToSign.join('|[");
let signature = crypto.createHmac ('sha256', token) .update (stringToSign) .digest () .toString('base6d"');
let queryParams = {
_datav_time: time,
_datav_signature: signature
}i
Object.keys (customeParams) . forEach (paramName => {
queryParams [paramName] = customeParams[paramName];
i
let url = “https://datav.aliyuncs.com/share/${screenID}?${querystring.stringify (queryParams)}";

console.log (url) ;
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Ay R . NET
Tiﬁ;ﬁg? ;%fii DataVsrZ=TaToken DataVHUR T] M4k
ZE TR

AU LB REISEIBURLA
_datav_time=1556023246894& datav_signature=GGSbvxlemUeBoRVco8JgrJVWRcmao7NURYt20******%3Dsdatav_sign no=123998&name=123

HEURLNBBHA, MREKT datav_sign_noFRIME, REETENE,; WRERT nameFRIVE, SEHEMATLISLIE,
Adatav_sign_noffF &S A Z 4N, B25TERIHHE, MinameRAFEERSHAN, FETERITE.

ERRE

1. BEBESZUENSHE (IRRFRERNSH) .

2. ERRALRTHE, ERTokenRIENAXLHARE, BIFESLETTokeniTil,

3. BREEESHNURITE, HEXREHURL,

4. FERE—SPUHEBINURLFRAR, EXRFETREP, RASENHTESHELIRR.
MRSHEERVINEES, JRBRTESSH, BRIFDLURLEY, HRISHEIEE,

https://datav.aliyuncs.com/share/b92db8e09358c82efcal727b4c538cd4?
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