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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}

Dat aV Advanced Skills··Document  convent i
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Widgets can interact  with each other through related callback IDs, see Configure widget interaction. By
using callback IDs, if  you click a widget, data of a widget with the corresponding callback ID will change
accordingly.

Using a t imeline widget as an example, with a callback ID, after you click a t imestamp the map widget
displays detailed information of this t imestamp, see Configure widget interaction.

Set a callback IDSet a callback ID
A callback ID can be considered as a parameter variable that is used to control the transmission of
parameters between widgets, and realize interact ions between them (that is, if  data of one widget is
updated, other widgets with the same callback ID are also updated).

Not e Not e Callback ID is not supported if  the Data Source Type is Stat ic Data or a CSV file.

1.Widget interaction1.Widget interaction

Dat aV Advanced Skills··Widget  int eract ion
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For instance, if  you click a scattered point  in a map, click a row in a list , or select  a t ime point  on a t ime
table, the system temporarily stores the designated callback ID, for example, name, into the name
variable.

Set variable inputSet variable input
When the Data Source Type is SQL or API, you can directly input the variable.

select :name as value
select A from table where year = :name

If  you are using an API data source, the system directly assigns value to the variable parameters with
the same name.

Advanced Skills··Widget  int eract ion Dat aV
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BackgroundBackground
If  user A creates a visualization project  in DataV, and selects API from the Data Source Type drop-down
list  (shown in the following figure), depending on where the API is hosted, the following situations may
occur.

If  the API is on a remote server and has access to a public network, select  Init iat e a request  f rom aInit iat e a request  f rom a
server (HT T P proxy)server (HT T P proxy). The DataV backend server init iates a request  to the API at  the same t ime. The
request  has a 10-second t imeout and cannot be changed.

If  the API is on a local server, deselect  Init iat e a request  f rom a server (HT T P proxy)Init iat e a request  f rom a server (HT T P proxy), and the
interface needs to be configured across origins. The API is accessed by a local browser and the
timeout duration is also determined by the local browser.

What is an issue related to cross-origin data configurationWhat is an issue related to cross-origin data configuration
Assume that user A’s website needs to include data from their own website and from user B’s website.
Data on user A’s website can be accessed by the website interface <http://userA.com/page1>. The
website interface for user B is <http://userB.com/page2>. If  user A uses a Javascript  AJAX request  to
gain access to user B’s website, user A cannot retrieve data from userB.com.

If, for example, a Chrome browser is opened during the preceding request, the following is displayed:

2.Cross-origin data2.Cross-origin data
configurationconfiguration

Dat aV Advanced Skills··Cross-origin dat a co
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XMLHttpRequest cannot load http://userB.com/page2. Because no ‘Access-Control-Allow-Origin’
header is present on the requested resource.Origin ‘http://userA.com/‘ is not allowed acces
s.

This means we encountered a cross-domain issue.

Reason

Because each website contains various interfaces, such as user interface, order interface and art icle
interface, each user can put the data returned from those interfaces on their own website. This means
the browsers have a same-origin policysame-origin policy, which restricts a script  from one origin to obtain resources
from another origin.

Not e Not e Same originSame origin: If  two pages have the same protocol (HTTP), port  (80) and host
(userA.com), these two pages are considered to be from the same origin.

SolutionSolution
Cross-origin bet ween A.x.com and B.x.comCross-origin bet ween A.x.com and B.x.com

If the sub-origins for two sites are different, such as http://xyz.userA.com/ and
http://123.userA.com/, the cross-origin issue st ill exists.

To solve this issue, you must declare the page to a higher-level origin.

<script>
  document.domain = "x.com";
</script>

JSONPJSONP

Although JSONP is a commonly applied solut ion, it  is vulnerable to Cross-Site Script ing (XSS) attacks.
Therefore, DataV does not support  this method.

Cross-Origin Resource Sharing (CORS)Cross-Origin Resource Sharing (CORS)

Not e Not e Cross-Origin Resource Sharing (CORS) was introduced to solve issues related to the
sharing of restricted resources. Most  new browsers are compatible with CORS.

ConceptConcept

Add the custom header information HTTP to user B’s website (local API) so that its resources can be
accessed by other websites.

ExampleExample

Header information returned from a data server includes the following basic content:

Access-Control-Allow-Origin: http://www.example.com

Advanced Skills··Cross-origin dat a co
nfigurat ion
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If  user B’s website interface data are used by many specified websites, the header information
must be generated dynamically. The following example uses PHP:

<? php 
if (is_my_code($_SERVER['HTTP_ORIGIN'])) {
header("Access-Control-Allow-Origin: {$_SERVER['HTTP_ORIGIN']}");
}
? >

If  user B’s website interface data are used by all the other websites, use “*”.

Access-Control-Allow-Origin: *

CookieCookie

By default , CORS does not contain cookie information. If  you want to add cookies, follow these
steps:

i. Add the wit hCredent ialswit hCredent ials parameter, such as jquery:

$.ajax({
 url: "http://userB.com/page2",
 xhrFields: {
   withCredentials: true
 }
});

ii. Configure the server to allow headers with credentials and disallow the wildcard character “*”,
as follows:

<? php 
if (is_my_code($_SERVER['HTTP_ORIGIN'])) {
header("Access-Control-Allow-Origin: {$_SERVER['HTTP_ORIGIN']}"); // Disallow “*”
header("Access-Control-Allow-Credentials:true");
}
? >

For more information, see HTTP access control (CORS).

Dat aV Advanced Skills··Cross-origin dat a co
nfigurat ion
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If  you use an API data source in a DataV project, you can configure cookies to allow different users to
view their own data after they log on to the system. This ensures data security in the project.

How it  worksHow it  works
1. If  you embed a DataV project  into the web page of your business system by using an iframe, the

web page requests contain user logon information, for example, Session_Id in cookies when a user
logs on.

2. If  you use an API data source and select  Cookie Required (Applicable when Init iat e RequestCookie Required (Applicable when Init iat e Request
f rom Server is not  select ed and cookies are required)f rom Server is not  select ed and cookies are required), DataV adds cookies in HTTP requests.
The cookies contain user logon information.

Not e Not e If  cross-origin requests are required, select  Init iate Request  from Server (Applicable
when cross-origin access fails). For more information, see Cross-origin data configuration.

3.Use cookies to isolate data of3.Use cookies to isolate data of
a DataV projecta DataV project

Advanced Skills··Use cookies t o isola
t e dat a of a Dat aV project
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3. When users log on and request  the DataV project, the server verifies user information in the
requests and returns data to users based on the information. Individual users can view only their
own data.

Dat aV Advanced Skills··Use cookies t o isola
t e dat a of a Dat aV project
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DataV Proxy provides a graphic user interface to configure DataV data proxies. You can use it  to
configure data queries without the need to access databases or compile APIs. This topic describes how
to use DataV Proxy.

How it  worksHow it  works
1. The DataV Proxy application obtains the encrypted SQL query strings and database IDs.

2. The application connects to the database to query data.

3. The application returns the results to the DataV console.

Start the DataV Proxy applicationStart the DataV Proxy application
Windows:

i. Download the DataV Proxy software package.

ii. Decompress the package and double-click the datav_proxy_wins.exe file.

iii. Sign up and log on to the DataV Proxy application.

iv. In the application, add a data source and query logs. For more information, see Configure the
DataV Proxy application.

Linux or macOS:

i. Run the following command to download the DataV Proxy software package:

wget https://sh-conf.oss-cn-shanghai.aliyuncs.com/doc_files/datav_proxy.zip          

ii. Decompress the package to the directory of the project.

iii. Run the following commands to start  DataV Proxy (port  8001 is used by default):

chmod 777 ./*
sh exec.sh start

You can also run the sh exec.sh st art  -p [Port  number]sh exec.sh st art  -p [Port  number] command to start  DataV Proxy by
using the specified port, for example, sh exec.sh st art  -p 8080sh exec.sh st art  -p 8080.

You can run the sh exec.sh st opsh exec.sh st op command to stop DataV Proxy.

iv. After you start  DataV Proxy, access  http://Domain name or IP address:Port  in the browser.

Set  Domain name or IP addressDomain name or IP address to the public IP address of the server where DataV Proxy is
installed.

Set  PortPort  to the port  number used to start  DataV Proxy.

v. Sign up and log on to the DataV Proxy application.

vi. In the application, add a data source and query logs. For more information, see Configure the
DataV Proxy application.

Configure the DataV Proxy applicationConfigure the DataV Proxy application
1. Access  http://{IP address or domain name of the DataV Proxy server}:Port number , for

example,  http://12.12.12.12:8001 . The DataV Proxy configuration page appears.

4.Use DataV Proxy4.Use DataV Proxy

Advanced Skills··Use Dat aV Proxy Dat aV
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Not e Not e You need to sign up and log on to the DataV Proxy application for the first  access.

2. Configure a data source.

Configure the basic information of the database. After the configuration is complete, you can t estt est
t he dat abase connect ivit yt he dat abase connect ivit y and SQL query operat ionsSQL query operat ions to ensure reliability of the data source.

Not ice Not ice Before you add a data source, add the  IP address or domain name of the Dat
aV Proxy server  in step 1 to the whitelist  of your database, for example, an ApsaraDB RDS
for MySQL instance. For more information, see Use a database client  or the CLI to connect to an
ApsaraDB RDS for MySQL instance.

i. Click Dat a SourceDat a Source, select  a data source type, and click addadd.

Dat aV Advanced Skills··Use Dat aV Proxy
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ii. In the dialog box that appears, enter information of the data source.

Parameter Description

id
The ID of the data source. This parameter can be customized
and must be unique.

host

The IP address or domain name of the server where the
database resides.

For example, if the data source is an ApsaraDB RDS for MySQL
instance, set this parameter to the ext ernal endpointext ernal endpoint  of the
instance. You can obtain the endpoint on the BasicBasic
Inf ormat ionInf ormat ion page of the ApsaraDB for RDS console, for
example, rm-rm-
bp1xxxxxxxxxxxxxhmo.mysql.rds.aliyuncs.combp1xxxxxxxxxxxxxhmo.mysql.rds.aliyuncs.com.

user The username used to log on to the database.

password The password used to log on to the database.

database The name of the database.

port

The port number used to connect to the database.

For example, the port number used to connect to ApsaraDB RDS
MySQL instances is 33063306 by default.

Advanced Skills··Use Dat aV Proxy Dat aV
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iii. Test  the configured data source.

Click linklink to test  the connectivity of the database.

Click SQLSQL. In the dialog box that appears, enter an SQL statement to test  data in the database.

3. Query logs.

Specify keywords and a range of log rows to query the logs.

Not ice Not ice In Windows, you can only view the logs but cannot query them based on
keywords or the specified range of log rows.

4. Generate a key.

Click creat e key/secretcreat e key/secret . A keykey and a secretsecret  are generated, and the previous key becomes invalid.

Not ice Not ice The key is empty by default .

Use the DataV Proxy applicationUse the DataV Proxy application
1. Log on to the DataV console.

2. Navigate to Dat a SourcesDat a Sources >  > Add SourceAdd Source.

3. In the Add Dat a SourceAdd Dat a Source dialog box that appears, specify the required information.

Dat aV Advanced Skills··Use Dat aV Proxy
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Parameter Description

Type Select DataV Data Proxy Service.

Name The name of the data source. You can enter a name as needed.

Domain Name
The IP address or domain name of the DataV Proxy server. You can
obtain the value from the Configure the DataV Proxy application
section.

Port
The port used to start DataV Proxy. You can obtain the value from
the Configure the DataV Proxy application section. By default, the
port is 80018001.

Key
Enter the keykey generated in step 4 in the Configure the DataV Proxy
application section.

Secret
Enter the secretsecret  generated in step 4 in the Configure the DataV
Proxy application section.

Database
The ID of the data source that is added to the DataV Proxy
application.

After the preceding information is specified, DataV automatically checks the connectivity of the
data source.

Advanced Skills··Use Dat aV Proxy Dat aV
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4. Click Obt ain Dat abasesObt ain Dat abases and select  a database as the data source from the dat abase listdat abase list .

Not e Not e If  the ID of the data source that is added to the DataV Proxy application is
displayed in the list  after you click Obt ain Dat abasesObt ain Dat abases, the connection between DataV and the
data source is established.

5. Click OKOK.

The data source is added. You can configure it  in your widgets. For more information, see Configure
widget data.

Dat aV Advanced Skills··Use Dat aV Proxy
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A callback ID in DataV is a parameter that a widget sends to another widget when the first  widget
responds to operations or when an update is automatically triggered. The parameter is a variable used
to query data of one widget in another. This topic uses a t icker boardt icker board widget as an example to
demonstrate the use of callback IDs.

ProcedureProcedure
1. Click the t icker board widget, and then click the Int eract ionInt eract ion tab on the right-side panel.

Not e Not e You can configure callback IDs on the Int eract ionInt eract ion tab on the right-side panel.

2. Select  the EnableEnable check box to the right of T rigger Event  when Number ChangedT rigger Event  when Number Changed.

3. In the Bound VariableBound Variable column, change the variable name from value to income.

Not eNot e

After you change the variable name to income, you can use income to obtain the
parameter value in another widget that calls the callback ID of this widget.

You can configure different variable names in different widgets to differentiate
parameters.

4. Click the t icker board widget. On the Data tab on the right-side panel, click Modify next  to Data
Source and use the callback ID that you have configured in the format of  :Variable name , for

5.Configure a callback ID for a5.Configure a callback ID for a
ticker boardticker board

Advanced Skills··Configure a callbac
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example,  :income .

Examples:

SQL (Use one of the following two methods.)

select :income as value

select A from table where count = :income

income is the callback ID, value is the field you specified to receive the value of the callback ID,
and count and A are the fields in your database.

API

http://api.test?count=:income&id=:myid

income and myid are the callback IDs, and count and id are the fields in your database.

Not eNot e

If the dat a source t ypedat a source t ype of your widget is St at ic Dat aSt at ic Dat a or CSV FileCSV File, callback IDs are not
supported.

DataV automatically completes the callback IDs. When you configure the data source,
enter  : , and the editor lists callback IDs configured for the widget. You can use the
up and down arrow keys to select  a callback ID and then press Ent erEnt er. This helps you
quickly find a callback ID when there are a lot  of interact ive widgets in the project.

Advanced featuresAdvanced features
Configure a custom field

1. Click the t icker board widget, and then click the Dat aDat a tab on the right-side panel.

2. Add an id field and set  its value to 123.

Dat aV Advanced Skills··Configure a callbac
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3. Click the Int eract ionInt eract ion tab.

4. Click Creat e FieldCreat e Field.

5. In the FieldField column, enter id. In the Bound VariableBound Variable column, enter a variable name.

Not e Not e You must specify values in both the FieldField and Bound VariableBound Variable columns so that
the variable can take effect.

Set  a default  value for the callback ID

Specify a request  parameter in the URL to set  a default  value for the callback ID. Example:

http://datav.aliyun.com/screen/000000?myid=123

 000000  is the project  ID.

When you access the project  by using this URL, the callback ID myid is automatically set  to 123.

Mult iple callback IDs are separated with ampersands (&). The following example sets the default  values
for both the callback IDs myid and income:

http://datav.aliyun.com/screen/000000?myid=123&income=1000

 000000  is the project  ID.

FAQFAQ
I have configured a callback ID in the project  editor page. What do I do if  data query fails because the
system cannot obtain the callback value based on the callback ID?

This error occurs because the editor cannot trigger an event to obtain the callback value. You can view
the callback value by using one of the following methods:

Preview the project. View the callback value in the URL, or click the Network tab in the browser
console and obtain the value in the response.

Edit  the project. Add the callback ID and value to the end of the URL:

Advanced Skills··Configure a callbac
k ID for a t icker board

Dat aV

20 > Document  Version: 20220608



https://datav.aliyun.com/admin/screen/99999?Callback ID=Callback value
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DataV-WS integrates the stat ic f ile service and WebSocket. The stat ic f ile service is used to load local
model addresses. WebSocket can be used in the blueprint  editor to connect mult iple projects in the
same network range without addit ional development. This topic describes how to use DataV-WS.

DataV-WS document directoriesDataV-WS document directories

Not ice Not ice Do not delete the  assets  directory.

Start and stop DataV-WSStart and stop DataV-WS
Windows:

i. Download the DataV-WS installat ion package.

ii. Decompress the package and double-click the datav_ws_win.exe file.

iii. View the returned message. If  the following information appears, DataV-WS is started:

Server listen on IP address:8181 (for example, 127.0.0.1:8181)     

Not ice Not ice Do not close the command prompt after the start .

iv. Develop and demonstrate WebSocket and the stat ic f ile service after you start  DataV-WS. For
more information, see Configure DataV-WS.

Linux or macOS:

i. Run the following command to download the DataV-WS installat ion package:

wget http://sh-conf.oss-cn-shanghai.aliyuncs.com/doc_files/datav_ws.zip              

ii. Decompress the package, start  the terminal, and enter the service directory, for example, datav-
ws.

iii. Run the following commands to start  DataV-WS (port  8001 is used by default):

chmod 777 ./
sh exec.sh start

You can run the sh exec.sh st opsh exec.sh st op command to stop DataV-WS.

You can run the sh exec.sh rest artsh exec.sh rest art  command to restart  DataV-WS.

iv. Develop and demonstrate WebSocket and stat ic f ile service after you start  DataV-WS. For more
information, see Configure DataV-WS.

6.Use the DataV-WS service6.Use the DataV-WS service

Advanced Skills··Use t he Dat aV-WS s
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Configure DataV-WSConfigure DataV-WS
You can configure WebSocket and the stat ic f ile service.

Configure WebSocket.

Development:

a. Start  DataV-WS on your local computer. For more information, see Start  and stop DataV-WS.

b. 

c. Create an empty DataV project.

d. In the upper-left  corner of the canvas edit orcanvas edit or, click the Blueprint  Edit orBlueprint  Edit or icon. The blueprintblueprint
edit oredit or appears.

e. In the blueprint  edit orblueprint  edit or, drag and drop the WebSocketWebSocket  node to the canvas.

f. Click the WebSocketWebSocket  node in the blueprint  editor and set  Socket  EndpointSocket  Endpoint  to  ws://127.0.
0.1:8181 .

Demonstrat ion:

a. Start  DataV-WS on a demonstrat ion server that is in the same network range as the
development server. For more information, see Start  and stop DataV-WS.

b. Add a WebSocketWebSocket  node. Set  Socket  EndpointSocket  Endpoint  of the WebSocketWebSocket  node to  ws://IP addre
ss of the demonstration server:8181 . The projects that use the two WebSocket nodes can
communicate with each other.

Configure the stat ic f ile service.

i. Start  DataV-WS on your local computer. For more information, see Start  and stop DataV-WS.

ii. Add stat ic f iles (such as images) to the assets directory.
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iii. 

iv. Create an empty DataV project.

v. In the canvas editor, add an imageimage widget. For more information, see Add a widget.

vi. Set  Background ImageBackground Image to  http://IP address:8181/p2544435894.webp  so that the project
can obtain the image from DataV-WS.
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