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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Backend server overview

Before you use a Classic Load Balancer (CLB) instance, you must specify Elastic Compute Service (ECS)
instances as the backend servers of the CLB instance to receive client requests.

Introduction

CLB creates a server group for multiple ECS instances in the same region and sets a virtual IP address for
the server group to ensure high performance and high availability. You can also use vServer groups to
manage backend servers. You can associate listeners with different server groups. This way, CLB can
distribute requests to backend servers that use different ports.

@ Note I you associate a listener with a vServer group, the listener distributes requests to the
ECS instances in the vServer group instead of the ECS instances in the default server group.

Limits
You can add ECS instances to or remove ECS instances from a CLB instance anytime. CLB distributes

network traffic across groups of ECS instances. Before you use CLB, make sure that health checks are
enabled and at least one ECS instance works as expected to ensure service stability.

When you add backend servers, take note of the following items:

e (LB does not support cross-region deployment. The ECS instances that you add to a CLB instance
and the CLB instance must belong to the same region.

e You can add two ECS instances that run different operating systems to a CLB instance. However, the
applications deployed on the ECS instances must be the same and have consistent data. To simplify
management and maintenance, we recommend that you add ECS instances that use the same
operating systemto a CLB instance.

e You must configure a listener for each application deployed on an ECS instance. Each CLB instance
supports up to 50 listeners. CLB uses listening ports to receive client requests and forward the
requests to backend ports that are used by the applications on ECS instances.

e You can specify a weight for each ECS instance in a server group. An ECS instance with a higher
weight receives more requests.

e If session persistence is enabled, requests may not be evenly distributed to each backend server. We
recommend that you disable session persistence and check whether the issue persists.
If requests are not evenly distributed, troubleshoot the issue by performing the following steps:
i. Count the numbers of access log entries generated on different ECS instances within a specified
time period.

ii. Checkwhetherthe numbers of access log entries generated on different ECS instances have
deviations based on the CLB configurations. If session persistence is enabled, you must exclude
access log entries that contain the same IP address. If the ECS instances have different weights,
you must check whether the numbers of access log entries are also weighted.

e When an ECS instance performs hot migration, persistent connections to CLB may be closed. Make
sure that your applications are configured with the automatic reconnection mechanism.

Primary/secondary mode
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In primary/secondary mode, a listener is associated with a primary server group and a secondary server
group. If the number of unhealthy ECS instances in the primary server group reaches the failover
threshold, requests are distributed to the secondary server group. Each server group contains one or
more ECS instances. A listener associated with a primary server group and a secondary server group
provides higher reliability than a listener associated with a primary server and a secondary server.

Before you enable the primary/secondary mode for a listener, make sure that the listener is associated
with at least two vServer groups. For more information about how to create a vServer group, see Create
avServer group. You can enable the primary/secondary mode for a listener when you add backend
servers to the listener.

@ Note Only TCP and UDP listeners support the primary/secondary mode.

Default server group

You can add ECS instances to the default server group of a listenerto receive requests. If a listener is
not associated with a vServer group or a primary/secondary server group, requests are distributed to
the ECS instances in the default server group.

Before a CLB instance can process requests, you must add at least one backend server to the default
server group to receive requests. For more information, see Add a default backend server.

vServer groups

You can create vServer groups for CLB to distribute different requests to different backend servers. To
allow CLB to distribute requests based on domain names and URLs, you can specify vServer groups in
domain name-based forwarding rules and URL-based forwarding rules. For more information, see Create
a vServer group.

Primary/secondary server groups

A primary/secondary server group contains only two ECS instances. One ECS instance serves as the
primary server and the other ECS instance serves as the secondary server. CLB does not perform health
checks on the secondary server in a primary/secondary server group. If the primary server is down,
network traffic is automatically distributed to the secondary server. When the primary server recovers,
traffic is switched back to the primary server. For more information, see Create a primary/secondary server

group.

@ Note Youcanadd primary/secondary server groups only to TCP and UDP listeners.

Related information

e Add adefault backend server
o (reate avServer group

e (Create a primary/secondary server group
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2.Default server groups
2.1. Add a default backend server

This topic describes how to add a default backend server. Before you use the Classic Load Balancer
(CLB) service, you must add at least one default backend server to receive client requests.

Prerequisites

Before you add an Elastic Compute Service (ECS) instance to the default server group, make sure that
the following requirements are met:

e A CLBinstance is created. For more information, see Create a CLB instance.

e ECSinstances are created and applications are deployed on the ECS instances to receive requests.

Procedure

1.
2.
3.

Onthe Instances page, select the region where the CLB instance that you want to manage is
deployed.

. Find the CLB instance that you want to manage and clickits ID.
. Clickthe Def ault Server Group tab.
. ClickAdd.

Instance Details Listeners VServer Groups Default Server Group Active/Standby Server Groups

Add ECS Instance Name  ~  Enter a value Q c

ECS Instance ID/Name VPC Public/Internal IP Address Status & Weight Actions

No data available.

. Inthe My Servers panel, forSelect Servers, select one or more ECS instances that you want to

add to the default server group.
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Available Servers
o Select Server 2 | Configure Port and Weight
Search by server name, ID, or IP address Q VPC A A
Display Available Instances  Advanced Made @ ':) Buy ECS 3
= T - Private IP . N e D . Associated SLB
ECS Instance ID/Name Zone Address Public IP Address/\VPC Status jr——
o Hangzhou Zone i
B = 1 Vs ' Running 1
ugp by
n s v
Hangzhou Zone 1 e v Running 1
liugg .
O
You have selected 2 servers, | Next I Cancel G
8. ClickNext.

9. For Configure Ports and Weights, specify the weight of each ECS instance.

An ECS instance that has a higher weight receives more requests.

You can change the weight of a server and then move the pointer over to change the weights

of other servers:

o If you clickReplicate to Below, the weights of all servers below the current server are set to

the weight of the current server.

o If you clickReplicate to Above, the weights of all servers above the current server are set to

the weight of the current server.

o If you clickReplicate to All, the weights of all servers in the default server group are set to the

weight of the current server.

o If you clickReset, when you clear the weight of the current server, the weights of all servers in

the default server group are cleared.

) Notice

o Valid values of weights: 0 to 100. If you set the weight of a serverto 0, the server does

not receive requests.

o [f two servers have the same weight, only one server receives requests.
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Available Servers

I:\:/:' Select Server ° Configure Port and Weight
ECS Instance ID/Name Region Private IP Address Actions
Hangzhou Zone B 1€ h: : Delete
Duplicate to Al
- Hangzhou Zone B 1§ 100 d Delete

Previous m Cancel

10. ClickAdd.
11. Click OK.
Related information

e AddBackendServers

2.2. Change the weight of a backend
server

This topic describes how to change the weight of a backend server to adjust the proportion of
requests sent to the backend server.

Procedure

1.

2.

3. Onthe Server Load Balancers page, select the region of the target SLB instance.
4. Find the target SLB instance and clickits instance ID.

5. Clickthe Default Server Group tab.
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6. Move the pointer over the weight value of the target backend server and clickthe ~ # icon.

Server Load Balancer / Server Load Balancers

(— P e LT R BLL ] @ stop @ Edit Tags £ Change Specification
Instance Details Listener VServer Groups Default Server Group Primary/Secondary Server Groups
@ An SLBinstance has a default server group to which you can directly add backend servers. However, all listeners under an SLB share the default server group %
Add ECS Instance Name v Enter a value Q ©
ECS Instance ID/Name VPC Public/Internal IP Address Status Y Weight Actions

~ Running 100 £ Remove

7. Change the weight and then click OK.

A backend server (ECS instance or IDC server) with a higher weight receives more requests.

) Notice The weight value ranges from 0 to 100. If the weight of a backend server is set
to 0, no requests are sent to the backend server.

Related information

e SetBackendServers

2.3. Remove a backend server

This topic describes how to remove a backend server that is no longer needed.

Procedure
1.

Onthe Server Load Balancers page, select the region of the target SLB instance.
Find the target SLB instance and clickits instance ID.
Clickthe Def ault Server Group tab.

Find the target backend server and clickRemove inthe Actions column.

o v M W N

In the dialog box that appears, click OK.
Related information

e RemoveBackendServers
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3.Create a vServer group

This topic describes how to create a vServer group for a Server Load Balancer (SLB) instance. A vServer
group contains Elastic Compute Service (ECS) instances that function as backend servers. If you
associate a vServer group with a listener, the listener distributes requests only to backend servers in the
vServer group.

Prerequisites
Before you create a vServer group, make sure that the following conditions are met:

e AnSLBinstance is created. For more information, see Create a CLB instance.

e ECS instances are created and applications are deployed on the ECS instances to process requests.

Context
Take note of the following items before you create a vServer group for an SLB instance:

e ECS instances are added to a vServer group and the corresponding SLB instance must be deployed in
the same region.

e AnECS instance can be added to multiple vServer groups.
e A vServer group can be associated with multiple listeners of an SLB instance.
e A vServer group consists of ECS instances and application ports.

Create a vServer group
1.

2. OntheInstances page, select the region of the SLB instance for which you want to create a
vServer group.

Find the SLB instance and clickits instance ID.
. Clickthe VServer Groups tab.

. Onthe VServer Groups tab, click Create VServer Group.

. Onthe Create VServer Group page, set the parameters.

i. IntheVServer Group Name field, enter a name for the vServer group.

ii. ClickAdd. Onthe My Servers wizard page, select the ECS instances that you want to add.
jii. Click Next.
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iv. Set the Port and Weight parameters for each ECS instance, and then click Add.
Set the Port and Weight parameters based on the following information:
m Port: The backend port opened on an ECS instance to receive requests.
You can set the same port number for multiple backend servers of an SLB instance.

m Weight: An ECS instance with a higher weight receives more requests.

€D Notice If the weight of an ECS instance is set to 0, the ECS instance no longer
receives new requests.

Available Servers

./'-_-'\.
':_\\//_.' Select Server ° Configure Port and Weight
ECS Instance ID/Name Region Private IP Address P:vt Weight @ Reset Actions
g
- Hangzhou Zone B &0 Add Port Delete

ugp

Delete

Delete

Previous m Cancel

You can click (J to specify the ports and weights of the added ECS instances in batches.

m Replicate to Below: The ports or weights of all servers below the current server are set to
the port or weight of the current server.

m Replicate to Above: The ports or weights of all servers above the current server are set to
the port or weight of the current server.

m Replicate to All: The ports or weights of all servers in the vServer group are set to the port
or weight of the current server.

m Reset: If the port or weight of the current serveris cleared, the ports or weights of all
servers in the vServer group are also cleared.

7. ClickCreate.

Modify a VServer group
1.
2. Onthe Server Load Balancers page, select the region of the target SLB instance.
3. Find the target SLB instance and clickits instance ID.
4. Clickthe VServer Groups tab.
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5. Find the target VServer group and then click Edit in the Actions column.
Instance Details Listener VServer Groups Default Server Group Primary/Secondary Server Groups Monitoring

@ By default, SLB instance maintains backend server groups in the instance dimension, and all listeners of the instance use the same backend server
group. V5erver group mode allows you to set the custom server groups in the listener dimension. In this case, you can use various backend servers for

different listeners to meet the requirements of domain forwarding and URL redirections.

Create VServer Group &

Group Name Group ID Listener Forwarding Rule Actions
" TCP:20 -
6. Modify the ports and weights of ECS instances or IDC servers, and then click Save.

Delete a VServer group
You can delete a VServer group that is no longer needed for traffic distribution.
1.
Onthe Server Load Balancers page, select the region of the target SLB instance.
Find the target SLB instance and click its instance ID.

Clickthe VServer Groups tab.

vk wWwN

Find the target VServer group, and then click Delete in the Actions column.

Instance Details Listener VServer Groups Default Server Group Primary/Secondary Server Groups Monitoring

@ By default, SLB instance maintains backend server groups in the instance dimension, and all listeners of the instance use the same backend server group. VServer group mode allows you to set the custom serve

listener dimension. In this case, you can use various backend servers for different listeners to meet the requirements of domain forwarding and URL redirections.

Create VServer Group

Group Name Group ID Listener Farwarding Rule Actions
bl )
rarioy la 1 . - Edit | Delete

6. Inthe dialog box that appears, click OK.

Related information

AddVServerGroupBackendServers
SetVServerGroupAttribute

ModifyVServerGroupBackendServers

DeleteVServerGroup

DescribeVServerGroups
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4.Active/standby server groups

4.1. Create a primary/secondary
server group

This topic describes how to create a primary/secondary server group and then add Elastic Compute
Service (ECS) instances to the primary/secondary server group. A primary/secondary server group
contains a primary server and a secondary server that can fail over to prevent service interruption. By
default, the primary server handles all requests that are distributed by the SLB instance. When the
primary server fails, requests are redirected to the secondary server.

Prerequisites

Before you create a primary/secondary server group, make sure that the following requirements are
met:

e A Server Load Balancer (SLB) instance is created. For more information, see Create a CLB instance.

e ECS instances are created and applications are deployed on the ECS instances to process requests.

@ Note Only TCP and UDP listeners support primary/secondary server groups.

Procedure
1.

Onthe Instances page, select the region of the SLB instance that you want to manage.
Find the SLB instance and click its instance ID.
Click the Primary/Secondary Server Groups tab.

Onthe Primary/Secondary Server Groups tab, click Create Primary/Secondary Server Group.

N oouv o~ w N

Onthe Create Primary/Secondary Server Group page, configure the primary/secondary server
group.

i. Inthe Primary/Secondary Server Group Name field, enter a name forthe
primary/secondary server group.

ii. ClickAdd.Inthe My Servers panel, select the ECS instances that you want to add.
You can add only two ECS instances to a primary/secondary server group.

ii. ClickNext.
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iv. Onthe Configure Ports and Weights wizard page, specify the backend ports that you want
to open on the ECS instances to receive requests. If you want to open more than one port on
an ECS instance, click Add Port inthe Actions column.

You can open the same port on different backend servers that are connected to the same SLB
instance.

Available Servers

'::\\//:' Select Server o Configure Port and Weight

ECS Instance ID/Mame Region Private IP Address

]
[51

Hangzhou Zone B 19

hiugp

Hangzhou Zone B 1 Add Port Delete

Previous m Cancel

v. ClickAdd.

8. Onthe Create Primary/Secondary Server Group page, select an ECS instance inthe Type
column as the primary server.

9. ClickCreate.
Related information

e (reateMasterSlaveServerGroup

4.2. Delete a primary/secondary
server group

This topic describes how to delete a primary/secondary server group of a Server Load Balancer (SLB)
instance. If a primary/secondary server group is no longer needed to forward traffic, you can delete the
primary/secondary server group.

Procedure
1.
2.
3. OntheInstances page, select the region of the SLB instance that you want to manage.

4. Find the SLB instance and clickits instance ID.
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5. Clickthe Primary/Secondary Server Groups tab.

6. Onthe Primary/Secondary Server Groups tab, find the primary/secondary server group that you
want to delete and click Delete inthe Actions column.

Instance Details Listener VServer Groups Default Server Group Primary/Secondary Server Groups Monitoring

€ By default, SLB instance maintains backend server groups in the instance dimension, and all listeners of the same instance use the same backend server group. Primary/Secondary server ¢

groups to forward traffic in the listener dimension. If your business strongly depends on the traditional primary/secondary server mode, you can configure primary/secondary server grou
primary/secondary server group mode is only available for TCP/UDP listeners.

Create Primary/Secondary Server Group

Name D Listener Actions

7. Inthe message that appears, click OK.

Related information

e DeleteMasterSlaveServerGroup
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5.Add private IP addresses of
ENIs to backend servers

An Elastic Network Interface (ENI) is a virtual network interface that can be attached to a VPC-type ECS
instance. You can use ENIs to deploy high-availability clusters and perform low-cost failovers and fine-
grained network management. T his topic describes how to add the primary and secondary private IP
addresses of ENIs to backend servers when you add backend servers to a guaranteed-performance
Server Load Balancer (SLB) instance.

Context

The ECS instances to be added as backend servers are attached with multiple ENIs before you add a
backend server group to an SLB instance.

For more information about how to attach an EIP to an ECS instance, see Bind an ENI.

Network Interfaces 7) Elastic network interfaces <

Name v Search ¥ Tag
&n- g F. Chinz East 1 Prirmary Bound
China East 1 . ary
sg-bpldr... -bp194y... 172.16.3.128 - 12 October 2018,
H 20 G e R e 00:16:3e:0c:2:88 oner el
i 1346
o — China East 1 Secondan Bound Modify | Unbind
China East 1 . - o Secondary 5 Modify bi
w_hnihe tember
7 Zone F sg-bptbe.. 192.168.0.230 00:16:3e:0a:dc: 76 25 September 2018,

13.47

@ Note Youcanaddthe primary and secondary private IP addresses of ENIs to backend servers
of only guaranteed-performance SLB instances.

Procedure
1.

2
3. Inthe left-side navigation pane, choose Instances > Instances.
4

. Onthe Instances page, clickthe ID of the SLB instance for which you want to create a backend
server group.

5. Clickthe VServer Groups, Def ault Server Group, or Primary/Secondary Server Groups tab.

@ Note Youcanaddthe primary and secondary private IP addresses of ENIs to default
server groups, VServer groups, and primary/secondary server groups. A VServer group is created
in the example.

6. Onthe VServer Groups tab, click Create VServer Group.
7. Onthe Create VServer Group page, click Add.

8. Inthe My Servers panel, turn on Advanced Mode and select Elastic Compute Service
(ECS)/Elastic Network Interface (ENI) fromthe Select Backend Server Type drop-down list.
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9. Select the ECS instances that you want to add to the server group and click Next to configure the
ports and weights for the instances.

10. ClickAdd.
If the default server group is added for a listener, you can view the backend server group that is
added with ENIs and secondary private IP addresses on the Instances page.

o = indicates an ECS instance.

o g indicates an ENIand its secondary private IP address.

Il c
Instance Name/ID: P Address 1 SIES  yonitor . PortiHealth CheckiBackend Server™ B e E‘{Eiﬁ%giaﬂhng Bepewal  actions
cthor
i11efab3
1b- Pay-As-You-Go(By SIS
b N e 120(Public IPv4 TCP: 443 e Normal Default Server Group 3 “ Shared- Traffic) Listener
g 2 sActive [l S Normal Defaut Semer Grous 3 Perormance 11012012 = Add Backend
ki clete - 0O ! D / N e e ! =
.Lubemetes.do not.delete @ WNormal Lefault Server Group 11-22:07 Created Servers
More~
511eZab3
acs-slo- F -
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6.Backend server FAQ

The following questions about backend ECS instances are frequently asked:

e Canladjust the number of backend ECS instances while my SLB instance is running?
e Canluse different operating systems for different backend ECS instances?
e (Canlattach ECS instances from different regions to the same SLB instance?

e Why do my records show frequent access to my backend ECS instances from IP addresses that start
with 100?

e Why are responses from SLB compressed even though my ECS instances are not configured for
compression?

e |s chunked transfer encoding supported if my backend ECS instances use HTTP/1.0?

e Why do my backend ECS instances frequently receive requests whose UA string value is
KeepAliveClient?

Can | adjust the number of backend ECS instances while my SLB
instance is running?
Yes.

You can increase or decrease the number of backend ECS instances for an SLB instance at any time and
switch between ECS instances. Before you performthese operations, make sure that health checkis
enabled and at least one backend ECS instance is running. T his ensures service stability.

Can | use different operating systems for different backend ECS
instances?
Yes.

You can use different operating systems for the backend ECS instances of an SLB instance. However,
the applications deployed on the ECS instances must be the same and have the same data. To
facilitate maintenance, we recommend that you use the same operating system for backend ECS
instances.

Can | attach ECS instances from different regions to the same SLB
instance?
Yes.

SLB supports cross-region deployment. You can add the IP addresses of ECS instances in different
regions to the SLB whitelist to use the instances as backend servers. This feature is available for public
preview. Submit a ticket or contact your business manager to use this feature.

why do my records show frequent access to my backend ECS
instances from IP addresses that start with 100?

SLB forwards external requests to backend ECS instances by using the internal IP address of the system
server. SLB also accesses the ECS instances to perform health checks and monitor service availability.

The IP address range of the SLB systemis . Therefore, many IP addresses that start with 100 are
accessing the ECS instances.

To ensure service availability, you must configure appropriate access rules for these IP addresses.
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Why are responses from SLB compressed even though my ECS
instances are not configured for compression?

A possible cause is that the client web browser supports compression. You can disable the Gzip feature
when you create listeners in the console, or use TCP listeners.

Is chunked transfer encoding supported if my backend ECS instances
use HTTP/1.0?

Yes.

Why do my backend ECS instances frequently receive requests whose
UA string value is KeepAliveClient?

Problem description:

Backend ECS instances frequently receive GET requests, but no users are sending access requests to the
ECS instances. Source IP addresses of these requests are internal IP addresses of Alibaba Cloud, and the
value of the User-Agent string is KeepAliveClient.

Cause:

TCP listeners are used, but the HTTP protocolis used to perform health checks. When health checks
that use the HTTP protocol are performed in TCP listeners, GET requests are used by default.

Solution:

We recommend that you use the same protocol for both listeners and health checks.
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