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= JTY \,25\ A , Mg “ . .
AccessKey ﬂfﬁ Ri&HAccesskey, A "5 1.2 key exists.
e =] Mg “a H
B = IS TS MFA Bﬁl%zm&?ﬁEMFA, MA "E 13 'IIEnsurs MFA is enabled for the
M, root" account.
Ensure that multi-factor
RAME 5 FEESMFA RAMAB S FFEMFA, 31 "B . 1.4 authentication is enabled for all
RAM users that have a console
password.
INRRAMA P ERIEIOXRB ERIT
. A, MA "ER" ; MRRAMAFH Ensure users not logged on for
B e
;_Agg;ghmﬁlmw RIEERNEAZ, WiwEEHE 1.5 90 days or longer are disabled
8, HEHME/NFETFIOKR, for console logon.
MA "ER .
(| 2 il
RAMA F H9AccessKey ?ﬂﬁ;?ggﬁfﬁ;@ikgiﬂei 16 Ensure access keys are rotated
EIEEN RN 0% ;'}:T SRIRAEAS . ’ every 90 days or less.
Ensure RAM password policy
1.7 requires at least one uppercase
letter.
Ensure RAM password policy
1.8 requires at least one lowercase
letter.
1.9 Ensure RAM password policy
’ require at least one symbol.
110 Ensure RAM password policy
’ require at least one number.
Ensure RAM password policy
1.1 requires minimum length of 14 or
RAMJEIEJF%‘EEB%HI%H’S RAMﬁﬁFLEu!ﬁgﬁmgq]%IﬁEEE?ﬁE% greater.
23K HIRENE, AN "R .
112 Ensure RAM password policy
’ prevents password reuse.
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2.2

5.1

2.5

3.3

2.7

3.1

3.2

3.5

BT EA

Ensure RAM password policy
expires passwords within 90 days
or less.

Ensure RAM password policy
temporarily blocks logon after 5
incorrect logon attempts within
an hour.

Ensure RAM policies that allow
full "™*:*" administrative privileges
are not created.

Ensure RAM policies are attached
only to groups or roles.

Ensure that ActionTrail are
configured to export copies of
all Log entries.

Ensure the OSS used to store
ActionTrail logs is not publicly
accessible.

Ensure that OSS bucket is not
anonymously or publicly
accessible.

Ensure virtual network flow log
service is enabled.

Ensure VPC flow logging is
enabled in all VPCs.

Ensure Web Application Firewall
access and security log service is
enabled.

Ensure legacy networks does not
exist.

Ensure that SSH access is
restricted from the internet.

Ensure the security group are
configured with fine grained
rules.
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HER

VPCEEX MBREXKERERPFE
ELO—EZMEBEAIPHILNERESR,
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ERPRECSHIEHEFBME, W
A ER .

FEHNECSHIEHEFEME, N
A AR .

ZREHRLRMBIMBECSEANR
BHE’E, 8 a0 .

FBECSEAERERZED LA
B, K "Ean .

OSSEMZENEEERIHBERAE
=i, AR AR .

OSSEMTENRRBEIE LS
ERBIE A RIREAHTTPS, HEE
#iFEeER A RIREAHTTP, M
A AR

OSSTEFRE=EEEMRIRENTLE,
HARRBE P B S R AV EIPIE
B, WA "R .
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4.4

3.4

4.1

4.2

4.1

4.2

4.5

8.7

4.6

8.2

5.3

5.4

5.7

BT EA

Ensure no security groups allow
ingress from 0.0.0.0/0 to port 22.

Ensure no security groups allow
ingress from 0.0.0.0/0 to port
3389.

Ensure routing tables for VPC
peering are "least access".

Ensure that 'Unattached disks'
are encrypted.

Ensure that 'Virtual Machine’s
disk’ are encrypted.

Ensure that 'Unattached disks'
are encrypted.

Ensure that ‘Virtual Machine’s
disk’ are encrypted.

Ensure that the latest OS Patches
for all Virtual Machines are
applied.

Ensure that scheduled
vulnerability scan is enabled on
all servers.

Ensure that the endpoint
protection for all Virtual
Machines is installed.

Ensure that all assets are
installed with security agent.

Ensure that logging is enabled

for OSS buckets.

Ensure that 'Secure transfer
required' is set to 'Enabled'.

Ensure network access rule for
storage bucket is not set to
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IR

Ensure server-side encryption is
set to ‘Encrypt with Service Key'.

Ensure server-side encryption is
set to ‘Encrypt with BYOK'.

Ensure that RDS instance requires
all incoming connections to use
SSL.

Ensure that RDS Instances are not
opento the world.

Ensure that 'Auditing' is set to
'On' for applicable database
instances.

Ensure that 'Auditing' Retention is
'greater than 6 months'.

Ensure that 'TDE' is set to
'Enabled' on for applicable
database instance.

Ensure parameter
'log_connections' is set to 'ON'
for PostgreSQL Database.

Ensure server parameter
'log_disconnections' is set to
'ON' for PostgreSQL Database
Server.

Ensure server parameter
'log_duration is set to 'ON' for
PostgreSQL Database Server.

Ensure Network policy is enabled
on Kubernetes Engine Clusters.

Ensure ENI multiple IP mode
support for Kubernetes Cluster.

Ensure Kubernetes Cluster is
created with Private cluster
enabled.
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THEKSHZE, BEHFETELET:

o REFITEMEME . BiR. SMEBNANKEDHBM—MKSHERE ., WREFESIKSEH, N

LEME S AR &?EWT%%@EH—A&AK?,éuT§Am?ﬂWE§H—AmA
KEHABRANERY, BEINARERD, BEUNAALERTERKSARAVS TR,

om%ﬁﬁﬁﬂ%%Am?ﬂWm&m&?%@ﬁﬁﬁﬁ%%%ﬁﬁé,&%@ﬁ#mﬁ@ﬁ&ﬂ&ﬁ%%
ARBENEERES.

o REFITEMABTHRAKSHERRIIER, KYFE200HEE, BEMOLSFHE,
BB B S IR S AR BN T RATR

MRS HAEE A

LEKSAASNMAKSKENSHEERESE N, CUEEKSHEREERKSED
- LEKESAZE, ZHSALHEDRISRERTRRKSHNE, FEATRSMATZLE
ERKSH KESAD, HEAAEENKS EELLSHEERES .

BTV EERKSHEREEAKS REME—TEBKSH.

PV EBKSHEREEBAKSHEEEXIKSAN, EMNRFEERPERATHEILSR
kS, SRFEERPHERAKSH, AEXNKSEFFAAHNES, FTELVEERKSHE
REBRAKSFIHRBIMBNRAKSMAZBEXKSHSP,

UM EEKERETSERKENEEERTERARAKSH, dUEEKSRERSER
WS EAHZRRAKS HTAMNSE, BENKSABNBIZEWL, FEZRRAKSNEE
BEXESH NS ADER,

MREWVEBKSHEBREEAKSRETEEKRSH, WEREHITHKANNBEXKSH, B
EREKSHNEETRRERPHMERAKS, NRAREBEXNKSA.

mE2REKS4A

1. BREEHITEH S,

EEMSHE, BEKSA.

ERSHRE, PHMEKSAH,

. ENMEKSATE, FREKSHENRNER, BEERSHEXR IS,
BERR,

T%?ﬁﬁ$¢ BRI SANRSHERETM, HAMEKSAHNI . BETUEEBRKSAN
BIR. Hx, RRAKSHE. KSHXBMOIZENE,

vos W
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MEEBEXKSA

1. BREETHEHA,

EEMSHE, 2EKSA,

ERSHARE, LEHRKSAH.

ENEKSANE, LREKSASHER, BREHEMER.
ERBEERPETBRHAKS, ERE.

BERR.

ERSAHIERD, BRKSANKSHUIRTM, RRNEKSAMNI . BETUEEBRKSAN
B, R, HRKSHE. KSAXDMEIZNE,

2.4. EIKSHNEE

BEERPHEVERKSHEREERKS TMERKSHN SRR, BIIRMEABREEKS .
WSHNEEENE, PUERKSHEREEIKSTEFIRFRE . BR. SASNAN KL PH
BirkSHRE,

AU S

@ e KREEENKSANRESETNER, 2EKSHNESREN.

PV ERBKSHEREEAKSERSHPRMEABIRRAKSE, HEUVEBRKSHBREERIKS, B
R RIS BRI T RAR,

NEWERKSHEREEAKSH

AL

BRIE X AR B2 I S B9S2

° MRMAKSRIEEETITRSXKAR, WSEH

i,

R \ o RAKSEENMUNANELREE,

o RUEEKSHERERRAKS o - o
BB RS S EIE, e HAKSERENERZEMZREHENENEE

. B m SRR e SEHSRENR, REUNCLERKSRETRE
CLYSKSUSEESAKS?  maxsmn.

RRAKS o e © RAKSERS. FR. SHOTMNRE, FoX

) o 5 2 T Bk SMABKSARE, RAKSTUSEASH

¢ CUERKSHZRBRAKS S BB, URLWEBKSHEREERKSEKS A
BENRREENARBHEN, X REFREANASNE, HRKS FEERANNE
TS ER. e, BSEANSANELEN, REEHECH

#R.

o KSHEPEHENANMENEBNIHAKS LR,
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° WAKSHEMHME. BE. SHENMNER, FEF
N = Bl 42 Ak =
.« AUSEKESREESERKEE FHFKRSHEZLABNKSHRE,
SEBE R A KS NS ELIE, o KSATSEHHNMUMEMEX MR KS KM
o DIESEKEHERSEIKS R ° HAKSHEEHITRSXKAGKRE.

B EKS ZESHMZOAUNENE, ¥ o FAKSHCHFEOANMNANERKRERE.

ZRAKS AN, T o
ZR RS KK o FERENARSHENNGLREQDES,
e PUERKSHZRERRKSK RS EHREIEERERS RS MHBMEINR
EAERERAESIEEN, X B
TR RIS . P .
ZRRMS KU o REIKSNMTIAE SIS EREE SRS,
FEEELVEEKSREREERKS NEE,
BESR

1. BREEHITEGSE,

2. EEMSHE, BEKS4A,
3. AXKSAHARNE, RHEMRKSHXNEFTINEE.
4. ERERSAHARNE, FREKSHSHRNHEL, BRETREMR .
5. AR RERPEEERMAKS, REHE.
o MMARKS: ARBFEEHRRXE, BEHRNARKSHENELRE, FEERNKSXE, ER
ZMEIKS
o BIRMAKS: ZEERNKS K, REFBRMAKSIHAENSIEE, BRZMAKS,
6. BHER.,

AERSHIIED, EFEAFKSAHANERER, BUMEFERKSAHANSR, MAMKAKSHE.

2.5. MERKSAH

BEARPHNEVEEKSHBIREERAKSTUNRKSH, BRKSAHE, CUEEBKSHEBREER
KEAEBEPEREZKSHPIEMAKSHRR, EUERKSHRIREERAKSHEZKSAPIHIEN
MUMENS EEEHEMER, BEREKE., ZKSHAPHRKS BSHEZNAVWNEMLESBIRE,

CIE St
ERAEACIEEKSHERERRKSER,
BRER

EHIRKSHZE, REFETHTELNT:

o M. BIR. SMBMAN KBS HTE B NHFMER.

o KSHPHMUMEMEENEMIR, ERTIKE.

o ISHDFENMBEMERBHHMR, BERTIKE,

o KSHTHAKSHEEFHRSXKACKRE.

o MRENHAKSFABHIIKSAHIWMR, WiZMAKSENRINTERZKSERAREFIRS.
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EEMSHE, 2EKSA,
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2.6. BEEKSHANNEIR

CVEEKSHBREERKSTUEERSHNMEMAKSEMBERESNRFEER, JLUBEMiEE
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e MEPWEEBKSHBIREERIKSASNKSARET ARNMN, EMEKSAHRNIIMRIKSHZEIRE
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EERBREE
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EERFRENEZ%
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ERSHPHFEZNENBRETZKSEH, N ZKSHRNAERRKSHERER.
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R AERLYEBKSHERERAKS TR,
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ERSHREESMEFEN, JUMMNLEENKSEEEERRNEART, ARKSHEEFSNEH
B, REMANLEEEEZRNESIRE,
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2.8. EBKSHRABAN

ERSHPHFZNMAWBEFTZKSH, WZKSHRNRERRKSHEREL.

AR &M

B RERCIYEEKRKSHEREERKSER,
B2ER
BIRSNKSHYTFITEMNRESFELE,
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BERRE, B8N ERAESINEFEN,
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o BREBHNSHEN, BEREFE=MHENENL,
o EEHIIFNAPHED, BESLAPIEY,

BREFR

1.
2. EEMSHMEE, BHBREFI.

3.

4. R BFEENRBHNEM4ER, EERSHNEAGR.

5.

3.

EREEHIHEH S,

AREETE, BIFHETIRE BB,

HEZ=KSIBET Configh] DescribeConfigurstionRecorder L1,

R BrE v s Q - 202055115178 10:20:25
Access Key
LT BRE Sesk ——

ApiCall
+ 20208125 175 1009:49 AEZEHS) urationRecorder
+ 20202125 1785 100942 FAREERS) =

EEAD
+ 20205125 178 08:50:24 dong RAM %)

ol cvld
+ 20202126 178 09:50:24 dang (RAM R 42120,
+ 20201251785 09:50:24 deng (RAM FBF)

MRECHFEEFRFEHOBEXRTBENARIER, BEEFEHRIELN +BER,

= 2020512148 11:58:09 (IEZEHS) PutConfigRule

FIEEZASAT Configh PutConfigRule BT,

Access Key - Bl
Fe ) &2 (1) Fi4atE 20205125148 11:58:00
RSB - ERID 23074D6A-ACEB-45DE-AF68-FEAFT3561631
=40 23074D6A-ACEB-45DE-AF68-FEAFT3S polly:ch o 106.11.
BHER PutConfigRule BrE
ARREE(1)
s
ACS:Config:Rule cr-e2d16457e0d3004,

2. BIEEHEMREX

AXAENE—MRESHEANXBTRREIN, FNCREAXIRM,
BRESHNXEZR

B E3id) 2RISR BN iR
acsRegion  String £ cn-hangzhou FaT 2 = ith 3

=D
B351867A-2243-4788-91E5-8FD5

ACS:ConfigzRule

b=
W2 (B8)
==E

config-share.cn- aliyunc
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XD
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EEHITARREE-EEHIT BEE T
B Eid) 25 S Al R
apiVersio HeventTypeBUE A ApiCallty, BIESEH
np String & 2014-05-26 RE—MAPIEIER, LB, ZFERNAPI
BIRAER.
eventld Strin o F23A3DD5-7842-4EF9- BHID, BEETARMEESHITE
9 = 9DA1-3776396A**** B—GUID,
EHER.
e WNReventTypeBUERApiCall, ZF
eventNam i BAAPIETR,
String = CreateNetworkinterface
e o fNReventTypeBUER N ApiCall, %
FRABMBNENEY, ZTREHE
X,
i:entSour String 2 ecs.aliyuncs.com EU S
Zvenmm String g 2020-01-09T12:12:142  EHHEERE (UTCER) .
RENSHER, BE:
® ApiCall: OpenAPERAZSE M, KSM
BREHAETOpenAPIF A, JRH
BETABSIERAApICall,
® (onsoleOperation (ConsoleCall)
BoEf e EXZnRESHt. AT
RERHSHEZRHRZET
OpenAPERA &R BT, BEBRIEHITSE
I HEHRBIERA
eventTyp . . ' ConsoleOperationzConsoleCall, Itk
o String = ApiCall EEHNERHL—ERAPIEZIR, B
BB A ERBEITANE X,
e AliyunServiceEvent: IR MRE
TSN BN R BERNITORIESH, B
AIEEZ M EIAINZ A ENRKS
%,
e passwordReset: BBEEEMY,
e (ConsoleSignin: BREH&BREMH,
e (onsoleSignout: R4EIBBEHEH,
SYEMTYERS string 2 1 BIEBHRRIIRE, UBIRAR.
errorCode String &= NoPermission Eﬁiﬁ%ﬂEAPnﬁ*Ziiﬁﬁw’ R
Ei=E, -
=AR& SR =2t 3 4
errorMess String = You are not authorized. K?Ei&t}EAphﬁ*&éEiﬁliﬂj, 1ERH
age HIRER.
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requestld String

requestPa

T
rameters
responsek =g
lements
reference
dResourc FH
es
serviceNa .
String
me
sourcelpA .
Strin
ddress 9

userAgent String

userldenti

FH
ty FH

Jalil
o
i

Jalul

iy

7|

iy

it

Jali

[l

=
=

userlddentityB B F B TR

B Bt
type String

principalld String

BRI
=
=
=
=

i

F23A3DD5-7842-4EF9-
9DA1-3776396AD58D

R

RER

AR

Ecs

11.168.XX.XX

Apache-HttpClient/4.5.7
(Java/1.8.0_152)

AR

i

ram-user

28815334868278****

R

15KID,

APIE RN S,

APIIE R 8914

EHRMNRRTIE,

ERBEXNEREZER,

EHRRERIPHLL,

RIEAPIS RN Z P isARERR, BUETR
iR

e AlibabaCloud (Linux 3.10.0-693.2.2.
el7.x86_64,x86_64) Python/2.7.5 Co
re/2.13.16 python-
requests/2.18.3,

® Apache-HttpClient/4.5.7 (Java/1.8.0
_152),

BERENZHER.

Biiipay

BEE, YRIXFNSNEREE:
e root-account: ME=KS,

e ram-user: RAMAF,

e assumed-role: RAMAE,

e system: MERRSE.

HHEEREHNID,

o WNRtypeBUE N root-account, M2
RME=EKSID,

° tNRtypeBUEN ram-user, WiEH
RAMAEFID,

e NRtypeBUE NN assumed-role, Mg
RolelD:RoleSessionName,
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B el =EIER Al R
accountld String 2 112233445566**** fIEE =KSID,
o WNRiEREIEISDKIFIIAPI, MIZHR
K ZFE,
ALCESSREY String &= 55nCt AwmPLKkk****
Id o MBBEBRETBEIZHABR, WKFR
AER,
e tNRtypeBUEN ram-user, WigR
} RAMAF &,
userName  String = B** .
* WNRtypeBUE Hassumed-role, M2
XRoleName:RoleSessionName,
BEREBELIRNRESHEEBAPIZEY
{"attributes": EHAERMERZFE. ZFEBNREAE
) {"mfaAuthenticated": BE:
SESS|0nCO H I~ n non 1, n.
ntext String A true", "creationDate": e creationDate : BIEETE.
"2015-12-
317T06:33:142" } L4 mfaAuthenticated : APERE

HANREEAZSERALE.

Nl
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"eventId": "F23A3DD5-7842-4EF9-9DA1-3776396A****",
"responseElements": {
"RequestId": "F23A3DD5-7842-4EF9-9DA1-3776396AD58D",
"NetworkInterfaceId": "eni-bpl2f9rjbjgauktz****"
b
"eventVersion": "1",
"requestParameters": {
"Tag.l.Key": "CreatedBy",
"RequestId": "F23A3DD5-7842-4EF9-9DA1-3776396AD58D",
"SecurityGroupId": "sg-bplOmvd8143rlfksx***",
"Tag.l.Value": "StreamCompute",
"VSwitchId": "vsw-bpliggmaj4lnoh2c8***x",
"RegionId": "cn-hangzhou",
"SignatureType": "",
"stsTokenPlayerUid": 165266556947****
b
"eventSource": "ecs.aliyuncs.com",
"sourceIpAddress": "11.168.XX.XX",
"userIdentity": {
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2020-01-09T12:12:147"

s
"accessKeyId": "STS.NUnjonugKaEOMZGST****",
"accountId": "116214825062****",
"principalId": "31645666448606****:116214825062****",
"userName": "aliyunstreamdefaultrole:116214825062****",
"type": "assumed-role"
by
"eventType": "ApiCall",
"referencedResources": {
"VSwitch": [
"vsw-bpliggmalnoh402c8****"
1,
"SecurityGroup": [
"sg-bplOmvdl43r6lfks****"
]
s
"serviceName": "Ecs",
"additionalEventData": {
"Scheme": "http"
by
"apiVersion": "2014-05-26",
"requestId": "F23A3DD5-7842-4EF9-9DA1-3776396AD58D",
"eventTime": "2020-01-09T12:12:14z2",
"acsRegion": "cn-hangzhou",
"eventName": "CreateNetworkInterface",

" expanded": true
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EEHEHESHEMFHITRIEN, BUUERFFEHPEORFPREEESEHTENEERSEH. BIFFITX
BFRERSHRBEBFRSSISHERE (LogStore) HIFTREFEMOSSHITZMEZE (Bucket) &, B
e, BBERITERK,

BAEINCR T AFEEOpenAPEEH EF N A RFZRRNTENERSY, REFHSHERFHT
P EWNEHUWTRATR,

OpenAPIZ#R iR
ActiveAggregateConfigRules BRAKSHRNBN,
ActiveConfigRules #HEERIEERN,

AttachAggregateConfigRuleToCompliancePack

AttachConfigRuleT oCompliancePack

CheckServiceLinkedRoleForDeleting

CopyCompliancePacks

CopyConfigRules

CreateAdvancedSearchFile

CreateAggregateAdvancedSearchFile

BRSARNAUMAERE

BRAWMAERE,

RERSHEZEUNR.

ERENE.

SHIMm.,

EMERER, HATRIHE,

WSHEMBERER, F TR,

CreateAggregateCompliancePack ARSHUEESHE,
CreateAggregateConfigDeliveryChannel AIRSHBBIRISBRE,
CreateAggregateConfigRule ARSHBIZEN ,

CreateAggregateRemediation

AIKSHBIREIERE.

CreateAggregator BIEKSA,
CreateCompliancePack BIREHE .
CreateConfigDeliveryChannel BIBIERIE,
CreateConfigRule B,
CreateDeliveryChannel BIERBRIE,
CreateRemediation BIRBIERE.
DeactiveAggregateConfigRules ERKRSHRBFN,
DeactiveConfigRules =R,

DeleteAggregateCompliancePacks

BRIKSHNNENE .
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OpenAPIZ R
DeleteAggregateConfigDeliveryChannel
DeleteAggregateConfigRules
DeleteAggregateRemediations
DeleteAggregators
DeleteCompliancePacks
DeleteConfigDeliveryChannel
DeleteConfigRules
DeleteRemediations
DescribeCompliance
DescribeComplianceHistory
DescribeComplianceReport
DescribeComplianceSummary
DescribeConfigRule
DescribeConfigurationRecorder
DescribeDeliveryChannels
DescribeDiscoveredResource
DescribeDiscoveredResourceBatch
DescribeEvaluationResults
DescribelntegratedServiceStatus
DescribeProductComplianceSummary

DescribeRemediation

DetachAggregateConfigRuleToCompliancePack

DetachConfigRuleToCompliancePack

GenerateAggregateCompliancePackReport

GenerateAggregateConfigRulesReport

GenerateAggregateResourcelnventory

i

I BRIK S H N BIREBRIE.

M BRARN

HRKSARNNEERE.

MRS 4

MBREME

MpRiRERE,

HEMRAM,

MBREIEIRE.

EWRFRNEAREFR.

EWRRNEMERRIURE,

EHRFEEFS.

HERMERIES.

EWMNIFEER,

EWEM RS HEBRTS.

ERZRESEMERRIUTME,

EEEIFIRE.

BRSARNAUNERELPBEEH,

BRAUWNEME B,

AKSHANEMEERITHERS .

AMKSHRMUZF P EIFTE MR ERLIFEIRE.

ARSHEMRREFE.
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OpenAPIZ R

GenerateCompliancePackReport
GenerateConfigRulesReport
GenerateResourcelnventory
GetAdvancedSearchFile
GetAggregateAccountComplianceByPack
GetAggregateCompliancePack
GetAggregateCompliancePackReport
GetAggregateConfigDeliveryChannel
GetAggregateConfigRule
GetAggregateConfigRuleComplianceByPack
GetAggregateConfigRulesReport
GetAggregateConfigRuleSummaryByRiskLevel
GetAggregateDiscoveredResource
GetAggregateResourceComplianceByConfigRule
GetAggregateResourceComplianceByPack
GetAggregateResourceComplianceGroupByRegion

GetAggregateResourceComplianceGroupByResource
Type

GetAggregateResourceComplianceTimeline
GetAggregateResourceConfigurationTimeline
GetAggregateResourceCountsGroupByRegion
GetAggregateResourceCountsGroupByResourceType
GetAggregateResourcelnventory

GetAggregator

GetCompliancePack

GetCompliancePackReport

GetConfigDeliveryChannel

i

EREMEITERS.

ERMN G RIFEIRS

KRR RERRS.

EWERER, HTRIH.

EHKSHNEMBPHRANENER.

EWKSHRNNENRIFR.

EWKSHNNERLITERS.

EWKSHNNRBEREER,

EWIKSHRMMIERS.

EHKSHNEMBAANNENER.

EWKSHRANIROITERS .

EWKSHRNANR LS RNERE,

FEKSAHRNPRRIES.

EWKSHRAUEITEER

EHKSHENEMBNRRENSRT.

EWKSHRANEBIHS NS,

EWKSHRAUNERS AL,

ERKSARNT RSN EL,

EEKSHNRREEN B,

M EHAEEESEKSHRARRNRITER.

NEREBREEEHKSHARBNRITER,

EWKSHRNBRBRERS.

HEEKSAHER,

EWEMNEFRS.

EWEMEITERS .
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OpenAPIZ R

GetConfigRule
GetConfigRuleComplianceByPack
GetConfigRulesReport
GetConfigRuleSummaryByRiskLevel
GetDiscoveredResource
GetDiscoveredResourceCounts
GetDiscoveredResourceCountsGroupByRegion
GetDiscoveredResourceCountsGroupByResourceType
GetDiscoveredResourceSummary
GetManagedRule
GetResourceComplianceByConfigRule
GetResourceComplianceByPack
GetResourceComplianceGroupByRegion
GetResourceComplianceGroupByResourceType
GetResourceComplianceTimeline
GetResourceConfigHistory
GetResourceConfigurationTimeline
GetResourcelnventory

GetServiceQuota
GetSupportedResourceTypes
GetSupportedResourceTypesForSpec
GetSupportedResourceTypesinfo
IgnoreAggregateEvaluationResults
IgnoreEvaluationResults
ListAggregateCompliancePacks

ListAggregateConfigDeliveryChannels

i

EWMNES,

EWENETRANEENSASRIL.

EWMNIRITERS

(o}

BN R SR 4R SFE

HERRRIES.

Im}
Ry

EWRRIBHEENRITER.

EHRRNRRLEEENRITER,

(o}

B BEPRERRE.

EWEENNES,

EWHAMNBFZFREMEIT .

EWENENEREMNE

Mitb i #EEWRRNARRI,

NEREBEETHRENSASRIL.

EWRFREME EL,

BERFEEREICR,

EERFEENEL.

ERRRERREER.

EWRSE,

ERREHITSFNRRERIIE,

EWEREF I SUFNRRERIE,

EWEREFHHFNEREEROEERSR.

RERSHRMNBIFMEER.

)

BRI SR,

&

ERKSHNNEMETIE.

EWKSHRNNRERETIE,

> MA4RRA: 20220704

50



BEHRITARREE S/FHIT =A==k
OpenAPIZFR R
ListAggregateConfigRuleEvaluationResults T KSHANAN AT EERTIE,
ListAggregateConfigRules EWRRSHNBMNUFZE,
ListAggregateDiscoveredResourceRelations EHRSHRNNERERIE,
ListAggregateDiscoveredResources ERRSHANBNERIE,
Ir_]istAggregateDiscoveredResourcesByAdvancedSearc 8 2K S A A R IE R
ListAggregateRemediations THKRSHANKABEEERETIX.
ListAggregateResourceEvaluationResults RS HAMUEITEERTIE,
ListAggregators EHKSHIIE,

List Cadt AppResource TN ARMTRERNERIIE.
ListCompliancePacks EHEMEIIE,
ListCompliancePackTemplates EHEMEER,
List ConfigDeliveryChannels EWRBRBEIIE,
List ConfigRuleEvaluationResults EFWHERFFHIIE,
ListConfigRules F\HMUTIE,
ListDiscoveredResourceRelations BHRFEXRIER,
ListDiscoveredResourceRelationsBatch HEFBWRREXRIIE,
ListDiscoveredResources BERFIRER.
ListDiscoveredResourcesByAdvancedSearch HRERIE,
ListintegratedService ERENEREFHERNTRS.
ListManagedRules FWIEERAMNTIE,
ListRemediations THBIERETE.
ListRemediationTemplates EWEBIEERIIE,
ListResourceEvaluationResults THERITHER.
ListResourceOwnerlnAllAggregator EHKSHNNARER.
ListServiceQuotas B RFECET &R,
ListSupportedProducts EHREFITFNTRSTIE.
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ListTagResources

PutConfigRule
PutConfigurationRecorder
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RevertAggregateEvaluationResults
RevertEvaluationResults
StartAggregateConfigRuleEvaluation
StartAggregateRemediation
StartConfigRuleEvaluation
StartConfigurationRecorder
StartRemediation
StopConfigRules
StopConfigurationRecorder
TagResources

UntagResources
UpdateAggregateCompliancePack
UpdateAggregateConfigDeliveryChannel
UpdateAggregateConfigRule
UpdateAggregateRemediation
UpdateAggregator
UpdateCompliancePack
UpdateConfigDeliveryChannel
UpdateConfigRule
UpdateDeliveryChannel

UpdatelntegratedServiceStatus

i
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" RETERE: YRFREETEN, REHIEBASRSSLSKREBZIRE
EREERE TEHSE,
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B AKS BEDEASHARN, 81F: HRAKSHEEHITRSXKA
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NEEANSWEE

X TISONRAXHHRNBTRA, BERNEERSESTERERNERIFEERSASHRER,

4.2.2. REERBETZEHELREIRH

BEAET T REEFHNRREELEHLIRER HERSSISHARRAMEZSHIHA.
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LEWS 110803419679+ ERIRFEZECSHIIFFESF MG CIERE  test disk , F configuratio
niff FERZENTFFRFEE null NTEFFEHAER,
£ relationship ] relationshippiff PRREFEIFIEIAXEIE 1-8psdh7l6lphbnl0l****

accountId:110803419679****

arn:acs:sls:ap-cn-huhehaote:11080341967%9****:sls test

availabilityZone:cn-huhehaote-a

captureTime:1642411308000

configAggregators:

configuration: {"DetachedTime":"", "Category":"cloud efficiency","KMSKeyId":"","Description
""", "ResourceGroupId":"rg-aekzmdckngg****" "Size":40, "Encrypted":false, "DeleteAutoSnapsh
ot":false, "DiskChargeType":"PrePaid", "Attachments": {"Attachment": [{"AttachedTime":"2022-0
1-17T09:20:147Z", "InstanceId":"i-8psdh7161lphbnlQl****" "Device":"/dev/xvda"}]},"MultiAttac
h":"Disabled", "ExpiredTime":"2022-02-17T16:00Z", "ImageId":"win2012r2 9600 x64 dtc en-us 4
0G_alibase 20211217.vhd","StorageSetId":"","Tags":{"Tag":[]},"Status":"In use","AttachedT
ime":"2022-01-17T09:20:142", "StorageClusterId":"", "ZoneId": "cn-huhehaote-a", "InstanceId":
"i-8psdh7161phbnl0l****" "ProductCode":"", "SourceSnapshotId":"", "Device":"/dev/xvda", "Per
formanceLevel”:"","DeleteWithInstance":true, "EnableAutomatedSnapshotPolicy":false, "Enable
AutoSnapshot":true, "AutoSnapshotPolicyId":"", "DiskName":"", "test disk":"", "OperationLocks
":{"OperationLock":[]},"Portable":true, "Type":"system", "SerialNumber":"8psdh7161lphbnl0i**
**W "CreationTime":"2022-01-17T09:20:10Z2", "RegionId":"cn-huhehaote", "DiskId":"d-8psdh7161
phbnlQi***x*"}

configurationDiff: {"Category": [null, "cloud efficiency"], "ResourceGroupId": [null, "rg-aekzm
dckngg****"],"Size":[null, 40], "Encrypted": [null, false], "DeleteAutoSnapshot": [null, false],
"DiskChargeType": [null, "PrePaid"], "Attachments": [null, {"Attachment": [{"AttachedTime":"202
2-01-17T09:20:142", "InstanceId":"i-8psdh7161phbnlQl****" "Device":"/dev/xvda"}]1}1,"MultiA
ttach":[null, "Disabled"], "ExpiredTime": [null, "2022-02-17T16:00Z2"], "ImageId": [null, "win201
2r2 9600 x64 dtc en-us 40G alibase 20211217.vhd"],"Tags":[null, {"Tag":[]}],"Status": [null
,"In use"],"AttachedTime": [null, "2022-01-17T09:20:142"],"ZoneId": [null, "cn-huhehaote-a"],
"InstanceId": [null,"i-8psdh7161lphbnl0l****"] "Device": [null,"/dev/xvda"],"DeleteWithInsta
nce": [null, truel], "EnableAutomatedSnapshotPolicy": [null, false], "EnableAutoSnapshot": [null,
true], "OperationLocks": [null, {"OperationLock":[]}],"Portable": [null, true],"Type": [null,"s
ystem"], "SerialNumber": [null, "8psdh7161lphbnl0i****"] "CreationTime": [null, "2022-01-17T09:
20:10Z"],"RegionId": [null, "cn-huhehaote"],"DiskId": [null, "d-8psdh7161lphbnl0i****"]}
dataType:ConfigurationItemChangeNotification

regionId:cn-huhehaote

relationship: [{"regionId":"cn-huhehaote", "relationType":"IsAttachedTo", "resourceId":"i-8p
sdh7161phbnl0l****" "resourceType":"ACS::ECS::Instance"}]
relationshipDiff:{"relationship diff":{"relationship add":[{"regionId":"cn-huhehaote", "re
lationType":"IsAttachedTo", "resourcelId":"i-8psdh7161lphbnl0l****" "resourceType":"ACS: :ECS
::Instance"}], "relationship delete":[]}}

requestId:be30368b-71dd-4367-9871-d00e565£8679

resourceCreateTime:1642411210000

resourceEventType : DISCOVERED

resourceGroupld:rg-aekzmdckngg****

resourceld:d-8psdh7161lphbnl0i***x*

resourceName:test disk

resourceStatus:In_use

resourceType:ACS: :ECS: :Disk

tags:{}

o ZEEIR
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LBIKS 118239008140**+* FERPRFSESECSHIMMMIE AT test disk KEEFRE keyl ,  co

nfigurationDiff EFEE?E&E%%%QEW%E null *ﬂg EEE\ keyl , E relationship 0
relationshipDiff PRIREEBMIREXEIR i-bplg9rukkdarOdro**** |

accountId:118239008140****

arn:acs:sls:cn-hangzhou:118239008140****:sls test

availabilityZone:cn-hangzhou-i

captureTime:1630422042000

configAggregators:

configuration: {"DetachedTime":"2022-01-17T09:27:402", "Category":"cloud efficiency", "KMSKe
yId":"","Description":"", "ResourceGroupId":"","Size":20, "Encrypted":false, "DeleteAutoSnap
shot":true, "DiskChargeType" :"PostPaid", "MultiAttach":"Disabled", "ExpiredTime":"2999-09-08
T16:00Z","ImageId":"", "StorageSetId":"","Tags":{"Tag": [{"TagKey":"keyl", "TagValue":""}1},
"Status":"Available", "AttachedTime":"2022-01-17T09:02:01z","StorageClusterId":"", "ZoneId"
:"cn-hangzhou-i", "InstanceId":"", "ProductCode":"", "SourceSnapshotId":"", "Device":"", "Perf
ormanceLevel":"","DeleteWithInstance":false, "EnableAutomatedSnapshotPolicy":false, "Enable
AutoSnapshot":true, "AutoSnapshotPolicyId":"", "DiskName":"test disk","BdfId":"", "Operation
Locks": {"OperationLock":[]},"Portable":true, "Type":"data","SerialNumber": "bplfybsdhwesp8k
v¥*Fx" "CreationTime":"2021-08-19T09:11:482Z", "RegionId":"cn-hangzhou", "DiskId":"d-bplfybs
4hwesp8kv****"}

configurationDiff: {"Tags":[{"Tag":[]}, {"Tag":[{"TagKey":"keyl", "TagValue":""}1}1}
dataType:ConfigurationItemChangeNotification

regionId:cn-hangzhou

relationship:

relationshipDiff: {"relationship diff":{"relationship add":[],"relationship delete":[{"reg
ionId":"cn-hangzhou", "relationType":"IsAttachedTo", "resourceId":"i-bplg9rukkdarOdro****",
"resourceType":"ACS::ECS::Instance"}]}}

requestId:4£9a90a9-63bf-43bd-981d-bcl5658c423e

resourceCreateTime:1630422000000

resourceEventType :MODIFY

resourceGroupId: rg-acfmwvtff2y***

resourceld:d-bplfybsdhwesp8kv****

resourceName:test disk

resourceStatus:Available

resourceType:ACS: :ECS: :Disk

tags: {"keyl": [""]}

o MIBREIR
EBIKS 120886317861%*x* FERPRFI|ECSHIFERERFMIIMBR S test disk , T configuratio
nDiff EPEE:%&%EEEM%E?’FUQEE%E null , 7:E relationship # relationshipDiff EF'EH_T
SELEXEIR,
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accountId:120886317861****

arn:acs:ecs:cn-huhehaote:120886317861**** :disk/d-hp33mwzuof9goa22****
availabilityZone:cn-huhehaote-a

captureTime:1629875147000

configAggregators:

configuration: {"DetachedTime":"", "Category":"cloud essd","KMSKeyId":"", "Description":"",6"
ResourceGroupId":"","Size":40, "Encrypted":false, "DeleteAutoSnapshot":false, "DiskChargeTyp
e":"PostPaid", "MultiAttach":"Disabled", "ExpiredTime":"2999-09-08T16:00Z", "ImageId":"","St
orageSetId":"","Tags":{"Tag":[]},"Status":"Available", "AttachedTime":"","StorageClusterId
""", "ZoneId":"cn-huhehaote-a", "InstanceId":"", "ProductCode":"", "SourceSnapshotId":"", "De
vice":"","PerformancelLevel”:"PL1", "DeleteWithInstance":false, "EnableAutomatedSnapshotPoli
cy":false, "EnableAutoSnapshot":true, "AutoSnapshotPolicyId":"","DiskName":"test disk","Bdf
Id":"", "OperationLocks": {"OperationLock":[]},"Portable":true, "Type":"data", "SerialNumber"

:"hp33mwzuof9goa22****" "CreationTime":"2021-08-25T06:52:35Z", "RegionId": "cn-huhehaote","
DiskId":"d-hp33mwzuof9goa22****"}
configurationDiff:{"Status":["Available",null], "Category":["cloud essd",null],"ZoneId": ["
cn-huhehaote-a",null],"Size":[40,null], "Encrypted": [false,null],"PerformanceLevel”: ["PL1"
,null], "DeleteAutoSnapshot": [false,null],"DeleteWithInstance":[false,null], "EnableAutomat
edSnapshotPolicy": [false,null], "DiskChargeType": ["PostPaid",null], "EnableAutoSnapshot": [t
rue,null],"DiskName": ["test disk",null],"MultiAttach":["Disabled",null], "OperationLocks":
[{"OperationLock":[]},null],"Portable": [true,null],"Type":["data",null], "SerialNumber": ["
hp33mwzuof9goaz22ic6g",null], "ExpiredTime": ["2999-09-08T16:00Z",null], "CreationTime": ["202
1-08-25T06:52:352",null], "RegionId": ["cn-huhehaote",null], "Tags":[{"Tag":[]},null],"DiskI
d": ["d-hp33mwzuof9goa22****" null]}

dataType:ConfigurationItemChangeNotification

regionId:cn-huhehaote

relationship:
relationshipDiff:{"relationship diff":{"relationship add":[],"relationship delete":[]}}
requestId:d9bca2bc-75ba-4e4c-92dd-7cc38e779806

resourceCreateTime:1629874355000

resourceEventType :REMOVE

resourceGroupld:rg-acfmw3tyS5y7****

resourceld:d-hp33mwzuof9goa22***x*

resourceName:test disk

resourceStatus:Available

resourceType:ACS: :ECS: :Disk

tags:{}
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BRABHKSID, BREHITIFUTIKSHER:
o ZEKS: REEWERKSMARRERNBINFAERKS,

accountld NESUIN e — =

o PUEEKS: FEREERHEENAKSHNIERKS,

° HAKS: BEERPHMRRAKS.,
arn ZBARN, X FERRESERERITMAIARNIER, ESWARNE,
availabilityZone BRITAKX,

> MA4RRA: 20220704


https://help.aliyun.com/document_detail/172061.html#concept-2546410

captureTime

configAggregators

configuration

configurationDiff

dataType

regionlid

relationship

relationshipDiff

resourceCreateTime

resourceEventType

resourceGroupld

resourceld

resourceName

HEA
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e HRFABERIKSH, ZSHN=
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o HRFABKRAKSH, ZSHAMRANKSTEHAEI ERKS IZNKSH
{_I;I_I%\ o

BRNFHEE.
BRRRETENAARTENREEREER.

ASRSSLSHERAE. BE:

° ConfigurationItemChangeNotification

 RBEEETERE,
D BEASHSEG,

o NonCompliantNotification

BIRFATEMELID,

BEXRRIFAGER, BFEHEXZRAEMIERID,

REZFEEEFEXRER, ZSHERWT:

o URBHEXRERN, ZSHNBEXBRNFHAEE.
XFREFUFNREREXR, BELREFTIFNEREENFRXER,

o HHFRBREMXBREN, ZBHA=

BRXR. BRIDMZEIREE,

HEXRRNEEIR,

IEBRNNEE, XTHERNERTE, BSRUNKEEE,

WRLESEMEE, RE:

e DISCOVERED : BIEZREBM,
D BRSNS,

e REMOVE : MIREIRSBMH.

L4 MODIFY

BRABHERAD, RERBRELBETIIFRRA, Z2HETRUT:
o UZXMAATIIFRIRAN, ZSHAERRAD,

XFXHFRRANTRS, BEREHERANTRS
o IHBFRABAZFHRRAN, ZSHAZ,
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SET N
=RIRID,
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BERRS., BROCRSBRTFEZRSIERNEN, ZSHIgEAZ=, Fla:
o MEIFALBEINACS: :ECS::Instancely, HFECSEABIRES, BHIZSHA R

resourceStatus unning 3 Stopped o
o HEEHEAANACS::0SS: :BucketBf, HFOSS Bucket TIRZS, EMZSH A
Io
resourceType BEEE, XTXHBEEFTNRREE, BENRE S it ZFNEREENE
P vy
tags BRRE

4.2.3. BBAEGMELHRERH

BEAETUTHEEEFTNEREASHEGRER HERSSISHRBERFMEEZESHIRE.,
RAERP
Stt

BWKS  120886317861%*xx PXFRIFMEOSSHIILTMIF A FHET B test bucket HIAREMBHREE

HERSSLS, ASRAIWMT:

accountId:120886317861***x*

annotation: {"configuration":"public-read", "desiredvalue":"read", "operator":"NotStringContai

ns", "property":"$.AccessControlList.Grant"}

compliancePackId:null

complianceType:NON COMPLIANT

configAggregatorId:null

configRuleInvokedTimestamp:1630481784685

dataType:NonCompliantNotification

evaluationResultIdentifier: {"orderingTimestamp":1630481784685,"evaluationResultQualifier": {

"resourceId":"test_bucket","configRuleName":"OSST?ﬁ%EEiﬂACLzmlt ﬁi","configRuleId":"cr—2d7
36457e0d90044****" "captureTime":1630481784685, "resourceName":"test bucket","configRuleArn"

:"acs:config::120886317861****:rule/cr-2d736457e0d90044***x*" "regionId":"cn-beijing", "resou

rceOwnerId":120886317861**** "resourceType":"ACS: :0SS: :Bucket"}}
eventName :NonCompliant

eventType:ResourceCompliance

invokingEventMessageType:Manual
notificationCreationTime:1630481787932

requestId: 62e70b45-1171-4648-8db0-233d18f6adb5
resultRecordedTimestamp:1630481784781

resultToken:null

riskLevel:Critical
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HEA

BWRIPABHKSID, EREHIIFUTIKSHER:

o TEKS: RREWEBKSMARRERNBINAERKS,
e RWEEKS: FERRERHEEMIAKSHITERIKS,

e HRAKS: BRREERPHRAKS,

BEAEMMRER.
EMEID, HMUABFEATEMEE, ZSHH null
EMER, BYEAN NON COMPLIANT (AREM) .

KSHER, SFECIEKSHNEWERKSIDNKSAID, REBZRABKSE
BARE, Z2HERUT:

e HFRABZEKRSH, ZSHA null
e HRFABRLUEEKSH, ZSHALIEVERKSAIZNKSHER.

o HRFABMAKSH, ZSHAMRKS|FEHN B ERIKSZNKSH
(=)=

RN ERRNON R, X TFHERNERAE, BESAUNXETEE,

BERSSLSHBHRAS, BUE:
® ConfigurationItemChangeNotification : REREEZTERE.

® NonCompliantNotification : REASMEH,

BREITHIFEER.
=42, BUER NonCompliant BRAEMEH) .

B4R, BUE:
° ResourceChange : BRERETERESH,

® ResourceCompliance : BBEASME4,

MM BB ARSI, BUE:
® NonCompliantNotification : AEHEH.,

® ConfigurationItemChangeNotification : BLEZE&EH,

° Manual : FEIHIT.

EENNNEE, XTHERNERGE, BSRUNKEEE,

BWRITLERNONEE, XTFHB&RNERSGE, BSLUNXKEEE,
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24 ki

WX SR, BUE:
e Info : BN,

riskLevel
° Warning : XBE,

° Critical : B,

58 A AZ

4.3. IZEENIRS

BB H I IFNERRSZSBIFETIEECADT (Cloud Architect Design Tool) F1ZE /a4 EventBridge, &
HIHCRERNEELHIE, ARNBRNEREE, BEEHITUTUEEREFERBEZRECADT, =EE
CADTIRIERBPLEEMBAENARETINERREE, FHEINEERNEENHAREME, BEHIHRTL
BRBENEETEHEMAEMBHIRIETBH S %EventBridge, FENER—IEXBASHERENS LD
&,

AR &4

o FHRMEFBRRECADT, HEERERATRECADTER, FEERZHECADTERES, REBRER
AHBIEECADT,
o BHRARTEFESMHL LEventBridge, BIMEME, BB NTES ML L EventBridge HEAY,
BEKS
EEIKS 0] IR B B C N RIRHIERE 2 =R 5 CADT B4 S 4 EventBridge,
1. BREEHIHZFIS,
2. EEMSHE, EFRERS > EMRSIRE.
3. REREECADTFIEH S %&Event Bridgef /3 BIRAS,
o ZmIEFECADT
a. =& (Cloud Architect Design Tools) K&, 3THBSBARESFX,
b. EHINBIEXHEE, BEWE.
o FE# S % EventBridge
HEEH4 LS %EventBridge X, BINTHARBARSHX, BEREEXA.

tIVERKS
W ERKSHARKS REEIRERH SRS PR RHIERER =R B CADTM B4 %Event Bridged,
A ERKS TERIE M RS PR EREUE.
1. BREEHIHEHE.
2. EEMEME, EERERS > EHRSIKE.
3. REREECADTFIEH R %&Event Bridgefl /3 BIRAS,
o mIEFECADT
a. E=E# (Cloud Architect Design Tools) XiF, ITHESARSHX,
b. EHINRIEINEIE, BEWE.
o B L %EventBridge
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EEHIT

"AEHE%EventBridge X, BRINMTHBRARSHX, BREXA,
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5.RFXREKAE
5.1. EEH RS XKASG

BREHITRSXBAE (AlyunServiceRoleForConfig) EEFEEFE T, AT =AREHITHNE NN,
FERMEMERSHH IR MIZEHNRAMEAER,

@ e ESXTFRSEABACNER, BESIRSXHAE,

NAHS

o YEREEHINAASIRSNAPERED, KRzRENEEGERN, FEBIRSXEKACKEZER
B &5 RANEBX R

o HMREWREMOSSHFME=IE (Bucket) AFHEWRFRREEN, EEFUHFTHEEENFERZRBEA
REXH, FEBIRSXEAEBRNEFHEZEN '%)\*XBEO

o HIMGBEHERSSLISHBEE (LOQStore) BFERE =R B &Y, EEHTSREEENEEESEANE
/L,\K'ﬁ:/ EELLHﬁR%H*ﬁ@J&mE/b\EE,]%)\*RBEO

o HMIREHEMSMNSHERA FERRFESHE, EEFITFTREEENTAEARESH, FT2EL

REFXEAEKMEBNE AR,

AeEdnA
REHITRSXEKACHFRERNT:
o FABAZIR: AliyunServiceRoleForConfig,

o AERIRKIEZFR: AlyunServiceRolePolicyForConfig,

o AENRRERE: BFREEFUHRSEIMNZBZFRECFDIONR, URBRREEAXNREMHOSSTF#
=E. BIRAEEANBERSSISHEEMBRRESHS NERRSMNSHIRR,

{
"Version": "1",
"Statement": [
{

"Effect": "Deny",

"Action": [
"arms:GetPrometheusApiToken"

1r

"Resource": "*"

s
{

"Action": [
"alikafka:List*",
"alikafka:Get*",
"cr:List*",
"cr:GetInstance",
"cr:GetNamespace",
"cr:GetRepository",
"oceanbase:Describe*",
"oceanbase:List*",
"bpstudio:Get*",
"bpstudio:List*",
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B EH

TARTEE S XERe

"opensearch:List*",
"opensearch:Describe*",
"smartag:Describe*",
"smartag:List*",
"smartag:Get*",
"alb:List*",
"alb:Get*",
"emr:List*",
"emr:Describe*",
"iot:List*",
"iot:Get*",
"iot:Query*",
"eventbridge:Get*",
"eventbridge:List*",
"*:ListTagResources",
"ecs:Describe*",
"ess:Describe*",
"vpc:Describe*",
"rds:DescribeDBInstance*",
"rds:DescribeRegions",
"rds:DescribeBackup*",
"rds:DescribeParameters",

"rds:DescribeSQLCollector*",

"rds:DescribeActionEventPolicy",

"slb:Describe*",
"*:DescribeTags",
"oss:GetService",
"oss:GetBucket*",
"oss:ListBuckets",
"oss:ListObjects",
"ram:List*",

"ram:Get*",
"actiontrail:LookupEvents",
"actiontrail:Describe*",
"actiontrail:Get*",
"ots:BatchGet*",
"ots:Describe*",
"ots:Get*",

"ots:List*",
"ocs:Describe*",
"cms:Get*",

"cms:List*",

"cms:Query*",

cms :BatchQuery*",
"cms:Describe*",
"kvstore:Describe*",
"fc:Get*",

"fc:List*",

"kms : DescribeKey",
"kms:DescribeRegions",
"kms:ListAliases",
"kms:ListAliasesByKeyId",
"kms:ListKeys",

"kms:DescribeKeyVersion",
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"kms:ListKeyVersions",

"kms :GenerateDataKey",

"kms:Decrypt",
"kms:Encrypt",

"kms:ListResourceTags",

"cdn:Describe*",

"yundun*:Get*",

"yundun*:Describe*",

"yundun*:Query*",

"yundun*:List*",

"polardb:Describe*",

"dds:Describe*",
"cen:Describe*",

"mns:ListTopic",

"mns:GetTopicAttributes",

"resourcemanager:
"resourcemanager:
"resourcemanager:
"resourcemanager:
"resourcemanager:
"resourcemanager:
"resourcemanager:
"resourcemanager:
"resourcemanager
"resourcemanager:
"resourcemanager:

"resourcemanager:

GetAccount",
ListAccountsForParent",
ListAccounts",
GetFolder",
ListFoldersForParent",
ListAncestors",

GetResourceDirectory",

ListHandshakesForResourceDirectory",
:GetHandshake",

ListResourceGroups",
GetResourceGroup",
ListDelegatedAdministrators",

"composer:GetFlow",

"composer:DescribeFlow",

"nas:Describe*",

"hbase:Describe*",

"hbase:Get*",
"hbase:List*",
"hbase:Query*",
"cs:Get*",
"cs:List*",
"cs:Describe*",
"dms:List*",
"dms:Get*",

"mg:0OnsInstanceInServicelList",
"mg:0OnsInstanceBaseInfo",
"mg:OnsTopicList",
"mg:OnsGroupList",
"mg:QueryInstanceBaseInfo",
"mqg: PUB",

"mg:SUB",
"alidns:Describe*",
"alidns:List*",
"mse:Query*",

"mse:List*",
"ros:Describe*",
"ros:Get*",

"ros:List*",

"elasticsearch:List*",
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EEHIT

by
{

1,

"elasticsearch:Describe*",

"dcdn:Describe*",
"hcs-sgw:Describe*",
"eci:Describe*",
"kms:ListSecrets",
"kms:DescribeSecret",
"privatelink:List*",
"privatelink:Get*",
"brain-industrial:List*",
"brain-industrial:Get*",
"imagesearch:List*",
"imagesearch:Describe*",
"hitsdb:Describe*",
"apigateway:Describe*",

"sas:DescribeGroupedvul",

"sas:DescribeFieldStatistics",

"cmn:List*",
"cmn:Get*",
"ledgerdb:Describe*",
"pvtz:Describe*",
"oos:Search*",
"oos:List*",
"oos:Get*",
"adb:Describe*",
"edas:Read*",
"drds:Describe*",
"gpdb:Describe*",
"log:ListProject",
"log:GetProject",
"log:ListLogStores",
"log:GetLogStore",
"dts:Describe*",
"arms:Get*",
"arms:List*",
"polardbx:Describe*",
"hbr:Describe*",
"live:Describe*",
"vod:Describe*",
"vod:List*",
"vod:Get*",

"lindorm:Get*"

"Resource": "*",

"Effect": "Allow"

"Action": [

"oss:PutObject",
"fc:InvokeFunction",

"mns : PublishMessage",

"composer:GroupInvokeFlow",

"composer:CreateFlow",

"log:PostLogStoreLogs"
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"Resource": "*",

"Effect": "Allow"

by

{
"Action": [
"config:*"

1,
"Resource": "*",

"Effect": "Allow"

by
{
"Action": "ram:DeleteServiceLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": "config.aliyuncs.com"

BIERS XEKAE
EREEFIMHIHE L, AERSXBAGNRESZNT:
o LEKS
LERSEARBEEITRSZH, FENRRSXBAC, BREE, BEREES,
o PIWERKS
HeVERKSERRERTPHAERTARRIAKSHMBKS AN, BEFHEHAZKSHINHRE
BRAKSERSXBEACR, XTFKSA, BSLKS4,
T BR AR 55 X BX A BB
REHITRSXEABRNEEEMR. MRS ZWNT:
1. BRESEHTERNES, XAREEHRS.
BRRME, BBAAMREH RS,
2. BRRAMEGE, MREESHITRSXEKAE,
BERIRIE, BEBAMBRAVEE,

5.2. BEZIEIRERNRS XEKAE

AXRENBENEIENENRSXERAE (AlyunServiceRoleForConfigRemediation) BRI AHR. IR
SRBR . B RMIRERIE.

Rz F 47 5%

HIRFERREFITNENEBENEBEASMERN, EERRASMERNIFANRE, Y, BEHFHITR
7 RS XEAE (AliyunServiceRoleForConfigRemediation) , fRRERSEIZENITREA,
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B EH

TARTEE S XERe

O

@ 3 FSETRELBEACHEER, B2IBRSEEAR,

AeiREA

\

BB ENRNRSXEKACNFRERNT:

o FAEBZIR: AliyunServiceRoleForConfigRemediation,

o ABRIEEKZFR: AlyunServiceRolePolicyForConfigRemediation,
o AEMNIRKIRRE: BFPEREHITHRIXNN SRS FHRFERER,

"Version": "1",

"Statement": [

"Action": [

"actiontrail:CreateTrail",
"actiontrail:StartLogging",
"cbn:TagResources",
"cdn:SetDomainServerCertificate",
"cdn:TagResources",
"cen:TagResources",
"composer:CreateFlow",
"composer:GroupInvokeFlow",
"composer:InvokeFlow",
"cs:GetClusterInfo",
"cs:ListClusters",
"cs:TagResources",
"cs:UpdateClusterTags",
"ddoscoo:CreateTagResources",
"ddoscoo:TagResources",
"dds:TagResources",
"ecs:DescribeInstances",
"ecs:ModifyInstanceAttribute",
ecs:ModifyInstanceNetworkSpec",
"ecs:TagResources",
"hbase:TagResources",
"kms:TagResource",
"kms:UpdateRotationPolicy",

"kms : DescribeKey",
"kms:SetDeletionProtection",
"kvstore:ModifyAuditLogConfig",
"kvstore:TagResources",
"kvstore:ReleaseInstancePublicConnection",
"kvstore:DescribeSecurityIps",
"kvstore:ModifySecurityIps",
"kvstore:ModifyInstanceConfig",
"kvstore:DescribeDBInstanceNetInfo",
"nas:AddTags",
"nas:TagResources",
"oos:StartExecution",
"oos:TagResources",
"oss:GetBucketTagging",
"oss:PutBucketTagging",
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"oss:

"oss
"oss

"oss

"oss:

PutBucketACL",

:PutBucketEncryption",
:PutBucketLogging",
:PutBucketReferer",

PutBucketVersioning",

"polardb:TagResources",

"ram:

"ram:

"rds
"rds
"rds
"rds
"rds
"rds
rds
"rds

"rds

"slb:
"slb:
"slb:
"slb:
"tag:
"tag:
"tag:
"vpc:
"vpc:
"vpc:
"vpc:

SetPasswordPolicy",

UpdateLoginProfile",

:MigrateSecurityIPMode",
:ModifyActionEventPolicy",
:ModifySQLCollectorPolicy",
:ModifySQLCollectorRetention",
:TagResources",
:ModifySecurityIps",
:DescribeDBInstanceIPArrayList",
:DescribeDBInstanceNetInfo",

:ReleaseInstancePublicConnection",

DescribeloadBalancerAttribute",
SetLoadBalancerDeleteProtection",
SetLoadBalancerModificationProtection",
TagResources",

ListTagResources",

TagResources",

UntagResources",

TagResources",

DescribeNatGateways",
DescribeForwardTableEntries",

DeleteForwardEntry",

"yundun-ddoscoo:TagResources",

"yundun-ddoscoo:CreateTagResources",

"yundun-high:TagResources",

"yundun-high:CreateTagResources",

"yundun-waf :ModifyLogServiceStatus",

"yundun-waf :ModifyProtectionModuleStatus",

"apigateway:DescribeApi",

"apigateway:AbolishApi",

"apigateway:DescribeApiGroups",

"apigateway:ModifyApiGroupNetworkPolicy",

"apigateway:ModifyInstanceAttribute",

"apigateway:ModifyApi",

"apigateway:TagResources"

] r

"Resource": "*",

"Effect": "Allow"

"Action": "ram:PassRole",

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringEquals": {

"acs:Service": [

'composer.aliyuncs.com",

"oos.aliyuncs.com"

> XHERRA
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"Action": "ram:DeleteServiceLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": "remediation.config.aliyuncs.com"

IZENEEDNRNBRFXEKAE
MEEEIMNUIZE TEERR, JEEHFICELZANENZFEARSNE, SENERAMEHIGEIEZBE
HMEERSXEKABE,
BEREMEBIEDENRSXEKAE
1. MREERE.,
o MERMNEMEIERE, BAEEE, BEAMRELEEE,
o MEIREREMBIENRAEMN, BAERIE, BSRMIRAN,
2. MRBEMEENRNRSXEAE,
BRRME, BERMKRRAVEE,
EHMEENRENRSXEKACRERNMR, RESRRAMEZEIS, MR, BEERE, BSAMNG
RAMA & ,
X EBME
o REHMEILE
o REFHMEILE
o MREIEIRE
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EE®HIT

i

6.AP|BE
6.1. APIiRZA 15288

TBIARYE N 170 R %G X N AR AR BIAPI,

RIFA1H =

=y

KSH

BIRERE

o
St

iR
SEAME,
SHEKSAH,

EERREREE,

EWRRIER, BRYE. BR
RIUERE,

EEMN, HEWHN X ZIRE
THEERMITERS .

ERRIERE,

APIFRZA

2020-09-07

2020-09-07

2019-01-08

e 2020-09-07
® 2019-01-08

e 2020-09-07 (3
%)

® 2019-01-08

® 2020-09-07
& 2019-01-08

APIIRZR X 2
%
%
%

2020-09-07 iR ZAXAPIZ %$2019-01-08
IRAAPIENY 78, BAPIK K-S 3EH!,
BB S AP, I EE WS APIFIAL
BIKSAPI, HENRADHIAPILEEE
B8, HEEEEA2020-09-075R7AK,

2020-09-07 R AAPIR SIS 2E Bl
L@ SAPL, DA EEKSAPIFIL R
TkSAPI,

2020-09-07 R ARAPIZ %$2019-01-08
IRAAPINEERIFH R (SZHFIREIRIER
SR AFIEB K SXAHER D

it) , BAPIRA KRS8, BIEEK
SAPIFIERA EEKS AP, HFNIRA
FHIAPITIREEREIEY, HEEFERER
2020-09-07 R4,
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EEFUHARTEE SELE EEHIT

7.1. BEMNSEHHFLHASHIRENE

SEEFUHTANTREEGEEAAEGAN, USHEMNOEIRSEELTAEEIEERSMNSER
HMRBIAEMESER, BRI ELRAENZRNENEES.

AR R
o BRREEEMATEMUMEAN, BARME, ESLENRSERTSNHEN,
o BWRECTBUERREMNSRS . BERIE, ESILIDEN RS VNSHEL,

° ﬁﬁ%aﬁﬁﬁw%ﬁﬁ%ossm , BEMEEFMZE (Bucket) B2k, BERFEOSSIRSE
LT =

-%mﬁ@Eﬁ@@ﬁﬁgm%oawﬁw,lj fER S Bl R,
Rz A 7 =

RERE HiHEH 2B IEE M “test-oss-bucket-public-read-prohibited” FE—REELEENA “0SS
FHER" NN, REFHENFEHHIKS TAE0SSEEZENER, Eb—KBENEMERAFE
M, MTEMAR.

< test-oss-bucket-public-read-prohibited

)1

HIEE SR 1EEES

) wiEE ames 1
O TFIER = 2E | EEUSE  SHUEE
d:gq Osc TR o 24 =5 | EEUEE | SENEE
onfig-snapshat s FFER ® e =5 | EETEE  AHETE
config-snapshot
:: Oss FiEHE o 21 | BEMEE | SN
HAE X

i

AXLMBENRIFHOSSHF M BANEENRAG, AENHEBLEEFITHIMNSBEYLHZHAEH
REMMEENERMETE, BXEEANNTRAT.

“RS S ]l
test-oss-bucket-public-read-
il
Al prohibited
il =
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BLE T REHFITARZEE SELE
=R S ]l
SR test—'o'ss—bucket—public—read—
prohibited
FHREWR MNST estConfig
HERS
F A H£R2 (LE)
0SS Bucket config-snapshot
X REFMHOSS
Bucket ACL NEIE
i85 resource_repair
RS RS ERINR AliyunOSSFullAccess
S BR %4 oss_repair_acl_trigger
i 5 ConfigRuleNonComplianceMNST ri
gger
@ e

HTFEEHHEBEER2 (L£F) , ATEIMERE, ERCERRSMNSHE—RMEERER2 (£

z) .

BERE
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B EEHITIMNSENNFISMAEMTRENEENRERBNTEFRT.

EEBEIFEES

BESR
1. BREEHE IR E, RERREMBHREIESRSMNSHIEEER (Topic) , F:
MNSTest Config,
BIMEME, BEEEREIERNE RS MNS,

2. RS
i. BREHUTEESSE,
i. EEMSHE, BERSRRH.
i, FETRBRRERLS, EFME, F: £R2 (L£8) .
v. ERRFHIERNE, BHEIZRS.
v. ERIZRS ER, SR Aresource_repair,
vi. BEHEBE
3. BNRBERRSELOSSEM T BBINR,
i. #ZEfRSresource_repairfIEMSME:, BERSERE.
i. TRACREKXE, $EHE.
iii. EEEEAEAlyunFCLogExecutionRole,
fAAliyunFCLogExecutionRole F & ZX R EEALliyunOSSFullAccess.,
v. BERE,
4. FERE,
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BEHIT BEEHITARREE - 5ELHE
i. EARSresource_repairfAMSMEE, BHRHEHE,
i. BEAIZEEE.
il. ZRIERRHTE, FFREAoss_repair_acl_trigger, E{THIE%#FPython 3, REAA S
REFETSHME, HSHFERFRIAME
iv. BEBIE,

IRE

5. RERHNHKREE.,
i. FERR#oss_repair_acl_triggerfI BB RE, TR E RS,
i. ERREEXE, BERE.
i. BERMEE, RAZKEZENTEERNET2E.
m T E AprepareRuleName,
prepareRuleName 5 R #it EEH&EE KB P SEHENV_RULE_NAMERBUERFF—EL,
m {B Atest-oss-bucket-public-read-prohibited,
test-oss-bucket-public-read-prohibited 3 # & &+ B ZFR .
v. BERRE.

6. FEfRA=R.

i. TER#oss_repair_acl_triggerfIRFBE T, PHEMAREERE,
i. PEOIRMAES.
iil. IR BBEE HHEHRIRSMNS,
iv. IEEHERSMNSHLK B NEXSH,
SHIRBEWT:

Z# A ConfigRuleNonComplianceMNSTrigger,
MNSHh I EFER2 (E8) .
FBIEEMNSTestConfig,

Event#& = i£1%JSON,

A B iEZEAliyunMNSNotificationRole,

v. BEHERE.
MEMARTME, YEEBFITNERETRETTHEN, BBEREIZERNAENSHELT.
7. EEBMESERE,
i. ZER#oss_repair_acl_triggerfifi A REHRE, RHRHFABRE,
i. B#3X{Findex.py.
iii. ¥ DRG0 T AES E X Findex.py .

# —-*- coding: utf-8 -*-

import
import
import
import

import

logging
json

os
base64

binascii

from aliyunsdkcore.acs exception.exceptions import ClientException, ServerException

IDENTIFIER = 'evaluationResultIdentifier'

QUALIFIER = 'evaluationResultQualifier'
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RULE NAME = 'configRuleName'
ENV_RULE NAME = 'prepareRuleName'
RESOURCE_ID = 'resourceId'
REGION ID = 'regionId'
FAIL = 'fail'
SUCC = 'success'
logger = logging.getLogger ()
def handler (event, context):
logger.info("mns_topic trigger event = {}".format (event))
decoded = None
if event:
try:
decoded = base64.b6d4decode (event)
except binascii.Error as ex:
logger.exception ('mns topic trigger event malformed!')
return FAIL
if not decoded:
return FAIL
notify json = json.loads (decoded)
if notify json and IDENTIFIER in notify Jjson:
evaluationResultIdentifier = notify json.get (IDENTIFIER)
if QUALIFIER in evaluationResultIdentifier and RULE NAME in evaluationResul
tIdentifier.get (QUALIFIER) :
evaluationResultQualifier = evaluationResultIdentifier.get (QUALIFIER)
configRuleName = evaluationResultQualifier.get (RULE NAME)
# os.environ.get (ENV_RULE NAME) REVEIRBRIMIMEZHR, 3. test-oss-bucket
-public-read-prohibitedo
if configRuleName == os.environ.get (ENV_RULE NAME) :
if RESOURCE ID in evaluationResultQualifier and REGION ID in evalua
tionResultQualifier:
bucket name = evaluationResultQualifier.get (RESOURCE ID)
region = evaluationResultQualifier.get (REGION_ID)
if region and bucket name:
try:
remedy by fc assume (context, region, bucket name)
except Exception as ex:
logger.exception ('remedy fail!')
return FAIL
def remedy by fc assume (context, region, bucket name) :
creds = context.credentials
auth = oss2.StsAuth(creds.access key id, creds.access key secret, creds.securit
y_token)
bucket = oss2.Bucket (auth, 'http://oss-' + region + '.aliyuncs.com', bucket nam
e)
bucket.put bucket acl (oss2.BUCKET ACL PRIVATE)
logger.info ('bucket {bucket name} in {region} acl remedy succ.'.format (bucket n

ame=bucket name, region=region))

@ 8 ABRKRBUMNEHRprepareRuleName A, AENEBRAMERNEIES S
%, IR ETHMESHEBE, BEABBEAEMBHRETRA,

v. BEALANREHEBE.
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< test-oss-bucket-public-read-prohibited
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RAMAFFEMFA) , TN ERAMAF 2B FEMFA, MRERBRVIEERAMARF (FIN: SXKE
BF) EBEFEMFA, BERANFHANEEXRUB %,

IE s

o BFRRECHBERRSMNSERS ., BMARE, ESRTEE SRS MNSHEN,

o EFRREBEFBRITERS . BMRME, BSRLIEREHIS0IER,

o EHRFEMTELIZRAMAF Alice, HERFRZANFRALyunECSFUllAccess (EERRFSEZECSHNIR) . B
A2 1E, BB IEIERAMAE FRIARAME 1Y,

HAEAK

HEML N TRFAR.
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BIERBUWTEMRR,

BESE

1. FERS.
i BREFTEEREHA,
i. FEMSME, RERSREAH.
iil. FETRBPFEELS, M, FIN: £R2 (L8§) .
v. ERSHERRNE, BHEIERS.
v. ZRIBRFS ER, EFRHEARam_User,
vi. BEHE.

2. MERRE.
i. 7EfRSRam UsertIRPEENE, RHEIBRE.

i. ERIREHTIE, SRHARamDangerousPolicyUserBindMFA, iz{7HRE %F¥Python 3, K
g AN ERELIEHME, HSHERERIAE.

ii. BEBIE,

3. RERHNKETE,
i. ZEE#RamDangerousPolicyUserBindMFARRBABRE, B FRPEERS,
i. TRRTEXE, BHHmE.
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i. RERMEE, BAZKELESNTELNRNLTSE.

TE =]
LHI 2 =K S AIAccessKey ID, %(F
AK WAk B AccessKey ID, 55 MIEEL
AccessKey,
L FTE = K S HAccessKey Secret,
SK X F{a$kERAccessKey Secret, %
TEREXAccessKey,
ResourceTypes BIRER,
v. BEREF.

4. RERMRAMAF 2EHEMFARKE,
i. ZEE#RamDangerousPolicyUserBindMFARIR LB TIE, B X fFindex.py,

i. 8 IFH G TS EX HFindex.py,

#!/usr/bin/env python

# -*- encoding: utf-8 -*-
import logging

import json

import os

from aliyunsdkcore.client import AcsClient

Bl

LTAI4G6)ZSANDBMZMkm 1****

EMLHT hhpD2UJqH1DXuAKii2sI****

ACS::RAM::User

from aliyunsdkram.request.v20150501 import ListPoliciesForUserRequest

from aliyunsdkram.request.v20150501 import GetPolicyRequest

from aliyunsdkram.request.v20150501 import GetUserMFAInfoRequest

from aliyunsdkcore.auth.credentials import StsTokenCredential

from aliyunsdkcore.acs exception.exceptions import ClientException

from aliyunsdkcore.acs exception.exceptions import ServerException

from aliyunsdkcore.request import CommonRequest

logger = logging.getLogger ()

# AccessKey/SecretKey, need AliyunConfigFullAccess policy

AK = 'LTAI4FgrMeKLB7NgDmPe****!'

SK = 'dylEiakiwLFB1CufDyxyCwlCxZ****!'

# Valid compliace type
COMPLIACE TYPE COMPLIANT = 'COMPLIANT'
COMPLIACE TYPE NON COMPLIANT = 'NON COMPLIANT'

COMPLIACE TYPE NOT APPLICABLE = 'NOT APPLICABLE'

COMPLIACE TYPE INSUFFICIENT DATA = 'INSUFFICIENT DATA'

def handler (event, context):
# Validate event
evt = validate event (event)
if not evt:
return None
rule parameters = evt.get('ruleParameters"')

result token = evt.get ('resultToken')

ordering timestamp = evt.get ('orderingTimestamp')

invoking event = evt.get ('invokingEvent')

# Initilize

compliance type = COMPLIACE TYPE NOT APPLICABLE

annotation = None
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configuration item = invoking event.get ('configurationItem')
if not configuration item:
logger.error ('Configuration item is empty.')
return None
resource id = configuration item.get ('resourceld')
resource type = configuration item.get ('resourceType')
region id = configuration item.get ('regionId')
creds = context.credentials
# Get compliace result
compliance type, annotation = evaluate configuration item(rule parameters, conf
iguration item, creds)
# Compliance result
evaluations = [
{
'complianceResourceld': resource id,
'complianceResourceType': resource type,
'complianceRegionId': region id,
'orderingTimestamp': ordering timestamp,
'complianceType': compliance type,

'annotation': annotation

]
put evaluations (context, result token, evaluations)
return evaluations
def evaluate configuration item(rule parameters, configuration item, creds):
# Initilize
compliance_type = COMPLIACE TYPE NOT APPLICABLE
annotation = None
# Get resource type and configuration
resource type = configuration item['resourceType']
full configuration = configuration item['configuration']
# Check configuration
if not full configuration:
annotation = 'Configuration is empty.'
return compliance type, annotation
# Parse to json object
configuration = parse json(full configuration)
if not configuration:
annotation = 'Configuration:{} in invald.'.format (full configuration)
return compliance type, annotation
# =========== Customer code start =========== #
if 'UserPrincipalName' in configuration and configuration['UserPrincipalName']:
user name = configuration item['resourceName']
user principal name = configuration['UserPrincipalName']
if rule parameters and 'dangerousActions' in rule parameters and rule param
eters|['dangerousActions']:
actions = rule parameters|'dangerousActions'].split(',")
isvalid, reason = validate user bind MFADevice (user name, user principa
1 name, actions)
if isvalid:
compliance type, annotation = COMPLIACE TYPE COMPLIANT, None
else:
compliance type, annotation = COMPLIACE TYPE NON COMPLIANT, reason

else:
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compliance type, annotation = COMPLIACE I'YPE COMPLLANI, 'rule parameter
: {dangerousActions} not specified'
else:
compliance type, annotation = COMPLIACE TYPE INSUFFICIENT DATA, 'ram user n
ot named'
# =========== Customer code end =========== #
return compliance type, annotation
def validate user bind MFADevice (user name, user principal name, input actions):
client = AcsClient (AK, SK)
# Get user ploicy list
list user policy req = ListPoliciesForUserRequest.ListPoliciesForUserRequest ()
list user policy reqg.set UserName (user name)
list user policy res = None
try:

list user policy res = client.do action with exception(list user policy reqg

except ServerException as se:
if se.get http status() == 404 and se.get error code() == 'EntityNotExist.U
ser':
return True, None
else:
return False, se.get error msg()
if list user policy res is None:
return True, None
list user policy json res = json.loads(list user policy res)
user policies = list user policy json res['Policies']['Policy']
if user policies is None or len(user policies) ==
return True, None
# Get user ploicy filter by input actions
policy action list = list()
for policy in user policies:
get policy reqg = GetPolicyRequest.GetPolicyRequest ()
get policy reqg.set PolicyName (policy['PolicyName'])
get policy reqg.set PolicyType (policy['PolicyType'])
get policy res = None
try:
get policy res = client.do action with exception(get policy req)
policy document = json.loads (json.loads (get policy res) ['DefaultPolicyV
ersion'] ['PolicyDocument'])
for action in list (map (lambda x: x['Action'],
list (filter (lambda x: x['Effect'] == 'Allow', po
licy document(['Statement'])))):
if type(action) is list:
policy action list.extend (action)
else:
policy action list.append (action)
except ServerException as se:
logger.error (se)
except Exception as ex:
logger.error (ex)
policy action set = set(policy action list)
logger.info('Policy actions: {}, input: {} .'.format (str(policy action set), st
r (input actions)))
# Verify policy actions contains input actions

if nAlimss antiAn cat intarcamtinanlcat (inrmiit antiAnc) ) .
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get user mfa req = GetUserMFAInfoRequest.GetUserMFAInfoRequest ()
get user mfa req.set UserName (user principal name)
get user mfa res = None
try:
get user mfa res = client.do action with exception(get user mfa req)
logger.info ('GetUserMFAInfo user name: {}, result: {} .'.format (user na
str(get user mfa res)))

if ('SerialNumber' not in get user mfa res) or ('MFADevice' not in get

user mfa res):

return False, 'user MFADevice empty'
else:
return True, None
except ServerException as se:
return False, se.get error msg()
else:

return True, None

def validate event (event) :

if not event:
logger.error ('Event is empty.')

evt = parse json (event)

logger.info ('Loading event: %s .' % evt)

if 'resultToken' not in evt:
logger.error ('ResultToken is empty.')
return None

if 'ruleParameters' not in evt:
logger.error ('RuleParameters is empty.')
return None

if 'invokingEvent' not in evt:
logger.error ('InvokingEvent is empty.')
return None

return evt

def parse json(content):

try:
return json.loads (content)
except Exception as e:
logger.error ('Parse content:{} to json error:{}.'.format (content, e))

return None

def put evaluations(context, result token, evaluations):

# ak/sk, need AliyunConfigFullAccess policy
client = AcsClient (AK, SK, 'cn-shanghai')
# Open api request
request = CommonRequest ()
request.set domain ('config.cn-shanghai.aliyuncs.com')
request.set version('2019-01-08")
request.set action name ('PutEvaluations')
request.add body params ('ResultToken', result token)
request.add body params ('Evaluations', evaluations)
request.set method ('POST")
try:

response = client.do action with exception (request)

logger.info ('PutEvaluations with request: {}, response: {}.'.format (request

, Tresponse))

except Exception as e:

logger.error ('PutEvaluations error: %$s' % e)

> MA4RRA: 20220704 86



HmE&E FELE EEHIT

#!/usr/bin/env python
# —*- encoding: utf-8 —*-
import logging
import json
import os
from aliyunsdkcore.client import AcsClient
from aliyunsdkram.request.v20150501 import ListPoliciesForUserRequest
from aliyunsdkram.request.v20150501 import GetPolicyRequest
from aliyunsdkram.request.v20150501 import GetUserMFAInfoRequest
from aliyunsdkcore.auth.credentials import StsTokenCredential
from aliyunsdkcore.acs exception.exceptions import ClientException
from aliyunsdkcore.acs exception.exceptions import ServerException
from aliyunsdkcore.request import CommonRequest
logger = logging.getLogger ()
# AccessKey/SecretKey, need AliyunConfigFullAccess policy
AK = 'LTAI4FgrMeKLB7NgDmPe****!'
SK = 'dylEiakiwLFB1CufDyxyCwlCxZ****!'
# Valid compliace type
COMPLIACE TYPE COMPLIANT = 'COMPLIANT'
COMPLIACE TYPE NON_ COMPLIANT = 'NON_COMPLIANT'
COMPLIACE TYPE NOT APPLICABLE = 'NOT APPLICABLE'
COMPLIACE TYPE INSUFFICIENT DATA = 'INSUFFICIENT_DATA'
def handler (event, context):
# Validate event
evt = validate event (event)
if not evt:
return None
rule parameters = evt.get ('ruleParameters"')
result token = evt.get('resultToken')
ordering timestamp = evt.get ('orderingTimestamp')
invoking event = evt.get ('invokingEvent')
# Initilize
compliance_type = COMPLIACE TYPE NOT APPLICABLE
annotation = None
configuration item = invoking event.get ('configurationItem')
if not configuration item:
logger.error ('Configuration item is empty.')
return None
resource id = configuration item.get ('resourceld')
resource type = configuration item.get ('resourceType')
region id = configuration item.get ('regionId')
creds = context.credentials
# Get compliace result
compliance type, annotation = evaluate configuration item(rule parameters, conf
iguration item, creds)
# Compliance result
evaluations = [
{
'complianceResourceld': resource id,
'complianceResourceType': resource type,
'complianceRegionId': region_id,
'orderingTimestamp': ordering timestamp,

'complianceType': compliance type,
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'annotation': annotation

]
put evaluations (context, result token, evaluations)
return evaluations
evaluate configuration item(rule parameters, configuration item, creds):
# Initilize
compliance type = COMPLIACE TYPE NOT APPLICABLE
annotation = None
# Get resource type and configuration
resource type = configuration item['resourceType']
full configuration = configuration item['configuration']
# Check configuration
if not full configuration:
annotation = 'Configuration is empty.'
return compliance type, annotation
# Parse to json object
configuration = parse json(full configuration)
if not configuration:
annotation = 'Configuration:{} in invald.'.format (full configuration)
return compliance type, annotation
# =========== Customer code start =========== #
if 'UserPrincipalName' in configuration and configuration|['UserPrincipalName']:
user name = configuration item['resourceName']
user principal name = configuration['UserPrincipalName']

if rule parameters and 'dangerousActions' in rule parameters and rule param

eters|['dangerousActions']:

actions = rule parameters|'dangerousActions'].split(',")

isvalid, reason = validate user bind MFADevice (user name, user principa

1 name, actions)

if isvalid:
compliance type, annotation = COMPLIACE TYPE COMPLIANT, None
else:
compliance type, annotation = COMPLIACE TYPE NON COMPLIANT, reason
else:

compliance type, annotation = COMPLIACE TYPE COMPLIANT, 'rule parameter

: {dangerousActions} not specified'

else:

compliance type, annotation = COMPLIACE TYPE INSUFFICIENT DATA, 'ram user n

ot named'

def

# =========== Customer code end =========== §{

return compliance type, annotation

validate user bind MFADevice (user name, user principal name, input actions):
client = AcsClient (AK, SK)

# Get user ploicy list

list user policy req = ListPoliciesForUserRequest.ListPoliciesForUserRequest ()
list user policy req.set UserName (user name)

list user policy res = None

try:

list user policy res = client.do action with exception(list user policy req

except ServerException as se:
if se.get http status() == 404 and se.get error code() == 'EntityNotExist.U

ser':
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return True, None
else:
return False, se.get error msg()
if list user policy res is None:
return True, None
list user policy json res = json.loads(list user policy res)
user policies = list user policy json res['Policies']['Policy']
if user policies is None or len(user policies) ==
return True, None
# Get user ploicy filter by input actions
policy action list = list()
for policy in user policies:
get policy reqg = GetPolicyRequest.GetPolicyRequest ()
get policy reqg.set PolicyName (policy['PolicyName'])
get policy reqg.set PolicyType (policy['PolicyType'l)
get policy res = None
try:
get policy res = client.do _action with exception(get policy req)
policy document = json.loads (json.loads (get policy res) ['DefaultPolicyV
ersion'] ['PolicyDocument'])
for action in list (map(lambda x: x['Action'],
list(filter (lambda x: x['Effect'] == 'Allow', po
licy document(['Statement'])))):
if type(action) is list:
policy action list.extend (action)
else:
policy action list.append (action)
except ServerException as se:
logger.error (se)
except Exception as ex:
logger.error (ex)
policy action set = set(policy action list)
logger.info('Policy actions: {}, input: {} .'.format (str(policy action set), st
r (input actions)))
# Verify policy actions contains input actions
if policy action set.intersection(set (input actions)):
get user mfa req = GetUserMFAInfoRequest.GetUserMFAInfoRequest ()
get user mfa reqg.set UserName (user principal name)
get user mfa res = None
try:
get user mfa res = client.do action with exception(get user mfa req)
logger.info ('GetUserMFAInfo user name: {}, result: {} .'.format (user na
me, str(get user mfa res)))
if ('SerialNumber' not in get user mfa res) or ('MFADevice' not in get
user mfa res):
return False, 'user MFADevice empty'
else:
return True, None
except ServerException as se:
return False, se.get error msg()
else:
return True, None
def validate event (event):

if not event:
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logger.error ('Event is empty.')

evt = parse json(event)

o

logger.info ('Loading event: %s .' % evt)

if 'resultToken' not in evt:

logger.error ('ResultToken is empty.')

return None

if 'ruleParameters' not in evt:

logger.error ('RuleParameters is empty.')

return None

if 'invokingEvent' not in evt:

logger.error ('InvokingEvent is empty.')

return None

return evt

def parse json(content) :

try:

return json.loads (content)

except Exception as e:

logger.error ('Parse content:{} to json error:{}.'.format (content, e))

return None

def put evaluations (context, result token, evaluations):

# ak/sk, need AliyunConfigFullAccess policy

client = AcsClient (AK, SK,

# Open api request

request =

CommonRequest ()

'ap-southeast-1")

request.set domain('config.ap-southeast-1.aliyuncs.com')

request.set version('2019-01-08")

request.set action name ('PutEvaluations')

request.add body params ('ResultToken', result token)

request.add body params ('Evaluations', evaluations)
request.set method('POST')

try:

response = client.do action with exception (request)

logger.info ('PutEvaluations with request: {}, response: {}.'.format (request

, response))

except Exception as e:

logger.error ('PutEvaluations error: %s'

ABRABATFRMNRAMAF 2E

24
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user_name

rule_parameters

input_actions
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