SCPSRAS . 20200106

ATEEHENNE | CINES




VPE Jaad vz

Bl ML 5 PR RS A B B BB T AS SO Z A P MBS o0 PRI ASIA T W5 Ak . RSB 35k
SAERIASCRS, R B s AT R B R A W AR AT

1.

SRS 2 3 o ol L 2 DAt ) B S B LS DU I A RO SCRS,  HOURER T I B4
HRNESS IR, ARSI BB AR SRR, BRI 55 REPIHL A
SRR, AN E =7 A TN S A 58 =5t

- REPWARBmVE], £, AnlSAMAAHEAT, B ZRASRINE NS

sRATR, ST Reis i G m 1L,

- S ARA T, LR, AR A TRER S, P AR R A B AT R

PR AN BRI TIBSIBUR, FFAERT A EZBUE E P AN S A B G ek, &
P SN R TE P P SORS A R AS 2% S 33 e Bl M < B BURIE . AR RRAG ™ SORS

- AU R P BT 2™ SRR SS S TGS, PR DO™ S RIRSSH “BER” . “f

BREE” A CHRRE” AIRERREA S. BE AEBA BORIIER LR IR B BRI 5y
AR, PR AL WIS WD A SRS e, SeBet, EMTE. nIREPESEAME
(EMIWERERIE RN ORIE, TEfARE, 2ARIeRA AN R B8R sRAE A SORS M Je AT o] 2255 0K
S5, B ZAKHEREAHSHE. EEMTEOET, PR IIIANEM RN, G R,
WoRAE, MRTE. FESRPESONSIPERISEE, ARG B AR SO 8 SZ AR, ki
il (RMERH  C8 ANZ SRR T RETE) .

- PRSP, WRHARTEDY, 2E8E s, e, SHkE =

/IR A RMRIAIIA OISO B, WRHAR TR, ZRBL FHERL RRE,

RSP B 200 /SRR Aw) B R, AR AAHEASER., % Sl 209MERR. S,

i, RATEAIPRRPIH AW, 7 FesNe . B0, REPIH A3 PR, EA
AN CALER, )7, RS H B, A0 IR AR (RERESBR T S
MEDABEAE PR . “Aliyun” . “D507” SR Z0/sREOCK 2 m] 0, B
SRR bl S B RBAE MR AR A FR, BiS. mibs, P SheRIRSS AR, B4, EREOR,
s, i BB T RE R AR 18 5 = RERS UM B HE 200 /R ORI D)

- WA SRR MRS, 1S P S0 IR



FB7E
/i EaM B FEH
BRERME RSB RGEHEANEH ]
AR, SN EER Bk
HEBRER BRI P AECEEEE
BRERMERTRISBRGEANE
''''' HEENE, WESBANGOESS | A0 B
", HRERERS S 805 b, LSS
[N g N
M ERER. By, 2HpP
WY RN R
PEBEEN0, %S5 IS PHEZ
PR,
T, gk, 5T
%, NREHP AT RPN, Bi:
ol PLE e Clrl + AiEvh 2
¥,
> 2R RIBIE, Pl > St > BEE A,
Rtk FoRMERE, B, MmAREUDE | SRR, i,
%O
Couriersfk W PUrcd /d C:/windowii%r, i
AWindowsFEHi L%,
#it FRBE. TR, bae log list --instanceid
Instance_ID
[]?E%[a“)] FoRNIEW, BEEHE A ipconfig [-all|-t]

{}e#i{a|b}

ForQikm, FEEEE A

switch {active|stand}




H=x

TEHEEM. ..o ceiceeeeneeerteeeeraeeeessseessssesessesesssnsesssnsennnnes I
L0 1§ RN |
| I 4% 1 3 1
L1 BEBVEIITIZR . ..oeeeeeeeeeeiieeeeeeeeeeeeeeeeeeeesssssssssssssssssssseeseseeseesssssssssssssssssssssnns 1

L2 BRI H oot eeeee e e eeeeesa e e e e e e aa st e e e e e e s s s r e eeesssanraaeeeesrnrnns 1

ORI %1 1] v OPTTTOT OO 1

L4 BEPBVEI . ccoeeeeeeeeeeeeeeeeeeeeeenrerrreeeeeeeeeeeeeeeeeesessssssssssssssssssssssssssesseeeseessnsnsnns 2

2 VRPRETETEIE . cceevneeeeneeereieeeeieeeeeeerneeereeeeesseeeesseeesssesesssnsennnns 3
2.1 BPIRIREEEIGEE . ooeeeeeeeeeeeeeeececececerrrrrereereeeeeeeeeeeeesse s snsssnsssaara e e e aeees 3

2.2 MRS5S T, oo eeeeeeeeeeeeeeeeeee e seeseeeeeeeeeeeeeesesssssssssssssasaasasnnnnnnes 3

RI8 1TLT 1 R RURRPRPNt 4
3.1 BB EITIILR. ..coooeeeeeeieieeereeeereeeeeeeeeeeeeeeeeeeeeesesssnssssssssssssssssseeesens 4

RI I e 3 )G L L TSR 4
g - 1 RN 5
4.1 FRRISE SUBGBITIRIH. ..cooeeeeeeeeeereeeerrrrrreeeeeeeeeeeeeeesessssssssssssssssssssssssssssssssens 5

4.2 P ZFBERBIFIZ ...oooooiiiiiiiiiiiiiieerrrrrreeeeeeeeeeeeeeeeessssssssssssssssssssssssssseeees 6

4.3 FHESIMIEITFETZ «evvvvvrrrrereeeeeeeeeeeeeeeeseesssssssssssssssssssssssesessseessssssssssssssssssssnns 11

N 3 R 17

O O < S 18

O 113 - 19

4.4.3 FRMHBEBERIIIEE. ..coooeeeeeeeeeeerrrrrrreereeeeeeeeeeeeeesssssssnsssssssssssssssseeseeees 19

B4 4 BB TENG .evveeeeeeeeeeeeeeeeeeeeerreerrerrrrereeeeeeeeeeeeeeesesessssssssssssssssnns 20

A B TR G R oottt e e e e e rr e e e e e s s s r e e e e e e s ara e e eeesarnns 20

4.5.1 BRI IEEEGE T e erreereeeeeeeeeeeeeeeeeeeeesssssssssssssssssssrsssseeesesees 21

4.5.2 EIRETIIFIIZR . .ccoeeeeeeerererereeeeeeeeeeeeeeeeeeesesnsnnsssssssarseseaeeeeeees 21

5 FRBEHRIIIL ...ouenereeireieiereieeieteeneeneencesesessssesscsssssssssssssssnssnnes 22
T AV 1) 11 5 i ) 1 S 22

5.2 CDN ..ieteeeuneenenereeerreeeeeeeeeeeeeeeesesssssssssssssssssssssssssssessessssessssssssssssssssssssnnns 22

5.3 DD H.....uuuuueeenuennerrrrereeeeeeeeeeeeeeeeeessssssssssssssssssssssssseessesssessesssssssssssssssssssnns 23

B4 FCSeieiieeieeeeeernnnreeeeeereeeeeeeeeeeeeeeeseessssssssssssssssssssssssssssssssssssesssssssssssssssnnn 26

L3530 2 R 39

5.6 0SS..ceeeeieeeiieeeieieieirerseesnssrsssrerrreeeeeeeeeettesessssssssssssssssssrsrasaseeeeeeeesessssssnns 39

5.7 RAM..oiiiieiieeeeeeeeeeeeneereeeeeeeeeeeeeesessssssssssssssssssssssssssssssssssessessssssssssssnns 42

5.8 RIDS..uuuuuueeeurrrrnrrereeeeeeeeeeeeeesssssssssssssssssssssssssssesseseesessssssssssssssssssssssssssssees 43

5.9 TAGu.eeeeeeeeeeeeeeeeeeeeessssssssnssssssssssssseeseeeseseessssssssssssssssssssssssssssssesssessssssssssnns 51



1 FIRYIR

L1EFRRYIR
JHBRCEW MRS G, B PARIIK S PESIXBER SSRGS, IR R R IR B i
[[Ee a7t iniaasilwe e

B i FRCEN TSR P 2™, BEIRDS bl RERUA ARSI S BEUR. OB THIRSS IE
TR R B 2™ Sh B, 55 0 RGBSR B IR .

1. EREE i &
2. A MISHIR:, BRI, W BLESIEIkE RIENRSS S HamE N R R,

RPN Ferha] ISR, A8, QUENBEERER, Tl &RRsZaha 20 H ik
B:

1. b%%, BEEPRVEIRN, MBIHBEERRSE (Tag) HRE, HERABRCENIZNNZE,

2. WP, ARSI R DR W R B R 5 v iy R E A i R URAC B S R,
iR, JETRERCEN AN, ZHEHOSEEAIRE, R T ERCHE AR, &
WLAZ Wi RS I P

3. VERIR, BEIRIRIE L2 Wrunique 6/unique 6_Connect_42_section_f3x_kwn_kwh, BCET il
RS I 2 S, TR 4% 2 H5 v o,

l 2 j:gz \J\/

HRAERT R 2 A XA E SR, BEIRIISRAER RE, R RORTRE L M X A REf R B
RIBENE, MCETHBTIRRE X SR & BEIRFIR ] AV BB B b AL

TSR, B LB EIX . s ™5, BRI, PRSI IS FF IR iE T
U, B UEEAE MBI, HPORERIGERNTIR, B IRGERIIEK S B2 DX BE,

1.3 7kEJ\/ éHUEEE
B, aERIEMRRIRERE IR, &) RAER & BRI Yhihe B s R

L. XERp i G
2. /PSR, RdBTIRAIR,
3. MENNEIEAR R BEIR, SREE BRI EREE B,


https://config.console.aliyun.com/overview
https://config.console.aliyun.com/overview

4. BRI BRGIRNCRER, SFAERId. A, SIENR, FEXE, AT ES
PR RIC B B

1.4 EBERR
RBNEEVERG, Rl DAPORBEEE BE IR 2™ B S I P, 3P EREREIR,
L. XERpe B LA
2. fE/EMSE, SAdBEIEEIR,
3. W RRIHGE SR, RGBSR EPLBIIR,


https://config.console.aliyun.com/overview

Hk?ﬁ**
miT

No
5
S
N7,

[H

2.1 EERRRIECHE
ACE S THE S PRI S PRSI E, SR iSRS S R T, T DOm R i S e EDR
ERGE IR IE
1. BOFERCEWTHIRSSH, BRGNS SR BRI A\ I nE I,
2. FHRMEEEIERO M55 SERA BRI |, SRR T SRR BTN, BRI

MR EEE N,
3. HEA e LR I ERGEERNE, BT e’ S, AR PR B
BT PRI,
H{FT

1. SRHEESERIOUS IR LG, WK S ISR RIS BTG5 I i S 0, H 3
A VSRV AR (R- () § i b B . T[Tt R Lyt S ] T
2. TIPSR LA, RSP “HRIRE” Zia0h “HEhT , Bl
RIBEIRIUA IR, FEBTIRFIFPI “HIRE” K808 “HEln” .
VRS B

L 18 “fsppspeim” S, fESERMPIEEEEIGE, WARSM “Eesmwe” Em “Hwr
I:I:I” o]
2. P WOsIR R E R E R T, Tk A,

2.2 RS FHHFIREE

£ W#unique 8,


https://config.console.aliyun.com/settings
https://config.console.aliyun.com/settings

3RIRECENE

3.1 EFRREREENEL%
BE B Tl st P rh I SRR B — R RC B B TR, IR R#unique 6/
unique_6_Connect_42_section_qtr_675_vAf, tskse ¢ IRAC B REm p) HEE R 12 it 5t
RN A
RN OV FEIREA B THIRSS N C O VTR, BRI MR SURIRSS B ), N RO
AL S IR SS FER QU BTDR, ACELIN M ZRke U2 BE DR B ),
< Wi BEEWTHERR10 PR G IRAC B, B RIS 10 Phai A 22 S, WS E
—AECETEICSE, MRECEN S ERN—A TR
- WS AR T G, WG IR SRS L R, BB EN
£k, EFEHERTIRIUERIRRNER, FEPFGRRE, 5k b M g Al iE
WO
RN EIEE AP
BCE N MIZR)R TS BB BT IRIetk, 2 —almn e BiiRnd Bidst,

- BORAE SR GRS RIIACE IR, 1 PR IR R ACE R,

C AN RERESREBSURACETEN, RS EREBEURIN EEVE, RS IRE B R
) 25 6 DDA T e

GEE] ACEWTHE1050 PPl — R GEIREE, 351E 1057 B DIPI B 05 5 2 e T2 o SRk 5L

B 25, WICRRONHINEE, Wik RO MR RS

R DERA B EIREE, Wl PUBII AP IR FEEIE A CMOSSTEifim), i MERseie s
srbi. OpenAPTRIRIE REREN IEEDREIEACD, BURNIRE.

32ERRREESHMN
RCFENTHISS S5 AP LSS 0, 50 7 RETSUAIT UM R 2 50, SRR SILALTLR
AR TR SIFRI PR, G, TP, B, APIARREBREE.

HRARTFEPRAEA TS, WIZAR WA Son b=, ROGTEppe ol |55 v i 5 Tl


https://common-buy.aliyun.com/?commodityCode=actiontrail#/open

4.1 MBI E X Kz 1TIRE
FRRPERIMRES, BRI 5 BUECR ARSI R, S8 RGN ROR — BRI RRS, FRRSIA
JRUR N — BT PRAC B A IR A, ACE TR 55 B8 HY R B RIR55 B PR EOI AR SRR Y, FRZ
M “RUOMEREC , AERCESNOTHIRSS PSR RS, BCERIKNVEE,. MRHLREERGE,
R Y BCE LIRSS
RPN ETRIEED, S 0 I I B DR V2 o Al A BRI PAT,  SR I SEA BRI B
HEMN. AR SRS 7 A GEIRAC B & R,

MMEYE X
BUMEA R —BEAIWZ H, PSRN M ACEBUR SR, Ha DL PR

- BN SR SR WAPL, W DRIIRCE, WBEEIAES. PiisRegion. 4
Ry REL S0 /MIEDERIRESS. ASARS LRI PR3
- BUMEEBZ HUE N AS AN, FINHRE MR NRSOuE,  TEa SLBIHTTPS WA
R, IR GR . BAASERRSLBIBIE EAREHTTPS Wik B B, i
HEFBHESoR R B, I AEMT .
- BUREIN SR GG,
MNFER R FIRIEE

FERRET SO SRR S,  BERGEA R Bbsimtk, I8 A WRMmA SN, HA
FIGEPR I Al REAFAE R AIRCE 28, DUDURRIE RO PR A 2 B B CTR I BRERI G 5 BEPEAS

Fii AT BAERCE A D, R LG IR RS S BE BTN . SR b B
PRRERCE B, REOCHRBIBIOIKATAMA RS, PRSI E R E 1 28 HR g %
fk 52 WA 5% RO

MNEf A
EiACanisl, RAERCEEER, ACEWIHGESHERRIE R BEACE R TR, BT TR
SREMAS IR B PR ITT, ESAREBRERZ GG, Bk, BRNERHAS
ARG P SR A S BRI — 3L

BESR, BCESHTRE SR BN B B I ke, nlE WD RS T 55 BVE



BRI LEBVES

BRI R HE R A S A NI EL, A EOR IS MEHRGRCE T, TERCE
S AT 2ON B RIS, v 2% 2 5 B e &% e i,

Rn] DUE R BOF RS B SORWIPAEL, 2 W2 SR F 2. Wnl DB RCE W i1 oh Rt
KIFRIERI, 2 Ak gt 25 i A ) 2

4.2 FIE =FigF N5 &
DU MRS THIRSS MRk 25 ir it R, RS el 63 U BN a] B DA SRR, iZRsR
EES SN
A AN R, Al TR IRAN, FRATIVESE IR SR, R E a8 50% 58 TR
WSIZB R 2R S ],
TiRgnEeh,  “EHPBEIRIOY” RPINamespacelt) 75V EM, 0l PIfE#unique sFIIFh
BN LR SR
RELYFIKS EEBA TIREHEITTH
- PMWIHEL4RR: actiontrail-enabled
- EMRIIEI . ACS::ActionTrail::Trail
- BWIAZ: K
- flZebUb: AeE A
- BRNISRREI . WK SR BRI THIRSS, B0h AR
- BANERIBAE B : iR SRR, BRI S IF RN TR S5, i RPE IRl ik
SRR TR RRVE A, (AR 502 5 TF Ia Bfisid i
OB ECSKAIMCPUMERER T RRE

- BN ecs-cpu-min-count-limit
- JEHBEIRERY: ACS::ECS::Instance
- BMWAZ: cpuCount=p{fi, cpuCount2ECSEBIMIZEL, ML E X
- P ACE A
< BUARBIN : Yk E FINECSEHlcpuCount K FEFEBEEMBIE, ¥R “AM”
- FRNERA S BI : REn] DLEE SN PO S FECSSEBIES, CPUBURAREML TR
AIER
KREWS THECSKAIR T NIsE RIS FIFKE

- BWHEEAR: ecs-desired-instance-type



- @GRS : ACS::ECS::Instance

- BWIAZ: instanceTypes=F{H, BEIES 7R ECS S5 (Bl “t2.small,
m4.large, i2.xlarge” ), ETELELHR G %P

- PR AR

- BUONERBY: BIKS PIHMECSSERIRR CEBEPIPEI, PR “GM°

- FRNHERSA R I . T DA ZRIRRE K-S S S RE KL LR YA ECS 525

CE L FIERRSHECSHERTEME

- BIWEBARR: ecs-disk-encrypted

- WEHMBEIRIR: ACS::ECS::Disk

- BWIAZ: kmsIds=Biff, #EARCEBRIE, MRS SREEE R S ; HEiE v E
fi, HWSEImE PR e BIEh. kmsIds R 2V “,” 5

PR RlEAE

< BUNSRRIN . K R T ORGSR O AERCE B, WM SR
HERHIIEED, B8 “AR7

- PRGBS R BI - REn] DL AT SN e S DR R 5

WEECSHERTEERAT

- BMEE4RR: ecs-disk-in-use

- SRR : ACS::ECS::Disk

- BWIAZ: X

- P AR

< BWISHRIN . K S RRE ECSHEEE TR, ¥ “aR”
- FRIER S 5t UL - Rn LI TSR0 P S A PR R A

HWEECSEAIR T EXREXEIVPCSLI

- BWIEBIARR: ecs-instances-in-vpc

- JEHMBEIRERY: ACS::ECS::Instance

- BWIAZ: vpclds=Fiff, FEARCEBIE, WRHRWHSEMECSIHIR S EREFIHFEVPC
by BHERCE VT BIE, B SKECSI BRI VPCR E BB MBfh, vpclds3¢iHi®
AVpcldH “,” 56

- bR AR

- BNERBIN: BIKS P ECSERIC RIEFIVPC; HEACEBIE, WM Vpcld## fEE
FIhEIBED, R “EGR



- PO R BI : Rn] BB IR P I ECS PR S HEERIVPC L, sl 53
fEEMVPC L

OBEECSSEHIMNGPUBERRERTREE

- MWL ecs-gpu-min-count-limit

- WEHMBEIEYR: ACS::ECS::Instance

- BMAZ: gpuCount=Rffi, gpuCounthgscLpiltlFcpuis, BIHTEEEEHEGE X
- bR AR

< BUERBIY: BIkE PigscEBIt cpuBUR TR T FEBEERIEIE, MW ‘G

- FRNHERSA R BIW : En] DA P g sc Bl cpu Bt &

OBEECSEAINAEFERENNTEEE

- MWIEEEAFR: ecs-memory-min-size-limit

- JEHBEIRERY: ACS::ECS::Instance

- B A% : memorySize=Fiffi, memorySize@ECSEPINTEAR, BBkl & nd i
fii

- bR AR

- BWERBIN: BIKS FMECSEMIMNAA A RR T FERENBIE, #N “am”

- FRNHE RS R BIW : En] DB SN P ECS S BOV/ME L

@& RDS KFIRICPUKERNNTFEEE

- B4R rds-cpu-min-count-limit
- EHMBIEAL: ACS::RDS::DBInstance
- BWIAZ: cpuCount=piffi, cpuCount/2RDS%:Hlcpuih, Bk E R BB
- PR AR
- BRSNS FIWRDSEMlcpuitit K FETEREENBIM, h “AM”
-+ FRHEA R BIN : Rn] PUERTIZNEE P RDS Kl cpu it 573
QEMS FTHIRDSEHIR T HIETEHISLHIZE
- B4R rds-desired-instance-type
- JEBEIRSRY: ACS::RDS::DBInstance
- MWAZ: instanceTypes=F{, B MIES 7B RDS LRSI (A" rds.mysql.
s2.large,mysql.nl.micro.1"), #HEELEREE ZBH
- bR AR
< BWISHEBIN . BKS FREIMRDS SRR C P AR, B ‘A



< BAWIE ISR R B . REn] DA AT Z I BRE K-S S R REM AL T LR R R D S S5
1ZERDSKGIRTERSIHESN

- B RR: rds-high-availability-category

- BRI . ACS::RDS::DBInstance

- BWIAZ: K

- flZpub: AeE A

- BANISRBI . WKES PRDSIEBIR S G, ¥ “GM”

< BAWIRE SR R B« REn] DUGE Bz R K-S PRD SIS ] FGE e B

HERDSEAIZREE XEXEIVPCSEA!

- BB rds-instances-in-vpc

- @GRS : ACS::RDS::DBInstance

- BWIAS: vpclds=RFiA, HEARCEBME, WS SKMRDSIHR S CRIRARVPC
by BHERCE T EIME, M SERDSERIERVPCRGTEEBSERBIE P, vpeldsH®
AVpcldH “,” 5B&

- bR AR

< BONERBIN . BKS FRDSEMERBIFIVPC; #EACEBIME, WP VpcldR el
mrBEh, B “EGM

- FRNHERSA R BIN . En] PSRN P R RD SR B EEFIVPC |, SR S HER
FREMVPC L

O ERDSSEFIREFME= B/ NFEEE

- BWIEEL4FR: rds-instance-storage-min-size-limit

- WEHMBEPEIR: ACS::RDS::DBInstance

- MW\ Z: storageSize=Biffi, storageSizetrdsIFHIfFIR=TM, BT ELERH &R EBRIE
- fZe U AR

- BNERRBIN . BIKS FRORDSSEBIERE R 755 TV ERBIE, b “GM”

- FRNHERSA R BI] : T DA AT ISR P RD SSEBIA# 2 M) R G

HWERDSEAINAEFERENNTFEEHE
- BWIEE4FR: rds-memory-min-size-limit
- ERIBEIRSRY: ACS::RDS::DBInstance

-+ B A% : memorySize=F{fi, memorySizedRDSEHNFER, BEEEEREEER
i



- DL ACE A E
- PGB RS FRIRDSEHIMAF 2 BOK TA5 TV RIBIME, #h “SM”
© PURHERA R BIW : REn] USRI RD S BIIA¢ 8 R R

OERDSEHIREXFZAAK

- BMEE4PR: rds-multi-az-support

- @GRS : ACS::RDS::DBInstance

- WS K

- PR BlEAE

- BWISHRBIN : WS PRDSERISCRZWHIX, ¥R “GM

- FRNHE AR BI : a] DAAE AT I RD SN 2 al X ISR &

W ERDSKAIRE AT AMITR]

- BMMPEEAFR: rds-public-access-check

- EHIMBEIRSR: ACS::RDS::DBInstance

- BWIAZ: K

- bR AR

- BNERBIN] . WS PRDSEBIARFAMVIR, #h “GH°

- FRNHERSA R B . T AE FT ISR R D S 23 A i ) 5 R
KEREERRESATIEERE

- BMEE4RR: required-tags

- EHNEPEIR: ACS::RDS::DBInstance; ACS::SLB::LoadBalancer; ACS::ECS::Disk

; ACS::ECS::SecurityGroup; ACS::ECS::Instance; ACS::ECS::NetworkInterface

- MM AZ: taglKey, HiEhiKey; taglValue, HErBMIAE,

- bR A

- BRSPS PR CATRERE, B ‘A7

- PRMBERISA RGN : Snf DAAE AT i R P B B IR AT e R bR
KEZLHREEE90.0.0.0/0

- BIWEEARR: sg-public-acces-check

- WEHMBEIEIR: ACS::ECS::SecurityGroup

- BWAZ: X

- DL BeEAE

- BUONERBIY: IS PECSL2ERLEAN “0.0.0.0/0”7 , BN “HM”



- BUNERIA RGN : REn] BLEERTIZ RN ST PE ECS & 22410 15 A e A
WERHIIEGRE ST BHTTPSEIT

- BMWpEEL#RR: slb-listener-https-enabled

- EHMBINESA: ACS::SLB::LoadBalancer

- BWIAZ: K

- bR AR

- PSRBT RESIEDTRHTTPSEW:, ¥R “GM”

- FRHERSH R UL < ST DA ISR e S A W 5

WERERAWIPEEHEFIECSESLBREA L

- BB RR: eip-attached

- EMGEIRER: ACS::VPC::EipAddress

- BWAZ: K

PR RlEAE

< BMERBIN . EIPCHESIECSESLBERI, ¥R “HR”

- FRWHERSA R BIN . R n) DL AT S A I TP AR S

HMEBECSEHIREHELAMIp

- MWEB4FR: ecs-instance-no-public-ip

- @GRS : ACS::ECS::Instance

- WS K

- PR RlEAE

- FNERB . ECSPIR ARG AMIP, ¥h “GM” . BANDUSEM T 1Pv4 BRI
- FRNHERSA R BIN R n] DL AT I ECS I 2 P i ) 5

4.3 BTE XN A %
HC B LIRSS 0 R BBk B A, 2 Wy v 25 i s ) 3 IR R S5 488 5 2 SO Ay
ﬁo
FIE SRS S Gt RS T IRBRRIIR], DXL T R GErbe M2 C B S T 1R 55 C 22 A2 phi kY
PRSP L 7RI, SETH IR B AR NC B T 6 R 2N M BT 5 i 1 5E UM

Wt A ) R AE B SRR S5 i S RO RRT R, 0 P I 0 sl 53 786 2 S A R R 24
FJARN,

TR R SO R ] BUB AR IR SR TR S A R



BE XN Byl 2

—IIPRAMA B, PSRBT QI AR, PR A, fERCE S IR
F5 QUM ASCESTRE 8, B2 Wan g B,

LA —A B R, HREEEBOER (FC, PAMRHEHFCHCHEL

D) WG eE—AFCHE, HMEMBGIRIRSD, SZRNGRES

fiJava8. Nodejs6. Nodejs8. Python2.7, Python3. PHP7.2, dotnetcore2.1, Java8fildotnetcore
RN L (Foss k%) , HAIGSHRNM Lig, WG edkmid, MBOTHRRDE

W%, 2% mine.

i R PA—ARUFEG) 0 £ Pt B e ORI,

- B R PHMEECSIMIR &R B R )
- MG S Python3

ERETERS PRI EMN R EHEEBEH TS| B
HFEOHRAERNE, 5% B,

- AR AW EUG, SHERAHBARN, PAEARN A BUE QI A I FCRAZL i
U e o8

L3 vHE

195 10.25

L Lel 1k

- AERCES T HIRSS Pl 5 92 b5 DA B, % 2B\ EEIARN,


https://help.aliyun.com/product/50980.html
https://help.aliyun.com/product/50980.html

| EaHE

[ E2iE-]

B ERCE | 3

D ot o]

Bk GRRE R aF e
RO A U — B RPINCRYS, X B BAE RN QU B R B, fEkhaifsgiiiitd, @
I B R A BT R S BEEA

© BURREE IR R U, ARBACH ERAMWAEE, handler W AR, WEE XA
N, hander®&E{EHHFCRABIN T TAC E.

T

- B—AHE hput_evaluations, fEhandlerPJH, B &HESR,

#!/usr/bin/env python

# —-x- encoding: utf-8 -x-
import logging

import json



from aliyunsdkcore.client import AcsClient

from aliyunsdkcore.auth.credentials import StsTokenCredential

from aliyunsdkcore.acs_exception.exceptions import ClientException
from aliyunsdkcore.acs_exception.exceptions import ServerException
from aliyunsdkcore.request import CommonRequest

logger = logging.getlLogger()

# N TFERNBTRRAL, DL SRR A SR
MATCH_RESOURCE_TYPES = "'

# ERRAL

COMPLIACE_TYPE_COMPLIANT = 'COMPLIANT'
COMPLIACE_TYPE_NON_COMPLIANT = 'NON_COMPLIANT'
COMPLIACE_TYPE_NOT_APPLICABLE = 'NOT_APPLICABLE'
COMPLIACE_TYPE_INSUFFICIENT_DATA = 'INSUFFICIENT_DATA'

def handler (event, context):
mmnn

AEPRPAEL
:param event: Hif{f

:param context: kP
ireturn: PRLEER

mmnn
# BgEvent
evt = validate_event(event)
if not evt:
return None

rule_parameters = evt.get('ruleParameters')
result_token = evt.get('resultToken')
invoking_event = evt.get('invokingEvent')

# WIGILIB I
compliance_type = COMPLIACE_TYPE_NOT_APPLICABLE

annotation = None

# FFHPConfigurationItem
configuration_item = invoking_event.get('configurationItem')
if not configuration_item:

logger.error('Configuration item is empty.')

return None

ordering_timestamp = configuration_item.get('captureTime')
resource_id = configuration_item.get('resourceld')
resource_type = configuration_item.get('resourceType')

# ARIUEAGES _ , -
compliance_type, annotation = evaluate_configuration_item(
rule_parameters, configuration_item)

# PRGN
evaluations = [
{

'complianceResourceld': resource_id,
'complianceResourceType': resource_type,
'orderingTimestamp': ordering_timestamp,
'complianceType': compliance_type,
'annotation': annotation

]
# PSSR



put_evaluations(context, result_token, evaluations)

return evaluations

def evaluate_configuration_item(rule_parameters, configuration_item):

P2

:param rule_parameters: M=%
:param configuration_item: PAIEIH
treturn: PEERE, TEIR

# WGBS
compliance_type = COMPLIACE_TYPE_NOT_APPLICABLE

annotation = None

# RIS ID

resource_type = configuration_item['resourceType']
full_configuration = configuration_item['configuration']

# PR
if MATCH_RESOURCE_TYPES and resource_type not in MATCH_RESO
URCE_TYPES.split(','):
annotation = 'Resource type is {}, not in {}.'.format(
resource_type, MATCH_RESOURCE_TYPES)
return compliance_type, annotation

# G B S

if not full_configuration:

annotation = 'Configuration is empty.'
return compliance_type, annotation
# EEHLKISON

configuration = parse_json(full_configuration)
if not configuration:

annotation = 'Configuration:{} in dinvald.'.format(full_confi
guration)
return compliance_type, annotation
# =========== m}ﬂfﬁﬁg start =========== #
# =========== m}i‘lfﬁﬁg end —=—=—=—=—=—=—==== §#

return compliance_type, annotation

def validate_event(event):

BgEvent

:param event: Event
ireturn: Jsontff
nmmn
if not event:
logger.error('Event is empty.')

evt = parse_json(event)
logger.info('Loading event: %s .' % evt)

if 'resultToken' not in evt:
logger.error ('ResultToken is empty.')
return None

if 'ruleParameters' not in evt:



logger.error('RuleParameters 1is empty.')
return None

if '"dinvokingEvent' not in evt:
logger.error ('InvokingEvent 1is empty.')
return None

return evt

def parse_json(content):

JsonMUEL i
:param content: jsonZgfJii

:return: Jsoni¥j%
mmnn
try:
return json.loads(content)
except Exception as e:
logger.error('Parse content:{} to json error:{}.'.format(
content, e))
return None

def put_evaluations(context, result_token, evaluations):

mConfig Open API %5 pEfhigiiR

:param context: PGB EPY
:param result_token: [ujjfi4

:param evaluations: PRflgkyt
:return: None

# WEHAHPEHCKak/ sk, THEHAg AliyunConfigFullAccess R
client = AcsClient(

PXXXX',
PXXXXXXX !,
'cn-shanghai',

)
# filtrequest, JFIRHSE

request = CommonRequest()
request.set_domain('config.cn-shanghai.aliyuncs.com')
request.set_version('2018-12-24")
request.set_action_name('PutEvaluations"')
request.add_body_params('ResultToken', result_token)
request.add_body_params('Evaluations', evaluations)
request.set_method('POST')

try:
response = client.do_action_with_exception(request)
logger.info('PutEvaluations with request: {}, response: {}.'.
format(request, response))
except Exception as e:
logger.error('PutEvaluations error: %s' % e)



WUESES GRPN

eventZ %L, TEMMEABIPEAMASE B A fEruleParameterst, AR M 7e R0 i 5 g
HalE G R, JSONKRUN RiiR:

{

version:"AE",

orderingTi mestamp AT IFEI TR ",
invokingEvent: {

messageType: "JEFHI",
configurationItem: {
"accountId":"Hjprid",
||arn|| o llﬁﬁARN" 5
"availabilityZone":"uf[X",
"regionId":"Xikid",
"configuration":"ZRFHUB AR DRA BPRCE L , 5 RBHREHAR"

"configurationDiff": "B AEHHNE",
"relationship":"RE&R",

"relationshipDiff": "%?W%ﬁﬁ"
"captureTime": "}k )"

"resourceCreationTime": "ﬁq]ﬁﬁﬂﬁﬂﬂ]"

"resourceStatus": "HiIFIRE",

"resourceId":"¥JHID",
"resourceName": " ZFIHAK",

"resourceType": "ﬁﬁ;@
"supplementaryConfigu rat-l on": " FEACE",
Iltagsll llh%ll
n(,)t-i ficationCreationTimestamp: "S5 B4 ki ja) "
s

ruleParameters: {
"key":"value"

b
resultToken: " P A{EFCHhmEER"

context2#. LR, MM EHREA

- context.credentials.access_key_id:"accessKeyfi"
- context.credentials.access_key_secret:"accessSecretffi"

- context.region:"[Xkfs 8"

P 58k H o SORMITE B SEIR SSRGS, copyIBIIIARN, 5Knf DALERC Evif L HIR S5 Gkl
TR B 1,

4.4 MN'EE
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BB GO BRI H G 5 EREIRA S, RIR
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MHIBRPEAG SR
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4.4.3 FEME R0 i B
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- RUEY: SR, Rl PAGEHEMNIRIE AR, BT ERACE, BESoR
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© BRI BT RO R RN, IR SRR, K2 n] DAAE R PRSI G AL
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BN AR NILE T E R
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MMNERER

- IR, QEERERL, B OOFSRRISEREAGR, A, BAIRmPE M,
- GERAM DL, SEPEE S TACE,

AR B KB ZRT IR

A s PG DR AT IRV R RSN, iR IR IB AR, Bl C I 3 2R 55 2%
ECSHSfl |, %S FA206ECSIH, IRAHERM 2201 ECSSLEH,

AR IOR AR BEIRAINd, DARIE — RIS, e n] DU G 75 R REERRAE, DREEBkEE 2

EBTION BIAC B I IR, 5 RN ISR M AR I IRNTENS, IR ] DADGR S 2 2™
ORISR, TSR
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s DGAEE “ERPESEHE” o BN G RUBINEY SRR BEIR: ASRBTIREL/ S

BRAL,
© BOEERIPIEL, REARONIRNET “CRPHSTIS , BUAW S Wt R
B IR,

< R RUNE RIS SO D, A AR PERSEEE, LTS W ey PRSI,

4.5.2 ZRE MBI
FERCE A THIRSS P, WACTIRIAA R T H ORISR RIZId, %SRS, 2k
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BANEZNAE

- AR TR A BEIRIE, R —Alp R SR IR,

- ARSI RIZRI A0, A YRR T BT T2 A, T ST IBbRTE IR LT i WAk
KPUE e, XY 7 SRR, RS, AT, k.

- ARSI RIZRI AN, AV ROESREIERIHEEIR O B AEM” o TiERPLER
BTNV A

© AR R R EAG R, RN (R IZTEEER) , AR H
K E R, Wit 2SR AREENTENNE, BUERRYUEN “Aam” MRBACHE.
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srbi. OpenAPTRIRIE REREN IEFEDREIEACD, BURINIRE.


https://config.console.aliyun.com/overview
https://config.console.aliyun.com/overview
https://config.console.aliyun.com/rules

5 Fis AN

5.1 ActionTrail

PO . R Rgic o tHik Svp R T ActionTrail,
actiontrail-enabled

Trigger type: ACE #HX

BiPH: ACS::ActionTrail::Trail

28k

AR : L Traill BRERER KA, ZSBOZMUAGH. FIFTrail 2 &I Haid 58
Ko ConfigZAE1057 PhPAIBIRNIBSOF B St

PRl eER e ARG, Al AdiRE A IR RS, FIFRESIFE HEIL ST
j%o
API#E: PH#unique S0REIRFTIFR S I HaBid 4K,

5.2 CDN

KMCDNEA R BB HHTTPS, FHIF R ERL,
cdn-domain-https-enabled

Trigger type: BCE ¥

PiPH: ACS::CDN::Domain

S8 K

BAERRN: SIS FNCDNEAABHHTTPS, XSS0MWAEH, FIFhttps g
Ko ConfigZAE1057 PhPEHIBIRNIBSOF B 3R ahi it

ORI ST PRIE . IEREIA, > B > httpshicE > LM%,



ACE i JH 6 /5 e

HTTPS R

D EFEHTTPHESE 1R iR
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R T s S DS LTS

1. SHER SR TMERC AME, SRR AMET

? SENESEFNERT T ENCasER,

i ERFERELTRESE L. e BRI ST
TaE, WU REE TS MBI EERTI,

A AREEEEE—E, SRR S L BEERT A

EpHm T,

i RN EMEEE e

o EETER TSR IR,

T HRTE RS TEETE, RS

EERCER RN
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5.3 DDH
ddh-cpu-min-count-limit
B0k 5 RIBT B AL 1H EPLRICPUBUR K 5 FREBERMBIE, WhEM.
Trigger type: BCE TR
BiJi: ACS::ECS::DedicatedHost
S
cpuCount (CPUBLELD)

BN SRS ML AN EHEHICPUR /M FEBBRNMMSHBIE, XSB0ZMNAS
B

SHA . 20200106 23



© A BAW BN ICRESC A PR, o R QR SR
Pl. ConfigZAE105 PhPAIBIRNIBSOIF B s ahiirit,

AERNINE AT EPSEBDTE: RBZEHAE TN (DEARHERMA RN EID . BEul%
fifa EHURIE TR
W LNl (DDH) iR ln, MR BEIRE A m . DDHPMIECSEBIRifi %

EK, FuAL. B0l DUREL S, {EDDHREE, fFBks FARRDDH .2 P
ECS9hl.

HEAFIDDH Z MEBECSTHIRE, 52 Waunique 33,
- AT BRSBTS BB, Sl R TG R T R

Pl £ A PN AR CPUR/D:

ddh-memory-min-size-limit
LIRS PP AL A 1E ORI RN T35 TR ENEIE, P ER.
Trigger type: Bt %X
PidH: ACS::ECS::DedicatedHost
S
memorySize (P1£EK/H/GB)

At : SRS P ATE EPLEHIMA A RS T BRI NS BEE, 2930280
AERL
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W LNl (DDH) iR ln, MR BEIRE A m . DDHPMIECSEBIRifi %
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< A IBGNS B RS BRI, S R ST R

NSl S FE R S L Ee Sl e E NNV 7

ddh-socket-min-count-limit
LS PPE S S AW EHSCHRICPUS T RBFEMEIE, #NEM.
Trigger type: Bt&E HiX
Bili: ACS::ECS::DedicatedHost
S8
socketCount (BECPUBED

AR LIRS FHE AT EILBINsocket B/ B BN S BIRIE, 29805
AERL
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CPUEL

L5
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ecs-cpu-min-count-limit
Kyt ECS Sl CPU R B/,
Trigger type: Bt¥ #Hi
BiPH: ACS::ECS::Instance
S8

+ cpuCount
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BATHTRERERNMNSEBIE, Config=AE105PhMEMIBIRNIBSOF E sk ahiiiit,
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APTHE S BIR : WHIModifyInstanceSpeciEIl, E89:HInstanceTypelffi,
ecs-desired-instance-type

Ki# ECS Sl RA TRy SRy,

BiJi: ACS::ECS::Instance

Trigger type: Bt & %X

£%: instanceTypes

55K ECS Sepiemizi# (Hlant2.small, m4.large, i2.xlarge) .

BE R
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APTHE SRk :
WHModifyInstanceSpeci#zl1, B8 InstanceTypeltH.,
ecs-disk-encrypted

BB TSR SR A CME, QREH kmsld S2B00MER € ¥ KMS &9 ID, W%
PSR RN A ) ISR & EEATIZ KMS SPIETTm

VilH: ACS::ECS::Disk

Trigger type: Bt X

S8

kmslds

AT ML KMS %5 1D,
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ecs-disk-in-use

KA E R S e b,

PiJi: ACS::ECS::Disk

Trigger type: Bt & %l
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ecs-gpu-min-count-limit
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Trigger type: Bt Hk

PiJi: ACS::ECS::Instance
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ecs-instance-attached-security-group

KMECSSEHI R AR MBIR 224, CIHEMMN &M,
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ecs-instances-in-vpc
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