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RELETE=HER.
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ETH. R AP,

4. AXEREABFPERRNERFRmERSNSEMLES, WERUTaRERS
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SHOERME. EE. ERAM. UEESFAMEETRREERNRIE, EER4.
AR MARNTH . EAREHMAXEMAEEAEERLEFREN, MERR
AEEEAERERE. £EUERT, RERHANEGEEE. FRME. ERKE.
BARM. BHREIFIENIRE, SERPERANGEHRAEMEZNFBRE,
ABERE (AMENEZERSMZFRENTTEL)
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R, SEERRTEMRN. TN, ZFER. BIRES, FEMEZM/HEX
KasPERR, EFUARGEBER. B, £, 2FEE. KT, 8/h. X
THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
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6. MERAAXEFEEMAER, BERNEZREBEEKR.
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BHIEE> ME>REMKLER,
. TEZHRFUTE,

HEERBIATIE, BEHRE.
Courier=z4{& e

47 cd /d C:/window %<, #HA
Windows &4 X 43,
AL

bae log list --instanceid
Instance_ID
(=& [alb] FRABER, ESEE—,

ipconfig [-all]-t]
{} & {alb}

RRWIER, ELZEFE—D

[

switch {active|stand}
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mEBEXAN
1. ERHOTEEH SRR,
HRRMNBIEE, LR,

@ 8

o RN, SIBS N IEFEHRE,
{#index.handler, NO &% vhandler,

o MEMBRATRRITE, BELRETE.

2. ERETEEH S EFTMERHARN,
MERHS, BHER—DPERBARN, BOILEZRHNMEREESE.

<« ECS_instance

i REST AR BEEs BREER

FRETEAE

RERTE

3. AEEHIHEH QMEMVE, ERTZRMARN, HEMVBERETE, BSLE
,

SR AR EE F e

BTHEEEpython3, REAOERRIA
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MUBNARZ—REBAKNASE, XRAREFREREZNRAD. AXIRFEHETD, BEMAZREEHR
TREINFRITME, FAREABDEZER DR, BANT:

e handler
handlerA NOR%L, BB E XN AL RERBRE ., handlerfE #E R FHTIRE,
e put_evaluations

put_evaluationstEhandlerdiff, REIEMER, JSONEFIINT :

#1/usr/bin/env python
-*-encoding: utf-8 -*-
import logging
import json
from aliyunsdkcore.client import AcsClient
from aliyunsdkcore.auth.credentials import StsTokenCredential
from aliyunsdkcore.acs_exception.exceptions import ClientException
from aliyunsdkcore.acs_exception.exceptions import ServerException
from aliyunsdkcore.request import CommonRequest
logger = logging.getLogger()
# ATFmERREER, UERXGES () RS ITRFREE,
MATCH_RESOURCE_TYPES ="
# AR
COMPLIACE_TYPE_COMPLIANT ='COMPLIANT'
COMPLIACE_TYPE_NON_COMPLIANT ='NON_COMPLIANT'
COMPLIACE_TYPE_NOT_APPLICABLE="'NOT_APPLICABLE'
COMPLIACE_TYPE_INSUFFICIENT_DATA ="INSUFFICIENT_DATA'
def handler(event, context):
P USERAES
:param event: Ef
:param context: LT
:return: G4
# KREEvent
evt =validate_event(event)
if not evt:
return None
rule_parameters = evt.get('ruleParameters’)
result_token = evt.get('resultToken')
invoking_event = evt.get('invokingEvent')
# YRR EE
compliance_type = COMPLIACE_TYPE_NOT_APPLICABLE
annotation =None
# FREXConfigurationltem
configuration_item = invoking_event.get('configurationitem')
if not configuration_item:
logger.error('Configuration item is empty.')
return None
ordering_timestamp = configuration_item.get('captureTime')
resource_id = configuration_item.get('resourceld')
resource_type = configuration_item.get('resourceType')
# IRENTHER
compliance_type, annotation = evaluate_configuration_item(
rule_parameters, configuration_item)
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#IHhER
evaluations =
{
'complianceResourceld': resource_id,
‘complianceResourceType': resource_type,
'orderingTimestamp': ordering_timestamp,
'‘complianceType': compliance_type,
'annotation': annotation
}
]
# B 5iFfhLER
put_evaluations(context, result_token, evaluations)
return evaluations
def evaluate_configuration_item(rule_parameters, configuration_item):
L2
:param rule_parameters: #NIZ%k
:param configuration_item: B2 &I
rreturn: GRS, ERR
# a1 IRE1E
compliance_type = COMPLIACE_TYPE_NOT_APPLICABLE
annotation =None
# RENA RSB FIRID
resource_type = configuration_item['resourceType']
full_configuration = configuration_item['configuration']
# TR R
if MATCH_RESOURCE_TYPES and resource_type not in MATCH_RESOURCE_TYPES.split(',"):
annotation ='Resource typeis {}, not in {}.".format(
resource_type, MATCH_RESOURCE_TYPES)
return compliance_type, annotation
# FIEEEEE R
if not full_configuration:
annotation = 'Configuration is empty.'
return compliance_type, annotation
# ¥ A ISON
configuration = parse_json(full_configuration)
if not configuration:
annotation ='Configuration:{} in invald.'.format(full_configuration)
return compliance_type, annotation
# =========== FJ Pl start ===========#
# =========== P18 end ===========#
return compliance_type, annotation
defvalidate_event(event):
RIGEvent
:param event: Event
:return: JSONFF&R
if not event:
logger.error('Event is empty.')
evt = parse_json(event)
logger.info('Loading event: %s .' % evt)
if 'resultToken' not in evt:
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logger.error('ResultToken is empty.')
return None
if 'ruleParameters' not in evt:
logger.error('RuleParameters is empty.')
return None
if 'invokingEvent' not in evt:
logger.error('InvokingEvent is empty.')
return None
return evt
def parse_json(content):
JSONZERIFEG
:param content: JSONFHF &
:return: JSONW &
try:
return json.loads(content)
except Exception as e:
logger.error('Parse content:{} to json error:{}.".format(content, e))
return None
def put_evaluations(context, result_token, evaluations):
[EliEEE #HitOpenAPIO B if{fELER
:param context: E#IHE ETX
:param result_token: [EA< kS
:param evaluations: J{&4E
:return: None

# TEHAYTIMEZIKSHAccessKey IDFIAccessKey Secret, EEEAE&ZAliyunConfigFullAccessiFR,
client = AcsClient(

'XXXX',

"XXXXXXX',

'cn-shanghai’,
)
# #kErequest, HIEEEH, domainAconfig.cn-shanghai.aliyuncs.com,
request = CommonRequest()
request.set_domain('config.cn-shanghai.aliyuncs.com’)
request.set_version('2019-01-08')
request.set_action_name('PutEvaluations')
request.add_body_params('ResultToken', result_token)
request.add_body_params('Evaluations’, evaluations)
request.set_method('POST')
try:

response = client.do_action_with_exception(request)

logger.info('PutEvaluations with request: {}, response: {}.".format(request, response))
except Exception as e:

logger.error('PutEvaluations error: %s' % e)

MU R F NS
ERHFPRENASERFREEuleParametersth, EMAAEMN AL N BEIEREHES . JSONEN I
:
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{
version:"hRZsS",
orderingTimestamp:"#p SHITHIRET A",
invokingEvent:{
messageType:" B2 3EE",
configurationltem: {
"accountld":"FIE =M SID",
"arn":"#&JEARN",
"availabilityZone":"RIBX",
"regionld":"$#iHID",
"configuration":"FRHBA XN R REFFEBRES, FLXBRRFEHMRFE",
"configurationDiff":"EEBELTERA",
"relationship":"%xZ&",
"relationshipDiff":" X ZARRLE",
"captureTime":"{#3kTiE]",
"resourceCreationTime":" &R eIEHT ",
"resourceStatus":"&FiERE",
"resourceld":"3&EID",
"resourceName":"&EZ ",
"resourceType":"&RAH"
"supplementaryConfiguration":"#5sEC&E",
"tags":"tRE"
1>
notificationCreationTimestamp: "% {458 8 & AR ATE"
13
ruleParameters: {
"key":"value"
}’
resultToken:"AFEEEITEFHERES"

contextZH R L TXER, ML BTN,
e context.credentials.access_key_id:"accessKey"
e context.credentials.access_key_secret:"accessSecret"

e context.region:"#iiH{Z 8"
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