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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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If  you forget your password, need to change your password, or have not set  a password for an
instance, you can set  a new password for the instance.

InstructionsInstructions
The default  superuser username is cassandra. You can use this account to create other accounts and
grant data management permissions as needed.

After changing the password, you must wait  at  least  30 seconds before you can log on with the new
password, because the old password is cached for 30 seconds before it  expires.

1. Log on to the ApsaraDB for Cassandra console. Click a cluster ID to go to the Cluster Details page
of the cluster. In the left-side navigation pane, click Account sAccount s.

2. Click Change PasswordChange Password.

1.Change a password1.Change a password
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3. Enter a password as prompted.
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This topic describes how to run Copy commands to migrate data. For more information about Copy
commands, see Copy commands.

ProcedureProcedure

1. To export  data from the source cluster to a CSV file, connect to the source cluster and execute the
following statement in cqlsh:

COPY table_name [( column_list )]
TO 'file_name'[, 'file2_name', ...] ;

After the statement is executed, the data is exported to the file that is specified in the statement.

2. To import  the CSV file to the target cluster, connect to the target cluster and execute the following
statement in cqlsh:

COPY table_name [( column_list )]
FROM 'file_name'[, 'file2_name', ...] ;

After the statement is executed, the data is imported to the target cluster.

2.Data migration2.Data migration
2.1. Migrate data by running Copy2.1. Migrate data by running Copy
commandscommands

ApsaraDB for Cassandra User guide··Dat a migrat ion

> Document  Version: 20210630 7

http://cassandra.apache.org/doc/latest/tools/cqlsh.html?highlight=copy#copy-to


Before you beginBefore you begin
This tool uses a file streaming interface to import  data to an ApsaraDB for Cassandra cluster. BulkLoad
is one of the fastest  ways to migrate offline data to a Cassandra cluster. Before you import  data, make
the following preparations:

Create a Cassandra cluster.

Prepare offline data in SSTable or CSV format.

Create an independent ECS instance in the same VPC as the Cassandra cluster, and configure security
group rules to ensure that the ECS instance can access the Cassandra cluster.

1. Create an ECS instance of the client in the same VPC as the1. Create an ECS instance of the client in the same VPC as the
Cassandra clusterCassandra cluster
We recommend that you create an ECS instance independent of the Cassandra cluster. Otherwise,
online services may be affected.

2. Create a schema2. Create a schema

$ cqlsh -f schema.cql  -u USERNAME -p PASSWORD [host]
                        

3. Prepare data3. Prepare data

3.1 SSTable data format3.1 SSTable data format
Organize a directory in the data/${keyspace}/${table} format and store SSTable data in the directory,
as shown in the following example:

ls /tmp/quote/historical_prices/
md-1-big-CompressionInfo.db md-1-big-Data.db        md-1-big-Digest.crc32       md-1-big-Filter.db      md-1-big-
Index.db       md-1-big-Statistics.db      md-1-big-Summary.db     md-1-big-TOC.txt
                        

In the preceding example, the keyspace parameter is set  to quote and the table parameter is set  to
historical_prices.

Import dataImport data
Run the sstableloader command to specify the data catalog data/${ks}/${table} in the bin directory of
the Cassandra distribution.

${cassandra_home}/bin/sstableloader -d <ip address of the node> data/${ks}/${table}
                        

After the SSTable data is imported, run the following command to check the data: bin/cqlsh -u
USERNAME -p PASSWORD [host]

3.Use BulkLoad to import data3.Use BulkLoad to import data

User guide··Use BulkLoad t o import  
dat a
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$ bin/cqlsh 
cqlsh> select * from quote.historical_prices;

 ticker | date                            | adj_close | close     | high      | low       | open      | volume
--------+---------------------------------+-----------+-----------+-----------+-----------+-----------+--------
   ORCL | 2019-10-29 16:00:00.000000+0000 | 26.160000 | 26.160000 | 26.809999 | 25.629999 | 26.600000 | 181000
   ORCL | 2019-10-28 16:00:00.000000+0000 | 26.559999 | 26.559999 | 26.700001 | 22.600000 | 22.900000 | 555000
                        

3.2 CSV data format3.2 CSV data format
You must first  convert  CSV data to the SSTable format. Cassandra provides the CQLSSTableWriter tool
for generating SSTables. This tool allows you to convert  data in a format into the SSTable format. CSV
data must also be organized in advance. Therefore, you must compile and run the code for parsing CSV
data on your own. The following sample code demonstrates how to use this tool. For more information
about this tool, visit  the GitHub repository.

        // Prepare SSTable writer
        CQLSSTableWriter.Builder builder = CQLSSTableWriter.builder();
        // set output directory
        builder.inDirectory(outputDir)
               // set target schema
               .forTable(SCHEMA)
               // set CQL statement to put data
               .using(INSERT_STMT)
               // set partitioner if needed
               // default is Murmur3Partitioner so set if you use different one.
               .withPartitioner(new Murmur3Partitioner());
        CQLSSTableWriter writer = builder.build();
        /TODO: Read a CSV file. Read each line of a CSV file in an iterative manner.
        while ((line = csvReader.read()) ! = null)
                {
                    writer.addRow(ticker,
                                  DATE_FORMAT.parse(line.get(0)),
                                  new BigDecimal(line.get(1)),
                                  new BigDecimal(line.get(2)),
                                  new BigDecimal(line.get(3)),
                                  new BigDecimal(line.get(4)),
                                  Long.parseLong(line.get(6)),
                                  new BigDecimal(line.get(5)));
                }
                writer.close();
                        

After you generate SSTable data by using the custom program, import  the data as described in sect ion
3.1.

ApsaraDB for Cassandra User guide··Use BulkLoad t o import  
dat a
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ApsaraDB for Cassandra provides monitoring and alert ing functions based on CloudMonitor. For more
information about the common functions of CloudMonitor, see CloudMonitor documentation.

Authorize ApsaraDB for Cassandra to access cloud resourcesAuthorize ApsaraDB for Cassandra to access cloud resources
If  you access CloudMonitor from ApsaraDB for Cassandra for the first  t ime, you must authorize
ApsaraDB for Cassandra to access your CloudMonitor resources. ApsaraDB for Cassandra needs to
create a Cassandra group in CloudMonitor and add the current cluster instance to the group.

Not e t hat  you t ypically need t o use an Alibaba Cloud account  t o perf orm t hisNot e t hat  you t ypically need t o use an Alibaba Cloud account  t o perf orm t his
aut horizat ion.aut horizat ion.

Authorize RAM users to access cloud resourcesAuthorize RAM users to access cloud resources
If  you are using a RAM user, ensure that the RAM user is granted the following permission policy.

CloudMonitor permissionsCloudMonitor permissions

CloudMonitor dashboardCloudMonitor dashboard

4.Configure monitoring and alerting4.Configure monitoring and alerting
functionsfunctions

User guide··Configure monit oring and
alert ing funct ions

ApsaraDB for Cassandra

10 > Document  Version: 20210630

https://www.alibabacloud.com/help/product/28572.htm


If  the relevant permissions are granted, you can go to the CloudMonitor dashboard page.

ApsaraDB for Cassandra User guide··Configure monit oring and
alert ing funct ions
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ApsaraDB for Cassandra also provides common access control features. For more information about
how to create RAM users and grant permissions to the users, see Resource Access Management
documentation. The following sect ion describes the permission features that are related to ApsaraDB
for Cassandra.

System permission policiesSystem permission policies
As with most other instance-type cloud services, ApsaraDB for Cassandra provides two default  system
permission policies:

AliyunCassandraReadOnlyAccess: grants read-only permissions on an ApsaraDB for Cassandra
instance. RAM users that have such permissions cannot perform O&M operations such as scaling up
disks, scaling out nodes, enabling and disabling Internet access, and delet ing clusters.

AliyunCassandraFullAccess: grants both read and write permissions on an ApsaraDB for Cassandra
instance. This indicates that all the permissions are granted.

5.Manage RAM users5.Manage RAM users

User guide··Manage RAM users ApsaraDB for Cassandra
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The default  whitelist  for an ApsaraDB for Cassandra instance only contains the default  IP address
127.0.0.1, which means that no device can access the instance. This can ensure the security and stability
of the instance. Before using an ApsaraDB for Cassandra instance, you must add IP addresses or
Classless Inter-Domain Routing (CIDR) blocks that you use to access databases to the instance whitelist .
A properly configured whitelist  can guarantee the highest-level security protect ion for your ApsaraDB
for Cassandra instance. We recommend that you maintain the whitelist  on a regular basis.

1. Log on to the ApsaraDB for Cassandra console.

2. Click a cluster ID to go to the Cluster Details page of the cluster. In the left-side navigation pane,
click Dat a Securit yDat a Securit y. Then, click the Whit elist  Set t ingsWhit elist  Set t ings tab.

3. Click Edit  Whitelist . In the dialog box that appears, enter the IP addresses that you want to include
in the whitelist .

Separate mult iple IP addresses with commas (,). Specify IP addresses in the 0.0.0.0/0, 10.23.12.24, or
10.23.12.24/24 format. For CIDR formats such as 10.23.12.24/24, /24 indicates the length of network
prefix in the address. The length of network prefix ranges from 1 to 32.

If  you need to access the instance from the Internet, the dialog box shows the public IP address of
your device.

6.Configure a whitelist6.Configure a whitelist
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ApsaraDB for Cassandra supports one-touch upgrade in the console. This enables you to upgrade your
database version in a short  t ime.

ProcedureProcedure

Not ice Not ice In the version upgrade, each cluster node is serially upgraded. For some version
upgrades, cluster restart  is required before taking the upgrade into effect, which affects the
use of the clusters.

High availability configuration cluster: If  a single node is serially upgraded, the cluster
works as expected. This indicates that the high availability configuration cluster
supports online version upgrade and the cluster service is not interrupted.

Non-high availability configuration cluster: Assume that cluster nodes are serially
upgraded and must be restarted to make upgrades take effect. If  the application
accesses a node that is being restarted, the node is unavailable.

1. Log on to the ApsaraDB for Cassandra console. Click the name of the cluster whose version is to be
upgraded. The Cluster Details page appears.

2. On the Clust er Det ailsClust er Det ails page, click Upgrade Minor VersionUpgrade Minor Version.

3. lick OKOK to start  the version upgrade.

7.One-touch upgrade7.One-touch upgrade
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ApsaraDB for Cassandra has been integrated with Act ionTrail. This topic describes the ApsaraDB for
Cassandra operation logs that are recorded in Act ionTrail.

Background informationBackground information
ActionTrail is a service that queries and delivers the resource act ion records of your Alibaba Cloud
account. You can view and retrieve behavioral logs in the Act ionTrail console. Act ionTrail also allows
you to deliver logs to Log Service Logstores or a specified Object  Storage Service (OSS) bucket. This
meets requirements of features such as real-t ime audit ing and problem backtracking and analysis.

Description of ApsaraDB for Cassandra operation logsDescription of ApsaraDB for Cassandra operation logs
The main content in the Act ionTrail logs of ApsaraDB for Cassandra is API call events. For OpenAPI

events, the value of the eventType parameter recorded in Act ionTrail is  ApiCall .

Examples of ApsaraDB for Cassandra operation logsExamples of ApsaraDB for Cassandra operation logs
The following example shows the log of creating an ApsaraDB for Cassandra instance. This log is
recorded in Act ionTrail. The log records the detailed information about the act ions of an ApsaraDB for
Cassandra cluster.

{
  "eventId": "def79400-0f1e-489a-a1c2-b*********",
  "eventVersion": 1,
  "eventSource": "cassandra.aliyuncs.com",
  "userAgent": "AliyunConsole",
  "eventType": "ConsoleOperation",
  "referencedResources": {
    "ACS::Cassandra::Cluster": [
      "cds-t4n7c886*******"
    ]
  },
  "userIdentity": {
    "accountId": "17926974*****",
    "principalId": "227691078*******",
    "type": "ram-user",
    "userName": "cassandra"
  },
  "serviceName": "Cassandra",
  "requestId": "def79400-0f1e-489a-a1c2-b*******",
  "eventTime": "2020-11-17T14:42:34Z",
  "isGlobal": false,
  "acsRegion": "ap-southeast-1",
  "eventName": "Create"
}

8.Description of ApsaraDB for8.Description of ApsaraDB for
Cassandra audit logsCassandra audit logs
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