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"Version": "1",
"Statement": [
{
"Action": [
"log:CreateDashboard",
"log:UpdateDashboard"
1,
"Resource": "acs:log:*:*:project/{fFfEHERIProject}/dashboard/*",
"Effect": "Allow"

"Action": [
"log:GetProject",
"log:CreateProject",
"log:ListProject"

1,

"Resource": "acs:log:*:*:project/*",

"Effect": "Allow"

"Action": [
"log:List*",
"log:Create*",
"log:Get*",
"log:Update*"
1,
"Resource": "acs:log:*:*:project/{{FfEHEMProject}/logstore/*",
"Effect": "Allow"

"Action": [
"log:*"
1,
"Resource": "acs:log:*:*:project/{FFiBHEMProject}/logging”,
"Effect": "Allow"
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alarm_message
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Project &R,
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logstore

config_name
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Logtail REREBR, B #HELERA
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M_INFO_COL,all_status_
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REGISTER_INOTIFY_FAIL_
ALARM

logstore-1
Linux
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logstore-1

##1.0##project-
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file_dev

file_inode
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file_size
history_data_failures
last_read_time
project
logtail_version

0s

parse_failures

read_avg_delay

read_count
read_offset
regex_match_failures

send_failures
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SIEHERNERAS,

HEXERdevice ID,
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% file name A logstore statistics 0
, ZFRERN.

BEX4Rinode,
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% file name A logstore statistics 0¥
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A logstore statistics
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Project &#R.,

Logtailhr s,

BRIERS.

B 1818 O W B SRR R B9 1T 40,

HEEOAFEERZRASHERN, SEREES XY
RNEERFHIE.

B8] & O W B SR BUREL

HANEREIN MM RBNE, B0

+F
ot

IEMRIX LB R MUREL

BB E O ARERBENIRE

7~
M_INFO_COL,all_status_
monitor,T22380,0,2018-
04-17
10:48:25.0,AY66K,AM5,2
018-04-17
10:48:25.0,2018-04-17
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source_ip LogtailERFEHL 88 B IPHbAL 47.100.%***
succeed_lines IR INEY BRI T 123
time_format_failures H 75 B9 18] IT AR e UK 24, 122
total_bytes ERNEFTEH, 12345

LogstoreZitiSsEHEFRR, RE file name FEREAN logstore statistics NAEFE, BEMiRBUOT
E

FE 5188 Al
send_block flag ME&EO&ERN LXMW ZSHEE, false

send_discard_error HNEEORNEHERE X LIRS EFHIEE M. 0

send_network_error BB B O A E MR S BURIE KM SR E M . 12
send_queue_size B /B B O 45 3R B9 H R & X AT ch R AR X SR 4L, 3
send_quota_error BB & O W E Quot a8 RS BURE K MBS B 4K 0
send_success_count & O A &IEMRINNEIREE . 12345

BB & A4 R iFiZLogstore I K XRENERIEE,
sender_valid_flag e true: IEH, true
e false: TREREIAMLEHEIRI QuotatEiRMREEA .

BT QNS —RREHIEMRINEETE, J9UnixETE

- 1525342763

max_send_success_time

. ERBEOR, KX PRE—REEE LXK
max_unsend_time . UnixE R, BABISS 2B EH0. 1525342764

) . ENEEON, KIXAFIPE—REEERELWEE
min_unsend_time B, Unixif I8, BB =B %E 50, 1525342764

LogtailR&ES B E

FE 3488 Al
cpu HIZCPURN R Y, 0.001333156
hostname FHA. ab2 . ****

05AFE618-0701-11E8-
A95B-
00163E025256_10.11.12.
13_151745****

instance_id LD, FEYLE,
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status

user
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uuid

version
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WA

FHEIPHBILE,

RBENFHAR,

Logtailiti2 SRMIAEFER/N, B MB,

ELUHEE, JSONEH, ESER, B
Rdetail_metric,

BRIFERR,

RABKNCPUEAR,

BRERZFAGR,

® busy

e many_log_files

® process_block

® send_block

® send_error

FHER, BBDLogtaliE TR,

RFZ.

BAFPEXHID,

HLESHIUUID,

Logtaillg &5,

LogtailsR&E & EFf/E #IProject,

Ho, detaill metricFRBSNTFFE,

FR

config_count
config_get_last_time
config_update_count

config_update_item_co
unt

g2
Logtail RERENHE.
=ik BLogtail REE BTG,

Logtail/B®1/E, Logtaill RERE BEHHIREL,

Logtail/lB&1/5, Logtal REREEREFHNESM,

(]
47.100.%* **

0.01 0.04 0.05 2/376
5277

12

detail_metric

Linux
0.004120005
2.6.32-

220.23.8.tcp1.34.el6.x86
_64

busy

root

aliyun-log-id

64F28D10-D100-492C-
8FDC-0C62907F****

0.14.2

my-project

il

2021-07-20 16:19:22
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AERS BEASRS RS HE
FE A AN
config-upaaeattM | ogtailgmE, Lootal RERERE—REMNHE,  2021-07-20 16:18:42
env_config ERERRETE0ZELogtal RERE. false
event_tps EH4TPS, 1
last_read_event_time L —IRIREE SR IE, 2021-07-20 16:18:42
last_send_time IR REHIRNEE, 2021-07-20 16:18:42
multi_config SEEFBS N Logtal RER B FEMR 84, false
net_err_stat RIETHEP . SHEFT50 5 ML EEIRIIRE, 0,0,0
open_fd BRI GHE, 1

REERTHEAINE,
plugin_enabled e true: {FRTHEMHINEE, false

o false: R{EMEHINAEL,
poll_modify_size BIFEKNBEHHNXXHHE. 1
polling_dir_cache RS RHE, 1
polling_file_cache RS E. 1
process_bytes_ps BPLGEBNBEEE, B 5, 1000
process_lines_ps SPLHENAERH, 1000
process_queue_full RESRAKERH LTI 1
process_queue_total LTI E, 10
process_tps LLIETPS, 0
reader_count TETERR BB STA4S 1
region Logtailr7ERY s . cn-hangzhou
register_handler ERBNXXERHE, 1
send_bytes_ps BRRENFERBESE (1) . 117117
send_lines_ps BRRENBERH, 1000
send_net_bytes_ps FURENMERIEE (27) . 1000
send_queue_full KERAKERHIAAIZTIE, 1
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send_queue_total RIENTIHE, 12

d t N . o
z;n _request_concurren SR LI, 10
send_tps RIXTPS, 0.075
sender_invalid RENRIENTIE, 0
start_time BEIEiE, 2021-07-20 16:19:22
Ezjd_sending_concurre T 0

Scheduled SQL{#EWETHE
FE 48R ~Hl
__topic__ HEB, ElEAscheduled_sql_alert, scheduled_sql_alert,
project Scheduled SQL{EMLFRTEBIProject my-project-name
job_name Scheduled SQLIENLETR, S L-TEXXXXXXX-XXXXKX
schedule_id {ENID, 77****ca
job_type Scheduled SQLfENEZERY, [EE A ScheduledSQL, ScheduledSQL
instance_id Scheduled SQL{E ML & SEAIBYFRIR 7e****dc
create_time SEHICIEERE, B B, 1652343365
schedule_time SHIEERE, B4 B, 1652343360
trigger_time SRR ETIE, B B, 1652343365
status SLIEITEE R, BUEAFAILED, SUCCEEDED, FAILED
error_code LEIHRITERMEEEIRREE, SQLFailed

error_message

fallbehind

succeed_lines

SEAIRATR BT BI SRS

SIHI AR BT EAEENEEER, BTRRIARTH

TRER. B B

° WMRIBIRITHRIY, ZERREANTH.
° WMRXEHIHITEM, ZERO,

HIESA. RESFFINETESE

sqgl syntax error

85

100
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BERS BiIEHERS RS EHE
FE AR ~l
__topic__ AEER, EERetl_metrics, etl_metrics
metric_type 1ENEITAEBZERMRR, EE A ConnectorMetrics, ConnectorMetrics
project eV /8 B Project my-sls-project
job_name ENEFR, job-16*+53
instance_id {EWIZITRISSHIID, 10e****b4f6
. HERAEEMNESTER. BESER, 55
_etl_:connector_meta 7
I_etl_:connector_meta,
. ) HERENE BMMNESETER. E2ER, 5
_etl_:connector_metrics ) T
_etl :connector_metrics,
_etl_:connector_metaF BB UM T FFE,
FER iR 7~
ESHRIE,
action ® ingest: MHEIRIZEEUIRE ingest
e deliver: ¥#EE AT Bix.
HIRRE R HE BIREE,
e sls: HERS
e 0ss: MNREM
e kafka: Kafka
e maxcompute: MaxCompute
connector ) ) 0ss
® elasticsearch: Elasticsearch
e cms: FERTBIERS
e mysqgl: MySQL
® mssql: SQL Server
® cloudtrail: AWS CloudTrail
instance HIERLBIZFRY B ARSL B EFR my-oss-bucket
task_id £%1D, 1669277
task_name EEER. 1652765276578_task_0
task_type {£55258, [ExEHCONNECTOR, CONNECTOR
_etl_:connector_metricsZERB AWM T FFE.
FE AR ~l
> MHHRA: 20220624 19
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cht

HERS

state

error

lags

desc

events

failed

native_bytes

events_bytes

pub_net_bytes

req_count

req_count

rate_limit_hits

WA

ESETRE.

e 0: IEX,

e 1: IRE, TREREGITHE,
° 2: KM, REBEEET,

o
B W
\—‘ﬁ ’
o
G
3
jun}
e

DRBELTR.

D

ESETHE,

DS HURIEEES, BlactionFR{ENiIngestlt, HE
FEElagSFER ., ZFRESHIERER (connector®

R) X,

e YconnectorZERAsIsE, lagsFRIERRShardiH %

FEREE, B4 .

e YconnectorFE kafkalt, lagsFERIEZRRTopic

LAlHEZELag,

e YconnectorFrEBAcmsE, lagsFREXRTRTMIDE

EREYFERBY[E), B .

DS HURIEEES, BlactionFR{ENingestlt, HE
thiztEdescFE, ZFRESHIBRERZE (connector®

R) X,

e YconnectorzERAslsi, descEER{E KB &S,
e FconnectorZE Akafkalt, descFER{ENlagsiEid

=%

o YconnectorFEAcmsht, descFER{ENNEEAL

So

B ESEE N B EIRE B,

B 1ESEE N B AR MR R B 4.

BY 18058 B AL IR B BUR B R IE R/

B 18058 B AL IR B R AR AR AT TR BO K/

HESEE R ENESENARRE.

B 1838 B R #UR IR B E B RIS RIREL

B 1805E B A EUR RS & BAREI B RER

B 18052 B AR IR & B RS KPR IR EL

Bl

fail to pull logs,
unauthorized

0.813

13245

7539125

13295475

45678

89

38
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HEMRSS BEASRS- RS HE

FE AR 7~
{"events":"898","object
HitlAXER . SFREGFEN, BEDFSBRZT Name":"shenzhen/2022
B, /05/18/15/19_1652858

extras
N R —en 350000000000_315eb85
ZFRESHIFEREE (connector? i) X, o

7efeb9f00.snappy","obj
ectSize":"212792"}
A2z
2.4. lR55H ,L,\ﬁ(iiﬁ
FERFSEENREE, BERFSIMBEFILERNATLEENCIZTRLMUERR, PHIRERRERIT.
Logtail R &% it. Logtadiﬁh"ﬁ?’:*ﬂ:ﬁﬁéﬂ”"?&?ﬂ)ﬁo
NEREZWH

FRERSAEN, TfLUEFIERIBAEER:

o HABIFMARL, HERSIEEZEAIHNER.
° ;:FFEEHIL.\E/ /L,\HER?IE'f Logta|l7'< %lﬂ){%ﬁ LOgtaI Lz ?” Tl'ﬁ(ieﬁﬂ] ﬁ%éHI|#?I1XE§

BIESR
BRIAENEFIFOFMRERELE, BBAPIEX., ProjectiEEFiBEXK,
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HEMRSS

[ BRPEHETE 57 e s o e B SEE  ORF  48%  HER  SWESE  REEA
project an legetore: w2
SHRAREH == (mosE AREBSLE 5% (map) EPRTY SFE (RAHE) SEEPR 5% (Eaem BEEXRIRE o= mone)
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202 86+ .Y, 0« Y, 1100 520 20 N, O
SRNRRELED SRINRSH/ALER EPTBTERS SARPRFALER R ESLE RN T TR
INRE S S X (masa)
00
= NN VO, AR I AR AR A AN MAAM AN
VIAARAR AR UM AR AAAAMA A MM
w "M “f\m VAR TRV PARLTLNAVLY l"f” F AR\ TAVATAN ¥
250
- ® count
200 ® wie
150 | ® read
100
=
. h
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e — ey
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WA 4Im &
- . HEE
s CETU T R — - ERREHAR
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e LR o
T T
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SAHEERERRELICE) o B AT R R R
P Project S M i BAA %30 GB/min, B ShardS M IEIEA KNS MBs, HEEHS
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HESAEHLogstore 5 (AN
08
208 » SAAEAN
» iREEEAE
o084 WEME
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ShardS AR TR EY
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L]
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SHEERE oo
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OB I N ER T BIRRSKLEZEBERSHEANRE. SKQPS, RERTEFEIR, KA ERSHE
AER. BREETBIEIZRERN, MHASRE. Shardﬁll}fi@ﬁﬁ SEHTHRIE,

Bl

RAMAFEEZRLIEENR, EEFKPAEETRIGET 1?@ (AllyunCloudMonltorReadOnlyAccess) LS
(AliyunCloudMonitorFullAccess) IR, EREBIESNISE "0 ARAMAFEA,

EE=BEEMR

1.
2.
3. EAEEM > AEERE P, EFBiRLogstoreAUEY o > BE.

4. EE E IU\EEKE,] IV_?E:;EI*F::

THREBERI N

= IR R X
EARE Logstore® 73§95 AR LH K/,
RIGEHRE R/ LogstoreB P S NEIRRBA/N, BIEFERTEIR/N,
SAQPS FrE#REQPS,
BIERE RIUTHFPEIPAPIERBIENRY,. BLSER, BEAAPEE,
BRSSIRTS it A PR ERE HIHT T PRATBEI N
B IRERT IR E LogtailsREMINBIBER/N, RIREHIBRN,
B PR R INITE LogtailREmMINEI HEHTTEL,
& P in AT R IRATH LogtailRERF IR D, HPREHRENTY, WRZNEETHE, RREHERKE.
BPIREIRRE LogtailRERATERP, HIREFRIIRE,
EPiREIRN R LogtailRERE IR, HMREFRNSEN R,

RS HEREHREERENIPH,

REFHRIPH LT BIREEMERRE BENPHI, AFERNEE
& /usr/local/ilogtail/ilogtail. LOG, HirEi=ERE .

B AT LogstoreE 81 5 AN EIRHI1TEL.

EERE Logstore@ i BNEE LAY K/,
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https://help.aliyun.com/document_detail/47664.html#task-xsk-ttc-ry/section-kxp-1ok-zj4
https://help.aliyun.com/document_detail/29007.html#reference-ud1-jxr-zdb

BIEAERS =5 HERS

= W EEAT aX
I LB BTN PRI UBS AN ANEE, E—NERAT, ZEHZERKN
REE/R Shard By /82 .

BERBEERRZERN

HERS BRI ERREREMN, ARMSKEFEREAN N KX REREHMG, KoTUBIIRE
SHREPHEHEREREAN, WHERE. ShardBREREREHRTHE., BE2ER, BELz7a4
Zo
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https://help.aliyun.com/document_detail/181542.html#task-1930878

HEMRSS BEASRS- HELE

4. &=EXHE
4.1. Wi AERSE

HERS M HEK BHENeE, ATERBERRE. BEHAEALERE. LOgtail Z/E. LOgtall7|<$ HEF
LogtailRSBE, ENERINZEEHERSOERRR, RSBHEME,

AR R4
E;:F\ HERE/UO Eg'f—é/%\, 1 % ﬁ EEQEIL'\O

%%%I@\
BERSATEES NN TRE:

o FMAR: iICRProject NFFIERIROIZ. B, Ei. MRSFRELASTNHBEEHE., BREE
Logstoreg#R Ainternal-operation_log#y35 EProjectd,

o EENK: BfElogstorefi EHHEBEBEBRLEN AL, LogtalbBBE. BEFEELogstoreZ iR
Ainternal-diagnostic_log&J4&8 EProject 1,

WizLogtailit Bk
oI LAUEE Logtail RS HE, wELogtaill TIERE.
o TifjlogtaillkEHEK

finternal-diagnostic_log Logstoref &M BE, 4T  topic  : logtail status , Logtail
'{k/u H /L\;\ZR'WIJ QDT .

{
"os detail": "Windows Server 2012 R2",

" time ": 1645164875,

" topic_ ": "logtail status",

"memory": "25",

" "

os": "Windows",

" source ":
"ip": ll203_**‘**‘110",
"cpu": "0.010405",

"project": "aliyun-test-project",

"log service",

"version": "1.0.0.22",

"uuid": "bf00****688b0",

"hostname": "iZ1l*x**z",

"instance id": "5897x***4735",

" pack meta ": "O|MTYzNjMIMzkSNDEXMTcxOTQzNw==|1|0",

"user defined id": "",

"user": "SYSTEM",

"detail metric": "{\n\t\"config count\" : \"I\",\n\t\"config get last time\" : \"2022
-02-18 14:14:23\",\n\t\"config prefer real ip\" : \"false\"...

"status": "ok"

}

o FitlogtallbIEE NS, HEELE, MREETWHFERETFLogt allBr 45 EHINLE8EH DB SHLSS SN ik

> LB
RASo

EifiE4)
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https://help.aliyun.com/document_detail/85536.html#concept-orq-blt-l2b/section-smj-zhr-m2b

BIEEERS SELE HERS

__topic_ : logtail status | SELECT COUNT (DISTINCT ip) as ip count

i. EBEBESZEMN (LtERIZSIEE£059100)
ZMNEMSHEE BTSN REEAEEE,

MRFEFE, BuUEBERSENE LEENSARS, HELHKERENNE, E2ER, BS
WlogtailNBET OMAEERE,

SEEEHN X
AIIEFR: ksl ogtail(as s 25/100 Bytes

HET: EiEERE w15 gl W

=T E’ @) | i _topic_: logtail status | SELECT COUNT(DISTINCT ip) as ip_count <\ RN

BEEENE: EH EiEEEEEE < o100 /: £ FEE + RO EER

FRIDEREE: i

TRINRE: S{alert_namel==REA

S{alert_namel=ERts i
BEIHIRE: ()
p_count _count_

EEEE >

sz mmes o (8 zEE St
TR ae e
EEES: 1 b v

EEEHRALR

EHERS S, RTEBDFTEES, BEHEAX HEETHE, ESER, BELET RS
B &R,

AEERERAFERN, SUNETERAZNBETRARMNERTE, SEFRKE, JURMEEEZE
ETYESHARHERRE., HRALEHAEREWT:
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https://help.aliyun.com/document_detail/207609.html#task-2053407
https://help.aliyun.com/document_detail/48851.html#concept-nfs-hs3-bfb
https://help.aliyun.com/document_detail/28998.html#concept-dv4-xnq-zdb

HEMRSS BEASRS- HELE

" time ": 1645166007,

"consumer group": "consumerGroupX",

" topic_": "consumergroup log",

" pack meta ": "1|MTYzNjMIMzkS5NDExMTg5NjU2Mg==|3|0",

__source ": "log service",

"project": "aliyun-test-project",
"fallbehind": "9518678",
"Sha]fd": "1",

"logstore": "nginx-moni"

finternal-diagnostic_log LogstoreEif) 73T 0IE, #1fT _ topic  : consumergroup log &EIfJIEM,
IO EAEBRALN HE, FIHTOTES, EiEEZERAEBFRAconsumerGroupXiX N iE 28 40 A9 7H 2& FE B
1B,

__topic_ : consumergroup log and consumer group: consumerGroupX | SELECT max by (fallbehind,
__time ) as fallbehind

KiZLogtailREBR
BB Logtal 2 A%, REFAWLogtalmEIRR, BELogtalfitE, HRAEZFAEK,

finternal-diagnostic_log LogstoreEif) M 0E, #1147 _ topic  : logtail alarm EifliEG, BIT]
FifjlogtallFERE., AIMNMHATNTIEG, EEMMMISAHARSHRERBLRENIRE,

__topic_ : logtail alarm | select sum(alarm count)as errorCount, alarm type GROUP BY alarm

_type

BIEH

BERSProject TR BIRMIR/E K REEinternal-operation_log Logstoreth, T FEEFIt, &
ZBRFEHFERTREEXNGER, HIMEIENSBEARICRIBHESIR, BiFLogstorexitRLogstoreZFR
%, RERTHEENNNAFER. BFEEREENTERAR:

A FE

e InvokerUid: FIE=KSID

2 RKS

e CallerType: Parent

e InvokerUid: RAMAFHUID
RAMH P

® CallerType: Subuser

e InvokerUid: 2 =IKSID
Sts e CallerType: Sts

e RoleSessionName: session&#R

BERBNRAT:
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SRS S ELEE HERS

"NetOutFlow": "1",
"InvokerUid": "1418****2562",
"CallerType": "Sts",
"InFlow": "0",

"SourceIP": "203.** ** 220",

" pack meta ": "O|MTYzNjM1Mzk5MzY1NDYwODQzMg==|2|1",

"RoleSessionName": "STS-ETL-WORKER",

"APIVersion": "0.6.0",

"UserAgent": "log-python-sdk-v-0.6.46, sys.version info(major=3, minor=7, micro=3, rele

aselevel="'final', serial=0), linux-consumergroup-etl-2bd3fdfdd63595d56blac24393bf5991",

"InputLines": "0",

"Status": "200",

" time ": 1645167812,

" topic_ ": "operation log",

"NetInflow": "0",
"RequestId": "620F44C456458F67F72160A0",

"LogStore": "nginx-moni",
" source ": "log service",
"Method": "PullData",

"ClientIP": "203.**.**_330",
"Latency": "2191",

"Role": "aliyunlogetlrole",
"NetworkOut": "0",

"Project": "aliyun-test-project",
"AccessKeyId": "STS.NUE****1hm",
"Shard": "0O"

finternal-operation_log LogstoreBifI AT THE, ZTERIELRM (StatusKF200) BIiEREE,

Status>200 |select count (*) as pv

30
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