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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yle  Descript ion  Example

 Danger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:

Resetting will result  in the loss of user
configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ings   > Net work > Set  net work 
t ype .

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes the release notes of Key Management Service (KMS).

October 2020

Version Feature Released date Region Documentation

1.20

An API
operation is
added to
activate KMS.

The
OpenKmsServic
e and
DescribeAccoun
tKmsStatus
operations are
added.

2020-10-20 All regions

OpenKmsServic
e

DescribeAccoun
tKmsStatus

July 2020

Version Feature Released date Region Documentation

1.19

Cross-system
exchange, re-
encryption, and
cross-region
import and
export of data
keys are
supported.

The
GenerateDataKe
yWithoutPlainte
xt,
GenerateAndEx
portDataKey,
ExportDataKey,
and ReEncrypt
operations are
added.

The China
(Guangzhou)
region is
available.

2020-07-07 All regions

GenerateDataKe
yWithoutPlainte
xt

GenerateAndEx
portDataKey

ExportDataKey

ReEncrypt

February 2020

1.Release notes
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https://www.alibabacloud.com/help/doc-detail/186020.htm#doc-api-Kms-OpenKmsService
https://www.alibabacloud.com/help/doc-detail/186026.htm#doc-api-Kms-DescribeAccountKmsStatus
https://www.alibabacloud.com/help/doc-detail/134043.htm#doc-api-Kms-GenerateDataKeyWithoutPlaintext
https://www.alibabacloud.com/help/doc-detail/176804.htm#doc-api-Kms-GenerateAndExportDataKey
https://www.alibabacloud.com/help/doc-detail/176818.htm#doc-api-Kms-ExportDataKey
https://www.alibabacloud.com/help/doc-detail/176707.htm#doc-api-Kms-ReEncrypt


Version Feature Released date Region Documentation

1.18

The Secrets
Manager
feature of KMS
is released.

API operations
are added to
support the
Secrets
Manager
feature.

The China
(Ulanqab) and
China (Heyuan)
regions are
available.

2020-02-24 All regions

Overview

Overview

Manage generic
secrets

Rotate generic
secrets

December 2019

Version Feature Released date Region Documentation

1.17

Asymmetric
keys are
supported.

The
AsymmetricEncr
ypt,
AsymmetricDecr
ypt,
AsymmetricSign
,
AsymmetricVeri
fy, and
GetPublicKey
operations are
added.

2019-12-13 All regions

Overview

Encrypt and
decrypt data by
using an
asymmetric
CMK

Generate and
verify a digital
signature by
using an
asymmetric
CMK

November 2019

Version Feature Released date Region Documentation

1.16

The Managed HSM
feature (SCA
certification) is
supported.

2019-11-18
China (Beijing) and
China (Shanghai)

Overview

Use managed
HSMs

September 2019
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https://www.alibabacloud.com/help/doc-detail/152001.htm#concept-2403154
https://www.alibabacloud.com/help/doc-detail/152002.htm#concept-2403190
https://www.alibabacloud.com/help/doc-detail/152003.htm#concept-2403921
https://www.alibabacloud.com/help/doc-detail/152004.htm#concept-2404435
https://www.alibabacloud.com/help/doc-detail/148147.htm#concept-2373469
https://www.alibabacloud.com/help/doc-detail/148145.htm#concept-2373471
https://www.alibabacloud.com/help/doc-detail/148146.htm#concept-2373472
https://www.alibabacloud.com/help/doc-detail/125803.htm#concept-1215941
https://www.alibabacloud.com/help/doc-detail/125821.htm#task-2150635


Version Feature Released date Region Documentation

1.15

Each customer
master key
(CMK) can have
multiple
versions.
Automatic
rotation of
CMKs is
supported.

The
UpdateKeyDesc
ription and
GenerateDataKe
yWithoutPlainte
xt operations
are added.

2019-09-24 All regions
Automatic key
rotation

July 2019

Version Feature Released date Region Documentation

1.14
The Managed HSM
feature is
supported.

2019-07-31
Singapore and
China (Hong Kong)

Overview

Use managed
HSMs

May 2019

Version Feature Released date Region Documentation

1.13

Key tags and tag-
based
authentication are
supported.

2019-05-01 All regions

TagResource

Use RAM to
control access
to KMS
resources

July 2018

Version Feature Released date Region Documentation

1.12
ActionTrail is
supported.

2018-07-24 All regions
Use ActionTrail to
query KMS event
logs

March 2018
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https://www.alibabacloud.com/help/doc-detail/134270.htm#concept-1958019
https://www.alibabacloud.com/help/doc-detail/125803.htm#concept-1215941
https://www.alibabacloud.com/help/doc-detail/125821.htm#task-2150635
https://www.alibabacloud.com/help/doc-detail/120088.htm#doc-api-Kms-TagResource
https://www.alibabacloud.com/help/doc-detail/28953.htm#concept-28953-zh
https://www.alibabacloud.com/help/doc-detail/87440.htm#task-2007277


Version Feature Released date Region Documentation

1.11

API operations
are added to
support Bring
Your Own Key
(BYOK).

API operations
are added to
support CMK
aliases.

Four more
regions are
available: India
(Mumbai),
Indonesia
(Jakarta), US
(Virginia), and
US (Silicon
Valley).

2018-03-30 All regions
Import key
material

November 2017

Version Feature Released date Region Documentation

1.10

Three more
regions are
available: China
(Qingdao), China
(Hohhot), and
Malaysia (Kuala
Lumpur).

2017-11-15

China (Qingdao),
China (Hohhot),
and Malaysia
(Kuala Lumpur)

N/A

June 2017

Version Feature Released date Region Documentation

1.9

The
DescribeRegion
s operation is
added.

The KMS SDK
version is
updated to
V2.4.0.

2017-06-05 All regions DescribeRegions

May 2017

Version Feature Released date Region Documentation
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https://www.alibabacloud.com/help/doc-detail/68523.htm#task-2150799
https://www.alibabacloud.com/help/doc-detail/54560.htm#doc-api-Kms-DescribeRegions


1.8

KMS is available
for commercial
use at Alibaba
Cloud China site
(aliyun.com) on
April 25, 2017.

The China
(Zhangjiakou)
region is
available.

2017-05-10 All regions N/A

Version Feature Released date Region Documentation

March 2017

Version Feature Released date Region Documentation

1.7
The performance
of KMS is
optimized.

2017-03-01 All regions N/A

January 2017

Version Feature Released date Region Documentation

1.6
The China (Hong
Kong) region is
available.

2017-01-22 China (Hong Kong) N/A

November 2016

Version Feature Released date Region Documentation

1.5

Four more regions
are available:
Japan (Tokyo),
Australia (Sydney),
Germany
(Frankfurt), and
UAE (Dubai).

2016-11-29

Japan (Tokyo),
Australia (Sydney),
Germany
(Frankfurt), and
UAE (Dubai)

N/A

September 2016
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1.4

The
ScheduleKeyDeleti
on and
CancelKeyDeletion
operations are
added to
schedule or cancel
the deletion of a
CMK.

2016-09-20 All regions

ScheduleKeyDel
etion

CancelKeyDeleti
on

Version Feature Released date Region Documentation

August 2016

Version Feature Released date Region Documentation

1.3

The
EncryptionContext
parameter can be
configured in the
Encrypt and
Decrypt API
operations.

2016-08-10 All regions EncryptionContext

June 2016

Version Feature Released date Region Documentation

1.2
A CMK can be
enabled or
disabled.

2016-06-22 All regions Create a CMK

May 2016

Version Feature Released date Region Documentation

1.1

Three more
regions are
available: China
(Beijing), China
(Shanghai), and
China (Shenzhen).

2016-05-19

China (Beijing),
China (Shanghai),
and China
(Shenzhen)

N/A

April 2016

Version Feature Released date Region Documentation

1.0 KMS is released. 2016-04-06 All regions
What is Key
Management
Service?

Release Not es·Release not es Key Management  Service
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https://www.alibabacloud.com/help/doc-detail/44196.htm#doc-api-Kms-ScheduleKeyDeletion
https://www.alibabacloud.com/help/doc-detail/44197.htm#doc-api-Kms-CancelKeyDeletion
https://www.alibabacloud.com/help/doc-detail/42975.htm#concept-42975-zh
https://www.alibabacloud.com/help/doc-detail/181610.htm#task-1939967
https://www.alibabacloud.com/help/doc-detail/28935.htm#concept-28935-zh
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