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AEEEAERERE. £EUERT, RERHANEGEEE. FRME. ERKE.
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THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
(BEEARTRBARUASKAEGES "WER" . "Alyun” | "ARW" FH[
BERM/FEXBEA S ME, LARBONERSRERIEMTEBATZR. B
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47 cd /d C:/window %<, #HA
Windows &4 X 43,
AL

bae log list --instanceid
Instance_ID
(=& [alb] FRABER, ESEE—,

ipconfig [-all]-t]
{} & {alb}

RRWIER, ELZEFE—D
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switch {active|stand}
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BERER
HAARSEON, ANSEE—RKTHIER, KNERTUERAREFPHTER,
—ERERSDKEZIFEBEIEREE, BIXIXERNERER, FliN: ERAMEZH.NET SDKTT LR EE XA
Kig, YEPEXLARERN, BUUERAXNENEL G ENBERERBTER,
Hid KB
BEREME RN, MRERSHEIR (5xx) HIFKRBRREIR, VWaTLLBEZ N TEXREHERERBITE
i
o HRFR,
plgn: SHAER 1008, BHEER—X,
o IEHUREE,
NFEZERMN, ERSFEREREEK, SFRERBERERBBMEAZRXRBHTERL., BHR
BT AR LRSS R P RHFERAO ALK, fial: ERNEAR LS RMEMEIERE, BiFELH
BENAX, tJAERAEFENRREIR,
EHRENHAE
PATNRBNE T #ERE SRS EEREMRE,
initialDelay = 200
retries = 0
DO

wait for (2”retries * initialDelay) milliseconds

status = CallSomeAPI ()

IF status == SUCCESS

retry = false // Succeeded, stop calling the API again.
ELSE IF status = THROTTLED || status == SERVER NOT READY

retry = true // Failed because of throttling or server busy, try again.
ELSE

retry = false // Some other error occurred, stop calling the API again.
END IF

retries = retries + 1
WHILE (retry AND (retries < MAX_RETRIES))

& A5 HUR & 75 7R L KM SR 7

UTavamBINE T i ERREHIREN T, LEKMSIERDecrypti#ZORIBE MRREIR.

o MUTLUBT RN, WK ELBENRSR[/EIR (Fla1: HTTP503) #HTEHR.

o MUILIBEBHANTMHEFPHERFENBRAKDIERY, BHEMNBTERME ( initialpelay ) ME

ﬁtxﬂ%ﬂ ( maxRetries ) o

import com.aliyuncs.DefaultAcsClient;
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import com.aliyuncs.exceptions.ClientException;
import com.aliyuncs.http.FormatType;
import com.aliyuncs.http.HttpClientConfig;
import com.aliyuncs.http.MethodType;
import com.aliyuncs.http.ProtocolType;
import com.aliyuncs.kms.model.v20160120.DecryptRequest;
import com.aliyuncs.kms.model.v20160120.DecryptResponse;
import com.aliyuncs.profile.DefaultProfile;
import com.aliyuncs.profile.IClientProfile;
import java.io.*;
public class CmkDecrypt {
private static DefaultAcsClient kmsClient (String regionId, String accessKeyId, String a
ccessKeySecret) {
IClientProfile profile = DefaultProfile.getProfile (regionId, accessKeyIld, accessKey
Secret) ;
HttpClientConfig clientConfig = HttpClientConfig.getDefault () ;
profile.setHttpClientConfig(clientConfiqg) ;
return new DefaultAcsClient (profile);
}
private static String kmsDecrypt (String cipherTextBlob) throws ClientException {
final DecryptRequest request = new DecryptRequest () ;
request.setSysProtocol (ProtocolType.HTTPS) ;
request.setAcceptFormat (FormatType.JSON) ;
request.setSysMethod (MethodType.POST) ;
request.setCiphertextBlob (cipherTextBlob) ;
DecryptResponse response = kmsClient.getAcsResponse (request) ;
return response.getPlaintext () ;
}
public static long getWaitTimeExponential (int retryCount) {
final long initialDelay = 200L;
long waitTime = ((long) Math.pow (2, retryCount) * initialDelay);
return waitTime;
}
public static void main(String[] args) {
String regionId = "xxxxx"; //"cn-shanghai"
String accessKeyId = "xxxxx";
String accessKeySecret = "xxxxxx";
String cipherTextBlob = "xxxxxx";
int maxRetries = 5;
kmsClient = kmsClient (regionId, accessKeyId, accessKeySecret);
for (int 1=0; i<maxRetries; i++) {
try {
String plainText = kmsDecrypt (cipherTextBlob) ;
return;
} catch (ClientException e) {
if (e.getErrCode () .contains ("Rejected.Throttling")) {//need retry
try {
Thread.sleep (getWaitTimeExponential (i+1)) ;
} catch (InterruptedException ignore) {
}
}
} catch (IOException e) {

e.printStackTrace () ;
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MEZAFRESLEHETES, SEXNBUREEHTNZEF, NRESENZNHEENRE/N (/NF6KB) |,
BT LB B EA E TR AR KMS (Key Management Service) HIZIDEEAPI, EANEIBEEMBE, KX
PAINZZSSLERFEEAH, NBWEIEAKMS APISLIAT HIE N E L N ZMHES,

%%%l@\

HAWNGERZSEE (ERET)

o MWEEXHHIME

o XISSLFASHRYMNZS

FramZRi

BAPHHIESESZR2EEELRIKMSRS I, REERMENREE, BEFEREIRLEEIRMOLH
F. EREHNTEFTR,.

°
© 1 GRS - WSTER
BEEEES BRFFEE
ESTES
WSCES
@ EXER =
P eSS 5558
BERBNT:

1. BEKMSER & &R CreateKey& O, BIZ—MHFEEH (CMK)

2. JAAKMSERSSBIENCryptiE O, BISHERME A SHES .,

3. BELEBHEEC RS L.

4. SRS[|ENFEEMIEDE, EAKMSARS BIDecryptix B EB#EBRAPSGES.

HHXAPI

RO LAR A LATKMS AP, SRS #4R BRI SRR B4R 15 .
APIZFR iR
CreateKey BIZAFERSH (CVK) .
CreateAlias HigEAPEBHYR—BIE,
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= (SR PR A
TSRS BESLE- (FFAKMSEZHEELINZH

R HR
APIZHR 5288
Encrypt EECMK, HKMSHNZEIRE,
Decrypt BEKMSEEMZBNEIE, AHEEEEK,
mE/BEiEB %A

1. FMACreateKey, BIZBFPEZA,

aliyun kms CreateKey

PRI

{
"KeyMetadata": {
"CreationDate": "2019-04-08T07:45:54z",
"Description”: "",
"KeyId": "1234abcd-12ab-34cd-56ef-12345678****",
"KeyState": "Enabled",
"KeyUsage": "ENCRYPT/DECRYPT",
"DeleteDate": "",
"Creator": "151266687691****",
"Arn": "acs:kms:cn-hangzhou:151266687691****:key/1234abcd-12ab-34cd-56ef-12345678**

*xm
"Origin": "Aliyun KMS",
"MaterialExpireTime": ""
}y
"RequestId": "2a37b168-9fal-4d71-aba4-2077dd%e80df"
}

2. (TIk) B/EBRRMANE (EESR) .
ABRAP RPN ONERR, MERBPAERNE, hoJUERERZANID,

aliyun kms CreateAlias --AliasName alias/Apollo/WorkKey —--KeyId 1234abcd-12ab-34cd-56ef
-12345678****

@ HB Hd, apollo/Workkey FRApoloBiEBMIERS (MAEBTFMZNES)
HERERFREDFERILAE, BIRRINBOLMER alias/Apollo/Workkey EBNZEAPI,

3. MZIEBAE (USRAXSSLRATIERHTMERF) .
NI ET ek
o APEZ4ARLZ: alias/Apollo/WorkKey ,
o BASGERXE: ./certs/key.pem,
o MHBNBSGERXH: ./certs/key.pem.cipher,
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4. BEIEBAE (VSREYHEER LNBEGEBABHTHER)
RS
o EREBWBSGERMH: ./certs/key.pem.cipher,
o HIHHKIBASGER XY ./certs/decrypted key.pem,

#!/usr/bin/env python
#coding=utf-8
import json

from aliyunsdkcore import client

from aliyunsdkkms.request.v20160120 import EncryptRequest
from aliyunsdkkms.request.v20160120 import DecryptRequest
def KmsEncrypt (client, plaintext, key alias):

request = EncryptRequest.EncryptRequest ()

request.set accept format ('JSON'")
request.set KeyId(key alias)
request.set Plaintext (plaintext)

response = json.loads (client.do action (request))

return response.get ("CiphertextBlob")
def ReadTextFile(in file):

file = open(in_file, 'r')

content = file.read()

file.close()

return content
def WriteTextFile (out file, content):

file = open(out file, 'w')

file.write (content)

file.close()

clt = client.AcsClient ('<Access-Key-Id>"', 'Access-Key-Secret', '<Region-Id>")

key alias = 'alias/Apollo/WorkKey'
in file = './certs/key.pem'
out file = './certs/key.pem.cipher'

# Read private key file in text mode
in content = ReadTextFile(in file)

# Encrypt

ciphertext = KmsEncrypt (clt, in content, key alias)

# Write encrypted key file in text mode
WriteTextFile (out file, ciphertext)

10
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#!/usr/bin/env python
#coding=utf-8
import json
from aliyunsdkcore import client
from aliyunsdkkms.request.v20160120 import EncryptRequest
from aliyunsdkkms.request.v20160120 import DecryptRequest
def KmsDecrypt (client, ciphertext):
request = DecryptRequest.DecryptRequest ()
request.set accept format ('JSON'")
request.set CiphertextBlob (ciphertext)
response = json.loads(client.do action (request))
return response.get ("Plaintext")
def ReadTextFile(in file):
file = open(in file, 'r')
content = file.read()
file.close ()
return content
def WriteTextFile(out file, content):
file = open (out file, 'w')
file.write (content)
file.close ()
clt = client.AcsClient ('<Access-Key-Id>"', 'Access—-Key-Secret', '<Region-Id>")
in file = './certs/key.pem.cipher’
out file = './certs/decrypted key.pem'
# Read encrypted key file in text mode
in content = ReadTextFile(in file)
# Decrypt
ciphertext = KmsDecrypt (clt, in content)
# Write Decrypted key file in text mode
WriteTextFile (out file, ciphertext)
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KMSHIZ RS E HAPHE A MEIREY, AEARESHEANMERBLIE, KEMBELMEERNS,
H2ER

WENGREE (BRRT) :

o XS HIE LB

o NEBBHIEME

AXMEASIARF, NENTEAVMSIRNMBENEINE, UREIREREHME 0.

&N RE

EAKMSEIEZ— N ER, FRERPEN—THERZY, BERYEZPERMBELE. XPHRE
ATFXREHENMBEE ., BEREUTHR:

o {55

3.0

AR

[
1. B EEH M,
L

HHEERS 2. RSN ARFEE
ARSIz

EIEEA

IR <->

BERRBNOT:
i BEKMSIEFIS, HEEBCreateKey, SIE—MNEFPEZH,
i. &P GenerateDataKeyf|EZ—NIEZH, KMSSIRE—PMNAXHNHIEZHEMN—NEXHNEIESHA,
iii. EABXNHBEBZRAMENY, FEEXXY, ARHEHBRNFPHBENER,
v. APBENHBEZRENBEX X —REFERIFANEREEHRSTP,
o EHEE

ENHiEEH B
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ii. JHAKMSARSSEIDecrypt, RN R BRABRE NAXER,
iii. FAPANEPAABEIERE, BEHRREPHEXER,

N2 0 % 22 B AP

RBT LA B LATRKMS AP, fE ARG 04 T IR
APIZFR
CreateKey

CreateAlias

GenerateDataKey

Decrypt

TN 25 0 88 25 A 3 S 4

RS

BB

BRFESE

i8R

ANHERE R

B

BIEAPERSA (CMK) .

NEERPEBHLIE—HAE.

ELERHUREH, BEEMKNEZEHIREZHRE, REH
BEANEXANAX,

BEKMSEEMZNEIE (B1EGenerateDatakeyF= 4 /]
BIEZHNEN) , FRERENK,

ZBOUESRERCUEIZAPE20, MBENBEARMHE,

1. @ MACreateKey, BIZBFPEZHA,

aliyun kms CreateKey

TR
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"KeyMetadata": {
"CreationDate": "2019-04-08T07:45:54z7",
"Description”: "",
"KeyId": "1234abcd-12ab-34cd-56ef-12345678****",
"KeyState": "Enabled",
"KeyUsage": "ENCRYPT/DECRYPT",
"DeleteDate": "",

"Creator": "151266687691**x**",

"Arn": "acs:kms:cn-hangzhou:151266687691****:key/1234abcd-12ab-34cd-56ef-12345678**

*xm
"Origin": "Aliyun KMS",
"MaterialExpireTime": ""
by
"RequestId": "2a37bl168-9fa0-4d71-aba4-2077dd9e80df"
}

2. (TIE) B/EBHFMAZ.

AZRAPERPNIERR, WRAFARENS, o] AERERZHAND,

aliyun kms CreateAlias --AliasName alias/Apollo/WorkKey --KeyId 1234abcd-12ab-34cd-56ef

-12345678****

@ B8 Hdh, apollo/Workkey iR apollo BETMTEE (M4si@ATFMBEMNE

) . BOUUERLRECHBPERR S ( alias/Apollo/WorkKey

3. MEBARMIH,
RS
o APEZA: BB A alias/Apollo/WorkKey o,
o BAXHEUENX M ./data/sales.csv,
o BB NEIEXYE: /data/sales.csv.cjpher,

) ERMNZAPI,

14
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#!/usr/bin/env python
#coding=utf-8
import json
import base64
from Crypto.Cipher import AES
from aliyunsdkcore import client
from aliyunsdkkms.request.v20160120 import GenerateDataKeyRequest
def KmsGenerateDataKey(client, key alias):
request = GenerateDataKeyRequest.GenerateDataKeyRequest ()
request.set accept format ('JSON')
request.set KeyId(key alias)
request.set NumberOfBytes (32)
response = json.loads(client.do action(request))
datakey encrypted = response["CiphertextBlob"]
datakey plaintext = response["Plaintext"]
return (datakey plaintext, datakey encrypted)
def ReadTextFile(in file):
file = open(in file, 'r')
content = file.read()
file.close ()
return content
def WriteTextFile (out file, lines):
file = open(out file, 'w')
for 1In in lines:
file.write (1n)
file.write('\n")
file.close ()
Out file format (text)
Line 1: b64 encoded data key
Line 2: b64 encoded IV
Line 3: b64 encoded ciphertext

B

Line 4: b64 encoded authentication tag
def LocalEncrypt (datakey plaintext, datakey encrypted, in file, out file):
data key binary = base64.b64decode (datakey plaintext)
cipher = AES.new(data key binary, AES.MODE EAX)
in content = ReadTextFile(in file)
ciphertext, tag = cipher.encrypt and digest (in content)
lines = [datakey encrypted, base64.b64encode (cipher.nonce), base64.b64encode (cipherte
xt), base6d.bbdencode (tag)];
WriteTextFile (out file, lines)
clt = client.AcsClient ('Access-Key-Id', 'Access-Key-Secret', 'Region-Id")

key alias = 'alias/Apollo/WorkKey'
in file = './data/sales.csv'
out_file = './data/sales.csv.cipher'

# Generate Data Key

datakey = KmsGenerateDataKey(clt, key alias)

# Locally Encrypt the sales record

LocalEncrypt (datakey[0], datakey[l], in file, out file)

4. BEAMMY,
ENEEEE
o BN HUENM: ./data/sales.csv.cipher,
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o BB BB ./data/decrypted_sales.csv,

#!/usr/bin/env python
#fcoding=utf-8
import json
import base64
from Crypto.Cipher import AES
from aliyunsdkcore import client
from aliyunsdkkms.request.v20160120 import DecryptRequest
def KmsDecrypt (client, ciphertext):
request = DecryptRequest.DecryptRequest ()
request.set accept format ('JSON')
request.set CiphertextBlob (ciphertext)
response = json.loads (client.do action (request))
return response.get ("Plaintext")
def ReadTextFile(in file):
file = open(in file, 'r')
lines = []
for 1n in file:
lines.append (1n)
file.close()
return lines
def WriteTextFile (out file, content):
file = open (out file, 'w')
file.write (content)
file.close()
def LocalDecrypt (datakey, iv, ciphertext, tag, out file):
cipher = AES.new (datakey, AES.MODE EAX, iv)
data = cipher.decrypt and verify(ciphertext, tag).decode('utf-8")
WriteTextFile (out file, data)

clt = client.AcsClient ('Access-Key-Id', 'Access-Key-Secret', 'Region-Id')

in_file = './data/sales.csv.cipher'

out_file = './data/decrypted sales.csv'

# Read encrypted file

in lines = ReadTextFile(in file)

# Decrypt data key

datakey = KmsDecrypt (clt, in lines[0])

# Locally decrypt the sales record

LocalDecrypt (
base64.b64decode (datakey),
base64.b64decode (in lines[1]), # IV

base64.b64decode (in lines([2]), # Ciphertext

base64.b64decode (in lines[3]), # Authentication tag

out file

)

16
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4 fFRAKMS—RBRIPECSTERR

SECTHAHATLEEHEN, BESEMIEGNVENE,. RAERREXREIIE, ALEFENT
ERARETRIPUAREESME, KMSIFXMECSTAEARIHT—RME, RIPHEREP~ENIREAET
AHE, BREXNBERE. BAUREMNER, ILETUSK. REABHELZENE LIFERE,
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EPNHEZE2TRARIPUSNENDARNL, XEXBFEZEWVHRONERE, BEZIEESNNY
R, BIE0: GDPREEREBWARIPNANRBLREE., IXMEBEFHESEE, NARGENYEFHEZE
BEMZ, BEMEEDIREEEESREZEHENXRG,

AT RIEMENRE M SEHME, FARATERAKMSHEMERS 2R SEIRNNSE, HARNSEY
SHIRFE, BE N EAKSEENBERMINZMREHE,

NRGEERMT DRARPFR, BALBNRBNTERADRERTHIER, HATENRGRDHNTS
. TAERBEHHRRNT:

o EMECSHAT, AHIKMSHERDH, WRBTEMHMES. TRANLLEE.

o BMECSRHR, TRFE—IGIY, BERMEERAIABLETREDEMREINEBRIE.

o GMECSER, FETETADRBNEREN, WHRRBETARRREM.

@ % IFEOVSEABELERESHITE, FIM: EHFLR (DevOps) EAMNMABEMNESR
FHZENHT, BHESRERARTAAANETEAREETETHOEURLERE, EESIAFHIW
FBELEERLE.

e

FIEZECSETFKMSINE, REFRIPTIEARFIBRROEES, FIMN: ECSRAER. HURE, URMEMNEX
HRE. RER.

AT LARMRECSEAKMSH AP £ 2 (CMK) , —BMZERXLRR, RIFEM. KA. IREMFAEN
PR, HECRERERN, BHILRESFR, BEHEREN. ZREHRFFR, BIHECSER
KMSERZE0RES), RGN IMMAIREN

@ e WEHSRLBEAMNS, MBECTHERBNERELHE (Devops) BRXT, HEHEN
NE2RETE.

MEZERGER
HFREROIBERAURLSHEBONARY, BREBERITON—1HEE,

HERERERTEEEEFRRETNEEXREGHEARLZE, NOTEBIEHERNAR, 44—
MEFER, NEREHTNE.

1. BRECSEEEFIA,

EEMEME, ERLASRE > TR,
AR EEL LAY, EEME,

ERGRE, BHAENRERIE.
ERREEFNGESR, ®REND, REEWRK.

ok wnN
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@ 3B NREENBEBATFS00GE, BHEHERE, BRERSISETTE,

6. EEHRGIIEE, DEMEB, ETHIRPER—IEA.

RO LAMEREERN RS (Default Service CMK) S ETEKMSHAIZM AP E BB =ZHTMN
2, FRKMSHEIZNAR RS, ABNNENZEEFESNRFN. FlM: HoTUETHER
R, FHBRFFR, BIBECSERKMSHEZNEES, RENIMNEIFES.

@ e EHRERESARBAN, BHEEBR, RERELSRHECSER
AliyunECSDiskencryptDefaultRolefg €8, AIFECSIHRIERIIKMSEIR, A B RS | H1% 84 w1
BREMZER, HREEIEE, BSNEHEE,

RlRERER

SrliESETEERRsARE, eFEENER, EE

FE:

* EEMESRER:

MMEE&demo

b=t

NEHE&Edemo

HiEE:

e

alias/ecsdoc

Default Service CMK

alias/acs/ecs

l alias/ecsdoc l

7. BT,
MBHEE
RO ARSI B L fsE IR = 2B IR,
B 22 SCAI B 0 2 HUE

1. BRECSEEEZH A,
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https://help.aliyun.com/document_detail/25462.html#concept-a3m-5dm-xdb
https://ecs.console.aliyun.com

B4 SRS BESE- ([ HKMS—E2FP ECSIf’F
R

2. EEMSHLE, ERELHASEEK > L.
3. £LpImmE, BHAIESEAH .
4. EEMXE, BMEREREHFRENESTN,

@ #e ASBREANRIANNARENSZEER, SAREEE, BSNERAES RS
B,

i BEEIN—REIER.
i. ERHEENZEXBURTESFRE.
iii. ZEME, ETRIIRPERE—DER.
WO LMEREENRSEH (Default Service CMK) HEEKMSH RN AP EBHEN =T

mE. ERKMSHEIZMAFERN, SRNMENZEREGESIRHIN, G EHoTLUBE
HEN, ZAZHSFR, MUIHECSERKVMSHBENREN, RENIAMMIIFES

@ %8 ERERESABTHAN, PERAEENR, REREISHECSER
AliyunECSDiskencrypt DefaultRolefs €&, F8IFECSIH )R HIKMSE R ,

=E S

F=t St ESSDEE 40 Gig 2280 0P8 HEEEEI () : PLO (BEIOPSHEEE HIRIT) v [ FEpEs

TEESKINTTE, SF SREtn-

— ESSDEE A 40 Gif 2280 10PS #452REI (1) : PLO (RBIOPSHEEE HR1A) v HE: 1 SMnmeEs EESAEN EREgEss

I0E  Default Service CMK E

HNERBNMBHER

1. BRECSEBEFIE,
EENSEME, ERFHEERE > =&,
EnBNEH, REUNESRE.
REZHEXVUNZEFHEMBMER.

A wnN

@ e ASBRERNBRZSNNAREMNSZEER, SAREEE, B200R5E,

5. A XE, AEmME, ETHIRPEE—IEH,

A LMERITENRS 24 (Default Service CMK) sEZEKMSHAIZI A A T Z4AXN = &HTM
2, FEAKMSHRIZENBFRERE, GENNMENZ2EFESNERHEN, I Bo USSR
N, EAZPESFER, BYECS{ERKMSRZINEEN, FKENAIMMNAIEEN.

@ $188 ERERESHBZEN, PERABEN, REREISHECER
AliyunECSDiskencrypt DefaultRoleA &, FIFECSIHRIARBIKMSEIR,
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https://help.aliyun.com/document_detail/87190.html#task-vwq-5g4-r2b
https://ecs.console.aliyun.com
https://help.aliyun.com/document_detail/25445.html#concept-jx1-tx1-ydb

BRIESEE- FFKMS— 2 {FIPECSTE

ppes TREERS

=fE ESSDEE - 40 GiE 3800 I10PS 1EEEEREI: PL1 (BEIOPSHEILETH) v FREsEmS

I0% Default Service CMK E

ZRIEECHR [SSDmE 400 GB, iR AFEIREER: 65096 GB

TRESRITHEERTE,. B SattaSn
0f] gETHEES
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ZHEBERS BIESTEE- (A KMSIRIP 324+ = N A
_ ” INE 7

5. FAKMSRIP 2 EMAH/NEF

EXMEARFENNARRD, NARBRERRONREERER, FAZHEERSKVS (Key
Management Service) fRiFFATE, TTLMRAHRESXMENAMNEFNL SN, LHNAFLAEREW
SNHEERE,

BRiER

XA EABRFENNASEFRRRBLMBNNG, UREHFNBNXTERENZ M, X—HHEE
AT AERSY

e HPNAEABCHMANERMES, BERNERERBLEIMNE, XATEVEANANABRIEHER
NESH (RETEENANESHER) .

RSP EHETE
oK
AT
o=l Sign Verify
RIFEE R fEEE RIS RS

o WTXMNERMESLBTFNANEY, NANEAXMENFEAERIEREEROESLME,

ZHFHNERE: BPNALIRENAMBNRZSYE, NMRENBNNXTERENREM, RZ, —
ERPREME, SPaERRANZENL, MRNANZAENRESREBTSLXRONXNKLELK,

e

8 B F7E N AR P 6 AR N R FASA B9 BA SR IH B ATINSE, KMSTEELAT RS

o REFARSN: APUURBSENAREFEREMSIEEZLHA, AFEIZKMSEI0penAPHERFALA
ErR, WRASEZBINEGRLBRAZA, TREZEFEREAE, ATHLAPBNME. TERH
MRS, BESRLEDHIML,

o BHIFANAERE: AP UTLLUBTRIE =532 HIRAM (Resource Access Management) , &Eh EH2KMS
ZPREMAMR, BTRAMSE.

o HItNABNAAEL: BEMERZAESF (ActionTrall) AJUEFEES—REBAKMSHIER; MERA
ABTREMBURESESNNE TS,

o RBFMNZEHM: ENARAEELREREFELT, TMELSHFRELETRENLANIEERE
A, fian: AP ILUBYRAMEHEXAANERNIR, HEBSKMSEAMBE.
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https://help.aliyun.com/document_detail/125803.html#concept-1215941

BIELE- FRKMSIRIP A= NB
INE R

TREERS

fIEEZKMS

- FEEERIFFAIR
* REGHER

SRS IR fIEEZ=RAM

« EIRAIERSIEM « FRHETRAIR
CBEHTAE: B RA. 0 « SERIRIFATBAGERR

BB Z=ActionTrail [5]=lwi:: ]

« iIBRKMSTER « SRENRI AR
- AHEEH « JAFKMSIIZAPI

FERKMSIEHI & AT ENAS/NEFNE
1. FEKMSHEIEZ A,
i. BRTHSERSEHAE,
i. ERELZ AN TRIIER, ERBHMENIE,
BIRIE R AT E M A S/NE FAER A,
ii. EEMEME, BEHAFPESRH,
iv. BEBIREA.
v. EEHNIRERXNIEE, RIBUTREHTESR.

BB BiBA
KMS L4 IERBOA
BPHRE #EIRRSA_2048,
A% i%&#ESign/Verify,
B BAEHRBER.
3 ] WEEHs M B KMSRENEH BN ER R EH,
1A RAZRHERER.
REES BRNARTRE,
vi. BEHE .

2. EXNERERS.

XAEARFEERETEEAALIMNABIERSARMPRARES E. 2PEEAXRNERBLHES
AHBRILE, NHFELBNHBERE, “ENHRE/NE, SPNARREEFRED—/EIT,

@ 38 NFERIESERNEONA, MYEAAGEBNAR.

22
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https://kms.console.aliyun.com

RAESLE- (& F KMSIRIP 32 = M A

2y E=4

o HE—: BEAHAAR
MKMSERERM B 2R, EME I EARFEEN AN A P,
. BREPEERSENE,
. ERHZEZ LANME TR, ERRAMENME,
CEENSHE, BEHPERS,
. HEECIZIIRSA_2048K£ BRI, BEHFIBHNFRR,
. EEARARE, REEEAHA.
 EEEAAMNEE, SEHHTHAHA,
CBRIMEARFE,
ATAZENEZENNA, EEUSMEERRE > FRRE.
i EFRRERHE, BEEOMBLSAEANIRE, REENEEGAFNRIELEITIRIE.
o EMEZEEMNEE, ERENSEXAANE, AREERSAHAFZFHREBALE, REELHRE

-~ M O N T

o Q

RETMABPNEE,
nESE ©Q n=n=Es ISR
SHENEER, REEFE QO AF

St =E

SHA256withRsaEiZEst T 11E A

A= =5 HR4AEEEOpenSSLIE

o AREIZ: AHIEBAR
MKMSIRERFASRIE R 1EKCSR, BT EAMFE TR AAIER EMNELR.
a. BRTHEERSEHA,
b. ERHEZAZ AN TR IIER, EREZHAENME,
c EEMSHE, BEEHAFPEEH.
d. WESEIEMRSA_2048K B2, BEHISHNIFRER,
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https://kms.console.aliyun.com
https://mini.open.alipay.com/channel/miniIndex.htm
https://kms.console.aliyun.com

RAESTE- 5 FKMSIR AP 32 = 2 AT

2 &z
INE BHEERS
e. EBHARAKXE, EEHEEMCSR,
f. BEMCSRYIFEE, REFZHESRTESIERER.
@ B U/ BUERAANEIAERREPOIPKESERNADERES B, &
NS EELS RSP FECSRED XHRIEEY .,
4 FCSR X
* BABTRCN):  certTest 8/255 (I xxxxAF] )
ll/BRIEFR:  Company 7/255
BBIJ(OU):  TestDept 8/255 | (f4: IT Dept)
* & 3(S):  Beijng 6/255 | (f5l40: Shanghai)
* 3 H(L):  beijing 7/255 | (fU40: Shanghai)
*E R(C): CN v
( ElFMTELELRISOE A EIRAR S, HEIEECN)
TIAEE: | RSA_PKCS1_SHA_256 %
1B & (E): 0/255
g. BRXMNERFKFES.
h. FTAZSEMENNAE, EEMSMHEIEFRE > FRIRE.
i ERKRENH, BEEONEARNEGMNINRE, ABERELNNEERAFIKRIERLFTR
IiE,
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https://mini.open.alipay.com/channel/miniIndex.htm

ZREERS

BIESE-(FFAKMSIEIP ST = MM
INER

o EMEZEEMNEEEEMSEEAARXAED, REELAEB X4 XKERAE EECCSRXHEL

HERES .

mEEE @ n=nzms

kg
il
4
Wy
5
5
ot
e
i

i

il

LT O LiSCSREATA SRS

J, _HECSRGFFEESERGIF S

LiSERFIES

i*: CSRMEEE= (=& A% aREnAL.

k. BEHEEECSRXHAELERIED LERAPIES, TRAFIEBINRE,

FASZMAESDKIERKMS A ENHAS/NEFEMES

T EFRESFIRSDK (EasySDK) £L T KMSTEAMNESIZMLEE (Sign Provider) , DABIEINSERIE, L
Java SDKA I, BB EEX T EMADS|HEasySDK 2.0.1 AR Z BHIRK,

<dependency>
<groupId>com.alipay.sdk</groupId>
<artifactId>alipay-easysdk</artifactId>
<version>2.0.1</version>

</dependency>

@ e MBEEZEFRAPIESSAN, thaTUREAEasySDK, BTEAREBERKMS

BIAsymmetricSigniE O BITSEMEZ

KBRH: EE2HADRA

package com.aliyun.kms.samples;
import com.alipay
import

com.alipay.easysdk.factory.Factory;

import com.alipay

import com.google.gson.Gson;

import com.google.gson.reflect.TypeToken;

import java.io.InputStream;
import java.io.InputStreamReader;
import

/**

java.util.Map;

* Alipay-easysdkfEkMsERRFI, RGBT T AHARIAR.

.easysdk.kms.aliyun.AliyunKMSConfig;

.easysdk.base.qgrcode.models.AlipayOpenAppQrcodeCreateResponse;

> MA4RRA: 20220630
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https://opendocs.alipay.com/open/291/106118
https://help.aliyun.com/document_detail/148132.html#doc-api-Kms-AsymmetricSign

BAESLES- 5 FKMSIRIP 32 4 = R B AT
INEF -

*/
public class KmsAlipayEasySDKPublicKeyDemo {
public static void main (String[] args) {

Factory.setOptions (getOptions()) ;

try {
AlipayOpenAppQrcodeCreateResponse response = Factory.Base.Qrcode () .create ("page
/component /component-pages/view/view", "x=1", "R ;
if ("10000".equals (response.code)) {
System.out.println ("JARAMKII") ;
} else {

System.err.println("ﬁﬁﬁ*ﬂi, [R&E: " + response.msg + ", " + response.subMsg

}

} catch (Exception e) {
System.err.println ("AREBRE, RE: " + e.getMessage());
throw new RuntimeException (e.getMessage(), e);

}

private static AliyunKMSConfig getOptions () {
AliyunKMSConfig config = new AliyunKMSConfig() ;
config.protocol = "https";
config.gatewayHost = "openapi.alipay.com";
config.signType = "RSA2";
/ /BB A BB AT Do
config.appId = "202100****x";
/ /EERINTHZ A EAAFFFENECHZTERHR,

config.alipayPublicKey = "MIIBIJjANB...";
//MREAMERKMsER, WEBHREERIRES B, MERMSHBZMII"ALiyunkMS",
config.signProvider = "AliyunKMS";

//ANRERREEKVSER, BERANEHMERACCcessKey IDo
config.aliyunAccessKeyId = getAliyunAccessKey ("AccessKeyId");
//ANRERARRERRVSER, BERANEHFAERACcessKey Secreto
config.aliyunAccessKeySecret = getAliyunAccessKey ("AccessKeySecret");
//MNRERRERKMsER, BEERNEHIKMsIRSZHEEAID,
config.kmsKeyId = "4358£298-8e30-4849-9791-***x*x";
//ANREARERKMsER, FERNEHKMsIRS HIRRRZS 1D,
config.kmsKeyVersionId = "e71daa69-c321-4014-b0c4-—****";
//NRERARERKMsER, FEBERAERKMsIRS L,
/ /KMSERSSHILTIRIFE, FSE:
//https://help.aliyun.com/document detail/69006.html
config.kmsEndpoint = "kms.cn-hangzhou.aliyuncs.com";
return config;

}

/**

* MR R SAccessKeyEEBEEo

Etﬂﬁ?iﬂﬂiiﬁhﬁﬂ'ﬂiﬁ%%iﬁﬁ, AccessKeyﬁEEﬂEEresourcesﬁﬁ?, @“:B:iiifiﬂhh*%iszﬂaﬁo

*

*

* @param key AccessKeyBoBEIMNBkeyo
* @Qreturn AccessKeyBoEFHTHo
Y
private static String getAliyunAccessKey (String key) {
InputStream stream = KmsAlipayEasySDKPublicKeyDemo.class.getResourceAsStream("/fixt
ure/aliyunAccessKey.json") ;

Map<String, String> result = new Gson() .fromJson (new InputStreamReader (stream), new

MemnAMALArn oM s Q= and m o~ CdamdmmeNN (N T
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RAESLEE- 5 FI KMSIRIP 324 = i F AT

ZREERS INER

L_beCLUJ\CLl\L“lOP\O LLLLI\j, oLl Lll\j// \) 1
}.getType () ;
return result.get (key);

RBRG: AFIEBHR

FEAARIEBA A, EasySDKEERA R ERRAIEMN, K FBEETFREETHFNANIAEEEN
NELER, FEBER, BB EZKVS Github SR A E,
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https://github.com/aliyun/alibabacloud-kms-demo/blob/master/kms-samples-java/src/main/java/com/aliyun/kms/samples/KmsAlipayEasySDKCertDemo.java?spm=a2c6h.12873639.0.0.516a7f784D84Xp&file=KmsAlipayEasySDKCertDemo.java

BRIESE - FAKMS— #2122 Kubernet

BHERRS
esERSecret HEERS

6. FFHKMS—# & KubernetesE
BfSecret

M8 =B 2ERSKubemeteshR (fEFRACK) @I RIS EHIKMSEZ4H, XFKubemnetes&ERESecret T35 £
2, mMAE—E#E B LW KubermnetesE BN L £RIP .

ERA=R

Kuberetesfi BB KEIE#RAFEIRREN, MBAENE R, BRS . BRRFAFLOAERONEZRE
B2, fitn: BB, B, EF. HOBPESE., KubemetesEB E A Secret RN EBEH R AN ER D
YENANERER, FEESATNetcdER#TRE, BNEetcdERNEIRPHETHMAEHIFMH.

Bl BE —NEEEOUVSHEH N Kubernetes®ERE, WIIRER TEXL50MSecret, Ed{Ef—/Secret
Bt EE, ZorgextKubernetesERE, WS ES%, EER2WHETFERTUMENRE, ALEEZS
Kubernetes AR H RIERN, EEXKubemetesEBTIEENREEEHTVENREP, HLEXRES
FHENZ2E.

n = %l

FEACK ProfEE &R D, MuILMEREKMSHEIZNAFEZEH (CMK) MM Kubemetes Secret, T2

EFKubernetesi2AIKMS Encryption ProviderdL &, EREIMZENA XX FMEEetcdP AIKubernetes

Secret ZHHTEHMMEMMERE , XTFEIMBNFE, BERH22EHME, Kubernetes Secret 48

ZHEENERENT:

o H—PMIEEPEFEE I Kubernetes Secret APHEAERY, #HIBESEHEAPI Serverd A — NEHLAVEIRE
ZHEME, ARZHEZHESEEENKMSAFREZS (CMK) MBEA—NEXZRFEHEEetcdd,

o fiRBKubernetes SecretZA, RASESCIHBKVMSHMRBAPHMITENZANRE, AEEERSEN
B B EAXS Secret HIBM B H R ZIREIZLBF .,

B SH

o MEENFEHKubernetesi Ik 512 FAliyunCSManagedSecurityRole B B HINIR ., MREERBIKS KT
), EOIEPrOERF BN HProEE I RRDHSSecret Z#NMNBZN, RASEREHITRERAAECE
™,

o NREBERFEARAMAFLER, EHERAMA P BE&AlyunKMSCryptoAdminAccesst R, BRRIE, 55
WARAMA P21,

o EHRFMEEKVMSIEEISCIZRAFPERE (CMK) , BFRIRE, BENOIEDZE,

@ 88 NEBAlyun AES 256£B AP ERE (CMK) .

HEFEIENACK ProEBdh B Secret X &£ N

1. BRASRSSELHA,

EEMSHE, B,

EEHIXRRED, PENHALANEREIR,

EERERER, EZProRESE, AERTOIRE,
HEACKREE RIS EISecret B M, EPIEEKMSEH, T THIIFRDIEEKMSZEID,
RiFEFH SRR EMSHIRE.

S S
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https://kubernetes.io/docs/tasks/administer-cluster/kms-provider/
https://help.aliyun.com/document_detail/42339.html#concept-42339-zh
https://help.aliyun.com/document_detail/116146.html#task-187800
https://help.aliyun.com/document_detail/180991.html#task-1939967
https://cs.console.aliyun.com

B2 (4 on £ P
= = BRAESL - (# FHKMS—#NZ Kubernet
EREERS es&EEfSecret

BIRRIE, BB ROIEACK ProfR&EE:,

HEECIEMNACK ProEB P HFSecret £ M%

1. EEMHRTE, RHERPOEHER,

2. BEEAGEREAE, EEAGER R PITHSecret FERMEF X,

3. 7ESecret FEMB IIFE, £ THRIIFRPEEKMSEHAD, REETHE.
HERRSHEF P TRETPE, REZEHSSecret ERMBNSHETERM.

ITS

MELREREF IS SNE4EE R EFEIEEAAlyunCSManagedSecurityRole R 4 £ & BN B R RS
BESHE, NiRPZERERINFBSecret Z MBS, WHET LLUETBEE IHEF 8 EE X KMSHI Fr
BRARIER,
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https://help.aliyun.com/document_detail/176833.html#task-skz-qwk-qfb
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