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BERER
HAARSEON, ANSEE—RKTHIER, KNERTUERAREFPHTER,
—ERERSDKEZIFEBEIEREE, BIXIXERNERER, FliN: ERAMEZH.NET SDKTT LR EE XA
Kig, YEPEXLARERN, BUUERAXNENEL G ENBERERBTER,
Hid KB
BEREME RN, MRERSHEIR (5xx) HIFKRBRREIR, VWaTLLBEZ N TEXREHERERBITE
i
o HRFR,
plgn: SHAER 1008, BHEER—X,
o IEHUREE,
NFEZERMN, ERSFEREREEK, SFRERBERERBBMEAZRXRBHTERL., BHR
BT AR LRSS R P RHFERAO ALK, fial: ERNEAR LS RMEMEIERE, BiFELH
BENAX, tJAERAEFENRREIR,
EHRENHAE
PATNRBNE T #ERE SRS EEREMRE,
initialDelay = 200
retries = 0
DO

wait for (2”retries * initialDelay) milliseconds

status = CallSomeAPI ()

IF status == SUCCESS

retry = false // Succeeded, stop calling the API again.
ELSE IF status = THROTTLED || status == SERVER NOT READY

retry = true // Failed because of throttling or server busy, try again.
ELSE

retry = false // Some other error occurred, stop calling the API again.
END IF

retries = retries + 1
WHILE (retry AND (retries < MAX_RETRIES))

& A5 HUR & 75 7R L KM SR 7

UTavamBINE T i ERREHIREN T, LEKMSIERDecrypti#ZORIBE MRREIR.

o MUTLUBT RN, WK ELBENRSR[/EIR (Fla1: HTTP503) #HTEHR.

o MUILIBEBHANTMHEFPHERFENBRAKDIERY, BHEMNBTERME ( initialpelay ) ME

ﬁtxﬂ%ﬂ ( maxRetries ) o

import com.aliyuncs.DefaultAcsClient;
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import com.aliyuncs.exceptions.ClientException;
import com.aliyuncs.http.FormatType;
import com.aliyuncs.http.HttpClientConfig;
import com.aliyuncs.http.MethodType;
import com.aliyuncs.http.ProtocolType;
import com.aliyuncs.kms.model.v20160120.DecryptRequest;
import com.aliyuncs.kms.model.v20160120.DecryptResponse;
import com.aliyuncs.profile.DefaultProfile;
import com.aliyuncs.profile.IClientProfile;
import java.io.*;
public class CmkDecrypt {
private static DefaultAcsClient kmsClient (String regionId, String accessKeyId, String a
ccessKeySecret) {
IClientProfile profile = DefaultProfile.getProfile (regionId, accessKeyIld, accessKey
Secret) ;
HttpClientConfig clientConfig = HttpClientConfig.getDefault () ;
profile.setHttpClientConfig(clientConfiqg) ;
return new DefaultAcsClient (profile);
}
private static String kmsDecrypt (String cipherTextBlob) throws ClientException {
final DecryptRequest request = new DecryptRequest () ;
request.setSysProtocol (ProtocolType.HTTPS) ;
request.setAcceptFormat (FormatType.JSON) ;
request.setSysMethod (MethodType.POST) ;
request.setCiphertextBlob (cipherTextBlob) ;
DecryptResponse response = kmsClient.getAcsResponse (request) ;
return response.getPlaintext () ;
}
public static long getWaitTimeExponential (int retryCount) {
final long initialDelay = 200L;
long waitTime = ((long) Math.pow (2, retryCount) * initialDelay);
return waitTime;
}
public static void main(String[] args) {
String regionId = "xxxxx"; //"cn-shanghai"
String accessKeyId = "xxxxx";
String accessKeySecret = "xxxxxx";
String cipherTextBlob = "xxxxxx";
int maxRetries = 5;
kmsClient = kmsClient (regionId, accessKeyId, accessKeySecret);
for (int 1=0; i<maxRetries; i++) {
try {
String plainText = kmsDecrypt (cipherTextBlob) ;
return;
} catch (ClientException e) {
if (e.getErrCode () .contains ("Rejected.Throttling")) {//need retry
try {
Thread.sleep (getWaitTimeExponential (i+1)) ;
} catch (InterruptedException ignore) {
}
}
} catch (IOException e) {

e.printStackTrace () ;
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2. {E FHKMS 3= 25 51 1 2 I 25 /1183 25 50

MEZAFRESLEHETES, SEXNBUREEHTNZEF, NRESENZNHEENRE/N (/NF6KB) |,
BT LB B EA E TR AR KMS (Key Management Service) HIZIDEEAPI, EANEIBEEMBE, KX
PAINZZSSLERFEEAH, NBWEIEAKMS APISLIAT HIE N E L N ZMHES,

%%%l@\

HAWNGERZSEE (ERET)

o MWEEXHHIME

o XISSLFASHRYMNZS

FramZRi

BAPHHIESESZR2EEELRIKMSRS I, REERMENREE, BEFEREIRLEEIRMOLH
F. EREHNTEFTR,.

°
© 1 GRS - WSTER
BEEEES BRFFEE
ESTES
WSCES
@ EXER =
P eSS 5558
BERBNT:

1. BEKMSER & &R CreateKey& O, BIZ—MHFEEH (CMK)

2. JAAKMSERSSBIENCryptiE O, BISHERME A SHES .,

3. BELEBHEEC RS L.

4. SRS[|ENFEEMIEDE, EAKMSARS BIDecryptix B EB#EBRAPSGES.

HHXAPI

RO LAR A LATKMS AP, SRS #4R BRI SRR B4R 15 .
APIZFR iR
CreateKey BIZAFERSH (CVK) .
CreateAlias HigEAPEBHYR—BIE,
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https://kms.console.aliyun.com
https://www.alibabacloud.com/help/doc-detail/28947.htm#doc-api-Kms-CreateKey
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= (SR PR A
TSRS BESLE- (FFAKMSEZHEELINZH

R HR
APIZHR 5288
Encrypt EECMK, HKMSHNZEIRE,
Decrypt BEKMSEEMZBNEIE, AHEEEEK,
mE/BEiEB %A

1. FMACreateKey, BIZBFPEZA,

aliyun kms CreateKey

PRI

{
"KeyMetadata": {
"CreationDate": "2019-04-08T07:45:54z",
"Description”: "",
"KeyId": "1234abcd-12ab-34cd-56ef-12345678****",
"KeyState": "Enabled",
"KeyUsage": "ENCRYPT/DECRYPT",
"DeleteDate": "",
"Creator": "151266687691****",
"Arn": "acs:kms:cn-hangzhou:151266687691****:key/1234abcd-12ab-34cd-56ef-12345678**

*xm
"Origin": "Aliyun KMS",
"MaterialExpireTime": ""
}y
"RequestId": "2a37b168-9fal-4d71-aba4-2077dd%e80df"
}

2. (TIk) B/EBRRMANE (EESR) .
ABRAP RPN ONERR, MERBPAERNE, hoJUERERZANID,

aliyun kms CreateAlias --AliasName alias/Apollo/WorkKey —--KeyId 1234abcd-12ab-34cd-56ef
-12345678****

@ HB Hd, apollo/Workkey FRApoloBiEBMIERS (MAEBTFMZNES)
HERERFREDFERILAE, BIRRINBOLMER alias/Apollo/Workkey EBNZEAPI,

3. MZIEBAE (USRAXSSLRATIERHTMERF) .
NI ET ek
o APEZ4ARLZ: alias/Apollo/WorkKey ,
o BASGERXE: ./certs/key.pem,
o MHBNBSGERXH: ./certs/key.pem.cipher,
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https://www.alibabacloud.com/help/doc-detail/28949.htm#doc-api-Kms-Encrypt
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4. BEIEBAE (VSREYHEER LNBEGEBABHTHER)
RS
o EREBWBSGERMH: ./certs/key.pem.cipher,
o HIHHKIBASGER XY ./certs/decrypted key.pem,

#!/usr/bin/env python
#coding=utf-8
import json

from aliyunsdkcore import client

from aliyunsdkkms.request.v20160120 import EncryptRequest
from aliyunsdkkms.request.v20160120 import DecryptRequest
def KmsEncrypt (client, plaintext, key alias):

request = EncryptRequest.EncryptRequest ()

request.set accept format ('JSON'")
request.set KeyId(key alias)
request.set Plaintext (plaintext)

response = json.loads (client.do action (request))

return response.get ("CiphertextBlob")
def ReadTextFile(in file):

file = open(in_file, 'r')

content = file.read()

file.close()

return content
def WriteTextFile (out file, content):

file = open(out file, 'w')

file.write (content)

file.close()

clt = client.AcsClient ('<Access-Key-Id>"', 'Access-Key-Secret', '<Region-Id>")

key alias = 'alias/Apollo/WorkKey'
in file = './certs/key.pem'
out file = './certs/key.pem.cipher'

# Read private key file in text mode
in content = ReadTextFile(in file)

# Encrypt

ciphertext = KmsEncrypt (clt, in content, key alias)

# Write encrypted key file in text mode
WriteTextFile (out file, ciphertext)

10
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#!/usr/bin/env python
#coding=utf-8
import json
from aliyunsdkcore import client
from aliyunsdkkms.request.v20160120 import EncryptRequest
from aliyunsdkkms.request.v20160120 import DecryptRequest
def KmsDecrypt (client, ciphertext):
request = DecryptRequest.DecryptRequest ()
request.set accept format ('JSON'")
request.set CiphertextBlob (ciphertext)
response = json.loads(client.do action (request))
return response.get ("Plaintext")
def ReadTextFile(in file):
file = open(in file, 'r')
content = file.read()
file.close ()
return content
def WriteTextFile(out file, content):
file = open (out file, 'w')
file.write (content)
file.close ()
clt = client.AcsClient ('<Access-Key-Id>"', 'Access—-Key-Secret', '<Region-Id>")
in file = './certs/key.pem.cipher’
out file = './certs/decrypted key.pem'
# Read encrypted key file in text mode
in content = ReadTextFile(in file)
# Decrypt
ciphertext = KmsDecrypt (clt, in content)
# Write Decrypted key file in text mode
WriteTextFile (out file, ciphertext)
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o XS HIE LB

o NEBBHIEME

AXMEASIARF, NENTEAVMSIRNMBENEINE, UREIREREHME 0.
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EAKMSEIEZ— N ER, FRERPEN—THERZY, BERYEZPERMBELE. XPHRE
ATFXREHENMBEE ., BEREUTHR:

o {55
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AR

[
1. B EEH M,
L

HHEERS 2. RSN ARFEE
ARSIz

EIEEA

IR <->

BERRBNOT:
i BEKMSIEFIS, HEEBCreateKey, SIE—MNEFPEZH,
i. &P GenerateDataKeyf|EZ—NIEZH, KMSSIRE—PMNAXHNHIEZHEMN—NEXHNEIESHA,
iii. EABXNHBEBZRAMENY, FEEXXY, ARHEHBRNFPHBENER,
v. APBENHBEZRENBEX X —REFERIFANEREEHRSTP,
o EHEE

ENHiEEH B
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N2 0 % 22 B AP

RBT LA B LATRKMS AP, fE ARG 04 T IR
APIZFR
CreateKey

CreateAlias

GenerateDataKey

Decrypt

TN 25 0 88 25 A 3 S 4

RS

BB

BRFESE

i8R

ANHERE R

B

BIEAPERSA (CMK) .

NEERPEBHLIE—HAE.

ELERHUREH, BEEMKNEZEHIREZHRE, REH
BEANEXANAX,

BEKMSEEMZNEIE (B1EGenerateDatakeyF= 4 /]
BIEZHNEN) , FRERENK,

ZBOUESRERCUEIZAPE20, MBENBEARMHE,

1. @ MACreateKey, BIZBFPEZHA,

aliyun kms CreateKey

TR
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"KeyMetadata": {
"CreationDate": "2019-04-08T07:45:54z7",
"Description”: "",
"KeyId": "1234abcd-12ab-34cd-56ef-12345678****",
"KeyState": "Enabled",
"KeyUsage": "ENCRYPT/DECRYPT",
"DeleteDate": "",

"Creator": "151266687691**x**",

"Arn": "acs:kms:cn-hangzhou:151266687691****:key/1234abcd-12ab-34cd-56ef-12345678**

*xm
"Origin": "Aliyun KMS",
"MaterialExpireTime": ""
by
"RequestId": "2a37bl168-9fa0-4d71-aba4-2077dd9e80df"
}

2. (TIE) B/EBHFMAZ.

AZRAPERPNIERR, WRAFARENS, o] AERERZHAND,

aliyun kms CreateAlias --AliasName alias/Apollo/WorkKey --KeyId 1234abcd-12ab-34cd-56ef

-12345678****

@ B8 Hdh, apollo/Workkey iR apollo BETMTEE (M4si@ATFMBEMNE

) . BOUUERLRECHBPERR S ( alias/Apollo/WorkKey

3. MEBARMIH,
RS
o APEZA: BB A alias/Apollo/WorkKey o,
o BAXHEUENX M ./data/sales.csv,
o BB NEIEXYE: /data/sales.csv.cjpher,

) ERMNZAPI,

14
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#!/usr/bin/env python
#coding=utf-8
import json
import base64
from Crypto.Cipher import AES
from aliyunsdkcore import client
from aliyunsdkkms.request.v20160120 import GenerateDataKeyRequest
def KmsGenerateDataKey(client, key alias):
request = GenerateDataKeyRequest.GenerateDataKeyRequest ()
request.set accept format ('JSON')
request.set KeyId(key alias)
request.set NumberOfBytes (32)
response = json.loads(client.do action(request))
datakey encrypted = response["CiphertextBlob"]
datakey plaintext = response["Plaintext"]
return (datakey plaintext, datakey encrypted)
def ReadTextFile(in file):
file = open(in file, 'r')
content = file.read()
file.close ()
return content
def WriteTextFile (out file, lines):
file = open(out file, 'w')
for 1In in lines:
file.write (1n)
file.write('\n")
file.close ()
Out file format (text)
Line 1: b64 encoded data key
Line 2: b64 encoded IV
Line 3: b64 encoded ciphertext

B

Line 4: b64 encoded authentication tag
def LocalEncrypt (datakey plaintext, datakey encrypted, in file, out file):
data key binary = base64.b64decode (datakey plaintext)
cipher = AES.new(data key binary, AES.MODE EAX)
in content = ReadTextFile(in file)
ciphertext, tag = cipher.encrypt and digest (in content)
lines = [datakey encrypted, base64.b64encode (cipher.nonce), base64.b64encode (cipherte
xt), base6d.bbdencode (tag)];
WriteTextFile (out file, lines)
clt = client.AcsClient ('Access-Key-Id', 'Access-Key-Secret', 'Region-Id")

key alias = 'alias/Apollo/WorkKey'
in file = './data/sales.csv'
out_file = './data/sales.csv.cipher'

# Generate Data Key

datakey = KmsGenerateDataKey(clt, key alias)

# Locally Encrypt the sales record

LocalEncrypt (datakey[0], datakey[l], in file, out file)

4. BEAMMY,
ENEEEE
o BN HUENM: ./data/sales.csv.cipher,
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o BB BB ./data/decrypted_sales.csv,

#!/usr/bin/env python
#fcoding=utf-8
import json
import base64
from Crypto.Cipher import AES
from aliyunsdkcore import client
from aliyunsdkkms.request.v20160120 import DecryptRequest
def KmsDecrypt (client, ciphertext):
request = DecryptRequest.DecryptRequest ()
request.set accept format ('JSON')
request.set CiphertextBlob (ciphertext)
response = json.loads (client.do action (request))
return response.get ("Plaintext")
def ReadTextFile(in file):
file = open(in file, 'r')
lines = []
for 1n in file:
lines.append (1n)
file.close()
return lines
def WriteTextFile (out file, content):
file = open (out file, 'w')
file.write (content)
file.close()
def LocalDecrypt (datakey, iv, ciphertext, tag, out file):
cipher = AES.new (datakey, AES.MODE EAX, iv)
data = cipher.decrypt and verify(ciphertext, tag).decode('utf-8")
WriteTextFile (out file, data)

clt = client.AcsClient ('Access-Key-Id', 'Access-Key-Secret', 'Region-Id')

in_file = './data/sales.csv.cipher'

out_file = './data/decrypted sales.csv'

# Read encrypted file

in lines = ReadTextFile(in file)

# Decrypt data key

datakey = KmsDecrypt (clt, in lines[0])

# Locally decrypt the sales record

LocalDecrypt (
base64.b64decode (datakey),
base64.b64decode (in lines[1]), # IV

base64.b64decode (in lines([2]), # Ciphertext

base64.b64decode (in lines[3]), # Authentication tag

out file

)

16
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SECTHAHATLEEHEN, BESEMIEGNVENE,. RAERREXREIIE, ALEFENT
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AHE, BREXNBERE. BAUREMNER, ILETUSK. REABHELZENE LIFERE,
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EPNHEZE2TRARIPUSNENDARNL, XEXBFEZEWVHRONERE, BEZIEESNNY
R, BIE0: GDPREEREBWARIPNANRBLREE., IXMEBEFHESEE, NARGENYEFHEZE
BEMZ, BEMEEDIREEEESREZEHENXRG,

AT RIEMENRE M SEHME, FARATERAKMSHEMERS 2R SEIRNNSE, HARNSEY
SHIRFE, BE N EAKSEENBERMINZMREHE,

NRGEERMT DRARPFR, BALBNRBNTERADRERTHIER, HATENRGRDHNTS
. TAERBEHHRRNT:

o EMECSHAT, AHIKMSHERDH, WRBTEMHMES. TRANLLEE.

o BMECSRHR, TRFE—IGIY, BERMEERAIABLETREDEMREINEBRIE.

o GMECSER, FETETADRBNEREN, WHRRBETARRREM.

@ % IFEOVSEABELERESHITE, FIM: EHFLR (DevOps) EAMNMABEMNESR
FHZENHT, BHESRERARTAAANETEAREETETHOEURLERE, EESIAFHIW
FBELEERLE.

e

FIEZECSETFKMSINE, REFRIPTIEARFIBRROEES, FIMN: ECSRAER. HURE, URMEMNEX
HRE. RER.

AT LARMRECSEAKMSH AP £ 2 (CMK) , —BMZERXLRR, RIFEM. KA. IREMFAEN
PR, HECRERERN, BHILRESFR, BEHEREN. ZREHRFFR, BIHECSER
KMSERZE0RES), RGN IMMAIREN

@ e WEHSRLBEAMNS, MBECTHERBNERELHE (Devops) BRXT, HEHEN
NE2RETE.

MEZERGER
HFREROIBERAURLSHEBONARY, BREBERITON—1HEE,

HERERERTEEEEFRRETNEEXREGHEARLZE, NOTEBIEHERNAR, 44—
MEFER, NEREHTNE.

1. BRECSEEEFIA,

EEMEME, ERLASRE > TR,
AR EEL LAY, EEME,

ERGRE, BHAENRERIE.
ERREEFNGESR, ®REND, REEWRK.

ok wnN
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zjiggzﬂa%-ﬁﬁa KMS—#{RPECSTE BAEERS

@ 3B NREENBEBATFS00GE, BHEHERE, BRERSISETTE,

6. EEHRGIIEE, DEMEB, ETHIRPER—IEA.

RO LAMEREERN RS (Default Service CMK) S ETEKMSHAIZM AP E BB =ZHTMN
2, FRKMSHEIZNAR RS, ABNNENZEEFESNRFN. FlM: HoTUETHER
R, FHBRFFR, BIBECSERKMSHEZNEES, RENIMNEIFES.

@ e EHRERESARBAN, BHEEBR, RERELSRHECSER
AliyunECSDiskencryptDefaultRolefg €8, AIFECSIHRIERIIKMSEIR, A B RS | H1% 84 w1
BREMZER, HREEIEE, BSNEHEE,

RlRERER

SrliESETEERRsARE, eFEENER, EE

FE:

* EEMESRER:

MMEE&demo

b=t

NEHE&Edemo
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https://www.alibabacloud.com/help/doc-detail/42339.htm#concept-42339-zh
https://www.alibabacloud.com/help/doc-detail/116146.htm#task-187800
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