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{
"Version": "1",
"Statement": [
{

"Action": [
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"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs
"ecs

]I

:DescribeInstances",
:DescribeTags",
:JoinSecurityGroup",
:LeaveSecurityGroup",
:AuthorizeSecurityGroupEgress",
:DescribeRegions",

:DescribeVpcs",
:RevokeSecurityGroupEgress",
:ModifySecurityGroupAttribute",
:DeleteSecurityGroup",
:RevokeSecurityGroup",
:DescribeSecurityGroupAttribute",
:CreateSecurityGroup",
:AuthorizeSecurityGroup",
:DescribeSecurityGroups",
:DescribeSecurityGroupReferences",
:ModifySecurityGroupPolicy",
:ModifySecurityGroupRule",
:ModifySecurityGroupEgressRule",
:CreateNetworkInterface",
:DeleteNetworkInterface",
:DescribeNetworkInterfaces",
:CreateNetworkInterfacePermission",
:DescribeNetworkInterfacePermissions",
:DeleteNetworkInterfacePermission",
:AttachNetworkInterface",

:DetachNetworkInterface"

"Resource": "*",

"Effect":

"Action":
"vpc:
"vpc:
"vpc:

"vpc:

"vpc:

"vpc:

"vpc:

"vpc:

"vpc

"vpc:

"vpc

"vpc

"vpc:

"vpc

"vpc:

"vpc

"vpc:

"vpc

"vpc

vpc:

"vpc:

"Allow"

[
DescribeVpcs",
DescribeNatGateways",
DescribeSnatTableEntries",
DescribeForwardTableEntries",
DescribeBandwidthPackages",
GetNatGatewayAttribute",
ModifyNatGatewayAttribute",

DescribeEipAddresses",

:DescribeRouterInterfaces",

DescribeRouteTablelList",

:DescribeRouteTables",

:DescribeVSwitches",

CreateRouteEntry",

:DeleteRouteEntry",

CreateVpc",

:DeleteVpc",

CreateVSwitch",

:DeleteVSwitch",

:DescribeZones",

CreateVirtualBorderRouter",

ConnectRouterInterface",
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:MOQ1IYKOUTEr.LlNTterraceAttripute”,
:DeleteRouterInterface",
:CreateRouterInterface",
:DeleteVirtualBorderRouter",
:DeactivateRouterInterface",
:DescribeVirtualBorderRouters",
:DescribePhysicalConnections",
:ModifyVirtualBorderRouterAttribute",
:DescribeVpcAttribute",
:DescribeVSwitchAttributes",
:DescribeHaVips",
:DescribeVpnConnections",
:DescribeVpnRouteEntries",
:DescribeVpnPbrRouteEntries",
:DescribeVpnGateways",
:DescribeSslVpnServers",
:AssociateEipAddress",
:UnassociateEipAddress",
:CreateRouteTable",
:DeleteRouteTable",
:AssociateRouteTable",
:UnassociateRouteTable",
:CreateSnatEntry",
:DeleteSnatEntry",
:DescribeSnatTableEntries",
:DescribeRouteEntryList",

:Describelpv6Addresses"

"Resource": "*",

"Effect":

"Action":
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:
"slb:

1y

"Allow"

[
DescribeRegions",
DescribelLoadBalancers",
DescribeloadBalancerAttribute",
DescribelLoadBalancerUDPListenerAttribute",
DescribeloadBalancerTCPListenerAttribute",
DescribeloadBalancerHTTPListenerAttribute",
DescribelLoadBalancerHTTPSListenerAttribute",
DescribeHealthStatus",
DescribeAccessControlListAttribute"

"Resource": "*",

"Effect":

"Action":
"log:
"log:
"log:
"log:
"log:
"log:

"TAere

"Allow"

[
PostLogStorelLogs",
GetProject",
ListProject",
GetLogStore",
ListLogStores",

CreatelogStore",

CreataPratiect"

12
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vy
"log:
"log:
"log:
"log:
"log:
"log:
"log:
"log:
"log:
"log:
"log:
"log:
"log:
"log:
"log:
"log:

1y

PR R S N

GetIndex",
CreatelIndex",
UpdateIndex",
CreateDashboard",
ClearLogStoreStorage",
UpdateLogStore",
UpdateDashboard",
CreateSavedSearch",
UpdateSavedSearch",
DeleteLogStore",
DeleteSavedSearch",
GetSavedSearch",
ListSavedSearch",
DeleteDashboard",
GetDashboard",
ListDashboard"

"Resource": "*",

"Effect":

"Action":

"Allow"

[

"yundun-bastionhost:
"yundun-bastionhost:
"yundun-bastionhost:
"yundun-bastionhost:

"yundun-bastionhost:

DescribeInstance",
DescribeRegions",
DescribeInstances",
DescribelInstanceBastionhost",

DescribelInstanceAttribute”

1,

"Resource": "*",

"Effect":

"Action":

"cen
"cen:
"cen:
"cen:
"cen:
"cen:
"cen
"cen
"cen:
"cen:
"cen:
"cen:
"cen:
"cen:
"cen:
"cen:
"cen:
"cen:
"cen:
"cen:

"cen:

"Allow"

[

:DescribeCens",

DescribeCenAttachedChildInstances",
DescribeCenAttachedChildInstanceAttribute",
AttachCenChildInstance",
DetachCenChildInstance",

PublishRouteEntries",

:WithdrawPublishedRouteEntries",
:DescribePublishedRouteEntries",

DescribeCenRegionDomainRouteEntries",
ModifyCenAttribute",
CreateCenRouteMap",

DeleteCenRouteMap",

ModifyCenRouteMap",
DescribeCenRouteMaps",
DescribeCenChildInstanceRouteEntries",
CreateCenChildInstanceRouteEntryToCen",
DeleteCenChildInstanceRouteEntryToCen",
ListTransitRouters",
CreateTransitRouter",
DeleteTransitRouter",

ListTransitRouterAttachments",
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"cen:CreateTransitRouterVpcAttachment",
"cen:DeleteTransitRouterVpcAttachment",
"cen:UpdateTransitRouterVpcAttachmentAttribute",
"cen:UpdateTransitRouterPeerAttachmentAttribute",
"cen:CreateTransitRouterVbrAttachment",
"cen:DeleteTransitRouterVbrAttachment",
"cen:ListTransitRouterPeerAttachments",
"cen:ListTransitRouterVpcAttachments",
"cen:ListTransitRouterVbrAttachments",
"cen:ListTransitRouterAvailableResource",
"cen:CreateTransitRouterRouteTable",
"cen:UpdateTransitRouterRouteTable",
"cen:DeleteTransitRouterRouteTable",
"cen:ListTransitRouterRouteTables",
"cen:CreateTransitRouterRouteEntry",
"cen:DeleteTransitRouterRouteEntry",
"cen:ListTransitRouterRouteEntries",
"cen:ListTransitRouterRouteTableAssociations",
"cen:AssociateTransitRouterAttachmentWithRouteTable",
"cen:DissociateTransitRouterAttachmentFromRouteTable",
"cen:ListTransitRouterRouteTablePropagations",
"cen:EnableTransitRouterRouteTablePropagation",
"cen:DisableTransitRouterRouteTablePropagation",
"cen:ModifyCenUserQuota"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"netana:DescribeNetworkQuotas",
"netana:DescribeNetworkQuotaRequestResult",
"netana:CreateNetworkQuotaRequest"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"yundun-sas:DescribevVulList",
"yundun-sas:DescribeVulDetails"

1y

"Resource": "*",

"Effect": "Allow"

"Action": [
"rds:DescribeDBInstances"

]l
"Resource": "*",

"Effect": "Allow"

"Action": "ram:CreateServiceLinkedRole",

14
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"Resource": "*",

"Effect": "Allow",

"Condition": {
"StringEquals": {

"ram:ServiceName": "cen.aliyuncs.com"

"Action": [
"resourcemanager:ListAccounts"

]I
"Resource": "*",

"Effect": "Allow"

"Action": "ram:DeleteServiceLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": "cloudfw.aliyuncs.com"
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X
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TEERGHEENRE, FeEamI2MERAliyunServiceRoleForCloudFw, ELt, #ERAMAF LB
Fel#ZEAliyunServiceRoleForCloudFWEY, REARAMABFHFMUTHIRER, FHRESEES, B2
T HRAMA A,
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{
"Statement": [
{
"Action": [
"ram:CreateServiceLinkedRole"
1,
"Resource": "acs:ram:*:EE)“\K%ID:role/*",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"ram:ServiceName": [
"cloudfw.aliyuncs.com"
]
}
}
}
1,
"Version": "1"
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