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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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The Overview page of the Cloud Firewall console displays the overall protect ion capabilit ies and
statist ics on your Cloud Firewall. The stat ist ics include unhandled events, protected assets, security
protect ion data, security policies, traffic trends, scenario-specific data, and recent updates. On the
Overview page, you can obtain the overall security status of your network assets.

Go to the Overview pageGo to the Overview page
Log on to the Cloud Firewall console. In the left-side navigation pane, click OverviewOverview. The OverviewOverview
page appears, as shown in the following figure.

The OverviewOverview page consists of seven sect ions. You can click the following links to view the individual
sect ions:

Unhandled Event (marked by 1)

Asset  Protect ion (marked by 2)

Protect ion (marked by 3)

Security Policies (marked by 4)

Traffic Trends (marked by 5)

Scenario Data (marked by 6)

Recent Updates (marked by 7)

In the upper-right corner of the OverviewOverview page, you can view the edit ion and remaining validity period
of your Cloud Firewall. You can also perform the following operations:

Click Bandwidt h UpgradeBandwidt h Upgrade, UpgradeUpgrade, RenewRenew, or Aut o RenewalAut o Renewal to perform specific operations. For
more information, see Upgrade and renewal.

Click MoreMore to view the details of your Cloud Firewall. The details include Prot ect ed Int ernetProt ect ed Int ernet
T raf f icT raf f ic, Recent  Peak T raf f icRecent  Peak T raf f ic, Public IP Address Quot aPublic IP Address Quot a, Prot ect ed VPCsProt ect ed VPCs, Audit  Logs St oredAudit  Logs St ored,
and Mult i-account  Quot aMult i-account  Quot a.

1.Overview1.Overview

Cloud Firewall Overview··Overview

> Document  Version: 20220620 5

https://yundun.console.aliyun.com/?p=cfwnext
https://www.alibabacloud.com/help/doc-detail/92900.htm#concept-ayn-41b-kfb


Unhandled EventUnhandled Event
This sect ion displays the following information about your assets: Breached Host sBreached Host s, Det ect edDet ect ed
Vulnerabilit iesVulnerabilit ies, Open Port sOpen Port s, and Risk Out bound Connect ionsRisk Out bound Connect ions.

In this sect ion, you can perform the following operations:

Specify a t ime range for a query: In the upper-right corner of the sect ion, click the t ime drop-down
list  and select  a specific t ime range. Available options are Last  1 DayLast  1 Day and Last  7 DaysLast  7 Days.

Handle an exception event: Move the pointer over a specific type of exception event and click
Handle NowHandle Now. On the page that appears, you can view and handle the exception events of this type.
For example, click Handle NowHandle Now for Risk Out bound Connect ionsRisk Out bound Connect ions. The Out bound Connect ionsOut bound Connect ions
page appears, and you can handle the exception events of this type.

For more information about how to handle different types of exception events, see the following
topics:

Breach awareness

Vulnerability protect ion

Internet access

Outbound connections

Asset ProtectionAsset Protection
This sect ion displays the protect ion status of your assets. In this sect ion, you can view the number of
public IP addresses that are protected by the Int ernet  f irewallInt ernet  f irewall, virt ual privat e cloud (VPC)virt ual privat e cloud (VPC)
f irewallsf irewalls, or int ernal f irewallsint ernal f irewalls. You can also view the number of public IP addresses that are not
protected by these firewalls.

In the upper-right corner of this sect ion, select  Aut o-renewal by Mont hAut o-renewal by Mont h to enable Cloud Firewall to
continuously protect  your network assets.

If  an asset  is not protected, you can enable the required firewall on the Firewall Set t ingsFirewall Set t ings page of the
. For more information, see 互联网边界防火墙 and Enable or disable VPC Firewall.

ProtectionProtection

Overview··Overview Cloud Firewall

6 > Document  Version: 20220620

https://www.alibabacloud.com/help/doc-detail/92937.htm#task-1939609
https://www.alibabacloud.com/help/doc-detail/181201.htm#task-1940469
https://www.alibabacloud.com/help/doc-detail/97264.htm#task-1939614
https://www.alibabacloud.com/help/doc-detail/90630.htm#concept-vc3-qk4-cfb
https://www.alibabacloud.com/help/doc-detail/90632.htm#concept-hjf-vk4-cfb
https://www.alibabacloud.com/help/doc-detail/135015.htm#task-2363019


This sect ion displays the numbers of t imes that specific modules are triggered to protect  your assets. In
this sect ion, you can view T ot al At t acks BlockedT ot al At t acks Blocked, Int rusions BlockedInt rusions Blocked, Request s BlockedRequest s Blocked, and
Vulnerabilit y Exploit s BlockedVulnerabilit y Exploit s Blocked.

In this sect ion, you can perform the following operations:

Specify a t ime range for a query: In the upper-right corner of the sect ion, click the t ime drop-down
list  and select  a specific t ime range. Available options are Last  1 DayLast  1 Day and Last  7 DaysLast  7 Days.

View details: Click ShowShow in the lower-right corner to view the stat ist ics on different protect ion
modules.

For more information about the protect ion modules, see the following topics:

Intrusion prevention

Overview of access control policies

Vulnerability protect ion

Security PoliciesSecurity Policies
This sect ion displays the stat ist ics on access control policies. In this sect ion, you can view Int elligentInt elligent
Policies t o be DeliveredPolicies t o be Delivered and T ot al Access Cont rol PoliciesT ot al Access Cont rol Policies. You can also view the change in Total
Access Control Policies from the last  seven days.

You can click the number below Intelligent Policies to be Delivered. The Int elligent  PolicyInt elligent  Policy
Recommendat ionRecommendat ion panel of the Access Cont rolAccess Cont rol page appears. In this panel, you can view and apply
the intelligent policies that are recommended by Cloud Firewall. For more information, see Apply
intelligent policies.

You can click the number below Total Access Control Policies. The Access Cont rolAccess Cont rol page appears. On
this page, you can view and manage access control policies.

In the upper-right corner of this sect ion, you can click T ut orial of  Conf iguring Access Cont rolT ut orial of  Conf iguring Access Cont rol
PoliciesPolicies to view the video of Conf igure Access Cont rol Policies f or t he Int ernet  FirewallConf igure Access Cont rol Policies f or t he Int ernet  Firewall.

Traffic TrendsTraffic Trends
This sect ion displays the trends in the overall traffic of your assets that are protected by Cloud Firewall,
as well as the changes in the sessions whose inbound or outbound traffic is blocked by Cloud Firewall.

Cloud Firewall Overview··Overview

> Document  Version: 20220620 7

https://www.alibabacloud.com/help/doc-detail/92936.htm#concept-int-klb-kfb
https://www.alibabacloud.com/help/doc-detail/94237.htm#concept-yjq-tdg-nfb
https://www.alibabacloud.com/help/doc-detail/181201.htm#task-1940469
https://www.alibabacloud.com/help/doc-detail/148401.htm#task-2376364/section-3vq-aw6-ie1


In this sect ion, you can perform the following operations:

Specify a t ime range for a query: In the upper-right corner of the sect ion, click the t ime drop-down
list  and select  a specific t ime range. Available options are Last  1 DayLast  1 Day and Last  7 DaysLast  7 Days.

View a specific trend: Click the T raf f ic T rendsT raf f ic T rends, Blocking T rends of  Inbound T raf f icBlocking T rends of  Inbound T raf f ic, or BlockingBlocking
T rends of  Out bound T raf f icT rends of  Out bound T raf f ic  tab to view the specific trend.

Scenario DataScenario Data
This sect ion displays the information about brute-force attacks, scanning risks, mining act ivit ies, and
database intrusions that Cloud Firewall detects on your assets.

In this sect ion, you can perform the following operations:

Specify a t ime range for a query: In the upper-right corner of the sect ion, click the t ime drop-down
list  and select  a specific t ime range. Available options are Last  1 DayLast  1 Day and Last  7 DaysLast  7 Days.

View the data of a specific scenario: Click the Brut e ForceBrut e Force, ScanScan, MiningMining, or Dat abase Int rusionDat abase Int rusion
tab to view the data of a specific scenario. The following list  describes the data on each tab:

Brut e ForceBrut e Force: displays the stat ist ics on brute-force attacks and the rankings of attacked
applications and assets. The stat ist ics include At t acksAt t acks, BlockingBlocking, Applicat ionsApplicat ions, and Asset sAsset s.

ScanScan: displays the stat ist ics on scanning risks and the rankings of scanned applications and assets.
The stat ist ics include At t acksAt t acks, BlockingBlocking, Applicat ionsApplicat ions, and Asset sAsset s.

MiningMining: displays the stat ist ics on mining programs and the rankings of attacked applications and
assets. The stat ist ics include At t acksAt t acks, BlockingBlocking, Applicat ionsApplicat ions, and Asset sAsset s.

Dat abase Int rusionDat abase Int rusion: displays the stat ist ics on database intrusions and the rankings of attacked
applications and assets. The stat ist ics include At t acksAt t acks, BlockingBlocking, Applicat ionsApplicat ions, and Asset sAsset s.

Recent UpdatesRecent Updates
This sect ion displays the update records of virt ual pat chesvirt ual pat ches, rulesrules, and f eat uresf eat ures of Cloud Firewall.

You can click the Virt ual Pat chesVirt ual Pat ches, RulesRules, or Feat uresFeat ures tab to view specific update records.

Overview··Overview Cloud Firewall
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The traffic topology visualization feature allows you to view the traffic topologies of cloud assets
that are protected by Cloud Firewall. The topologies display traffic of cloud assets at  the Internet and
virtual private cloud (VPC) boundaries.

Supported editionsSupported editions
The traffic topology visualization feature is available only in the Enterprise Edit ion and Ult imate Edit ion
of Cloud Firewall.

Access the Traffic Topology Visualization tabAccess the Traffic Topology Visualization tab
Log on to the Cloud Firewall console. On the OverviewOverview page, click the T raf f ic T opologyT raf f ic T opology
Visualizat ionVisualizat ion tab.

OverviewOverview
The Overview sect ion displays Public IP AddressPublic IP Address, vpcvpc, T raf f icT raf f ic, and Int rusion Prevent ion ModeInt rusion Prevent ion Mode.

You can view the following information in the Overview sect ion:

Public IP AddressPublic IP Address:

T ot al IP AddressesT ot al IP Addresses: the total number of public IP addresses of the assets within the current
Alibaba Cloud account.

Unprot ect ed IP AddressesUnprot ect ed IP Addresses: the total number of IP addresses for which the Internet firewall is
disabled.

You can click Enable FirewallEnable Firewall to go to the Int ernet  FirewallInt ernet  Firewall tab of the Firewall Set t ingsFirewall Set t ings page.
On the Internet Firewall tab, enable the Internet firewall for the IP addresses that are not
protected.

vpcvpc:

T ot al VPCsT ot al VPCs: the total number of VPCs that are attached to Cloud Enterprise Network (CEN)
instances and VPCs that are connected by using Express Connect circuits within the current Alibaba
Cloud account.

Unprot ect ed VPCsUnprot ect ed VPCs: the number of VPCs that are not protected by Cloud Firewall.

You can click Enable FirewallEnable Firewall to go to the VPC FirewallVPC Firewall tab of the Firewall Set t ingsFirewall Set t ings page. On
the VPC Firewall tab, you can enable the firewalls for the VPCs that are not protected.

T raf f icT raf f ic:

Peak T raf f ic in Last  7 DaysPeak T raf f ic in Last  7 Days: the peak value of traffic that is protected by Cloud Firewall within
the previous seven days.

Peak Out bound T raf f icPeak Out bound T raf f ic: the peak value of outbound traffic that is protected by Cloud Firewall
within the previous seven days.

Peak Inbound T raf f icPeak Inbound T raf f ic: the peak value of inbound traffic that is protected by Cloud Firewall
within the previous seven days.

Int rusion Prevent ion ModeInt rusion Prevent ion Mode:

The value below Intrusion Prevention Mode is synchronized from the Prevent ion Conf igurat ionPrevent ion Conf igurat ion
page. For more information, see 防护配置.

2.Traffic topology visualization2.Traffic topology visualization
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Not ice Not ice After Cloud Firewall is act ivated, Block ModeBlock Mode is enabled by default . Cloud Firewall
automatically determines the level based on your traffic condit ion. The threat intelligence, basic
protect ion, and virtual patching modules block threats only after you enable Monit or ModeMonit or Mode. If
you do not enable Monit or ModeMonit or Mode, the modules only monitor threats and malicious traffic.

At t ackAt t ack:

Blocked At t acksBlocked At t acks: the number of attacks that are blocked by Cloud Firewall.

T ot al At t acksT ot al At t acks: the total number of attacks on the cloud assets that are protected by Cloud
Firewall.

ACLACL: the number of created access control policies.

Internet FirewallInternet Firewall
The Internet Firewall sect ion displays the topology of traffic between the Internet assets within the
current Alibaba Cloud account and the Internet.

You can perform the following operations in this sect ion:

You can click the icon of a cloud asset  to view the public IP address of the asset. You can view
Unprot ect ed IP AddressUnprot ect ed IP Address and Prot ect ed IP AddressProt ect ed IP Address on the left  side of the page.

You can click an IP address to view the details about the inbound and outbound traffic of the IP
address on the left  side of the page.

On the InboundInbound tab, you can view the following information: IPIP, Open PortOpen Port , Int elligent  PolicyInt elligent  Policy
RecommendedRecommended, and Access Cont rol PolicyAccess Cont rol Policy.

On the Out boundOut bound tab, you can view the following information: Out bound DomainOut bound Domain, Out bound IPOut bound IP
AddressAddress, Int elligent  Policy RecommendedInt elligent  Policy Recommended, and Access Cont rol PolicyAccess Cont rol Policy.

VPC FirewallVPC Firewall
The VPC Firewall sect ion displays the All VPCsAll VPCs and Connect ed VPCConnect ed VPC tabs.

All VPCsAll VPCs: This tab displays the VPCs that are connected by using Express Connect circuits within the

current Alibaba Cloud account and the VPCs that are attached to CEN instances. The  icon

indicates a protected VPC, and the  icon indicates an unprotected VPC. You can move the pointer

over a VPC to view the detailed information about the VPC.

Connect ed VPCConnect ed VPC: This tab displays the details about the VPCs that are connected by using Express

Connect circuits and the VPCs that are attached to CEN instances. The  icon indicates a VPC that is

connected by using an Express Connect circuit . The  icon indicates a VPC that is attached to a CEN

instance. You can click ShowShow to view the traffic topologies between VPCs.

You can view the total number of the VPCs that are connected by using Express Connect circuits, the
VPCs that are attached to CEN instances, and all connected VPCs on the left  side of the page. You
can click the name of a VPC to view the specific traffic topology.

Overview··Traffic t opology visualiza
t ion
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The first  t ime you log on to the Cloud Firewall console, you must authorize your Cloud Firewall to
access the other cloud resources within your account before you can use features provided by Cloud
Firewall. This topic describes how to authorize Cloud Firewall by using the AliyunServiceRoleForCloudFW
service-linked role and how to delete this role.

PrerequisitesPrerequisites
An Alibaba Cloud account or a Resource Access Management (RAM) user that has permissions to create
or delete service-linked roles is used.

For more information about how to grant RAM users the permissions on service-linked roles, see FAQ.

ContextContext
To provide features such as access control, monitoring, and analysis on cloud traffic, Cloud Firewall
must access the other cloud resources within your account, such as ECS instances, VPCs, SLB instances,
Log Service, bast ion hosts, CEN instances, Security Center, and ApsaraDB RDS instances. You can use the
AliyunServiceRoleForCloudFW service-linked role to authorize Cloud Firewall. This role is automatically
created. You do not need to manually create or modify a service-linked role. For more information, see
Service-linked roles.

ProcedureProcedure
1. 

2. In the Service-Linked Role f or Cloud FirewallService-Linked Role f or Cloud Firewall dialog box, click OKOK.

Not e Not e If  the AliyunServiceRoleForCloudFW service-linked role is created, the dialog box
does not appear, and you can directly use Cloud Firewall in the console.

After you click OKOK, Alibaba Cloud automatically creates the AliyunServiceRoleForCloudFW service-
linked role.

You can view the service-linked role on the RAM RolesRAM Roles page of the RAM console. Your Cloud
Firewall can access the other cloud resources within your account only after the
AliyunServiceRoleForCloudFW service-linked role is created. The resources include ECS instances,
VPCs, SLB instances, Log Service, bast ion hosts, CEN instances, Security Center, and ApsaraDB RDS
instances.

Permissions of the AliyunServiceRoleForCloudFW service-linked rolePermissions of the AliyunServiceRoleForCloudFW service-linked role
By default , the AliyunServiceRoleForCloudFW service-linked role is attached with the
AliyunServiceRolePolicyForCloudFW policy. The following code block provides the permissions defined in
the AliyunServiceRolePolicyForCloudFW policy:

{
    "Version": "1",

3.Authorize Cloud Firewall to3.Authorize Cloud Firewall to
access other cloud resourcesaccess other cloud resources
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    "Version": "1",
    "Statement": [
        {
            "Action": [
                "ecs:DescribeInstances",
                "ecs:DescribeTags",
                "ecs:JoinSecurityGroup",
                "ecs:LeaveSecurityGroup",
                "ecs:AuthorizeSecurityGroupEgress",
                "ecs:DescribeRegions",
                "ecs:DescribeVpcs",
                "ecs:RevokeSecurityGroupEgress",
                "ecs:ModifySecurityGroupAttribute",
                "ecs:DeleteSecurityGroup",
                "ecs:RevokeSecurityGroup",
                "ecs:DescribeSecurityGroupAttribute",
                "ecs:CreateSecurityGroup",
                "ecs:AuthorizeSecurityGroup",
                "ecs:DescribeSecurityGroups",
                "ecs:DescribeSecurityGroupReferences",
                "ecs:ModifySecurityGroupPolicy",
                "ecs:ModifySecurityGroupRule",
                "ecs:ModifySecurityGroupEgressRule",
                "ecs:CreateNetworkInterface",
                "ecs:DeleteNetworkInterface",
                "ecs:DescribeNetworkInterfaces",
                "ecs:CreateNetworkInterfacePermission",
                "ecs:DescribeNetworkInterfacePermissions",
                "ecs:DeleteNetworkInterfacePermission",
                "ecs:AttachNetworkInterface",
                "ecs:DetachNetworkInterface"
            ],
            "Resource": "*",
            "Effect": "Allow"
        },
        {
            "Action": [
                "vpc:DescribeVpcs",
                "vpc:DescribeNatGateways",
                "vpc:DescribeSnatTableEntries",
                "vpc:DescribeForwardTableEntries",
                "vpc:DescribeBandwidthPackages",
                "vpc:DescribeEipAddresses",
                "vpc:DescribeRouterInterfaces",
                "vpc:DescribeRouteTableList",
                "vpc:DescribeRouteTables",
                "vpc:DescribeVSwitches",
                "vpc:CreateRouteEntry",
                "vpc:DeleteRouteEntry",
                "vpc:CreateVpc",
                "vpc:DeleteVpc",
                "vpc:CreateVSwitch",
                "vpc:DeleteVSwitch",
                "vpc:DescribeZones",
                "vpc:CreateVirtualBorderRouter",

Overview··Aut horize Cloud Firewall t
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                "vpc:CreateVirtualBorderRouter",
                "vpc:ConnectRouterInterface",
                "vpc:ModifyRouterInterfaceAttribute",
                "vpc:DeleteRouterInterface",
                "vpc:CreateRouterInterface",
                "vpc:DeleteVirtualBorderRouter",
                "vpc:DeactivateRouterInterface",
                "vpc:DescribeVirtualBorderRouters",
                "vpc:DescribePhysicalConnections",
                "vpc:ModifyVirtualBorderRouterAttribute",
                "vpc:DescribeVpcAttribute",
                "vpc:DescribeVSwitchAttributes",
                "vpc:DescribeHaVips",
                "vpc:DescribeVpnConnections",
                "vpc:DescribeVpnRouteEntries",
                "vpc:DescribeVpnPbrRouteEntries",
                "vpc:DescribeVpnGateways",
                "vpc:DescribeSslVpnServers",
                "vpc:AssociateEipAddress",
                "vpc:UnassociateEipAddress",
                "vpc:CreateRouteTable",
                "vpc:DeleteRouteTable",
                "vpc:AssociateRouteTable",
                "vpc:UnassociateRouteTable",
                "vpc:CreateSnatEntry",
                "vpc:DeleteSnatEntry",
                "vpc:DescribeSnatTableEntries",
                "vpc:DescribeRouteEntryList"
            ],
            "Resource": "*",
            "Effect": "Allow"
        },
        {
            "Action": [
                "slb:DescribeRegions",
                "slb:DescribeLoadBalancers",
                "slb:DescribeLoadBalancerAttribute",
                "slb:DescribeLoadBalancerUDPListenerAttribute",
                "slb:DescribeLoadBalancerTCPListenerAttribute",
                "slb:DescribeLoadBalancerHTTPListenerAttribute",
                "slb:DescribeLoadBalancerHTTPSListenerAttribute",
                "slb:DescribeHealthStatus",
                "slb:DescribeAccessControlListAttribute"
            ],
            "Resource": "*",
            "Effect": "Allow"
        },
        {
            "Action": [
                "log:PostLogStoreLogs",
                "log:GetProject",
                "log:ListProject",
                "log:GetLogStore",
                "log:ListLogStores",
                "log:CreateLogStore",
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                "log:CreateProject",
                "log:GetIndex",
                "log:CreateIndex",
                "log:UpdateIndex",
                "log:CreateDashboard",
                "log:ClearLogStoreStorage",
                "log:UpdateLogStore",
                "log:UpdateDashboard",
                "log:CreateSavedSearch",
                "log:UpdateSavedSearch",
                "log:DeleteLogStore",
                "log:DeleteSavedSearch",
                "log:GetSavedSearch",
                "log:ListSavedSearch",
                "log:DeleteDashboard",
                "log:GetDashboard",
                "log:ListDashboard"
            ],
            "Resource": "*",
            "Effect": "Allow"
        },
        {
            "Action": [
                "yundun-bastionhost:DescribeInstance",
                "yundun-bastionhost:DescribeRegions",
                "yundun-bastionhost:DescribeInstances",
                "yundun-bastionhost:DescribeInstanceBastionhost",
                "yundun-bastionhost:DescribeInstanceAttribute"
            ],
            "Resource": "*",
            "Effect": "Allow"
        },
        {
            "Action": [
                "cen:DescribeCens",
                "cen:DescribeCenAttachedChildInstances",
                "cen:DescribeCenAttachedChildInstanceAttribute",
                "cen:AttachCenChildInstance",
                "cen:DetachCenChildInstance",
                "cen:PublishRouteEntries",
                "cen:WithdrawPublishedRouteEntries",
                "cen:DescribePublishedRouteEntries",
                "cen:DescribeCenRegionDomainRouteEntries",
                "cen:ModifyCenAttribute",
                "cen:CreateCenRouteMap",
                "cen:DeleteCenRouteMap",
                "cen:ModifyCenRouteMap",
                "cen:DescribeCenRouteMaps",
                "cen:DescribeCenChildInstanceRouteEntries",
                "cen:CreateCenChildInstanceRouteEntryToCen",
                "cen:DeleteCenChildInstanceRouteEntryToCen",
                "cen:ListTransitRouters",
                "cen:CreateTransitRouter",
                "cen:DeleteTransitRouter",
                "cen:ListTransitRouterAttachments",

Overview··Aut horize Cloud Firewall t
o access ot her cloud resources

Cloud Firewall

14 > Document  Version: 20220620



                "cen:ListTransitRouterAttachments",
                "cen:CreateTransitRouterVpcAttachment",
                "cen:DeleteTransitRouterVpcAttachment",
                "cen:UpdateTransitRouterVpcAttachmentAttribute",
                "cen:UpdateTransitRouterPeerAttachmentAttribute",
                "cen:CreateTransitRouterVbrAttachment",
                "cen:DeleteTransitRouterVbrAttachment",
                "cen:ListTransitRouterPeerAttachments",
                "cen:ListTransitRouterVpcAttachments",
                "cen:ListTransitRouterVbrAttachments",
                "cen:ListTransitRouterAvailableResource",
                "cen:CreateTransitRouterRouteTable",
                "cen:UpdateTransitRouterRouteTable",
                "cen:DeleteTransitRouterRouteTable",
                "cen:ListTransitRouterRouteTables",
                "cen:CreateTransitRouterRouteEntry",
                "cen:DeleteTransitRouterRouteEntry",
                "cen:ListTransitRouterRouteEntries",
                "cen:ListTransitRouterRouteTableAssociations",
                "cen:AssociateTransitRouterAttachmentWithRouteTable",
                "cen:DissociateTransitRouterAttachmentFromRouteTable",
                "cen:ListTransitRouterRouteTablePropagations",
                "cen:EnableTransitRouterRouteTablePropagation",
                "cen:DisableTransitRouterRouteTablePropagation",
                "cen:ModifyCenUserQuota"
            ],
            "Resource": "*",
            "Effect": "Allow"
        },
        {
            "Action": [
                "netana:DescribeNetworkQuotas",
                "netana:DescribeNetworkQuotaRequestResult",
                "netana:CreateNetworkQuotaRequest"
            ],
            "Resource": "*",
            "Effect": "Allow"
        },
        {
            "Action": [
                "yundun-sas:DescribeVulList",
                "yundun-sas:DescribeVulDetails"
            ],
            "Resource": "*",
            "Effect": "Allow"
        },
        {
            "Action": [
                "rds:DescribeDBInstances"
            ],
            "Resource": "*",
            "Effect": "Allow"
        },
        {
            "Action": "ram:CreateServiceLinkedRole",
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            "Action": "ram:CreateServiceLinkedRole",
            "Resource": "*",
            "Effect": "Allow",
            "Condition": {
                "StringEquals": {
                    "ram:ServiceName": "cen.aliyuncs.com"
                }
            }
        },
        {
            "Action": [
                "resourcemanager:ListAccounts"
            ],
            "Resource": "*",
            "Effect": "Allow"
        },
        {
            "Action": "ram:DeleteServiceLinkedRole",
            "Resource": "*",
            "Effect": "Allow",
            "Condition": {
                "StringEquals": {
                    "ram:ServiceName": "cloudfw.aliyuncs.com"
                }
            }
        }
    ]
}

For more information about the policy syntax, see Policy elements.

Delete a service-linked roleDelete a service-linked role
If  you no longer use Cloud Firewall, you can delete the AliyunServiceRoleForCloudFW service-linked role.
Before you can delete the service-linked role, make sure that your Cloud Firewall expires and is
automatically released. After your Cloud Firewall is released, perform the following steps:

1. Log on to the RAM console.

2. In the left-side navigation pane, click RAM RolesRAM Roles.

3. Search for the AliyunServiceRoleForCloudFW service-linked role and click Delet eDelet e in the Act ions
column.

4. Click OKOK.

FAQFAQ
Why is the AliyunServiceRoleForCloudFW service-linked role not automatically created for my RAM user?

The AliyunServiceRoleForCloudFW service-linked role can be automatically created or deleted only if
your RAM user has the required permissions. To obtain the permissions, you must attach the following
policy to your RAM user. For more information, see Grant permissions to a RAM role.
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https://www.alibabacloud.com/help/doc-detail/93738.htm#concept-xg5-51g-xdb
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https://www.alibabacloud.com/help/doc-detail/116147.htm#task-187801


{
    "Statement": [
        {
            "Action": [
                "ram:CreateServiceLinkedRole"
            ],
            "Resource": "acs:ram:*:Alibaba Cloud account ID:role/*",
            "Effect": "Allow",
            "Condition": {
                "StringEquals": {
                    "ram:ServiceName": [
                        "cloudfw.aliyuncs.com"
                    ]
                }
            }
        }
    ],
    "Version": "1"
}                
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Cloud Firewall has the Premium Edit ion, Enterprise Edit ion, and Ult imate Edit ion. You can upgrade your
Cloud Firewall to the required edit ion to use more features.

To upgrade or renew your Cloud Firewall, you can click UpgradeUpgrade or RenewRenew in the upper-right corner of
the OverviewOverview page in the Cloud Firewall console.

For more information about the features that are supported by different edit ions, see Features.

For more information about how to upgrade and renew Cloud Firewall, see Renew the subscription to
Cloud Firewall.

Not e Not e We recommend that you renew your Cloud Firewall before it  expires for Cloud Firewall
to protect  your network as expected.

4.Upgrade and renewal4.Upgrade and renewal
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https://www.alibabacloud.com/help/doc-detail/90220.htm#concept-xn2-hlj-bfb/ul-iyx-d1x-1fb
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