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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Traffic analysis of Cloud Firewall provides visualized stat ist ics on intrusion events, network act ivit ies,
traffic trends, traffic blocked by the intrusion prevention system (IPS), and external connections across
the network.

Cloud Firewall analyzes traffic in the following act ivit ies:

External connections

Internet access

VPC access

All access act ivit ies

1.Traffic analysis overview1.Traffic analysis overview
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After the Internet firewall is enabled for your network assets, the Outbound Connections page displays
real-t ime information about outbound connections init iated by your servers. This helps you detect
suspicious servers. This topic describes the information displayed and operations that you can perform
on this page.

OverviewOverview
After you enable the Internet firewall for your network assets, you can log on to the Cloud Firewall
console and choose T raf f ic AnalysisT raf f ic Analysis >  > Out bound Connect ionsOut bound Connect ions in the left-side navigation pane to
view traffic analysis data. For more information, see the following sect ions:

Outbound connection stat ist ics

Outbound traffic

Visualized analysis

Not ice Not ice The Out bound Connect ionsOut bound Connect ions page displays traffic analysis data only after you
enable the Internet firewall. For information about how to enable the Internet firewall, see Enable
firewalls.

In the upper-right corner of the Outbound Connections page, you can customize a t ime range from the
date and t ime picker. You can also select  Recent  1 HoursRecent  1 Hours, Last  24 HoursLast  24 Hours, or Last  7 DaysLast  7 Days from the
time drop-down list . You can specify a custom t ime range that is no more than seven days.

Not e Not e Otherwise, the system displays an error message to prompt you that the t ime range
you specify is invalid and you must select  a t ime range within seven days.

Outbound connection statisticsOutbound connection statistics
This sect ion is in the upper part  of the Out bound Connect ionsOut bound Connect ions page. It  provides the following
statist ics:

Out bound DomainsOut bound Domains: the total number of domain names and the number of risky domain names in
outbound connections.

You can click this sect ion to view details about the domain names on the Outbound Domains tab of
the Out bound t raf f icOut bound t raf f ic  tab.

Out bound IP AddressesOut bound IP Addresses: the total number of dest ination IP addresses and the number of risky
destination IP addresses in outbound connections.

You can click this sect ion to view details about the outbound IP addresses on the Outbound IP
Addresses tab of the Out bound t raf f icOut bound t raf f ic  tab.

2.Outbound connections2.Outbound connections
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Asset sAsset s: the total number of assets that init iate outbound connections and the number of assets
that init iate risky outbound connections.

You can click this sect ion to view details about the assets on the Assets tab of the Out boundOut bound
t raf f ict raf f ic  tab.

Prot ocol AnalysisProt ocol Analysis: the analysis results of protocols used in outbound connections, including the
total number of protocols and the proport ion of outbound connections with unidentified protocols.

You can click this sect ion to view details about the IP address traffic and analysis results of protocols
in the Visualized analysisVisualized analysis tab. This tab displays IP Traffic and Protocol Analysis.

Outbound trafficOutbound traffic
The Out bound t raf f icOut bound t raf f ic  tab displays domain names, dest ination IP addresses, and assets used in
outbound connections. You can click the Out bound DomainsOut bound Domains, Out bound IP AddressesOut bound IP Addresses, or Asset sAsset s
tab to view details.

Out bound DomainsOut bound Domains

Each record includes the following information: Domain NameDomain Name, T raf f icT raf f ic, Request sRequest s, Cat egoryCat egory,
Int elligence T agInt elligence T ag, and Recommended Operat ionRecommended Operat ion. Cat egoryCat egory and Int elligence T agInt elligence T ag are website
attributes that Cloud Firewall adds based on the Internet information of a domain name. For more
information about the tags, see FAQ about network traffic analysis.

You can click the

icon in the upper-right corner above the outbound domain name list  to download the list  to your
computer in the CSV format for check and analysis.

You can perform the following operations on the outbound domain names:

IgnoreIgnore: Find a domain name and click IgnoreIgnore in the Recommended Operation column. The domain
name is added to the Dest inat ion DomainDest inat ion Domain tab of the IgnoredIgnored tab.

To remove a domain name from the Ignored tab, click IgnoredIgnored in the upper-right corner. On the
Dest inat ion DomainDest inat ion Domain tab, f ind the domain name and click Cancel IgnoreCancel Ignore in the Act ions column.

Cloud Firewall Traffic Analysis··Out bound connect i
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FollowFollow: Find a domain name and choose MoreMore >  > FollowFollow in the Recommended Operation column.
The domain name is added to the Dest inat ion DomainDest inat ion Domain tab of the FollowedFollowed tab.

To unfollow a domain name, click FollowedFollowed in the upper-right corner. On the Dest inat ionDest inat ion
DomainDomain tab, f ind the domain name and click Unf ollowUnf ollow in the Act ions column.

View LogsView Logs: Find a domain name and choose MoreMore >  > View LogsView Logs in the Recommended Operation
column. On the T raf f ic LogsT raf f ic Logs tab of the Log AuditLog Audit  page, view the traffic information about the
domain name. For more information, see Log audit .

View Det ailsView Det ails: Find a domain name and choose MoreMore >  > View Det ailsView Det ails in the Recommended
Operation column. In the Outbound Domains panel, view the access details of the domain name.
The details include the IP addresses of ECS instances that access the domain name, the t ime when
the outbound connections are init iated, the transmission rates of request  and response traffic, and
the number of requests. The following figure shows the access details of a domain name.

Out bound IP AddressesOut bound IP Addresses

Each record includes the following information: Dest inat ion IPDest inat ion IP, Applicat ions/Port sApplicat ions/Port s, T raf f icT raf f ic,
SessionsSessions, Cat egoryCat egory, Address BookAddress Book, Int elligence T agInt elligence T ag, and Recommended Operat ionRecommended Operat ion.
Cat egoryCat egory and Int elligence T agInt elligence T ag are website attributes that Cloud Firewall adds based on the
Internet information of a domain name. For more information about the tags, see FAQ about network
traffic analysis.Address BookAddress Book indicates the address book that stores the dest ination IP address.

Traffic Analysis··Out bound connect i
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You can click the

icon in the upper-right corner above the outbound IP address list  to download the list  to your
computer in the CSV format for check and analysis.

You can perform the following operations on the outbound IP addresses:

IgnoreIgnore: Find an IP address and click IgnoreIgnore in the Recommended Operation column. The IP address
is added to the Dest inat ion IPDest inat ion IP tab of the IgnoredIgnored tab.

To remove an IP address from the Ignored tab, click IgnoredIgnored in the upper-right corner. On the
Dest inat ion IPDest inat ion IP tab, f ind the IP address and click Cancel IgnoreCancel Ignore in the Act ions column.

FollowFollow: Find an IP address and choose MoreMore >  > FollowFollow in the Recommended Operation column.
The IP address is added to the Dest inat ion IPDest inat ion IP tab of the FollowedFollowed tab.

To unfollow an IP address, click FollowedFollowed in the upper-right corner. On the Dest inat ion IPDest inat ion IP tab,
find the IP address and click Unf ollowUnf ollow in the Act ions column.

View LogsView Logs: Find an IP address and choose MoreMore >  > View LogsView Logs in the Recommended Operation
column. On the T raf f ic LogsT raf f ic Logs tab of the Log AuditLog Audit  page, view the traffic information about the IP
address. For more information, see Log audit .
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View Det ailsView Det ails: Find a domain name and choose MoreMore >  > View Det ailsView Det ails in the Recommended
Operation column. In the Outbound IP Addresses panel, view the access details of the IP address.
The details include the IP address of ECS instances that access this IP address, the t ime when
outbound connections are init iated, transmission rates of request  and response traffic, and the
number of requests. The following figure shows the access details of a dest ination IP address.

Asset sAsset s

Each record includes the following information: Asset  IPAsset  IP, Asset  T ypeAsset  T ype, Inst ance ID/NameInst ance ID/Name, RegionRegion,
T raf f icT raf f ic, Request sRequest s, Securit y RiskSecurit y Risk, and Act ionsAct ions. Securit y RiskSecurit y Risk indicates the status that Cloud
Firewall sets for an asset  based on outbound connection records.

You can click the

icon in the upper-right corner above the asset  list  to download the list  to your computer in the CSV
format for check and analysis.

You can perform the following operations on the asset  IP addresses:

Traffic Analysis··Out bound connect i
ons
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FollowFollow: Find an asset  IP address and choose MoreMore >  > FollowFollow in the Act ions column. The IP address
is added to the Asset  IPAsset  IP tab of the FollowedFollowed tab.

To unfollow an asset  IP address, click FollowedFollowed in the upper-right corner. On the Asset  IPAsset  IP tab,
find the IP address and click Unf ollowUnf ollow in the Act ions column.

View LogsView Logs: Find an asset  IP address and choose MoreMore >  > View LogsView Logs in the Act ions column. On the
T raf f ic LogsT raf f ic Logs tab of the Log AuditLog Audit  page, view the traffic information about the asset  IP address,
which indicates the source IP address of an outbound connection. For more information, see Log
audit .

To view more details about an asset  IP address, click the

icon next  to the asset  IP address.

The details include Out bound Domains/Out bound IP AddressesOut bound Domains/Out bound IP Addresses, Request sRequest s, Cat egoryCat egory, T agT ag,
and Recommended Operat ionRecommended Operat ion. Cat egoryCat egory and Int elligence T agInt elligence T ag are website attributes that
Cloud Firewall adds based on the Internet information of a domain name. For more information
about the tags, see FAQ about network traffic analysis.

You can perform the following operations on an outbound domain name or IP address that is
displayed in the details:

IgnoreIgnore: Find an outbound domain name or IP address and click IgnoreIgnore in the Recommended
Operation column. The domain name or IP address is added to the Dest inat ion DomainDest inat ion Domain or
Dest inat ion IPDest inat ion IP tab of the IgnoredIgnored tab.

To remove a domain name or IP address from the Ignored tab, click IgnoredIgnored in the upper-right
corner. On the Dest inat ion DomainDest inat ion Domain tab, f ind the domain name or IP address and click CancelCancel
IgnoreIgnore in the Act ions column.

FollowFollow: Find an outbound domain name or IP address and choose MoreMore >  > FollowFollow in the
Recommended Operation column. The domain name or IP address is added to the Dest inat ionDest inat ion
DomainDomain or Dest inat ion IPDest inat ion IP tab of the FollowedFollowed tab.

To unfollow a domain name or IP address, click FollowedFollowed in the upper-right corner. On the
Dest inat ion DomainDest inat ion Domain or Dest inat ion IPDest inat ion IP tab, f ind the domain name or IP address and click
Unf ollowUnf ollow in the Act ions column.

View LogsView Logs: Find an outbound domain name or IP address and choose MoreMore >  > View LogsView Logs in the
Recommended Operation column. On the T raf f ic LogsT raf f ic Logs tab of the Log AuditLog Audit  page, view the
traffic information about the domain name or IP address. For more information, see Log audit .

Visualized analysisVisualized analysis
The Visualized analysisVisualized analysis tab displays the IP t raf f ic st at ist icsIP t raf f ic st at ist ics and prot ocol analysisprot ocol analysis modules.

IP t raf f ic st at ist icsIP t raf f ic st at ist ics

Cloud Firewall Traffic Analysis··Out bound connect i
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This module provides IP address lists in the IP T raf f icIP T raf f ic  sect ion and traffic trends of IP addresses in the
T rends of  T raf f icT rends of  T raf f ic  sect ion. You can click an IP address in the lists to view its traffic trend.

IP T raf f icIP T raf f ic: lists private and public IP addresses in descending order based on their response traffic at
a specific point  in t ime.

Click the Privat e IPPrivat e IP or Public IPPublic IP tab to check the traffic of IP addresses.

In the T rends of  T raf f icT rends of  T raf f ic  sect ion, click a point  in t ime on the x-axis to refresh the traffic rankings in
the IP Traffic sect ion.

Find an IP address and choose MoreMore >  > View LogsView Logs. On the T raf f ic LogsT raf f ic Logs tab of the Log AuditLog Audit
page, view the traffic information about the IP address. For more information, see Log audit .

T rends of  T raf f icT rends of  T raf f ic: displays the peak transmission rates of request  and response traffic of specified
or all network assets in real t ime. You can move the pointer over a posit ion in the trend chart  to view
the peak transmission rates at  the point  in t ime that corresponds to the posit ion.

Traffic Analysis··Out bound connect i
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Specify a t ime range. By default , data of the last  seven days is displayed. You can select  a t ime
range in the IP T raf f icIP T raf f ic  sect ion.

The following t ime ranges are available:

Previous DayPrevious Day

Last  7 DaysLast  7 Days

Last  30 DaysLast  30 Days

Cloud Firewall Traffic Analysis··Out bound connect i
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Specify a data range. By default , the traffic trends of all protected network assets are displayed.
In the IP T raf f icIP T raf f ic  sect ion, you can specify an IP address to view its trends by using one of the
following methods:

Click an IP address, or f ind an IP address and choose MoreMore >  > View T rendView T rend.

Click the search icon in the upper-right corner and enter a public or private IP address.

Not e Not e After you perform this operation, the IP Traffic sect ion does not display traffic
rankings.

The filter condit ion you specified is displayed above the chart.

Prot ocol analysisProt ocol analysis

This module contains the Protocol Analysis and Prot ocol Det ailsProt ocol Det ails sect ions. The Protocol Analysis
sect ion provides a pie chart  of Applicat ionsApplicat ions.

Applicat ionsApplicat ions: displays the proport ion of each application protocol used in outbound connections.

Traffic Analysis··Out bound connect i
ons
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Prot ocol Det ailsProt ocol Det ails: displays the details about application protocols used in outbound connections.
You can find an application and click View LogsView Logs in the Act ionsAct ions column. On the T raf f ic LogsT raf f ic Logs tab of
the Log Audit  page, you can view the traffic information about the application.

ReferencesReferences
Enable firewalls

FAQ about network traffic analysis

Intelligent policies

Manage address books
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The Internet Access page of the Cloud Firewall console provides an overview of the normal and
abnormal inbound traffic of your assets, including the information about open applications, open
ports, open public IP addresses, and cloud services to which inbound traffic flows.

PrerequisitesPrerequisites
The Internet firewall is enabled. Otherwise, the Int ernet  AccessInt ernet  Access page does not provide traffic analysis
data.

For more information about how to enable the Internet firewall, see Enable firewalls.

ProcedureProcedure
1. 

2. 

3. In the upper-right corner of the Int ernet  AccessInt ernet  Access page, specify a t ime range for query.

You can select  the following t ime ranges from the t ime drop-down list: Last  1 HourLast  1 Hour, Last  24Last  24
HoursHours, and Last  7 DaysLast  7 Days. You can also customize a t ime range within the last  seven days by using
the date and t ime picker.国际站截图和中国站不一致，需更新中文

4. View the data about access over the Internet.

You can view the following data:

Overview of Internet access act ivit ies: You can view the numbers of total and risky items below
Open Public IP AddressesOpen Public IP Addresses, Open Port sOpen Port s, and Open Applicat ionsOpen Applicat ions. You can also view the
number of risky public IP addresses specified by Public IPPublic IP and the total number of open ports
specified by Open port sOpen port s below Cloud Product sCloud Product s.

IP T raf f icIP T raf f ic  and T rends of  T raf f icT rends of  T raf f ic

3.Internet access3.Internet access

Traffic Analysis··Int ernet  access Cloud Firewall
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IP T raf f icIP T raf f ic: You can view public IP addresses in descending order based on their transmission
rates at  a specific point  in t ime. The point  is represented by IP RankingIP Ranking in the x-axis of the
chart  in the T rends of  T raf f icT rends of  T raf f ic  sect ion.

You can perform the following operations in the IP T raf f icIP T raf f ic  ranking list:

Find a public IP address and choose MoreMore >  > View T rendView T rend. Then, you can view the traffic
trend of the public IP address in the T rends of  T raf f icT rends of  T raf f ic  sect ion.

Find a public IP address and choose MoreMore >  > View LogsView Logs. Then, the T raf f ic LogsT raf f ic Logs tab of the
Log AuditLog Audit  page appears. You can view the inbound traffic of the public IP address. For
more information, see Log audit .

T rends of  T raf f icT rends of  T raf f ic: You can view the peak transmission rates of request  and response traffic
on all assets.

Details of Internet access act ivit ies: You can view Open Public IP AddressesOpen Public IP Addresses, Open Port sOpen Port s,
Open Applicat ionsOpen Applicat ions, Det ailsDet ails, and Cloud Product sCloud Product s.

You can click the

icon in the upper-right corner above each list  to download the data to a CSV file to your
computer for check and analysis.

Cloud Firewall Traffic Analysis··Int ernet  access
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The VPC Access page of the Cloud Firewall console provides real-t ime information about traffic
between virtual private clouds (VPCs). This way, you can detect  suspicious traffic and mit igate risks at
the earliest  opportunity. The VPC Access page provides stat ist ics on the traffic, IP addresses, sessions,
ports, and assets involved in communications between VPCs.

PrerequisitesPrerequisites
The required VPC firewall is enabled. Otherwise, the VPC AccessVPC Access page does not provide traffic analysis
data.

For more information about how to enable a VPC firewall, see Enable firewalls.

ProcedureProcedure
1. 

2. 

3. In the upper-right corner of the VPC AccessVPC Access page, specify a t ime range for query.

You can select  the following t ime ranges from the t ime drop-down list: Recent  1 HoursRecent  1 Hours, Last  24Last  24
HoursHours, and Last  7 DaysLast  7 Days. You can also customize a t ime range within the last  seven days by using
the date and t ime picker.

4. In the upper part  of the VPC AccessVPC Access page, select  the required VPC and VPC firewalls.

5. View the data about access of the selected VPC.

You can view the following data:

T raf f ic Bet ween VPCsT raf f ic Bet ween VPCs: You can view the peak and average volumes of both inbound and
outbound traffic of the VPC. You can also view the trends in both inbound and outbound traffic.

Ranking of  IP Addresses by T raf f icRanking of  IP Addresses by T raf f ic: You can view the top 10, 20, or 50 IP addresses with the
highest  traffic. You can also view the details of inbound and outbound traffic for each IP
address.

Ranking of  Sessions Bet ween VPCs by Visit s and T raf f icRanking of  Sessions Bet ween VPCs by Visit s and T raf f ic: You can view the ranking of
sessions between VPCs. You can also view the traffic volume, session type, number of sessions,
and ports for each type of session.

In the Rankings of  Sessions Bet ween VPCs by Visit s and T raf f icRankings of  Sessions Bet ween VPCs by Visit s and T raf f ic  sect ion, you can click ViewView
in the Rat ioRat io column to view the proport ions of ports in a specific type of session.

Open Port s by T raf f icOpen Port s by T raf f ic: You can view the proport ions of all open ports.

Open Port sOpen Port s and Asset sAsset s: You can view the details of traffic between VPCs. The details include
basic information about open ports and your assets.

4.VPC access4.VPC access
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You can click the

icon in the upper-right corner above the port  or asset  list  to download the open ports or assets
to a CSV file to your computer for check and analysis.
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The All Access Act ivit ies page displays real-t ime act ivity information about all hosts protected by Cloud
Firewall. Such information includes traffic trends, as well as source locations and sessions of inbound
and outbound traffic.

PrerequisitesPrerequisites
The All Access Act ivit iesAll Access Act ivit ies page displays the analysis data only after you act ivate Cloud Firewall. For
information about how to act ivate Cloud Firewall, see Enable firewalls.

ProcedureProcedure
1. 

2. 

3. On the All Access Act ivit iesAll Access Act ivit ies page, view the threat act ivit ies and trend charts in the last  15
minutes, 1 hour, 4 hours, 1 day, 1 Week, or a specified t ime range.

Not e Not e You can specify a t ime range as required.

Select  a search condit ion from the Condit ionCondit ion drop-down list  and enter or select  the condit ion
details. Click QueryQuery to query historical traffic trends that meet the condit ion. To delete the
search condit ion, click ResetReset .

Not e Not e You can click AddAdd to add search condit ions. All condit ions take effect  at  the
same t ime when you click Query. You can configure a maximum of three condit ions.

In the Hist orical T rendsHist orical T rends sect ion, view the trend charts of inbound and outbound traffic, the
number of new connections, and concurrent traffic.

5.All access activities5.All access activities
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You can select  T raf f icT raf f ic, NewNew, or ConcurrentConcurrent  to switch between the trend charts of inbound and
outbound traffic, the number of new connections, and the inbound and outbound concurrent
traffic.

Not e Not e A trend chart  displays traffic data in the last  15 minutes, 1 hour, 4 hours, 1 day, 7
days, or a specified t ime range. You can specify a t ime range as required.

In the Rankings of  Visit s by T raf f icRankings of  Visit s by T raf f ic  sect ion, you can view top 10 source locations and
applications of inbound and outbound traffic, as well as the percentages of traffic for each
source location and application.

Click View Det ailsView Det ails to check the stat ist ics on source or dest ination locations or application
protocols.

Click Add t o Condit ionAdd t o Condit ion to add the condit ion to the query condit ion sett ing sect ion. After you
click Query, the Hist orical T rendsHist orical T rends and Rankings of  Visit s by T raf f icRankings of  Visit s by T raf f ic  sect ions display trend
charts of access act ivit ies that meet the condit ion.

ReferencesReferences
Protection scope of Cloud Firewall
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Cloud Firewall provides intelligent ACL policies for Internet access and external connections. These
policies isolate high-risk services for inbound traffic, prevent the spread of worm viruses in outbound
traffic, and defend your networks and hosts against  security threats.

Isolate high-risk servicesIsolate high-risk services
Int elligent  policiesInt elligent  policies provide you with optimal ACL policies based on security threats detected in
Internet access traffic. For example, if  high-risk services, such as SSH and RDP, are enabled for IP
addresses exposed to the Internet, the recommended policies only allow Internet requests sent by
hosts that exhibits normal logon status and from common source locations. This reduces risks of
network attacks.

1. 

2. 

3. On the Int ernet  AccessInt ernet  Access page, click Open Public IP AddressesOpen Public IP Addresses.

4. Find the target public IP address and click Int elligent  PolicyInt elligent  Policy in the Act ionsAct ions column.

The Int elligent  PolicyInt elligent  Policy page displays policies recommended for the public IP address, including
both AllowAllow and DenyDeny policies.

5. On the Int elligent  PolicyInt elligent  Policy page, you can perform the following operations:

Click ShowShow to view the reason why a policy is recommended.

The following figure shows that a large number of malicious IP addresses have tried to access
the SSH service of your IP address.

6.Intelligent policies6.Intelligent policies
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Choose Deliver PolicyDeliver Policy >  > SubmitSubmit . The recommended policy takes effect  immediately. You can
view delivered policies by choosing Securit y PoliciesSecurit y Policies >  > Access Cont rolAccess Cont rol >  > Int ernet  FirewallInt ernet  Firewall > >
Inbound PoliciesInbound Policies.

Not e Not e Before you click Deliver PolicyDeliver Policy to deliver a recommended policy, make that you
understand its content and possible service impacts.

You can perform Modif yModif y, Delet eDelet e, InsertInsert , and MoveMove operations on a delivered policy.

Prevent worm attacksPrevent worm attacks
Worm attacks control your host  by using malicious code and cause it  to send requests to the domain
name of a malicious website. After Cloud Firewall detects that your host  has init iated an external
connection request, a recommended policy takes effect  to prevent access to malicious domain name,
downloads of malicious programs, virus-control over the host, and attacks by using cryptocurrency
mining malware.

1. 

2. 

3. On the Ext ernal Connect ionsExt ernal Connect ions page, click Ext ernal DomainsExt ernal Domains.

The page displays the external domain name list .

4. Find the target external domain name and click Int elligent  PolicyInt elligent  Policy in the RecommendedRecommended
Operat ionOperat ion column.

The Int elligent  PolicyInt elligent  Policy page displays DenyDeny policies recommended by Cloud Firewall for an IP
address based on its external connections.

5. On the Int elligent  PolicyInt elligent  Policy page, you can perform the following operations:

Click ShowShow to view the reason why an intelligent policy is recommended.
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The following figure shows that the host  has sent many requests to malicious dest inations.

Choose Deliver PolicyDeliver Policy >  > SubmitSubmit . The recommended policy takes effect  immediately. You can
view delivered policies by choosing Securit y PoliciesSecurit y Policies >  > Access Cont rolAccess Cont rol >  > Int ernet  FirewallInt ernet  Firewall > >
Out bound PoliciesOut bound Policies.

Not e Not e Before you click Deliver PolicyDeliver Policy to deliver a recommended policy, make sure that
you understand its content and possible service impacts.

You can perform the Modif yModif y, Delet eDelet e, InsertInsert , and MoveMove operations on a delivered policy.
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