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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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All the traffic that passes through Cloud Firewall is recorded as logs and displayed on the Log AuditLog Audit
page. The logs are classified into traffic logs, event logs, and operations logs. You can use the logs to
audit  your network traffic in real t ime and take measures accordingly. By default , the log audit  feature
retains logs for seven days.

Cloud Firewall also provides the log analysis feature, which can retain logs for six months. If  your
business must meet classified protect ion requirements, we recommend that you enable the log analysis
feature. For information about the billing method of the log analysis feature, see Billing.

Event logsEvent logs
The Event Logs tab displays the logs of events on the Internet firewall and VPC firewalls. You can click
the Int ernet  FirewallInt ernet  Firewall or VPC FirewallVPC Firewall tab to view information about event logs. The information
includes the t ime an event was detected, the threat type, source IP address, dest ination IP address,
application, severity, and policy act ion.

On the Event  LogsEvent  Logs tab, you can specify the source IP address, dest ination IP address, threat type,
policy act ion, or t ime range to search for event logs.

Not e Not e The t ime range must be within the last  seven days.

Traffic logsTraffic logs
The Traffic Logs tab displays the logs of traffic on the Internet firewall and VPC firewalls. You can click
the Int ernet  FirewallInt ernet  Firewall or VPC FirewallVPC Firewall tab to view information about traffic logs. The information
includes the start  t ime and end t ime of traffic, source IP address, dest ination IP address, application
type, source port, application, protocol, policy act ion, number of bytes, and number of packets.

On the T raf f ic LogsT raf f ic Logs tab, you can specify the source IP address, dest ination IP address, application, or
t ime range to search for traffic logs.

Not e Not e The t ime range must be within the last  seven days.

1.Log audit1.Log audit
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To more precisely search for traffic logs, click Show Advanced SearchShow Advanced Search in the upper-right corner and
specify search condit ions such as Direct ionDirect ion, Policy SourcePolicy Source, PortPort , and RegionRegion.

Not e Not e If  traffic hits an access control policy or IPS policy, the name of the policy is displayed in
the Policy NamePolicy Name column of the traffic log entry. For traffic that does not hit  a policy, the PolicyPolicy
NameName column is displayed as a hyphen (-).

Operation logsOperation logs
The Operat ion LogsOperat ion Logs tab displays the t ime, type, severity, and other details about each operation
performed on Cloud Firewall.

On the Operat ion LogsOperat ion Logs tab, you can select  an option from the Severit ySeverit y drop-down list  to obtain
operations logs of a specific severity.

You can also specify a t ime range within the last  seven days to search for operations logs.

Logs··Log audit Cloud Firewall
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The Log Analysis service of Cloud Firewall provides internet traffic logs and real-t ime log analysis.

The Log Analysis service of Cloud Firewall can automatically collect  and store real-t ime log of both
inbound and outbound traffic. It  outputs query analysis, reports, alarms, and downstream computing
interconnection and provide you with detailed analysis result .

BenefitsBenefits
The Log Analysis service of Cloud Firewall has the following benefits:

Classif ied Prot ect ion complianceClassif ied Prot ect ion compliance: Log Analysis provides log storage duration of six months to
help your website meet the requirements of classified protect ion compliance.

Easy conf igurat ionEasy conf igurat ion: Easy configuration allows you to collect  Internet traffic logs in real t ime.

Real-t ime analysisReal-t ime analysis: Integrated with the Simple Log Service (SLS), the Log Analysis service provides
the real-t ime log analysis service and report  center. With the help of log analysis, you can view all the
traffic and user's visits going through Cloud Firewall.

Real-t ime alarmsReal-t ime alarms: Log Analysis supports you to customize real-t ime monitoring and alerts based on
specific indicators. This ensures you receive real-t ime alerts when there is any threats detected in the
crit ical business.

PrerequisitesPrerequisites
Before you begin to use the service of Log Analysis, the following prerequisite must be available:

You have purchased and act ivated the Log Analysis service of Cloud Firewall (Log Analysis is available in
Pro, Enterprise, and Flagship edit ions). For details, refer to Enable the Log Analysis feature.

RestrictionsRestrictions
The logstore of Cloud Firewall is an exclusive logstore with the following restrict ions:

You cannot write data into logstore with APIs or SDKs, or modify the attributes of the logstore (such
as the storage cycle).

Not e Not e Other general logstore features (such as query, stat ist ics, alarms, and stream
consumption) are supported, and there is no difference with the general logstore.

Alibaba Cloud's Log Service (SLS) does not charge for the exclusive logstore of Cloud Firewall, but
SLS itself must be available (not overdue).

Built-in reports provided by Log Analysis of Cloud Firewall may be updated and upgraded
automatically.

ScenariosScenarios
Track Internet traffic logs to trace security threats.

Allow you to view Internet request  act ivit ies in real t ime, and check the security status and trend of
your assets.

Provide you with quick understanding of security operation efficiency and handling the risks in a

2.Log analysis2.Log analysis
2.1. Overview2.1. Overview
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t imely manner.

Output logs to your self-built  data and computing centers.

The log analysis feature in Cloud Firewall uses the subscript ion billing method and is billed based on the
log storage duration and capacity.

You can select  this feature and specify the log storage duration and capacity as required on the Cloud
Firewall buy page. The fee is calculated based on the specified log storage specificat ions and the
subscript ion duration of your Cloud Firewall instance.

Log storage specificationsLog storage specifications
The following table lists prices for different specificat ions.

Log storage
duration

Log storage
capacity

Monthly
bandwidth

Recommended
edition

Cloud Firewall instance in
mainland China

Monthly
subscripti
on

15% discount
for annual
subscription

180 days

1 TB Up to 10 Mbit/s Premium Edition USD 80 USD 861

5 TB Up to 50 Mbit/s Enterprise Edition USD 400 USD 4,080

20 TB Up to 200 Mbit/s Ultimate Edition USD 1,600 USD 16,320

Not e Not e We recommend that you increase the log storage capacity by 1 TB for every 10 Mbit/s
of bandwidth increase.

Increase of  st orage capacit yIncrease of  st orage capacit y

If  the log storage capacity is used up, the system reminds you to increase the capacity. You can click
Upgrade St orageUpgrade St orage to increase the storage capacity.

2.2. Billing2.2. Billing

Logs··Log analysis Cloud Firewall
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Not iceNot ice

The free trial edit ion of Cloud Firewall does not support  the log analysis feature. If  you are
using the free trial edit ion, the Cloud Firewall console does not display the log storage
capacity. For information about how to enable the log analysis feature, see Enable the Log
Analysis feature.

If  you do not increase the log storage capacity when it  is used up, Cloud Firewall stops
writ ing new logs to the Logstore of the log analysis feature. Exist ing logs in the Logstore are
retained. Logs are stored for a maximum of 180 days before they are automatically deleted.
If  the feature has expired and you have not renewed the subscript ion within seven days, all
logs in the Logstore are deleted. Deleted logs cannot be recovered.

Subscription durationSubscription duration
The subscript ion duration of the log analysis feature is the same as that of the Cloud Firewall instance.

New purchaseNew purchase: When you buy a Cloud Firewall instance with the log analysis feature enabled, the
price of this feature is calculated based on the subscript ion duration of the instance.

UpgradeUpgrade: When you upgrade a Cloud Firewall instance with the log analysis feature enabled, the
price of this feature is calculated based on the remaining duration (in minutes) of the exist ing Cloud
Firewall instance.

Service expirat ionService expirat ion

If your Cloud Firewall instance expires, the log analysis feature also expires.

After the feature expires, Cloud Firewall stops writ ing logs to the Logstore.

Logs are retained for seven days after the expirat ion. If  you renew the subscript ion within seven days,
you can continue to use the feature. Otherwise, all logs are deleted.

ReferencesReferences
FAQ about Cloud Firewall logs

After you act ivate Cloud Firewall, you can enable the Log Analysis feature in the Cloud Firewall console.

ScenarioScenario
The Log AnalysisLog Analysis feature logs Internet traffic in real t ime. It  retrieves and analyzes log data and
displays the results in dashboards. You can specify Log St orageLog St orage when you enable this feature.

Not e Not e The Log AnalysisLog Analysis feature is available in the Cloud Firewall Pro, Enterprise, and Flagship
edit ions.

ProcedureProcedure
1. Log on to the Cloud Firewall console.

2. In the left-side navigation pane, choose LogsLogs >  > Log AnalysisLog Analysis.

3. Click Act ivat e NowAct ivat e Now.

2.3. Enable the Log Analysis feature2.3. Enable the Log Analysis feature

Cloud Firewall Logs··Log analysis
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4. Set  Log AnalysisLog Analysis to Yes and specify Log St orageLog St orage. Then, pay for the order.

Not e Not e For more information about Log Analysis pricing, see Billing.

5. On the Log AnalysisLog Analysis page, select  int ernet _logint ernet _log and turn on the switch next  to St at usSt at us to enable
log collect ion.

The Log Analysis feature collects logs of inbound and outbound Internet traffic and analyzes the
log data in real t ime.

You can enable the log collector function for Cloud Firewall in the Cloud Firewall console.

PrerequisitesPrerequisites
You have act ivated Cloud Firewall.

You have act ivated Alibaba Cloud Log Service.

ContextContext

2.4. Collect the log2.4. Collect the log

Logs··Log analysis Cloud Firewall
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The log collector function retrieves log data of inbound and outbound Internet traffic for AlibabaAlibaba
Cloud FirewallCloud Firewall in real t ime. The retrieved log data can be searched and analyzed in real t ime, and the
returned results are displayed in dashboards. Based on the log data, you can analyze visits to and
attacks on your websites and help the security engineers develop protect ion strategies.

After you enable the Cloud Firewall log analysis function, the log analysis function automatically
creates a dedicated Logstore named cloudfirewall-logstore under your account. Cloud Firewall
automatically imports log entries to this dedicated Logstore in real t ime. For more information about
the default  configuration of the dedicated Logstore, see Default  configuration.

ProcedureProcedure
1. In the left-side navigation pane, locate Log AnalysisLog Analysis.

2. Click the St at usSt at us switch on the right side to enable the log collector function.

Default log analysis configurationDefault log analysis configuration

Default configuration item Description

Project

The log analysis project created by Cloud Firewall. The project name
is determined according to the region of your Cloud Firewall
instance.

If the Cloud Firewall instance is deployed in a Mainland China
region, the project name is:  cloudfirewall-project-Alibaba Cloud
account ID-cn-hangzhou .

If the Cloud Firewall instance is deployed in the Finance Cloud
(Hangzhou) region, the project name is:  cloudfirewall-project-Al
ibaba Cloud account ID-cn-hangzhou-finance .

If the Cloud Firewall instance is deployed in other regions, the
project name is:  cloudfirewall-project-Alibaba Cloud account ID-
ap-southeast-1 .

Logstore
The default Logstore is  cloudfirewall-logstore .

All log data retrieved by Cloud Firewall is stored in this Logstore.

Region

If the Cloud Firewall instance is deployed in a Mainland China
region, the project is saved in the China (Hangzhou) region by
default.

If the Cloud Firewall instance is deployed in other regions, the
project is saved in the Singapore region by default.

Cloud Firewall Logs··Log analysis
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Shard
By default, two shards are created and the Automatic shard
splitt ing function is enabled.

Dashboards A dashboard is created by default.

Default configuration item Description

Not e Not e The default  log analysis configuration items cannot be modified.

Rest rict ions and guidelinesRest rict ions and guidelines

After you enable the Log Analysis function, the system automatically creates a Logstore named
cloudf irewall-logst orecloudf irewall-logst ore in the Log Service console. The Logstore is dedicated to Cloud Firewall
and stores all log entries of Cloud Firewall. Do not delete this Logstore.

Other data cannot be written into the dedicated Logstore.

Log entries generated by Cloud Firewall are stored in the dedicated Logstore. You cannot write
other data into this Logstore by using the API, SDK, or other methods.

Not e Not e The dedicated Logstore has no restrict ions in search, stat ist ics, alerts, streaming
consumption, and other functions.

Basic configurations, such as the log storage period, cannot be modified.

The dedicated Logstore is not billed.

To use the dedicated Logstore, you must act ivate Log Service for your account.

Not e Not e When your Log Service is overdue, the Cloud Firewall log collector function is
suspended until you pay the bills.

Do not delete or modify the configurations of the default  project, Logstore, index, and
dashboards created by Log Service. Log Service will update the Cloud Firewall log analysis
function. The index of the dedicated Logstore and the default  report  are also updated.

If  you want to use the Cloud Firewall log analysis function with a RAM user account, you must
grant the required Log Service permissions to the RAM user account. For more information, see
Authorize RAM user accounts with Log Analysis function.

Could Firewall console supports the Log AnalysisLog Analysis function.

OverviewOverview
After you enable the Log Analysis function in Cloud Firewall console, you can perform real-t ime log
search and analysis, view or edit  dashboards, and set  up monitoring and alerts on the Log Analysis
page.

ProcedureProcedure
1. Log on to the Cloud Firewall console.

2. In the left-side navigation pane, select  LogsLogs >  > Log AnalysisLog Analysis.

2.5. Log analysis2.5. Log analysis
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3. Click the St at usSt at us switch on the right side to enable the Log Analysis function.

4. Enter a search and analysis statement, select  a t ime range, and click Search & AnalysisSearch & Analysis.

More actionsMore actions
On the Log AnalysisLog Analysis page, you can perform the following act ions to handle the returned search
results:

Cust omize search and analysisCust omize search and analysis

The log analysis function provides the search and analysis statements for you to search and analyze
log entries in different scenarios. For more information, see Customize search and analysis.

View t he dist ribut ion of  log ent ries by t imeView t he dist ribut ion of  log ent ries by t ime

The histogram under the search box shows the distribution of log entries that are filtered by t ime
and search statement. The horizontal axis indicates the t ime period, and the vert ical axis indicates
the number of log entries. The total number of the log entries returned is also displayed.

Not e Not e You can drag the mouse pointer in the histogram to narrow down the t ime period.
The  time picker  automatically updates the t ime period, and the search results are also updated
accordingly.

View raw logsView raw logs

Cloud Firewall Logs··Log analysis

> Document  Version: 20210610 13



On the Raw LogsRaw Logs tab page, each log entry is detailed on an individual page, which includes the t ime
when the log is generated, the content, and the columns in the log entry. You can click DisplayDisplay
Cont ent  ColumnCont ent  Column to set  the display mode for the long strings in the content column. The display
modes include Full LineFull Line and New LineNew Line. You can click Column Set t ingsColumn Set t ings to customize the columns to
be displayed, or click the Download icon to download the search results.

Addit ionally, you can click a value or a property name in the content column to add a search
condit ion to the search box. For example, if  you click  log_service  in the  __source__: log_service 
field, the following search statement is added to the search box:

"Former Search Statement" and source: log_service
View analysis graphsView analysis graphs

The log analysis function enables you to show the analysis results in graphs. You can select  the graph
type as needed on the GraphGraph tab page. For more information, see Analysis graphs.

Quick analysisQuick analysis

The quick analysis function on the Raw LogsRaw Logs tab provides you with a quick interact ive search
function. You can view the distribution of a property within a specific t ime period. This function can
reduce the t ime used for indexing key data. For more information, see Quick analysis.

Logs··Log analysis Cloud Firewall
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Customize search and analysisCustomize search and analysis
The log analysis function provides the search and analysis statements. Separate the search and analysis
statements with a vert ical bar (  | ):

$Search | $Analytics

Type Description

Search

A keyword, a fuzzy string, a numerical value, or a range can be used as
a search condition. You can also combine these search conditions. If
the statement is empty or only contains a wildcard character (  * ), all
log entries are searched.

Analytics
Performs calculation and statistics to the search results or all log
entries.

Not e Not e Both the search and the analysis statements are optional.

When the search statement is empty, all log entries within the specified t ime period are
displayed. Then, the search results are used for stat ist ics.

When the analysis statement is empty, the search results are returned. No stat ist ical analysis
is performed.

Search st at ement sSearch st at ement s

The search statements of Log Service support  f ull t ext  searchf ull t ext  search and f ield searchf ield search. You can set  the New
Line mode, syntax highlighting, and other functions in the search box.

Full t ext  searchFull t ext  search

You can enter keywords without specifying fields to perform the search. You can enter a keyword
enclosed in quotation marks (") to query log entries that contain the entire keyword. You can also use
spaces or  and  to separate mult iple keywords.

ExamplesExamples

Search by keywordSearch by keyword

The following statements can be used to search for log entries that contain  www.aliyun.com  and
 error .

 www.aliyun.com error  or  www.aliyun.com and error .

Search by condit ionSearch by condit ion

The following statement can be used to search for log entries that contain  www.aliyun.com ,  err
or , or  404 .

www.aliyun.com and (error or 404)

Cloud Firewall Logs··Log analysis
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Search by pref ixSearch by pref ix

The following statement can be used to search for log entries that contain  www.aliyun.com  and
start  with  failed_ .

www.aliyun.com and failed_*

Not e Not e The wildcard character (  * ) can only be added as a suffix. The wildcard character
(  * ) cannot be added as a prefix. For example, the statement cannot be  *_error .

Search by f ieldSearch by f ield

To narrow down the search results, you can search by field.

You can specify numeric fields. The format is  field name: value  or  field name>=value . Moreover, you
can use both the  and  and  or  operators in full text  search.

Not e Not e The Cloud Firewall log analysis function supports searching by field. For more
information about the definit ion, type, format, and other information of each field, see Cloud
Firewall log field descript ions.

ExamplesExamples

Search by specif ying mult iple f ieldsSearch by specif ying mult iple f ields

If you want to search for log entries about client   1.2.3.4  accessing IP address  1.1.1.1 , set  the
following search condit ions:

src_ip: 1.2.3.4 and dst_ip: 1.1.1.1

Not e Not e In this example, the  src_ip  f ield and  dst_ip  f ield are log fields created by Cloud
Firewall.

Search by specif ying numeric f ieldsSearch by specif ying numeric f ields

The following statement can be used to search log entries where the response t ime exceeds five
seconds.

request_time_msec > 5000
Searching by t ime period is also supported. For example, you can search for log entries where the
response t ime exceeds five seconds and is no greater than ten seconds.

request_time_msec in (5000 10000]

Not e Not e You can get the same result  by using the following search statement:

request_time_msec > 5000 and request_time_msec <= 10000

Logs··Log analysis Cloud Firewall
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Field searchField search

You can search whether a field exists as follows:

Search for log entries that include the  total_pps  f ield.

total_pps :*
Search for log entries that include the  ua_browser  f ield .

not total_pps :*

For more information about the search statements supported by Log Service, see Indexes and search.

Analysis st at ement sAnalysis st at ement s

You can use the SQL/92 statements for log analysis and stat ist ics.

For more information about the statements and functions supported by Log Service, see Real-time
analysis.

Not eNot e

The  from table name  part  (the  from log  part) in the standard SQL statements can be
omitted.

The first  100 log entries are returned by default . You can modify the number of the returned
log entries by using the LIMIT statement.

Examples of search and analysisExamples of search and analysis
T ime-based log search and analysisT ime-based log search and analysis

Each Could Firewall log entry has a  time  f ield, which is used to indicate the t ime. The format of f ield is
 year-month-dayThour:minute:second+time zone . For example, in  2018-05-31T20:11:58+08:00 , the t ime

zone is  UTC+8 .

Meanwhile, each log has a built-in field  __time__ , This field also indicates the t ime when the log entry
is generated. The field is used for calculat ion during the t ime-based stat ist ics process. The format of
this f ield is Unix t imestamp, and the value of this f ield indicates the amount of seconds that have
elapsed since 00:00:00 Coordinated Universal Time (UTC), January 1, 1970. Therefore, if  you want to
display a calculated result , you must convert  the format first .

Select  and display t he t imeSelect  and display t he t ime

Calculat e t he t imeCalculat e t he t ime

St at ist ical analysis by group based on a specif ic t imeSt at ist ical analysis by group based on a specif ic t ime
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Not e Not e You can also display the results with a line graph.

The  date_parse  and  date_format  funct ions are used to convert  the t ime format. For more
information about the functions that can be used to parse the t ime field, see Date and t ime functions.

Log reports in Cloud Firewall provide data collected by Log Analysis, such as basic traffic metrics,
inbound and outbound traffic distribution. You can specify a t ime range, subscribe to log reports, and
set a refresh frequency to view data in the dashboards.

PrerequisitesPrerequisites
The St at usSt at us switch in the upper-right corner of the Log AnalysisLog Analysis page must be t urned ont urned on. If  the
switch is t urned of ft urned of f , Log Analysis is disabled, and you cannot view log reports.

ProcedureProcedure
1. Log on to the Cloud Firewall console.

2. In the left-side navigation pane, choose Log AnalysisLog Analysis >  > Log AnalysisLog Analysis.

3. In the upper-right corner of the Report sReport s tab, click Please SelectPlease Select .

4. On the T imeT ime page, specify a t ime range for displaying reports of Internet traffic logs. You can
specify a t ime range in the Relat iveRelat ive, T ime FrameT ime Frame, or Cust omCust om sect ion.

2.6. Log reports2.6. Log reports
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Section Description

Relative

Displays log data collected within a specified time range going back from the
current t ime. This t ime range is accurate to seconds. Assume that the current
time is 2019-10-17 23:08:00. The value 2019-10-17 23:07:00~2019-10-17
23:08:00 indicates that log data collected in the last minute is displayed.

You can specify a t ime range in days, hours, minutes, or seconds.

T ime Frame

Displays log data collected within a specified time range. For example, the
value 2019-10-10 00:00:00~2019-10-17 00:00:00 indicates that log data was
collected for the week starting from 2019-10-10 00:00:00.

You can specify a t ime range in days, hours, or minutes.

Custom
Displays log data collected within a custom time range. The start and end
time is accurate to minutes.

After you specify a t ime range, all dashboards on the Reports tab are refreshed to display data
within this t ime range.

For more information about the dashboards, see Log report  dashboards.

Not e Not e The specified t ime range is only valid on the current page. The next  t ime you open
the Reports tab, the t ime range of the dashboards is restored to the default .

5. (Optional)On the Report sReport s tab, perform operations on a dashboard. In the upper-right corner of

the target dashboard, click the  icon to show the menu.

The menu of a dashboard supports the following operations:

Select  T ime RangeSelect  T ime Range: The dashboard displays basic metrics within the specified t ime range. You
can specify a relat ive t ime range, t ime frame, or custom t ime range. For more operations, see the
descript ions in step 4.
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Download LogDownload Log: Select  this option to save the logs as an Excel f ile to your computer.

Download ChartDownload Chart : Select  this option to save the dashboard as a PNG file to your computer.

Preview Query St at ementPreview Query St at ement : Click the  icon to view the query statement of the log metrics

in the dashboard. You can use the statement to query the log data on the Logs tab. For more
information about log queries, see Log analysis.

6. (Optional)Subscribe to log reports. You can specify the frequency at  which the system sends log
data notificat ions by email or DingTalk chatbot.

In the upper-right corner of the Reports tab, click SubscribeSubscribe. On the Creat e Subscript ionCreat e Subscript ion page
that appears, subscribe to Internet traffic log reports.
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20 > Document  Version: 20210610

https://www.alibabacloud.com/help/doc-detail/113218.htm#concept-udn-nhn-hhb


i. In Subscript ion Conf igurat ionSubscript ion Conf igurat ion, configure the following parameters.

Parameter Description

Subscript ion NameSubscript ion Name
The name of the log report subscription. A default name is provided, but
you can change it  as needed.

FrequencyFrequency

The frequency at which log report notifications are sent. Valid values:

HourlyHourly: A notification is sent every hour.

DailyDaily: A notification is sent each day at a specified hour between
00:00 and 23:00.

WeeklyWeekly: A notification is sent each week on a specified day at a
specific hour between 00:00 and 23:00.

Fixed Int ervalFixed Int erval: A notification is sent at a specified interval. You can
select DaysDays  or HoursHours .

CronCron: Use a cron expression to customize the frequency. The time
specified in a cron expression is accurate to minutes and is in the 24-
hour notation. You can refer to the examples in the console to write a
cron expression.

Add Wat ermarkAdd Wat ermark
The address that sends the notification is attached to the image as a
watermark. It  can be an email address or a webhook URL of the DingTalk
chatbot.

ii. Click NextNext  to set  a notificat ion type.
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Notification
type

Parameter Description

Email

Recipient sRecipient s
The email address of the recipient. You can add more than one
recipient.

SubjectSubject
The subject of the email. A default subject is provided, but you
can change it  as needed.

WebHook-
DingTalk Bot

RequestRequest
URLURL

The webhook URL requested. For more information about how
to obtain the webhook URL, see Configure DingTalk chatbot
notifications.

T it leT it le
The tit le of the webhook. A default t it le is provided, but you can
change it  as needed.

iii. Click SubmitSubmit .

iv. In the dialog box that appears, click OKOK.

After the subscript ion is created, you can move the pointer over the SubscribeSubscribe button on the
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Report sReport s tab to view the subscript ion.

You can also click SubscribeSubscribe to modif ymodif y the subscript ion configurations and notificat ion type or
cancelcancel the subscript ion.

Not e Not e You can only create one subscript ion. To create a new subscript ion, you must
cancelcancel the exist ing one.

7. (Optional)In the upper-right corner of the Report sReport s tab, click Ref reshRef resh to set  the frequency to
refresh log reports.

Frequency Description

Once Trigger a refresh immediately.

Auto Refresh
Specify a refresh frequency. You can set it  to 15
seconds, 60 seconds, 5 minutes, or 15 minutes.

Log report dashboardsLog report dashboards
Log reports provide a global view of Internet traffic, including basic traffic metrics, inbound and
outbound traffic trends, and traffic distribution. The following table describes all dashboards
supported by Cloud Firewall.

Dashboard Type
Default t ime
range

Description
Exampl
e

Total number of
Intercepting

Numeri
c value

1 hour (relative)
The number of Internet access requests
blocked by Cloud Firewall for a specified
time range.

10

Inbound Traffic
Numeri
c value

1 hour (relative)
The volume of inbound traffic from the
Internet for a specified time range.

10 MB

Outbound Traffic
Numeri
c value

1 hour (relative)
The volume of outbound traffic to the
Internet for a specified time range.

10 GB

SSH Access
Numeri
c value

1 hour (relative)
The number of SSH access requests for a
specified time range.

10
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RDP Access
Numeri
c value

1 hour (relative)
The number of RDP access requests for a
specified time range.

10

FTP Access
Numeri
c value

1 hour (relative)
The number of FTP access requests for a
specified time range.

10

Interception trend
Line
chart

1 hour (relative)
The trend for the number of t imes
inbound traffic is blocked for a specified
time range.

-

Intercepted
Source
Applications

Pie
chart

1 hour (relative)

The top 10 applications (such as HTTP,
SNMP, SIP, and SSH) requested by
blocked inbound traffic for a specified
time range.

-

Sources – Global
World
map

1 hour (relative)
The geographical distribution of inbound
traffic sources for a specified time
range.

-

Source
Applications – Top
10

Pie
chart

1 hour (relative)
The top 10 applications (such as HTTP
and SSH) requested by inbound traffic
for a specified time range.

-

Source Regions –
Top 10

Pie
chart

1 hour (relative)
The top 10 source regions with the most
inbound traffic for a specified time
range.

-

Source Ports –
Top 20

Treem
ap
chart

1 hour (relative)
The top 20 ports that are accessed by
inbound traffic for a specified time
range.

-

Interception trend
Line
chart

1 hour (relative)
The trend for the number of t imes
outbound traffic is blocked for a
specified time range.

-

Intercepted
External
Applications

Pie
chart

1 hour (relative)

The top 10 applications (such as HTTP
and SSH) requested by blocked
outbound traffic for a specified time
range.

-

External Ports –
Top 20

Treem
ap
chart

1 hour (relative)
The top 20 ports accessed by outbound
traffic for a specified time range.

-

External IP
Addresses – Top
10

Pie
chart

1 hour (relative)
The top 10 IP addresses requested by
outbound traffic for a specified time
range.

-

External Domains –
Top 10

Treem
ap
chart

1 hour (relative)
The top 10 domain names requested by
outbound traffic for a specified time
range.

-

Dashboard Type
Default t ime
range

Description
Exampl
e
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External
Applications – Top
10

Pie
chart

1 hour (relative)
The top 10 applications (such as HTTP
and SSH) requested by outbound traffic
for a specified time range.

-

Dashboard Type
Default t ime
range

Description
Exampl
e

Cloud Firewall logs record both inbound and outbound traffic. Each log entry contains mult iple fields.
You can use these fields to search and analyze logs.

Field name Description Example

__time__ The time when the operation is performed. 2018-02-27 11:58:15

__topic__

The topic of the log entry. The value is fixed as
 cloudfirewall_access_log , which indicates that

the log entry records traffic controlled by Cloud
Firewall.

cloudfirewall_access_log

log_type
The type of the log entry. The value is fixed as
 internet_log , which indicates the log entry

records Internet traffic.
internet_log

aliuid The ID of the Alibaba Cloud account. 1233333333****

app_name
The application to which the traffic belongs. The
valid values include  HTTPS ,  NTP ,  SIP ,  SMB ,
 NFS ,  DNS , and  Unknown .

HTTPS

direction

The direction of the traffic. Valid values:

 in : inbound traffic to your Elastic Compute
Service (ECS) instances from other ECS instances in
the internal network or from servers on the
Internet.

 out : outbound traffic from your ECS instances
to other ECS instances in the internal network or
to servers on the Internet.

in

domain The domain name of the traffic. www.aliyun.com

dst_ip The destination IP address of the traffic. 1.XX.XX.1

dst_port The destination port of the traffic. 443

end_time
The time when the session ends. This value is a UNIX
timestamp. Unit: seconds.

1555399260

in_bps The rate of inbound traffic. Unit: bit/s. 11428

2.7. Log fields2.7. Log fields
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in_packet_byte
s

The total number of bytes in inbound traffic. 2857

in_packet_cou
nt

The total number of packets in inbound traffic. 18

in_pps
The packet throughput of inbound traffic. Unit:
packet/s.

9

ip_protocol
The IP protocol of the traffic. Valid values:  TCP 
and  UDP. TCP

out_bps The rate of outbound traffic. Unit: bit/s. 27488

out_packet_by
tes

The number of bytes in outbound traffic. 6872

out_packet_co
unt

The number of packets in outbound traffic. 15

out_pps
The packet throughput of outbound traffic. Unit:
packet/s.

7

region_id
The region ID of the traffic. For more information
about region IDs, see Regions that are supported by
Cloud Firewall.

cn-beijing

rule_result

The processing result  of the traffic that matches
the access control policy. Valid values:

 pass : Cloud Firewall allows the traffic.

 alert : Cloud Firewall allows the traffic and
generates an alert.

 drop : Cloud Firewall drops the traffic, which
indicates that the traffic cannot pass Cloud
Firewall.

pass

src_ip The source IP address of the traffic. 1.XX.XX.1

src_port The source port of the traffic. 47915

start_time
The time when the session starts. This value is a
UNIX timestamp. Unit: seconds.

1555399258

start_time_min
The time when the session starts. The value of this
field is rounded up to the next minute. This value is
a UNIX timestamp. Unit: seconds.

1555406460

tcp_seq The TCP serial number. 3883676672

total_bps
The total rate of inbound and outbound traffic.
Unit: bit/s.

38916

Field name Description Example
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total_packet_
bytes

The total number of bytes in inbound and outbound
traffic. Unit: byte.

9729

total_packet_c
ount

The total number of packets in inbound and
outbound traffic.

33

total_pps
The total packet throughput of inbound and
outbound traffic. Unit: packet/s.

16

vul_level

The risk level of the vulnerability. Valid values:

 1 : low-risk vulnerabilit ies

 2 : medium-risk vulnerabilit ies

 3 : high-risk vulnerabilit ies

1

url
The URL of the Internet website that your ECS
instance accesses.

http://www.test.com/index.htm
l

src_private_ip
The private IP address of the source ECS instance in
outbound traffic.

192.168.0.0

acl_rule_id
The ID of the access control list  (ACL) rule that
matches the traffic.

073a1475-6e11-43e2-8b28-
98cee9c688c0

ips_rule_id
The ID of the intrusion prevention system (IPS) rule
that matches the traffic.

073a1475-6e11-43e2-8b28-
98cee9c688c0

ips_ai_rule_id The ID of the AI rule that matches the traffic.
073a1475-6e11-43e2-8b28-
98cee9c688c0

ips_rule_name
The Chinese name of the IPS rule that matches the
traffic.

Mining activit ies of hosts

ips_rule_name
_en

The English name of the IPS rule that matches the
traffic.

Mining behavior on the host

attack_type_n
ame

The Chinese name of the attack type that is
detected in the traffic.

Mining activit ies

attack_type_n
ame_en

The English name of the attack type that is
detected in the traffic.

Mining Behavior

Field name Description Example

The log analysis feature allows you to export  log query results to your local disk. You can download
logs on a specific page as a CSV file or download all logs as a TXT file. This topic describes how to
export  logs in the Cloud Firewall console.

ProcedureProcedure
1. Log on to the Cloud Firewall console.

2.8. Export logs2.8. Export logs
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2. In the left-side navigation pane, choose Log AnalysisLog Analysis >  > Log AnalysisLog Analysis.

3. Click LogsLogs and Raw LogsRaw Logs. In the upper right corner, click

.

4. In the Log DownloadLog Download dialog box that appears, select  a method to download logs.

Select  Download Log in Current  PageDownload Log in Current  Page and click OKOK.

Logs on the current page are downloaded in a CSV file.

Select  Download All Logs wit h Cloud ShellDownload All Logs wit h Cloud Shell.

a. Click OKOK to go to the Cloud ShellCloud Shell command line.

b. Follow the instruct ions that appear on the page to enter the required information.

c. Specify a local path where you want to store the log file.

All logs are downloaded.
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Not e Not e Currently, Cloud Shell is deployed in the China (Shanghai) region. If  the current
Logstore is not in the China (Shanghai) region, downloading log data incurs data
consumption fees. Click Log Service PricingLog Service Pricing to learn more about the pricing of data usage.

Select  Download All Logs Using Command Line T oolDownload All Logs Using Command Line T ool.

a. Click Document at ionDocument at ion in the Log Download dialog box to learn how to install a command
line tool.

b. Install the command line tool.

c. Click Securit y inf ormat ion managementSecurit y inf ormat ion management  to view and copy the AccessKey ID and
AccessKey secret  of the current user.

d. Click Copy CommandCopy Command and replace the  AccessKey ID in step 2  and  AccessKey secret in step 2 
with those of the current user.

e. Run the command in the CLI command line tool.

After the command is executed, all logs are downloaded to the download_dat a.t xtdownload_dat a.t xt  f ile in the
directory where the command is executed.

If  you want to use Cloud Firewall's Log Analysis function with a RAM user account, you must first  use
your Alibaba Cloud account to authorize this RAM user account with the Log Analysis functions of
Cloud Firewall.

ContextContext
The following permissions are required for enabling and using Cloud Firewall's Log Analysis function.

2.9. Authorize RAM user accounts with Log2.9. Authorize RAM user accounts with Log
Analysis functionAnalysis function
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Operations Required account

Enable the Log Analysis function.
You only need to perform this
operation once.

Alibaba Cloud account

Authorize Cloud Firewall to write
the log data into the dedicated
Logstore of Log Analysis in real
time. You only need to perform
this operation once.

Alibaba Cloud account

A RAM user account with  AliyunLogFullAccess  permission

A RAM user account with the customized permission of log writ ing

Use the Log Analysis function.

Alibaba Cloud account

A RAM user account with  AliyunLogFullAccess  permission

A RAM user account with the customized permissions

You can grant permissions to a RAM user account as needed.

Scenarios
Grant a RAM user account
permissions

Procedure

Grant a RAM user account full
permission to Log Service.

The  AliyunLogFullAccess 
policy specifies full permission to
Log Service.

For more information, see RAM
user management.

After you use your Alibaba Cloud
account to enable the Cloud
Firewall log analysis function and
complete the authorization,
grant the RAM user account the
permission to view logs.

The  AliyunLogReadOnlyAccess 
policy specifies the read-only
permission.

For more information, see RAM
user management.

Grant the RAM user account the
permissions to enable and use
the Cloud Firewall log analysis
function. Do not grant other
permissions to Log Service.

Create a custom authorization
policy, and apply the policy to
the RAM user account.

For more information, see the
following procedure.

ProcedureProcedure
1. Log on to the RAM console.

2. Open the Creat e Cust om PolicyCreat e Cust om Policy tab page on the PoliciesPolicies page.

3. In the upper-right corner of the page, click Creat e Aut horizat ion PolicyCreat e Aut horizat ion Policy.

4. Click Blank T emplat eBlank T emplat e, enter the Policy NamePolicy Name and the following Policy Cont entPolicy Cont ent  into this
template.

Not e Not e Replace  ${Project}  and  ${Logstore}  in the following policy with the Log Service
Project  name and Logstore name dedicated for Cloud Firewall, respectively.

{
  "Version": "1",
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  "Version": "1",
  "Statement": [
      {
      "Action": "log:GetProject",
      "Resource": "acs:log:*:*:project/${Project}",
      "Effect": "Allow"
    },
    {
      "Action": "log:CreateProject",
      "Resource": "acs:log:*:*:project/*",
      "Effect": "Allow"
    },
    {
      "Action": "log:ListLogStores",
      "Resource": "acs:log:*:*:project/${Project}/logstore/*",
      "Effect": "Allow"
    },
    {
      "Action": "log:CreateLogStore",
      "Resource": "acs:log:*:*:project/${Project}/logstore/*",
      "Effect": "Allow"
    },
    {
      "Action": "log:GetIndex",
      "Resource": "acs:log:*:*:project/${Project}/logstore/${Logstore}",
      "Effect": "Allow"
    },
    {
      "Action": "log:CreateIndex",
      "Resource": "acs:log:*:*:project/${Project}/logstore/${Logstore}",
      "Effect": "Allow"
    },
    {
      "Action": "log:UpdateIndex",
      "Resource": "acs:log:*:*:project/${Project}/logstore/${Logstore}",
      "Effect": "Allow"
    },
    {
      "Action": "log:CreateDashboard",
      "Resource": "acs:log:*:*:project/${Project}/dashboard/*",
      "Effect": "Allow"
    },
    {
      "Action": "log:UpdateDashboard",
      "Resource": "acs:log:*:*:project/${Project}/dashboard/*",
      "Effect": "Allow"
    },
    {
      "Action": "log:CreateSavedSearch",
      "Resource": "acs:log:*:*:project/${Project}/savedsearch/*",
      "Effect": "Allow"
    },
    {
      "Action": "log:UpdateSavedSearch",
      "Resource": "acs:log:*:*:project/${Project}/savedsearch/*",
      "Effect": "Allow"
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      "Effect": "Allow"
    }
  ]
}

5. Click Creat e Aut horizat ion PolicyCreat e Aut horizat ion Policy.

6. Go to the UsersUsers page, locate the RAM user account, and click Aut horizeAut horize.

7. Select  the custom authorization policy that you created, and then click OKOK.
The authorized RAM user account then can enable and use the Log Analysis function. However, this
RAM user account is not authorized to use other functions of Log Service.

After you enable the log analysis feature, log storage space is allocated based on the storage capacity
you specify. You can view log storage usage on the Log Analysis page in the Cloud Firewall console.

View log storage usageView log storage usage
You can view log storage usage on the Log Analysis page.

Not e Not e Log storage usage is updated every two hours in the Cloud Firewall console. We
recommend that you upgrade your log storage before it  is used up.

1. Log on to the Cloud Firewall console.

2.10. Manage the log storage space2.10. Manage the log storage space
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2. In the left-side navigation pane, choose LogsLogs >  > Log AnalysisLog Analysis.

3. In the upper-right corner of the Log AnalysisLog Analysis page, view log storage usage.

Upgrade log storageUpgrade log storage
On the top of the Log AnalysisLog Analysis page, click Upgrade St orageUpgrade St orage. Configure a larger storage capacity and
pay for the order.

Not e Not e If  you do not upgrade your log storage space before it  is used up, Cloud Firewall
cannot store new log entries to the dedicated Logstore.

Clear your log storage spaceClear your log storage space
You can delete log entries stored in the Logstore. For example, you can delete all log entries generated
during the test  phase to save space for log entries that are generated during service production.

On the top of the Log AnalysisLog Analysis page, click ClearClear to delete all log entries.

Not iceNot ice

Deleted log entries cannot be recovered. Exercise caution when you perform this operation.

You can clear the log storage space only a few t imes.
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