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1. BNHESRERMNEHAERRHNEMRNBE TR, KIAXE, BINEE
TEHENGZEEANLSEY, AXENAERAMEZNREES, BN
BFRENS, REANEZFATERR, EASOETE=ZSREAFRASTH
RELETE=HER.

2. REMERFEBEIF, FOREMN. ATHPTARFEEHD. BF. EFHAX
HABZHNEIHEE, AEUMEALTAHERETERENER.

3. BTFF@RAAFE. BEIEMER, AXEHATEURRE., NEZREBERSE
FEMHERT TR ENASTHITERANF, HAEREZRREE DA
KO EHRNRPXE, SNHENXTAPXENRAZEEHEI R RNE
ETH. R AP,

4. AXEREABFPERRNERFRmERSNSEMLES, WERUTaRERS

B PR . "ERET A UHEriiEe” ARSIREAXE ., WEZERARARN
it EREXRSHRMENONEREEES, EMNESEIBHSBHNAER
SHOERME. EE. ERAM. UEESFAMEETRREERNRIE, EER4.
AR MARNTH . EAREHMAXEMAEEAEERLEFREN, MERR
AEEEAERERE. £EUERT, RERHANEGEEE. FRME. ERKE.
BARM. BHREIFIENIRE, SERPERANGEHRAEMEZNFBRE,
ABERE (AMENEZERSMZFRENTTEL)

5. MEZWM LRAERE, B8FEERRTEF. mm. BRF. SR Bifl. Z8. MW
IRZRA . MEAEEOREE. MR, HARERZN/HEXKATREMEEMIR
R, SEERRTEMRN. TN, ZFER. BIRES, FEMEZM/HEX
KasPERR, EFUARGEBER. B, £, 2FEE. KT, 8/h. X
THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
(BEEARTRBARUASKAEGES "WER" . "Alyun” | "ARW" FH[
BERM/FEXBEA S ME, LARBONERSRERIEMTEBATZR. B
5. BtR. F@mIERSER. 58 BRAR. RS ARRNETSERRES=
HREBIRAI R =M/ HEXEKAT)

6. MERAAXEFEEMAER, BERNEZREBEEKR.
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ERRERSEUS D, REWS

RHEL+ 54,
) HEX
xE ERIEE. WRRBPE, 2RPUA L
D ER BT HRARNS, REPER mmumno, uRsBraBREs
° BEXK,
@ ey
S ‘E\Eim"“\':""%l \E
@ um E;ggﬁéng*ﬁ BN, AR pwamgsc AL Do
- ° 1,
> SRR, BERE> ME> RENELR,
$8 15 ERERE. X% TESKRSURE. EERWARE, PEHE.
/= . . PN .
Courier=24k SOHMAT. #1T cd /d C:/window &%, HA
WindowsZ& 4 343k,
bae log list --instanceid
AK ERBH. TE,
Instance_ID
%% [alb] ERTE, BERE—A, Al
{} & {alb}

RRWIER, EBEE—,

switch {active|stand}
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1.=iESDKBE
1.1. FE=iwmSDK

MEX T & =inSOKA T EA ZIRAP, DUSEHMBENEENZRED, WrRERE,. REEHE. TopicE
B, IEREANEE. HREFEF. AXNESIRSDKEIER,

@ B BEHSDKFE, B2 8EESDK,

Z ik SDK T & i ht

MBS =K SDKIEE AR : Java. Python, PHP, .NETH1Go.

MBS RM T RARFFRARBISOKERER, WERXSI, BSNAYUR SDK 55k SDK 895,
BRUTHEE, #SABRNZHSDKTHMIE, TRZIESSDKER,

FRAN Java Python PHP .NET GO
JEAR IoT Java SDK loT Python SDK IoT PHP SDK IoT .NET SDK [oT Go SDK

FERAR 0T Java SDK loT Python SDK IoT PHP SDK loT .NET SDK loT Go SDK

5 5 BA
BXTIRSDKERMBXSEHIRE, BFEL:
Java SDK{& F i BF

Python SDK{g FA 1% 88

PHP SDK{& F 15 88

.NET SDK{s F %88

Go SDK{& Fi 5 BF

T#H =i SDK Demo

TEMELN & =1mSDK Demo, EhAEREAPIEJava. Python, PHP, .NETF1GoiE S B RRASDKR
B,

BB OLES AT R, REUEEAPIBIEIESSDK Demo,

1. EAPHEL E L TEE, EEYMEMERNAPL

2. EAPIEE RS, EERSHU, MNERSHIE,
RASKRBERENSY, BLSLERZIESSDKEIDemotEs,

3. TR EAMESDKRA > AHZMRSDKTIE, BHEEZFREESNE, BEABELANTHEIR,
BN oI 3 EXSDK Demos=fil .

ROl ERARSDKTTE, ZREXXS R A9 7R BIAED
BOESESHALRKRES, SABRDemoIE; RABEREILMRTR, REMXSH, THEFHET.

1.2. Java SDK{$E 15 8H
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https://help.aliyun.com/document_detail/42648.html#concept-jlk-mjl-vdb
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https://github.com/aliyun/aliyun-openapi-php-sdk/tree/master/aliyun-php-sdk-iot
https://github.com/aliyun/aliyun-openapi-net-sdk/tree/master/aliyun-net-sdk-iot
https://github.com/aliyun/alibaba-cloud-sdk-go/tree/master
https://github.com/aliyun/alibabacloud-java-sdk/tree/master/iot-20180120
https://pypi.org/project/alibabacloud-iot20180120/
https://github.com/alibabacloud-sdk-php/iot
https://www.nuget.org/packages/AlibabaCloud.SDK.Iot20180120
https://github.com/alibabacloud-go/iot-20180120
https://help.aliyun.com/document_detail/30581.html#reference-ukn-xwb-zdb
https://help.aliyun.com/document_detail/42700.html#reference-qdh-ywb-zdb
https://help.aliyun.com/document_detail/30594.html#task-1545804
https://help.aliyun.com/document_detail/63638.html#reference-d1v-zwb-zdb
https://help.aliyun.com/document_detail/147577.html#task-2370746
https://github.com/aliyun/iotx-api-demo
https://next.api.aliyun.com/api/Iot
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YIEX M &2t 89java SDK, TJFEEIFF A A Ri@idjavaiz FEEEMIZEMBEMNTES, AXARTRMNE
BMavenK#HISDK, AILATHREBIIAMEELE,
ZH#SDK
1. &FKJavaF RKiE,
RATLAM Java BT MIETE, HiRRBPREavafF RHiE,
2. &%I1oT Java SDK,
i. IiEApache Maven E M T & Maveniift,
ii. ¥RA0MavenIR Bk .
m BHRIOT Java SDKEIMavenik i 44 4% :

<!-- https://mvnrepository.com/artifact/com.aliyun/aliyun-java-sdk-iot --> <depen
dency> <groupId>com.aliyun</groupId> <artifactId>aliyun-java-sdk-iot</artifactId>

<version>7.26.0</version> </dependency>

m [ 2 xJava SDK B Mavenfk i 44 45 :

<dependency> <groupld>com.aliyun</groupId> <artifactId>aliyun-java-sdk-core</arti

factId> <version>4.5.6</version> </dependency>

R SDK

B St el IClient ProfileXf & profile, fFMSDK¥IIRLIER, AEEIEDefaultAcsClientXf R Lfclient, &
¥ DefaultAcsClient (profile) JF3k, MEFprofiledh BISDKIEE, T SDKEFiHHIHRK.

String accessKey = "${accessKey}"; String accessSecret = "${accessSecret}"; IClientProfile

profile = DefaultProfile.getProfile ("${RegionId}", accessKey, accessSecret); DefaultAcsClie
nt client = new DefaultAcsClient (profile); //#Ii8HLSDKE i,

24 A

RIKS 8 AccessKey ID

accessKey IRETE I B 7 B M) & AccessKey & 1B ch Bl S B B 1R M AccessKey.

accessSecret BIKSH AccessKey Secret
profilefs R A FHMSDKIAKIES, B $(Reqionld) SEHMELRT A RS K
AL,

profile EEEYEN ARSI AE LS, SEMMRSFERE,

WIHABNREGE, BSMEATHRKX,

MUARA%ER2 (L) MEAPAS, FRERBNT,

String accessKey = "${accessKey}"; String accessSecret = "${accessSecret}"; IClientProfile
profile = DefaultProfile.getProfile ("cn-shanghai", accessKey, accessSecret); DefaultAcsClie

nt client = new DefaultAcsClient (profile);
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http://developers.sun.com/downloads/
http://maven.apache.org/
https://ak-console.aliyun.com
http://iot.console.aliyun.com/
https://help.aliyun.com/document_detail/40654.html#concept-2459516

EX IR 2 4 minHARIER- = inSDKE%

AiEiEH

MEXNF S ZimSOKAFDAPEIERMNE, DHIGHEN  s(APIBEM) +"Request” F $(aPIH

*m}+"Response"

o  S{APIEMR)+"Request” : FATFAPEVARIER, BITIZENNRES] request , {FH set+s{(IBRBE
R Ak, REEKRSHE.

° ${API®HR} +"Response” : {EMADefaultAcsClientX & Eflclientfy getAcsResponse (request) 3%,
AHAPIERASER., BEIZENXNREA response , A get+s IRESHMEBH) B77E, TIIREX
XI AR Bl & #81E .

fl30: response.getSuccess () AFREREFZTERAMKINAFRR, Ed Success AAPIHIERREI S,
ERIREISHIAEE Requestld . ErrorMessage #1 Code ,

MBI B =IHAPI, BERAPEIE, BX request BIFEKRBENRE, K response FIREISHHRET,
B2 RAPIXE,

AXLAEAPUubZROAMIERETopichfl, BREHER, HSArub,

\\

D #& BUTARBDotinstanceld ASTHID, FIFE, 550 YWE ML A STHIEX a3,
WOV ERSEG], HIRENSEAIDI TS %, BN EE LSS,

PubRequest request = new PubRequest (); request.setIotInstanceld("S${iotInstanceId}"); reques
t.setProductKey ("${productKey}"); request.setMessageContent (Base64.encodeBase64String ("hell
o world".getBytes())); request.setTopicFullName ("/${productKey}/${deviceName}/user/get"); r
equest.setQos (0) ; //Bai&z$¥0050F100S1. try { PubResponse response = client.getAcsResponse (r
equest); System.out.println (response.getSuccess()); System.out.println (response.getCode());
System.out.println (response.getErrorMessage()); } catch (ServerException e) { e.printStackT
race(); } catch (ClientException e) { System.out.println("ErrCode:" + e.getErrCode()); Syst
em.out.println ("ErrMsg:" + e.getErrMsg()); e.printStackTrace(); }

B % : ~BI4CES
TEYE N & R R SDKORGIEE,, mEIHBETEE)ava, Python, PHP. .NETF1GoARASDK/RHA .

fIEE Z=OpenAPHF &K E T PEMAPHE L T E, AP TE, BoIURERZNARKIEHAP, &%
SRBFPEBANSHELSERZIESSDKNRE R, FiESSDKRERE EREREANSDKRFITTET
fitimsZ, TRBAERERET, TEEAPIEANESIERURLFISONE X HIREIZEE,

1.3. Python SDK{s& 1588

MBI F SR 4Pyt honB SN RimSDKIEFARARER . AXNBRimPython SDKREMEE, RIEM
Python SDKif i = ix APIBY R4
Z 3 SDK
1. REPythonF LK,
iiE PythonE W T#PythonZ R 6, HEMZE. BRI, 3F2.6.58MUERA,
2. REPythontIEEE T HEpip, (MREEZR%Epip, BRBILSE, )
HiE pip EM T HpipRER, HEREE,
3. %#%IoT Python SDK,
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https://help.aliyun.com/document_detail/69893.html#reference-kd4-l4z-wdb
https://help.aliyun.com/document_detail/69793.html#doc-api-Iot-Pub
https://help.aliyun.com/document_detail/267533.html#concept-2091703
https://help.aliyun.com/document_detail/147356.html#task-1545804/section-aym-l3q-mft
https://github.com/aliyun/iotx-api-demo
https://next.api.aliyun.com/api/Iot
https://www.python.org/downloads/
https://pip.pypa.io/en/stable/installing/

minHAIER- = inSDKE % OEX ) £ 3R 73 4

WEBRBEMEHUTHS, LEloT Python SDK, F&8LEHAR aliyun-python-sdk-iot{5 8.,

sudo pip install aliyun-python-sdk-core sudo pip install aliyun-python-sdk-iot

4. ¥IoT Python SDKAE 3% 314 5| APython3Z {4,

from aliyunsdkcore import client from aliyunsdkiot.request.v20180120 import RegisterDev

iceRequest from aliyunsdkiot.request.v20180120 import PubRequest ...

#1184 SDK

accessKeyId = '<your accessKey>' accessKeySecret = '<your accessSecret>' clt = client.AcsCl

ient (accessKeyId, accessKeySecret, 'cn-shanghai')

accessKeyld BI/RBI K S B AccessKeyld, accessKeySecret BIAccessKeyldXf Bz BJAccessKeySecret,, #&T]

FEIE R EMEFEAccessKeyEE B HEEBBIAccessKey,

AiEEH

BN F & =IBAPI, ESRAPEIE,

LA APubEO AR fIERENRE R,
request = PubRequest.PubRequest () request.set accept format ('json') HZEIROEEIERT, HKiljx
ML, LEFIiIEE A ITson request.set ProductKey ('productKey') request.set TopicFullName ('/product
Key/deviceName/get') #HBREXEIMTopic®®H request. set MessageContent ('aGVsbG8gd29ybGQ=") #h

ello world Base64 String request.set Qos(0) result = clt.do action with exception (request)

print 'result : ' + result

B RO
TEYENFE & B iR SDORGICHE . REIHBTEE)java, Python, PHP, .NETF1GoARASDK/RA .

fE = OpenAPFF AR EITFPIEMAPHEL AR TE, AP RE, BoIMUERZFARIEAAP, R4
SRIBFEBMANSHE LS ERZIESSOKIARB A, FESSDKRB R ERERBEmAMSDKRAITET
sz HRABALRERST, TEEAPHEENESEKURLSONIE X HR B 45

1.4. PHP SDK{&E i 08

YIEX M SR HPHPIES N =IRSDKIEF A ARER , AXN B =ik PHP SDKHZEMEE, R{FEHPHP SDK
B A =IHAPIEY A,

LZEPHP SDK

loT PHP SDKZAlibaba Cloud SDK for PHPE—8B4Y, MIREER3KAlibaba Cloud SDK for PHP, N EFHHE
Z%I0T PHP SDK,

. REPHPHARE.
ERREPHP 55.0HESARA, 510 PHPE W TEHPHPRE S, Hemii,
7

2. Z¥Composer,

1

B, #@idComposerZIEioT PHP SDK, EUILEER AP R EComposer,
o WindowsZ%&RF, igifialgetcomposer.org, T&. L Composer-Setup.exe,
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https://github.com/aliyun/aliyun-openapi-python-sdk/tree/master/aliyun-python-sdk-iot
https://ak-console.aliyun.com
https://help.aliyun.com/document_detail/69893.html#reference-kd4-l4z-wdb
https://github.com/aliyun/iotx-api-demo
https://next.api.aliyun.com/api/Iot
https://github.com/aliyun/openapi-sdk-php
http://www.php.net/
https://getcomposer.org/
https://getcomposer.org/Composer-Setup.exe

EX IR 2 4 minHARIER- = inSDKE%

o {ERCcURLEG S L% Composer,

curl -sS https://getcomposer.org/installer | php

@ B MBEATRMEEELERE, TMER MEXComposere BE1&

3. HRINLATKRE, Z3EIoT PHP SDK,

composer require alibabacloud/iot
PHP SDKi¥IEFEBIE S, B&Mopenapi-sdk-php-iotFlAlibaba Cloud SDK for PHP,

#_4SDK
AL SDKR BRI -

<?php include once 'aliyun-php-sdk-core/Config.php'; use \Iot\Request\V20180120 as Iot; //

IREEMIACcessKeyId/AccessSecret /ProductKey SaccessKeyId = ""; $accessSecret = ""; $iClientP
rofile = DefaultProfile::getProfile ("cn-shanghai", S$accessKeylId, S$SaccessSecret); S$client =

new DefaultAcsClient ($iClientProfile);

accessKeyld Bl/R Bk S BAccessKeyld, accessSecret BJAccessKeyld®t [ f9AccessKeySecret,, #RTI1E [
HAEMEE & AccessKey EE Q| B2 EE RHIACcessKey,

AEiEA

MBI & ZIRAPI, S RAPEIE,

PUR A PubiE O R MEEENRE B,

Srequest = new Iot\PubRequest (); S$request->setProductKey ("productKey"); S$Srequest->setMessag
eContent ("aGVsbG93b3JsZA="); //hello world Base64 String. S$request->setTopicFullName ("/prod
uctKey/deviceName/get"); //HEKRIZEEIMTopic® . Sresponse = $client->getAcsResponse ($reques

t); print r($response);

% : RHI4CEE
TEYEN & B R SDORGIEE . mEIHBTEE)ava, Python, PHP, .NETF1GoARASDK/RA .

fEE =OpenAPHF &K E I TFPEMAPHE L T E, EAPRRRRE, BoIARERZNARKIBREAPI, 4%
SRBEEHANSHESERZESSOKHABRA, FI1ESSOKRBERE ERERAAMSDKRA ST
sz ERBALZREIAST, TTEEAPHEBNESSEKURLFSONIE I BHR B 45

1.5. .NET SDK{s& i 88

YIBNF AR NETIE S NS HSOKEARARER . AXANASH NET SOKNZEMEE, RAEMNET
SDKifA F = im APIEY 7~ il
ZHESDK
1. RENETHRRE,
FI 2 = .NET SDKSIFHIFF R RN T
o .NET Framework 4.0% PA_EARA,
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https://developer.aliyun.com/composer
https://github.com/aliyun/openapi-sdk-php/tree/master/src/Iot
https://github.com/aliyun/openapi-sdk-php
https://ak-console.aliyun.com
https://help.aliyun.com/document_detail/69893.html#reference-kd4-l4z-wdb
https://github.com/aliyun/iotx-api-demo
https://next.api.aliyun.com/api/Iot

minHAIER- = inSDKE % OEX ) £ 3R 73 4

o .NET Standard 2.0% A _EARA

o C#4.0KRLALEMZA,

o Visual Studio 2010 LA EARA,
2. BIENuGetiZFE EEB/LESDK,

PAE A Visual Studio A1,

i. FVisualStudiolIB RS REREERTD, ARELTENMER, EXEPEEEENUGetERF
128

i. #£NuGet EEEMKR DT, BHENIE,

ji. FEEIE, B alyun-net-sdk, $ABTEFIEEFEAUthorsAlibaba Cloudiialiyun-net-sdk-
iot o

v. BERE,
#1_4SDK

@ #e  UTRAMERMERERSENL A, BEREN, BEREOYELRT AR
XF R B AR SSEA ML

using Aliyun.Acs.Core; using Aliyun.Acs.Core.Exceptions; using Aliyun.Acs.Core.Profile; IC1l
ientProfile clientProfile = DefaultProfile.GetProfile ("cn-shanghai", "<your-access-key-id>"
, "<your-access-key-secret>"); DefaultAcsClient client = new DefaultAcsClient (clientProfile

)i

B E = EWiEfl & AccesskeyE gl EE B BIAccessKeyldF1AccessKeySecret
AiERH

BB ZIwAPI, BESIAPITIE,

PARE A PubiE O @ Topick fEE R4,

PubRequest request = new PubRequest (); request.ProductKey = "<productKey>"; request.TopicFu
11Name = "/<productKey>/<deviceName>/get"; byte[] payload = Encoding.Default.GetBytes ("Hell
o World."); String payloadStr = Convert.ToBase64String (payload); request.MessageContent = p
ayloadStr; request.Qos = 0; try { PubResponse response = client.GetAcsResponse (request); Co
nsole.WritelLine ("publish message result: " + response.Success); Console.WriteLine (response.
ErrorMessage); } catch (ServerException e) { Console.WriteLine (e.ErrorCode); Console.WriteL
ine (e.ErrorMessage); } catch (ClientException e) { Console.WriteLine (e.ErrorCode); Console.

WritelLine (e.ErrorMessage); }

R : RHEIMCHE
THYEMNF & =inSDKRAMEHE, REIMREB P Ejava, Python, PHP, .NET#]GoiRASDKRHA,

2 =OpenAPIFFEEIIFPIEHAPHELE L TE, EAPIRAR RE, BolIRERZFIALEIEAAP, R%
SRFEEBANBSHREALSERZESSOKIIRB R, SIESSDKRBE R ERERBEAMNSDKRFIRET
itirsZ, FRAERRET, TJEEAPIEBANELERURLFSONBR HIREIZE R,

1.6. Go SDK{& %8R
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https://www.nuget.org/packages/aliyun-net-sdk-iot
https://ak-console.aliyun.com
https://help.aliyun.com/document_detail/69893.html#reference-kd4-l4z-wdb
https://github.com/aliyun/iotx-api-demo
https://next.api.aliyun.com/api/Iot

EX IR 2 4 minHARIER- = inSDKE%

MEX R T SR M GOIE SN T ImSOKM AR ARER ., AXNBRiKGo SDKREMEE, REMGo SDKE
= iwAPIBIRA

L3 SDK
1. REGoFRKE,
BRIX#FGo 1.6 LA LIRA, EFEGOE MIKREL,
2. GORERER, HERALZEGOPATH, HEEEDENABER.
THEZ GOPATHREXER, BHITHL  go help gopath o
3. AT T @@ RERME R Go SDK,
go get -u github.com/aliyun/alibaba-cloud-sdk-go/sdk
TR Go SDKERHMER, Jihimalibaba-cloud-sdk-go,
4. PATLAT 552 10T Go SDKHE X 30143 AGo3 5,

import "github.com/aliyun/alibaba-cloud-sdk-go/services/iot"

R4 SDK

package main import "github.com/aliyun/alibaba-cloud-sdk-go/services/iot" func main() { cli

ent, err := sdk.NewClientWithAccessKey ("<your regionId>", "<your accessKey>", "<your access
Secret>") if err != nil { // Handle exceptions panic(err) } }
S8 i 8A
regionld MR RRSHMIAT, FIINEHR2A cn-shanghai , BERMEANTHEK,
BIPTE =K S BIACcessKeyld, RTITE[E = E WiRG & AccessKeyEEh, BI@HE
accessKey ,,
E1RAccessKey,
accessSecret AccessKeyldSt R B AccessKeySecret,, 72 = E Wiz fl §AccessKeyEEhEE,

KB
MBEMES =IEAPI, BEMAPHIE,
LB APUbZEO A MERE B EXTopichdl,
@ 8 WUTHRBDiotinstanceld ASZHIID, BAARSLEIES STAID, 2SI SR RAR

request.IotInstanceId = "<your iotInstanceId>"

KT WAMZEIARES, EBDEELHALET R,
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https://golang.org/doc/install/source?spm=a2c4g.11186623.2.11.4c1dc4862n20n9
https://github.com/aliyun/alibaba-cloud-sdk-go/tree/master
https://help.aliyun.com/document_detail/40654.html#concept-2459516
https://ak-console.aliyun.com
https://ak-console.aliyun.com
https://help.aliyun.com/document_detail/69893.html#reference-kd4-l4z-wdb
https://help.aliyun.com/document_detail/147356.html#task-1545804

SR FFRIER- ZinSDKEE OEX ) £ 3R 73 4

request := iot.CreatePubRequest () request.AcceptFormat = "json" request.IotInstanceld = "<y
our iotInstanceId>" request.ProductKey = "<your productKey>" var builder strings.Builder bu
ilder.WriteString("/") builder.WriteString (request.ProductKey) builder.WriteString("/") bui
lder.WriteString ("<your deviceName>") builder.WriteString ("/user/update") request.TopicFull
Name = builder.String() request.MessageContent = base64.StdEncoding.EncodeToString ([]byte ("

hello world")) request.Qos = "0" response, err := client.Pub(request) if err != nil { fmt.P
rint (err.Error()) } fmt.Printf ("response is %#v\n", response)

B RO
TEYENFE & TR SDORGICHE . REIBETEE)ava, Python, PHP, .NETF1GoARASDK/RHA .

fE = OpenAPFF R EITFPIEHAPHEL AR TE, AP RE, BolMERZEFNARIEAAP, &4
SRBEHANSHE LS ERZIBSSOKNRBRA, FESSOKRB R B RERBEAMSDKRAITET
sz, ERALERTIET, TTEEAPHERANESERURLFJSONE I EHREI 4R
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https://github.com/aliyun/iotx-api-demo
https://next.api.aliyun.com/api/Iot

EX IR 2 4 minHRIER- ZRAPIZE

2. miAPI&E
2.1. #EAR

MENFEEREZHEER M. RE. 4. Topic. MU, REFLFEZAPEED, MN=HEMERNAPI

¥QO. FAZESDK, [MAPIEIRS il &EHTTPS/HTTP GETEPOSTiEK, HIRBAPHEHAR, TigK

PAIANERMIERSEHKIF AP, MENESRFEBRNGEER, RELELER

EAAPIE AR, B2 LA THEXHE,
o HHEAPI

o NEBH

o IR

NEFHRIFPENHEZKS RS, BIUERARAMT RS BF S KIEAAPL
ZFFUKSIoT APRGEIARIR, 1S 0T AP BRI,

2.2. H HAPI

AXEEENBFBYEBEMNES =HAPIFIEREWIE R,
BKEH

HRET OB R IEHTTPEHT TPSiE KB BB M S AP,
BEREHNT:

http://Endpoint/?Action=xx&Parameters

W
3

WA

BAZRSHEAMIE, YEXRE S B EA I
X:  iot.${RegionId}.aliyuncs.com , Hf, T E FRegionldfE it iEeIHIEE M F
BRSNMEAE, FEMIGEAE, FSRMEMoTTAX,
PNkl N R
Endpoint e #%KD (L¥%E): iot.cn-shanghai.aliyuncs.com
e IFANYE: iot.ap-southeast-1.aliyuncs.com
e X[H (%) : iot.us-west-1l.aliyuncs.com

e HAK (FR®E) : iot.ap-northeast-1.aliyuncs.com

o #EME (A=%4E) : iot.eu-central-l.aliyuncs.com

BHTHERE, BTIHAPHEONER, 40, AAPUbZEOMIEETopickfiE/R, Action

Action SRIMEMZPub, Bl Action=Pub

BREY. BISHZEA (&) HSARE.

Parameters BREBHHALIERSHUFMAPIBENSHAN ., A HSHPEBZAPIREAS . SHRIEEE
I%\D

TE AR APubiE O[S ET opick fiE R A Al :

> MHIRA: 20220411
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https://help.aliyun.com/document_detail/30560.html#reference-vy5-swc-xdb
https://help.aliyun.com/document_detail/30561.html#reference-tjr-twc-xdb
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— s

miFHFRIER- ZiRAPIEE

WNEX P £ 378 7 A

@ W ASRRESERER2 (L

BCLE,

0) MEERAMAE, AT ETIRE, RXEPRRGIINT

https://iot.cn-shanghai.aliyuncs.com/?Action=Pub &Format=XML &Version=2017-04-20 &Signature

=Pc5WB8gokVnOxfeu%s2FzV$2BiNM1dgI%$3D

96 &SignatureVersion=1.0 &AccessKeyId=...

ghai ...

APITEZ K

fE = OpenAPHF &K E I TPEMAPHE L T E, EAPRBRTE
JE=SDKEYDemoftrs .,
& APKE B B9 E S KR URLANSON#S T BR [B] 45 R

SRFEEMANSHESEREE
B2E, ARAERRET,

&SignatureMethod=HMAC-SHAl &SignatureNonce=152155288523
&Timestamp=2017-07-19T12:00:00Z &RegionId=cn-shan

H, BoILIREERIEARIARAP., R4
FZiESSDK Demo B /RER EAMISDKR B T Tt

ZeRER APISE sk wE | BE ac HE I
QueryProduct WEE OUE | soxzs  mmEm opeeize @ mem
EEEETRAERES
Bl | W 4t (RE) FEEUDEE A EE R AIRSIEH Access Keys. T SDK T SRR S RARE FAIRE(E, WIVLEE
lotinstanceld & SDK FmimiE: R SDK
®ava I Typescript <60 G0 @DPHP @ Python @c# T
= Productkey —
37 Lines = FEAKS
nt createClient(String accessKeyld, String accessKeySecret) throws Exception
APIHE1
ATHRENKSZSE, BV ERRAMAFARAP, MR EARAMAFARYEBMNESAP, BEERN
ZRAMAFEIE. P8ISR,
ARAMHE FESGEAHAPI, {52 WoT AP ER T,
2.3. AH5H
b4 b4 A VS /
AN BYEMNEE TIHAPI AL BERSHMALRE S,
v o
AHEIBERSH
AHBFERESBHZ2REAETNAPINEZEFEANIBERSH,
B Eit] =EENE R
14 > XRSRA: 20220411


https://next.api.aliyun.com/api/Iot
https://help.aliyun.com/document_detail/47485.html#concept-sqt-mw4-tdb
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=G RIER- =iRAPIEE

B e3it)

Format String
Version String
AccessKeyld String
Signature String
SignatureMethod String
Timestamp String
SignatureVersion String
SignatureNonce String
Regionld String

N

https://iot.cn-shanghai.aliyuncs.com/
?Format=XML
&Version=2018-01-20

Jalil
L]

iy

il

Jali

Jalul

alil

fali

el

il

fali

&Signature=Pc5WB8gokVnOxfeus2FZVS2BiNM1dgI%3D

&SignatureMethod=HMAC-SHAL
&SignatureNonce=15215528852396
&SignatureVersion=1.0
&AccessKeyId=...
&Timestamp=2018-05-20T12:00:002
&RegionId=cn-shanghai

AFIRESH

P

REMERIHEE, TH/SOMXMLER , BRI
FXML,

APIIRAS, AEEAFENL: Yvyyy-MM-DD
BIMRAN 2018-01-20 ., EMEQOTI
BEZSMRA,

M =T A& 28 FI P B3 I BR 55 Fr R B9 22 481D,

EXMBEREBFE, BARBEKSLE L,
KRG8 Faccesskeys, WEZHPERE
HR, BoelEMEEAccessKey,

BRERR,
E2H, BRIXIFHMAC-SHAT,

BRI EE., HEEIRBISO8601HRER
™, HEBEFAUTCHE, 8RN yyyy-
MM-DDThh:mm:ssZ o

BN, 2016-01-04T12:00:00z FRaik
REFE20165F01 B 04 H20= 07208,

BEREERA, BRRARZ.0,

HE—REHE. ATHILERNEERKE. AFPE
AEERPEFERRENENHE.,

REREME (5266 EAMERIA) ,
cn-shanghai,

APIREIZERFALK—E, REI2xx HTTPRSBA R BRI ; IRE4XxEE5xx HTTPIRSBAERE AL
M., B RINRE EIER T EXMUSONRFF, TJIUERZEKE, EERONEERT ., BIAIXMUE

E:vR

> MHIRA: 20220411
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BXREOEA, TIeRNSE, ZA#SEE—PE—IR58BRequestid,
o BRAMINAIRERE,
o XMUER

<?xml version="1.0" encoding="UTF-8"7?>

<\ ERIRER-—>

<¥EMOZM+Response>
< —REHERIFE-->
<RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>
<!\ SR[EIZEREHYE-->

</¥%0O%AFF+Response>

o JSON#&T(

{
"RequestId": "4C467B38-3910-447D-87BC-AC049166F216"
/* BRESREEE ~/

o EAXMENIRE RG],
FREOYEE, BASEREERME, IREHRDREMERRRE,

HPAHEN, HTTPERERE—MxxFE5SXxETHTTPRSE . REIHE S AP EANERAERERE
B, 5%, FEE—1T2BEE—HIBERID (Requestid) . EERRNEBANERNERT, TUKRRNER
ERFIIRTE, FHiRftRequestidE, DMETIEARRIREEHE RO,

o XMUEI

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<RequestId>8906582E-6722-409A-A6C4-0E7863B733A5</RequestId>
<Code>UnsupportedOperation</Code>
<Message>The specified action is not supported.</Message>

</Error>

o JSON#&T(

{
"RequestId": "8906582E-6722-409A-A6C4-0E7863B733A5",
"Code": "UnsupportedOperation",

"Message": "The specified action is not supported.”

2.4. S2HLH

MM TE AN MEOREBEROLEEHTEHRIE, AULICERHTTPERHTTPSIMUERIER,
HEZEBERPEIES (Signature) =2,

BEHE

BEN, BEERFIE Accesskey EETTEMEE R E =K S BIAccessKeyldF]AccessKeySecret, R/E
BATXRME, HEd, AccessKeyld B FHriRIGEIE B ; AccessKeySecret2 B FMEREZFZ/FBEMRE=S
RIS ZZRFHRNZH, DRTIRRE,

16 > MAYRRAS: 20220411
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EX IR 2 4 minHRIER- ZRAPIZE

@ #e  MBWEARMTJava, Python, PHPEES MRS IHSDK, FMAIXLSDK, TURESZY
2. B2 TH=IHSDKRZSDKIERIRER,

HRBTENAENERETES:
1. MWEHBHIERZRFS (Canonicalized Query String)

i. HEFRS#,
REBYFEBNZAHINF, MNEKSHHTHR, 81 Afisks (R8I Signature £%1) fiEO
HNEENXSH.

@ $E  HERGETHEIRERE, KESHFMEIERURLPISHERS, BIURLD
> ZIEH « EENES.

ii. BSEBZHRNSEEHITURLE,

{EFRUTF-8FFEIRIE RFC3986 MNREERSHIMNSHE, FEMANNT:
B FRA~Z, a~z, 0~RARERF - . . . .~ KRB,

H

HEFRFRBM oxy BERX, Hb xv SFEFXIMASCIBE6#HEIRR, BIINZEEINE]
5 v WHBREBEA 22

n FREHUTF-8Z2RF, HEBAL sxvsza. HIER.
n ENEREREE 20 , MAZNE + .
ZRBHFXE application/x—www-form-urlencoded MIMEAERNRIBE LML, EXBFRARE.

ﬂﬂ%fﬁ:ﬁﬁiﬂ’\]%avaffﬁ)ﬁﬁthﬂ’\] java.net.URLEncoder |, ﬂlf\l%ﬁﬁﬁ_ﬂﬁﬁq] percentEncode g
L, BEBREENEFDMS + BEA 20  BES ~ BEA 220 . 372 BHRAKR
5 ~ , BOEE ERMUERNRBERFS,

private static final String ENCODING = "UTF-8"; private static String percentEncode
(String value) throws UnsupportedEncodingException { return value != null ? URLEnco
der.encode (value, ENCODING) .replace ("+", "%20") .replace("*", "%2A") .replace("$7E",
"~") : null; }

i. FR%S - EEFRBENERSHENSHE.
v. FA5S « EERFBENERSH. SHHEFESSRalHFE—.
TE, BIRBISEHIERFERE (CanonicalizedQueryString) ,
2. WEEBRFHE,
OJLMER percentEncode LBISBIBHMNIEHUFRE, MESEFHE, USZWTMN:

StringToSign= HTTPMethod + "&" + //HTTPMethod: RiXIERBIHTTPA %, FIUIGET, percentEncode
("/") + "&" + //percentEncode ("/"): FM (/) uTr-s{wi3{3EIM(E, BI22F, percentEncode (Canon
icalizedQueryString) //EBRIFEHIERFERTH,

3. HEHMACE,

RBRFOQIVANEN, EHESE2EINFME stringToSign HEEZHMACE, ~EAFEHRNE)ava
Base644mi3 /3%,

Signature = Base64 ( HMAC-SHAL ( AccessSecret, UTF-8-Encoding-Of (StringToSign) ) )

> MAYRRAS: 20220411 17
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minHRIER- ZnAPIZE OEX ) £ 3R 73 4

@ W HESEN, EROKeyREN AccesskeySecret HME—N52 ¢« 2/
(ASCI:38) . [ERMRFHELXRSHAT,

4. HEERE.

1% IBBase64mBMNILH B3P HVMACE R R FZFE, ABREIEZE (Signature) ,
5. RMEE,

BREINEZEIER Signature 41, RBRFCIO86IMNIHITURIRID G, BARMEIERSHS, B
TRXEREZ IR,

E2 M
D)\ﬂaﬁﬁ PUb?ﬁ A ?WU ° ﬁiiﬁfﬁﬂl‘] AccessKeylId=testid , AccessKeySecret=testsecret ,

1. HAEZAEYIERURL,

http://iot.cn-shanghai.aliyuncs.com/?MessageContent=aGVsbG93b3JsZA%3D&Action=Pub&Timest
amp=2017-10-02T09%3A39%3A41Z&SignatureVersion=1.0&ServiceCode=iot&Format=XML&Qos=0&Sign
atureNonce=0715a395-aedf-4a4l-bab7-746b43d38d88&Version=2017-04-20&AccessKeyId=testid&S
ignatureMethod=HMAC-SHAl&RegionId=cn-shanghai&ProductKey=12345abcdeZ&TopicFullName=%2Fp
roductKey%2Ftestdevice%2Fget

2. IHEBRSELF R & StringToSign .

GET&%2F&AccessKeyId%3Dtestid$26Action%3DPub%26Format$3DXML%26MessageContent$3DaGVsbG93b
3JsZA%$253D%26ProductKey$3D12345abcdeZ%$26Q0s%$3D0%26RegionId%$3Dcn-shanghai%26ServiceCode%
3Diot%26SignatureMethod$3DHMAC-SHAL1%$26SignatureNonce%$3D0715a395-aedf-4a4l-bab7-746b43d3
8d88%26SignatureVersion%3D1.0%26Timestamp%$3D2017-10-02T09%253A39%253A4172%26TopicFullNam
e%3D%252FproductKey%$252Ftestdevice%252Fget%$26Version%3D2017-04-20

3. HESEE.

KN AccessKeySecret=testsecret , Fﬁicﬁ'ﬁﬂ’\]Keyﬂgtestsecret&, HESANSEEN:

Y9eWn4nF8QPh3c4zAFkM/k/u7ehA=

4. BER1EA Signature ZHMAZIURLER P, REFEIFIURLA:

http://iot.cn-shanghai.aliyuncs.com/?MessageContent=aGVsbG93b3JsZA%3D&Action=Pub&Timest
amp=2017-10-02T09%3A39%3A41Z&SignatureVersion=1.0&ServiceCode=iot&Format=XML&Qos=0&Sign
atureNonce=0715a395-aedf-4a41-bab7-746b43d38d88&Version=2017-04-20&AccessKeyId=testid&S
ignature=Y9%eWn4nF8QPh3c4zAFkM$2Fk$2Fu7eA%3D&SignatureMethod=HMAC-SHAL &RegionId=cn-shang
hai&ProductKey=12345abcdeZ&TopicFul lName=%2FproductKey%$2Ftestdevice$2Fget

JAVAR 58 =41
PUTASZHAVA demofitiZsE,
1. BE&NX M Config.java,

/* * Copyright © 2018 Alibaba. All rights reserved. */ package com.aliyun.iot.demo.sign
; /xx x IRBIGAPTERBENXMH * * Qauthor: ali * @version: 0.1 2018-08-08 08:23:54 */ pub
lic class Config { // AccessKeyfEE public static String accessKey = "1234567890123456";
public static String accessKeySecret = "123456789012345678901234567890"; public final s
tatic String CHARSET UTF8 = "utf8"; }

18
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2. BEMXMUUtiLjava,

/* * Copyright © 2018 Alibaba. All rights reserved. */ package com.aliyun.iot.demo.sign
; import java.net.URLEncoder; import java.util.Map; import org.apache.commons.lang3.Str
ingUtils; /** * URLAMIEZE » * @author: ali * @version: 0.1 2018-06-21 20:40:52 */ public
class UrlUtil { private final static String CHARSET UTF8 = "utf8"; public static String
urlEncode (String url) { if (!StringUtils.isEmpty(url)) { try { url = URLEncoder.encode (
url, "UTF-8"); } catch (Exception e) { System.out.println ("Url encode error:" + e.getMe
ssage()); } } return url; } public static String generateQueryString (Map<String, String
> params, boolean isEncodeKV) { StringBuilder canonicalizedQueryString = new StringBuil
der(); for (Map.Entry<String, String> entry : params.entrySet()) { if (isEncodeKV) cano
nicalizedQueryString.append (percentEncode (entry.getKey())) .append ("=") .append (percentk
ncode (entry.getValue())) .append ("&"); else canonicalizedQueryString.append (entry.getKey
()) .append ("=") .append (entry.getValue () ) .append ("&"); } if (canonicalizedQueryString.le
ngth() > 1) { canonicalizedQueryString.setLength (canonicalizedQueryString.length() - 1)
; } return canonicalizedQueryString.toString(); } public static String percentEncode (St
ring value) { try { // {ERURLEncoder.encodefmi3fG, "+, ", "7 EHRENH AP T EHIRET
B return value == null ? null : URLEncoder.encode (value, CHARSET UTFS8).replace("+", "

%20") .replace ("*", "%2A").replace("$7E", "~"); } catch (Exception e) { } return ""; } }

3. BE N SignatureUtils.java,

> MAYRRAS: 20220411 19



minHRIER- ZnAPIZE OEX ) £ 3R 73 4

/* * Copyright © 2018 Alibaba. All rights reserved. */ package com.aliyun.iot.demo.sign
; lmport java.io.IOException; import java.io.UnsupportedEncodingException; import java.
net.URI; import java.net.URISyntaxException; import java.net.URLDecoder; import java.ne
t.URLEncoder; import java.util.Map; import java.util.TreeMap; import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec; import org.apache.commons.codec.binary.Baseb64;

import org.apache.commons.lang3.StringUtils; /** * IRSBIHRAPIER * * Rauthor: ali * @ver
sion: 0.1 2018-06-21 20:47:05 */ public class SignatureUtils { private final static Str
ing CHARSET UTF8 = "utf8"; private final static String ALGORITHM = "UTF-8"; private fin
al static String SEPARATOR = "&"; public static Map<String, String> splitQueryString (St
ring url) throws URISyntaxException, UnsupportedEncodingException { URI uri = new URI (u
rl); String query = uri.getQuery(); final String[] pairs = query.split ("&"); TreeMap<St
ring, String> queryMap = new TreeMap<String, String>(); for (String pair : pairs) { fin
al int idx = pair.indexOf ("="); final String key = idx > 0 ? pair.substring(0, idx) : p
air; if (!queryMap.containsKey(key)) { queryMap.put (key, URLDecoder.decode (pair.substri
ng(idx + 1), CHARSET UTF8)); } } return queryMap; } public static String generate (Strin
g method, Map<String, String> parameter, String accessKeySecret) throws Exception { Str
ing signString = generateSignString(method, parameter); System.out.println ("signString-
--" + signString); byte[] signBytes = hmacSHAlSignature (accessKeySecret + "&", signStri
ng); String signature = newStringByBase64 (signBytes); System.out.println("signature----
" + signature); if ("POST".equals (method)) return signature; return URLEncoder.encode (s
ignature, "UTF-8"); } public static String generateSignString(String httpMethod, Map<St
ring, String> parameter) throws IOException { TreeMap<String, String> sortParameter = n
ew TreeMap<String, String>(); sortParameter.putAll (parameter); String canonicalizedQuer
yString = UrlUtil.generateQueryString (sortParameter, true); if (null == httpMethod) { t
hrow new RuntimeException ("httpMethod can not be empty"); } StringBuilder stringToSign

= new StringBuilder (); stringToSign.append (httpMethod) .append (SEPARATOR); stringToSign.
append (percentEncode ("/") ) .append (SEPARATOR) ; stringToSign.append (percentEncode (canonic
alizedQueryString)); return stringToSign.toString(); } public static String percentEnco
de (String value) { try { return value == null ? null : URLEncoder.encode (value, CHARSET
_UTF8) .replace ("+", "%20").replace("*", "%2A").replace("%7E", "~"); } catch (Exception
e) { } return ""; } public static byte[] hmacSHAlSignature (String secret, String baseSt

ring) throws Exception { if (StringUtils.isEmpty (secret)) { throw new IOException ("secr
et can not be empty"); } if (StringUtils.isEmpty (baseString)) { return null; } Mac mac

= Mac.getInstance ("HmacSHA1"); SecretKeySpec keySpec = new SecretKeySpec (secret.getByte
s (CHARSET UTF8), ALGORITHM); mac.init (keySpec); return mac.doFinal (baseString.getBytes (
CHARSET UTF8)); } public static String newStringByBase64 (byte[] bytes) throws Unsupport
edEncodingException { if (bytes == null || bytes.length == 0) { return null; } return n
ew String(Base64.encodeBase64 (bytes, false), CHARSET UTES8); } }

4. BeBFE NOXH Mainjava,

20 > STRURA: 20220411
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/* * Copyright © 2018 Alibaba. All rights reserved. */ package com.aliyun.iot.demo.sign
; import java.io.UnsupportedEncodingException; import java.net.URLEncoder; import java.
util.HashMap; import java.util.Map; /** * EHRTHFANO * * Qauthor: ali * @version: 0.1
2018-09-18 15:06:48 */ public class Main { // 1.FRf{&McConfig.javaMAccessKeylER // 2
BINERBEZ, FIESSEHEE—IEES // 3."®&f&signature" T BIMEBNZTRREZLER public sta
tic void main(String[] args) throws UnsupportedEncodingException { // FHiE— System.out.
println ("F3%—: "); String str = "GET&32F&AccessKeyId$3D" + Config.accessKey + "%$26Acti
on%3DRegisterDevice$26DeviceName$3D1533023037%26Format$3DJSON%26ProductKey%3DaxxxUtgaRL
B%26RegionId%3Dcn-shanghai%26SignatureMethod%3DHMAC-SHAL1%$26SignatureNonce%$3D1533023037%
26SignatureVersion%3D1.0%26Timestamp%$3D2018-07-31T07%253A43%253A57Z2%26Version%3D2018-01
-20"; byte[] signBytes; try { signBytes = SignatureUtils.hmacSHAlSignature (Config.acces
sKeySecret + "&", str.toString()); String signature = SignatureUtils.newStringByBase64 (
signBytes); System.out.println("signString---" + str); System.out.println("signature---
-" + signature); System.out.println ("ER£¥signature: " + URLEncoder.encode (signature, Con
fig.CHARSET UTF8)); } catch (Exception e) { e.printStackTrace(); } System.out.println()
; // A% system.out.println("/3EZ: "); Map<String, String> map = new HashMap<String,
String>(); // AHBE map.put ("Format", "JSON"); map.put ("Version", "2018-01-20"); map.
put ("AccessKeyId", Config.accessKey); map.put ("SignatureMethod", "HMAC-SHA1"); map.put (
"Timestamp", "2018-07-31T07:43:57Z"); map.put ("SignatureVersion", "1.0"); map.put("Sign
atureNonce", "1533023037"); map.put ("RegionId", "cn-shanghai"); // EXRZBE map.put ("Act
ion", "RegisterDevice"); map.put ("DeviceName", "1533023037"); map.put ("ProductKey", "ax
xxUtgaRLB"); try { String signature = SignatureUtils.generate ("GET", map, Config.access
KeySecret) ; System.out.println("ﬁ%?gsignature: " + signature); } catch (Exception e) { e

.printStackTrace(); } System.out.println(); } }

2.5. IHi=8

AXEFIZEBEAMBKNESAPILER, RENFRERS. ASHERAHER. BHIREE. ASROY
SYEHREN, BESINEMBFAPIENIERSHHER,

AEEIRE
LA iot.system ;F%E{]%giiﬁgygxgxﬁj:ﬁ* jéltianiﬁglo

gt iR
RARE,
iot.system.SystemException
Y Y P EREER.

AHEIRE
A iot.common ﬁ%ﬂq%iﬁﬁgﬁﬂ,\iﬁinﬁ_o

HiIRT ik

DRARNHENTRARSAEE,

iot.common.InvalidPageParams N v PRUTNN .
¢ HE MABAPIR A TUEE SHUHA, MPageSize,

ARENERF,

iot. InvalidTenant .
ot-common.invatidtenan A E = IS S BRIk S AR,
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HIRTG

iot.common.QueryDeviceActionError

iot.common.QueryDevicePropertyActionError

iot.common.QueryProductActionError

iot.common.QueryProduct CountActionError

iot.common.RamActionPermissionDeny

iot.common.AuthActionPermissionDeny

P& (Product) #HXHIRE
A iot.prod ;F%E"]%i;&ﬁgﬁfrﬁﬂﬁ* 5=,

FHRTG

iot.prod.AlreadyExistedProductName

iot.prod.CreateProductFailed

iot.prod.CreateProductTopicFailed

iot.prod.InvalidAliyunCommodityCode

iot.prod.InvalidFormattedCatId

iot.prod.InvalidFormattedProductkey

bizipuy
EWIRERW,
BRWANSERER, REER.

EWREBELM.
BRWIASERER, AEER.

EWFTmEM,
BWANSERER, REER.

B m DR,
BRWANSERER, REEAR.

RAERRHES (RAM) R,
BEERFRS BN,

EREM,

BEHEUHERASNEEEEAE THIKS ., EHIA
AccessKeyE B &ER.

P

ELFAEREBNTRER, —THERKS TH=RER
TREEE,

B R,
BRWIASERER, AEER.

IR RBIT opic R,
BRIANSERER, AEER.

AZAliyunCommodityCodefE g,

AliyunCommodityCodefy o E =
Hiothub_seniorfliothub,

ASCategoryld (FRENEHEEE) BHIR,

NS @EProductKeyi& R 1R .

BB ProductKeyfd.,

22
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R RIER- =i APIZE

HiRTG

iot.prod.InvalidFormattedProductName

iot.prod.LongProductDesc

iot.prod.InvalidNodeType

iot.prod.NotExistedProduct

iot.prod.NotOpenID2Service

iot.prod.NotSeniorProduct

iot.prod.NullProductKey

iot.prod.NullProductName

iot.prod.Product CountExceedMax

iot.prod.QueryDeviceCountActionError

iot.prod.QueryProductAbilitiesFailed
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iot.dap.serveApilnvalidParam
iot.dap.serveApiPublishStatusError
iot.dap.serveApiDeleteStatusError
iot.dap.serveApiPublishedNotEditable
iot.dap.folderHasServeApiPublished
iot.dap.serveApiNoPublished
iot.dap.duplicateT ableNameError
iot.dap.serveApiAlreadyPublished
iot.dap.serveApiPathlsEmpty
iot.dap.serveApiSqglTemplateError

iot.dap.serveApiSglinvokeParamError
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RECHE RS ERIIREM .

BRWANSERER, REER.

P
RETERSZERAZE,
R ERYEBRNE,

R ERSAFE.
BERHOTED, BAERNRSER,
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HE A P EUCE R BT opic REENZ,

R

HURFF R RS APIXS R BES RFHE .
RSAPHEOMUES, BMEANApiPathBEFTE,
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REAPIERT.
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SQLEHHEIR, LBS5EARLE,
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HIRG R
iot.dap.syncStartPipelineError ESBHERM,
iot.dap.methodTimeout BEORBEN,

2.6. SR ZAPIEHE
2.6.1. ListAnalyticsData

A BZE O RITEUR RS APIRY R B9 0E5S, MTIIREUEIE B 2 0035 B4R,
{5 FH PR 1

FNREZKSERZEONSIERE (QPS) BAMREIHNS,

@ 88 RAMEPHEZMERIKSEH.

iR

RO ATEOpenAPI Explorerp HEETiZEN, REFIHEELZWEM ., B1THINGE, OpenAPlExplorerd]
A B 34 B SDKAL RS =451

BRSH
BIR B3t ERWIE w~BE H A
NEB% :
Action String = ListAnalyticsData igfizﬁamlyt/iffls.afiﬁ
Jiot-cn- APIESZ
ApiPath String = NPKIV/syste el fEBIRAPIKIAPIEE, SHEAPI
m/query/hist_de PathiyfE, BINEIE, BEREESE
v_cnt_stat H.
SR ARSSAPRE B HNIE RS,
Condition.N.Field String = testCode OISR APINAPREETUE, EEE K
Name BYME, BEERIE, BELEE5E

.
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i

HREEM,

X3z

¥ bt . eg . neq . rlike
in 3 nin , RENNEEE

ff BETWEEN ., = . != | LIKE
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3

RO EHIBAPIAPIEBTE, EFIFK
SN MARER . BINRIE, B2RE
E5FERH.

e BETWEEN : EREBHBEAFETE

= 5

&,
o = : ERSHBENFEE.
o = : ERSBHWEERNFEEE.
° LIKE : BREBHBEEFEENRN
=

e IN : iEKRBHBEETREES.
e NIN : BRBHEERETHEE

PN
Ho

B, BIEEFRIER (WL

B time 43

A abcd . abce . abcf . ab
cg . aabc M abbc ), HEHZE

O
B¥, Condition.N.FieldName="time
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" | Condition.N.Value="abc"
, MRE] time=abcd . time=abc
e . time=abcf ] time=abcg
BFEIER.

o m
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BicR,

@ e mBEEHREN
BETWEEN , M|
Condition.N.BetweenStart#
Condition.N.BetweenEnd 1%,
MRZSHEEARAN BETWEEN
Ml Condition.N.Value &,
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@ wE  FERAERBE.

LEBRE. BIRRSAPIERSHBIME,
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SR,
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£, BAR&
Condition.N.BetweenStart#l
Condition.N.BetweenEnd,

iy
IN

Condition.N.Value String

REAPIERSH R EENIEIRE.

RO EAPINAPIEBRE, BFIBEK
SHNREEE. B4EE, BSNEE
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eenStart

> MAYRRAS: 20220411 41


file:///home/admin/dita-files/output/11402202/task14609642/~~267533~~
file:///home/admin/dita-files/output/11402202/task14609642/~~206247~~
file:///home/admin/dita-files/output/11402202/task14609642/~~206247~~

minHRIER- ZnAPIZE OEX ) £ 3R 73 4

B B3] EEWIE ~EE iR
REAPIERSHERTCENNLILE,
RO HIEAPIAPREISTE, B&15K
SHNEETE. BINRIE, BE2REE
N 5&H,
gz:srl]tc;on.N.Betw String = 5
@ i
Condition.N.OperateBU&E A
BETWEEN B bt B, ZS&uw
f&£, BARf& Condition.N.Value,
oo = E : ONE. B
PageNum Integer = ] BEEERRELERTHENLTHNNE., B

WER 1,

BAAPIES, BRTAXNBHIZAPIREEERSH, EREALKEBERSH ., A2HBERSHRE, BESAL
/\/yﬁjU‘J:'l

iR [o] & 47

B K wBIE iR
EOREES:
Code String Success ® Success: FREM,

o Hfth: RTRER, BHER, HEALERD,

Data Struct ERRNE, RENHIEES.
Count Long 3 EETARHMEREEH,

HEEHNEIERTE T —
HasNext Boolean false e true: A,

e false: &H.

PageNum Integer 1 NI,
PageSize Integer 100 BRETRERNRAFH.
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[

B Bl ~BIE i

[{\"testCode\":\"TB
B186\",\"testLevel\"
:5\"testWorkYears\
":3\"testName\":\"
FH\"},
{\"testCode\":\"TBB
1314\",\"testLevel\"

Resultjson String :2\"testWorkYears\  FEEENEIEES.
":4\"testName\":\"
Z=m\"},

{\"testCode\":\"TBB
8888\",\"testLevel\"
:2,\"testWorkYears\
":5,\"testName\":\"
AER\")"

insuficient auth: ik

ErrorMessage Strin N e B, REMNEIRESR.
g g AR BAREKE, RENERE
7EC5B624-AF1B-
Requestld String 4C4D-BA82- o] B8 = IZIE R E R B E—FRIR ST .
AQ2BAT******
ERETREBARI:
Success Boolean false e true: BAMIY.

e false: FAKLMK,

N
&R

http(s) ://iot.cn-shanghai.aliyuncs.com/?Action=ListAnalyticsData &ApiPath=/iot-cn-npklv****
**/system/query/hist dev cnt stat &Condition.l.FieldName=testCode &Condition.l.Operate== &I
otInstanceld=iot-cn-npklu****** s<NEIERSE

EFRERA)
XML &

<ListAnalyticsDataResponse> <RequestId> 7EC5B624-AF1B-4C4D-BA82-A02BAl******</RequestId> <D
ata> <ResultJdson>[{\"testCode\":\"TBB186\", \"testLevel\":5, \"testWorkYears\":3, \"testName\"
A\"ER\"}, {\"testCode\":\"TBB1314\", \"testLevel\":2, \"testWorkYears\":4, \"testName\" : \"Z=[Q
\"}, {\"testCode\":\"TBB8888\", \"testLevel\":2, \"testWorkYears\":5, \"testName\": \"BEAR\"}] "</
ResultJson> <PageSize>100</PageSize> <PageNum>1</PageNum> <Count>3</Count> <HasNext>false</
HasNext> </Data> <Code>Success</Code> <Success>true</Success> </ListAnalyticsDataResponse>
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{ "RequestId":

, "Count":

"ITEC5B624-AF1B-4C4D-BA82—-A02BA1******1"
e\":\"TBB186\", \"testLevel\":5, \"testWorkYears\":3, \"testName\":\"EFH\"}, {\"testCode\":\"TB
B1314\",\"testLevel\":2, \"testWorkYears\":4, \"testName\":\"ZEG\"}, {\"testCode\":\"TBB888E\"
,\"testLevel\":2,\"testWorkYears\":5, \"testName\":\"BEK\"}]", "PageSize": 100, "PageNum": 1

, "HasNext":

false 1},

"Data":

{ "ResultJson": "[{\"testCod

"Code": "Success", "Success": true }

2.6.2. BatchAddDataForApiSource
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o}l
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ABERFAGHNEIEST > BUEXE > 88
BT, EEAPEUREMNAPIID,

APIEIRRNESER, B2 NEEAPIE]
iR,

#tE LEEVIBENTANEIERS, A
JSONZEAE,
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B Bl BEBIE ~EME R
SEAIID, EIEMEL M AR H S BT A
HETE, EEYRIXZAMID,
D xm
lotInstanceld String = iot-Opp1n*ee ¢ Ejﬁgiéﬁii%)\ﬁmﬁ’

o EXIDE, WEFEAN.

IRNELSER, BS U IRELA]
D,

BAAAPIE, BRTAXNEBHZAPHFRERSH, BRFEEALLBERSH, AHBERSHHEE, BSAL
HBHHE,

IR [6] #4048
B Bt} ~E i
, iot.system.SystemEx  FALMKE, RENERDE, BESER, 52
Code String . -
ception EEIRE,
{"count":2,"hasNext
":false,"items":
[{ll keyll : "Value1 ","tS"
:1637658286000,"id
Data Ma ":1234567890}, LEFMENFEENHIERNBURSIRD, iR
P {"key":"value2","ts": IDTEid FEE P IREN,
1637658287000,"id"
:1234567891}],"pag
eNum":1,"pageSize"
12}
ErrorMessage String RBRE BERAKE, RENHEES.
BB71E443-4447-
Requestld String 4024-A000- fo] BB = 91208 KA B BO E—ARIR AT .
EDEQ9922891E
EELE)AyN
Success Boolean true e true: EAMKI.
e false: ERA%M,
~Bl
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http(s) ://iot.cn-shanghai.aliyuncs.com/?Action=BatchAddDataForApiSource &Apild=cxatswiniekx
w*** gContentList=[{"key":"valuel", "ts":1637658286000}, {"key":"value2","ts":1637658287000} ]
sIotInstanceId=iot-Oppln***** g<AFIERSE>

1E & IR B 7R
<ML F&T

<BatchAddDataForApiSourceResponse> <RequestId>BB71E443-4447-4024-A000-EDE09922891E</Request
Id> <Data>{"count":2,"hasNext":false,"items": [{"key":"valuel"”, "ts":1637658286000,"id":12345
67890}, {"key":"value2","ts":1637658287000,"id":1234567891}], "pageNum":1, "pageSize":2}</Data
> <Code></Code> <Success>true</Success> </BatchAddDataForApiSourceResponse>

JsoN &=

{ "RequestId": "BB71E443-4447-4024-A000-EDE09922891E", "Data": "{\"count\":2,\"hasNext\":fa
1se, \"items\": [{\"key\":\"valuel\",\"ts\":1637658286000, \"1d\":1234567890}, {\"key\":\"value
2\",\"ts\":1637658287000, \"id\":1234567891}], \"pageNum\":1, \"pageSize\":2}", "Code": "", "S

uccess": true }
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