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"filter" : {
"synonym" :
y Iliypell i: llsynonymll
. J
"synonyms_path" : "analysis/synonym.txt
n
J
"tokenizer" : "whitespace"
}
}
}
}

- filter: BCE A synonym (IFSiH) 3EdEd, HehfE 5 [ ORISR ifanalysis
/synonym. txt (BFRRAHN T configIhiE) .
- tokenizer: HFHERbRICE IS, ERIMNAwhitespacesrindy, HAWAT R ELES:

- dgnore_case: BRiMi Mfalse,
- expand: BRiMi Mtrue,

H i ) i) 23 1) 8% 32 F5SolrRIWord Ne t i) Sk X :
- Solrf¥ i
SPERRERS AR,

# Blank lines and lines starting with pound are comments.

# Explicit mappings match any token sequence on the LHS of "=>"
# and replace with all alternatives on the RHS. These types of
mappings

# dignore the expand parameter in the schema.

# Examples:

i-pod, i pod => {ipod,

sea biscuit, sea biscit => seabiscuit

# Equivalent synonyms may be separated with commas and give

# no explicit mapping. In this case the mapping behavior will
# be taken from the expand parameter in the schema. This allows
# the same synonym file to be used 1in different synonym handling
strategies.

# Examples:

ipod, 1i-pod, i pod

foozball , foosball

universe , Cosmos

lol, laughing out loud

# If expand==true, "1dipod, i-pod, i pod" is equivalent

# to the explicit mapping:

ipod, i-pod, i pod => 1dipod, i-pod, i pod

# If expand==false, "ipod, i-pod, i pod" 1is equivalent

# to the explicit mapping:

ipod, i-pod, i pod => -1dpod

# Multiple synonym mapping entries are merged.

foo => foo bar

foo => baz



# is equivalent to
foo => foo bar, baz

Lo tn] DATEAC B SCPF B ORI I8 3 L) SR TR synonymsTlii AR synonyms _p
ath) , =BT,

PUT /test_-index

"settings": {

"index" : {
"analysis" : {
"filter" : {
"synonym" : {
"type" : "synonym",
"synonyms" : [
"i-pod, i pod => dipod",
"begin, start"
]
}
}
}
}
}
}
LR
HBUEREH synonyms_pathfE SUPFH e ORI SRk,
- WordNet|q] il
AP,
PUT /test_-index
"settings": {
"index" : {
"analysis" : {
"filter" : {
"synonym" : {
"type" : "synonym",
"format" : "wordnet",
"synonyms" : [
"s(100000001,1, 'abstain',v,1,0).",
"s(100000001,2, 'refrain',v,1,0).",
"s(100000001,3, 'desist',v,1,0)."
1
}
}
}
}

}

Pl LRl synonymssE X WordNetld] s, #tan] I synonyms_pathfE XA W&
X WordNetl] i,



fERRAEI—
PURnpiE R filterid BEANACEIR] UiW), fiMaliyun_synonyms. txtfERMIASLIE, WER

begin, start,

Bl
TEPT DL D ERERT, T2 LG SGa Sk, VRIS S Wk .

1. g tKibanapgihl 4o
2. feConsoleP Tl pan %, GRS,

PUT /aliyun-index-test

"settings": {
"index":{
"analysis": {
"analyzer": {
"by_smart": {

"type": "custom",

"tokenizer": "ik_smart",
"filter": ["by_tfr","by_sfr"],
"char_filter": ["by_cfr"]

}
"By_max_word": {
"type": "custom",
"tokenizer": "dik_max_word",
"filter": ["by_tfr","by_sfr"],
"char_filter": ["by_cfr"]
) }
nFilter": {
"by_tfr": {
lltypell : llstopll 5
"stopwords": [" "]
}
"by_sfr'": {
"type": "synonym",
"synonyms_path": "analysis/aliyun_synonyms.txt"
}
"éhar_filter": {
"by_cfr": {
lltypell: llmapp-ingll’
llmapp-ingSH: I:Hl :> |ll:|
}
}
}

3. PUTEL P %, BLER i rBititle,
-+ P AEES 7.0 PhA R,

PUT /aliyun-index-test/_mapping/doc



"properties": {

"title": {
thpeﬂ: Htext",
"analyzer": "by_max_word",
"search_analyzer": "by_smart"
}
+
+

- BIRZES 7.0 52 PA LA B,

PUT /aliyun-index-test/_mapping/
{
"properties": {
"title": {
thpeﬂ: HteXtH’
"analyzer": "by_max_word",
"search_analyzer": "by_smart"
}
}
}

Bi:
BHESHMT.OMATG, BER TR (type) MBEE,
Slmapping EFEHEEHIMNItype, 5 WHHEH
4. PATRA R, BN S,

GET /aliyun-index-test/_analyze
{

"analyzer": "by_smart",
"text":"begin"

wFPITIEIE, BPIEERANT.

{
"tokens": [
{
"token": "begin",
"start_offset": 0,
"end_offset": 5,
"type": "ENGLISH",
"position": O
Iy
{
"token": "start",
"start_offset": 0,
"end_offset": 5,
"type": "SYNONYM",
"position": 0
+

BRIMEH _docfVF, PREAMEBEER



}
5. PUTRATa%, @RIEE, TRt
- PR ZES 7.0 L MlAS R,

PUT /aliyun-index-test/doc/1

{
"title": "Shall I begin?"
+

PUT /aliyun-index-test/doc/2
{

"title": "I start work at nine."

}
-+ PIHAES 7.0 52 B ERiAs 6,

PUT /aliyun-index-test/_doc/1
{

"title": "Shall I begin?"
+

PUT /aliyun-index-test/_doc/2
{

"title": "I start work at nine."

}
6. PUTRA a2, WA,

GET /aliyun-index-test/_search

"query" : { "match" : { "title" : "begin" }},
"highlight" : {
"pre_tags" : ["<red>", "<bule>"],
"post_tags" : ["</red>", "</bule>"],
"fields" : {
"title" : {}
}

}
}

WEPITRYIG, BEISIRAT,

{
"took": 11,
"timed_out": false,
" shards": {
"total": 5,
"successful": 5,
"failed": ©
T,
"hits": {
"total": 2,
"max_score": 0.41048482,
"hits": [

" _dndex": "aliyun-index-test",
Il_typell: lldocll’



n -idll: ||2ll’
"_score'": 0.41048482,
" source'": {
"title": "I start work at nine."

I
"highlight": {
"title": [
"I <red>start</red> work at nine."
]
+
b
{
"_dindex": "aliyun-index-test",
"_type" : "doc" s
Il_-idll: Illll,
"_score": 0.39556286,
" source'": {
"title": "Shall I begin?"
+

b
"highlight": {
"title": [
"Shall I <red>begin</red>?"
]
}
}
]
+
+

ERRAHI=
AT et s R IR S0, I8 I TKR MG 7 530l

Bl
FEPET DA R ERVERS, TS AL SRR, VRIS 2 Wik E R .

1. gatKibanapilg, fEDev Tools OFRTH) HiHiConsole P HITUIT a2

PUT /my_index
{

"settings": {
"analysis": {
"analyzer": {
"my_synonyms": {
"filter": [
"lowercase",
"my_synonym_filter"

b
"tokenizer": "ik_smart"

}

1,
"filter": {
"my_synonym_filter": {
"synonyms": [
"begin,start"
1,

"type": "synonym"



}
}

PA L2 R RBA |
a. BEE AR SGIIERmy_synonym_filter, FFALEN) SUiFE,
b. BE A my_synonymsfREds, M ik_smartsil,
c. &idik_smartpial, P FRPNG RN SOBER.
2. PATRA B2, BEER S Bititle,
- PIRZES 7.0BL FRA 7B,

PUT /my_index/_mapping/doc

{
"properties": {
"title": {
thpeﬂ: HteXtH,
"analyzer": "my_synonyms"
}
+
+

- BRZES 7.0 52 PA LA Bl

PUT /my_index/_mapping/
{
"properties": {
"title": {
thpeﬂ: Htextﬂ,
"analyzer": "my_synonyms"
}
}
+

e
BAESA7.ORAIT, BERTRY (type) MltZ, BRIMEM _dociU, MBMERER
Slmapping EFEHEHIMNItype, 5 WHRE
3. PUTRATaR %, Bk i,
GET /my_index/_analyze
"analyzer":"my_synonyms",

"text":"Shall I begin?"
}

W PITRIIG, BRI,

"tokens": [
{
"token": "shall",
"start_offset": 0,



"end_offset": 5,
"type": "ENGLISH",
"position": O

Iy
{
lltokenll 9 ||-i n 5
"start_offset": 6,
"end_offset": 7,
"type": "ENGLISH",
"position": 1
by
{
"token": "begin",
"start_offset": 8,
"end_offset": 13,
"type": "ENGLISH",
"position": 2
T
{
"token": "start",
"start_offset": 8,
"end_offset": 13,
"type": "SYNONYM",
"position": 2
b
]
}

4. PUTRARG2, BMBEE, TSI
- PIYAEES 7.0 PRRAS =B,

PUT /my_dindex/doc/1

{
"title": "Shall I begin?"
}

PUT /my_dindex/doc/2

"title": "I start work at nine."

}
- BRZES 7.0 52 BA LA Bl

PUT /my_dindex/_doc/1

"title": "Shall I begin?"
}

PUT /my_index/_doc/2
{

"title": "I start work at nine."

}
5. PUTRA a2, WA,

GET /my_index/_search

{

"query" : { "match" : { "title" : "begin" }},
"highlight" : {



"pre_tags" : ["<red>", "<bule>"],
"post_tags" : ["</red>", "</bule>"],
"fields" : {

"title" : {}
}

}
}
WFPITRIIG, BB,

{
"took": 11,
"timed_out": false,
" shards": {
"total": 5,
"successful": 5,
"failed": ©
T,
"hits": {
"total": 2,
"max_score": 0.41913947,
"hits": [
{
"_dndex": "my_dindex",
ll_typell : "doc" s
II_-idll: ||2ll’
"_score'": 0.41913947,
" source'": {
"title": "I start work at nine."

}
"highlight": {
"title": [
"I <red>start</red> work at nine."
]
}

"_dindex": "my_1index",
n t ell: lldocll
Il_-igez Illll, ’
"_score": 0.39556286,
" source": {
"title": "Shall I begin?"
b

"highlight": {
"title": [
"Shall I <red>begin</red>?"
]
+
}
]
}
}

AR NESE T HETESSH, PEHIZ WSynonym Token FilterflUsing Synonyms,


https://www.elastic.co/guide/en/elasticsearch/reference/6.3/analysis-synonym-tokenfilter.html
https://www.elastic.co/guide/en/elasticsearch/guide/2.x/using-synonyms.html

1.3 54EEE
Pl = Elasticsearch (FFRES) 6.7.05PL EMRARSH (AR THTF32GB) it v hidjeinili
AL EIIGE, STRFCMSHIMRE W 25 G 1132 Il 25 A0 H D).,

EREI
- bR mIREACE e RN, TEETRIPRRAREER, IEWIMNGIRE.

- A SRR RESHRANG.7.0 2 A LA, HIBIBFSHKINGERTHTI2GBI, A3%
FECMSRIG LR ISR TLDNS, 7500 L REREHI CMSHEMR B 2%

BRIETE

1. % 5% 1 2 Elasticsear chigsiil| &

2. fEgPIFNE LN, AdiHID/ AP,

3. i SRR ES AL E,

4. fEESIEREACE wm, Ak eagie B A DRSS E.

& L
DI BR R AER, BN ERE.
5. fEBEBCE v, GRS, adkiiie.

(ED =

(ERELE: CMS[EIT=E

(@ G1EMES

W), EEEZAEE. BREG, Bl SepRhR gt bk,


https://elasticsearch.console.aliyun.com/#/instances

TAYMLXGECE
A ZElasticsearch (FIFRES) BIYMLSCPFACEYhRE, it izyhen] BLE & S
ZESTHIMACE.,

BESE
B YML LR G, &5 2@ )R B ZESIHIER, MPREEEIE S5 ASZ R, IEHilNG R
1%,

1. B3k p i Elasticsear chigeiil| &

2. TETRARSFEARAAE, IERUBL

3. Wik HbsBIID/ 44 PRk,

4. i/ B ES B E .

5. fEESERFRCE G, AT YMLSCPFACEA DI i i,


https://elasticsearch.console.aliyun.com/#/instances

6. EYMLSBMCE vim, 48P T B TR

YML2EFECE
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Flie=3 2= @ HieTBREs ISk (2]
Hes=s S sRET
AuditlogES|: ® FFFSauditiogE3 (2]
FrEauditlog=S
FrBWatcher @ 3 (2
P
EftconfigureBiE (2]
SRR, ERAEEE
¥ BEW)
Hah el # ] LR ARESEBHERRBGEIN SRR, GURBEEMNRRG], &

HRWWRFAHFERS. ARG REAF & R i
W, AREVOFE.




¥

B

HIBRER 5 1465E 44 PR

AEMIRRAR 5 IR 5 BT R RSPk, WIEREERI R
SIAFRSCHFIBACHS, Winf AEERTERCAT T T HE RIMBR RS, =R
SIMBRE AT RE, IR A,

Auditlog:3|

hG, REXWRPIRZESKHR RN, M. 2% &FR
BRI HAE, HAES S IRBE S, Wl
STYIMTERE, AEVOTR, WIREAEN st A,

B:
P ZES 7.4. 0B LZHIA ZFEC R IZS B

HiiWatcher

FRG, EHX-PackiYWatcher¥ifig, ST EM G .
watcher-historyx&5l, RN KRN,

HftiConfigurefit &

SRR S BC B T :

BiA:

- BCEBUFNINS Wy LCORSyjl) (#51K) ~ FIsE 0%
BRSIHEE (A%%) - | Auditlog, By Y quevek
ANUE 1

- DUMACEN, UREHARBEBIEN TIBATESHRA, B\
WZES 5.5.3M6.3.21 A,

- http.cors.enabled

- http.cors.allow-origin

- http.cors.max-age

- http.cors.allow-methods

- http.cors.allow-headers

- http.cors.allow-credentials

- reindex.remote.whitelist

- action.auto_create_index

- action.destructive_requires_name

- thread_pool.bulk.queue_size (&M FElasticsea
rch 5.5.3 with X-PackiiA)

- thread_pool.write.queue_size (Hi&/HFElasticsea
rch 6.3.2 with X-PackfiiiA4)
- thread_pool.search.queue_size

7. WEhBIGTRNGER, ANEGSR BRI, WEIMNGIRIE, SAdiiE.
WG, ESEBISZHHTHEME, WAEEsm PERRE, RG] 5eRYMLPHRA

"




BEENCORSIHA (&)

HE:

- PURFRP AL RS B R2PT I ZES SR HTTPHMUIFRIY A & Al
- DUPERRP B B O ASRCE, URRERCE AR, ERREERE A
elasticsearch.ymlU X,

© BURRAEPRIRCEARB T eSS B ( Network settings) o

L]

fiiid

http.cors.enabled

PR IR EAC R, BIACEESE & oV AR BT IR P vE sy
mHRIEIER, B Mtrueskfalse:

- BB Ntrue, FoRBMEEBIIRVIR., WAl{EESLRE
OPTIONS CORSI#H®R. WREERRPmfERCEhttp
.cors.allow-origin i, ABAESZAELIEBPHRM
Access-Control-Allow-0r1ginBAMIRIEEERIE K,

- Bl Afalse (BN , ForBObesEBIRvin., Wal
FEES ISR L PG R, ESHAZPAccess-Control
-Allow-Originfa LM, PUSFIESHICORSHI, Wi
B PRAS SR A IE BB B kM pre-fLightifR, &
ASBER: IR 55 S ol )41 LR S A5 B i Access-Control
-Allow-Originfil, WA EZ VIR m, W
ESXKHICORSHs, W% i N REZAilId &I Z0PTIONS
WK, DAY fRUEmpfE B R AL

http.cors.allow-origin

PRBTIRACE S, W BEE SR AP AR BAA L H
KACHE,

SRR B ARG R/, WIBERCE A B SO R
BN, SRR IE N5 R SR HT TPRIHT TP SR REE
B, Blan/https?:\/\/localhost(:[0-91+)2/, Fnnflj
WA &5 Db R R A5 B

BE:
*WINE R ETERCE, RN I R FAT A s
BOER, XBAESEREI R EMEE, A®UUER,

http.cors.max-age

DIV ) K IB0PTIONSIHIRDAIKICORSAC S B, BEACHE I
W B EAR I SN S S PR A I, BRIA M 1728000
P 20R%) .



https://www.elastic.co/guide/en/elasticsearch/reference/5.5/modules-network.html

AL EL I finid

http.cors.allow-methods |ifR/TIEACEIN, BRIAMOPTIONS, HEAD, GET, POST,
PUT, DELETE,

http.cors.allow-headers | iRLIGEEACEI, BRIMNMX-Requested-With, Content-
Type, Content-Length,

http.cors.allow- SEUEfG BARCE I H, PR & Sevrmap kiR mAccess-
credentials Control-Allow-Credentialsfil. BiNkfalse, FonAp

FVFRRIIE R, BEMtrueFR VPRI R,

FI5E LB B 5 MAC B BT .

http.cors.enabled: true

http.cors.allow-origin: "x"

http.cors.allow-headers: "X-Requested-With, Content-Type, Content-
Length, Authorization"

QURRETRELRE, ESTESE XM, AAHTTPHXER.,
BEXIZIERSIER (ARH)

RO R P EE RN ES R PR EIRR ], ST RFRERSINEERA IZEES
M55 -

Rn] PUEH] F e SO RERS I DIRE, 5IHRARIESIRSS PR R S| 31 G wi A A b, fEHR
BIs, VENIZ WReindex AP,

POST _reindex

{
"source'": {
"remote": {
"host": "http://otherhost:9200",
"username": "user",
"password": "pass"
1,
"index": "source",
uqueryu: {
"match": {
"test": "data"
}
}
+s
"dest": {

"index": "dest"

}


https://www.elastic.co/guide/en/elasticsearch/reference/5.5/modules-http.html
https://www.elastic.co/guide/en/elasticsearch/reference/5.5/docs-reindex.html

- host: FEEHLMINE, RBFEFERN. BAMWROEER, Bldlhttps://otherhost
:9200,

TR
FE EHUBhL T2 Ee lasticsearch. ymllreindex. remote . whiteldist/g kil
A, AP EREAPIYIRE. fe¥FPhhostRiportdld, JHEREE 2 RREA EPLAL
B (Bliotherhost:9200, another:9200, 127.0.10.x%*:9200,localhost:**) ,
FIASABUN B IR, S8 B0 5 B T B 2 RIS B
- usernamefllpassword Wn[iESEL, WIRETT RINEFEESHESS w2 ifBasic
Authentication, WHTERRP—IFREHSBUE R, WidBasic Authentication¥HliE
SHEMHTTPSHMY, WIS B LU TE T8 4o

BEH:

- ARBLABENLE R SR A RPESE, FASKIEAIBEY query, izt EHERIE R ik
%O

- INZSRBERERGIBEE, ARFEYRasv . NS Ry ad e

FISE SUE PR g | U S Ve B, Jslii o5 pE MR A7 R o L,  BUMRRBOE 100 (MB
) o ARG IP RSO, NIt RV VRN BUMEL

PUTmfirh, BeE#tREBUEN10,

POST _reindex

{
"source": {
"remote": {
"host": "http://otherhost:9200"
1,
"index": "source",
"size": 10,
"query": {
"match": {
"test": "data"
}
h
1,
"dest": {
"index": "dest"
}
h

H 5 SO FE R G | i S F5 e I Iy ) 15 L
- ffiflsocket_timeout¥EEsocketiREUEIIFR], ZRINGBITA30s,


https://github.com/elastic/elasticsearch/blob/5.6/docs/reference/docs/reindex.asciidoc#docs-reindex-manual-slice
https://github.com/elastic/elasticsearch/blob/5.6/docs/reference/docs/reindex.asciidoc#docs-reindex-automatic-slice

- ffiflconnect_timeoutBEEERGBIN T, BRINEIIT A 1s,
PLRABIh, BefsocketBHUBIN M1 50, EHGER BB 10£5,

POST _reindex
{
"source'": {
"remote": {
"host": "http://otherhost:9200",

"socket_timeout": "1m",
"connect_timeout": "10s"
Ty
"index": "source",
Ilqueryll: {
"match": {
"test": "data"
}
+
s
"dest": {
"index": "dest"
}

}

BEXAuditlog

BEH:
FIHAES 7.4.0MA R LZHIAZHFECE IZS L

i Auditlog®sl: FIHAESEBIA ZFFAR AuditlogiiiKlog ik, sttt v figk
HPAESEHHRBHRGEE (Flilaudit_log) , IBATELERR G IR R H ZESIHI R
I AuditlogZ 5196k,

AuditlogZES AT Bauditlog =S

FrZauditlog®=S

fEdERG, Auditlogi$ il BB AZESSBh, JFHMEMH . security_audit_log—*xIFkER
144 %%,

ftE Auditlog#5]: AuditlogR5I B,

HE:

- MM Auditlog B Pl S request bodylB BN, NIRRT UAP REEUEEL.
- A Auditlog HETEARSIPI, 2% H 8K SR ZESEBIRAARAE R, BORIE =
ESASZRY HEhIWITERRORS, o522k R I Auditlog &3l

xpack.security.audit.index.bulk_size: 5000
xpack.security.audit.index.events.emit_request_body: false



xpack.security.audit.index.events.exclude: run_as_denied,anonymous_
access_denied,realm_authentication_failed,access_denied,connection
denied

xpack.security.audit.index.events.include: authentication_failed,
access_granted, tampered_request,connection_granted,run_as_granted
xpack.security.audit.index.flush_interval: 180s
xpack.security.audit.index.rollover: hourly
xpack.security.audit.index.settings.index.number_of_replicas: 1
xpack.security.audit.index.settings.index.number_of_shards: 10

.audit.1index.

rollover

Ktk INBEHE ik

xpack.security 1000 P A, SR AHE
.audit.index. th, BIAS AR 10004,

bulk_size

xpack.security 1s PRI R R R 5 3R,
.audit.index.

flush_interval

xpack.security daily PR R R T INER, RN

hourly, daily. weekly®#monthly,

xpack.security
.audit.index.

events.include

access_denied,
access_granted

, anonymous_

Peillfrf Auditlog F4En] BABE A B G1,
SERH ¥ 2 MAccess og i )

access_denied

, authentica
tion_failed

, connection
_denied,
tampered_request
, run_as_denied,

run_as_granted

null GERIAASYHERS | ARSI PHERRIY AuditlogFHF,

xpack.security

.audit.index. BT T AEBR)
events.exclude
xpack.security false 1R HE R (I authentica

tion_failed) , R&ZMREFTLRESTR
IBERIE,

.audit.1index.
events.emit_reque
st_body

] PO G Auditlogl &S ETACE, #PAxpack.security.audit.index.settingsh
M, Bt¥fEelasticsearch. ymU(fE,


https://www.elastic.co/guide/en/x-pack/5.5/auditing.html#audit-event-types

PUR B A AuditlogR 511973 i REIAR R 1,

xpack.security.audit.index.settings:
index:

number_of_shards: 1
number_of_replicas: 1

B
MR BB A S BIRCEE R Auditlog® 5], BTEF R AuditlogR5 IR L AERCE, 4
PR AESESERE TG, Auditlog®yI# & ML RRPIE ZESSKEHh, &, P AESS
B Auditlog R 5145 LB M Inumber_of_shards: 5, number_of_replicas: 137
ﬁo

2RI B IS WAUditing Security Settings.
BE X queueX/)
[ BLE F & X thread_pool.bulk.queue_size, thread_pool.write.queue_sizefll
thread_pool.search.queue_sizeglk, 7% Rs Ml Equeue K/,
PURBEE SRS AR queue K/NR500, Ik 55 i e BT 0t [T I 2 B0

Bl
LR RIER A I B ZES 5.5.3M16.3. 204

thread_pool.bulk.queue_size: 500 (Hi&EMHJES 5.5.3RA)

thread_pool.write.queue_size: 500 (Hi&EHJES 6.3.28PL FiA)
thread_pool.search.queue_size: 500

SRR

index.codec2 ESHIEIR A RIE, BRINALZ4, LA MNE /BTN, EiiEiEzs

BB Mbest_compression, ¥AAfEHESEMFBMDEFLATER L, EHESEMBIEG, T
BEA IR 2B R Bi g A

R
fiflbest_compressionZS &S PERERHIK,

EOfDUBEHREST APIE B index . codecS ¥, WTSBIAMR, ~BINT,

PUT <index_name>/_settings

"index": {
"codec": "best_compression"

}
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4. i e DS H A ),
5. fEHEEWE, YuliiHE,
6
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host:172.16 AMD content:health AND levelinfo
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2019595 198 15:40:36

15 changed from [YELLOW] to [GREEN] (reason: [shards started [[kibana][0]] ..]).

20195705 198 15:28:57

ealth status changed from [YELLOW] to [GREEN] (reason: [shards started [[.monitering-es-6-2019.09.19][01] ...

- W HEZ4ERE,
« YEIP: ESYiEIPHAL,
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fitrace. debug, info. warn, error¥® (GCHEH
level) ,

host ESYi @i IPHhE,

Bl
A fEKibanapi & FMonitoring B fiith,
diElasticsearchX3i¥)Nodes, 1EY5 msIF bR

JSIPHuNHE,
time H &= w],
content HEFEN%

IEAEERE

BIMEOLE, PIEZESHE HE IR~ 10T EME, IXFEAPTHEERE (B R
B, WS RE. EPREIRAMET) o DILERESER I AESEHG, W stKibanapsglg, PUTEA
T, FECHEIES AT mIEE, PARE 2 HE,
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"index.indexing.slowlog.threshold.index.debug" : "10ms",
"index.indexing.slowlog.threshold.index.info" : "50ms",
"index.indexing.slowlog.threshold.index.warn" : "100ms",
"index.search.slowlog.threshold. fetch.debug" : "100ms",
"index.search.slowlog.threshold. fetch.info" : "200ms",
"index.search.slowlog.threshold. fetch.warn" : "500ms",
"index.search.slowlog.threshold.query.debug" : "100ms",
"index.search.slowlog.threshold.query.info" : "200ms",
"index.search.slowlog.threshold.query.warn" : "1s"

}
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HIPV4HIL i,

il
= pw:

- BRI TPV 43hLk Vi bl
© BEEN I HBAEETT Vi Rl
- BN PYIPHBAESHE TP B BRI 2 543004,

Ay =Yk ks

S AMMEIEIRR, wOFRAMAEE, TPRRIFR S hgr e, BOARA kG, BERAIRE, 2
PIHEMEIF R, A nE 2 P bk i o BT S S ES 9L,

=Nk aulE = E= !

FERCE 2 DIY5 W 4 5, TSP APBBNLIR. FOPAPIILG, BRAZER 2Pt )i
r'ﬂo



s B A PR Vi B A ESTBIN, a5 )5 A R TP AL B S22 ik v ) 1)
£,

A% O R RCE AN TP L sRIP B R, #%:X09192.168.0.188192.168.0.0/24, %
AP Z M S SGE S RRIF, 127.0. 0. REEULFATPVABILYM, 0.0.0.0/0f\E RV
HIPVAihLyin),

HuibiM X F 2 MIPVeltht i, Finf ARCEIPVeIuNEA4%, KX M2401:b180:
1000:24::5882401:b180:1000: : /48, :: 1IREF LB IPVeHuhLim, :: /oKX VM
HIPVeihLyiml,

Bl
F144 50 FIYTP ik ok 5 TP BY B R I 2 S 453004,
ERHTTPSIIMY

HTTPSZFi2Hyper Text Transfer Protocol over Secure Socket Layer, J&—RhfEus ks
B L EMHTTPEE, €RHTTPHMUNL 2, HARFBIREH L ) U EHT TP
EGE XM Y SSL (Secure Sockets Layer, Z2£H2) . WHRBRHTTPSIER@IHTTP
BT, RN ¥ SSLmE,

HE:
- PR AESSFHTTPSHFURIF IS AGHGE S, My RSN e, #EOFPRHTTPSH
VS
- TEIFEHTTPSHMEG, T57CW LA 1
fEHHTTPSHMUMHRES IR :

1. P AESIPIR L ERCE R, FTIHMERHTTPSHMOFX,

HER:
- BHHTTPSHFG, W50 Vil bR ZESHCESIEF B E, Bl SBOCEM T Pk
BERIP R ZESSB, 5 NS Wr A H TTP SRS 25 5573 o

ARSI HTTPSARSS Zh Wil 55, JF DR BREEN, MO A2, 6
N



2. EAEBER X IGHED, 29Ik CE2B%Yi Pl Elasticsearch S BIFAREY, Sdifiil

BEET

EaEERAERT AR ElasticsearchfIEBEEEES,. B
i, EEESHSEE asticsearchZoFIFTIER EiREA

i) B E Al ElasticsearchS2 @894

BAHTTPSH}

i
|
[

LI

SRIETERAERER, SRiAEE. NERIEEE, EFnEasticsearchadft

EfrrmdiEEEET S,
E] B

MASEARW L AL, fEFTIHEMHTTPSHFOFXG, RASWEAEW LR, Wik

SR GRS B Y G P T PR
3. WM TREE, REER P Rd O A LA Pelbr 5 S 2 S S

BSORG, ) BUERHTTPS M ; W) &5 s AESSH 1,

FREMEFHTTPSIN AT E R4l
Pl A /i ESIRest ClientVi i, A G RHTTPSEHIG, 25 omf Ui i 2
[T
- JFBHTTPSHi RS

final CredentialsProvider credentialsProvider = new BasicCrede
ntialsProvider();
credentialsProvider.setCredentials (AuthScope.ANY,
new UsernamePasswordCredentials("elastic", "Your
password"));
RestClientBuilder restClientBuilder = RestClient.builder(
new HttpHost("es-cnh-xxxxx.elasticsearch.aliyuncs.com",

9200));
RestClient restClient = restClientBuilder.setHttpCli
entConfigCallback(
new RestClientBuilder.HttpClientConfigCallback() {
@Override

public HttpAsyncClientBuilder customizeHttpClient(

HttpAsyncClientBuilder httpClientBuilder) {
return httpClientBuilder.setDefaultCredential

sProvider (credentialsProvider) ;

}



1) .build();
- FFEHTTPSE B

final CredentialsProvider credentialsProvider = new BasicCrede
ntialsProvider();
credentialsProvider.setCredentials (AuthScope.ANY,
new UsernamePasswordCredentials("elastic", "Your
password"));
RestClientBuilder restClientBuilder = RestClient.builder(
new HttpHost("es-cn-xxxxx.elasticsearch.aliyuncs.com",
9200, "https"));
RestClient restClient = restClientBuilder.setHttpCli
entConfigCallback(
new RestClientBuilder.HttpClientConfigCallback() {
@Override
public HttpAsyncClientBuilder customizeHttpClient(
HttpAsyncClientBuilder httpClientBuilder) {
return httpClientBuilder.setDefaultCredential
sProvider (credentialsProvider);

}
1) .build();

ML ERBinfAl, JFRBHTTPS)G, HttpHost'PRZIM EhttpsS%L, Blinew HttpHost("es-
cn-xxxxx.elasticsearch.aliyuncs.com", 9200, "https")) ;o

B SEHIMK B R
e B S 4t Haa Y RER L Y SR HERMGE S, TENIES Wag B9z mIml 2% Hdo



12 e B S B i@

My wEN, PH AElasticsearch (FBIFRES) SIS ERI\ BRI, 35w 2Ll s SRR HY
FIYIGE, WTEEREPA LB s T $T i,
nibe
P B A ES S 0 Je DL SRR A e i -
- HIFERRA,
- HE MRS,
- BN -ANEEMGVPC (Virtual Private Cloud) .
- DR HIX S, BRI 2 ] X 920,

EC & SRl (8] 48 B @

1. Bty i 2 Elasticsearchige i & -

. AR AE, R,

. Yk HbR9 D/ 44 FRekfs.

- R A SR 2 2R R

. YhiC I P £ EE A DB

- AEIBYIECE G, ARl

- ARTIMSEH TEHED, R B T DI FIB R R E AESSEBIID, Hkiil.

i =) W ¥ ) I ~ O C R\

IOl

es-cn-o4 W 'ﬂ'

i
i
iy
bl
=)

@ R

© PR EEListBURA RERBRIR 0K 5 PRI I8
- AEWRERITEFREG, RSnT DUEGR BN BEHE IR 2 45 5 AR PHI BT B A ES L,


https://elasticsearch.console.aliyun.com/#/instances

- BCESBImIPLE HIE G, TEEFER T 2 ES St ie B9zl i s Fod v, tnf PLAEEY

Hi B AESHSEBIID, WMETBERMER AN, GERASEHIRCE 15 BIEBIFMLEET
i, WIBSEHIR IS WS AT ¥ 138,

RN IG,  IAEBSYACE SR AR 5 2 i TE R,
(EXEE

S FRTIERI=E

pill

=D ot E=E
Es-Cri-oe E M 5N e
F Fainsef

HBPREESE

1. fEPIH AESIPIN 2 ENCE G, S dife BB Hia 4 PR,
2. fESACE S, kS RS BT R SBIFIER O R IA RS ER .

@ R

PRGN, WlRiZIp e S A HETiEm, W5 Laissl C 5 s pscsmss b
ia, MHERIBISFINRERMIEETTIE, X &I\ EMERIBINEER.
3. EWIABERX ISHED, Sdiiih, SEREEIBIRIESRR,
SPIRBRRIEYIG, FEIBSONC B S )5 2 LT L A B R I,
FCEEEMER

L. g3t P bl i ZESg gl Kibanail &
2. PUTELPaZ, 1EZPEREAZESHIrp QIR S IR,

PUT /twitter
{
"settings" : {
"index" : {
"number_of_shards" : 3,
"number_of_replicas" : 2



}
}
POST twitter/doc/
{
"user" : "kimchy",
"post_date" : "2009-11-15T14:12:12",
"message" : "trying out Elasticsearch"
}
B

BE0 BV & 75 AR 25 SR R R AT B .
3. Bt Y by L ZESI g Kibanapih £
4. PATRA @2, 12YRTR R ZES SR B YR,
EUR B AES 6. 7RRASCHIMACE 5%, HAA S5, VRIS WES 6.7 A 9 e 15
75 SRS ES 6.3 ARSIt B 75 77 SORMIES 550 A S IRt B 75 77 SOk
- Jitkl: MM Endpointhic B

PUT _cluster/settings
{

"persistent": {

"cluster": {
"remote": {
"cluster_one": {
"seeds": [
"es-cn-04xxxxxxxxxxxx4fl.elasticsearch.aliyuncs.com:

9300"

- JiiR2: R R IPHENEAC E

PUT _cluster/settings
{
"persistent": {
"cluster": {
"remote": {
"cluster_one": {
"seeds": [
"10.8.xXx.xx:9300",
"10.8.xX.xx:9300",
"10.8.xX.Xx:9300"


https://www.elastic.co/guide/en/elasticsearch/reference/6.7/modules-cross-cluster-search.html
https://www.elastic.co/guide/en/elasticsearch/reference/6.7/modules-cross-cluster-search.html
https://www.elastic.co/guide/en/elasticsearch/reference/6.3/modules-cross-cluster-search.html
https://www.elastic.co/guide/en/elasticsearch/reference/5.5/modules-cross-cluster-search.html

< XA X R AESSH, wPAREH BT TACE, I H SRR 2 AR R
ZESSH,

- MNFZHXMPRAESSH], HEEMEH G L2 TR, I H SRR 2 A IR AES
5,

© WRAE 2P ZESEHIPECE IR A ESI IR A o S TPHENE (RS AR
), WA Y PP I PR SE IR S L,  TEIATE HbR a7 Il an 4 R 1)
Vit WURTZREVIR, A H RSP AL 500 BN R4 RV S TPHIL,

5. PATRA R, BUEESRIHYRE SRR,
POST /cluster_one:twitter/doc/_search
"query": {

"match_all": {}

}
}

BUERRYG, BIREER,

{
"took" : 78,
"timed_out" : false,
" shards" : {
"total" : 3,
"successful" : 3,
"skipped" : 0,
"failed" : O
1,
" clusters" : {
"total" : 1,
"successful" : 1,
"skipped" : 0
)
"hits" : {
"total" : 1,
"max_score" : 1.0,
"hits" : [
{
"_dindex" : "cluster_one:twitter",
||_typell : ”dOC”,
" Ad" @ "qQUAXXXXXXXXXX_T7ie6]",
"_score" : 1.0,
" source" : {
"user" : "kimchy",
"post_date" : "2009-11-15T14:12:12",
"message" : "trying out Elasticsearch"
+
}
]
}



13 #hiEz&H

13.1 #iE&E D
ARSI £ Elasticsearch (RFRES) IR & BIDIRE,
1. % 5% 1 2 Elasticsear chigsiil| &
2. fEDRARRE AL, EEE,
3. Wi HR9BIID/ Pk,
4. /e SRR D, B A O vt

sUREL (REEH) L
EEmsEs: ( ) AT X000 Q
SRS S=EEsE BERS:  mEEEsE
EEHOSSOERE
Bl ) SIRREER JmeERE =
v e ee=
FzosseEsIiA

& 13-1: BUR&E D

28 Bim

Wiash&b T A&t ha @R mm, BRINRMIRE,

H 2 & 03 T ik ) W IR Hai e, SPORIEIFE AsbGnicE.,
R

mReLIrE ashatnohae, WHShE DR R 256X
WRRIET, G AE 2R A Do SRR AT DR IR

e B aeRegIrE A mGE, WiRdih EARIBCE, EA
s by I B vt s Dy b )

HE:
- ORI R,
- ORI SRR/, )RR RS 0~23,
- Bl R R 3SR IR IR B

- MPRUERGEL T, WA ES I F 2w Gk
BIHRGEERINER, 5B



https://elasticsearch.console.aliyun.com/#/instances

2] B
O LI S b ke SR e EpL I = S
[ {AILINA nJ B o A SR AR N L SO

& 13-2: BEEOSSECFIRE

S BiW

SUHEHID VS HESSEHIRIID,

SN EEAR WS IR ES LB €A R

SR EPEIRE WS UNMESSERIR CIRE, SR RSN :

- BB FOoREPER DABER S,
- R FoRBS I EBIA S G AL,

PRfE HEBL Y IR R DRE,

HiWOSSerEsIH HBPOSSEA SN, W YRTESBEM—4 0SS €SI
H, VRN Wps s rpOSSEr i 1 o

R
BHIOSSEFES I N, AES5HioSSeEsIM., &
PAENT BRI, SeREEHERFOSSEIEREHE.

13.2 Boh&R

A 8P ZElasticsearch (FFRES) SBII A ah# 015 A 3l &5 Gtk S ORERIBERT )5 14, it
HahsbiohRe, &nl ARE Qs i, PRUEBIR L 21t

HFEBm&ENINEE

-

. XF 3¢y 2 El asticsear chige i &0

- AETRFRSE AR AL, SRR,

. Wl HbR:BIID/ 24 Prek,

4. sl SRR A

ARBURED (R XK, PR A& GIIFR,
« Sk B A P e B

w N

=) |

HE:


https://elasticsearch.console.aliyun.com/#/instances

MORERFLR N, HERBARIIIB R ZESSBIN A 3)# 0 F Gl h RN ER, &
SCRHBYL

7. EAZhE Dy RIB B O, EREA I (R B3R ER) .

BnlEhFRHRE

EiEE S

EfriTE= | 04:00

8. HhifRis,
MBEshE IR RE LR

WIS T PR ZESIRIN B s Diie, ARG RANEONZIBINEE. BEssh
Jai, W RLEE snapshot APIYRA £ 3Bl H A ES i,

-

BEW:
- B A RIBUR B ZESEHIN BRI e W, BRSPS R C A DRI Bk
AR 2 MIN R, IXERE R SFENREK, RoBIILg,
- RIBIGMF RS BAE, ORI ZESSEB H SRS (BIEEL . mon-itoringHl.
security_auditHigim&Esl) . jiBE. translog, ALE. PIHAESHERIEE. AMH
B SUMHdTE. Bl AESHE PR VM H 5%,



L. 2 3t L R ESgplivKibanapihl £

2. Yulie SRk Dev Tools OFRILH) , fEConsole P iy LA T am b tRIBIETTHRIE,

- DR RERF B A 2R B A ES L,
- B EPE ZAEH RIETT PRI PR

- HAEMADE e

PUTGET _snapshotii®, HBEMATBEHEGEE,

AT, BB REER.

{

"aliyun_auto_snapshot": {

||type||: "OSS",
"settings": {
"compress": "true",
"base_path": "xxxx",
"endpoint": "xxxx"
+
3
+
S8 L]
aliyun_auto_snapshot |@&E#E.
type PRIBAEREAT IR, os sFRATRIBLZRE ST ISR B ML 200 G A7 i
% (Object Storage Service, 0SS) .
compress RERMEGEBE. PR truefonlE TP IRIN 2SI
JOBELE BRI R4,
base_path PIRLEOSSHII AR ¥
endpoint OSSFAL X i B
- BEETBIR

WIFGET _snapshot/aliyun_auto_snapshot/_allim®&Baliyun_aut
o_snapshot @M PRIE R

AT, IR B REER.

{

"snapshots": [

{

"snapshot": "es-cn-abcdefghij**xx_20180627091600",
"uuid": "MMRNiVLPRA7iawSCm8D**xx*"

"version_id": 5050399,

"version": "5.5.3",

"indices": [
"index_1",
".security",




".kibana"

1,

"state": "SUCCESS",

"start_time":

"2018-06-27T01:16:01.009Z",

"start_time_in_millis": 1530062161009,
"end_time": "2018-06-27T01:16:05.632Z",
"end_time_in_millis": 1530062165632,
"duration_in_millis": 4623,

"failures": [],

"shards": {

"total": 12,
"failed": 0,
"successful":

}
}
]
}

12

HERIEGEA B AR SRS B

S

B

max_snapshot_bytes_p

er_sec:40mb

SR UK 8 DY IR 40MB/ P,

max_restore_bytes_pe

r_sec:40mb

SR R R PRSI 40MB/ P,




2 B

chunk_size: Max 1Gb TP, KRS S TN, B thiv s
fE AR M1GB,

- PRI RSB
Wit _restore API, MR R K51 8HE,

- tkEaliyun_auto_snapshot@FEHIREMBMIFIA RS Uaaiir) -

POST _snapshot/aliyun_auto_snapshot/<snapshot>/_restore

<snapshot>: HHNANFOIPIRARE, Hlilles-cn-abcdefghijxx*x

_20180627091600,
- WEaliyun_auto_snapshot@FEEEIRIBININA RG], IFFRHESEPESE K,

_restore ARSmZ, PHAESEHIEHIAI TR EREG 2 Wgml, ZWmEIES
eEaidr, wRUEdiBMwait_for_completionZ#, PHIEW4 EFIME SERHIER
Ml E,

POST _snapshot/aliyun_auto_snapshot/<snapshot>/_restore?
wait_for_completion=true

<snapshot>: Bl HANOBAHPR, Blllles-cn-abcdefghij*xx%x_201806270

91600,
- PkEaliyun_auto_snapshot R thIBmIRE RS, IEAKENRSIHGH 6
aitr) .

POST _snapshot/aliyun_auto_snapshot/<snapshot>/_restore

{

"indices": "dindex_1",

"rename_pattern": "dindex_(.+)",

"rename_replacement": "restored_index_$1"

+

S8 L]

<snapshot> PO HA s OREAER, Blllles-cn-abcdefghij
klmn_20180627091600,

indices T B MRE IR 515,

rename_pattern nfi%, IEWPCACTREMRE R IMARR,

rename_replacement nfik, MPLic LRSI EG A,




133 BEEZFMIRES
A gE A A Elasticsearch (HIFRES) 9B Aah s it PeiiiRgs, BB v iRdr i
.
#unique_47/unique_47_Connect_42_section_uss mmit_zgbli, #E0J BLgs 5t i%E Sy Kibanajsg
&, fEDev ToolsHiiiiJConsolerl, jliidsnapshot APIER Hah# Gk,
EEFAIRE
Pl 2B aliyun_auto_snapshot @A HlklE B,

GET _snapshot/aliyun_auto_snapshot/_all

BEINEFMT:
{
"snapshots": [
{
"snapshot": "es-cn-abxxxxxxxxxlmn_20180628092236",
"uuid": "NTYXXXXXXXXXXXXAA™
"version_id": 5050399,
"version": "5.5.3",
"indices": [
".kibana"
1,
"state": "SUCCESS",
"start_time": "2018-06-28T01:22:39.609Z",
"start_time_in_millis": 1530148959609,
"end_time": "2018-06-28T01:22:39.923Z",
"end_time_in_millis": 1530148959923,
"duration_in_millis": 314,
"failures": [],
"shards": {
"total": 1,
"failed": 0,
"successful": 1
}
b
{
"snapshot": "es-cn-abxxxxxxxxxmn_20180628092500",
"uuid": "frdxxxxxxxxxxxxKLA"
"version_id": 5050399,
"version": "5.5.3",
"indices": [
".kibana"

1,
"state": "SUCCESS",
"start_time": "2018-06-28T01:25:00.764Z",
"start_time_in_millis": 1530149100764,
"end_time": "2018-06-28T01:25:01.4827",
"end_time_in_millis": 1530149101482,
"duration_in_millis": 718,
"failures": [],
"shards": {

"total": 1,

"failed": 0,

"successful": 1



}
}
]
}

state: WontRIBIRE, ESHPRIBILGSHIRE.

PR B

IN_PROGRESS PR IEfEPE T

SUCCESS PstaTaTR, HPrf shard 812k,

FAILED PREPITEDR, 0 BIREEEA ).

PARTIAL W BURAAERRY), 2V 14 shard MBS
B AR

INCOMPATIBLE Peiigt 50 L A ES L BIRA A TS o

EEIRTIRE

WL P2 EBaliyun_auto_snapshot e PLRTEANE R

GET _snapshot/aliyun_auto_snapshot/<snapshot>/_status

<snapshot>: Bih AahsrthIBARE, Wl %5 mifith

abxxxxxxxxxx1lmn_20180628092236,
BRI,
{

"snapshots": [

{

w2 IR, Pllilles-cn-

3y

"snapshot": "es-cn-abxxxxxxxxxxlmn_20180628092236",
"repository": "aliyun_auto_snapshot",
"uuid": "NTYXXXXXXXXXXXXYdA",

"state": "SUCCESS",

"shards_stats": {
"initializing": 0,
"started": 0,
"finalizing": 0,

1530148959688,

"done": 1,
"failed": 0,
"total": 1

+s

"stats": {
"number_of_files": 4,
"processed_files": 4,
"total_size_in_bytes": 3296,
"processed_size_in_bytes": 3296,
"start_time_in_millis":
"time_in_millis": 77

+,

"indices": {

".kibana": {
"shards_stats": {




"initializing": 0,
"started": 0,
"finalizing": 0,

"done": 1,
"failed": 0,
"total": 1
I
"stats": {
"number_of_files": 4,
"processed_files": 4,
"total_size_in_bytes": 3296,
"processed_size_in_bytes": 3296,
"start_time_in_millis": 1530148959688,
"time_in_millis": 77
I
"shards'": {
nen. {
"stage'": "DONE",
"stats": {
"number_of_files": 4,
"processed_files": 4,
"total_size_in_bytes": 3296,
"processed_size_in_bytes": 3296,
"start_time_in_millis": 1530148959688,
"time_in_millis": 77
}
h
}

134 REBEMDRIMERS
W PO SR a2 (snapshot APD) , £l BLestn Itk P = Elasticsearch (i

ES) JBIPEEE. snapshot APTZIRII IS BiHIR SIS, R
mo

=]

- DURURAE RS BUE, AR ZESSEH H SRk BEE  (BIAnEL. monitoringfil.
security_audit MEigiMRs) . B, translog, BlHE. PIHEAESHEMAE. AFAAE
SURHEPE. P AESH HAE LR VM H &S,

- AEIP<1>, <2> <3BSEEARRIAH TRIBACE, 75NhiE b B hE, SEhiidy
RIS, SERRA R ERX AR,

o ASCPRARES ] RAE R L ZES B Kibanafihl & LT, RIS W tKibanapail 4o

- AP S % 1 e asticsear ch-repository-ossSC#%,


https://github.com/aliyun/elasticsearch-repository-oss

ElE =y

{ERH PR DY, WEIRGR B A RIS 0SS (Object SOTa% Service) IFHi
§ht-AOSSBucket, HIMSLHRIETBRIRMOSS Bucket (REFRFIIRZIZAINOSS

Bucket) , HOSS Bucketf X255 P ' Z ES LI f 7L X kP45 — 2L

BIRCE
PUT _snapshot/my_backup
{ ”type": "OSS",
"settings": {

; "endpoint": "http://oss-cn-hangzhou-internal.aliyuncs.com", <1
"access_key_id": "xxxx",
"secret_access_key": "xxxxxx",
"bucket": "xxxxxx", <2>
"compress'": true,

"base_path": "snapshot/" <3>
}
}

+ <1>: endpointOSS Bucketdf ik, P12 Waunique 51
- <2>: 0SS Bucketi)##%, #HEANCLHFEMOSS Bucket,
- <3>: BEEFENREME, RINIHRHZ,

PRI RA

N AR B AER RN, wPUBIEACE chunk_size S BRGHIPIBIS B 3 P KD, @idix A~
Kb, Bt 2o Eig#10SSH,

POST _snapshot/my_backup/ <1>

{ "type": "OSS",
"settings": {
"endpoint": "http://oss-cn-hangzhou-internal.aliyuncs.com",
"access_key_id": "xxxx",
"secret_access_key": "xxxxxx",
"bucket": "xxxxxx",
"chunk_size": "500mb",
"base_path": "snapshot/" <2>
}
}

- <I>: WRIA, [EEFMPOSTHIARPUT, XXEHCHCHENBHE,
© <2>: BRCERERAE, BIANMRHER,

FIHEEER

GET _snapshot

W] PIEHIGET _snapshot/my_backup3RE$EE CFEMIE B



PUT _snapshot/my_backup/snapshot_1

YL EwmZ 2 mmA I &S Zny _backup®IE R, IFREEA Rsnapshot_ 1K, X
A2 Aigm, REEahah e,

SRR LA h— HSRRRIER, s R Mwait_for_completion®iil,
PUT _snapshot/my_backup/snapshot_l1l?wait_for_completion=true

DA b2 ZPHIE M B e . AR RBIPE, T I A REIB

Bl
WPy, RE/ENGNEDE, RSV RPN D CEP BRI Z T
MR, REEBIRTRNANHETT, 0 R amameER, XEekE gt Mt
I, B e R RIS R

IRERIEEZRS]

RN SSHIAIDINRG GREEMHKibana, Jf HEEFIBRERAMMIE, ARE
A BWHIEN . kibanaRGIHREOHER, IB2n TS O, fREf B RmRgl.

ER:
— AN RSP, SRR -RARGIHDE BlmE RS, o RL, RHRA
5D . Gt fa] SRR, RGATIRE—HE—1 29,

PUT _snapshot/my_backup/snapshot_2
{

}

"indices": "index_1,index_2"

PL L2 RE AN index 1Alindex 2 &5,
FIHIRIRER

AT HE 2SI PR Y, R Dl iy ) R 5 i 4 s (Blllibackup_201
4.10_28) .



HETEEE PR PURE, D EEAPRIEA RE - GETIR, BN RIEER.

GET _snapshot/my_backup/snapshot_2

BPIER PR 7 RIBREDRN S MMER, QRPN
{

"snapshots": [

"snapshot": "snapshot_2",
"indices": [

".marvel_2014_28_10",

"index1",

"index2"
1,
"state": "SUCCESS",
"start_time": "2014-09-02T13:01:43.115Z2",
"start_time_in_millis": 1409662903115,
"end_time": "2014-09-02T13:01:43.439Z",
"end_time_in_millis": 1409662903439,
"duration_in_millis": 324,
"failures": [],

"shards'": {
"total": 10,
"failed": 0,

"successful": 10
}
}

]
}
REWATDABER] _a VBRI PRI RR, IR @ b TRIBIR 52513,

GET _snapshot/my_backup/_all
IR IRERHE

oDl Hwait_for_completion, XFteMiilfy e, MWL v IEREMEIIE. WURESR
O S RUBISE B T e e, nIRESARWEH, B nf BLEIE B SRR SRR A R P s
EfGE:

- BRBIDEIE A GETIR,

GET _snapshot/my_backup/snapshot_3
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- il _status APREURBRIIRERE R,

{
"snapshots": [
{
"snapshot": "snapshot_3",
"repository": "my_backup",
"state": "IN_PROGRESS", <1>
"shards_stats": {
"ipitializing": 0O,
"started": 1, <2>
"finalizing": 0,

"done": 4,
"failed": 0,
"total": 5

I

"stats": {
"number_of_files": 5,
"processed_files": 5,
"total_size_in_bytes": 1792,
"processed_size_in_bytes": 1792,
"start_time_in_millis": 1409663054859,
"time_in_millis": 64

I

"indices": {

"index_3": {
"shards_stats": {
"initializing": 0,
"started": 0,
"finalizing": 0,

"done": 5,
"failed": 0,
"total": 5
1
"stats": {

"number_of_files": 5,
"processed_files": 5,
"total_size_in_bytes": 1792,
"processed_size_in_bytes": 1792,

"start_time_in_millis": 1409663054859,

"time_in_millis": 64

I
"shards": {
H@ll: {
"stage'": "DONE",
"stats": {

"number_of_files": 1,
"processed_files": 1,
"total_size_in_bytes": 514,

"processed_size_in_bytes": 514,
"start_time_in_millis": 1409663054862,

"time_in_millis": 22

I
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B INITIALIZING: W TERAEREIRE, ABREWRAE, B2 ER P,
B STARTED: BURIE/EMHE S,

B FINALIZING: EIRfEHisEmR, 7 h IEAERIEPE B,

B DONE: tRIESEIK,

B FAILED: PRIBIFOPRER] VI, XA h /RS /BAR e, WERHIRNES
5158

EHRIRER
TR DL B Sini PRI 21 55 S — A 4k :

1. FhnithE s #0SS.

2. fEHHEE LA RIBEE (HIRMOSS) .

3. BRI IR base_pathB BNE— S PRI A it pG1E,
4. fEFEERP P TIR IR L a5

Bl
LB — AR A s Dy R IE MR &R,  RE IR 2 WOSSHu Rt T 2 El asticsearch,

BUHRER
QSRS — AN DR, af BAIEAESS AT N, BT BL a2 BRI
DELETE _snapshot/my_backup/snapshot_3
DA L% ep i PRGE R FINRR G bl 7 31— E Rt .

MIREBIRE

T BIE RS AP ZESIH E, M Z AR aj e gy 2o REnT DUR b
O, WXL PIRRS SR IR IR «
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- WRCEHOIEIE, WEHEAERERENPIRIDERM E _restore.

POST _snapshot/my_backup/snapshot_1/_restore

RGBS IXA PR RG], Blflisnapshot 1 HARS, ILAXHA RIS
gtk BIERPD, B DR R EIRENRG], RBESE LU mise ).

- RETRERRS], JPIERRSIETEGS (QEREE ARG BIRRGR T, EIN
WA BV ERER RN, o 1T SLAALBE,  w DA L5 U A TR IR D)

POST /_snapshot/my_backup/snapshot_1/_restore

"indices": "dindex_1", <1>
"rename_pattern": "dindex_(.+)", <2>
"rename_replacement": "restored_index_$1" <3>

}
PLEMZ SWE index 18R, JFHEMAR T restored_index_1,

- <1>: HikH-index_1R5l, RIEPIRPR RG],
- <2>: HIREEMENRG], BRI AP S R B LA,
- <3>: EMAHERBINERLL

- f#iflwait_for_completion, HEWMEMR, HIAIWETR.

POST _snapshot/my_backup/snapshot_1/_restore?wait_for_completion=
true

AP, _restore APIZVIAIRM], PREMBES{EGGET, REEFEHTTPIMAH
FEHFWREEK, WRASE P L2 hiwait_for_completion,

JLsp Aty =g 03
B

MEEVRE B 5% 1 Elasticsearch R €A MBI IR EZHUE, fEPEIE E, MEPFEWE 7 /iR
N — AN SR RS

BN PLEI recovery APDRIGEEVRE 3,
- RS RTINMENRE.

GET restored_index_3/_recovery

recovery APUR—ANEHMAPL, wPLHBRIERIEREPEaNE R IRE,



- HAREIPATARSIREGE (WRER SN E RIS IRERR) .

GET /_recovery/

APlEIRHETIRATT,
{

"restored_index_3" : {
"shards" : [ {
"id" : 0,
"type" : "snapshot", <1>
"stage" : "index",
"primary" : true,
"start_time" : "2014-02-24T12:15:59.716",
"stop_time" : 0,
"total_time_in_millis" : 175576,

"source" : { <2>
"repository" : "my_backup",
"snapshot" : "snapshot_3",
"index" : "restored_index_3"

%%arget” Y
"id" : "ryqJd5105S4-1SFbGntkEkg",
:hoitnawi; é ”my.fﬂdn”,

ip" RO S 2 LN
"name" : "my_es_node"
T,
"index" : {
"files" : {
"total" : 73,
"reused" : 0,
"recovered" : 69,
"percent" : "94.5%" <3>
1,
"bytes" : {
"total" : 79063092,
"reused" : 0,
"recovered" : 68891939,
"percent" : "87.1%"
I
"total_time_in_millis" : O

T,

"translog" : {

"recovered" : 0,
"total_time_in_millis" : O

1,

"start" : {
"check_index_time" : 0,

otal_time_in_millis" :
"total_ti i illis" (0]
}
1]

}



}
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DELETE /restored_index_3
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DELETE _snapshot/my_backup/snapshot_2

TR
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frit

SUREESAMMIRE, BVEBRRY. EBIREFRECETUBIER S, RUREIRE
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POST _snapshot/aliyun_snapshot_from_es-cn-a/es-cn-a_20190705220000
/_restore
{"indices": "file-2019-08-25"}
- EE2ARG]
POST _snapshot/aliyun_snapshot_from_es-cn-a/es-cn-a_20190705220000
/_restore
{"indices": "kibana_sample_data_ecommerce,kibana_sample_data_logs
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{
"guery": {
"heol™: {
"must™: [
{
“match_phrase”: {
“publish": "EHAWHETL"
}
) 38
{
"bool™: {
"must™: |
{
"match_phrase": {
“type": “EReE
}
}
{
"match_phrase”: {
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}
),
“range”: {
"price”: {
"ltet: 28
H
]
| §
"bool™: {
"should™: [
{
“wildcard": {
name": w15
¥
j
“bool™: {
“must”: [
{
“match_phrase”: {
"info™: "=Eoes"
1
¥
1
}
¥
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}
}
1
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}
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