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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yle  Descript ion  Example

 Danger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:

Resetting will result  in the loss of user
configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ings   > Net work > Set  net work 
t ype .

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}

Resource Access Management RAM User Group Management ·Docu
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A user group is a physical identity that contains mult iple RAM users. You can create RAM user groups to
classify and authorize RAM users. This simplifies the management of RAM users and permissions.

Scenarios
If  the permissions of a RAM user change, you need only to move the RAM user to a RAM user group
with the required permissions. This does not affect  other RAM users.

If  the permissions of a RAM user group change, you need only to modify the policies that are
attached to the group. The changes to the policies apply to all RAM users in the RAM user group.

Procedure
1. Log on to the RAM console by using an Alibaba Cloud account or a RAM user or a RAM role that has

administrat ive rights.

2. Create a user group.

For more information, see Create a user group.

3. Add RAM users to or remove RAM users from the user group.

For more information, see Add a RAM user to a RAM user group or Remove a RAM user from a RAM user
group.

4. Grant permissions to the RAM user group.

If  you grant permissions to the RAM user group, all RAM users in the group have the permissions. For
more information, see Grant permissions to a RAM user group.

Limits
For more information, see Limits.

1.Overview of a RAM user group
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This topic describes how to create a Resource Access Management (RAM) user group. If  you have
mult iple RAM users that belong to your Alibaba Cloud account, you can create RAM user groups to
classify and authorize the RAM users by group. This simplifies the management of RAM users and
permissions.

Procedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it ies   > Groups.

3. On the Groups page, click Creat e Group .

4. On the Creat e Group  page, configure the Group Name, Display Name, and Not e  parameters.

5. Click OK.

What's next
You can attach one or more policies to the RAM user group. For more information, see Grant permissions
to a RAM user group.

Related information
CreateGroup

2.Create a user group
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After a Resource Access Management (RAM) user is added to a RAM user group, the RAM user has the
permissions of the group. This topic describes how to add a RAM user to a RAM user group. You can use
one of the following methods to add a RAM user to a RAM user group:

Method 1: Add a RAM user to a user group on the Users page
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it ies   > Users.

3. On the Users page, find the RAM user that you want to add to a RAM user group and click Add t o
Group in the Act ions  column.

4. In the Add Group Members panel, select  a RAM user group to which you want to add the RAM
user. The information about the RAM user is automatically filled in.

5. Click OK.

6. Click Close.

Method 2: Add a RAM user to a RAM user group on the Groups page
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it ies   > Groups.

3. On the Groups page, find the RAM user group to which you want to add the RAM user and click
Add Group Members in the Act ions  column.

4. In the Add Group Members panel, select  the RAM user that you want to add to the RAM user
group. The information about the RAM user group is automatically filled in.

5. Click OK.

Related information
AddUserToGroup

3.Add a RAM user to a RAM user
group
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This topic describes how to remove a Resource Access Management (RAM) user from a RAM user group.
You can use one of the following methods to remove a RAM user from a RAM user group:

Method 1: Remove a RAM user from a RAM user group on the Users
page

1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it ies   > Users.

3. On the Users page, click the username of a specific RAM user.

4. Click the Groups tab, f ind the RAM user group, and then click Remove f rom Group  in the Act ions
column.

5. Click OK.

Method 2: Remove a RAM user from a RAM user group on the Groups
page

1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it ies   > Groups.

3. On the Groups page, find the RAM user group and click its name.

4. Click the Group Members tab, f ind the RAM user, and then click Remove f rom Group  in the
Act ions  column.

5. Click OK.

Related information
RemoveUserFromGroup

4.Remove a RAM user from a RAM
user group

RAM User Group Management ·Remo
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This topic describes how to view the basic information, such as the group name, display name, and
descript ion, about a Resource Access Management (RAM) user group.

Procedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it ies   > Groups.

3. On the Groups page, find the RAM user group and click its name.

4. In the Group Basic Inf ormat ion   sect ion, view the basic information about the RAM user group.

Related information
GetGroup

5.View the basic information about
a RAM user group
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RAM User Group Management ·View 
t he basic informat ion about  a RAM u

ser group

> Document  Version: 20220321 9

https://ram.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/28701.htm#doc-api-Ram-GetGroup


This topic describes how to modify the basic information, such as the group name, display name, and
descript ion, about a Resource Access Management (RAM) user group.

Procedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it ies   > Groups.

3. On the Groups page, find the RAM user group and click its name.

4. In the Group Basic Inf ormat ion   sect ion, click Modif y Basic Inf ormat ion   .

5. In the Modif y Basic Inf ormat ion    panel, modify Group Name, Display Name, or Not e .

6. Click OK.

Related information
UpdateGroup

6.Modify the basic information
about a RAM user group
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If  you grant permissions to a RAM user group, all RAM users in the group have the permissions. This topic
describes how to grant permissions to a RAM user group.

Method 1: Grant permissions to a RAM user group on the Groups
page

1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it ies   > Groups.

3. On the Groups page, find the RAM user group to which you want to grant permissions and click
Add Permissions in the Act ions  column.

4. In the Add Permissions panel, grant permissions to the RAM user group.

i. Select  the authorization scope.

Alibaba Cloud Account : The authorization takes effect  on the current Alibaba Cloud
account.

Specif ic Resource Group : The authorization takes effect  on a specific resource group.

Not e   If  you select  Specific Resource Group for Authorized Scope, make sure that
the required cloud service supports resource groups. For more information, see Alibaba
Cloud services that support  resource groups.

ii. Specify the principal.

The principal is the RAM user group to which permissions are granted. By default , the current
RAM user group is specified. You can also specify a different RAM user group.

iii. Select  policies.

Not e   You can attach a maximum of five policies to a RAM user group at  a t ime. If
you want to attach more policies to the RAM user group, repeat the operations based on
your business requirements.

5. Click OK.

6. Click Complet e .

Method 2: Grant permissions to a RAM user group on the Grants
page

1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Permissions > Grant s .

3. On the Grant s  page, click Grant  Permission .

4. On the Grant  Permission  page, grant permissions to the RAM user group.

7.Grant permissions to a RAM user
group
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i. Select  the authorization scope.

Alibaba Cloud Account : The authorization takes effect  on the current Alibaba Cloud
account.

Specif ic Resource Group : The authorization takes effect  on a specific resource group.

Not e   If  you select  Specific Resource Group for Authorized Scope, make sure that
the required cloud service supports resource groups. For more information, see Alibaba
Cloud services that support  resource groups.

ii. Specify the principal.

The principal is the RAM user group to which permissions are granted.

iii. Select  policies.

Not e   You can attach a maximum of five policies to a RAM user group at  a t ime. If
you need to attach more than five policies to a RAM user group, perform the operation
mult iple t imes.

5. Click OK.

6. Click Complet e .

Related information
AttachPolicyToGroup

RAM User Group Management ·Grant
permissions t o a RAM user group
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This topic describes how to view the permissions of a Resource Access Management (RAM) user group.
You can view the applicable scope, name, type, and descript ion of each policy that is attached to the
RAM user group. You can also view the points in t ime at  which each policy is attached to the RAM user
group.

Procedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it ies   > Groups.

3. On the Groups page, find the RAM user group and click its name.

4. Click the Permissions tab. You can view the permissions of the RAM user group on this tab.

8.View the permissions of a RAM
user group
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You can revoke permissions that are no longer needed from a Resource Access Management (RAM) user
group. This topic describes how to revoke permissions from a RAM user group. You can use one of the
following methods to revoke permissions from a RAM user group:

Method 1: Revoke permissions from a RAM user group on the Groups
page

1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it ies   > Groups.

3. On the Groups page, find the RAM user group and click its name.

4. Click the Permissions tab, f ind the policy that you want to detach from the RAM user group, and
then click Remove Permission in the Act ions  column.

5. Click OK.

Method 2: Revoke permissions from a RAM user group on the Grants
page

1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Permissions > Grant s .

3. On the Grant s  page, find the RAM user group and click Revoke Permission in the Act ions  column.

4. Click OK.

Related information
DetachPolicyFromGroup

9.Revoke permissions from a RAM
user group
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This topic describes how to delete a Resource Access Management (RAM) user group. If  you no longer
need a RAM user group, you can delete the RAM user group. After a RAM user group is deleted, all RAM
users in the group and policies that are attached to the group are removed.

Procedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it ies   > Groups.

3. On the Groups page, find the RAM user group that you want to delete and click Delet e  in the
Act ions  column.

4. In the Delet e Group  message, click OK.

Related information
DeleteGroup

10.Delete a RAM user group
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