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‘T WinMTR v0.92 64 bit by Appnor MSP - www.winmtr.net - O X

Host: j I Start

| Options H Exit |

Copy Text to clipboard ‘ | Copy HTML to clipboard l | Export TEXT ] |Exporl HTML|

Hosthame J Nr | Loss% | Sent [ Hecv| Best [Avr Warst | Last

|WinMTR v0.92 GPL V2 by Appnor MSP - Fully Managed Hosting & Cloud Provi|www. ApPLOY. com Y
BHO—NIPHRBRENGE, HEIEN EEXFENPHETEB MR,
T WAnMTE: 0,52 B4 Git by Appnar MSF - w Nt T WinhATR w092 64 bit by Appnor MSE - wwwwwinmir.nst - O %

]

Hﬁ4i1.1n..a.:.\u.m| B |H e [ % ‘ Hos| [l0EEI 1S | [ o= ‘| e
| Gopy Tertocipbosd | Copy HT L 1o clpboard Espuit TET EmHmL| | Conp Teskta cpbased | | Copp ITHL e clpkosed | |

et
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&
C.d
4
7
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e
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[l [2 Al L Hi | Lews® | Senl | Hooo | Best | & Worsl  Ledt
1970 P00 wowE b f B3 e o Lok S Mo I RS
1925622 I FrE R 1 51 4 NieERm 10 ] i 6 2
182188 30 wEioooE @ 1 53 niiam I R H FE
1328172 ¢ 0 EER ] 5 i : M1z P moo1 6 7 B
EREE] 500 7o 3 523 At 5 0 o2 i O
M 132EEE FR Fo O B 5 55 5 & R oo E 3 5
058 2L 7o wioogE @ § 2o 5112221 221 - 3 c w1
10102 6.4 a0 ¥ oz 5 & : 115281 1 06.2% i o0 mooa G a7 5
058 250162 R wioo@E ok B 52 7 1054254166 F oo ] 1o
115 251 106190 0w o 273 a7 E 15 57 a ’l2‘12‘[ P AR mw o il 1 T a0 13
12201884 11 om0 1 8 1 T2 oo R - 1o
Me espamse from host 12 54O o i ] a 111368149 oo FrT 17 o n
Mo ozl huel 13w 54 i U 0 ] ] SJo ratnnnze fram kst 17 1o o 0 o i [
He 1espanse from hast 14 540 o [ 0 2 Mo teernoniss fom hodd Wom 0o I 1 0
Me tesparice licin hoel Bow B0 o i I i Mo e foem bt 5 100 0o o 0 I
o responss fiom hast € e =oDoo0 o 4 1 Mo esaone o heet 10 [ i [ [l
Mo iesparice o hod 1 510 u i 0 ] Mo reramnie from Fost 17 1m o o o M I
Fe tespease frem hast 1o s 0 o i 0 a Mo teeo0nsss oen hoed 1 1m oo I 1 1
Mo iesparice lom hod 1 510 u i 0 ] Mo reamnie from Fost 19 1m o o o A I
e respnze from Aozt 2 1o 54 o o o ] a Mo recnones from hoet N 1m o 0 o ] ]
M resporice lom hod oo 510 u i 0 ] Mo reeamnie from Fost A 1m o o o N I
Me sz frem host 2 fm s 0 o i ] 2 P —— 2 1m u 0 u i 0
Me tespance o s XIS TR B u i 1 I Mo reeamnie from Fost 3 1m o o o o 1
Mo 1esgse: fiom Anst FIO T/ R | o i ] 2 Mo e i hes BRI u 0 o i 1
205 T2 FER FrER R E] 80 3 JA02CEEN 4 = o R 1 = 10
Double dlick an host name for mare information, [ Diauble click an hast narms for mars infarmatizn .
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“F WinMTR v0.92 64 bit by Appnor MSP - www.winmtr.net - O X
=45
Host: [140.205.60.12 =] st | Optors | [ Ext |
=N
| Copy Texttoclipboard | | Copy HTML to clipboard | | Export TEXT | |Export HTML []
Hostname Ni | Loss% | Sent | Recv | Best | Awig | Worst | Last
30.197.01 1 0 12 18 3 5 13 13
30.192.58.33 2 0 13 18 2 4 18 18
30.192.19.29 3 0 12 18 2 2] 13 9
30.192.8.173 4 0 18 18 3 & 21 12
301524876 5 0 1a 18 2 3 10 7
301592866 & 0 12 18 4 & 17 1
10.54.234.206 7 0 13 18 2 5 18 1
10.102.46.34 a I} 12 18 3 2] 13 9
10.54.254.182 9 0 13 18 7 8 12 1
116.251.106.190 o 0 1a 18 7 11 45 45
11.224183.41 mn 7 15 14 0 10 14 10
Mo response from host 12 100 3 1] 0 0 0 1]
Mo response from host 13 100 3 0 0 0 0 0
No response from host 14 100 3 0 0 1] 1] 0
Mo response from host 15 100 3 1] 0 1] 1] 1]
Mo response from host 16 100 3 1} 1] 0 1} 0
Mo response from host 17 100 3 0 0 0 0 1]
Mo response from host 18 100 3 0 0 0 0 0
No response from host 19 100 3 0 0 1] 1] 0
Mo response from host 20 100 3 1] 0 1] 1] 1]
Mo response from host 21 100 3 1} ] 0 0 0
Mo response from host 22 100 3 n 0 0 0 1]
Mo response from host 23 100 3 0 0 0 0 0
No response from host 24 100 3 0 1] 1] 1] 1]
1402056012 25 0 12 1a 7 9 14 1

WHW. appnoY. Com

|z

[Double click on host name for more information.

€] 140.205.60.12.HTML
2] 140.205.60.14HTML
4. BSROXHERRARRARAN.

TE-%1§2]
MEMBEEERTAMBIELE/PWMSNE, MR RENT:
1. TEHHZRERWiresharkiit, ELiF¥lE, BES A Wireshark R,
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https://www.wireshark.org/download.html
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The current stable release of Wireshark is 3.2.6. It suparsedes all previous releases.

Stable Release (3.2.6) ~

Windows Installer {32-bit}
Windows PortableApps® (32-bit)

TRAMHTRIET

windows RLAMRT8ET

Old Stable Release (3.0.13)

Documentation

Mot What You're Looking For?
Older Releases
All present and past releases can be found in our download area,

Installation Notes
For a complete list of system requirements and supported platforms, please consult the User's Guide.

Informaticn about each release can be found in the release notes.

Each Windows package comes with the latest stable release of Npcap, which is required for live packet capture. If
needed you can download separately frem the Npcap web site,

| i '
WIRESHARK NEWS GetAcquaintedy  GetHelpv  Develop¥  ProjectHost  SharkFest
Download Wireshark Go Beyond with Riverbed Technology

Riverbed ks Wireshark's primary sponsor and #mw-d!s our
funding. They also make great products that fully
Integrate with Wireshark,

I have a lot of traffic...

ANSWER: SteelCentral™ Appfesponss 11

= Full stack analysis - from packets to pages

« Rich performante metrics & pre-tdefined insights for fast
problem identification/reselution

« Modular, flexible salution for deeply-analyzing network
& application performance

2. fIFWiresharkikft, EFEREMEZNINT, WRESEKM-EEREML, B{Econtrol@EERTHREN

M+, RERELZLANTENZRAFIRME,

OREQe=X3 s HaaaqF

T ANETEERENE

Capture

51 Mrtmeom o T

ot B o WA RRENEN T

sl
B G e e
[ e E—————

1aam

3. RSB, BFRL/HNT, BESNATTE (FAEEE) B,

4. {FIEME,
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WEace ~NXE QemsEFgeIHaaarn

W | Aophy, Stop capturing packets |/
Ko,

Time 3. IA T BB  Source Destination Protocol Length Info

= 1 2020-p9-88 19:27:20.660279 30.7.224.47 203.119.214.114 TCP 78 57883 - 443 [SYM] Seq=0 Win=65535 Len=@ M55=
2 2020-09-98 19:27:20.667887 203.119.169.76 30.7.224.47 TCP 6@ 8@ - 57704 [FIN, ACK] Seg=1 Ack=1 Win=22 Len
3 2020-99-88 19:27:20.667045 30.7.224,47 2083.119.169.76 TR 54 57704 - 80 [ACK] Seq=1 Ack=2 Win=4096 Len=8
4 2020-89-88 19:27:20.668053 30.7.224.47 2083,119.169.76 TCP 54 57704 - 80 [FIN, ACK] Seg=1 Ack=2 Win=4096 L
5 2020-00-88 19:27:20.607013 80:05:8B:50:bb:c5 Broadcast ARP 64 Who has 30.7.224.2167 Tell 30.7.224.2 [ETHER
6 2020-29-88 19:27:20.697919 80:05:88:59:bb:c5 Broadcast ARP 64 Who has 30.7.239.427 Tell 30.7.224.2 [ETHERN
7 2020-99-88 19:27:20.698048 80:05:88:59:bb:c5 Broadcast ARP 64 Who has 30.7.235.1497 Tell 30.7.224.2 [ETHER
9 2020-09-88 19:27:20.698723 38.7.224.47 203.119.214.114 TCP 54 57883 - 443 [ACK] Seg=1 Ack=1 Win=65535 Len=
18 20820-89-88 19:27:20.698975 30.7.224.47 203.119.214.114 TLSv1.2 571 Client Hello
11 2020-89-88 19:27:20.782093 203.119.169.76 30.7.224.47 TP 60 80 - 57704 [ACK] Seq=2 Ack=2 Win=22 Len=8
12 2020-09-88 19:27:20.7306780 203.119.214.114 30.7.224.47 TCP 60 443 - 57883 [ACK] Seg=1 Ack=318 Win=8840 Len
13 2020-09-88 19:27:20.730892 203.119.214.114 308.7.224.47 TLSv1.2 195 Server Hells, Change Cipher Spec, Encrypted
14 2020-09-88 19:27:20.730936 30.7.224.47 2083.119.214.114 TCP 54 57883 - 443 [ACK] Seq=518 Ack=142 Win=65535
15 2020-09-08 19:27:20.731632 30.7.224.47 2083.119.214.114 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Mess
16 2020-89-88 19:27:20.731802 30.7.224.47 203.119.214.114 TR 1494 57883 - 443 [ACK] Seq=569 Ack=142 Win=65535
17 2020-80-08 19:27:20.731802 30.7.224.47 203.119.214.114 ToP 1494 57883 - 443 [ACK] Seq=2009 Ack=142 Win=65535
18 2020-99-88 19:27:20.731803 30.7.224.47 203.119.214.114 TLSv1.2 285 Application Data
19 2020-99-88 19:27:20.763437 203.119.214.114 30.7.224.47 TCP 60 443 - 57883 [ACK] Seq=142 Ack=2889 Win=18880
28 2020-89-88 19:27:20.763445 203.119.214.114 30.7.224.47 TCP 6@ 443 - 57883 [ACK] Seq=142 Ack=3680 Win=12960
21 2020-89-88 19:27:20.76B465 30.7.224.47 203.119.247.1890 TCP 54 64262 - 443 [ACK] Seqg=1 Ack=1 Win=65535 Len=z
22 2020-99-88 19:27:20.800977 S0:05:8B:59:bh:c5 Broadcast ARP 64 Who has 30.7.225.1187 Tell 30.7.224.2 [ETHER

2020-99=-B8 19:27:20.821998 203.119.214.114 30.7.224.47 TLSv1.2 Application Data
25 2028-89-88 19:27:20.822109 30.7.224.47 2083.119.214.114 TCP 54 57883 - 443 [ACK] Seq=3680 Ack=747 Win=65535

28 2020-09-88 19:27:20.854489 30.7.224.47 283.119.214.114 TCP 54 57883 - 443 [ACK] 5Seq=3681 Ack=748 Win=65535
29 2020-09-08 19:27:20.903033 80:05:88:59:bb:c5 Broadcast ARP 64 Who has 30.7.238.1287 Tell 3@.7.224.2 [ETHER
38 2020-99-88 19:27:21.085213 80:05:88:59:bb:c5 Broadcast ARP 64 Who has 30.7.230,927 Tell 30.7.224,2 [ETHERN
31 2020-09-88 19:27:21.085216 80:05:8B8:5%:bbics Broadcast ARP 64 Who has 30.7.230,1187 Tell 3@.7.224.2 [ETHER
32 2020-89-88 19:27:21.005217 80:05:88:50:bb:c5 Broadcast ARP 64 Who has 30.7.239.2157 Tell 3@.7.224.2 [ETHER
33 2020-89-88 19:27:21.885477 80:05:88:50:bb:c5 Broadcast ARP 64 Who has 30.7.238.2227 Tell 38.7.224.2 [ETHER

5. REXH.

@ Wireshark [ Edit View Go Cipture Analyze Siatisties Telephony Wireless Tools Help

Xy Open =0 M Wi-Fi: enD and Loapbaci: |
: Recent * . —_ —_
e sEFeI g aaalk
Imgort from Hex Dump... '
. Close A Destination Frotocal Longth_Info
= 1 2020-03] g0 Bs | 203.119.214.114 TR 78 57883 - 443 [SYN] Seq-8 Win=65535 Len=0 MSS=1460 WS=64 TSval-12870G6295 TS
H 2 2028-09: 1 30.7.224.47 TP €8 B0 - 57784 [FIN, ACK] Seq=1 Ack=1 Win=22 Len=0
1 Z0z@-09 203.119.169. 76 TP 54 577R4 - BB [ACK] Seq=1 Ack=2 Win=4096 Len=a
4 2020-09-  File Set WEXF > 203.119.169. 76 TP 54 57784 - BB [FIN, ACK] Seq=1 Ack=2 Win=4095 Len=0
5 2020-09- 13¢5 Broadcast ARP 64 Who has 38.7.224.2167 Tell 38.7.224.2 [ETHERNET FRAME CHECK SEQUENCE INCORI
6 z0ze-a0- Export Specified Packets... 11C5 Broadcast ARP €4 Whe has 38.7.239.427 Tell 38.7.224.2 [ETHERNET FRAME CHECK SEQUENCE INCORRI
7 zeze-09.  Export Packet Dissections LN+ ] Broadcast ARP 64 Who has 38.7.235.1497 Tell 3@.7.224.2 [ETHERNET FRAME CHECK SEQUEMCE INCORI
Export Packet Bytes...
9 2020-09; Export PDUS to File... 203.119.214.114 TCP 54 5TBE3 - 443 [ACK] Seq=l Ack=1 Win=63535 Len=0
10 2020-09:  Export S5L Session Keys... 203.119.214.114 TLSVL.2 571 Client Hello
11 202009 Export Objects [ 30.7.224.47 TR 68 B = 57704 [ACK] Seq=2 Ack=2 Win=22 Len=@
12 2028-89- 4 30.7.224.47 T 68 443 - 5TEEI [ACK] Seg=l Ack=518 Win=8048 Len=d
13 2020-09, Print. BP a 30.7.224.47 L 195 Server Wells, Change Cipher Spec, Encrypted Handshake Message
14 2020-00-08 10727:26.730036 30.7.224.47 203.119.214.114 TP 54 57883 - 443 [ACK] Seq=518 Ack=142 Win=65535 Len=0
15 2029-09-08 1 T2, TIIE3I2 38.7.224.47 203.119.214.114 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message
16 2020-09-08 19:27:28.731682 38.7.224.47 203.119.214.114 TCP 1484 57BB3 - 443 [ACK] Seq=569 Ack=142 Win=65535 Len=1448 [TCF segment of a rea:
17 2020-09-08 19:27:20.731802 38.7.224.47 203.119.214.114 TCR 1494 57883 - 443 [ACK] Seq=2009 Ack=142 Win=65535 Len=1448 [TCP segment of a rei
18 2029-09-08 3e.7.224.47 203.119.214.114 TLSv1.2 285 Application Data
19 2020-09-08 19:27:20.763437 203.119.214.114 30.7.224.47 TP 6@ 443 - 57883 [ACK] Seq=142 Ack=2009 Win=10080 Len=0
20 2029-09-08 19:27:28.763445 283.119.214.114 30.7.224.47 TCP 6@ 443 - 5TER3 [ACK] Seq=142 Ack=3680 Win=12960 Len=8
21 2020-09-08 19:27:20.76B465 30.7.224.47 203.119.247.189 e 54 B42E2 - 443 [ACK] Seg=l Ack=1 Win=65535 Len=0
22 2029-09-Q8 19:27:20.B08977 B0:85:8B:59:bb:ic5 Broadcast ARP 64 Whe has 38.7.225.1187 Tell 38.7.224.2 [ETHERNET FRAME CHECK SEQUEMCE INCOR

2029-99-06 19:27:2€.621909 283.119.214.114 30.7.224.47 TL3vL.2 Application Data
20209-09-08 19:27:20.822100 38.7.224.47 203.119.214,114 TCP STEE3 - 443 [ACK] Seq=3680 Ack=747 Win=63535 Len=0

28 2029-09-08 19:Z7:20.B54480 38.7.224.47 203.119.714.114 TCP 54 5TBB3 - 443 [ACK] Seqe3681 Ack=748 Win=65535 Len=@
29 202@-99-0R 19:27:28€.9030331 RB:@5:88:59:bb:c5 Broadecast ARP 64 Who has 38.7.238.1287 Tell 38.7.224.2 [ETHERNET FRAME CHECK SEQUEMCE INCOR
30 2020-99-R8 19:27:21.805213 Broadcast ARP &4 Who has 38.7.238.927 Tell 39.7.224.2 [ETHERNET FRAME CHECK SEQUENCE INCORRI
31 2020-89-08 19:27:21.885216 Broadcast ARP 64 Whe has 38.7.2308.1187 Tell 38.7.224.2 [ETHERMET FRAME CHECK SEOUEMCE INCORI
32 2029-89-B8 19:27:21.8R5217 Broadcast ARP &4 Who has 38.7.239.2157 Tell 38.7.224.2 [ETHERNET FRAME CHECK SEQUEMCE INCORI
33 2020-99-08 10:27:21.885477 Broadcast ARP &4 Whe has 38.7.238.2227 Tell 38.7.224.2 [ETHERMET FRAME CHECK SEQUEMCE INCORI
34 2020-09-08 19:27:21.005450 Broadcast ARP 64 Who has 38.7.239.187 Tell 30.7.224.2 [ETHERNET FRAME CHECK SEQUENCE INCORRI
35 2028-09-08 10:27:21.1RB484 Broadeast ARP 64 Who has 38.7.239.917 Tell 38.7.224.2 [ETHERNET FRAME CHECK SEQUENCE IMCORAI
36 2020-09-08 19:27:21.108488 Broadcast ARP €4 Who has 308.7.238.187 Tell 30.7.224.2 [ETHERMET FRAME CHECK SEQUENCE INCORRI
37 2028-09-08 10:27:21.1RB480 Broadeast ARP 64 Who has 38.7.239.2127 Tell 38.7.224.2 [ETHERNET FRAME CHECK SEQUEMCE INCORI
38 2020-09-08 +312759 Broadcast ARP €4 Who has 38.7.235.1737 Tell 38.7.224.2 [ETHERNET FRAME CHECK SEQUEMCE INCORI
39 2020-09-08 1! 312771 Broadcast ARP 64 Who has 38.7.226.1657 Tell 30.7.224.2 [ETHERNET FRAME CHECK SEQUEMCE INCORI
Broadcast ARP 64 Who 197 Tell 39.7.224.2 [ETHERNET FRAME CHECK SEQUENMCE INCORI
q

6. EEFHXHTITHEBEARNLKAERARARD . NREBIERE (F/NHR) REZEN, BB LA

SERHTMEHERETROME G, BBLAENNEER. AXSFERESSERRBARARARRD
o, MREDBREEN, WFEEKFEME, KHEMEXGSHRR, FERBXNSRFNE, BEKE
EIT .
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EREB R L HPERE- AaENREER

M Wireshark FEESIREE - O X
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o RIERME
THNEESTIMNEEESFEN, XETESERSIMNKSERARSM I ERERNEE. BRESS
B, RINASET FIERE.

& MFAQ

Q: FEhEBEE,

A: TSR RIF N MR,

Q: XERAALEMES,

A

1. BERERR LENXERES RMERRIEA,

2. HRBFRNZERNEREOEE, BARER—TKSESCEREERNBER, MRE, LZAMERT
ZKS B ELAR KA

3. MIRFBV LRV ELRBEE, WHT ERXEMEZMEERTE, HERERRARMHHE,
Q: BFEITERMBTELEN,

A: X BEA LEMEZRESH, BARRLENXEEMFREER, BERERN. NEEE/EREN
RERGMERREZEFEZE. EEFHH, NMRREINZRERFTIEEZHERNARS KB, MEX
RRARARMNMYHE,

Q: RITHRiEfE, ELHNTRE, BRKRAEREELED, WTH:

-1 ne al g
B BEF (1) c T TIPS ¥ s EmET T smgm  amTe axEm \

A ERERRZHTHERSENSHN, BARELD, ASF M T —EBHIEFENERF, F/E3~50HER, R

WEATH, BREEETR.
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AXHEN WGP MRENERFICWEBRS (MCRME) .
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R

WFAYBETISRRY

EIBEES (CRM)

QERZRS OERRSR
QENEBIESR QENBIEFR
GFTEIE OFIREIA

pail
H
pall
H
pall

H

I}ILE.
o JWT TokenEXEMEANTRRE

x

B FRE) web mem e | [eevweoe | [ usesox ] [ omesox ] [ mwemasomsn
ARpccussker D, [rR——
s
:I oper Y
g jroctur
DPEEHWAER
idFlclie
BPa i o A
i
IWTEBsokenfEN 2B
RO
hoadorfd
frieirnty

uuuuuu SRERULLTHE

e Tt
: @Fuyun DPRAL
i Elaccess.token iBlaccoss_tokon WA

Wiaccess. _tokentfiftJS-SDK
JS-SDKAAETLALI
WEERE WHESES
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“ BEMEHE
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@ B8 WT TokenBREABATEE P EE X FHNEERZS BHFuyun DPREA.

o QAuthEXEREARER

X

psa— - b pm—— Fovnop | [ ssx ] [ wsok ] [ etemsnomsn

HARAccessKey D, Accesskey Secret SEBFRENE
FRE

5 Hlid
R BTGB RN

SRR ETT clienti# A {EFE#rediot_url *
_ JE 'CRM OAuth!
{oken ndpoint, usr endpoit, HETRA i Smsaosoros CAonan

Rityclient idflclient_secrerFOAUthSH

token endpoint, user endpoint, B=F
RBiclient idflclient_secretZOAUthSE

FIETIPRE, AKSEX
e

APEH FliposiAR Eiurlth a8
laccess_to<en

access_token access_token

#iaccess_tokeniH{LIS-SDK
JS_SDKEEHATH

R L _
I L RTELS BEARFTBRRE Sapi: HotlneSess oriQuenKBUBTEIEHE = r
— =
EEIEIEIHE
= *
R
- EERE (N

@ BB OAuthiEXERE NGRS Ik access_token, —MNBIHEERR,; B—fAZPE
impostifialaccess_token&E a4 O 3KkEXaccess_token,

B HA SR R
1. #kHXAccessKey IDF1AccessKey Secret, B{RB1E, 58 IkEIAccessKey,
2. FREXSEAIID,
BREEHEDL, EXHEE TEKIRIHID,
E(—JWEE Q BEXH. BHIA. APl BAHRAA 2R T¥ 88 oL X% A B A W O @ B

EREBRAT L BEEBRERL | LHEE Elve
e STEE

ZHEE
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BREE
SHIBHR 61D BIERRTE) et & SRR RIE
SHER
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AFiEm- CUBBRASEMTE

3.

CIEZ AL EM AL AEL

ELFERMEREAGUTHMTN, BoIEEEPE—SR,
o PaaSHI: BELCIERLKAEL, BEIRYLE, BLESEIRLKEAD,

n BIEALE, FE N CreateAgent/RfIDemoi# TR,

=

CreateAgent

EFTE: 2021-04-16 11:32

EFCreateAgentBIRFRER TFAMEIKS, FHREARID,

i

5B JEOpenAP! ExplorerPEEIETIZIEN, REEITELENREIL. BHME, OpenAP!
Explorera]| A BE1ERLSDKIEL.

EREH
=
o w2 s s
ERIELH.
Action String 2 CreateAgent HeA.
CreateAgent,
4661341e-
Clentioten S 2648-447a EFERED. BTRERE,
8 |8 91t ALUEUIDES,
70b6a298c94d
-cn- AICCSSLID, sy
nsnceld sy B CCC_Xp_pre-cn N SSEHID. SFESEEERL
i e LR,

=
b=

SDK )

bz

+

H

9 iy

WHER AR RS

FEBICEZE SRR AN SR Access Keys, “{E{T SDK Rl" IataiikELBE .
TR, BB

BEXS
SOK &S, <@ @ KiE
®aa PypeScript ~60Go DPHP 2 Python @

2
38 lines 3 TEETRE S5 SOKE#HER0  FHAKS
1 // This file is auto-generated, don't edit it. Thanks. Wl
2 package com.aliyun.sanple;
3
4 import con.aliyun.tea.*;
5 import con.aliyun.aiccs20191615.%;
6 dmport con.aliyun.aiccs20191615.mocels.*;
7 dmport con.aliyun. teaopenapi.*;
8 import com.aliyun. teaopenapi.models.®;
9
10 public class Sample {
11
12
3 * {7 AAKRSKEI B LIRS Cldert

n BIERLIEEH, BES M CreateSkillGroup/RFIDemot{TEIEE .,

)

CreateSkillGroup

EFFENE: 2021-04-16 15:20

B CreateSKillGrouplRIE A IFAIREAE R kA,

(@ 88 ETE Y BEHARRISNERE, HRER,

N

1
i B

#28]1iEOpenAP| ExplorerhEIREE(TIRIEN], SAETERENRIL. EIMIIE, OpenAFl
Exolorera] A SR SDK A,

EREY
2%,

&0 £ fﬂ T iz
©cton sig | 2 CreateSkillGro #ﬂh% A

up CreateSkillGroup,

- AICCSSEfID R

Instanceld String 2 coc e %Jﬁigﬂll R
SkilGroupNam EEEME men

o SaaSHI: EHIRFAEE BB PR,

38 lines
2.

9 BEHE

E
KT ERER TR #ES

FABTEERTFE RN S T Access Keys. "{E{T SDK RI" e LgcShics b o
R, BIMARE

23

@DPHP

// This file is zuto-generatad, don't edit it. Thanks.

EEXE
SOKAEE, =F Q RE
CC+e

B TypeScript @ Python [-Te]

0 FMAK#

package com.aliyun. sample;

import con.aliyur.tea.*;
import con.aliyur.aices20191915.%;
import con.aliyur.aiccs20191915. nodels. *;
import con.aliyur .teaopenapi.*;

impart con.aliyun.teaopenapi.nodels.”;

public class Sample {

* {5 ARSI L IE S Client
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1. DPEHERERE.

SBAR
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BPfER- -V EERRSEMTE EREBRE L

BRAREND, BERE, BABHERRE, REALARM, #TENEELE,

SipEm

SRtz
EINEE i

EEIR

0

EXETE 8

i. BHERIRE.

ShEE
BhEsEit X
@ =iteen= TEEE
* APP Narre:
GRS ESET  ZReREEN  BEEL  BpRER | SimaEn
CEREE: | mPEE | ome | TR | EE

EEEETHE:  Emazlfs

+ BN

* FH& URL

+HRSHESERE: 120

* RISTSIEORRTE: | 140

App Name: EFINARZ, REKI1I0DNER, IFEX. HF.
BRER . aRSEIHER,

BHGER: scope, EEHAFPEEMMARL, BTFHRIRMANaccess_tokentl 5 AIIAPSERE, Bk
HAORA,

n EEREIESG: FHRGIE,
w [@iFHhE: FESINERINGHEIEURL, ZRS A RBRFHALE REBLE DO UL RIS,
m FURL: EFAMILER,
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i. FEIEER.

ZEEMERRESE, 85T —%, REEIIEE., L AEREREDOMANCclient_idFl
client_secret, AFIIFEAS., WITH:

mrs v (@

OF-_ O =r2s

client id a

cliznt secrat a

Hi

m BEHSER, RAEEBNRENR,
n BEH %M, TEXEMERIRE (App NamefRsh) .
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BPfER- -V EERRSEMTE

ii. REENEE.

BERREANCHRBEERNN, FEREREEN., 2BEXNEFHWTERX, NTE:

SHEE

Shfgesiett

(V) mzmer ————— (VmEss ————— @) ooumne
+ et | wWTE
e
SRR

n BEERX: WIER,

n AN RBAE, BSREROpenSSLAEREHAR,

n FRMILHS : Bliss, ELHFE, HSWIWT TokenZE LI,

EExmE, BHFESF, BEEMD. BELE—%, XHEREZIEERRE.
2. & pJWT Token,

wans v

EEHRNAFRATERWT Token, EERFSHiss, user_ name, exp, private_key, payload@l &=

B&:
ZE R R~
iss EREMIGIHSZ m"
exp o HA B E) 2 1632465581000

JWT TokenflRAHIFAF, 24
user_name FEEERIEERAccountName (B3R xxxx

BRESIE—AATE)
jti BEALuuid,

042d879%efb1a"

JWT Token& @ {8 Demo,

"iss":"http://signin.rhino****.co

"b774ef13-a5bc-****-8346-
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EREB R L

BPfER- I EERRERTE

// pomfKEi

<dependency>
<groupIld>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>
<version>1.1.1.RELEASE</version>

</dependency>

/**

* $REINT Token

* @return

*/

public static String generateToken (String userName, String iss,

rivateKeyStr) {
try {

privateKeyStr = privateKeyStr.replaceAll ("\\s+", "");

long expireTime, String p

byte[] decodedPrivateKey = Base64.getDecoder () .decode (privateKeyStr.getBytes());

PKCS8EncodedKeySpec spec = new PKCS8EncodedKeySpec (decodedPrivateKey) ;

KeyFactory keyFactory = KeyFactory.getInstance ("RSA");

PrivateKey privateKey = keyFactory.generatePrivate (spec) ;

RsaSigner signer = new RsaSigner ((RSAPrivateKey) privateKey);

// generate token

Map<String, Object> payloadMap = new HashMap<>(4);
payloadMap.put ("iss", iss);

payloadMap.put ("jti", UUID.randomUUID () .toString());
payloadMap.put ("user name", userName);
(

payloadMap.put ("exp", expireTime) ;

return JwtHelper.encode (new JSONObject (payloadMap) .toJSONString (), signer) .getEnc

oded () ;

} catch (InvalidKeySpecException | NoSuchAlgorithmException e) {

e.printStackTrace();

}

return null;

3. #EXkheaderfliEKEH MK,
BREFPHE, ELER, BER= kS E,
o J&XKURL,
m URL: https://signin.rhinokeen.com/oauth/token_exchange
m EKEE: POST
o i&RHEADER,

FEB w5l

"Authorization: Basic
YWxpYmFiYST4aWFvZXI6Y mNIM
TUZDYtYTFhNCOONzA3LTgwZjA
tYTM40GY3MGUXNWQ3"

Authorization

o iﬁ *%%ﬁo

iR

5

BANEE, #OFERttp basic
authenticationiAIEA =
Authorization= Basic
Base64.encode(client_id:client_
secret)
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BPfER- -V EERRSEMTE

grant_type

scope

redirect_url

subject_token

subject_issuer

Bl

"urn:ietf:params:oauth:grant-
type:token-exchange"

"user_management, hotline"
"http://****.com/callback"
eyJhbGciOi)SUzITNilsInR5cCl6lkpX
V(J9.eyJpc3MiOijodHRwOi8vZ GV
2ZWxvcGVyLnjoaw5va2Vlbisjb2
0iLCJleHAIQjE2MjY5NDY 20T UsInV
zZXJfomFtZSI***

"http://a****.com"

4. @Fuyun_IDPE E & E it & H postiEs
KiXpostim RN EIRHETEHEFNSH, AREELEER,
5. ¥kHXaccess_token,

Fuyun_IDP<i@idresponsedIf; iR [El access_tokenEER .

@

W

o HTTPSHIIEKRBIHIER R B, REHJSON,

o BIEZAEATRMEAAID,

kY

m
B
[

RINEE

R (AP EEMRE)

(137 3t 1t

E=FJWT Token

BERENIEEEZ

BT XA IDLE AL FE AN AR R BEAH .

o BIEAFEIZERAccountNameZ FEam AEMWT Tokent 241,

45 Demo

/**

*

*

*

*

*

*

FiE: jax1.8
53%—/?%¥E4Jﬁﬁﬂaccessitokenﬂgdemo
EZEl, MEEESHIE:
1. QIR FERR AR, HIBLE SRR EEAR (AT THREZEMKdeno)
2.Fopenss1®mprivate keyflpublic key
3.Fiss/public_key/redirect urlEZEFAREIIF (BfiMMEHEXI(EAR) RBlclient idfllclient s

SCEEE

*/

@EnableAutoConfiguration (exclude={DataSourceAutoConfiguration.class})

@SpringBootTest

public class DemoCostmerServer(02ApplicationTests {

/**
* openssl&E R ifiprivatekey
*/

public final String privateKey = "";

/ * %
* fuyund§E Bt okenHJURL
=/

public final String FuYun URL = "https://signin.rhinokeen.com/oauth/token exchange";

Jx*
* BHfFEIMclient id

* /

93
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public final String client id = "";
/**
* BHfSEIMclient secret
*/
public final String client secret = "";
/**
* BHERIEENSHE
=Y
public final String client IdAndSecret = client id + ":" + client secret;
/**
* IERISE
*/
public final String grant type = "urn:ietf:params:ocauth:grant-type:token-exchange";
public final String scope = "fuyun-dev";
public final String redirect url = "https://bc.****.com/api/ccs/callback";
/**
* BREHBAMILss
=Y
public final String iss = "";
ass:
* ROIBLERIEEMNACCcountName
“f
public final String accountName = "";
@Test
void contextLoads () {
/**
* FBase64¥headerBEHITINEG
*/
try {
final Baseb64.Encoder encoder = Baseb64.getEncoder();
final byte[] client IdAndSecretByte = client IdAndSecret.getBytes ("UTF-8");
/ 145
final String Auth = encoder.encodeToString (client IdAndSecretByte);
/**
* F4#neader
=y
Map<String, String> header = new HashMap<>();
header.put ("Authorization", "Basic "+Auth) ;
ass
* $REINT Token
=y
Long time = System.currentTimeMillis();
time = time + 16227972001;
// JwtUtil AliDemoOl@ARME_EX 4R tokenM TR
String subject token = JwtUtil AliDemoOl.generateToken (accountName, iss, time
, privateKey) ;
/**
* ERSHEVELR
“f
Map<String, String> pram = new HashMap<>();
pram.put ("grant type",grant type);
pram.put ("scope", scope) ;

pram.put

(
(
pram.put ("redirect url", redirect url);
("subject token",subject token);
(

pram.put ("subject issuer",iss);
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/**
* KHpostiFKEresponseik[a] :P‘IIEEUaccessitoken%*ﬁ*ﬁE

* HttpUtilse—ThttpTHAHE

&/
Optional<String> userInfoOptional = HttpUtils.post (FuYun URL, pram, header,nu

11);
String userInfo = userInfoOptional.orNull () ;
System.out.println ("userInfo====>" + userInfo);
}catch (Exception e) {
e.printStackTrace() ;
}
}
}
/*‘k
* http LB
&/

public class HttpUtils {
public static Optional<String> get (String uri) {
return fetch (HttpUtils.QueryMethod.GET, uri, null, null, null);

}

public static Optional<String> get (String uri, Map<String, String> params, Map<String

String> headers) {
return fetch (HttpUtils.QueryMethod.GET, uri, params, headers, null);

’

}
public static Optional<String> post (String uri, Map<String,

return fetch (HttpUtils.QueryMethod.POST, uri, params, null, null);

String> params) {

}

public static Optional<String> post (String uri, Map<String, String> params, Map<Strin
g, String> headers, String body) {

return fetch (HttpUtils.QueryMethod.POST, uri, params, headers, body);

}
private static Optional<String> fetch (HttpUtils.QueryMethod method, String uri, Map<S

tring, String> params, Map<String, String> headers, String body) {
Optional<String> result = Optional.absent();
InputStream inputStream = null;
try {
String url = uri;
if (StringUtils.isBlank(uri)) {
return Optional.absent () ;
}
if (params != null && params.size() > 0) {
StringBuilder urlBuilder = new StringBuilder();
urlBuilder.append ("?") ;
for (String key : params.keySet()) {

String value = URLEncoder.encode (params.get (key), StandardCharsets.UT

F 8.toString());
urlBuilder.append (key) .append ("=") .append (value) .append ("&") ;

}

String s = urlBuilder.toString();

url += s.substring(0, s.length() - 1);
}
URL u = new URL (url);

HttpURLConnection urlConnection = (HttpURLConnection) u.openConnection();

urlConnection.setInstanceFollowRedirects (false) ;

urlConnection.setConnectTimeout (15000) ;
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urlConnection.setReadTimeout (15000) ;
if (method != null) {
urlConnection.setRequestMethod (method.name () ) ;
}
if (headers != null) {
for (String key : headers.keySet()) {

urlConnection.addRequestProperty (key, headers.get (key));

}
if (body != null) ({
urlConnection.setDoOutput (true) ;
OutputStream out = urlConnection.getOutputStream() ;
out.write (body.getBytes());
out.flush();
out.close() ;
}
int responseCode = urlConnection.getResponseCode () ;
inputStream = urlConnection.getInputStream() ;

if (responseCode == HttpStatus.OK.value()) {

result = Optional.fromNullable (streamToString (inputStream)) ;

} else if (responseCode == HttpStatus.MOVED PERMANENTLY.value ()
de == HttpStatus.FOUND.value()) {
//TODO. add redirect logic later on
result = Optional.of ("redirect url found!");
}
catch (MalformedURLException malformedURLException) {
catch (IOException e) {

catch (Exception e) {

finally {
if (inputStream != null) {
try {

inputStream.close () ;
} catch (IOException e) {
}

}

return result;

}

static public String streamToString (InputStream in) throws IOException {

StringBuilder outputBuilder = new StringBuilder();

responseCo

BufferedReader bufferedReader = new BufferedReader (new InputStreamReader (in)) ;

String s;
while ((s = bufferedReader.readLine()) != null) ({
outputBuilder.append(s) ;
}
return outputBuilder.toString();
}
public static enum QueryMethod {
POST ("post"™), GET("get"), PUT("put"), DELETE ("delete");
private String name;
QueryMethod (String name) {

this.name = name;
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"access token":

"eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCI9. eyJpc3MiOiJodHRWO18vZGV2ZWx

vcGVyLnJoaW5va2vVlbi5ib20iLCJI1leHAIOFE2M]jYSNDY20TUsInVZZXIfomFtZST6ImZ1eXVuLXR1c3QtdXNL
ciIsImpO0aSI6ImQOYMQAMTMILTZmZJYENDZiNIOSYTg2LTQ2MWNKMGVINDI4ANyIsImNsaWVudF9pZCI6Imlke
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mjz oek0c8MBcnLL11PAkS5VNZRYg7p06AhPOUkqyAqwbBGcgkEw3pNR1aSTbL8-u69RczKaEgXB lusshLEXe
RK6UN108SZzx2BROAG3NHSGIJAGEdaWMhPUR4gY488k4SYPFNNEQ",

"token type": "bearer",
"expires in": 2591999,

"scope": "fuyun-dev",

wa

iss": "http://developer.rhinokeen.com",

"jti": "d4bd8135-6ff6-46b6-9a86-461cdlec4287"

i. fFi%AFkEaccess_token,
a. BRkheaderfliE R SH A4,

15K URL

m URL: https://signin.rhinokeen.com/oauth/token_exchange

= JEREE: POST

35 5RHEADER

Authorization

grant_type

scope

redirect_url

subject_token

Bl

"Authorization: Basic
YWxpYmFiYS14awFvzZXleYmN
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"access token": "eyJhbGciOiJSUzIINiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJodHRwWO18vZGY
2ZWxvcGVyLnJoaWbva2Vlbi5jb20iLCJ1eHAIOJE2MjYSNDY20TUsInVZZXIfbmFtZSI6ImZleXVulLXR1
c3QtdXN1lciIsImp0aSI6ImQOYmQ4AMTMILTZmMZ)YtNDZiN1O5YTg2LTQ2MWNKMGVjNDI4NyIsImNsaWwvud
FI9pZCI6ImlkcFI0ZXNOXzE2UTRveiIsInNjb3BlIjpbImZ1eXVulLWR1diJdfQ.cDEOEuZaBRwsNf 7WrbT
PszZhw9juk5dpA2GtCEJ4WHE-iwz8tpIxnX4Kb4 jmIqwtW]trvzO0mDeUSuFB31loiz4FzRQb30ghaCeJo7t
otjwZfTr4bI6bd8afb5C3kypgQUYAYyg3wkMzF-6nKgnN a9YViWp2v01l1lg3gH7I5vASCX6bACHU8007LE
aD-nKf6JRCcdwY2CWDg j143mjz oek0c8MBcnLL11PAkS5VnZRYg7pO06AhPOUkqyAqwbBGegkEw3pNRla
STbL8-u69RczKaEgXB lusshLEXeRK6uN108SZzx2BROAG3nHSGOdAGEdaWMhPUR4gY488k4SYPFNNEQ"

’
"token type": "bearer",
"expires in": 2591999,
"scope": "fuyun-dev",
"iss": "http://developer.rhinokeen.com",
"jti": "d4bd8135-6ff6-46b6-9a86-461cd0ec4287"
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BT AT BT AT BT BT

mnEE
o JWT Token EXERBEATREER
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B (FRE)

WS (F7)

EF (FFRE)

FunYun I0P

E| [

Java-SDK ] [ WREHEPOES Y
HMWAccessKey ID, AccessKey Secret : n
D aces ] BTAEE
eReRTRGERE
‘openss!“ fpublic_keyHlprivate_key
private_key RERERE
pubilc_key, iss, redirect url
:I PR HEERE
lient_id#lclient_ ret
BraR i BEAR —
Ee)
MWTERkenfEN 28
wRSH
Rskheaderil
ARBHOHE
ARV R B R
$ifheader IS A HPOSTRR]
st sca RSN AHECE TS
@Fuyun IDPSERL
EElacoess_token Blaccess_tokon (A8, o
HiFaccess_token ) HLIS-SDK
S-SOKAHLALIH
BEERECERECAS o
0 [
EEEEE
BT e RecordDataTRR B X
FER BER
3 - EAGERDEEYZNHNEERZSE =
@ 385 WT Token R ERBAREE DK R XFHABERZSEEFuyun IDPFEAR.
3 ]
e OAUthBEXEMENRER
p— b pr—— Fuvan P sssok_| [ e ] [ smmasomnsn
:l HMAccessKey ID, Accessey Secret :lﬁmﬁg”ﬁ
CELIEEEET BFEE= SRS SEOAD B
T clent A (EEffredirct_url
7. E# S HCRM OAUthiE AR
token endipoint, user endpoint, =R ;
Eitscllent_idFlclient_secretHOAUhE @AY
token endpoint, user endpoint, BZAFAH L
B#client_idFlclient_secretZOAuthS#
FETIPRE, RESES
it
APER 0 P EilpostARERUIBAE
Flaccess_token
:I i feiEur@s)
J access.token
sccess token access token
J -
iaccess_tokendHIS-SDK
s
N— L B
il ﬁg,ﬁ:;fnﬁgaﬁﬁ BEARETEHASRapi: HotlineSessioiQuery KBUBIEIEE ' ~
— 0
£ (.3
* EERE L
= =

GIEE 0% 4

@ 38  OAuthiEIERMIE NG TR KB access_token, —Fh A Al
impostifiaaccess_tokenE #1% 3kBlaccess_token,

EERR, 3—HAEFPRE

119

> MA4RRA: 20220516



EREB R L BFigm- FatlERSE

1. ¥kHXAccessKey IDF1AccessKey Secret
BRERKS, BHALAANRENR, Ei¥AccessKey&E 8, $#BlAccessKey IDFIAccessKey Secret,

E(—)lﬁlif Q s, BHE, APl BRSENA mE Tm &% o0 =5 Ap A w @ s 3
< = e
AccessKey =2
Accesskey E12 D
@ AccessKey ID ] AccessKey Secret 2z APl EE, BERNSSSOTUR,
= ES0 e

AccessKey ID & /S EEARE BlEedE

I BEA

AR
BHER
[=
2. FREXSLAIID,
ab s Sh SHY ST
BREERSDL, EXAEERERRIAID,
E(—)ﬂﬂ;ﬁ Q BEXHE, BHA. APl BRSRNE %A I# &% U X A A w @ wn @
BHEBRETL WA | SpIEE S
s ST EE
EREE
AREE
SEHIEH 21D lERYiE it i SEAIER R B’E
spEE
ATemes
BERE v I R - —_— ' s bnarlifingieg AI4RTERE
L > L FISTAILTE
BRI e
BERE

3. BIZAEMMALKREEA,
ERFERMEREAGUTHRMTN, BoIEEEPE—SR,
o PaaSHI: BEBALKAEA, BORLRE, ELFEARIARLKEAD.

> MAghRA: 20220516 120


https://account.aliyun.com/
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n BIBARLIBEHTI S I CreateSkillGroup,

CreateAgent
EFESE): 2021-04-16 11:32

VAMCreateAgent 2 BREIR T FELEKS, FHEEALFEID.

izt

ZBIEEOpenAPI ExplorershEEIE(TIIEN, REGIHRESHRIN. FTHI/E, OpenAPI

Explorera] A HAEARSDKIEETR.

ERSY

BEY -
& wm By
Action sring 2 CreateAgent
46c1341e-
472
ClientToken sting & 2648-447a
9b11-
70062298094d
Instanceld String = f"C.CJPJ’re-cn-

iz

FAAESH. BUE:

CreateAgent,

EFERE—D. BTFESRE,
BIARBUUIDASE,

AICCSILAIID, BITEESAEERAEP L
e FIRE,

+

B (J
SOKl  ARER ARG RS

LB EEFAFERIRILAMKSIER Access Keys.
BIRRE, EIVVIRE

AR SDK

// This file is auto-generated, don't edit it. Thanks.

package com.aliyun.sample;

import com.aliyun.tea.*;
import com.aliyun.aiccs20191015.%;
import com.aliyun.aiccs20191015.models. ;
import com.aliyun.teaopenapi.*;

import com.aliyun.teaopenapi.models.”;

public class Sample {

* f% FAKSK # 1Mk S Client

2RI DemoE{ToIzE

@PHp

&) iBEdEt

VEREE P

“iB1T SDK Tfl" FIaE Haiik S At b

SOKEEE, S @ RS

 Python [-1ed

o 5H | SDKEGEEe  HEAK ¢

&) simEst

‘ =82 ‘
CreateSkillGroup sz (J BEBE
EFETiE): 2021-04-16 15:20

oKl WEEE eRs e

VAFCH

@ 88 TR VIREEENRINE S, AR,

it

TR,

#EB]ATEOpenAPI Expl
Explorera] ASFNAALS DKM,

ERSH

BEY

= - O
i CreateskillGro
Action String =2
up
Instanceld String = ic'C,XPJf&cn-
SkilGroupNam - TEEEANR

JBATAINE, OpenAPI

R

RAMESH. WUE:
CreateSkillGroup,

AICCSSLAID, BIESEHRE
e FRE,

SRHAZT

o SaaSHI: EEEEREBREL LG,

SIET BERAFESRMSRIM ST Access Keys.
BRIRE, BIVOIRIE

A @ FHRAR SDK

TypeScript

JRAR SDK

@pHp

lines
2.
// This file is auto-gener: € it. Thanks.

package com.aliyun.sample;

import com.aliyun.tea.*;
import com.aliyun.aiccs20191015.%;
import com.aliyun.aiccs20191015.models. *;
import com.aliyun.teaopenapi.*;

import com.aliyun.teaopenapi.models.*;

public class Sample {

* & AAKESKIN M LK S Client

“IB{T SDK Bl Clap A S e e

BHEXGI
SDK HiElE, &iti @ KR
@c#

# Python [

O 85 | SDKHGHEEe  IRAAK &
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BREBE DD BFigm- FatlERSE

w QUEBARAKAEA: EFRRE > PWERE > ARAZRTE, VHREKEATab, BE. %58, BEF
Mg, ERNARENRL, BUSIRMBARLRREA.

O« D
LUEE - ARER R
HRAR ‘
Q +
[ RIS
BEIR » defauit EI e
e v » i ko
s e
’ - - « EEMEETR
* VBT
A + RS EE ex Iz
«ERRETN By TER

sl

R

)

n GQUERAE: ERRE > RWEE > ARARRE, NMRIARENTab, BHIEA LAFEA
R, BAERARER, HEZLERMNE LRSS BRPOZNRLKEAD,

RSEUR (Eu=H)

HEHaSE SFREESE

B
4. FMAREIIF.

o HARFEEIIF?

o FREIIFKSEM
SDKEMRSHT B

JWT Token R ERIEANEESI
1. DPEMRERERE.
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https://open.xixikf.com/#/doc?query_slug=devportalquickstart
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BRALENF, BERE, #ABNEERERE, BTALARN, #T8HERKE.,

BHER

SRS IR

BEAEETRY

RIF3EHR jooesis feEdie) B

i. BHERIRE,

ShHEeE

SRR

© =sizses wree
APP N
* EIER EIEsE EFETEES =iaigst Rlgrssatast Stesmaies
* IRIUER T =

ERAETFA:

+ ENEL

* FF48 URL

* DS HETERTIE: | 12/

* RIS RS REATE) 4/

5

= App Name: EFMINAL, RKIOMZFHF, FHFRX. HF.
RRNEE: EREIEBEL,

BAGEHE: scope, BIERAFPEEMMAL, BFHRRMARaccess_tokentliF @l BAPFEE, B5lE
HEORA,

ERREBEIER: TR,
EIAML : BESINERINEHNEENURL, 2R FARIERFHLES BEBLLE il & BI4SED,
FFHBURL: ZEFAMITETT,
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https://signin.rhinokeen.com/
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i. FEIEER.

REEMERIRER, BET—%, #ASIEERRE, WAL LA Cclient_idf
client_secret, BFRIEENA, WTHE:

RS v 9
V) EitfameE @ #i==
m BEFEMNK, ENEBERERD.
n B EF—H%HE, TTEREMERIRE (App NamelRdt) .
i. REEARE.,
EREXNSHEREERN, FERERERA, REEAEHFWTERX, UTE:
wams v (D

V) Emgees ———————— (VmEes ————————— @) roumms

* B | WTHER
* 2B
* BRPSEE

n BEEN: WTEL,

n A RKRAH, BEREFOpensSSLAERZ AN,

n FEAWILEE: Biss, ELFE, BSRWT token AN,

REXRE, BEHRE, BEERY., B E—%, FREEIEERRE,
2. 4£/WT Tkoen,

ERBENFRIRTERwWt token, SEARF|SHiss, user_name, exp, private_key, payload@&=F
B
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https://help.aliyun.com/document_detail/198265.html?spm=a2c4g.11186623.6.636.352a6a7flc78BY#title-x2o-tom-h4f
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FER ik Al

"iss":"http://signin.rhino****.co
mll

iss FREMILIHE

exp 1S HR B R B

JWT tokenflRAH AR, G4
user_name ERERIREAccountName (R
BRETHE—ATE)

. . "b774ef13-a5bc-****-8346-
i Pl uuid 042d879efb1a"

JWT token4% 83 Demo,

// pomfKFi
<dependency>
<groupld>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>
<version>1.1.1.RELEASE</version>
</dependency>
/**
* M jwtToken
* @return
=
public static String generateToken (String userName, String iss, long expireTime, String p
rivateKeyStr) {
try {
privateKeyStr = privateKeyStr.replaceAll ("\\s+", "");
byte[] decodedPrivateKey = Baseb64.getDecoder () .decode (privateKeyStr.getBytes());
PKCS8EncodedKeySpec spec = new PKCS8EncodedKeySpec (decodedPrivateKey) ;
KeyFactory keyFactory = KeyFactory.getInstance ("RSA");
PrivateKey privateKey = keyFactory.generatePrivate (spec) ;
RsaSigner signer = new RsaSigner ((RSAPrivateKey) privateKey);
// generate token
Map<String, Object> payloadMap = new HashMap<>(4);
payloadMap.put ("iss", iss);
payloadMap.put ("jti", UUID.randomUUID () .toString());
payloadMap.put ("user name", userName);
payloadMap.put ("exp", expireTime) ;
return JwtHelper.encode (new JSONObject (payloadMap) .toJSONString (), signer) .getEnc
oded () ;
} catch (InvalidKeySpecException | NoSuchAlgorithmException e) {
e.printStackTrace();
}

return null;

3. Bk LheaderfliE RS %,
BREYHHE, BARTSE=kSE,
o #ERURL

m URL: https://signin.rhinokeen.com/oauth/token_exchange,
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https://help.aliyun.com/document_detail/198265.html#concept-2023910

EHREEX A Tl

BFigm- FatlERSE

m (EREB: POST,

o J53KHEADER

B )

"Authorization: Basic
YWxpYmFiYST14aWFvZXI6Y mNIM

Authorization .
TUZDYtYTFhNCOONzA3LTgwZjA

tYTM40GY3MGUXNWQ3"
o IHERBH
FBR Rl
"urn:ietf:params:oauth:grant-
grant_type type:token-exchange"x
scope "user_management, hotline"
redirect_url "http://****.com/callback"

subject_token

subject_issuer "http://****.com"

4. [@Fuyun_IDPE E & E it & HPOSTIE K,
RiZpostiERNBERHEHFEHRFNSH, AREEFARR.
5. $kBaccess_token,
Fuyun_IDP=i@ g responsefIf iR Elaccess_tokenEER .

@ s
o HTTPSHIEREMIES = BEHMER, AZHSON,

5%

R

EAEE, #OERttp basic
authenticationiAiEA =
Authorization= Basic
Base64.encode(client_id:client_
secret)

T

5t

BIREE

WIEEE (AP EENRL)

=197 1k

FE=7JWT token

BERENIEEEZ

o BIEFREESIREIIZAEAID, BT IXNIDILALFEAN AN AEE
o BIEAEIZEERAccountNameZ Eam AR IWT tokenBI &%,

~fDemo,

/**

* IFHE: 4dk1.8

* XEB— BRI access tokenMdemo
Elbtzal, REEESEHIE:

*

*

* 2. FopenssL&EMiprivate keyflpublic key

1. QIR EMREEE, FBLEHEIREAT (A THMEREMHIdeno)

* 3.fiss/public_key/redirect urlEBZHEREIIF (BAiMMEHRXIEAR) KBlclient_idflclient s

ecret

*/

@EnableAutoConfiguration (exclude={DataSourceAutoConfiguration.class})

@SpringBootTest
public class DemoCostmerServer0O2ApplicationTests {

/**
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* OpenSSLERMifiprivateKey
=y
public final String privateKey = "";
/**
* fuyunfgE B tokenBJURL
=y
public final String FuYun URL = "https://signin.rhinokeen.com/oauth/token exchange";
/**
* BSEIMCclient id
*/
public final String client id = "";
/**
* BiREFEIMNclient secret
#y
public final String client secret = "";
/**
* BHERIEENSHERI
=y
public final String client IdAndSecret = client id + ":" + client secret;
/**
* IERIBE
*/
public final String grant type = "urn:ietf:params:oauth:grant-type:token-exchange";
public final String scope = "fuyun-dev";
public final String redirect url = "https://bc.****. com/api/ccs/callback";
ass
* BREBHBAMIGiss

wf
public final String iss = "";
/**
* BOIBLERIEEMNACCcountName
*/
public final String accountName = "";
@Test
void contextLoads () {
/**
* FBase64Xheader BEHITINEG
wY
try {

final Base64.Encoder encoder = Baseb64.getEncoder () ;

final byte[] client IdAndSecretByte = client IdAndSecret.getBytes ("UTF-8");
//4wtg

final String Auth = encoder.encodeToString (client IdAndSecretByte);
/**

* #fRheader

*/

Map<String, String> header = new HashMap<>();

header.put ("Authorization","Basic "+Auth);

/**

* £mjwt token

*/

Long time = System.currentTimeMillis();

time = time + 16227972001;

// JwtUtil AliDemoOlEARME_EX 4R tokenMI T A

String subject token = JwtUtil AliDemoOl.generateToken (accountName, iss, time

127
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, privateKey) ;
/**
* ERSHETHE
*/
Map<String,String> pram = new HashMap<>();
pram.put ("grant_ type",grant_type) ;
pram.put ("scope", scope) ;
pram.put ("redirect url",redirect url);
pram.put ("subject token",subject token);
pram.put ("subject issuer",iss);
/**
* ﬁth'postiﬁ;ﬁfirepsonseﬁ@“F%@Jaccess_token%*ﬁ*fﬁ%
* HttpUtils@—httpTH%E
=y
Optional<String> userInfoOptional = HttpUtils.post (FuYun URL, pram, header,nu

11);
String userInfo = userInfoOptional.orNull () ;
System.out.println ("userInfo====>" + userInfo);
}catch (Exception e) {
e.printStackTrace () ;
}
}
}
/**
* http LB
=

public class HttpUtils {
public static Optional<String> get (String uri) {
return fetch (HttpUtils.QueryMethod.GET, uri, null, null, null);
}
public static Optional<String> get (String uri, Map<String, String> params, Map<String
, String> headers) {
return fetch (HttpUtils.QueryMethod.GET, uri, params, headers, null);
}
public static Optional<String> post (String uri, Map<String, String> params) {
return fetch (HttpUtils.QueryMethod.POST, uri, params, null, null);
}
public static Optional<String> post (String uri, Map<String, String> params, Map<Strin
g, String> headers, String body) {
return fetch (HttpUtils.QueryMethod.POST, uri, params, headers, body) ;
}
private static Optional<String> fetch (HttpUtils.QueryMethod method, String uri, Map<S
tring, String> params, Map<String, String> headers, String body) {
Optional<String> result = Optional.absent();
InputStream inputStream = null;
try {
String url = uri;
if (StringUtils.isBlank(uri)) {
return Optional.absent () ;
}
if (params != null && params.size() > 0) {
StringBuilder urlBuilder = new StringBuilder();
urlBuilder.append ("?");
for (String key : params.keySet()) {
String value = URLEncoder.encode (params.get (key), StandardCharsets.UT

F 8. toStrinal)):
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e e e s

urlBuilder.append (key) .append ("=") .append (value) .append ("&") ;

}

String s = urlBuilder.toString();

url += s.substring(0, s.length() - 1);
}
URL u = new URL(url);
HttpURLConnection urlConnection = (HttpURLConnection) u.openConnection();
urlConnection.setInstanceFollowRedirects (false) ;
urlConnection.setConnectTimeout (15000) ;
urlConnection.setReadTimeout (15000) ;
if (method != null) {

urlConnection.setRequestMethod (method.name () ) ;
}
if (headers != null) {

for (String key : headers.keySet()) {

urlConnection.addRequestProperty (key, headers.get (key));

}
if (body != null) {
urlConnection.setDoOutput (true) ;
OutputStream out = urlConnection.getOutputStream() ;
out.write (body.getBytes());
out.flush();
out.close () ;
}
int responseCode = urlConnection.getResponseCode () ;
inputStream = urlConnection.getInputStream() ;
if (responseCode == HttpStatus.OK.value()) {
result = Optional.fromNullable (streamToString (inputStream)) ;
} else if (responseCode == HttpStatus.MOVED PERMANENTLY.value() || responseCo

de == HttpStatus.FOUND.value()) {

//TODO: add redirect logic later on
result = Optional.of ("redirect url found!");
}
catch (MalformedURLException malformedURLException) {
catch (IOException e) {

catch (Exception e) {

finally {
if (inputStream != null) {
try {

inputStream.close () ;
} catch (IOException e) {
}

}
return result;
}
static public String streamToString (InputStream in) throws IOException {
StringBuilder outputBuilder = new StringBuilder();
BufferedReader bufferedReader = new BufferedReader (new InputStreamReader (in));
String s;
while ((s = bufferedReader.readLine()) != null) {
outputBuilder.append(s) ;
}

return outputBuilder.toString();

129
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public static enum QueryMethod {
POST ("post™), GET("get"), PUT("put"), DELETE ("delete");
private String name;
QueryMethod (String name) {

this.name = name;

OAutht&E = R ¥E A 155l
1. DPEHEEEE.,
ERALENF, BEIRE, #ABNEERERE, BHALAGRN, #TENERERE.
s« (D
SHER

SHpmRSIRGE

e

AR

RIFFEHR eues2 fesatia) 2
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i. BEERIRE.

By
SpRSIRE
© =izeis RIE(ES
* APP Name:

g oc]

* FATEE

2EaBTRe:  sassTie

* ENEiEHE

* FF4E URL:

* RS HBERATE: | 12/

* RIS AT REATIE) /et

T

= App Name: EFPMINAE, RKIODFR, FHREX. HF.
n BREE: ERSERBEL,

n BHGEE: scope, RERAFEEMAL, BTIRRMANaccess tokentliH R BIAPSEE, BAlE
BAGEA .

n ERERBIESG: FHGIE,
w EiRHht: FESINERINENERNURL, ZAR FARZERFAGE BB O UL BIHEANES
» FIURL: EFAMIEER,

i. EIEER.
TERMERRER, BET—%, #ASILEEERRNHE. WA EEEEDOMA B client_idf
client_secret, HFIIEEANT ., WITHE:

SHEE

BinmsiRg

V) BitfEeRE © =ies

n PESEA, RAKEERERI.
s BEF—%, TEREMERIRE (APP NamepRsth)
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ii. REENEE.
EREANCHREERNN, FEREREEN. £EFENEFOAuthER, WITHE:

s0ER

aESRE V) ®iEEe © zzemss

=3 &

m BEER: OAuthiER,

» G@EiFimfuyun open apiffiredirect_url: BFEE=A RS D HIFOAUth clientIZENR{ER,
180 : 7ESalesforceE & dhEFOAUth Client TTIEA L MEAEBredirect_url,

s BEFEAXPIEAredirect_url: BFEE=ZFRSADPEIBOAUth clientIENER, #la0: #
SalesforcesE & EEOAUth Client TTE A b 412 St B9 redirect _url,

m token endpoint: SpEAHIFS, HlENFHEEItoken endpoint
Ahttps://login.microsoftonline.de/common/oauth2/v2.0/token, TJ&£EHMREA X, ER
OAuthF & 3141,

m user endpoint: Userinfo s, BIE1HEE user endpoint
https://graph.microsoft.com/oidc/userinfo, TI&EHNE /5301, EROAUthFEEIEZEM,

n F=FRGEMERCclient id: NEZFRFHIRE, FlanMSalesforce’F & EBiFFM0AuUth Clients
$k18 MSalesforceE & Mk Bclient id,

n FEHFRGEMAMclient secret: NE=ZARSIKE, FlaMSalesforceF& BHIFFTMOAUth

Client&3k15 MSalesforceE & M & B client secret,

m scope: HEEE (BPEEMMARL) , HWAuser_ management,hotline, #Ii0: 7ESalesforced
A HBi{EO0Auth Client NS EKIE A scopeifalSEE .

® mapping field: ZEF A Userinfo R 5SEEERE D OERIESLFERNNFER, Hl: email
moblie, address% .,

REXKE, BEHREF, BEENRY., B LE—%, FREEIEERRME,
2. ¥kElaccess_token,

OAUthiENERIZEANB W 5 KB access_token, —fARIIKEEKER, B—fAEF Gikpostihia
access_tokenE #i#% [0 3kEaccess_token,
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i. ¥ 3KEaccess_token,

AR5, @A AR EI0AUth authorize endpoint, [EEEIE BB i\, 4R 6 &S

BEBX£& dhIl\APIBY access

token, https://login.microsoftonline.com/zxshirley163.onmicrosoft.com/oauth2/v2.0/authorize?

client_id=<microsoft i & Bclient_id>&response_type=code&redirect _uri=<i¥ M microsoft oauth

EBTE N Bredirect url>, ZRIBRRARSKE LD access tokenf & 2 % 28 Cookieth
(keyHAC_TOKEN) , 7R=iR[Eljson response (ANTRPl) , BEEMT B IRIES KEHcookiedh

BYaccess_tokenzf&json responsed i access tokeng o],

"access token": "eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJodHRwO18vVZGV2ZWx
veGVyLnJoaW5va2Vlbi5jb20iLCJleHAIOJE2M]YS5NDY20TUs InVZzZXIfomFtZSI6ImZ1eXVuLXR1c3QtdXNL
ciIsImp0aSI6ImQOYMQ4MTMILTZmZjYtNDZiNiOS5YTg2LTQ2MWNKMGVNDI4NyIsImNsaWVudF9pZCI6Imlke
FI90ZXNOXzE2UTRveiIsInNjb3BlIjpbImZleXVulLWR1diJdfQ.cDEOEuZaBRwsNEf7WrbIPsZhw9juk5dpA2Gt
CEJ4WHE-iwz8tp9IxnX4Kb4jmIqwtWjtrvzOmDeUSuFB31loiz4FzRQb30ghaCeJo7totjwZfTr4bI6bd8afb5C
3kypgQUYAyg3wkMzF-6nKgnN a9YViWp2v01l1g3gH7I5vASCX6bACWu8007LtaD-nKf6JRCcAwY2CWDg 143
mjz_ oek0c8MBcnLL11PAk5VNZRYg7p06AhPOUkqyAqwbBGCcgkEwW3pNR1aSTbL8-u69RczKaEgXB lusshLEXe
RK6UN108S5Zzx2BROAG3NHSGIJAGEdaWMhPUR4gY488k4SYPFNNEQ",

"token type": "bearer",

"expires in": 2591999,

"scope": "fuyun-dev",

"iss": "http://developer.rhinokeen.com",

"jti": "d4bd8135-6ff6-46b6-9a86-461cd0ec4287"
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STbL8-u69RczKaEgXB lusshLEXeRK6uN108SZzx2BROAG3nHSGOdAGEdaWMhPUR4gY488k4SYPFNNEQ"
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"scope": "fuyun-dev",
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"jti": "d4bd8135-6ff6-46b6-9a86-461cd0ec4287"

b. @Fuyun_IDP#5E R E Mt & HPOSTIEK,
AiXpostiE RN ENHETEHEFNSH, BREEHER.

> MAghRA: 20220516 134



APl - FatIERLR BREEKE L

c. ¥kHlaccess_token,

Fuyun_IDPi@idresponsefIf iR [Elaccess_tokenFER .

DKEE Al Bl i & B

i @idaccess_tokenxy)S SDKEHEN, BRTISIALSDKEN (HR) o JS SDKYITAM LI o] LALE &8 F)SiE

]:I“”t

o

RE. BiEFEBUREIERE

A RERLFEEEBNCRVR S L EREMIFHNBEIESHTERE, EBELERE, 81X
BUEERFIEMNREE U,

kKBEEHR

e PaaSHI
o MFER
n GIEALRE
n fHIBRALTE
n BRALEEFR
n TELEEFR

o IBEHER
n BIERAEA
n HBRIREE
. flﬁﬂﬁi'ﬁ‘é?ﬂ%
n SEREARER

S

oI LB FAPHE O 35

o HIEHE
n B
m IERER]
n EZXEIIER
» EFHIIER

o SHER

g RS
1 BR 7R 2 S 85
EERASH
n FERESH

e SaaSAI
o MEER

135 > MHHRA: 20220516


https://help.aliyun.com/document_detail/211118.html#task-2067327
https://help.aliyun.com/document_detail/213013.html?spm=a2c4g.11186623.6.606.44e16a7fwoC0pN
https://help.aliyun.com/document_detail/212997.html?spm=a2c4g.11186623.6.607.58802274GjC1YQ
https://help.aliyun.com/document_detail/212453.html?spm=a2c4g.11186623.6.587.2c3c46298jQ4XO
https://help.aliyun.com/document_detail/212455.html?spm=a2c4g.11186623.6.588.67dd6b46ZaJUtg
https://help.aliyun.com/document_detail/212454.html?spm=a2c4g.11186623.6.589.5a496b45qhJS6I
https://help.aliyun.com/document_detail/212554.html?spm=a2c4g.11186623.6.590.7f9f6b46VHW6qR
https://help.aliyun.com/document_detail/212567.html?spm=a2c4g.11186623.6.594.4ef14629rbHvOG
https://help.aliyun.com/document_detail/212561.html?spm=a2c4g.11186623.6.596.374840e52axeyZ
https://help.aliyun.com/document_detail/212560.html?spm=a2c4g.11186623.6.595.3a1e40e5G1SugN
https://help.aliyun.com/document_detail/212568.html?spm=a2c4g.11186623.6.597.1000415bLtOn6n
https://help.aliyun.com/document_detail/254646.html?spm=a2c4g.11186623.6.601.632d49b20pzx30
https://help.aliyun.com/document_detail/254649.html?spm=a2c4g.11186623.6.603.454c789e1GAcVO
https://help.aliyun.com/document_detail/254650.html?spm=a2c4g.11186623.6.604.6f746015LEkZmK
https://help.aliyun.com/document_detail/254647.html?spm=a2c4g.11186623.6.602.72436003X5LNX5
https://help.aliyun.com/document_detail/262093.html?spm=a2c4g.11186623.6.634.10e56003pLmFny
https://help.aliyun.com/document_detail/262094.html?spm=a2c4g.11186623.6.635.115c6d74HW9V7E
https://help.aliyun.com/document_detail/262095.html?spm=a2c4g.11186623.6.636.6be420a37WZOlF
https://help.aliyun.com/document_detail/262721.html?spm=a2c4g.11186623.6.637.3e415df1d3L7Ad
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