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BFRENS, REANEZFATERR, EASOETE=ZSREAFRASTH
RELETE=HER.

2. REMERFEBEIF, FOREMN. ATHPTARFEEHD. BF. EFHAX
HABZHNEIHEE, AEUMEALTAHERETERENER.

3. BTFF@RAAFE. BEIEMER, AXEHATEURRE., NEZREBERSE
FEMHERT TR ENASTHITERANF, HAEREZRREE DA
KO EHRNRPXE, SNHENXTAPXENRAZEEHEI R RNE
ETH. R AP,

4. AXEREABFPERRNERFRmERSNSEMLES, WERUTaRERS

B PR . "ERET A UHEriiEe” ARSIREAXE ., WEZERARARN
it EREXRSHRMENONEREEES, EMNESEIBHSBHNAER
SHOERME. EE. ERAM. UEESFAMEETRREERNRIE, EER4.
AR MARNTH . EAREHMAXEMAEEAEERLEFREN, MERR
AEEEAERERE. £EUERT, RERHANEGEEE. FRME. ERKE.
BARM. BHREIFIENIRE, SERPERANGEHRAEMEZNFBRE,
ABERE (AMENEZERSMZFRENTTEL)

5. MEZWM LRAERE, B8FEERRTEF. mm. BRF. SR Bifl. Z8. MW
IRZRA . MEAEEOREE. MR, HARERZN/HEXKATREMEEMIR
R, SEERRTEMRN. TN, ZFER. BIRES, FEMEZM/HEX
KasPERR, EFUARGEBER. B, £, 2FEE. KT, 8/h. X
THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
(BEEARTRBARUASKAEGES "WER" . "Alyun” | "ARW" FH[
BERM/FEXBEA S ME, LARBONERSRERIEMTEBATZR. B
5. BtR. F@mIERSER. 58 BRAR. RS ARRNETSERRES=
HREBIRAI R =M/ HEXEKAT)

6. MERAAXEFEEMAER, BERNEZREBEEKR.
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47 cd /d C:/window %<, #HA
Windows &4 X 43,
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1.RAMif o)zl
1.1. BRER

esRN B IRLE

YEEERACMEERERAFPAURN, TESEIZEEXNIRKRIESII, CIBN, FTE&REAction (BE) M
Resource (BiR) . AIEM T IR ZElasticsearchi@ i if R4 SEM B A Z R IR RSN . RAMAFE
. RAMAEFZNARBEZRREFEREIActionflResourcedl &,

BR2ER

BINBRT, ME=EIKSHERAMAF98E(E AElasticsearchiz | & s Elasticsearch APHR/EE S B2 H
Elasticsearch®iR, EUATHESD, SEREBEEENIDM:

o RIBIZAIRAMA PR ENRZERIE = K-S HEIRE,

o MNEMPIE =BRSHIEElasticsearch® iR, B Elasticsearchifyia) ELft fo] B = R E B,

o BIEABNRIZFIMElasticsearchZIREI, HEXRRBEEENBERERIBRAPHT AR,
ERBE

RO U@ RAMEE 4 & B E B FARAM API CreatePolicyBIZ— B & XA PREE,

EARFGHNHARENX, FEEXRED, RIBSONERXHESRIERAE, Hb
B9ActionflResourceSHEBE N A E N I E PN NHNSHE. FEER, BESR0IEEE VRS
BEFNAUR R E AT,

{
"Statement": [

{
"Effect": "Allow",

"Action": [
"elasticsearch: [Elasticsearch RAM Action]",
"elasticsearch:ListInstance"

1y
"Resource": [
"[Elasticsearch RAM Action Resource]",
"acs:elasticsearch:cn-hangzhou:133071096032****:instances/es-cn-2r42b7uyg00
3k****ll
]
}
1,
"Version": "1"

BIXRIRYIE
o LplEE

Action Resource Actionffit
elasticsearch: Createlnstance BIFESLA,
elasticsearch:Listinstance acs:elasticsearch: EERELFFEHEE,

“vimnirDAAiAnIAC .
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Action

elasticsearch: Describelnstance

elasticsearch:EstimatedRestartTi
me

elasticsearch:Restartinstance

elasticsearch: UpdatelnstanceCha
rgeType

elasticsearch: UpdateDescription

elasticsearch: Deletelnstance

elasticsearch:CancelDeletion

elasticsearch:Renewlnstance

elasticsearch: ActivateZones

elasticsearch:DeactivateZones

elasticsearch: UpdateReadWriteP

olicy

elasticsearch:InterruptElasticsear
chTask

elasticsearch:ResumeElasticsear
chTask

elasticsearch:DescribeElasticsear
chHealth

elasticsearch: GetElastictask

elasticsearch: ModifyElastictask

elasticsearch:Listinstancelndices

elasticsearch: MigrateT oOtherZo
ne

elasticsearch: MoveResourceGrou
p

SYUUIREYIUITIUZ .

Rysoiphceountld>:instances/*

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:instances/<yo
urinstanceld>

Actionffit

EWEELANFRER.

IRERE B LA TR B IE

BHEELAINZIR.

BB ERENELENRER
ElasticsearchL 4,

IRERBR S R Elasticsearch
SEf,

AEEEH L,
REETEHHNITHK,

ARSI URRNERT, TLER
AUAK, FETELNTAKPEH
HREBEEMITAKX,

FRIXALLHANE NS TR
.

L E AL,

RE TR B HISLH,

REE EEPI N RERER.

IREREEBE R R TAMN,

BTGB EMET BEMAN,

RIS RSIFIR,

ERX RO A X TET R BRTT
AKX,

ERLAIEEERRA,
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Action

elasticsearch:ModifylnstanceMai
ntainTime

elasticsearch: ListShardRecoverie
S

o IREEIE

Action

elasticsearch:ListTags

elasticsearch:CreateTags

elasticsearch:RemoveTags

elasticsearch:ListTagResources

o HiEEH

Action

elasticsearch: ListDataT asks

elasticsearch:CancelT ask

elasticsearch: CreateDataT asks

elasticsearch:DeleteDataT ask

elasticsearch: GetClusterDatalnfo
rmation

o SLEIFHRRED

Resource

Resource

acs:elasticsearch:
<yourRegionlid>:
<yourAccountld>:tags/<yourlnst
anceld>

o acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:tags/*

o acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:tags/<yourl
nstanceld>

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:instances/<yo
urinstanceld>

o acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:instances/*

o acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:instances/<
yourlnstanceld>

Actionffit

ERHABEIAN L E,

EREEAEHTNERRNDRIRE
HEIEHESIR,

Actiondi®

FWAMAURANAPIRE,

BIEEHIRE.

P BRARES o

EWTDRBIREXR,

ActiondiR

BUBEIREBES .

BIEERSIIERBAES, FFTELAl P
HEIR TR S BT Efl,

MBRERSIEBAES .

RIS EIRER
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Action

elasticsearch: UpgradeEngineVer
sion

elasticsearch: Updatelnstance

elasticsearch: Downgradelnstanc
e

o EHEE

Action

elasticsearch:UpdatelnstanceSet
tings

elasticsearch: UpdateHotlkDicts

elasticsearch: UpdateSynonymsDi
cts

elasticsearch:UpdateDict

elasticsearch: UpdateAliwsDict

elasticsearch:ListDictInformation
elasticsearch: UpdateAdvancedS
etting

elasticsearch: DescribeTemplates

elasticsearch:UpdateExtendConfi
g

elasticsearch: UpdateTemplate

elasticsearch:RecommendTempl
ates

elasticsearch: ListDicts

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:instances/<yo
urinstanceld>

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:instances/<yo
urinstanceld>

Actionfik

FHRSEBIRAT RZAN T BRAR

LEXIERE,

o HEF, RUBHUIUEBIEE
SEf LT R ERIEER,

o FEHE, PUTHIREBMES.

o REEELHPHNELTRRS
HLER.
o HUTLHIT REEEME,

Actiondii®

BHEELANYMLBHESR.

REMIAIB KM, SEIKE
TMEE EMIKEREEE,

BHETSEAIBE XiFiE .,

REFMLAIBIKMBIEYE, BIEFIKE
731318 FE RN KIS R 15018

BEHAUNLPMEEH (analysis-
aliws) B9IE1 B M4,

TERANF PP OSSTR4% 8915 B 3T ¢4
B, FREXFN#IE A P OSSia) B3 44
SRREL

BEUEELAI IR E SRR E.

IRENSEAI 8947 AL BC BRI

1EERSEHI 7 RACEL EHRAR

ERLH D RUEREERS .

REUEZNTRAEREE.

EERERENFRIFBEURESR
EREI AR BT TR R
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o HS|ERE
Action Resource Actionffii

elasticsearch: CreatelndexTempl Sl .,

ate

elasticsearch: DeletelndexTempl "
' xremp iR 23 E4R.,

ate

elasticsearch: UpdatelndexTempl " N

N P P EHRS RN A LRE,

elasticsearch:DescribelndexTem SR E A AR B B AR

plate

lasti h:ListIndexT lat N

Seas icsearch:ListindexTemplate 5 23RS,

elasticsearch: DescribelLMPolicy BB ERSIEHEATIEE.

acs:elasticsearch:
elasticsearch:ListILMPolicies <yourRegionld>:

BEEANR LG AREKES

<yourAccountld>:instances/<yo =
elasticsearch: CreatelLMPolicy urinstanceld-> Bl RS £ AR,
elasticsearch: DeletelLMPolicy HipRTE R S A HA RIS E X .
elasticsearch: UpdatelLMPolicy BN RS £ AR,
elasticsearch: CreateDataStream BIZHIRR .
elasticsearch: DeleteDataStream i BRES IR

lasti h:Roll DataSt = .
elasticsearch:RolloverDataStrea A E AR T TR a|

m
elasticsearch: ListDataStreams BEEHERIIE.
elasticsearch: CloseManagedinde % HIndexing ServiceSLflth E AN
X SIN=IHIEENRE,

o MHUERE
Action Resource Actionffiik
elasticsearch: ListPlugins EEIEELABIEHEIIE,
elasticsearch:InstallSystemPlugi N
- Y d BERATEES.
elasticsearch: UninstallPlugin acs:elasticsearch: HEERENMERL.

<yourRegionlid>:
<yourAccountld>:instances/<yo
urinstanceld>

> MA4MRA: 20220419 9



VA IR - RAMIT )42
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Action

elasticsearch:InstallUserPlugins

elasticsearch: GetEmonMonitorDa
ta

elasticsearch: GetEmonGrafanaD
ashboards

elasticsearch: GetEmonGrafanaAl
erts

elasticsearch:PostEmonT ryAlarm
Rule

elasticsearch: GetEmonAlarmGro
upList

elasticsearch:ListSearchLogs

Resource

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:emonProjects/
<yourProjectld>

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:emonProjects/

*

acs:elasticsearch:
<yourRegionlid>:
<yourAccountld>:instances/<yo
urinstanceld>

Actionffit

REBFEEXNERLEE
Elasticsearchiz#l & B9¥EH

Actionffit

IREXGraf anaigtr SR 803E .

KBl Grafana X5 %,

IRENGraf anaiR &7 %,

REMHNREHR

REUREATIE,

Im}
i
b
=
m
¢

o ZE{E
Action Resource Actionffik
elasticsearch: TriggerNetwork FEMXAElasticsearchaiKibana
S99 STIBY A RS RL 78],
elasticsearch: UpdatePrivateNet EHEEIAIHIVPCRAMIF I B &
workWhitelps B,
elasticsearch: UpdatePublicWhite BEIE RN AMhEAE A S
Ips &,
Elristlcsearch: UpdatePublicNetw T 72 20 P 22 S8 6
elasticsearch: Updatewhitelps EILAIBVPCRAMIFII A B,
elasticsearch: Modifywhitelps BIEELANIFENREE,
elasticsearch: UpdateAdminPass BEHIEELFNelastickSHIZE
word g,
elasticsearch: OpenHttps acs:elasticsearch: FBHTTPSHMY,
<yourRegionld>:
~vniirArranintldN s inct anrac /-vin
10 > MHRRA: 20220419
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Action

elasticsearch:CloseHttps

elasticsearch: AddConnectableCl
uster

elasticsearch:DeleteConnectedCl
uster

elasticsearch: DescribeConnectab
leClusters

elasticsearch: ListConnectedClust
ers

elasticsearch: DeleteVpcEndpoint

elasticsearch:ListVpcEndpoints

o HIE&EM

Action

elasticsearch: CreateSnapshot

elasticsearch: AddSnapshotRepo

elasticsearch:DeleteSnapshotRe
po

elasticsearch:ListSnapshotRepos

ByInstanceld

elasticsearch:ListAlternativeSnap
shotRepos

elasticsearch: DescribeSnapshotS
etting

elasticsearch:UpdateSnapshotSe
tting

o HEEIZH

N YUUIALLUUIILIU- L TIDLAlILED / N yuU

ReesiaBEEld>

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:instances/<yo
urinstanceld>

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:instances/*

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:snapshotrepos
itory/*

acs:elasticsearch:
<yourRegionlid>:
<yourAccountld>:instances/<yo
urinstanceld>

Actionffit

ZFAHTTPSHMY,

BEESLHIMEERE,

BHREELA,

IRERBER 5 2B SLh T ME EIR
HLfIFIE. FEECEITRNX
B,

RRELSZHBIfHTTREER
BAYSEAIFIE,

MBRARSVPC TR L iHTI = o

EERSVPCTHILIRT AR

Actiondg ik

FRIEAHTREBER.

EIREBEROSSBER, BIZESI
RekE.

MBR— P EEROSSSIAEE,

RERY R SEHI B ERFOSSBEIR
%,

IRENH HI LB oI5 NaY0SS5 I BE
.

REEE XN EENERE.

EiEEXPNBEENERE.
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Ff B =Elasticsearch

Action
elasticsearch: OpenDiagnosis

elasticsearch: CloseDiagnosis

elasticsearch: UpdateDiagnosisSe

ttings
elasticsearch: Diagnoselnstance

elasticsearch:ListDiagnoseRepor
t

elasticsearch: ListDiagnoseRepor
tids

elasticsearch:ListDiagnoselndice
5

elasticsearch: DescribeDiagnoseR
eport

elasticsearch: DescribeDiagnosisS
ettings
Action

elasticsearch: DescribeKibanaSetti
ngs

elasticsearch: UpdateKibanaSettin
gs

elasticsearch:ListKibanaPlugins

elasticsearch:InstallkibanaSystem
Plugin

elasticsearch: UninstallKibanaPlugi
n

elasticsearch: UpdateKibanawhite
Ips

SIHIEE

Action

Resource

o acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:instances/*

o acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:instances/<
yourinstanceld>

Resource

acs:elasticsearch:
<yourRegionlid>:
<yourAccountld>:instances/<you
rinstanceld>

Resource

Actionffit

FEERIE

XHMEREE

gz

BNZ2 #r 2

EFERIE

EREHEE

EEEEX
FRIZHTE2

RENE BEE

REEREE

Actionffit

“%,

“,

HEHRIRE.

HRHERS .

HHEREHID,

BIEREIEHRIRD, 2
#rz=sl,

HRHERS .

HHNHRIRE.

EEKibanafit &,

E#Kibanafit &

EEKibanalE i,

ZEKibanalftt,

I Kibanatdift,

B8 KibanaB & &,

Actionffit

12
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Action

elasticsearch:CreateLogstash

elasticsearch:ListLogstash

elasticsearch:DescribeLogstash

elasticsearch:UpdateLogstash

elasticsearch:RenewlLogstash

elasticsearch:RestartLogstash

elasticsearch:EstimatedLogstash
RestartTime

elasticsearch:UpdateLogstashDe
scription

elasticsearch:UpdateLogstashCh
argeType

elasticsearch:DeleteLogstash

elasticsearch: CancelLogstashDel
etion

o EHEKE

Action

elasticsearch:UpdateLogstashSe
ttings

elasticsearch: ListExtendfiles

elasticsearch: UpdateExtendfiles

o HIHEIE

Resource

o acs:elasticsearch:
<yourRegionld>:

<yourAccountld>:logstashes/
*

o acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:logstashes/
<yourlnstanceld>

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:logstashes/<y
ourinstanceld>

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:logstashes/<y
ourinstanceld>

Actionffit

BlZ—"LogstashsZ 4,

EEAHEELogstashsLBIHgiE
HMER.

EiFIEELogstashSL IR IE (S
B.

B ELogstashLAI B ER S
B, TR, M. R, &
BRNE,

ALogstashsLfi£EzE

HRIEENLogstashszfl,

$REXLogstashsL{l 2 J5 B Ffd B
1S

BMIEELogstashZ Al Z R,

IR ETEELogstashsL 44 h
BEEALH,

BB R EM M Logstashsk
B,

IREBRBEHFLE R Logstashst
B,

Actionffii

EigELogstashsLFINEE

EEIEELogstashsLHIMY B
=1

EiHE ELogstashsL B 894 B X 4
(=18
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Action

elasticsearch:ListPlugin

elasticsearch:InstallSystemPlugi
n

elasticsearch:UninstallSystemPlu
gin

o ERBENMATEN

Action

elasticsearch: ListAvailableEsInst
ancelds

elasticsearch:ValidateConnectio
n

elasticsearch:UpdateXpackMonit
orConfig

elasticsearch:DescribeXpackMoni
torConfig

elasticsearch:ListLogstashLog

o THEIEFER

Action

elasticsearch:InterruptLogstashT
ask

elasticsearch:ResumelLogstashT
ask

o EEERE

Action

elasticsearch: CreatePipelines

elasticsearch:ListPipeline

elasticsearch: DescribePipeline

elasticsearch: UpdatePipelines

elasticsearch:RunPipelines

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:logstashes/<y
ourinstanceld>

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:logstashes/<y
ourinstanceld>

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:logstashes/<y
ourinstanceld>

Resource

Actionffit

EEMmHIIE.

HBRRRERG.

Actionffii
EigELogstashX I X-Pack sz
B, &%& o] AiYElasticsearchsLf)
HE (B&EX-PackisizgESN) .
fELogstashsL I MSIZ IR EmBE
th, IFIRMEX-PackisizRHY
ElasticsearchsLfl g9 B6E 1

E#fLogstashSLHIHIX-Pack 51z iR
ERE,

JREXLogstashSLfl B X-Pack i1 E
=

EELogstashLFIW A,

Actiondg ik

hH LB EES

RE LB B P UIES.

Action#i®
BIEEE,
EEEE%.
EEEERE.
ENEERE.

JBEEEEE,

14
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Action

elasticsearch:StopPipelines

elasticsearch:UpdatePipelineMan

agementConfig

elasticsearch: DescribePipelineMa

nagementConfig

elasticsearch:ListPipelinelds

elasticsearch:DeletePipelines

Action

elasticsearch:CreateCollector

elasticsearch:DescribeCollector

elasticsearch:ReinstallCollector

elasticsearch:ListCollectors

elasticsearch: ListDefaultCollector

Configurations

elasticsearch:UpdateCollectorNa
me

elasticsearch:UpdateCollector

elasticsearch:StartCollector

elasticsearch:RestartCollector

elasticsearch:StopCollector

elasticsearch:DeleteCollector

elasticsearch:ListEcsinstances

elasticsearch: ModifyDeployMachi

ne

elasticsearch:ListNodes

elasticsearch: ListAckClusters

BesQdERicsearch:
<yourRegionld>:
<yourAccountld>:logstashes/<y
ourlnstanceld>

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:collectors/<you
rCollectorld>

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:collectors/*

acs:elasticsearch:
<yourRegionlid>:
<yourAccountld>:collectors/<you
rCollectorld>

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:ackClusters/*

Actionffit

FIEETEE,

EHEEEEAN,

RREEEERE.,

REKbanaE B HER, Wi
Logstash5Kibanai&@ i, FIRE
BirKibana L 8IZ K & IDFE,

MBREE.

Actiondii®
BIEERESR,
IREUKESRNFERER.

EXRERENRRAERERMINAR
&3

REREHRIERER.

IRENR 2R BIABLE XX,

B REREIR,

BEHTRERER.
EHRER.
EEXER.
FIEEfTRHRESR.
PR EERR

IRERECSHLZRSIE,

B R ER T RIVECSHLA.

BEERERERNECSHBFIRTE.

BEEBRBIRSKubernetesiRACKE
ByE,
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Ff B =Elasticsearch

Action

elasticsearch:ListAckNamespaces

elasticsearch:DescribeAckOperat
or

elasticsearch:InstallAckOperator

Action

elasticsearch:InitializeOperationR
ole

Action
cms: ListProduct Of ActiveAlert

cms:ListAlarm

cms:QueryMetricList

Action

elasticsearch:DescribeVpcs

elasticsearch: DescribeVswitches

Elasticsearch

Kibana

Logstash

Beats

AT

EEZERE

WL REF MW EHEMR I
S ¥R

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:ackClusters/<y
ourClusterld>

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:instances/*

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:*

Resource

acs:elasticsearch:
<yourRegionld>:
<yourAccountld>:vpc/*

acs:elasticsearch:
<yourRegionlid>:
<yourAccountld>:vswitch/*

AXResourcetP B ZNSEIRPU T, BHEFEA N ERALIRE:

Actionffit

EEIEEARRSKuberneteshi
ACKEENFIEmAZE,

EEEEA 8BRS Kuberneteshi
ACKEE¥ F =3 MIElasticsearch
Operatorfs &,

EIE TR B REKubernetes fiRACK

LB &% Elasticsearch
Operator,

Actiondii®

ERSXKAE,

Actionffik

REAFEFES BERSI™Mm,

EWEENEMREANIRE.,

&8 —ER Y 18] 45 TE LA B9 R R4S

&

Actionffit

FRENVPCHI 3,

FRERVSwitchFll &,

16
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e <yourRegionid>: SEMIFFfEMIEEIID, *RARIBEMETHNEIR. SibEX MM IEKIDNT,

b #3510
#£5K2 (L£8) cn-shanghai
£ 1 GRYND cn-shenzhen
#£11 (F5) cn-gingdao
| #4163 (3kxR0O) cn-zhangjiakou
#4t2 (4k=R) cn-beijing
R (M) cn-hangzhou
T E (F8) cn-hongkong
FrANE ap-southeast-1
OkAET (FERK) ap-southeast-3
TX BA (R=) ap-northeast-1
BANT (FfR) ap-southeast-2
EERAY (HMX) ap-southeast-5
xE (%5RL) us-east-1
=8 (E8) us-west-1
BRiM S ZEM
BE (CE==18) eu-central-1
=E (1£3%0) eu-west-1
PAREHE HE (&ZX) ap-south-1

e <yourAccountld>: FIERKSID, *RRABEKS FHEIR,

e <yourinstanceld>: SEflID, *®R/RETHELAIEIR.

e <yourProjectld>: SREFREHED,

e <yourCollectorld>: Beats£323ID,

e <yourClusterld>: %% BeatsKE2RHI B 28RS KuberneteshR ACKEEEEID,

1.2. B2 B & XA R RIS

esH EXNXIR

R E RElasticsearch I RRRBE X EZHBENF R, JUEIIZEEXRIEIMBAUNRERE, K
XAEMEACZ B EMRREKE, FRUIAMIRENRRBEERIMESE,

%%%l@\

Ml B = Elasticsearchz 3 A TR FP R KBS
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e AliyunElasticsearchReadOnlyAccess: RiEiholfi 2 =ElasticsearchzfLogstashBIiX R, T FRiLA
FD

o AliyunElasticsearchFullAccess: EIE[[E =Elasticsearch, Logstashd{BeatstIi IR, TJHFEEA.,

@ 68
o [\ FEMINPRIN I RAMA P42 F [ B =Elasticsearch. LogstashziBeatstIt IR, AEIES AR
MTagsiNR, FRANEEEXIMNIR, SHo]ASRNRERRFIRE.
o [E =ElasticsearchSLAIBIACIBEBIARIRAT . YR ARAMA BT IS TN E EXREE
j&, BidiZRAMA P &R E =Elasticsearchiz &, KIBSEREEXLH, MREBEEE
RAMAFP X ERIZEHI S NS ERR, BATURAE TR RARUTFELFN AL,

AR A
THRIUREEES NEASHAIEE, HAER, WEIRERE 0L,
BIES R

1. FRRERKSERRAMETIS,
EEMNSME, EENREE > NRKE,
ENRRIEINE, BHEIBRRRER.
HEEIENR KRB NE, STHARERSE,
BMARRRBERAE, RAEREET—F,

BHIURETAMNNSARARE, REIARTSACHFENRANREKE, FELEM LES0Y
B E XHRRREE

vk wnN
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OI{{iREE Beta  HIAHRIE
FEEEIOEERE 56T NER
1
2 Tersion®: “17,
3. “Statement”: [
4 {
5 "Effect”: “4llow”,
4] “hetion”: “elasticsearch:+”,
7 “Resource”: “#7,
2 "Condition”: [}
5 I
10 - {
11 "aetion”: “elasticsearch:+”,
12 “Resource”: “#7,
13 "Effect”: "Allew”
14 1,
15 - {
16 “hotion”:
17 “Resource”: “#7,
18 "Effect”: “41low”,
19 ~ "Condition”: |
20 - “StringEouals”: |
21 - “ram:Servicelame”: [

BIEEREGAEANBURRA, F:
o N BEZKEWEEMLVPC (Virtual Private Cloud) R,

“ram:CreateServicelinkedRole”,

"elasticsearch:DescribeVpcs","elasticsearch:DescribeVSwitches"

@ B EBEASBESDRSERALyunVPCReadONlyAccess,

o RAMAFITEMIR,

["bss:PayOrder"]

@ wmE SBK RESNERGERAlyunBSSOrderAccess,

o APIXYRIAR R,
Method
GET
POST

GET

URI

/instances

/instances

/instances/instanceld

Resource

instances/*

instances/*

instances/instanceld

Action

Listinstance

Createlnstance

Describelnstance
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fal 2 =Elasticsearch

Method

DELETE

POST

PUT

URI

/instances/instanceld

/instances/instanceld/
actions/restart

/instances/instanceld

BARROIES MR SRR
6. WABIRRIEBIRAEE .
7. REHMUNRRERAS

o EMNRREEMK

Resource

instances/instanceld

instances/instanceld

instances/instanceld

Action

Deletelnstance

Restartinstance

Updatelnstance

RAESWERMISIRRIREQD BaETEM ML, BEMRRRBRACSTRUTES:

n BIBRADENRMG,
n BIBRADENEA,

o (Tlik) BEMRREEMA

B RRSZETE: SRRBAAL, BERT, INRRERAFTHE
KRB BES TR A TESS

n FEOARBSBRIENBRIFM.

s WERBERENEE,
s EEHEHIED,

8. BEME.,
X BR 3 B 7~

D k&

EEAUTRERAE, BERBFNUTEEERNEECHNNEA:
e 133071096032****: EEEMAMBECHRERIKSID, fE=KSIDEREG % : BIirEER

HeaLtAnArLA L, BUEEIKSID,

TERIMK. BENR

e es-cn-tl32awopr002h****: FEZFMAGENNERIAFID, KEAR, EEREEIHNE

rER.

B AN PRREE

UTREIBFAKSIDA133071096032***H I E =K S THENRAMAFER, FiZBFRBEEMRE
ElasticsearchSL 4l B9 Fr B2 /ERR .
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"Statement": [
{
"Action": [
"elasticsearch:*"
1,
"Effect": "Allow",

"Resource": "*x"

"Action": [
"cms kN

] r
"Effect": "Allow",

"Resource": "*"
o
{
"Action": "bss:PayOrder",
"Effect": "Allow",
"Resource": "*"
by
{
"Action": "ims:*",
"Effect": "Allow",
"Resource": "acs:ims::133071096032****:gpplication/*"
b
{
"Action": "ram:CreateServiceLinkedRole",
"Resource": "*",

"Effect": "Allow",
"Condition": {
"StringEquals": {
"ram:ServiceName": [
"collector.elasticsearch.aliyuncs.com",

"ops.elasticsearch.aliyuncs.com"

1,

"Version": "1"

o BRFHFESLHIBIREKES

PATRBIBF AKSIDA133071096032***H [ B =KS THEMRAMAFEN, FZHAFEEGUATN

MR

o EEZMENIR,

o #4185 E LA T FrAElasticsearchig X B EHIRUR.,
o BEEXLAFIFIRHNIR,

o BEMBLAIMREHINIER,

o BEERERTIRIIVNIR,
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@ 38 ENAESElasticsearchit 4 AMSLAISERE, ERHMA TheatsRER. MEZSH
ISR TagsSSMRRIRIED, FIENIS ELFAENN, EESDUTRERE, BFRER

MR,

"Statement": [

{

3k****"

}I
{

"Action": [
"elasticsearch:*"

1,
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:133071096032****:instances/es—cn-2r42b7uyg00

"Action": [
"cms:DescribeActiveMetricRulelList",
"cms:ListAlarm",
"cms:QueryMetricList"

1,

"Effect": "Allow",

"Resource": "*x"

"Action": [
"elasticsearch:ListTags"

] r
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:133071096032****:tags/*"

"Action": [
"elasticsearch:ListInstance",
"elasticsearch:ListSnapshotReposByInstanceId"
1,
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:133071096032****:instances/*"

"Action": [
"elasticsearch:ListLogstash"

1,
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:133071096032****:]logstashes/*"

"Action": [
"elasticsearch:ListCollectors"

] 4
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:133071096032****:collectors/*"

22
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"Action": [
"elasticsearch:GetEmonProjectList"

1,

"Effect": "Allow",

"Resource": "acs:elasticsearch:*:*:emonProjects/*"

"Action": [
"elasticsearch:getEmonUserConfig"

1,

"Effect": "Allow",

"Resource": "acs:elasticsearch:*:*:emonUserConfig/*"
}
1,
"Version": "1"
}
ActionifBe
Action gzt

TR, BARBMT:
"cms:DescribeActiveMetric °
RulelList",

cms:DescribeActiveMetricRulelist : RERIBERZKSEFE=
BERSHN™ R,

o ® cms:ListAlarm : BREEHEIFHREMNEE .,
"cms:QueryMetricList"

] o cms:QueryMetricList @ Eif—EREYIEAEE W LFI B SIREIRE.

"cms:ListAlarm",

"bss:PayOrder"
XTRENRIR, #1U5, RAMAF O ZEWILAIR, ZMITE,

RAMAFEASREEREN, FERFIMsRIR, GHIJUEIHERKS
BEXRERERRERHE, FHNRAMAFER, BERREESELLSE— &
EMEE L,

"ims:*"
@ @\ M (Identity Management Service) ASHEERS, £
EERNNRAMEZRAMAFHEXHNSHMetaRINEEXHNEE., FE
B, IMSIRMETHRENMY, B8R F4MERIDPIR I SINEFT @A F 41
BRZHHZ.
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Ff B =Elasticsearch

Action

"elasticsearch:DescribeVp

cs",

"elasticsearch:DescribeVs
witches"

]

"elasticsearch:*"

"elasticsearch:ListTags"

]

"elasticsearch:ListInstan

ce",

"elasticsearch:ListSnapsh
otReposByInstanceId"
]

"elasticsearch:ListCollec
tors"

]

A

WERMERKSHEGMEMEMRRININENR, NG, EBLZLA
B, RAMA P EIiERE R RS AN ETE RSN EMUZI.

D st& RERAMEFWISANRIREN, BERNE
& ["bss:PayOrder"] Action, FENBEIE, SHIMERREIR

+
Ho

#B{FElasticsearchLHIRFAARIR, FNE, RAMAF IIXIATASEELAIH
TIERRIE,

D elasticsearch:* AGHFESREREE. =GR
TagsiR, XLENRFTERMLGE, MELHIRE, HBASIXLINEE
NRmEE, SERERRNBIR. BHRING, tTEZRE S EREA
EEREIINEE,

B EElasticsearchSL RS HNE ., 1245, RAMEF & ZEElasticsearch
SEHIRIARES

: &&ElasticsearchsL 51 & 94X

L4 elasticsearch:ListInstance
PR o

L4 elasticsearch:ListSnapshotReposByInstanceId

OSSBEIREFIRIR,

: BEBEH

E&EBeatsRESRVIERNNIR, TG, RAMBFTUIEEIZH AP BeatsRE
BIIE,
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Action

"elasticsearch:ListLogsta
sh"
]

"elasticsearch:GetEmonPro
jectList"
1

"elasticsearch:getEmonUse
rConfig"
]

EffectifBe
Effect
Allow

Deny

ResourceiitBg

ResourcefIE ML BHIE S W E AT,

es-cn-tl32awopr002h****

BESR

i8R

EELogstashLAIZIRBINR, #BNE, RAMBFPOIELHIIRRES, &
EX R TR A A LogstashsLfl,

IRENEE B R 1R T B 51 R BIAXBR .

D &  MActionEE
5 ["elasticsearch:getEmonUserConfig"] Action—&fEM,
BUEEANERHEERIEN, SERENR,

REERREAPREENNIR,

68
AUFRAMA P TACtiondhi& B B9 1E

ELERAMA FHTACtiontP IR B RVRIE,

i8R
A LBIEIR,

BENIARR, FESRAFENNERIMND, RBASX, HELEEE
PINERER.

BEXKBUZRME, ERMERKSERAMES & B IIRAM SDKSIRAMA P 1R, BAEE, 5

TWARAMA PR,

1.3. B RFERABRRISELH

AXNBUMEIERAMEZEI G, B3 RIREARAMA P B B4 E L6 M EENIR
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a4zl - RAM a2

fo] B = Elasticsearch

El-N— W —
B = ::!%i

fo B R ElasticsearchSE A BRIA B ZEBUARIRA T, LARAMA F S X345 & L6 17 B B XA PR SRR 2 4R
&, MEZElasticsearchiZH KIBSEREEXLH, MREEHFERAMAFPREREZEFHIGHNBERIR,
OB RIRASES NHTENEE,

B4

FE—: ARAMAFZMENZKS B E X RENRE
1. FRRERKSERRAMESS,
2. REMEBEXNIRKE,
i EEMEME, EENREE > NRRBEE,
i. ERRRIBRERRE, REI2NREKE,

iii. WARBEEIR.

v. AEREEA D, EENAEE.

RAM iniEH=#

T

&

AEEE

550 38

BPREE

=2

BREREE

RAM BEEE

OAuth RIFSESER (L)

« BT X AR

* EEERR

Irr_policy

3

EEEl

AES

® HrES

2 “Statement": [

3 {

4 “Action”: [

5 “elasticsearch:*”

1.
“Effect”: "Allow”,

8 “"Resource”: “acs:elasticsearch:*:133071096032 instances/es-cn-t1325goeleee;
4 1

10 {

11 "Action”: [

12 “elasticsearch:ListCollectors”

13 1.

14 "effect”: "Allow",

15 “"Resource”: “acs:elasticsearch:*:133071296032 | :collectors/*"

v. RERBRE, FAGERESLUTR,

{

"Statement": [

eld>"

{

"Action": [
"elasticsearch:*"

1y

"Effect": "Allow",

"Resource": "acs:elasticsearch:*:<yourAccountId>:instances/<yourInstanc

"Action": [
"elasticsearch:ListCollectors"
1y
"Effect": "Allow",
"Resource": "acs:elasticsearch:*:<yourAccountId>:collectors/*"

26
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"Action": [
"elasticsearch:ListInstance",
"elasticsearch:ListSnapshotReposByInstanceId"
1,
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:<yourAccountId>:instances/*"

"Effect": "Allow",

"Action": [
"cms:ListAlarm",
"cms :DescribeActiveMetricRulelList",
"cms:QueryMetricList"

]I

"Resource": "*"

"Action": [
"elasticsearch:ListTags"

1,
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:*:tags/*"

"Action": [
"elasticsearch:GetEmonProjectList"

]I
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:*:emonProjects/*"

"Action": [
"elasticsearch:getEmonUserConfig"

]I
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:*:emonUserConfig/*"

"Action": "ims:*",
"Effect": "Allow",

"Resource": "acs:ims::<yourAccountId>:application/*"

]l

"Version": "1"

—

ARG, EBRERERUTREE.

T8 8

ourccountid BHRAGHEIESKED, MERKSDNERSE: RITEERHA
4 LBLRAMEPLE L, NTEEHKED,

<yourinstanceld> BROSERGERIAID, REAR, BENSELANEASA,
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G o)l RAMIT [a)3% fi B =Elasticsearch

A A E =ElasticsearchiZF S NLFI SERE, EMIEHE T BeatsKER. MEZSRKERE
REFMIRETagsFINEMKBIZED, AL, HEBHANXNFERRANIHHTEEN, SEERER
MIEZKS THEENER, RIS 4NHETRAMAFPRIRAIRE

@ B EEEHEETESIANRAMIRE, #5ET & ElasticsearchillLogstsahtiE N
BEpORENSIA ., BEpaSEanNsXasmnT:

m https://elasticsearch.console.aliyun.com/{regionid}/instances/{instanceld}/base

m https://elasticsearch.console.aliyun.com/{regionld}/logstashes/{instanceld}/base

vi. BEHRE.
3. tIERAMAF,
. EEMSHME, EBRARER > AP,
i. REBIBAF.
i. ZNEAFRE, AIAERESRNERER,

RAM Al RAM 5= / B
s « EIERR
mEE EFESEE
s * BRER O * ETER C
Irr_test @133071096032 .onaliyun.com Irr
2]
— + EnAER
— AT C
mEEE o
HEEFE TR
= =
WE EE
TUREREEE
. i
v. BERE, NUEEICIZNAFER.
BWABRE, A ID 5 AccessKey ID Q ®
it BEESEE 1 BEESE B
| ::':'Jest@BJOT’WDS‘EOZZ J.onaliyun.com 2021ESEUB 161435 EMEEAE EUSE B
‘2!::3;’2;!239"“503—’ «onaliyun.com 20215558 81846:30 2021545208 16:19:46 EMEEAE AR e

4. ARAMAFPHRMENZKS 8 E EXRENR,
i ERENBAPEREM/ ERER,
i. BT THRMABR
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iii. FRMAPRERD, BEXEKBEEE

AN IELR

EERRANENAYSRERZESCIEERE, ERMANTRREANRRS.

RS

BRENRSIF 5 REE, NRHEESHE, BOSRET.

- R S
[OF-25="3
smEEFe

* R

Irr_test@ 13307109603, onaliyun.co... X

* AR

R + FrRiURERS

BRI REREST

IR REEE SR
leilei leilei

Singleinstance

Irr_policy

i

v. BEHE.,
v. B,

e | B

< Irr1@133071096032 “#.onaliyun.com

RAPBHES  sexTas

ez o 13307 0360LT S snsiyuncom 3 5

R

SR IR
1. ERBREEERHA,
2. BB,
L EEMSHE, BHERA.
i PEMNRIEA.

EREE

Bi&EE (1)

S In_policy

2aussaisast
=

e =z

ESt

RAF KRB E R IR AR RES

AR

S

SN EE X REZR,

BoE, ESME

o
5
"

onaliyuncom

EREmD HFEID HESE

default rg-acimuodkk2pT
test rg-ackzbdaqrobd 0

zhtest rg-askzTn6leem 1

i. ZAZRIZFFAERD, BATRARRMERABIR.

e

21sEsAREz 30

HE B

Bl TIREE ZREE SrER
=E TUREE EREE

Bl TUIREE mFEE EsEE
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iv. BERE.
3. BRARBATHRELHRLIBENERRAT,
i. BEEINERA.
i. PERREERE,
iii. EIRFEIEIAID, BHEEHEE,
v. ERUBREER, EEEEXNBIRERA.
v. BERE.
4. EITEBURE,
i EEMSHE, BEREA.
i. WEIZABEXHNEMRBRASR, REREITHORRER,
iii. BEHIEEAN .
iv. EFIEENER, REEXER.

FIRR
EESRENRNETERE SRz RECTSERE, EESEusERaNERE. [FEESE]
ErmlesTs s 25, ISHTESER, E5SNET.

* BEEATAER
EPERS
® EEERE

Ir-test / rg-ack2I6wcSjdh

=
Im_test@®133071096032 - onaliyuncom X
- HEETR
R B + DR BEE (1)
Elasticsearch S AliyunElasticsearchFullAccess
TURSEIEETR =3
AliyunElasticsearchReadOnl.. A asticsearchBORIR
AliyunElasticsearchFullAcc... EEElasticsearchiIBUR

=
v. BEHEHRE.
vi. BERM .
5. BRLHAAFPERER.
i. BENREERS,
i. BERBREKSER,

EEER HESE / BRE / ERETE
EEER & Irr-test
e

mE mREE  GREE | gE
g

THEE wwE v mEENEE v e Q
RS

e 2E2] BRERER

BEES
e RAMAF AliyunElasticsearchFullAccess

&/E =

‘B EElasticsearch# TR R

30

> MAYRRA: 20220419



P £ ZElasticsearch - RAM )42 )

i. TAFPEXRGEETHE, BEHNREERE, EEYIAFERER.

& lrr_test@133071096032" **%.onaliyun.com

BREAEE  sssae

ez

Eeta
L3 e

SFER

=]

AR RBE @R

Ll i sha BURSEREE A5 DFRsEms =

e

B

FB=: PNRAMBAF B ERME =Elasticsearchizfl &

. ARAMA F B B R 1 2 = ElasticsearchiZfl &,

2. AEIERREE, EFMK,

3. EEMSMmE=, BEElasticsearchsfl,

4. EIRERFEBELL, ERZABEXNEREZRE, NUEENNNIAEE.

—_

Elasticsearch3L{3l

| Bl == = - svams a

1.4. ARAMHA PR

es FIK SR

e

MREMLT MR RElasticsearchst ], MNARPELSNRAMAF (FIINEH. FAEEBEDIT) FERE
FAXLLE, BoUEIE— R, AFSEAFPRREREEDRE, BRRAGNREUEMTAN, &t

DEIZZ 1 APE, ARFARNREE, SIMHEEERFPR,

:BE{-‘-IL’\
B IEEH RAMZ T B IR ERIFREFIRS . FRAEE, BSR4 2mEEs,
PR R B% 15 BF
NIRERBD A RS RIEF B E N EKE:
o RFFKE
RAEKSIR .88

AliyunElasticsearchReadOnlyAcce
ss

HiEih1a 0 2 =ElasticsearchsfLogstashfIi R, AFRIERF.
AliyunElasticsearchFullAccess E1B [ E =Elasticsearch, LogstashaiBeatsHI R, AT EER,

o HENRE

MRERRRBEEEFHBENTR, BEEXHEERPNIREKRE . BARIE, BSN 02 a5 VRS,
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AR R
ELIZRAMAF ., BMRIE, BERAIERAVAF,
BESE
1. EAAERKSERRAMEZRIS,
2. EEMSHE, EESHER > AP,
3. FAPRE, BT BERRAMAFEMETINZMAR.
4. ERMBBRER, RIFFREFEEE. ENEAMNE, FRAMAFRMRER,
= ENEEE
@ BAEKE
= R
cher;, ronaliyun.com X

* R

BRI Shakcsi + TR

Elasticsearch

BRFEREEFT =51

AliyunElasticsearchReadOnl... HiFnialElasticsearchBITER

AliyunElasticsearchFullAcc... E8E|asticsearchBIHER
S# iR

o BARIKS : RIREHRIIERKS RER.

BEGEE
o HERRA: NREEENZRANEN.
A BERHRAMAF , FEWARAMAF . AP HSIRAMA & 1T1EME

4%\ o

o ALK : HiAElasticsearchi® Z ] E = Elasticsearchif XX R %
B, AEREEEZRFRAMAFHNNIRKRES, ERZNR, SNRKE
AR BUR BIFAIREE, FERRREILHA,

o HEXRERE: WREARKBLTEHEENTER, BEEFCURNEE
SUREE, FHRMER,
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BIE,
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R RRIR
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2 .Elasticsearch & 5oz #I

2 RElasticsearch BB ERBUNEBMLD, LASHRMLHEEH . IEER, T2MBeN, U
REAIEAX-Packh B RELHEN, BES LERNBREM, AXANBME =Elasticsearchi a4
1,

RENFEEHHOEHG

EOIEM E =ElasticsearchZ I, MBEIREBIAFAFelasticlZ18, BTFEFiGiH0ER. ERKibana
BHIEE AL, FHAEE, BERUIaESY (Flhn) ML EESE (1E8E) ,

i
o
(5]

iAEIElasticsearchi &= Kibana

tH
it
T
II|

#E. NS, BT BHTESTR, EERL- 120 BETHAIEEE () <

SETECRERNN RGN, TESEERNNE, EFMREelasticAPNER. FHER, BEL=
BEXAHEEE,

HESESEHREUESNES, BB EETISNArSEE, BRELUARESEE:
FEEgEKbana, EEEFE
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LA RN EE S
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o AMIFIHABE: HFLLER, MEXElasticsearchBHAXFA ARG RINEE., MREBFEEIAMIFIE
P2 ZElasticsearch, BEFHAB AW, FHEFHERFNPHAMAARMIFEAZLAD, FH
B8, FEREESLHAMAFAMITEHZE,
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o FAMIFRIAZE : M2 =ElasticsearchZBINFBRAMIFRIINEE, BEXFERAMIFROAZE, NMREE
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th, FAER, FENRELFAMEFAMIFEAZE,

B EKibanaif g &

o AMIKFEIAZE: KbanaAMiFRBIAFE, BHFLZEEE, [E=ElasticsearchZiAEKibanady /M
FBEBAZEIREN127.0.0.1,::1, BRARIFEMIPVARIIPveIEiFE, BRi#EAKbanalZ§la N, R4
SRREEEAMKDAZE, BHEEEFHRENPHIEMAKbanaAMIFRIEZ R G, FaJUEE
ZigEERKbanaizfla . FAER, BESREEKbanas WELFAM 8 HEH,

=2

34 > MHRRA: 20220419


https://help.aliyun.com/document_detail/97672.html#concept-2336595
https://help.aliyun.com/document_detail/143091.html#concept-nqm-cmk-zgb
https://help.aliyun.com/document_detail/159883.html#task-2458093
https://help.aliyun.com/document_detail/86330.html#task-2458385
https://help.aliyun.com/document_detail/86330.html#task-2458385
https://help.aliyun.com/document_detail/122632.html#task-2444468

f] & = Elasticsearch a4 Elast icsearchEEBE S ja) i

=

kibana elasticsearch.aliyuncs.com KibanaZ2Plim[l: 5601

o FAMITIEIBZE : MR =ElasticsearchBiAX FKibanat9FAM RN EE, MBREEEEFAMKED, Bt
IEEIREERKbanatz g, TIFsIFFBKbanafhMiFEIINEE, HET IR §IIPHbIE AN KibanattFA M
HiEOAZEASD, FAEE, BEREEKbana/A M el FAMGE HEE,

X-PackAENRE R

YRFEREEH. Ho|. FRIYEMBIENIHDNRE, tTRUEE Elasticsearch X-PackBIRBAC (Role-
based Access Control) #l#l, ZEKibanaZHlEF AEBEXABCHENR, HEAEIRLBF, TIUNR
&, HAER, B8 MiETElasticsearch X-Packf & ST P AUR S,

Create role
Set privileges on your Elasticsearch data and control access to your Kibana spaces.

Role name

= Elasticsearch nide

Cluster privileges

Manage the actions this role can perform against your

~
cluster. Learn more
Run As privileges
Allow reguests to be submitted on the behalf of other o
users. Learn more
Index privileges
Control access to the data in your cluster. Learn more
Indices Privileges Granted fields (optional)
v i * X Qv =5l
O X Grantread privileges to specific documents
@ Add index privilege
'A Kibana nice
Minimum privileges for all spaces
Specify the minimum actions users can perform in your
none v

spaces.

No access to spaces

Higher privileges for individual spaces

Grant more privileges on a per space basis. For example, if the privileges are read for all spaces, you can set the privileges to all for an
individual space.

@ Add space privilege View summary of spaces privileges

Create role Cancel
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B iaiREl- ElasticsearchfR & X BE & fi B =Elasticsearch

3.Elasticsearch[REZXEAE

ElasticsearchfR$5 X Bt & (EEAliyunServiceRoleForElasticsearchOps
FlAliyunServiceRoleForElasticsearchCollectorfa®) 2ATEAER MY FE. CIEMNEEBeatsKER
Mege, SERNEMZRSHIFRORR, MRHEHRAMAE , KXN B E =ElasticsearchfRS X B A EH
NMAFS, URNEIHERRSXEARAE.

BERER
ATRSXHACHRAER, BEAnstume,
Rz R 75 =

AliyunServiceRoleForElasticsearchOpsFlAliyunServiceRoleForElasticsearchCollector BB N B SN T :
e AliyunServiceRoleForElasticsearchOps

Tty 2 5ESN, FERBIRSXEACIIGE, ENXAERElasticsearch/s & EAER S MY 48
A80penAPl, RBEIRENNBXERYT FS.

e AliyunServiceRoleForElasticsearchCollector
Pl EEBeats R EEE, RERBRYRSKXEKABINGE, EiBeatsKERERIRFZI/ECS (Elastic
Compute Service) , R 8EARFEKubemeteshiRACK ( Container Service for Kubernetes) BIB4r¥28
L, BT ENERERE,

AliyunServiceRoleForElasticsearchO ps/t+43

HHTEREENT BRESH, NMREREFEEGRTESNKIRNAER, Elasticsearchi§ Bt N A
(REXBHEAER) , HAZAEEFHEHNNNIE, Elasticsearchi®iZ 8% A € BTl AOpenAPl, RHE
N R ES. ZACHNEXIEBINT:

o FAEBAZIR: AliyunServiceRoleForElasticsearchOps

o ABIIREIREHR: AliyunServiceRolePolicyForElasticsearchOps

o AENIRKEAS:
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B8 =Elasticsearch

a5l ElasticsearchfR S XA G

"Version":

nin
’

"Statement": [

{

"Action": [

] 4

"Resource":

"Effect":

"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:
"elasticsearch:

"elasticsearch:

nkn
’

"Allow"

ListInstance",
DescribelInstance",

UpdateInstance",

:UpdateInstanceSettings",

RestartInstance",
RollbackInstance",
DowngradeInstance",
CancelTask",
DeactivateZones",
ActivateZones",
MigrateToOtherZone",
ResumeElasticsearchTask",
InterruptElasticsearchTask",
UpdateAdvancedSetting",
UpgradeInstanceEngineVersion",
UpdateWhiteIps",
UpdatePublicIps",
ModifyWhiteIps",
TriggerNetwork",
UpdateTemplate",
Describelogstash",
UpdateLlogstash",
RestartLogstash",
UpdateLogstashSettings",
InterruptLogstashTask",
ResumelogstashTask",

DowngradeLogstash"

o fRZZMR: ops.elasticsearch.aliyuncs.com
e MITIREXEACREFRENAFIIR: ram:CreateServicelinkedRole

AliyunServiceRoleForElasticsearchCollectorft+ 43

S EEBeatsRERSN, NEAFEEEGTITESNRNAER, ElasticsearchBEtIENNAE (R
SXBAG) , HAZACEFHENNMR, Elasticsearchi@idin &z A &N aiEHOpenAPl, 52 Beats¥

EREECSHACKEIML R LHNHIRERERES . ZABHNEXRBNT:

o BB AliyunServiceRoleForElasticsearchCollector

o ABIREIREHR: AliyunServiceRolePolicyForElasticsearchCollector
o AENRREBEANS:

"Version":

nin
’
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fal 2 =Elasticsearch

"Statement": [

{

"Action": [
"oos:CancelExecution",
"oos:DeleteExecutions",
"oos:GenerateExecutionPolicy",
"oos:GetExecutionTemplate",
"oos:ListExecutionLogs",
"oos:ListExecutions",
"oos:ListTaskExecutions",
"oos:NotifyExecution",
"oos:StartExecution",
"oos:ListTagResources",
"oos:TagResources",
"oos:UntagResources",
"oos:CreateTemplate",
"oos:DeleteTemplate",
"oos:GetTemplate",
"oos:ListExecutionRiskyTasks",
"oos:ListTemplates",
"oos:UpdateTemplate"

1r

"Resource": "*",

"Effect": "Allow"

"Action": [
"ecs:DescribeInstances",
"ecs:DescribeCloudAssistantStatus”
1,
"Resource": "*",
"Effect": "Allow"

"Action": [
"cs:GetUserConfig",
"cs:GetClustersByUid",
"cs:GetClusterInfo"

1,

"Resource": "*",

"Effect": "Allow"

"Action": "ram:DeleteServiceLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": "collector.elasticsearch.aliyuncs

"Effect": "Allow",

.com"

38
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"Action": "ram:PassRole",

"Resource": "acs:ram:*:*:role/aliyunoosaccessingecsdesrole",
"Condition": {
"StringEquals": {

"acs:Service": "oos.aliyuncs.com"

o fREZFR: collector.elasticsearch.aliyuncs.com
o HITRIRHMIRIRS XA CRIEMTHIAFNIR: ram:CreateServiceLinkedRole

i BR AR 55 X BX F 2

i BRAliyunServiceRoleForElasticsearchOpsfRE (kB R, FSELEFIKRBIXNMRESXBEAEEN
Elasticsearchs# ¥ 45 51E55; MIBRAliyunServiceRoleForElasticsearchCollectorfRES X AR, EEZLMIR
KIX MRS XA B ETEBeat sSRESR,

MIBRARS X B A EHNEAERIE, BESRNRES XExEE,
% 0 jo)
Q: A ABZBRAMA P T Lt ElasticsearchfRES X XA E?
A: [EZ=KS A CreateServicelinkedRolefX [REIRAMA P, FeECIRMRRESXBEAE, FLLS
RAMAFR LRSS XKACH, SEBESMEZKS AERMUTRIERE,
@ 08
o E{KIE{E, BES N ARAMAEFEN,

o UUTHIRZEMD, ResourceBY{E 133071096032+++* EEXRMBNMECHAEZKSID,
BRIKSDIEREG%: BRI ERFISEaLANAPLR L, BIoJEEZKSID,

e RAMA PP EERITIRIIIRS X B M & AliyunServiceRoleForElast icsearchOpsH Elast icsearchi# i 3 45 54
S, TTAERMUTRREK.
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B iais4l-ElasticsearchfR S XA E fi B =Elasticsearch

"Version": "1",
"Statement": [
{
"Action": "elasticsearch:InitializeOperationRole",
"Resource": "acs:ram:*:133071096032****:role/*",

"Effect": "Allow"

"Action": "ram:CreateServiceLinkedRole",
"Resource": "acs:ram:*:133071096032****:role/*",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"ram:ServiceName": [

"ops.elasticsearch.aliyuncs.com"

e RAMAF EEQIZMERIKIRRS XBE A & AliyunServiceRoleForElasticsearchCollect orfjBeat sSE &£ 28
B, STAEBRMUATRRE.

"Version": "1",
"Statement": [
{
"Action": "elasticsearch:InitializeOperationRole",
"Resource": "acs:ram:*:133071096032****:role/*",

"Effect": "Allow"

"Action": "ram:CreateServiceLinkedRole",
"Resource": "acs:ram:*:133071096032****:role/*",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"ram:ServiceName": [

"collector.elasticsearch.aliyuncs.com"
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fi] B =Elasticsearch B iR E)- 7 R HIFAQ

4.5 2 H FAQ

esifyla)4= % TN i8] &

AN B E =Elasticsearchifs B2 418X 89 % WIaER

A+ ARAMB P 7£ il 2 = Elast icsearchSL 4 1 LR E $ A 2 VPC?

I AP IR ERN MRS, SEEIRN AP NHERMERIG?
fEFAElasticsearchBt iR "FIKSENRIR, BRI FKSIR" , W{TE?
a8 E — N sJElasticsearchsL ) h R 5| S &R RiEHF?
ERNABEHAFERKbanaE R EIES|, REEE RelasticlkSEEFR, EAM?

HHARAMAFER R =ElasticsearchL TR EHZ AT VPC?
BENEERAVEFEAEE, KERTELARAMAFEF THREREEGMEZVPC (Virtual Private Cloud) %1
FHBUR, MRBEEN, BN oZaEXNEER, ARAMAPER,

IR AFPARENERFHIES, SHERNBPOESMERKRIG?

B IR R el 2 =ElasticsearchLFIASHE IRIT AP RIEEMEE, HARNRANTE=
ElasticsearchEE BB ASHE IR AR HIEEKMIAR, HHTITEE KSR RIHITIRE,

{EFElasticsearchBViREE “"FKSENE, BN FERSR" , Wit
32

SMolEEEYRSER, HRAMA F1E FElasticsearchis EHIIRERR . BB TT L ARAMA PSS
ElasticsearchFi G BRERR (ABIET HIEMTagsiR) , BN T2 —NIRERAENFEKS:

e AliyunElasticsearchReadOnlyAccess: R0 [ 8 = ElasticsearchdLogstashdI4X R, ST F RiEH
):IO

o AliyunElasticsearchFullAccess: EIE[[E Z=Elasticsearch, Logstashd{BeatstIi IR, TJTHFEREA.,

a2 —13ElasticsearchLHl P RS FHREMREAF,?
FEAEKbanaiZH AP RIRIENRNAR, HEZACHIRELANNEF ., BEMMRME, BSRET
Elasticsearch X-PackA & EESLM AP RRE R,

BERNAERFPERKibanaEAE RS, REEHERelasticlkS8EER, &
AR?

HERIBRBFE, ABRFfBkibana_systemiX R, BRI, ES M@ lasticsearch X-Packs & SR LI H
NRER,

Roles

kibana_system X e
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