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1.8&E

esiERURRAER

pLEic

AR T [ E =ElasticsearchsZ FHENERER, EMEAFRNBFEERRBNIR,

il EE =Elasticsearch i & EE B R R B REH AT,

instances

instances

vpc

vswitch

tags

e Sregionld : fIE =ElasticsearchSLAIMXIHID, alfEA * K%
e Saccountld : BWAHEZKSHEKSID, TJER * KE

e Sinstanceld : PJE =ElasticsearchfSLfIID, TIfEM * KE
B E 2 =Elasticsearch BB AL, BS

ST YIS
@ B UTEEERAESR

o SLEIEZRERE

Action

elasticsearch:Createlnstance

elasticsearch:Listinstance

elasticsearch: Describelnstance

elasticsearch: Deletelnstance

acs:elasticsearch:$regionld:$accountld:instances/*

acs:elasticsearch:$regionld:$Saccountld:instances/Sinstanceld

acs:elasticsearch:$regionld:Saccountld:vpc/*

acs:elasticsearch:$regionld:Saccountld:vswitch/*

acs:elasticsearch:$regionld:$Saccountid:tags/*

i, EEBRERHBIAR

Action#id

ellbeesnt]

EFEXLGIIIE

EEXLAIER

A B SE 451

eI B E XBURKE

instances/*

instances/*

instances/* = instances/Sinst

anceld

instances/* ¥ instances/Sinst

anceld
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Action

elasticsearch:RestartIinstance

elasticsearch:Updatelnstance

elasticsearch:UpdatelnstanceSet
tings

elasticsearch:UpdateDescription

elasticsearch:UpdateAdminPwd

elasticsearch:ListSearchLogs

elasticsearch:Downgradelnstanc
e

elasticsearch: CancelT ask

elasticsearch:UpdateKibanaSetti
ngs

elasticsearch: DescribeKibanaSett
ings

elasticsearch: DescribeElasticsear
chHealth

elasticsearch: DeactivateZones

elasticsearch: ActivateZones

elasticsearch: MigrateToOtherZo
ne

elasticsearch:ResumeElasticsear
chTask

elasticsearch:InterruptElasticsear
chTask

elasticsearch: UpdateAdvancedS
etting

elasticsearch:ListPipelinelds

Actionid

E=pu]

et

BEMZAINYML G EEE

EHTSEHI B TR

BHTSEGI B K S B &5

B ERKbanaT SHNE S

EEERKbanaT SNEE

EREERERKS

X% o] F X SE cp B9 A O] F

b

REMRE B ETA KX

FRUTARTR

RE LB T EIRTS

o B SEAI R R EARTS

ETEEIR B R E

AUFLFFRELogstashE &

instances/* ¥ instances/Sinst

anceld

instances/* = instances/Sinst

anceld

instances/$instanceld

instances/$instanceld

instances/Sinstanceld

instances/$instanceld

instances/$instanceld

instances/$instanceld

instances/Sinstanceld

instances/$instanceld

instances/$instanceld

instances/$instanceld

instances/$Sinstanceld

instances/$instanceld

instances/Sinstanceld

instances/Sinstanceld

instances/$instanceld

instances/Sinstanceld
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Action

elasticsearch:UpdatelnstanceCha
rgeType

elasticsearch:RenewlInstance

elasticsearch: UpdateReadWriteP
olicy

elasticsearch:UpgradelnstanceEn
gineVersion

elasticsearch: ModifylnstanceMai
ntainTime

elasticsearch:DescribeTemplates

elasticsearch:UpdateTemplate

elasticsearch: UpdateExtendConfi
g

elasticsearch:ModifyElastictask

elasticsearch: GetElastictask

o FHMEX

Action

elasticsearch:ListPlugin

elasticsearch:InstallSystemPlugi
n

elasticsearch:UninstallPlugin

o MEZEX

Action

elasticsearch:UpdatePublicNetw
ork

elasticsearch:UpdatePubliclps

elasticsearch:UpdateWhitelps

elasticsearch:UpdateKibanalps

Actionid

BB B R

AEEE AP

AEREXAEREASUH

FHRERRA

BB SEAI B9 BT 43P BY 1) R

REY AR NG RRIREE

BRI ERNG RIRIREE

BRERY REE

BRI BEMNEE

REREEREMY BEMNEE

Actiondiik

IRENEMGT &

LRAGIEMY

R

Actionfgit

A= E N RSN child

ERIPNAMITEEE R

BB BVPCRAR A 8] B &

f&¥KibanaH & &

instances/Sinstanceld

instances/Sinstanceld

instances/$instanceld

instances/Sinstanceld

instances/Sinstanceld

instances/$instanceld

instances/$instanceld

instances/$instanceld

instances/$instanceld

instances/$Sinstanceld

Bt

BRI

b5

instances/$instanceld

instances/$Sinstanceld

instances/$instanceld

instances/Sinstanceld

instances/$instanceld

instances/Sinstanceld

instances/$instanceld
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Action

elasticsearch: OpenHttps

elasticsearch: CloseHttps

elasticsearch:DescribeConnectab
leClusters

elasticsearch: ListConnectedClust
ers

elasticsearch: AddConnectableCl
uster

elasticsearch: DeleteConnectedCl
uster

elasticsearch: Modifywhitelps

elasticsearch: TriggerNetwork

D sk

Actionid

FFEHTTPSHHMY

ZFHTTPSHMY

EER—ETAMET, LMWL
RGN RIS

BEEERENMKZEELY

B & LI K B

i) B E B & B9 W0 28 B L4

B (B&Kibana) 895 H
=12

F B X HElasticsearch, Kibana
B2 W B8 R B9 375 1)

UpdateKibanalps) , #& Z&RNModifyWhitelps&#§,

o j7Hl
Action

elasticsearch: UpdateDict

TagsERFIE

Action

elasticsearch:ListTags
elasticsearch:CreateTags

elasticsearch:RemoveTags

BEXIRERREKE, BERL0ins

EE=KERRII%E

Actionfgii

EEiFa (K, @XiE)

Actionid

RFFRAFPEERE

RTFHAP RN ENIRES

FVFF R P BRAREE

IR R R o

instances/Sinstanceld

instances/$instanceld

instances/$instanceld

instances/$instanceld

instances/Sinstanceld

instances/$instanceld

instances/$instanceld

instances/Sinstanceld

ZHActionh B EHMEMB B REXSHE (HllUpdatePubliclps. UpdateWhitelps.

[

BRI

a1

instances/Sinstanceld

tags/Sinstanceld

tags/Sinstanceld

tags/Sinstanceld
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@ HHE UTEEERASSH

Action

cms: ListProduct Of ActiveAlert

cms:ListAlarm

cms: QueryMetricList

* BEAE.
Actionfiik R IA
RKEAFPEFE= KERESHN™ MR *

EWEEHEMREMNRE

+

i —RE B RS E S i .

iR

W ERTRVPCHVSwitch#E 5%

@ 8

Action

DescribeVpcs

DescribeVswitches

HEIZHENT %
@ e
Action

elasticsearch: OpenDiagnosis

elasticsearch: CloseDiagnosis

elasticsearch:UpdateDiagnosisSe
ttings

elasticsearch:DescribeDiagnosisS
ettings

elasticsearch:ListInstancelndices

T HEE#RAEERN, EEBERMIAE,

Actiondtik

IRERVPCEI &

FRERVSwitch¥l &

UTRBHEHEESHX, BEBARBANE,

Action #ik

XA RS

EX il =

REZ W B &

FRERSEHIZR 5

vpc/*

vswitch/*

instances/*

anceld

instances/*

anceld

instances/*

anceld

instances/*

anceld

instances/*

anceld

5 instances/Sinst

= instances/Sinst

5 instances/Sinst

5 instances/Sinst

= instances/Sinst
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Action

elasticsearch:Diagnoselnstance

elasticsearch:ListDiagnoseReportl
ds

elasticsearch:DescribeDiagnoseRe
port

elasticsearch:ListDiagnoseReport

Action #iR

FHa B B2k

REZ MR SRS IR

REZHIR H1F1E

REZHR S1FRIIE

instances/* ¥ instances/Sinst

anceld

instances/* = instances/Sinst

anceld

instances/* = instances/Sinst

anceld

instances/* = instances/Sinst

anceld
XFFXE
g X XD
H£R2 (L£8) cn-shanghai
51 GRYID cn-shenzhen
®£i (F5) cn-gingdao
tE #4e3 (kxRO) cn-zhangjiakou
#4k2 (dE=R) cn-beijing
R (M) cn-hangzhou
hE (FE) cn-hongkong
g ap-southeast-1
OXRAEL (FEEK) ap-southeast-3
NI N BAR (RR) ap-northeast-1
BRFE (FR) ap-southeast-2
ENERAI (FMIX) ap-southeast-5
=B (%5EL) us-east-1
XE (E8) us-west-1
EE (EZR1E) eu-central-1
BRi 5 2 M
EE (830 eu-west-1
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2.8 B 2 AR IR BE

MR E ZElasticsearchPI R AR T EZH B BT R, cTUBELEIZAEMKELIBAUNIRER, &
XAEMEACNE B EXRIREKE, FHHRHZAMIRSNRRBEERGIMESE,

Bl iR =AM
THRRRERESNEASHNES, HAER, BEMREEEENEM,
%%EI@\

i EE =ElasticsearchZ A T WD R4 5B

e AliyunElasticsearchReadOnlyAccess: RiZiia) ] B = ElasticsearchsfLogstashdI#X R, oI B F RiLH
FIO

e AliyunElasticsearchFullAccess: &1 [E =ElasticsearchzfLogstashfIiX R, TTHFEER,

@ 68
o [\ FFEHINPRIN I RAMA F 12 F [ B = Elasticsearchsf Logst ashBIAR, AEIET MIRFTagstk
R, FANSEEEXINNE, BBSNEERNRERE,

o BREENZFHZKSEMER, FAXFHEERRE.
o AXPHZKSZIEMEZEKS,

BELR

1. TSERRAMIZRI &,

2. EEMSMENNREERXET, RENRRKBEE.,
3. BEHBIENRRE.
4. EERBERMEE.
5. REREAEERNARSE,
6. ERBABRKIE, EEHEANCERARKEEHEK,
EREAE
AliyunElasticsearchFullAccess
19
2 "Version": "1",
3 "Statement™: [
4 {
5 "Action”: "elasticszarch:*”,
= "Resgurce”: "*",
7 "Effect™: "Allow™
8 b
a 1
18}

@ e EREESALBFIUHTEMESR,
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fi] B =Elasticsearch ESIh izl 6 5 E VAR FES

BIEEREGAEENBURRA, F:
o FEIEMRENEEFTMLVPC (Virtual Private Cloud) #XBR,

"elasticsearch:DescribeVpcs","elasticsearch:DescribeVswitches"

@ B FBRANATSDRESLERALyunVPCReadOnlyAccess.,
o RAMAF T8,

["bss:PayOrder"]

@ B FBRABTSNRSERALlyunBSSOrderAccess,

o APIXSRZAXBR .

Method URI Resource Action

GET /instances instances/* ListInstance
POST /instances instances/* Createlnstance
GET /instances/$instanceld instances/$instanceld Describelnstance
DELETE /instances/$instanceld instances/$instanceld Deletelnstance

/instances/$instanceld . .
POST . 3 instances/$instanceld Restartinstance
/actions/restart

PUT /instances/$instanceld instances/$instanceld Updatelnstance

BIRRE, BERESEE R,
7. BERHE.

A PR R B < B
o HHERIIRH

T REIRE N IKS DA <UDH EMKS THENRAMA P X, &% AP B FAElasticsearchSLI BB
BEERR,

"Statement": [
{
"Action": [
"elasticsearch:*"
1,
"Effect": "Allow",

llResourcell. nxn

13
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"Action": [
"elasticsearch:ListInstance",
"elasticsearch:ListSnapshotReposBylnstanceld"

Ik
"Effect": "Allow",

"Resource": "acs:elasticsearch:cn-hangzhou:<UID>:instances/*"

13

"Action": [
"elasticsearch:ListCollectors"

1,

"Effect": "Allow",

"Resource": [

"acs:elasticsearch:*:*:collectors/*"

b

"Action": [
"cms:ListProductOfActiveAlert",
"cms:ListAlarm",
"cms:QueryMetricList"

1,

"Effect": "Allow",

"ReSOu rce": nxn

13

"Action": [
"elasticsearch:ListTags"

1,

"Effect": "Allow",

"Resource": "acs:elasticsearch:*:*:tags/*"

b

"Action": [
"elasticsearch:ListLogstash"

1,

"Effect": "Allow",

"Resource": "acs:elasticsearch:*:<UID>:logstashes/*"

13

14
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"Effect": "Allow",

"Action": [
"elasticsearch:DescribeVpcs",
"elasticsearch:DescribeVswitches"

1,

"Resource": [
"acs:elasticsearch:*:<UID>:vswitch/*",
"acs:elasticsearch:*:<UID>:vpc/*"

]

b
{

"Action": "bss:PayOrder",
"Effect": "Allow",
"Resource": "*"
}
1,
"Version": "1"

}
o BRI ELPINIRREE

UTREIRE N KS DA <UDHEMKS THENRAMA P X, EZAFPRABEUTRR:

o RETBEMNR

o FEEXAI, KRREEE (MRXLH. EELANMFAMIBEAEZLE) ST HEasticsearchil X/

R
o BEFLHIFIFRIMNR
o BEEMALAMEHNIR
o BEERERIIRHMNR

{

"Statement": [
{
"Action": [
"elasticsearch:*"

Ik
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:<UID>:instances/<instanceld>"

13
{
"Action": [
"cms:ListProductOfActiveAlert",

"cms:ListAlarm",
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ESim )RSl ) B E AR % fi B =Elasticsearch

"ecms:QueryMetricList"

1,

"Effect": "Allow",

"Resource": "*"

b
{

"Action": [
"elasticsearch:Deletelnstance",
"elasticsearch:UpdatePublicNetwork",
"elasticsearch:UpdateWhitelps",
"elasticsearch:ModifyWhitelps",
"elasticsearch:TriggerNetwork"

1,

"Effect": "Deny",

"Resource": "acs:elasticsearch:*:<UID>:instances/*"

b
{

"Action": [
"elasticsearch:ListTags"

1,

"Effect": "Allow",

"Resource": "acs:elasticsearch:*:<UID>:tags/*"

13

"Action": [
"elasticsearch:ListInstance",
"elasticsearch:ListSnapshotReposBylnstanceld"
1,
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:<UID>:instances/*"

13

"Action": [
"elasticsearch:ListCollectors"

1,

"Effect": "Allow",

"Resource": "acs:elasticsearch:*:<UID>:collectors/*"
b
{

"Action": [

"elasticsearch:ListLogstash"

16 > MHRRA: 20201223
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"Effect": "Allow",

"Resource": "acs:elasticsearch:*:<UID>:logstashes/*"

13
{

"Action": [

"elasticsearch:GetEmonProjectList"

1,
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:*:emonProjects/*"

L

"Action": [

"elasticsearch:getEmonUserConfig"

I,
"Effect": "Allow",

"Resource": "acs:elasticsearch:*:*:emonUserConfig/*"

}
1,

"Version": "1"

Actioni}iBg

Action

[
"cms:ListProductOfActiveAl
ert",
"cms:ListAlarm",
"cms:QueryMetricList"

]

[
"bss:PayOrder"

]

Wi EA

=EENR, BARBBINT:
e cms:ListProductOfActiveAlert : HFEFEKSEFES BIZRES

=]
AR o

e cms:ListAlarm : TEIEERLIMIREMNIZE .

e cms:QueryMetricList : Zif—Ex BB N5 E 7= M LAY ISR 84T .

XMITRBRIR, #E, RAMAFIJEBILFN, XMMITE,
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Action SoA: ]

[

velasticsearch:DescribeVpes | AT HEBMETNENRBENFIRINE. BIVE, EWZIOHIE, RAM

FARIMEREERS RN ETMEMEMIER,

n
b

"elasticsearch:DescribeVswi ) 3B RBERAMEA TSR, EEFNE
tches" & ["bss:PayOrder"] Action, ZUWLE, <EHMENREER,

]

B {FElasticsearchLHIRI AR, FNE, RAMAF IIXIATAEELAIH

ITERIRIE,
[
"elasticsearch:*" ) TF= elasticsearch:* FEFESRUEEE. =KE. Tagsi
] R, XENRFTERMTE., MRLFRE, EAGAXLENENRE
&, SERERRNER. BIANE, TTLAEZRE$EREMBEHER
BIIhEE.
[
"elasticsearch:ListTags" EEElasticsearchSL AR HINIR, BANE, RAMAF oJ&%&Elasticsearch
] L BIFRES

[

"elasticsearch:ListInstance",

elasticsearch:ListInstance : &&Elasticsearch3L 15 &8IR,
"elasticsearch:ListSnapshot

. o . 75
ReposBylnstanceld" e elasticsearch:ListSnapshotReposBylnstanceld : EEBEEOSSE

] ERESENR,
[
"elasticsearch:ListCollectors
] E&EBeatsRESRVIERNNIR, TINE, RAMAFUEERFHATEANRE
BeatsE 25,
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Action

[

"elasticsearch:ListLogstash"

]

[

"elasticsearch:Deletelnstanc
e",

"elasticsearch:UpdatePublic
Network",

"elasticsearch:TriggerNetwo
rk"

]

[

"elasticsearch:GetEmonProj
ectList"

]

[

"elasticsearch:getEmonUser
Config"
]

Effectii AR

Effect
Allow

Deny

WiEA

EFELogstashsLFIFIRMMNR, BN, RAMBFPOELHIFIZRE R, &
EX RN X TE A LogstashsLfl,

e clasticsearch:Deletelnstance : & SCf 894 R

e elasticsearch:UpdatePublicNetwork : {&2SEfI/A i 8 (543 B 941
MR,

e elasticsearch:TriggerNetwork : F/F3%HElasticsearch, Kibanasd
A FARFIE

@ @B HEmHMEffectiRERDeny, ERFAERAMEPHATILE
B,

IREVEEBE IS IR TR B I R AR

() HEE  IActionFEES ["elasticsearch:getEmonUserConfig"]
Action—iefER, BUEFANEHEETEN, SRRERR,

REEHBEAPRENNR,

i8R
FFRAMA P HTACtiontP IR B HVIRE

B4 RAMA FHTACtiontP IR B AR 1E
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@ s
o <UD>: FABEWRSHID, BRIMSERFIAGLANAPLG L, BFRESIRE, T2
B E RS IDENA <UD>,

o <instanceld>: BHRABNNBIRELFID, FWMAR, BELEELHINERER,
e Resourced, * RRFIEXLHIRIR, <instanceld>3&R~IEELHIRIER, 1FHIRE, 5ENEN

Ry
RIFEE,

BESR

BENXKEEIZETMRE, ERAEKRSERAMZEH|E PIELRAM SDKX 7K SHIN, BARIE, HSAH
RAMA P24,
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fi] B =Elasticsearch ESiA a2l SCAIAR S A IR 55 BE 7= 461

3. EHIFREZAN IR R BE 7= B

es tagstX IR R B&

IEZBEMRREKEEN, MREFBAENFKSKRFRIEMEZElasticsearch (BHRES) SLAIMREEHIMR
R, aISEAXRGIHITRE.

es tagsi R R BE es tagsRIENIR

D & EEAOBSLUREENNIRER. REZNE, BEEHIKSHERAMEESA DX FIK
SR, HEITRAM SDKX FIKSRINA BEE, FHEIFS L ARAMAF &E,

BRFEKSAHEELFNERERIRE

PATREIAKSIDA1234MERS THENFRSEFNR, FZFERSEEALER (M) XIET, &
FRA es-instancel F es-instance2 BYSEHBIZEIRESHINIR,

{

"Statement": [
{

"Action": [
"elasticsearch:CreateTags"

1,

"Effect": "Allow",

"Resource": [
"acs:elasticsearch:cn-hangzhou:1234:tags/es-instancel",
"acs:elasticsearch:cn-hangzhou:1234:tags/es-instance2"

]

}
1,

"Version": "1"

}

BT K S M BR 18 € LI AR

PUTREIAKSIDA1234MER S THENFKRSBEFINR, FEZFEKSHEEAER (M) XIEET, &
FRA es-instancel F es-instance2 BYSZHIMBRARES BIAR .
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{
"Statement": [
{
"Action": [
"elasticsearch:RemoveTags"
1,
"Effect": "Allow",

"Resource": [

"acs:elasticsearch:cn-hangzhou:1234:tags/es-instancel",

"acs:elasticsearch:cn-hangzhou:1234:tags/es-instance2"

]
}
1,
"Version": "1"

}

BRFKSEBEELHNIRE

UTREIAKSIDA1234MEKS THEDNFKSEFRIR, EZFRSHEENER (AN) RET,
HZFRA es-instancel F es-instance2 HYSLHIEIFRESHIRNIR,
{
"Statement": [
{
"Action": [
"elasticsearch:ListTags"
1,
"Effect": "Allow",

"Resource": [

"acs:elasticsearch:cn-hangzhou:1234:tags/es-instancel",

"acs:elasticsearch:cn-hangzhou:1234:tags/es-instance2"

]
}
1,
"Version": "1"

}

BRFRSEBRELHANIRE
BT ROIAMKS DN 12340 EKS THENFRSEFRIR, EZTRSHEZRER (FM) KETH
BLBIBIREHARR.
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{
"Statement": [
{
"Action": [
"elasticsearch:ListTags"

I,
"Effect": "Allow",

"Resource": "acs:elasticsearch:cn-hangzhou:1234:tags/*"
}
1,

"Version": "1"

}

BRFKSEEEERENLH

UTREIAKSIDA1234EKRS THENFKRSEFRIR, FiZFKSHERIERS
A name:liumi . env:test 1 env:pre BISLHIIAUR, &RBIRIEEAMSIHIBIRR,

{

"Statement": [
{
"Action": [
"elasticsearch:ListTags"
1,
"Effect": "Allow",
"Resource": "acs:elasticsearch:cn-hangzhou:1234:tags/*"
}
1,
"Version": "1"

}

> MAYRRZA: 20201223
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ESi IR Hl- 9 RAMFE #5242 fi B =Elasticsearch

4. ARAMHEF 1

es FIK SR

B RAMA F#1X, 0] LANRAMA P2 F1R1E M B =Elasticsearch (fEIFRES) BIMIR, HlaneI@2sxpl. &
BXLHITERS . RRKREIFRARBENEESCRIEHTPEE,

es FMKS1EMR es RAMA 1R

Bl iR A
EERMATRLE:
o BIERAMAP, HEESLOIERAMES,
o GIEREEXIRIREDE,
MERARBTHBRENBR, BEEXHEBEROMRIRER, $HBESMolesm Uz,

@ B MERESTEHUTRHRALENE:

o AliyunElasticsearchReadOnlyAccess : RiEif ) B =ESDLogstashiIiNR, TR FRiER
FIO

o AliyunElasticsearchFullAccess : EIETE RESH LogstashBINR, TTHFEERR,

%‘%%I@\
AN BERAMIZHI A HZINAE T ARAMAFPERN 5L, Bt oJAERFRE FARAMAFEN, #15
BEM ARAME 1Y,

@ B ANPHEKSEEMESEKS,

BESER

1. RS ERRAMIEFI &,

2. EEMSMENNREBRXET, BEEN,

3. BEHMIEEN.

4. EHRBREFRKET, WABGREREARERE, EEFEENNER.

@ B HWARAMAF. BPERRAMA G ZIRA B TEMEE,

5. EEMRXE, HERENEFEITEN.

i ERRRREENE ENEE.
* FHEIR
|@ EEE SrEuEE | SRR =EE (1) ahe
Ela o
AliyunElasticsearchReadOnl... X
TREEREER =153
AliyunElasticsearchReadOnlyAccess DiEAEE asticsearchd TR
AliyunElasticsearchFullAccess ETEElasticsearchAITHIR
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fi] B =Elasticsearch ESIA Bl E- 9 RAME] 7 18241

il. $ 2 B AR IRERER
@ 38 AERREPHAIRERSRETER, HEHTER,

il. EFEMBREKBEERIIEZT, BEBFERFEREARNRKE.
6. BHHAE.
7. BT,

@ 38 WRRAVAFPABEEEENNRIR, TBIRERE, HEES 0 NRAME BRI
PR
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ESiH a1z %l- Kibanafs & 12 f[E = Elasticsearch

5.Kibanafg &1
5.1. Sl FH €

HERENBEXAPREFRESEDPENRSIONRE, TJ&EKbanaZHaPtIZRE, HRZACHE
BRMAF . AXNBEKbanaiZFl &P RIRBERNAE,

AR &4
Bl f] 2B =Elasticsearch3XLfl, ¥i1EiES M E5E 2 =ElasticsearchsL 4,
BRELR

1. BRKibanaizflg ., ERBRFSNERSBESNE ZKbanaizdl &,
2. EEMSHMEE, BEManagement,

3. #ESecurity X1}, EHRoles,

4. BFCreate role, REWMABXSHEE.,
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https://help.aliyun.com/document_detail/69055.html#task-2444429
https://help.aliyun.com/document_detail/122668.html#task-761873

fa B =Elasticsearch

ESiia#aHl- Kibanafs 2 &2

Create role

Set privileges on your Elasticsearch data and control access to your Kibana spaces.

Role name

heartbeat-ro\e|

= Elasticsearch nie
Cluster privileges

Manage the actions this role can perform against your
cluster. Learn more

Run As privileges

Allow requests to be submitted on the behalf of other
users. Learn more

Index privileges

Control access to the data in your cluster. Learn more
Indices

heartbeat-* X

X Grant read privileges to specific documents

@ Add index privilege

K Kibana rid=

Minimum privileges for all spaces

Specify the minimum actions users can perform in your
spaces.

Higher privileges for individual spaces

~
Add a use ~
Privileges Granted fields (optional)
read X index X | delete X | write X * X
[«
delete_index X
read o

View objects and apps within all spaces

Grant more privileges on a per space basis. For example, if the privileges are read for all spaces, you can set the privileges to all for an

individual space.

@ The minimal possible privilege is read.

@ Add space privilege

24

Role name

Cluster privileges

Run As privileges

WA

ABEWR, TEEN.

ik, ERUIHETTLUERRITIERME, FEE

privileges,

View summary of spaces privileges

S Security

ok, EEAF, MRERKBUERF, TUfE, EUZRAFPRNBNERZ

Re, ¥EEstERAP,

> MAYRRZA: 20201223
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https://www.elastic.co/guide/en/elasticsearch/reference/6.7/security-privileges.html#_run_as_privilege
https://help.aliyun.com/document_detail/164787.html#task-2493862

ESiH a1z %l- Kibanafs & 12 f[E = Elasticsearch

24 WiEA
° Indices: EEXMAIZRSIRRN. Flilheartbeat-*,

@ g mEBERIER, EEEManagement E, &
HKibanadfIndex Pattern, #ZEBRERREIZE—IRS|E
=,

Index privileges
o Privileges: AAEBAERSINIR,

o Granted fields (optional): #RHNFER, Tk,

ERFERENRENE., B iRENread, MEIREAnone, &EiIxT
M AP AKibanaiz 4l & &R,

Minimum privileges for all

spaces @ 3B SHITUETRESSENRE, NSRS EETEE
R,

5. B#FCreate role,

5.2. QIR

ARetiZxmE, BaMtE— AP, ANZAPARENNAS, FEEARFEERPENRSIBNR.
AN BE I KibanatZ Fl B EIZAF A,

CIE+ S5
BB TRIE:
. EAE,

ZACEEEANMESINRENR, ARoREAF, FBEsltzse,
o BIEFTE =Elasticsearch ({&EFRES) L,

FIEIES M o720 E = ElasticsearchsL 4l

BESE
1. BRKbanaiz#la., BEREHSHNEASBIFESNE FKbanaizdl &,
2. EEMSME, BHEManagement,
3. &ESecurityX1, BEdUsers,
4. B#HCreate new user, RAFHABXBSHEE.,
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https://help.aliyun.com/document_detail/164786.html#task-2493523
https://help.aliyun.com/document_detail/69055.html#task-2444429
https://help.aliyun.com/document_detail/122668.html#task-761873

fi] B =Elasticsearch ESiH iR Hl- Kibanafs &2 12

New user

Username

heartheat-user

Passwaord

Full name
Email address

Roles

heartbeat-role x 0 A

Create user Cancel

e WEA

Username BFPEM, BRERKbanaiztla., BENAA.
Password ZRAPHNEH, ARERKbanaizfla. BEXHEA.
Confirm password HiNZTE, SPassword®iF—,

Full name HP2&, BEXAA.

Email address AP BIEMailitiiit,

ARFPAEAE, ERECIENAE, HARATENHE, TEESD,

Roles D & #HIRAEH, NSERETHNAR, HMEAEE
ERAE, EUBRNLRE,

5. BfCreate user,
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ESiEaEHl- Elasticsearchfz 55 < Bx £
&

6.Elasticsearch R <B A&

ElasticsearchfR$5 kB FE & (B FEFAlyunServiceRoleForElasticsearchOps#l
AliyunServiceRoleForElasticsearchCollectorfas) 2 A TERAEREMY 55, IR EEBeat sSKEREI
g, EERNHMBRSHIFRNIR, MZHARAMAER . AXN A E =ElasticsearchfR 55 X B /A & 88
Bms, DURINEMERRS XEKRAE.

fal 2 =Elasticsearch

BERER
ATRSXHACHRAER, BEAnstume,
Rz R 37 =

AliyunServiceRoleForElasticsearchOpsFlAliyunServiceRoleForElasticsearchCollectorf BB N B SN T :

e AliyunServiceRoleForElasticsearchOps
W7ty 2225, FERBIRSXEACIE, ENXAERElasticsearch/s & A RS S MY 48
A80penAPl, RBEIRENN B ERYT FS.

e AliyunServiceRoleForElasticsearchCollector

pliEiEEBeats R EEN, REBYRSKXEKABINGE, EiXBeatsKERERIRFZIIECS (Elastic
Compute Service) , ZEF8EARFZKubemetesiiRACK ( Container Service for Kubernetes) BIB4r¥l28
L, BT ENEREE,

AliyunServiceRoleForElasticsearchO ps/t+43

HHTEREENT BRESH, NMREREFEEGRTESNKIRNAER, Elasticsearchi§ Bt N A
(REXBHEAER) , HAZAEEFHEHNNNIE, Elasticsearchi®iZ 8% A € BTl AOpenAPl, RHE
N R ES. ZACHNEXIEBINT:

o FAEBAZIR: AliyunServiceRoleForElasticsearchOps

o ABIIREIREHR: AliyunServiceRolePolicyForElasticsearchOps

o AENIRKEAS:
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https://help.aliyun.com/document_detail/160674.html#concept-2448621
https://help.aliyun.com/document_detail/172655.html#task-2555254
https://help.aliyun.com/document_detail/146446.html#task-2384186

M E Z=Elasticsearch ESThia =l

{
"Version": "1",
"Statement": [
{
"Action": [
"elasticsearch:ListInstance",
"elasticsearch:Describelnstance",
"elasticsearch:Updatelnstance",
"elasticsearch:UpdatelnstanceSettings",
"elasticsearch:Restartinstance",
"elasticsearch:Rollbackinstance",
"elasticsearch:Downgradelnstance",
"elasticsearch:CancelTask",
"elasticsearch:DeactivateZones",
"elasticsearch:ActivateZones",
"elasticsearch:MigrateToOtherZone",
"elasticsearch:ResumeElasticsearchTask",
"elasticsearch:InterruptElasticsearchTask",
"elasticsearch:UpdateAdvancedSetting",
"elasticsearch:UpgradelnstanceEngineVersion",
"elasticsearch:UpdateWhitelps",
"elasticsearch:UpdatePubliclps",
"elasticsearch:ModifyWhitelps",
"elasticsearch:TriggerNetwork",
"elasticsearch:UpdateTemplate",
"elasticsearch:DescribeLogstash",
"elasticsearch:UpdateLogstash",
"elasticsearch:RestartLogstash",
"elasticsearch:UpdateLogstashSettings",
"elasticsearch:InterruptLogstashTask",
"elasticsearch:ResumelLogstashTask",
"elasticsearch:DowngradeLogstash"
1,
"Resource": "*",
"Effect": "Allow"
}
]
}

o fREZZHR: ops.elasticsearch.aliyuncs.com
o HMITIRSXEKACRIEMBNAFMNIR: ram:CreateServiceLinkedRole
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ESI )izl fa B =Elasticsearch

AliyunServiceRoleForElasticsearchCollectors 43

BIEFMEEBeat sSRERN, NEARFEABHTESNRENAE, Elasticsearchi§BHEIENNAE (AR
SXBAR) , HAZACESTHMNINIR, Elasticsearchi®d i &%/ € BN TTE OpenAPI, 52/ BeatsE
EREECSHAKERINBFE LNMIERERES . ZACHEXRBUT:

o AR AliyunServiceRoleForElasticsearchCollector

o ABRIEEMZFR: AlyunServiceRolePolicyForElasticsearchCollector
o AENIRKIBRNS:

{

"Version": "1",

"Statement": [

{

"Action": [
"oos:CancelExecution",
"oos:DeleteExecutions",
"oos:GenerateExecutionPolicy",
"oos:GetExecutionTemplate",
"oos:ListExecutionLogs",
"oos:ListExecutions",
"oos:ListTaskExecutions",
"oos:NotifyExecution",
"oos:StartExecution",
"oos:ListTagResources",
"oos:TagResources",
"oos:UntagResources",
"oos:CreateTemplate",
"oos:DeleteTemplate",
"oos:GetTemplate",
"oos:ListExecutionRiskyTasks",
"oos:ListTemplates",
"oos:UpdateTemplate"

1,

"Resource": "*",

"Effect": "Allow"

13
{

"Action": [
"ecs:Describelnstances",
"ecs:DescribeCloudAssistantStatus"

1,

"Resource

", nkn
o )
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ESiF a1zl Elasticsearchfi 55 < Bx
&

"Effect": "Allow"
b
{

"Action": [
"cs:GetUserConfig",
"cs:GetClustersByUid",
"cs:GetClusterinfo"

1,

"Resource": "*",

"Effect": "Allow"

13
{

"Action": "ram:DeleteServiceLinkedRole",

"Resource": "*",

"Effect": "Allow",

"Condition": {
"StringEquals": {
"ram:ServiceName": "collector.elasticsearch.aliyuncs.com"

}

}
13
{
"Effect": "Allow",

"Action": "ram:PassRole",

"Resource": "acs:ram:*:*:role/aliyunoosaccessingecs4esrole",

"Condition": {
"StringEquals": {

"acs:Service": "oos.aliyuncs.com"

}
]
}

o AR B collector.elasticsearch.aliyuncs.com

o MITEIEAMRRS XA EBEERENAFMIRE: ram:CreateServiceLinkedRole

i BR AR 55 X BXF

i BRAliyunServiceRoleForElasticsearchOpsfR S X Bk, BELE IHKEIX

Elasticsearchs# M 4 SIEHS
RBHX N IRS X B A R BT 5 Beat sSSR &S,

BBRARS XEXABNERMKERIE, BBLNRES XHAE,

MRS XEAEN

; MBRAliyunServiceRoleForElasticsearchCollectorfRS (B, FELEMIR
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N _ pu—
:ﬁ@}iiﬁu ElasticsearchBR$3 X Bt f i B =Elasticsearch

= 0o &
Q: AMHAZNRAMA P L AB 1t ElasticsearchfREZ XX A& ?

A: EMKS WA CreateServiceLinkedRole# REIRAME P, A BEE IR HMBRS LEAE, FY
RAMBF EXEMNCIRREXLEAGH, BEEIERS HERMU TRIREE:
@ 08
o E{NZME, BENAIRAMEFEIL,
o MUTHIRERDMACcoUNtld, EEEBIREIEKED,

U

e AliyunServiceRoleForElasticsearchOps

{
"Statement": [
{

"Action": [
"ram:CreateServiceLinkedRole"

1,

"Resource": "acs:ram:*:${Accountid}:role/*",

"Effect": "Allow",

"Condition": {
"StringEquals": {

"ram:ServiceName": [

"ops.elasticsearch.aliyuncs.com"

}
}
1,
"Version": "1"

}

e AliyunServiceRoleForElasticsearchCollector
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fal 2 =Elasticsearch

ESisa#z - Elasticsearchfi 55 < Bx &
&

"Statement": [
{
"Action": [
"ram:CreateServiceLinkedRole"
1,
"Resource": "acs:ram:*:${Accountlid}:role/*",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"ram:ServiceName": [

"collector.elasticsearch.aliyuncs.com"

}
1,

"Version": "1"

> MAYRRZA: 20201223
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ESi Rl 177 a2 Fl FAQ f[E = Elasticsearch

7.7 1042 HIFAQ

esifyla)4= % TN i8] &

AN BRI E =Elasticsearch (FFRES) E)RHIEXBE R inE,
esilaEH) F L in) 1 Les R Elvpc $HERIGE A F el Hes

A AERFERSHENERESIHMEREEARIVPC?

BENEERAVEFEAEZE, RERTEE AN FKRSEF THRREFMELVPC (Virtual Private Cloud)
GIRBNBUR, MEEEENR, BENARAVMEFER, AFKRSHITER,

IR AP EZNEHBEES, SHRERNAFPNHERMHERG?

S I P B2 0T B S ESSEAI R R R IRET P> OSSR TR, 3 ELIEY A P M I B RESSEAIBI B ety
RRWEIT AP OHBTEE, 84 TFFEEKSORRHTERE.

FERHESHERSE “FRPENRR, RN FERSHR" , WOLE?
NFKSEFESHERANIR, BMTZ—NRERGHRNFIKS, FHEESN HRAVEFEL,
e AliyunElasticsearchReadOnlyAccess : RiZifalf 2 =ESELogstashiIiX R, TTAHFRIEZAF.

e AliyunElasticsearchFullAccess : &I E =ESEfLogstashfUi R, TTRHFEER,
N el — NN ESEH P RIIEFEEZ RN IEH,?
FBELEKbanaiZH AP RIRIENRNAR, HEZACHERENNEBRF, FBEBES N a3 EEN,

BERNAERFPERKibanaEAE RS, REEHERelasticlkSEER, &
APP?

‘oA PE, ARP 2 Ekbana_systemiX R,

Roles

kibana_system x R
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