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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be
deemed as your total acceptance of this legal disclaimer.

1.

You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only. The
content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or

disseminated by any organization, company or individual in any form or by any means without the
prior written consent of Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment,

or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and an updated version of this document will be released through Alibaba Cloud-
authorized channels from time to time. You should pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and

services. Alibaba Cloud provides this document based on the "status quo", "being defective", and
"existing functions" of its products and services. Alibaba Cloud makes every effort to provide
relevant operational guidance based on existing technologies. However, Alibaba Cloud hereby
makes a clear statement that it in no way guarantees the accuracy, integrity, applicability, and
reliability of the content of this document, either explicitly or implicitly. Alibaba Cloud shall not
take legal responsibility for any errors or lost profits incurred by any organization, company, or
individual arising from download, use, or trust in this document. Alibaba Cloud shall not, under
any circumstances, take responsibility for any indirect, consequential, punitive, contingent,
special, or punitive damages, including lost profits arising from the use or trust in this document
(even if Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures,

architecture design, page layout, and text description, are intellectual property of Alibaba Cloud
and/or its affiliates. This intellectual property includes, but is not limited to, trademark rights,
patent rights, copyrights, and trade secrets. No part of this document shall be used, modified,
reproduced, publicly transmitted, changed, disseminated, distributed, or published without the
prior written consent of Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud
shall not be used, published, or reproduced for marketing, advertising, promotion, or other
purposes without the prior written consent of Alibaba Cloud. The names owned by Alibaba Cloud
include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other brands of Alibaba
Cloud and/or its affiliates, which appear separately or in combination, as well as the auxiliary
signs and patterns of the preceding brands, or anything similar to the company names, trade
names, trademarks, product or service names, domain names, patterns, logos, marks, signs, or
special descriptions that third parties identify as Alibaba Cloud and/or its affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

& Danger

Warning

p Notice

@ Note

Bold

Courier font

Italic

[1or [a]b]

{} or {a]b}

Description

A danger notice indicates a situation
that will cause major system changes,
faults, physicalinjuries, and other
adverse results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other
adverse results.

A caution notice indicates warning
information, supplementary
instructions, and other content that
the user must understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

Italic formatting is used for
parameters and variables.

This format is used for an optional
value, where only one item can be
selected.

This format is used for a required
value, where only one item can be
selected.

Example

& Danger:

Resetting will result in the loss of
user configuration data.

Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

) Notice:

If the weight is set to 0, the server
no longer receives new requests.

@ Note:

You can use Ctrl+ A to select all
files.

Click Settings> Network> Set network
type.

Click OK.
Run the cd /d C:/window command to

enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1. 3254 FNNy T

11. X34 TNy T

FNNARISATY POBRENRTLES, loTPlatform AV Y —ILDA Y S4 Y FINy THgE % ER
LTOSAT7 V2T RAMBEUVTNY I ITBIENTEET,

FIig

1. loT Platform o>y v —)icod4a4 L., ERDFETF—2a D4V RIT, [AVFTFFVR]>[#
VSAVTNY T 2OUv I LET,

2. [FYSAVTFNYITIR—=IT, TNV ITETBTINAA%EERLET,
FINARAZEBIRT B L., FTNYIR—J(CHENICEHLET,

loT Flatform Online Debugging

Quick Start
Devices

Product
Please select the product equipment to be debugged

Once selected, you can switch from the option at the top left of the page at any time.

Device

Group

test1123
Rules

Data Analysis
Edge Management
Applications
Extended Services

Maintenance

Real-time Monitoring

Device Log
Firmware Update
Remote Config

Documentation

3. (MBFNAARADFNY T 20V v o LET,
4. FANTBHEEZERLET,

@ gimg
o FONF 4 ZZIRLIBSIE. [Set] & [Get] ' SEBIESEEBIRT ZNELAHNET .
o ARV MNEBIRL=ZEIE, [Get] ZBEAFEELELTIBIRLET,
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loT Platform Online Debugging
Quick Start Debug Device: | test1123 Bulb
Devices
Product §
S Edit Equipment Real-time Logs « Device DetectedOnline Auto-Refresh Refresh
Group Type  Time Content

[ ]
dis

Data Analysis "ECO": "23f
H

Rules

Edge Management
Applications
Extended Services
Mainienance
Real-time Monitoring
Online Debug
Device Log
Firmware Updaie

Remote Config

Documentation

|_Dspacn connan IR
5, ARV REFAANYFLET,
o FONT 4 DRE: {"YourPropertyldentifier": Value} DX TFONTF1sZANL. [AT VKD

FALANYF|Z29Uw oL EFT., Z0E. TNARAOTHSEBUELREERIZENTSE
3-0

o F7ONTADBB:[ARYEDTA4ANYFI &9 VYILET, ZDE, TNAADSHRES
ERFOTONT 1 BHRIRY S RAICERRINET,
o H—ERDIEVHL: {"YourServicelnputParam": Value} OFEXTAINS X —%EAAL, [2

TYRDFA4ZANYF| 20y ILET. TOE, TNARAOTHDSEMERREERE TN
TEEY,

o ARV IMDEE:[AZRYRDTFAANYF| 22Uy ILET, ZTDE, TNAARICE>THRES
NERHOARY MEBRAKRY Y AICKRRINET,

1.2. (REF/INA

loT Platform (3. BIRENRTFNAREF VY SAYTTFNY I TBRIC/IDRBT NI RAEBHLET,
BRE. #0547y F#gEEYRK— ML TW3 DI Pro Edition DA T,

FINARISATY FORBRRICRIILE=#E., FINA ZANT—4 % loT Platform [TEEL . BARENED
F—HEFESTTFIVSr—2aVvEHETZ0H, loT O—RNEHETOELRTY, ZOLSBERS
OtRFLIFLIFEBEZELFT, FNICHEL T, loT Platform (%, loT Platform (TGS I hi-HE
FNAR%EYZIalL—2Yavd3RETNARAZRMULET, RETNARRBEZINETONTF L4
RYPMZEBREL., RETNAADSHRESINLET—FIIKLT, 7FV5r—23a>v0FNyIHTEE
T, MBTNAADBTI9T 1 TICh>1%E, RETNARAZEFHTET7 /T4 TICBDET,

F 5

1. loT Platform 2> v —iLlcod414 L %9,

2. ERIOFESF—2 a4 Y RUT, [FTNA4R]>[FO5 I 20Uy oLET, [FDFY
FR=IT, FNvITBTOFI bEREL. [RT]Z29VvILET,

3. [7O05 V hE#MBI R—I T, [F054 TNy I %29V v ILET,
4. FTNYTHRDTINAR%2 IV ILET,
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Product Details
Modbusgateway | Pro Edition

ProductKey : alUDItvslué Copy ProductSecret : ™ Show Total Devices:1 Manage

Product Information Notifications Define Feature Service Subscription Device Log Online Debugging

Debug Device: | BDWGNSydEIrASg 02k

Real-time
+ BDWGNSydEIrlA8qj02Yk

Device Log Device DetectedInactive Auto-Refresh L) Refresh m

5. {REFNAR]>[REFNIRAOEEH] 22V v ILFET,

@ BB YMEFTNAZRBT 74 TEERENCHE>TLBHESR. REFNAREZRETS
Fth.

o
X
1]
H

L—23ay3Inad7yYa1nREBERELET,
eI, ZERNEEDN 2PCICHBZ LSS [FONT 4] ZRETEET,
IoT Platform
Devices
Product

Device

Rules

Extended Services

temperature

My Services

Documentation
humidity

70

ch2o

m Push Policy Stop Virtual Device View Data

7. Xyte—IFyvaaREBIRLET,
o Fyva:F—9E—EREITTy>aLFT,
o FyraKRyy—:
" BREOHHE: BREOBBEICT—9%2Ty>alixd,

» HEOHRE: EELAFREROBENREABRTERNICTF -2 yyal sy, KEMRE
DEMNIBHTY,

[F=9DFEFRIZVVYILT, FTNAADRTRAT—HIREERRIBENTEET,
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REFNARDREL L LBE, [(REFNAA0OBIE]E5 Yy S LTEIELET,
il PR

o F—4T7y anBHERORIMEIR1TY,
o BEDHEIBTT Y1 TEBAYE—IDRAHIZ 1000 TY,
e 1THICT Yy 2R eERATEZ2RAEHEIE 100 T,
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2.0 H9—EX
2.1. FINA4AO%

loT Platform (&, FNAREZEZH5—F2DICFERATEIZTFNA 20572 RHFL £, l1oT Platform
AVY—=LD[FNAROAT|R=I T, BEDTNAAOTE2BREL, T5—%2FEHPLK ST a—
FAVIFTBRIENTEET., COREYITIR, TNARAOFDBREFE, OJDEE, $&005T
BopoIS—BHICODWTHEBELET,

FNAAOFDRE
FNAAOTDELEIF, XD 47EHETY,
o FTNAART VT4 ET a4 thOY

o PYJRAMNY—LF—44oHOY

o SUVAM)—LF—HpHHOS

o TSLF—49tHhO Y

Basic Edition 7O4% 4 M&., FINARTPI9F 4 EFa4HHwOY, 7Y TRAMNI—LF—49HHO5,. &
JUFIRAMN)—LF—99trOJ0 3 EEDO T DHEYR— ML ZXT, ProEdition 704 7 k&
4BHEOOITINTEYR—MLET,

FINAAOTDRE:

1. loT Platform OV Y =D, ERIICH I FET—>a VD4V RIT, [AVFF VRIS [FNLA
OJ1%2oVv9LEY,

2. 704545 3. OJ0EBE. TNARE, HERE, 2409 —F3EBZANL. [RE]Z25Vy
JLET,

IoT Platform Device Log

Quick Start Product : | TestBulb
Dew

Product
(i Device Log

Device = N T
s | TSLDataAnalysis | Upstream Analysis | Downstream Analysis | Message Query

Group
1Hour Sea Reset

Rules

Data Analysis

Edge Management

Applications

Extended Services

Maintenance

Real-lime Monitoring

Oniine Debug

Firmware Update
Total 0 ltems: n

Remote Config

Documentation

FNARAOTDT 45—
T4y — Bl

TFNARE, 7O MRDTNA ZO—RBREBHNFTY. TNARBZ T

DeviceN \ X ‘
evicellame S—ELTEALT, FNAAO052RETHIENTEET,
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XM E S

T4y —

MessagelD

Status

Time range

@ sim

B

XwyE—J ID, loT Platform DAYy Et—JD—EDHINFTT., TS
AVvE—VEETOELRERETEEHICAYE—IIDEANNTBIENTEE

ER

BRIEGER2RRI505TY, ER. RPEFLBEROVWITNIMELDET, &

BEOATvav:

o AT
3
o %Ki

EELEHEROD 2RI 2 EHICEETS N ENRHER.

e XDt/ vaven, OJHNPEIR | THFNERBRIEHEZXRLEFT. REODITHB
T, ZBYHLRTREINET,

e OJOARABIFEETY.

o FEEICEHTZOINERINDE., ( systemerror ZBRL) TARTOHIS—IF, REYLEH

FrB705I bOFNERICE>TRELET.

HNET,

FNAATITF14ETFa4HHOY

FNARATI9TF4 EF 4O F (I, 10T Platform [TELL TWBFNA R (A S5404 V) & loT
Platform h SHIL TWBFNA R (X754 Y) 0O shEaENF T,

RORICRT&ESIC, TNARTIOT4ET4HOTE, TNARABLBEHOBHETRESTEET .

IoT Platferm

Quick Start
Devices
Product
Device
Group
Rules
Data Analysis
Edge Management
Applications
Exiended Services
Maintenance
Real-fime Menitoring
Online Debug
]
Firmware Update
Remote Config.

Documentation

Device Log

Product : 1220

Device Log

light1220

01/10/2019, 16:14:46

01/04/2019, 17:50:52

01/04/2019, 09:38:34

01/03/2019, 21:27:06

01/03/2019, 19:47:21

01/03/2019, 18:16:47

FINA RIBE DR

TSL Data Analysis

Custom 2018-12-19 18:11:5 -

Light1220

Light1220

Lignt1220

Light1220

Light1220

Light1220

Upstream Analysis

Downstream Analysis

2019-01-10 1&:11:5

offling, lastActiveTime=1546521816042

CNSNIS—REEICEBIETILED

Message Query

Search Reset

10
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Xyt—o

Kicked by the same device

Connection reset by peer

Connection occurs exception

Device disconnect

Keepalive timeout

gateway offline

PYTAMI)=LT—9tr0OT

e

CHOFNAREBLTFNA RIEPENR A VA =L TN
7=BDF N4 D 10T Platform (TG L =78, D
TFTNAREFTS5a4VICLELE,

TCP EHEMNETICE>TVEY M ENFEL .,

EHEOFIDBFERLEL . 10T Platform —/N—HiE45%
BULEL L,

FINAZDYBY ST AR EEBFLELE,

F—TT7SATERBAICNY T —IHRZEINT, loT
Platform 4 —N\—»EGEEBALCFL .

YIFNARDF— R ITAFNARABATSAVT
7.

FPYTAMNI—=LTF—=49HOJ1E, FPEYICAYE—IVEEETBITFNAR, IL—ILIVIVICEE
INB3XYvE—Y, LYY IMNREYILBED Alibaba Cloud Y—ERI[CXYvtE—YZERXET S

L=y yrynrotRnoodsrRLET,

ROBICRTESIC, TNARE, AytE—JID, AT7—9 R, FLEBHEEBRTT7YTRAM)—LT—

IRMOTERETEBENTEET,

loT Platform Device Log

Quick Start Product : 1220

Devices
Product Device Log
Deres Device Actitivity Analysis TSL Data Analysis
Group

Rules

Data Analysis
Edoelsndas e 011022010, 18:47-21
Applications
Exiended Services
Maintenance

Real-time Monitoring

Online Debug

Device Log

Firmware Update

Remote Config

Documentation

IS—O4 DN

@ g IS—DYICIE. OFORE.

nFxd.,

Light1220 Publish message to topicfsys/al3

Downsiream Analysis Message Query

Reset

Total 1 ltems n

IS—XytE—Y, BLUVIS—AvE—IJOHBEHSE
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EX

XM E S

FINA AN topic:{},QoS=
{}protocolMessageld:{} A X v
t—vENITYya

IL—ILTYI v, topic:{}
protocolMessageld:{} AX vt —
I BEE

loT topic:{} "5
DataHub,project:{},topic:{}, ~
F—9 &R

loT topic:{} 5 MNS,queue:
{Jtheme:{}, A7 — % %z

loT topic:{} 5 MQ, topic:{} ~
F—H %R

IS—XytE—v

Rate limit:{maxQps},current
qps:{}

No authorization

System error

Bad Request

{eg, too many requests}

System error

DataHub Schema:{} is invalid!

DataHub
IllegalArgumentException:{}

Write record to DataHub occurs
error! errors:[code:{},message:

i

Datahub ServiceException:{}

Systemerror

MNS lIllegalArgumentException:
{}

MNS ServiceException:{}

MNS ClientException:{}

System error

MQ IllegalArgumentException:{}

MQ ClientException:{}

System error

ﬂ

]

TINAADNLERZEZZEETAY
—YENT)yYaLTVLET,
ERAHDFEA,
VATFLIS—HEELELE,

INSA—=H—IS—HEELEFL
. NEY Y. RqeO—FK, b—2
VBREDNSA—H—, i
COAP OZaz=4—Yav@ltox
ToavhELLBWAMARDIMD F
tA.

thoRBOEBEHELT, LEXE.
loT Platform A L—ILT VI VIC
EETZIVIIRANDETESZHS
BHNDET,

ATFLIS—HREELELE,

\

T—Y9BROAR—H,

DataHub NS X—4%—HIELL H
NEEA,

DataHub [CTZ5S—HEFAENS
BICIS—DRELEL.

DataHub 4 —E 2D Hl4h,
YATFLIS—HEELFELE,

Message Service /NS X—49—0

B4k,
Message Service Ofil4t,

Message Service V547>V D

Bish.

ATFLIS—HPRELELE,

&

Message Service NS X—49—0

5,

Message Queue 2547V kD
B4k,

ATFLIS—HPRELELL,

G
qi

12
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loT topic:{} 5 TableStore,
instance:{}, tableName:{} N5 —
Y &iRiE

loT topic:{} »*5 RDS,instance:
{},databaseName:{},tableName:
AF—92izEE

topic:{} » 5 target topic:{} N b
EvosasBNT)yoa

=LY I UH loT topic:{} h 5
XAyt—IzZELELE,

N4 O— R payload:{}zFxzv ¥

IS—XyE—o

TableStore
IllegalArgumentException:{}

TableStore ServiceException:{}

TableStore ClientException:{}

System error

RDS IllegalArgumentException:
{}

RDS
CannotGetConnectionException

{

RDS SQLException:{}

System error

System error

Rate limit:{maxQps},current
qps:{}

System error

Payload is not json

FOVAM)=LF—4993H0OY5
VA MN)—=LF—499fOJ1%, IoT Platform M5 FINA RITEFINFAYvE—TJICETZO05T

v,

St

Table Store /IXS X —%—0 |
PO

Table Store B —E XD fl4+,

Table Store 25147 > kD4l
9k,

YRATFLIS—HREELFLE,

ApsaraDB for RDS /A5 X —% —
DEIG .

ApsaraDB for RDS ADE&Hik
BMLELE,

ApsaraDB for RDS [@(3® SQL R
F—RhAYVBIDELLHDEEA.

ATFLIS—HREELELE,

\

AFLIS—HRELELE,

&

FEALREEATVWET,

ATFLIS—HREELELE,

\

RA4O—RHJSONFEHXTIEHD F
BhA,
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ROEICRT &S5IC,. DeviceName, Messageld, AF7F—4% R, $LUBEEATOI/ 2 71L59—F 3
EHTEET,

loT Platform Device Log

Quick Start Product : 1220
Devices

Freiies Device Log

Device

Device Actitivity Analysis TSL Data Analysis Upstream Analysis Message Query

Group

All TDay Reset

@
@
it

Rules
Data Analysis Time lessagelD DeviceName Content(Al
Edge M t
08 lManagemen 010312018, 18:47:21 1080792720020375745 Light1220 Publish message to topic:/sys/ala Successfu
Applications

Extended Services Total 1 ltems n

Maintenance
Real-time Monitoring
Online Debug
Device Log
Firmware Updaie
Remoate Config.

Documentation

IS—OJ DA

@ $8B OJCiE. OJORE. IS5—AvE—Y, BLTIS—XvE—JOHBASTEATL
x9,

S IS—AytE—Y A

fg‘;{ig(;%;l?j?;;a:e'd'{} ~ No authorization ERABHD EEA,
loT Platform #+—/\—H'F /N4 X
M5 PUBACK 2ZEL b o 15
B, AVvE—YEEEFELEITET,
IoT Hub cannot publish XyE—IHM 50 ICETRE, R
messages Oy hLRIVY—DBRYAH—SIE
d. ZOLER, loT Platform &5
NARCFHLOA Y E—Y%EET
IR ADET,
device,QoS={} AXvE—I %N
TJVy>a FTNARISATY MDAy E—Y
NDEEICKBLER. I5—DFEA
Device cannot receive X, BORY b7 —VEEEE. &
messages BVETNARISATY MHZEN
UEXyE—Y2MBTERVWI L
NEZSNFET,

Rate limit:{maxQps},current

RSN ERZBZTVET,

qps:{}
FINA ZADY—N—ICEEL b o
==&, bY—N—(3FAEHD LEIC
loT hub cannot publish ETR3FETAYE—YEEEFELEIT
messages FLf, TOHER. Y—N—b'H
LOUWAYyE—I%EFETERIAD
FL,

FINA AANRRPC Xy tE—I %N
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TYyaTEEFLEA
nE

Rrpc & TLEL R

FINARICAITISAVAYE—T %
NFTYya

TSLF—4athO sy

IS—XyE—o

Response timeout

Systemerror

{e.g. rrpcCode}

Device cannot receive
messages

St

FINA ZADEE SNEFERICY —
N—ICBEELEEATLE,

YRATFLIS—HREELELE,

UNKNOW . TIMEOUT . OFFLINE
. HALFCONN BEDIT S — X
—IHBRRINET,

FINA AHY 10T Platform H 5 X vy
t—I2ZETIELA. BHLE
LT, RYBMT—VDREHREL
TWEWH, FNARISA4TV
BENULEA Y E—Y QBTSSR
WlehEZXSNET,

TSLF—#othOJCIE. 7ONTFoEA4RY N, T7ONTARE. Y—EAFUHL., $KT7ON
TARUHLEY—EABRVHLAOBEZRELTVSFNSAR0OIHNEENET,

OJ%TNAAZLEBOEERATIANY—TBENTEET, TNARADTF—9EH Alink JSON @
BE. ROEICRT LS ICR—IDBERRINET,

loT Platform Device Log
Quick Siart Product : | TestBulb
Devices
Froduct Device Log
Device
Device Actiivity Analysis
Group
Rules

Data Analysis
Edge Management

01/10/2018, 18:04:51
Applications

0111072019 44
Exiended Services Di0Eote, 180441
Maintenance 01/10/2018, 18:03:47
Real-time Menitoring

01/10/2019, 18:03:47

Online Debug
Device Log
Firmware Update
Remote Config.

Documentation

Upstream Analysis

Downstream Analysis

device1

devicel

device1

device1

Message Query

Reset
Downstream Cloud Data: {"method":"thing.en
Downsiream Cloud Data: {"method""thing.di
Data Reported by Devices: {"iotld""rUsUEK. 200

Downstream Cloud Data: {"iotld™. "rUsUEKGiIl... 200

Total 4 ltems n
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TNAADT—9 94T "BALEBVW/ ARIIA X" (NRARIL—) DFEE. ROBICRTLSIC, OF
OARBIMAT, 16 ERDETF—YBRTINET,

Device Log
levice Actitivity Analysis S Data Analysis Ipstream Analysis Jownstream Analysis | Message Cuery
1Hour ear
Time DeviceName ContentiAll) Raw Data Status
1110912018, 12:02:01 logs Oter. {'method”: thing.. 5200
110842015, 12:01:56 logs Other [“method"“thing
Todal 2 Items n
Oy DA
NS A—H— A
id XAyE—IIDEAYE—IO—EHANFTYT.
params YOZAMDINGA—H—
Code ERoOI—F
method JOTAMDORER
type AyE—IDFAT, TYTAMI—LERRIIVRAMN)—LICBDET,

scriptData F=H994TH"BIRLEWVWARITA X" DIFE. TOTF—9 BRI nf=-5—%
P HERINET,
downOriginalData F=9 94 TR "BFELEV/ARITA4 X" DIFE. BANKOTOF IV A MY —
9 LF—9hERRINET,
downTransformedDat F—=9 94T "BRLAEVWARYITA X" DFEE. BRINEIIVRANI—L
a F—IDNRRINET,

TF—9914TN"BRLBV/ ARSI T4 X" DG, BRANKOTOTY TR M) —

OriginalDat . —
uporiginaibata LF—9hERINET,

F—994TH"BIFLBVW/ AR T4 X" OIS, BRINEFTYTRAMY—L

T f dDat cop —
upTransformedData e SRERINET.,

Y—ERAOFEVHELI LT TONFARENIS—0OY

loT Platform L TH—ERZFUHTE, Y—ERONSX—9—RB 705 O TSLROY—ERD
EECH> TRIEINFT,

IS5—3—R Bl ERA rSTANYa—Fav5hEE

16 > Document Version:20200923



MEXNTE &

ESHVITEAVYTF VR -OTY—ER

9201

9200

6208

6300

6206

6200

6201

Bl

FINA ADF 7
S54vTY,

FINAADESE
aMkshTun
FEA,

FINA ADVER
aEInTunzx
9,

INSGA—H—D
MREERFIC, X
VY ROIND
X—5—HRE>D
MrHFEEATL
=,

H—ERXEED
BRACKBMLE
L=,

TRy
V7 HROH
hEtEA.

BFGERNZET

o

RE

FINAADAFTSAVDHEE, D
IS—HREINET,

FINAZADBEML TN TVEEA,
HLOWFT /NS ZAD loT Platform (C
BEL., T—92RETHE. 20
FINA R 10T Platform R TEM
LthhEy,

FINA ADEUINTLET,
BEHICHE>TUVBRTNARADY—E
ZFUCHLED, 7ONTF 1 %8
ELEDTZIENTEEEA,

EEINEY—ERIDMNTSLICE
2HhNDEFEATLLE,

P—EZANRRI2NMDFEA,

FNAADTF—5 94 TH "@BFL
BWARYTA4 X" OFE. U—
EXAEFUCHTE, T—FEESL
FROVTMCE>THEAINE
¥, 705V OBHRRIVTH
EEBELTVLRVEBAIR, ST
S—d—RFHFRTREINET,

BHRAVVTMIEEICRITINT
WETH, ZOHEENRINET,
f=& Z1¥, rawDataToProtocol
DIEEH NULL . FfI
protocolToRawData M G&H
NULL ¥R BEDHEETY.

cSTMNYa—FaVIRE

loT Platform Y Y —ILTF/INA
ADRAT—HAZHERLTLKES
(A

loT Platform Y YV —ILTTF/INA
ADAT—H9RAZHERLTLES
L,

10T Platform IV Y —JILTF/INA
ANDAT—HAEERLTLKES
W, FINAZADEHICHE>TWLS
AEld. TNNAREEMCLTHS
BEZEAITLTCEIL,

10T Platform IV VY —JILTF/INA

AHWETZ IOV LD TSL %25

RBL. Y—ERAOHAIFEEELT
FEEW,

CHDTFNARADETZ 7057+
TSL Z8BL. Y—ERADEER%
BELTLESIV, y—ERDE
BENTSLOERLELTHI L
EBRBLTLEIL,

BIRR OV T EDBEEFEINEHLES
BRI ZHIC, loT
Platforma>v—)Lp 70454 +
HER—JICBELET. BIFR
VT FOEBENTETWIEE
. ZhzBEGBELTHS, ©5—
EFUTHLZT>TLESY,

A9V TrEEALTFEEZ ST
Lya—Fa42 0L TLEEL,

> Document Version:20200923

17



EZHYVTEAVFFIR - O —ER

XM E S

6207

SRAF LGS —F

5159

5160

5161

6661

6205

F—9RAHIE
L<BHhFE
Ao

TSL 5 7ON
T4 BERZRE
TETEEATL
1=

TSLHM5a4RY
rME®RZRET
FEHEATL
f=.

TSLHhSARY
rMEHRZEREBT
FFEFEBATL
1=.

7+ MERO
BIICEKKLE
L7,

H—ERDIFEY
HLplczs—
HRELEFL
=,

RE

CDIS—IE, FINAZA loT
Platform [CF— 4% ZHRET B K.
FEREAPARXEFEALTY—ER
EFCHTRICRET ZTEMEN B
nEv,

BRARTH—ERZFUHET &,
CHOIS—HRETHOEENHD
x9,

o FNAADSEINETF—HD
ERNELLHDEEA,

o "BIFLEW/AHRYTAR" F—
Y DBRFEROTEADNELL H
DEEA.

¢ AANSA—9—DOFRAMNIEL
<HHFEFEA,

YATLOBSMDRELEL L,

TONTF A4 EARY M 2RET I EHNTIS—OF

FNAADTONTF A FRRBARY N ZRELTVWRABEE. AMALETONTF A4 FREARYEDNS
A= —FFNARADTSLICEDVWTHRIISINE T,

I5—3d—F

St

RE

cNSTNYa—FaV5h%

H—EROFUTHLOF—9ERIC
20WTIE, TAPI RFaxy

by &, 7O 9D TSLEZTS
B<ESWL, AlinkJSON DF—%
ERXIlcowTld, TAlink 7o k3
L1 ZT8RLES L,

FrybEREL, ¥ R—bEY
F—ABEVEDELLETL,

cNSTNYa—Fav5hA%

18

> Document Version:20200923


https://jp.alibabacloud.com/help/doc-detail/30559.htm
https://help.aliyun.com/document_detail/90459.html#concept-pfw-hdg-cfb

MEXNTE &

ESHVITEAVYTF VR -OTY—ER

6106

6300

6320

6450

6207

a

6452

Y27 LB

Bl

RESNhETO
NT 1 DOEH L
REBATWE
v,

NTA—=9—D
MREEEFIC, X
Yy ROIND
X—5—HR>D
MrHEEBATL
=,

AT LHMTO
INTFALINTA—
Y—&WREEL =
BRIc, ZOn
T4 BRI ED
MrHEEBATL
=,

Alink ¥—4% R
XYY RO
SA—H—HR
2hhEEA.

F—9HAHIE
L<HhHZFE
A,

cS5710v o8
R

RE

FINA ANE—EICRA 200 07O
NFADHLKR—FTBRENTSE
7.

Alink 7O P TRERAY Y R
DING A==, FNAAD S,
£3nk Alink () o 57—
5. FLEFNAZADSHKRESINS:
NRAZAN—F—9 DB ERT—H
ICROMDFEATLE,

BEINETONFADBTNAR0D
TSLICROMDERA.

FINA A5 Sz Alink
F—4., FRE"BRLEVW AR
GRAX"ERXDTF— Y DBIRER
IS. XYY RDNSA—H—HED
MDFEFEATLL,

ZOI5—F. APAXTY—ER
ZEVHTH. FINA RH loT
Platform ICF— 4 #RET B &
£LEY,

FINA AH 10T Platform [CF—%
EREITRES. TNARILEDST
BEINT Alink ¥—49H' JSON

ERATREVLD, TR [BHRLE
WHRIIAZXARIZAX" D
BITAERH JSON X Tl VIS

B. OIS HRETEZILND
hx7d,

EEINEVITRAMEBTESR:
B, b3 74y ODRABELITONE
L7,

cSTMNYa—FaVIRE

JONF 4 LR—bOOGERR

L. loT Platform L F/\4 2D
TONTAHZEALTLES L,
¥k, TNA4207ONT 1+ BES
NO—ALOJERRLTLES

L,

1oT Platform TLR— b SN
F=y07ONnNF4LR—boOY
ERRLTLKESWL, FLE&, &
EInkF—yno—hniosEx
RLTLESYL,

loT Platform Oy v —)Lp70%
I EER—IT, TNAADET
37042 bhDTSLEZRRLT,

BELEZ7ONFA4HEICESESN
TWBHhESHEERLTLEDS

W, 7ZONFA4HTSL TEESN
TLWHEVWRBEERERL TLEIWL,

FINAR7ONT4LR—bOY
ERTRL. AVYRDONSA—%—
BLER—PFINTLEINESHERE
RBLTLKESWL, FflE, o—»n
IWFNAZADDO Y TEREZERT S
CLEHTETET,

F—=yERICOWTIX, TAlink 7
ORIJILRFaIAY )] 2T8EL
3w,

Fry bEREL, ¥ R—bEY
F—ABHELEDELSEIL,

> Document Version:20200923

19


https://help.aliyun.com/document_detail/90459.html#concept-pfw-hdg-cfb

EZHYVTEAVFFIR - O —ER

XM E S

I5—3—R Bl BH KRSTNYa—F4V5hE
TFMDR B
L=Yo4—%  ___ - ) ForyhaREL, Y R—bEY
6760 EExTWE YATLOBIDRELEL ., S ABELADEC S,
7,

P—EAOBUHLOBEX Yy E—JETONT 1 BRE

I>—3—FR SHEA

—RPABETS—a—F

RE

cSTMNDa—FaVTRE

460 BYBENSA—  UHIIZRRONSA—S—HENT Forv hzREL. YE— ey
5—TF. 7, H—ABHLEDECESL,
Y25 |
- ;;;t:@“ YRFLTRHOPNFEELEL Fov hEEEL. 98— bty
- . H—ABHLEDELEIL,
H—ERDIFEY
400 HLBEIS— H—EXORTHLPICRBLFS ForvhzREL, $K— bty
HRELEL HRELELE, S—ABHLADELES L,
=,
EBESN-HH EEINFEVITIRANEBTESR: .
A EE N 2 P
429 ROUSIRE &, k5749 oBENGOAEL :zi;;%A;ﬁ?;*:t/
NETEET, 1. e e
AT LSO —F
EEINFVITRAMNBSTEST:
B, 574y H0ORELRTONE
L7,
@ sl FRIROF—%
6452 PP AT "BIFLEW/ ARSY FhryhEREL, YE—rEY
R T4 OBEE. CHOIS5— HS—ABHLEDECESL,

A—RHBRTENBZCEDH
DEFT. ANINSX—9—13
FNRAZAD TSLICETVWTHE
ERIEINET,

TSLICE T 3—MALTIS—a—F
FNARADY—ERADBRFECHINTWVWBR LS, FRETNAADRTONT A XREFARY M ERELTWY
3LERF, Y—ER, 7ONFT a4, FEEBARYIMDANNSA—9—13FT N4 ZAD TSLICEDWTHREE
PiIThnxd,

I5—1—K B E&A cSTNYa—FaVIhH%

20 > Document Version:20200923



MEXNTE &

ESHVITEAVYTF VR -OTY—ER

6321

6317

6302

6306

6307

6322

Bl

pA=VAC AL
BFH TSL IS
RomhFdE

ho

FNA2R70%
2 hDTSLH
IELLKHhHFE
ho

BERINT A—
Y—HREoO2MD
FEA,

AHINS A—
Z—h, TSL T
EBEINTWLS
BHTF—y114%
[CEHLTOLE
Th.

AHINS A—

Z—h, TSL T
EBEINTWLS
32 Ev MZEH)
INRTF—91t
FICELL TV
FtA,

AFINS X —
H—h, TSL T
EBEINTWLS
64 Ev MZEN
IR T— 1L
RICEMLTL
FtA,

YATFLOBIGHRELELE,

YATLOBSMDRELEL L,

Y—ERDANINS XA —5 —%R3T
TIRIRIC, DRATFLHNVIITRAMA
T2 LDOREBRNSA—H—
ZROIIsnkzxBATLE.

TSL [CfE > TINS X — & —HYiREE
IhE, ROITS—HEET ST
gEERHHET,

e ANANSA—9—DF—9454
ThH, TSLICEZINTWL3S
T4 TERBRDET,

® ANANSA—49—{EMNTSL TE
BETNTLIEHEARNICHN FE
h.

TSL SR> TINS X — & —HYREE
IhE, ROITS—HEET ST
MDD ET.,

e ANINSA—9—DF—9454
TH. TSLICEEINTL3S
T4 TERBRDET,

® ANANSA—49—{EHN TSL TE
BETNTLREHEANICHNFE
h.

TSL SR> TINS X —H —HYREE

IhdE, ROITS—HEET ST

HREHENHHET,

¢ ANINSA—9—DF—9454
TH, TSLICEEZINTL3S
T4 TERBRDET,

® ANANSA—49—{EHN TSL TE
BEINTLIEHERNICHDFE
Ao

cSTMNYa—FaVIRE

FrybEREL, ¥R—bEY
F—ABHELEDELLEIL,

FrybrEEREL, YR—bEY
F—ABHELEDELEIL,

loT Platformayv—in 704
I MHEEAR—I T, BELRNFA—
H—IC2VWT, FTNAADET ST
O b0 TSL ZHERLTLED
W, TSLDNSA—H—%TER

L. BERENSA—H9—%TFTARTA
ALEILEZBRBLTLESIYL,

loT Platforma>y v —ip 704
O NEHIN—IT, TNAADET
37099 b0 TSLEZRTRL. A
ALETF—994THTSLDF—
Y94 TERLTHZ L EERL
TLESY,

loT Platform 2y v —)L70%
9 NEHINR—I T, TNAADET
37042 bhDTSLEERRL. A
ALETF—9BEMRTSL TEESN
TWBTF—9947TERALTHN,
fEN TSL TEBINTWVWBENEE
ERNTHB L E2@mBLTLES
(AN

loT Platform a2y v —)Lp70%
O NEHIN—IT, TNAADET
370492 bDTSLEERRL. A
ALEF—994THTSL TER
INTVWBRT—9914TELREALT,
fEN TSL TEBINTWLWRENE
BHICHDILEZERLTLLEIL,

> Document Version:20200923

21



EZHVIITEAYTF IR -O5T—ER

XM E S

6308

6309

6310

6311

6312

Bl

AHINS A—
y—H, TSL T
EEINTWLS
T—ILETF—%
EEICEHL T
WEta,

AFINS X —
“—H, TSL T
EBEINTWLS
HIBE F— 44t
FICELL TV
FtA,

AHINS A —
H4—HTSL T
EEINTWLS
T¥FRAMNT—%
fTHRICEHL T
WEthA,

AHINS A —
H—H', TSL [T
EEINATWLS
B F—%1EE
ICERLTLE
A,

AHINS A —

HY—MTSLT
EEINTWLS
BiEKRT—41
BRICE#HLL TV
FEA,

RE

TSL (LD TINS XA — 4 —HREE
TNBE, RDIS—HRET ST
BEERHHET,

e ANNNSA—H9—DF—494%4
TH, TSLICEZINTLS
T4 TERBRDET,

e ANJINSA—4%—{EN TSL TE
BEINTLREEAANICHH L
h.

ANNSGA=9—DF—=9947
M. TSLICERSNTWET—%
GATELERBDET,

TSL [CHE> TINS X — & —HYR3E

TNBE, ROIS—HEET ST

RENHHET,

¢ ANNINSA—9—DF—9%594
TH, TSLICEZINTLS
FT—I9IA4TEERDET,

° ANNF—9DREH. TSL TE
BETNTLRRIFIREZEZT
WE9,

TSL [THE> TINS X — & —HYREE

INZE, ROIS—HEET ST

RN HHET,

¢ ANNINSA—9—DF—9%594
TH, TSLICEZINTLS
TFT—I9IATEERDET,

* ANANF—9DBUTCHALRY Y
TTRHDFEEA,

TSL [THE> TINS X — & —HYR3E
INZE, ROIS—HEET ST
RN HHET,

¢ ANANSA—9—DF—4E
N, TSLICERSTNhTWBRF—
SBRELELRDET,

o AMALEBEKRT—994TN
SA—5—DEH, TSL TEH
INTLBBERNSA—5—
NDEEEBDET,

cSTMNYa—FaVIRE

loT Platformayv—in70%
I FEEANR—I T, TNAADET
37042 bDTSLERTRL. A
ALEF—9BNRTSLOTF—% 4%
ATERALTHB L &2ERLTL
=3V,

loT Platform a2y v —)Lp70%
9 NEHINRN—IT, TNAADET
37042 bDTSLEERSRL. A
ALEF—99A4THTSL TER
INTVBRTFT—9914TLERALTH
BLEBWRLTLET L,

loT Platformayv—ian 704
I EER—IT, TNARADET
37049 b0 TSL &#RRL. A
ALEF—994 7N TSL TES
INTVBRTFT—9914TLRALTH
N, F—9RHIEIRZEBZTLAEL
CEEBERLTLLESIL,

loT Platformayv—ian 704
I hHEENR—IT, TNAADET
37042 bDTSLERTL. A
ALETF—994 TN TSL TES
INTVBRTFT—9914TLRALTH
BILEBABELTLESTY,

loT Platformayv—ian70%
I hEEANR—IT, TNAADET
37042 bDTSLERTL. A
ALETF—994THRTSLDF—
YBRLELTHRI L EERLTL
p el A

22

> Document Version:20200923



MEXNTE &

ESHVITEAVYTF VR -OTY—ER

Bl

TSL DERFEH
BEERINS X —
=T, NI
SA—5—HR
2D FEA,

6304

AHINS A —
H—Mm, TSLIC
EEINTWLS
B 7 — S 1EE
ICELLTLE
th.

6324

ANINS A —
9 —HEHE D
F—H9TIEHH
FHEA.

6328

BIBETF—5D
EZXRB(L, loT
Platform Tl&
HR—MINT
WEHEA.

6325

YRAT LB I—F

TSL DERIT
FIZYRFLD
BISAHREL F
L7,

6318

NSRA—=H5—D
MREEEFIC, TSL
HNOBEFIE F—
S0 F—4%
EEFTEEY
ATLTE,

6329

TSL D/INS A —
Y—9 4 THIE
L<HhHZFE
A,

6323

RE

TSL 42 TINT XA — 4 —HVIREE

Th3KE. 12U EDANAEEERN
SA—9—HNTSLADESZHiE
BEENSA—9—ICEOMDEHA
<L,

TSL [CH 2 TINS XA — 9 —HYiRtE
TNBE, RDIS—HRET ST
BEEMERHHET,

* NMALREERF—95914TH.
TSLTEZEINTLZERRL
2ERHEY,

e ANNLEBRIBNSA—9—D
HhH', TSL TEEINTLSHE
HIBNSA—5—DFHIRZEX
TWEYT,

TSL [CfE > TINS X — & —HYiR3E
STNERRIC, BIIBNSA—5—0
ANEHLERIBF—HTEHDFE
ho.

ZOIS—IF, TSLICHSTAN
LEENSA—9—DRIEThTWLDS
EELHREINFT, REYR—
FEINTWBEIBRF—HSDERE
(¥, int32 . float . double .
text . & U struct T,

AT LOBIGMEREL EF LT

cSTMNYa—FaVIRE

loT Platforma>y v —)n 704

I FEENR—I T, TNAANET
37099 bDTSLEZRTRL. A

ALETF—994THTSLDF—

SELEILTHI L E2ERLTL
3w,

e |oT Platforma>yv—JLH 70O
U NEFER—IT, TINAR
MNETSZ7O05 5 b TSL %28
RBL., BINBNSA—5—%5
BLTLESL,

o FNARDTYTAMN)—LDO

JaRRL, TINARITEDT
BEINET—YADORIIBE
ROHEWAL TKESL,

loT Platforma>y v —Iip 704
O NEHINR—I T, TNAADET
57044 b0 TSL #FRRL.
TSL HDEFIB /NS X — 45— %5
BLTHOS, ANALFNSA—H9—
HENBEF—HHhESHEEBLT
<R3V,

ANLEEZSY A4 TH loT
Platform THR—FIhTWVW3
LEBRBLTLESY,

FrybEREL, YR—bEY

> Document Version:20200923

23



EZHVIITEAYTF IR -O5T—ER

XM E S

6316

6314

6301

26010

26001

26002

26006

Bl

TSLRDINS

A—H5—DEX
Bl —
NEELEL

=,

F—HBHY
R—bSIhTw
FtA,

TSLICfE>TA
ANSA—H—
Y4 T EREES
ICIS—HH4E
LFEL K,

EEInkY Y
IZAMHETE
3. b5
PESEAEE
MirbhxlL
1=,

BRIV T
DHRBENET
v,

A9VTRDE
ThicTs—H
RELELT,

BEBAYY R
BRIV TS
BombhFH
A,

RE

EESNEHBRICY 2T R MRS
IEFELE,

BITROVTFOREHNROHD F
TA.

AU TMBIELLEGFINET
B, RA9VTFORBHELLHN
Fth, REZE, ROVTHICHE
XDZENHHNET,

A9V TPRIELLETFEINET
N ROUVTFORBHBELLHD
FRA. RVVT I
protocolToRawData &
rawDataToProtocol "BHET

T. TNSHRIDSHVES
., COIS—HBRESNET.

Y—=AHHLEDLELLTETL,
cSTMNYa—FaVIRE

FrybzEREL, ¥R—bEY
F—ABHELEDELLESIL,

loT Platforma>y v —)Lp7O¥%
Y MEANR—Y T, T—YBIRRY
U7 bEBRLTLESTWL, Y
U7 MHBREShEEINLILE
BRLTLESY, TEEDRY
D7 baERLTT—92BHT3
CLlBTEEEA.

loT Platform® VY —I)L T, [
LINSXA—=9—%AAL. R9VT
FE2EFLTFNYILTLES
W, IYY—ILRERERNER S
U7 RERTRELGHDEERA.
Lizh>T. ROV T MORB%EIE
BICERIZILBEITEEEA.
29V T b EEFETZHIC. BEII
AOUT b ERBETI L EHEEL
x7,

loT Platforma>vv—jo7Oo¥%
U hEENR—IT,
protocolToRawData &
rawDataToProtocol AEH TN
TWBIELZBALTLESL,

24

> Document Version:20200923



MEXNTE &

ESHVITEAVYTF VR -OTY—ER

I5—13—FR L]
F— Y RITEIC
BEEnzsF—4
26007 BAEL < &b
$th.

AytE—IYABNORE
[RytE—TH

RE

A9V T PRIELLERITFINET
M, BINEEROTF—SEIIEL
<HHFEEA.
protocolToRawData & & O
rawDataToProtocol D EH &
BLTLETL,
protocolToRawData D&ERF7—
%13 byte[] BEFITRITNIERS
9", rawDataToProtocol D&ER
F—4#(json0bj (JSON #T v =
b)) TRIFNERDEEA., BB
TNEERDT—SEAINS 2
D2OETRAWVWEGE., COIT5—H
BINEd, TNAADBRTF—5%
BELE, RTERBETNARIC
BEnEzd, BIhKERT—%
LBERINET, RHIVTMIC
protocolToRawData 2 E#&HL T
WEWES, BIN3TF—9HEL
<ABWIEEELHDET,

rNSTNYa—FaV5hE

loT Platform 3> Y —ILTRX YY)
TRZERARTLESTWV, AANS
A—H—ZANLTRIYThER

L. BROTFT—YEAELVME

SHaBABLTLETW,

2]%29Vv 9L, FNARICE>TEEINER/O—-ROREERBELET,

AytE—YIDTRAO—RFORBERELFT, BE. QST DAY E—IVDHAERETEET,
TTDT—H & Base64 TV A—RF—HDELSHERRT BN EBIRTEXT,

loT Platform Device Log
Quick Start Product : | TestBulb
Devices
FIEECH Device Log
Device
Device Actitivity Analysis | TSL Data Analysis
Group
Rules I:|
Data Analysis Time

Edge Management

Applications

Exiended Services

Maintenance
Real-time Monitoring
Online Debug
Device Log
Firmware Update
Remote Config.

Documentation

Upstream Analysis

Downstream Analysis

nt| Basef4-encoded Data

> Document Version:20200923

25



EZHVVTEAYTFF IR D7 — LT T7OEH MBS &

3.77—LITT7DEH
3.1. 727—LIT7DERH

loT Platform 3 7 7 —LO 7O EHEEZIRMLET, 77—LUI72EHTBICIE. OTAEH%
HR—FITBLSICFNARISATY N ERETIVENHNET, D&, loT Platform vy —
LT, 27—LOIT7 774N %7y7O—KRL, 727—LIIT7EHMI7AINETNARICTYy>ad
BIENTEBRLSICADET, TITE, 727—LYIT70EHEREL. 77—LIIT7I7A4LD
N—YavaEBIZAHEICODVTHBELEYT,

R R

77—LOITDEHRKEEFERTBHIC, OTAEFHZYR—MIBLS5CTFNARIS4T7Y bERR
LECLEBRLTLLESL,

o FINARASDKZFEALTWBIHERIIF. TOTAEH) 2T8REIV,

e AlIOSThings AL TW3HEAIIX., TALIOSThings ® OTAFa— kYU 7IL) ETBRCESIL,

FIg

1. IoT Platformay vy —ilco4d14 YL %7,
2. EADFEST—2a YOV ROT, [ AVTFF VRIS 77—LOIT7OEHZ20Vv 9L ET.,

@ A LHBEVWH—EREEMTSEHIC, 0T Platform TR 7OF 2 FZEIRT7— 4

DITPON—TJIAVEEBRTESRELSCEDFLEE, 20RO, HILWOULN—Y3VYDT7—L4

DITENRKEEVIOTERTREEEX, UAIICPZ Yy IO—RLETI7—LI9IT7 7740 % T
O% 9 MCFEHTEHEMITIZIRERHDET, 77—LUI7I7AIILEE 120705 ML
EEMIFTRIENTETEFRA, BEOI7—LUIT7I7A4N%27045 9 MMCEEMNITE

T, HLWIZ7—LIIT7 774 %EMTEET,

. [77—LITTFOEHIAN—IT, LW I7F—LOTT]ZV)YILET,

@ #88 Alibaba Cloud DEF7 A Y MZlE,. SX 10BN T7—LITF 77 AILEE DY
T3oEHhTEET,

4, [727—LI9TT7DEN Y4705 RYyIRCIT7—LITT7DEREANL, 77—LIITTIT7
ALEF7yFO—KLET,

10T Platform Firmware Update
= Add Firmware
3 Firmware List  Versions
* Firmware Name
Devices
PowerDevice
© Firmware Update has been upgraded. The firf & automatically bound based on the previous firmware update data. For more
Product information, contact Alibaba Cloud technical s
# Firmware Version

Device 1000

s — — e s |
Rules All v tesiD306

* Signature Algorithm F
Firmware Name F - Created At Status S\rmw - Actions
Real-time Mo. bTEk
Online Debug * Select firmware Validate Firmware
Upload Firmware » .

Device Log test0308 1 L 03/07/2019, 18:36:02 Unverifieg MD5 Update Details

Firmware Upd Description Delete

Remote Config.
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DNFPETFVHY—RATICTBLRFTEE A,

T7—LIIT7ON—I3VEANALTLESIL, ESEF1~64XFET, HH
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e 37,
A AN F27—LOI7HETS7OF I MEERLTLLESTY,
EZ7ILIVIL YR—FINTLBELZ7ILTY) X LIE MD5 & SHA256 TT,

I7—LIITI7AN%ETyFO—RLEYT, BIN. TAR., GZ . KU Zip
ERXDOI7FAINDHADPYER—PFINTVET, Z7—LITT7I7AILDYAX
(& 10MB RiF T,

I27—LOTT7DOT7Y 7
o—FR

5. (ER) SEVDT/INA AN ALOSThings (FTEFDF v TE2FEHALTVRIBRIEF, RELEFHHEEE
HATEEY,

T7—LYIT7DEAUEBBEEZFRIITEIHIC, RELERBELZEMCTBZILEHELEE

T, RELREFBEER, 77— LI 7RSIV I7—LYVIT7EZRIDEHICTF NS AERE
WEELFEFYT, AlOSThings #FIHL TWBHERIEX., TALOSThings ® OTAFa2—FU7 )Ly %
T8BRCEIL,

L [[77—LOIT7OEHFIR—IT, [RELEH 27V ILET,

i. [ RELEF]Fs705 Ky o RT, AliOSThings 2FBIT 37059 hO=HDRLLEHHE
BORYVZE[T7ITF47ICYIDEBEAZFT., X2 )F 4 TRESNEEFREELN[79T7 4
TCHE>TVWBRBE. FTNARAEZGRAOBEIE—T3LHIC, LT B [AE—-]1RKY V%4
VwHg3BEHTEEYT,

6. 77—LI9TTFD—ET, MEITB[77—LYzT7OREE Ky>v&2osUvoL, 7yvFO—KRLE
F77—LIOTT7 77 AILDFBRUENE S ZRIELET .,

@ B T7F—LYTTIFAILH 0T Platformlc 7y FO—R3INFE, 77 —L9TT
FZ7ALDB 1D LEDTFNA ATERUENE SN ETANTRIVELRHNDET., TRAMTFNA
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10T Platform Firmware Update
Quiek Siart Fimware List ~ Versions
Devices ~
@ Firmware Update has been upgraded. The firmware version information of each preduct is collected. The firmware and oroducts are automatically bound based on the previous firmware update data. For
FEiE more information. contact Albaba Cloud techr .
Device
Fi List @ e
e s @ To ensure that the devices are functional after the firmware update, y
Rules All | ou should conduct firmware testing on selected devices before the ba
fch update. This will prevent updating the wrong firmware to devices.
Maintenance A~
Firmware Name Bl « pending Update Version reated At Status gg:: Actions
Real-time Mo... o]
i
Device Log yinna_testGJ0m_E . N p— 0412018, 22:37:34 Verifed MD5 e
- Delete
Firmware Upd...
e K| o : et
Documentation 188163 1L 112512018, 15:34:50 Urverfied  MD5 Update Details
Delete
NFA—H— Bk
E#TE o JN:BWMNYT—IBRETNARALT Y2 LET,
ROy THIYRYySRICE, TOFIPOETFNARDBREDT7—LI LT
N=JaURRRINET, MHILWN—JYaVICEHRITZIN—Yarz120tL
o 53 BIRLTLKESY,
REDOEHFN—Ta >y
N=TavEBERLEE, [FNARBlOROYTIOVRYVEIVVITS
&L INGEDITF—LVITN=—IIVDOTINAADBERTEINET,
FINARE 77—LIIT7I7ANETAMTBEHICTNAA%Z 1 DU EBIRLET,

o FNAARFI7—LYT7EHEMEZSITRDET,

m MQTT Z4L T loT Platform[CEH T B TFNA ADBA Y SA VY DEBER., ThslE
FTCICEHBHNEZITRODET, FSNAADBAITISAYDBEE. TINAADAY
SAVICR > RESICEFEMNA Ty aInFET,

m fBDELT ORI (COAP > HTTPS B E) 2ERL TVWBRTNARADRF Y SA4 Y
DER. ENSBEHREMZICLRELET., TNAADBF TSI VDS
3. BHMEZZITRMBENTETEEA,

o PP—LIITTDRIHEEZERITTBRE., 77—LIITTDAT—49AD [RIRE] » 5
[HBEEBH] IEBEHDFET, EEL, 77—LIIT7DARATF—HRIE. TRANTFINA ANIE
BICEHINEIE, FREEI77—LY9I 7 774U FBEURETHZLEERTHENT

BHDFELEA., ENERERDIEHICE, [EHOFEM 20V v ILET,

7. [EEH 2oV O LTEHAEEZREL. EMEHZTNARAICTY2aLET,

@ $B —EEHEEATRMIC. 77—LITT7 77 AADPRIECEBLECEEBELT

<FEE L,
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IoT Platform Firmware Update
8atch Update
CUEES Firmware List ~ Versions
Devices - * Pending Update Version
@ Firmware Update has been upgraded. The fin 100 e automatically bound based on the previous firmware update data. For
Product more information, contact Alibaba Cloud techi
Frrm * Update Policy
. . Static Update ———
Group Firmware List & Secure Update |
Nli * Update Region:
|
Rules — All Devices
Maintenance
* Update Time i
Firmware Name Fir o reated At Status g!rmw - Actions
Real-time Mo... Scheduled Update Il
Online Debug * Scheduled Update Time Validate Firmware
e —— Balch Update
Device Log yinna_testGJO0C_EIE qf | 2019-03-0800:00:00 U8, 229734 Yoo MDS e
—— * Retry After Failed Update Delate
Retry Immediately
Remote Config. ) Validate Firmware
* Max. Retry Times T
Documentation testGJ3 1L 5 11252018, 15:34:50 'Urwenﬁed MDZ Update Details
Delete
c . Validate Firmware
m ance o . Balch Update
testGJ2 1 112512018, 15:12:02 Verified MD5 Updale Details
Delete

INSA—H— B

o IN:EHNYIF—IREKRETFNARICTYYaLET, EFITZT77—L4

B & SITHOR—VIVEEETIRENABNET.

ROy FTHFoVRYyVRICIE, 7O DETFNARAODBRED I 7—LITT
RBPOEHRN—Y3>Y N—JaryHhRRINFT, HILOUN—VaVICEHFITZ/N—TYarvzE120E
BIRLTLESWL,

o BNEHN: BEINBEEZBLIFMIUINETNAROAZEHLET.

o o BNEN: EEINEEEEZEBRATIANTOINA RN EHBENESITRN £
BRI Y — ¥, [BMNEH ] 2ERLABAE. BEON—Ya Y aRELLETNA ZAPH
LLBESUINEFNAALE, EFHFBELFNA RAOBELGEZINE
7,

O FARTDTFTNAR: ZFDTOFIMIEBTEBITRTOTFNAZRADEHFRINE

S 5.

EHAERTINBEREZIBEL TKETL,

o SYCEH: ERMPEBFINLEHECEHLET,

o FHEM: YATLNEHIITIRAMNETFNARLT Y2219 3EEEFHT
BELEY, 50#H,5 7 HENHBETHEZEEI S CENTSET,

FHEY ‘
@ #B FOEFE. BEAY S ABHNEFOBACOMMEATEE

ER

EHOFERZZEETIHRE. [77—LV 7 OHM] X—T 0 [REP]
YTh5, EHFERZEZERTZENTEET,
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NS A—H— A
EHRHAEBMLEBEIC. EHVIIAMDEGHBRITINDILSCRELF
¥, A#Fvav:
o BRfTLAL
o FTCRBRT
EI LB OBRT ° 10 FERLHHT
o 30 pEICHERT
o 1KEEICHRT
o 24 IFMEICHBERTT

YATLDBRITTEIMEZERLEY, T3

o 1
=RA BRTEE o 2
o5
RIT4E

[EFHDEFM 20y o T3, BFDRAT—HYREEBTEEXT,

o RBP: TDHTR—=VICIF, EBEHHKRELTBIRINTLEFNS ADN—ERRIINTT, RBRE
ISI&, "BBR(FNAADBA TS0 V) & "RBh ( FERZ: 000G-XX-XX XX: XX: XX)" D 2 EEHIH
nxvy,

o FNAADBA IS4 VT, BEFHBEANPETRATI Y 1—ILINTLBRHEES. AF—YRE"RBP (F
TEBFZ: XXXX-XX-XX XX: XX: XX)" ERTRINET,

o FEINIBREICKRD, FSNAADBREEAITISAVOBE. ATF—9RF"REBD (FNAADBA T
SAY)'ICEHNET,

o Efih: Ty IR—VJICK, EFMEMNZZEL. EFOETRRZIVY—ILCHRELLETNAZD
—BERINET, EHOEBRAEDPTNAZADISZEINLGVES., EBFREI 0T,

o FTEICEH: COYIR—=VJICIE, EEICEHINEFTNSAAD—BELRERRINET,

o EHEM: CHOYIR—VICIE, EFICKBMLETNARD—EBLZOEANERRINE T, EFHE
MIZEHELT, UTORINEZSNET,

o FNAATHOEHRIRIINETDRTYT, FNAADPREDEHFIRIERTLEE, CD/N—
VIavRAIRLS—EEHERAZENTEET,

o BHDETHIC, 77—LYITNYT—I0F 9 O0—FROKKR., 727—LTx7 771410
DEY, MADEKBMEBEDEEHNFKELFEFLE., COES53BBEE. B5—EEmEHLTLKES
(AW

[727=LOIzT7OEHIRN—TJED[N=Yav]zsVyoLTTOFIb2oVvo9%E, £070
FIORDTNAATEREINTVEZ 77— LIVITHRREINET,

e N—JaAVHM: TOF I MDD I F—LVIT7ERRNEEERRLEYS, U520 T77—LYI
FOZREN—J I VHRERIN, Z20MOT7—LITFREFOMICEFEHSNTVET,

o N—=IIVETFNAR:TOF I MDFNAARATEHERAINTVWRIRTDI7—LDTT7/IN—Y3aY
L. FON—TYaVEFHALTVWSBTFNSARADEPERINET,

o FNAR—E: ZDTOF I PDIRTDOTFNARERRLET., 77—LoIT7N—I3ar%&ERL
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T. TON—VaVaEFEALTVWBTFTNAREERRTBENTEET,

3.2. OTA &

IoT Platform @ F/ 1 R 1%, L (OTA) EFEYER—MLTWET, T, OTAEFO7OER,
OTAEMTEHERAINZ FEY Y., $LUTTFT—9EXICOVWTHEBLET,

OTAEH7O0ER

MQTT 7O ML ZFEALTI77—LY T 72 0TAEHITZ370ER %, XONEICRLET,

Device O0TA server

1 Report the current firmware wersion

ota/device/ aforz/$ {Your curDevizelans}
3 Issne the firmware URL to the device. 2
cta/device/uperade,/§ {TourProductKey! /§ {TourDeviceNanel

Download the firmware using HTTPS

WITT 4 protocel.

protecol

5 Report the progress of the firmware update

{ ota/device/prograss,d {TourProducteyt /§ {fourDeviceNansa}

The device completes the firmware update
6 end reports the latest version

27—LOIT7EFAONEY Y

0TA console

Add the firmeare in the console and
initiate a firmware update request
for devices.

The firoware update progress is
displayed in the console.

The console notifies that the
npdate is successful.

o FNARIE, RODMEYHZICAYyE—VHENTYw2alT, Z77—LITT7DON—Y3 V% IloT

Platform [CER&EL £ 9.

/ota/device/inform/${YourProductKey}/${YourDeviceName}

o FINARIF. ROIMEYIEYTRIS54TLT, loTPlatform M5 7 7—LI T 7EHOBENEZE

l’i-g-c

/ota/device/upgrade/${YourProductKey}/${YourDeviceName}

o FNARIF, MDIMEYZICAYyE—YENTUY2alT, 727—LIzT7EHOETIRRZ loT

Platform [CER&EL T,

/ota/device/progress/${YourProductKey}/${Y ourDeviceName}
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@ wimg
e FINARIFE, 727—LITT7D/N\— 3% loT Platform [(CEHRIICEE T B HIFTIEHD
FA, BHBECOHAT7—LITT7/IN—Y 3 V% loT Platform ICEEL T,

¢ AVY—ILTTFNAAD I 77— LI TEHFZMNIA—LIEELTH, TNAADEEICER
ShEEVWSEKRTIEHD XA,

IoT Platform 77 —L DI 7EHIATLIEE., TNARADEHFPRIC(DEDH, TNARADEH
AT7F—4H AN Updating D& =) [, EFMDETRALEA—FZ2TFTNSAADSRELET,
o OTAEMMBRINLIELESHERERTBICIK, 727—LIzT7ON—JaveERRLET,
o FATVSAYFINAARIEX, OTAY—N\—HISEHEBEHNEZ2ZETETELA,

FINA AHY 10T Platform [CH 5 —EELET B E, TNARIFOTAY—N—[CAYS4VTH
BLEBHLEY, Y—N—DFVSAVEHEZER. TNAADEFHBENE SH
ZHELET. EHPBERES. Y —N—ETFNARICEFAVE—VEEELET,

XAyE—IDF—9ER
OTADBIFR L I—RBICDWVTIE, TLNkKitSDK; O RFa2XAY FEITSBLESIL,
1. TINAADOTAY—ERICELSTZE, 77—LIIT7ON—JaveERELET,

MQTT 7O MINZFERLTI7—LIIT7ON—JaVERETEITNAADME Y Y&, /ota/
device/inform/${YourProductKey}/${YourDeviceName} TY, XvE—IDHIEZLATICRLET.

{
"id": 1,
"params": {
"version": "1.0.0"
}
}

o id: Xvt—v 1D,
o version: FTINA ADBVED I 7—Ly T F7N—Y3Y,
2. lIoT Platform 3> Y —I)IT, 77— LI 7EH 774N %E7y7O0—FRL, —BOTFNA1 A% ER

LTI774LEBRELTHS, 7OF I RDITRTOFNARAICTWLTI7—LIITEHEZ Y
H—LET,

BHICOWTIR, To7—Lvz70EH 28BLEIVL,

3. AVY—ILTNYFEHERFTRE, 7OV I MDFNA AT 7—LITT7I77A4ILD URL 25
TN X7,

FINA A& /ota/device/upgrade/${YourProductKey}/${YourDeviceName} FEY Y& H TR Y54

TL. EFAYE—VEZSELET., Z20%, TNARICHTBZII7—LYTT7EHYYIITAMNEH
BIdE, TNARABCOREYIDSITI7P—LITTI7AIDURLEZITERNDET., Xvt—
SO EATICRLET,
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{
"code": "1000",

"data": {

"size": 432945,

"version": "2.0.0",

"url": "https://iotx-ota-pre.oss-cn-shanghai.aliyuncs.com/nopoll_0.4.4.tar.gz? Expires=1502955
804& 0SS AccessKeyld=XXXXXXXXXXXXXXXXXXXX&Signature=Xfgju7P6DWWejstKJgXJEHOqQAKU%3D&s
ecurity- token=CAISuQJ1q6Ft5B2yfSjlpK6MGsyN1Jx5j06mVnfBglIPTvIvt5D50T z2IHtIf 3SNpAusdsv03nwW
XT7va4flgFyTINVAEVY ZJOPKGrGRODzDbDasumzsjbo4f%2FMQBqEaXPS2MvVf]%2BzLrfOceus bFbpjz)6x
aCAGxypQ12iN%2B%2Fr6%2F5gdc9FcQSkLOB8ZrFs KxBltdUROFbIKP%2BpKWSKuGfLC1dysQcO1TwEP4
K%2BkkMqgH8Uic3h%2Boy%2BgJt8H2PpHhd9NhXuV2WMzn2%2Fdt)JOiTknxR7ARasaBghelc4zqA%2FPPl
WgAKvkXba7aloo01fV4jN5]XQfAUSKLO8tRjofHWmOjNzBJAAPPY SSy3Rvr7m5efQrrybY 1lLO6iZy%2BVio
2VSZDxshI5Z3McKARWct06MWV9IABA2T T XX0i40BOxuq%2B3JGoABXC54T0lo7%2F1wTLTsCUqgzzeliXV
OK8CfNOkfTucMGHkeYeCdFkm%2FkADhXAnrnGf5a4FbmKMQph2cKsr8y8UfWLC61zv)s CIXTnbjBMeuw
1go5zlynS1pm7gf%2F9N3hVc6%2BEelk0xfl2tycs UpbL2FoaGk6BAFS8hWSWY UXsv59d5Uk%3D",

"md5": "93230c3bde425a9d7984a594ac55eale"”

12
"id": 1507707025,

"message": "success"

}

o size: 77AILDYALX,
o md5: MD5 TS| INETI7—LITIT7ORE. 32y b 16 EHNZFFTT,

ourl: 77—L9T7774)L0OURL, URLII 24 IR F CHERATEETT., URLAERIhTHS
24 BREURIC, TNARB I 7—LITT7I77M40W %59 0—-RTB3VERHBNET,

o version: 77 —LYUT7DN—Y 3,

4, FINA A&, HTTPS 7O RN EZFEHLTURLAS 7 7—LY9 T 75259 >O0—KRLET,
@ B 77—LYI70OURLIZ24BHUAICYY—RINET,

I27—LOz7DOHFoyO—KR7O0€RP, FINALRIEMNEY S /ota/device/progress/${YourProd
uctkey}/${YourDeviceName} %fERL T. #E/TKHR % loT Platform ICHREL FI. XvE—TDfl
#UTIERLET,

{

"id": 1
"params": {
“Step":".l",

"desc":" XXXXXXXX "
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o id: XytE— 1D,
o step:
m [1,100]: COfEIX. Fo>O0—ROETRRDEEZRLET,
-1 EHICKBMLELE,
n -2 77— LIITOYIO—FICKBLELE,
m -3 TFNARADBIAICKBLELE,
m -4 TF—LIITDAVAM-ILICKRBLELE,
o desc: EHiOETRROHAA. T5—HRELLBAR, CONSA—F—RCIF—Xyt—IH
RRINFET,
5. FNAADNEHFHINZE, CDOME Y4 /ota/device/inform/${YourProductKey}/${YourDeviceName}
EEALTHLLWI 7—Loz7N—YaVvEBELET. BESNN—TYarhIr—Lvz
TEHI7ALCERINTLWBRIN—YavERALTHNIE, EFEBEINTY.

@ BB BEINLN—VIVE, EFFRYLEDLESHEHBTEIR—DBIFTT,
REINFHEEN 100% THHOTH., TNARADBFHLWI7—LITT7N—I3a V% loT
Platform [CER&EL TULWARITNIE, EFHIFEBRLTLET,

Irs>—

e BEIS—TYF, TNAADNZELET7—LYITT7D URLARRELEIBES. F/(F URLOREHLF
BTEEINLBEE. ROIS—HEBELET,

gnatureDoestiotilatsh/ Code

it signature we calculated does not match the sienature yvou provided. Check your key and siening method.

47 DBE3464D TEI245CIDE

‘iote-otapre/nopoll 0. 4. <. tar. gzPseouri
o] 1 QEF 582y ES I [KENG: s.J‘ﬂTn|uonanBgl]PTw]V(FDSJT.Z]H.U Wohusdsv0TuhzT Pyd L F ¥ TINVAEVIZ IOPE GrGRODzDkDasuns Thod £/ HOB QB P SZUVWET +al £0ceustl by j=] 6xaChS v ZiN+ /26 /Fade T < 0SLLO] ATROFLE P+ pERSE UG FLCL dyee0l

€20 S 74 61 0D 70 T2 6% 1I'DE(-FTUW5C
A 81 36 6D 56 61 66 42 & b@"'

75 60 54 73 4A 62 GF 3
95P721613’IB79]¢6€ 4 64 65
257 40 T4 68 52 78 64 74 44 4° 8 B 6B &

F 4B 33 43 65 4F 4F 68 68 B4 75 3
65 T5 57 49 71 &F 3 TA 49 79 6E 63 51

441 47 41 37 64 54 BR B 4F 30 42 4F 78 75 71 28 33 4k 47 oF 4:51744555717A7A64ﬂ69
1 44 62 52 41 68 72 @ 61 54 46 627 D 4B 4D B1 70 68 52 A T6 4A 73 43 6C 58 54 GE 62 4 42
T 45 E 4% 2 070 68 6 3% T 79 €3 73 ES T0 A 40 2 GtPAlATGB"(2414&25?‘5"5"751"5!37?76 35 33 64 35 55 6B 3D

a0 €5 4B 41 52 §
4D 4F 42 4B 65 53 65 43
70 ED 37 67 66 FSQQE 33 68
< /StringToSigrBytes>

o J7—LIUTTFIF7FANDSYIO—RICKBMLELE, 77—L9T 77740 URLAHRETIN
T9. URLIZSERE 24 5B FCERTETY,

¥ Error> .
{Coderhccesslenied</Code>
MessagerRequest has expired. </Messagze>
{Requestl 4599549807 444F A BRARS3EF TT< /FequestId>
{HostId»iotx—ota—pre. oss—cn—shanghai. alivuncs. com</HostId>
{Expires>»201T-08-17T07:43:24. 000Z</Expires>
{ServerTime»2017-08-17TO7 :45:17, 000Z</ ServerTime>

</Brror>
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L iy
4.') E— FERTE

loT Platform [3V) T— FREHEEEREMLET., ChICED. TN ADPBREDICTFNAIRABEEFVS
AVTCEHRTRENTEET,

R iR R

e loT Platform Y Y —IITUE— M REMEZEMCLTLE L, COREEZFHCLTLRWES
&l&. loT Platforma> vy —iAOda4 VL, EQOFEF—2a> o4V RIT, [AVTFFVR]>
[VE—PFREIZIUYILET, RIC, [V—EREBMICTB] 20V vILEFT,

o NE—NREMEEZYR—PFTBLS5CTFNAIASDKERELTWVWSBE, F/INAASDK T, FEAT
URE_SERVICE_OTA_ENABLED=y %#E&HL TW3 T &, SDKIE. COTA (Config Over The Air) BE D
JE—MREEVEHLT B3HIC, linkkit_cota_init API 228t L £ 7,

)E— FREBEBEDLEN

BREL, YAFLNSGA—=9, XY NT—=INSFA—=9, FTNAZADEF2VTFARII—BEDTN
A ARELEHIIVELNRHNET, BE. FTNAABER I77—LYI70OEH K& ERAL TEHS
NEFd, LHL. 27—LYITFOEHRTE, 727—LIIT7ON—I3VOAY TV RACEHEEHID
D, FNARABEHEA VAN =ILNTZEHICH—ERZEFELETIVENHBDET., TN AREEHRT
OtREMRLT BT, loT Platform ($") E— MREWAEZIRMLET., CoHgelckb, y—F
AEHH TR L L RENEHZTTIDENTEET,

DE—MREHETIE. LTOERELTEET,

e UE—NREZEM /EMICLET,

e loTPlatform OV Y —ITHRET7AINEZHEELTN—Ia Vv EBEESTLET,

e JOF I PMDIARTOTFNAADEEERE—EICEHRLET.

o FINA AHV 10T Platform M SEREEHD IV VT AN EREEFETEDLSICLET,

DE—FRE7O—Fvr—b:

ala IIII

User I

1. The device subscribes to the topic of push configuration. |
2. The user edits a configurationfileinthe loT Platformconsole. |

| h {/sys/S{productkey]/S{deviceName}/thing/config/push}

3. The user pushes the configuration information. |
> 3.1 loT Platform pushes the configuration to the device.

{/sys/S{productkey]/s{deviceName}/thing/config/push}

The device subscribes to the topic of reply configuration.

sys/s{productkeyl/s{deviceNamel/thing/config/zet_reply}

4.
.

5. The device triggers a request for the latest configuration.

o

sys/S{productkeyl/s{deviceName}/thing/config/get}

5.1 loT Platform returns the latest configuration tothe device.

________________________________ »
sys/S{productkeyl/s{deviceNamel/thing/config/zet_reply}
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YUE—PMREICEETZ 7OELRICIE.,. UTOKELASENET.

e loTPlatform IV Y —ITREI 7ML ZHEL TRELET,

e [oT Platform Y Y —ITTOF I rDITRTDTFNARICHREDEHRE T Y2 LET., D&,
FNARBEFHFVITIA M 2ZETIEICICREEZEMLET,

e FINARIFZXT=., loT Platform M SEREBFDV VI RA MW EFIN, REFEREZELIEIICENR
HETITBELHTSET,
JE—MREMEBEDER

JE—FREHEER, EC220YFUABRRFINTLEYT, §48H5, loT PlatformHhHSF/NA R
CRENEHFETv>aT3h. FLEFNSAADNRENDEFOV /IR E2REEFETEZLS5ICTZL
TY. UE—MREMEEZFERTZ70ERE., YFUFICE->TELRDET,

¥F 1 # 1: loT Platform D5 FINA RICBEEKRE S vvaLET,

loT Platform O Y Y —I)Tld, 7057 FREDEHZ7OF I MDIRTOFNARICT Yy 2193C
ERTEET,

1. FINA X% loT Platform [C#E& L. FEWY Y /sys/${productKey}/${deviceName}/thing/config/pus
h 29T2R9547T93L5CFNA1RAZRELFT.

2. lIoT Platform 3y V—ILT, REIF 7ML EHEELET,
i EADFET =234 Y FOT, [AVYTFFVR]>[VE—MRE]ZIVVILET,
i. YVE—MREBBEDFERANRETSZTIOF I MZBIRLTEMICLET,

IoT Platform Remote Configuration
Quick Start Product : | test1128
Devices
Rules . .

Remote Configuration Remote configuration has beenenab\e[]
Data Analysis

® IoT Platform supports remote update to the device configuration files in JSON format. You can ediit the configuration template below to remotely configure the system parameters and network

Zoge parameters of a device and remotely manage and maintain multiple devices by updating the device configuration files. For more information, seeDocumentation
Applications

Configure Template
Extended Services

Real-time Monitoring

Online Debug

STl Batch update

@ simg
n BRLETOFIbDYE—FREREZBMCLESERICOH, 207057 L0
RETYTL—FI7MILERETSET,

) E— FREEENBUICH->TULWAWE, KRTOFIMDTNARAEZIDESICE
HIBLIFTEFEEA.

B CCCHRELERETYTIL—R 7740, 7089 bDIARTHOTFINA ATEH
TNTLEYT, RE, REF 7ML EEESNETNARICTY>a2TBILIET
TEEA.
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ii. [RE]Z2IVYIL., [RETYTL—FOITUTATRETYIL—rE2HELET,

10T Platform Remote Configuration
Quick Start Product : | test1128

Devices

Rules

Remote Configuration Remete configuration has beenenable @
Data Analysis

@ IoT Platiorm supports remote update to the device configuration files in JSON format. You can edit the configuration template below to remotely configure lhe system parameters and networi
Edge Management parameters of a device and remotely manage and maintain multiple devices by updating the device configuration files. For more information, seeDocument:

Applications
Configure Template Submitted At01/03/2019, 17
Extended Services

Maintenance i “tempratture”: 5¢)
Real-ime Monitoring
Online Debug
Device Log
Firmware Update
Remote Config

Documentation

@ giEg
B YE—FBET7AILIZISON 7 74ILTT, loT PlatformIc. BRERBICET S

HALBEHRIHNDERA., REIF7MILEEXETIE. T—I9OERAOHANFIY
IE¢NFET, hiE. BFRIS—CL>TEISFREIINZIIS—%2H<EHTY,

B RET7ANDYH A XL, 64KBERET TS, 77N A RXBEET) 7DELERIC

FNICRTRINET, 64KBEBABHAXDRBRE T 7 AIBEETRIENTEE
TA,

iv. REBROBENTT LS., [REIZ7V v LT, REZ7ANEERLET., RIS, NN
41ﬁﬂﬁ774»®U711hEﬁET§6$9k&D$?°

loT Platform Remote Configuration
Quick Start Product : | test1128 v
Devices

Rules

Remote Configuration Remote configuration has beenenable @)

Data Analysis
@ T Platiorm supports remote update to the device configuration files in JSON format. You can edit the configuration template below to remotely configure the system parameters and network
Edge Managemert parameters of a device and remotely manage and maintain multiple devices by updating the device configuration files. For more information, seeDocumentation
Applications
Configure Template Submitied Ai12/28/2018, 1525, File Size 1KB ( Size Limit64KB )
ErmaEETE @ Are you sure you want to submit this
1 configuration? This configuration will be
Maintenance 2| “tempratture”: 56| automatically updated to all devices under this
3} product after you submit this configuration.
Real-ime Menitoring
Online Debug m Cancel
Device Log

Firmware Update
Remote Config.

Documentation

Cancel Save

3. REZ7ANETNARICT Yy aLFEY, [BEH 25Uy o 95L. loT Platform ZED T
O bDITRTDTFNARAARET7AILEEELET,

[EEH 2OV ILEE, THUY b aBRBTBLHICSMS BANPRBEINZEHHO F

9, RIAMVBELRZEAE, RVICTHIY NOBRBEZERTIEIVELNHHFET, TOET, BE
FAILDBRTFNARGEEINET,
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IoT Platform Remote Configuration
Quick Start Product : | lest1128 Vv
Devices
Rules ) X
Remote Configuration Remote configuration has beenenable @)

Data Analysis

@ IoT Platform supports remote update to the device configuration files in JSON format. You can edit the configuration template below to remately configure the system parameters and network
Edge Management parameters of a device and remotely MANAgE ANd Mmintain mulinin Anuieas ki aRAstne e dnuien - Anfinurtian Sine- SO more information, seeDocumentation
A e 0 Are you sure you want to perform a remote

Configure Template Submitied At01/03/2012, 17-31; Ef;‘;ﬂ‘.’j““" update to all the devices under this File Size1KB ( Size Limits4KB )
Extended Services B P )

A T T Note: All devices under this product will be updated to
2 tempratture”: 59

Maintenance - B - the specified configuration. The target update device

: needs to subscribe to the remote configuration topic
Real-time Monitoring

Online Debug

Device Log

Firmware Update

Remote Config.

Documentation @ To edit the configuration file, click the "Edit” button below.

Edit Baich Update

@ gimg
o BEEEDFIR: Ny FEHT1HBFIC1EDOAEITITZICENTEET,
o BEEHFO Ty azdhltLEWESRR. 7O DY) E— MREMHBEEEMICLTL

W, EFf727M40DTyadBEEIh, FNAADSOEHRY I MEERS
nEvy,

4. loT Platform M SRET 7 AIEZET L. TNARIIEHIWICEREEZEHLET.
BREI7I7AILDEE:

BHOSDOBETFAILNBEFIAINIMTIAYY —ILILBEINTLET, HLOUN—S3aVYORET 7
AL EHEELTRET S L. UBION—Y a3 YyHEENIICREN—YaYLaA—RYRAMIERFINE
T, RRINTLBR520N—JavOEHRBANEABTZRRTZLHTEET,

Remote Configuration

| test001 ‘

Remote Configuration Remote configuration has beenenable

@ |oT Platform supports remote update to the device configuration files in JSON format. You can edit the configuration template below to remotely configure the system parameters and network parameters of a
device and remotely manage and maintain multiple devices by updating the device configuration files. For more information, seeDocumentation

Configure Template Submitied At11/20/2018, 22:33:10 File Size1KB ( Size Limit64KB

"sethetConfig": "x

B

@ To edit the configuration file, click the "Edit" button below:

Edit Batch Update

Serial Version Updated At Actions

01 11/20/2018, 22:20:29

[BERIZ2VUv9T3L, FON—VaVDRENBTEERIZENTEZY, [CON—YaVITE
TIZIVYITBE, CON—VaVORENBHEERY IRICKRRINET., HBEHELTHS
HLOWN=YaYELTRETZIENTEET,
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Remote Configuration

test001 v

Remote Configuration Remote configuration has beenenable (@)
Version11/20/2018, 22:33:10
@ |oT Platform supports remote updat rémotely configure the system p: s and network ofa
device and remotely manage and mfai Bl { . e dntation
SetNetConfig™s "XXXXXXXX
i
Configure Template Submitted At11/20 File Size1KB ( Size Limit64KB )

"setlletConfig”: "xooo000c”

Recover to This Version Cancel

@ Toedit the configuration file, click the "Edit" button below

Edit Batch Update

Serial Version Updated At Actions

01 /2012018, 22:20:29

YFVF2: FNAADRERBROV ITA M EEBELET,

FNAZADREBBRDV VIR Z2REFETIELSCRESINTLWBRHESEG. VE—H

DRELFHNET., ChEHBMCTBICE. ROFIEEZEGFTLET.

1. FEwY Y /sys/${productKey}/${deviceName}/thing/config/get_reply 2H TR US54 TFBL5IC
FTNAAZHBELET,

2. loT Platform) I Y —IL T, VE— MREBEZBMCLTREI 7ML EHELET. HELWF
JEIcD2WTIX, To+UA 1) OBEETZFIEEZZSELLIEIWL,

3. YE—PFREDV I ITAM%E KM H—79 3 linkkit_invoke_cota_get_config API ZIFUHH T &5 (S
TFTNARAERELET,

4, FEw Y /sys/${productKey}/${deviceName}/thing/config/get %L T. DB EEHN) /T
AREEETBLSICTFNIRAERELET,
5. loT Platform 3V VT RA P2 ZEL LB ICRFORERBHRE T /NI RICRLET,

6. TINARIE, VE— M REHEENL TEBINERE 7 7ML ELET 3188 cota_callback % {E
BLZEY.

nE

EREEEFMCT

> Document Version:20200923 39



	1.オンラインデバッグ
	1.1. オンラインデバッグ
	1.2. 仮想デバイス

	2.ログサービス
	2.1. デバイスログ

	3.ファームウェアの更新
	3.1. ファームウェアの更新
	3.2. OTA 更新

	4.リモート設定

