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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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You can use the log management feature of to push operations logs of messages to a specified
logging bucket. You can specify the configurations in the Message Service (MNS) console to push logs
to Object  Storage Service (OSS) or Log Service, and enable the logging feature for the queues or topics
in a region. pushes the operations logs of messages in the queues and topics to the specified logging
bucket.

ScenariosScenarios
The log management feature can be applied in the following scenarios:

Track the messages sent to a message queue if  consumer clients cannot receive the messages.

Identify the clients that have consumed a message and check the number of t imes that the message
is consumed.

Determine when a message can be consumed again if  it  fails to be consumed due to consumer client
breakdown.

Identify the cause if  endpoints cannot receive messages that are published to a topic.

View operations logs that are generated for messages a month ago.

In these scenarios, you can solve the problems by using the log management feature of .

Push logs to Log Service and view operations logs of messages in the Log Service console.

Specify the parameters to view operations logs of messages by using the log query tool provided by
Alibaba Cloud.

Log on to the OSS console and configure the LifeCycle parameter of the logging bucket. You can
even view the operations logs that are generated during the past  year.

In addit ion to the official query tool, you can also call the GetObject  API operation of OSS to
download log files.

Push logs to Log ServicePush logs to Log Service
For more information about the configuration method, see Push logs to Log Service.

For more information about how to view logs, see View MNS logs in the Log Service console.

When you create a Logstore, you must specify an appropriate data retention period. If  you want to
modify the data retention period after the Logstore is created, you can specify only a shorter data
retention period.

If  you delete the project  or Logstore that corresponds to a logging bucket, or revoke the permissions
that are granted to to access Log Service, MNS logs cannot be pushed to Log Service.

Logs can be pushed from MNS to Log Service about five minutes after the logs are generated.

Push logs to OSSPush logs to OSS
For more information about configuration methods, see Push logs to OSS.

For more information about how to view logs, see View MNS logs in the OSS console.

If  you delete the OSS bucket that corresponds to a logging bucket, or cancel the permissions that are
granted to to access OSS, MNS logs cannot be pushed to OSS.

Logs can be pushed from MNS to Log Service about 15 minutes after the logs are generated.

Analysis of detailsAnalysis of details

1.Log management1.Log management

Message Service Log Management ··Log management

> Document  Version: 20220524 5

https://oss.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/35263.htm#task829
https://www.alibabacloud.com/help/doc-detail/35271.htm#topic1517
https://www.alibabacloud.com/help/doc-detail/27470.htm#task709
https://www.alibabacloud.com/help/doc-detail/35270.htm#concept1263


Each region has a logging bucket. All operations logs of messages in the queues and topics for which
the logging feature is enabled are pushed to the logging bucket.

You can enable the logging feature for queues or topics based on your needs. The logging feature is
disabled by default .

BillingBilling
You are not charged for using the log management feature of .

However, you are charged for the memory usage, transferred data, and number of requests when
you use to push logs to OSS or Log Service. For more information, see Overview of Log Service pricing
and Overview of OSS pricing.

The size of generated logs depends on queries per second (QPS) of the server and types of
operations. For example, if  MNS calls the SendMessage API operation 1,000 t imes per second, the size
of generated log entries is about 10 MB (  178 bytes × 1000 × 60 / 1024 / 1024 ≈ 10 MB ). In this
formula,  178 bytes  indicates the size of a log that is generated by a single SendMessage
operation.

Operation logs of queue messagesOperation logs of queue messages
Operation logs of queue messages are generated when operations are performed on queue messages,
for example, when you send, consume, and delete messages. Each operations log contains mult iple
fields that indicate different information. The fields contained in a log vary based on different
operations. The following tables describe the log fields and the relat ionships between the operation
types and log fields.

Log fields

Each operations log contains mult iple fields. The following table describes the fields.

Field Description

Time The time when the operation is performed.

MessageId The ID of the message involved in the operation.

QueueName The ID of the queue involved in the operation.

AccountId
The Alibaba Cloud account or RAM user to which
the queue belongs.

RemoteAddress
The endpoint of the client that performs the
operation.

NextVisibleT ime
The time when the message is visible after the
operation is complete.

ReceiptHandleInRequest
The value of the ReceiptHandle parameter that is
passed into the request when the operation is
performed.

ReceiptHandleInResponse
The value of the ReceiptHandle parameter that is
returned after the operation is complete.

ProcessT ime The duration in which the operation is performed.

Log Management ··Log management Message Service
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RequestId The ID of the operation.

Action
The specific action of the operation. Valid values:
Delete and Send.

Field Description

Fields of different operations

Logs that are generated by different operations contain different fields. The following table shows
the log fields of different operations.

Operati
on

Time
QueueN
ame

Account
Id

Messag
eId

Remote
Address

NextVisi
bleT ime

Receipt
HandleI
nRespo
nse

Receipt
HandleI
nReque
st

SendMe
ssage/B
atchSen
dMessa
ge

Yes Yes Yes Yes Yes Yes No No

PeekMe
ssage/B
atchPee
kMessa
ge

Yes Yes Yes Yes Yes No No No

Receive
Messag
e/Batch
Receive
Messag
e

Yes Yes Yes Yes Yes Yes Yes No

Change
Messag
eVisibilit
y

Yes Yes Yes Yes Yes Yes Yes Yes

DeleteM
essage/
BatchDe
leteMes
sage

Yes Yes Yes Yes Yes Yes No Yes

Operation logs of topic messagesOperation logs of topic messages
Operation logs of topic messages are generated when operations are performed on topic messages,
for example, when messages are published and pushed. The following tables describe the log fields
and the relat ionships between the operation types and log fields.

Log fields

Each operations log contains mult iple fields. The following table describes the fields.
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Field Description

Time The time when the operation is performed.

MessageId The ID of the message involved in the operation.

TopicName The ID of the topic involved in the operation.

SubscriptionName
The ID of the subscription involved in the
operation.

AccountId
The Alibaba Cloud account or RAM user to which
the topic belongs.

RemoteAddress
The endpoint of the client that performs the
operation.

NotifyStatus
The status code or error message returned when
pushes a message to a client.

ProcessT ime The duration in which the operation is performed.

MessageTag The tags of the message.

RequestId The ID of the operation.

Action
The specific action of the operation. Valid values:
Delete and Send.

Fields of different operations

Logs that are generated by different operations contain different fields. The following table shows
the log fields of different operations.

Operati
on

Time
Messag
eId

TopicNa
me

Subscri
ptionNa
me

Account
Id

Remote
Address

NotifySt
atus

Subscri
ptionNa
me

Publish
Messag
e

Yes Yes Yes No Yes Yes No No

Notify Yes Yes Yes Yes Yes No Yes Yes

NotifyStatus

NotifyStatus is a field that identifies the reason why fails to push messages to endpoints. The
following table describes the error codes and the corresponding solut ions.

Error code Description Recommended solution

2xx The message is pushed. N/A

Log Management ··Log management Message Service
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Other HTTP status codes
After the message is pushed to
the endpoint, an HTTP status
code other than 2xx is returned.

Check the processing logic of
the endpoint.

InvalidHost
The specified endpoint in the
subscription is invalid.

Use the curl or telnet command
to check whether the specified
endpoint in the subscription is
valid.

ConnectT imeout
MNS failed to connect to the
specified endpoint in the
subscription.

Use the curl or telnet command
to check whether the specified
endpoint in the subscription is
accessible.

ConnectFailure
MNS failed to connect to the
specified endpoint in the
subscription.

Use the curl or telnet command
to check whether the specified
endpoint in the subscription is
accessible.

UnknownError
An unexpected error has
occurred.

Contact the technical support.

Error code Description Recommended solution

Message Service Log Management ··Log management
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Before you manage Message Service (MNS) logs as a RAM user, you must authorize the RAM user. This
art icle describes how to authorize a RAM user to manage MNS logs.

Step 1: Create custom policiesStep 1: Create custom policies
1. Log on to the RAM console.

2. In the left-side navigation pane, choose PermissionsPermissions >  > PoliciesPolicies.

3. On the PoliciesPolicies page, click Creat e PolicyCreat e Policy.

4. On the Creat e Cust om PolicyCreat e Cust om Policy page, enter a policy name and note, and select  ScriptScript  as the
configuration mode. In the Policy DocumentPolicy Document  sect ion, enter a script. Then, click OKOK.

The following table lists the required policies.

Policy name Description Policy script

RamListRolesPolicy
Permissions to access the list  of
RAM roles

{
    "Version":"1",
    "Statement":[
        {
            
"Effect":"Allow",
            
"Action":"ram:ListRoles
",
            
"Resource":"acs:ram:*:*
:*"
        }
    ]
}

2.Authorize a RAM user to manage2.Authorize a RAM user to manage
MNS logsMNS logs

Log Management ··Aut horize a RAM 
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MNSAccessAccountAttr
Permissions to view and
configure Alibaba Cloud
accounts

{
    "Version":"1",
    "Statement":[
        {
            
"Effect":"Allow",
            "Action":[
                
"mns:SetAccountAttribut
es",
                
"mns:GetAccountAttribut
es"
            ],
            
"Resource":"acs:mns:*:*
:*"
        }
    ]
}

Policy name Description Policy script

Message Service Log Management ··Aut horize a RAM 
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LogServiceListPolicy
Permissions to access the list  of
Log Service projects and
Logstores

{
    "Version":"1",
    "Statement":[
        {
            
"Effect":"Allow",
            
"Action":"log:List*",
            
"Resource":"acs:log:*:*
:*"
        }
    ]
}

OSSListBuckets
Permissions to access the list  of
OSS buckets

{
    "Version":"1",
    "Statement":[
        {
            
"Effect":"Allow",
            
"Action":"oss:ListBucke
ts",
            
"Resource":"acs:oss:*:*
:*"
        }
    ]
}

Policy name Description Policy script

Step 2: Authorize the RAM userStep 2: Authorize the RAM user
After you create the policies, you must attach the policies to the RAM user.

1. Log on to the RAM console.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

Log Management ··Aut horize a RAM 
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3. On the UsersUsers page, find the user to which you want to grant permissions, and click AddAdd
PermissionsPermissions in the Act ionsAct ions column.

4. In the Add PermissionsAdd Permissions dialog box, select  Cust om PolicyCust om Policy in the Select  PolicySelect  Policy sect ion. Specify
the four permission policies that you created in Step 1. Click OKOK.

5. Click Complet eComplet e.

Message Service Log Management ··Aut horize a RAM 
user t o manage MNS logs

> Document  Version: 20220524 13



You can push Message Service (MNS) logs to Log Service and view operations logs in the Log Service
console. You can query message traces based on the message ID to diagnose exceptions. This art icle
describes how to push logs to Log Service.

PrerequisitesPrerequisites
A project  and a Logstore are created. For more information, see 快速入门.

You can push operations logs of queue messages and topic messages to a project  that resides in the
same region as the queues and topics.

MNS is authorized to use the AliyunMNSLoggingRole role to push logs to Log Service.

You can go to the Cloud Resource Access Authorization page to complete the authorization.

Not iceNot ice

This operation is required only when you enable the log management feature for the first
t ime. You must complete the authorization by using your Alibaba Cloud account.

If  you use a RAM user to log on to MNS, you must grant required permissions to the RAM
user. For more information, see RAM user authorization.

To ensure that MNS operations logs can be pushed to Log Service, do not revoke
permissions from the RAM role or delete the RAM role.

ProcedureProcedure
1. 

2. 

3. 

4. In the Select  T argetSelect  T arget  step of the LoggingLogging page, select  Log ServiceLog Service.

5. In the Conf igure T argetConf igure T arget  step, specify the Project  NameProject  Name and Logst ore NameLogst ore Name parameters, and
click EnableEnable.

ResultResult
The project  and the Logstore appear on the LoggingLogging page.

Related informationRelated information
Enable logging for a queue

Enable logging for a topic

Query and analyze logs

View MNS logs in the Log Service console

3.Instructions3.Instructions
3.1. Push logs to Log Service3.1. Push logs to Log Service

3.2. Push logs to OSS3.2. Push logs to OSS
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You can push Message Service (MNS) logs to Object  Storage Service (OSS) and view operations logs in
the OSS console. You can diagnose exceptions based on MNS logs. This art icle describes how to push
logs to OSS.

PrerequisitesPrerequisites
Activate OSS

A bucket is created. For more information, see Create buckets.

Not e Not e Only a bucket that resides in the same region as the queue or topic can be used to
store logs. Therefore, when you create a bucket, you must select  the region where the queue or
topic reside.

ProcedureProcedure
1. 

2. 

3. 

4. In the Select  T argetSelect  T arget  step of the LoggingLogging page, select  OSSOSS.

5. In the Conf igure T argetConf igure T arget  step, specify the Bucket  NameBucket  Name parameter, and click EnableEnable.

ResultResult
The bucket appears on the LoggingLogging page.

Related informationRelated information
Enable logging for a queue

Enable logging for a topic

View MNS logs in the OSS console

This art icle describes how to enable the logging feature for a queue.

PrerequisitesPrerequisites
Create a queue

ProcedureProcedure
1. 

2. 

3. 

4. 

5. In the Edit  Paramet er of  QueueEdit  Paramet er of  Queue dialog box, set  Enable Logging Feat ureEnable Logging Feat ure to YesYes.

ResultResult
On the QueuesQueues page, the status of the Logging Feat ureLogging Feat ure column turns to EnabledEnabled.

3.3. Enable logging for a queue3.3. Enable logging for a queue
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Related informationRelated information
View MNS logs in the Log Service console

View MNS logs in the OSS console

This art icle describes how to enable the logging feature for a topic.

PrerequisitesPrerequisites
Create a topic

ProcedureProcedure
1. 

2. 

3. 

4. On the T opicsT opics page, find the topic and click EditEdit  in the Act ionsAct ions column.

5. In the Edit  Paramet er of  T opicEdit  Paramet er of  T opic dialog box, set  Enable Logging Feat ureEnable Logging Feat ure to YesYes.

ResultResult
On the T opicsT opics page, the status of the Logging Feat ureLogging Feat ure column turns to EnabledEnabled.

Related informationRelated information
View MNS logs in the Log Service console

View MNS logs in the OSS console

This topic describes how to query logs in the Log Service console. This topic describes several common
scenarios of real-t ime query. You can use mult iple keywords to run complex queries.

Not ice Not ice Logs can be pushed from to Log Service about three minutes after the logs are
generated.

ProcedureProcedure
1. 

2. 

3. 

4. Enter a query statement in the input field.

A query statement consists of a search statement and an analyt ic statement in the format of
Search statement |Analyt ic statement. For more information, see Search syntax and SQL syntax.

5. Click 15 Minut es(Relat ive)15 Minut es(Relat ive) to specify the t ime range for the query statement.

3.4. Enable logging for a topic3.4. Enable logging for a topic

3.5. View MNS logs in the Log Service3.5. View MNS logs in the Log Service
consoleconsole
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You can select  a relat ive t ime, select  a t ime frame, or customize a t ime range. However, the t ime
range that you can specify is only accurate to the minute at  most. If  you want to use a t ime range
that is accurate to the second, you must specify the t ime range in the analyt ic statement. Example:
 * | SELECT * FROM log WHERE __time__>1558013658 AND __time__< 1558013660 .

Not e Not e The query and analysis results may contain logs that are generated 1 minute earlier
or later than the specified t ime range.

6. Click Search & AnalyzeSearch & Analyze to view the query and analysis results.

View the tracing of a message in a queueView the tracing of a message in a queue
1. 

2. In the Project sProject s list , click the project  where the message resides.

3. On the page that appears, choose Log St orageLog St orage >  > Logst oresLogst ores, and then click the Logstore in which
the message is stored.

4. Enter a search statement.

In this example, the message tracing of a message in a queue is queried. You must enter the queue
name and the message ID in the format of $QueueName and $MessageId$QueueName and $MessageId, for example, log andlog and
FF973C9C6572630D7F963C527CC5A82CFF973C9C6572630D7F963C527CC5A82C.

5. In the upper-right corner of the page, click 15 Minut es (Relat ive)15 Minut es (Relat ive) to set  a t ime range for the
query.

You can select  a relat ive t ime, set  a t ime frame, or customize a t ime range.

Not e Not e The query results may contain logs that are generated one minute earlier or later
than the specified t ime range.

6. Click Search & AnalyzeSearch & Analyze.
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The following query result  records the process from the t ime when the message is sent to the t ime
when the message is received.

View the number of messages that are sent to Log Service in a queueView the number of messages that are sent to Log Service in a queue
1. Enter a search statement on the Search & Analysis page of the Logstore where the messages are

stored.

In this example, the number of messages sent in a queue is queried. You must enter the queue
name and send operation in the format of $QueueName and (SendMessage or$QueueName and (SendMessage or
Bat chSendMessage)Bat chSendMessage), for example, log and (SendMessage or Bat chSendMessage)log and (SendMessage or Bat chSendMessage).

2. In the upper-right corner of the page, click 15 Minut es (Relat ive)15 Minut es (Relat ive) to set  a t ime range for the
query.

You can select  a relat ive t ime, set  a t ime frame, or customize a t ime range.

Not e Not e The query results may contain logs that are generated one minute earlier or later
than the specified t ime range.

3. Click Search & AnalyzeSearch & Analyze.

The following figure shows the query results. Three queue messages are sent by the message
producer to a queue named log in the specified t ime range.
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View the number of messages that are consumed by Log Service in aView the number of messages that are consumed by Log Service in a
queuequeue

1. Enter a search statement on the Search & Analysis page of the Logstore where the messages are
stored.

In this example, the number of messages that are consumed by Log Service in a queue is queried.
You must enter the queue name and consumption operation in the format of $QueueName and$QueueName and
(ReceiveMessage or Bat chReceiveMessage)(ReceiveMessage or Bat chReceiveMessage), for example, log and (ReceiveMessage orlog and (ReceiveMessage or
Bat chReceiveMessage)Bat chReceiveMessage).

2. In the upper-right corner of the page, click 15 Minut es (Relat ive)15 Minut es (Relat ive) to set  a t ime range for the
query.

You can select  a relat ive t ime, set  a t ime frame, or customize a t ime range.

Not e Not e The query results may contain logs that are generated one minute earlier or later
than the specified t ime range.

3. Click Search & AnalyzeSearch & Analyze.

The following figure shows the query results. Twelve queue messages are consumed in the
specified t ime range.

View the number of messages that are deleted from a queueView the number of messages that are deleted from a queue
1. Enter a search statement on the Search & Analysis page of the Logstore where the messages are

stored.

In this example, the number of messages that are deleted from a queue is queried. You must enter
the queue name and delete operation in the format of $QueueName and (Delet eMessage or$QueueName and (Delet eMessage or
Bat chDelet eMessage)Bat chDelet eMessage), for example, log and (Delet eMessage or Bat chDelet eMessage)log and (Delet eMessage or Bat chDelet eMessage).

2. In the upper-right corner of the page, click 15 Minut es (Relat ive)15 Minut es (Relat ive) to set  a t ime range for the

Message Service Log Management ··Inst ruct ions

> Document  Version: 20220524 19



query.

You can select  a relat ive t ime, set  a t ime frame, or customize a t ime range.

Not e Not e The query results may contain logs that are generated one minute earlier or later
than the specified t ime range.

3. Click Search & AnalyzeSearch & Analyze.

The following figure shows the query results. Sixty-one queue messages are deleted in the
specified t ime range.

View the tracing of a message in a topicView the tracing of a message in a topic
1. Enter a search statement on the Search & Analysis page of the Logstore where the messages are

stored.

In this example, the message tracing of a message in a topic is queried. You must enter the topic
name and MessageId in the format of $T opicName and $MessageId$T opicName and $MessageId, for example, logt est  andlogt est  and
979628CD657261357FCB3C8A68BFA0E3979628CD657261357FCB3C8A68BFA0E3.

2. In the upper-right corner of the page, click 15 Minut es (Relat ive)15 Minut es (Relat ive) to set  a t ime range for the
query.

You can select  a relat ive t ime, set  a t ime frame, or customize a t ime range.

Not e Not e The query results may contain logs that are generated one minute earlier or later
than the specified t ime range.

3. Click Search & AnalyzeSearch & Analyze.
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The following query result  records the process from the t ime when the message is sent to the t ime
when the message is received.

View the number of messages that are published in a topicView the number of messages that are published in a topic
1. Enter a search statement on the Search & Analysis page of the Logstore where the messages are

stored.

In this example, the number of messages that are published in a topic is queried. You must enter
the topic name and publish operation in the format of $T opicName and PublishMessage$T opicName and PublishMessage, for
example, logt est  and PublishMessagelogt est  and PublishMessage.

2. In the upper-right corner of the page, click 15 Minut es (Relat ive)15 Minut es (Relat ive) to set  a t ime range for the
query.

You can select  a relat ive t ime, set  a t ime frame, or customize a t ime range.

Not e Not e The query results may contain logs that are generated one minute earlier or later
than the specified t ime range.

3. Click Search & AnalyzeSearch & Analyze.

The following figure shows the query results. Three messages are published to the logtest  topic in
the specified t ime range.
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View the number of messages that are processed by a clientView the number of messages that are processed by a client
1. Enter a search statement on the Search & Analysis page of the Logstore where the messages are

stored.

In this example, the number of messages that are processed by a client  is queried. You must enter
the client  IP address in the format of $Client IP$Client IP, for example, 10.10.10.010.10.10.0.

If  you need to query a specific type of operations log, you can use mult iple keywords, for example,
$Client IP and (SendMessage or Bat chSendMessage)$Client IP and (SendMessage or Bat chSendMessage).

2. In the upper-right corner of the page, click 15 Minut es (Relat ive)15 Minut es (Relat ive) to set  a t ime range for the
query.

You can select  a relat ive t ime, set  a t ime frame, or customize a t ime range.

Not e Not e The query results may contain logs that are generated one minute earlier or later
than the specified t ime range.

3. Click Search & AnalyzeSearch & Analyze.

The following figure shows the query results. The client  processed 66 messages in the specified
time range.

This topic describes how to view Message Service (MNS) operations logs in the Object  Storage Service
(OSS) console.

Usage notesUsage notes
MNS operations logs are generated at  an interval of one minute and stored as OSS objects that
comply with specific naming conventions in a specified OSS bucket.

Operation logs of queues and topics have different paths. For more information about specific
paths, see the following sect ions: Operation logs of queues and Operation logs of topics.

The log files are stored in the JSON format. You can download and process log files.

Each log file is a map. The key is the message ID and the value is mult iple logs that record operations
on the message. Each operations log contains mult iple fields, such as Act ion and Time.

Logs can be pushed from to Log Service about 15 minutes after the logs are generated.

PrerequisitesPrerequisites
Log Service is act ivated.

3.6. View MNS logs in the OSS console3.6. View MNS logs in the OSS console
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If  you have not act ivated Log Service, go to the Log Service product page.

Log Service is authorized to access OSS.

If  you have not authorized Log Service to access OSS, visit  Cloud Resource Access Authorization and
follow the instruct ions to complete the authorization.

Background informationBackground information

Enable real-time log queryEnable real-time log query
You can use one of the following methods to enable real-t ime log query:

i. Log on to the OSS console.

ii. On the OverviewOverview page, click Creat e BucketCreat e Bucket  on the right side.

iii. In the Creat e BucketCreat e Bucket  dialog box, set  Real-t ime Log QueryReal-t ime Log Query to EnableEnable. For more information
about other parameters, see Create buckets.

iv. Click OKOK.

Method 1: Enable real-time log query when you create a bucketMethod 1: Enable real-time log query when you create a bucket
i. Log on to the OSS console.

ii. In the left-side navigation pane, click Bucket sBucket s. On the Buckets page, click the name of the
bucket for which you want to enable real-t ime log query.

iii. In the left-side navigation pane, choose LoggingLogging >  > Real-t ime Log QueryReal-t ime Log Query.

iv. Click Act ivat e NowAct ivat e Now.

Method 2: Enable real-time log query for an existing bucketMethod 2: Enable real-time log query for an existing bucket
Real-t ime log query allows you to query logs over the last  seven days free of charge. You can click
Conf ig Log Ret ent ion T imeConf ig Log Ret ent ion T ime in the upper-right corner to modify the retention t ime of logs.

Query real-time logsQuery real-time logs
You can use one of the following methods to query real-t ime logs:

i. Log on to the OSS console.

ii. In the left-side navigation pane, click Bucket sBucket s. On the Buckets page, click the name of the
bucket whose logs you want to query.

iii. In the left-side navigation pane, choose LoggingLogging >  > Real-t ime Log QueryReal-t ime Log Query.

iv. Click Original LogOriginal Log to analyze logs.
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You can specify the t ime range and query statement in real-t ime log queries. For example, you
can analyze the distribution of a specified field such as an API operation within a specified t ime
range. You can also filter the query results by condit ions to view required access records.

Method 1: Query real-time logs on the Original Log pageMethod 1: Query real-time logs on the Original Log page
i. Log on to the OSS console.

ii. In the left-side navigation pane, click Bucket sBucket s. On the Buckets page, click the name of the
bucket whose logs you want to query.

iii. In the left-side navigation pane, choose LoggingLogging >  > Real-t ime Log QueryReal-t ime Log Query.

iv. Click DashboardDashboard to analyze logs.

Dashboard allows you to view the following types of reports:

Access Cent erAccess Cent er: displays the overall operating status including the PV, UV, traffic, and access
distribution over the Internet.

Audit  Cent erAudit  Cent er: displays stat ist ics on object  operations including read, write, and delete
operations.

Operat ion Cent erOperat ion Cent er: displays stat ist ics on access logs including the number of requests and
distribution of failed operations.

Perf ormance Cent erPerf ormance Cent er: displays stat ist ics on performance including the performance of
downloads and uploads over the Internet, the performance of transmission over different
networks or with different object  sizes, and the list  of differences between stored and
downloaded objects.

Method 2: Query real-time logs on the Dashboard pageMethod 2: Query real-time logs on the Dashboard page
Log on to the Log Service console to query real-t ime OSS logs. For more information, see OSS access
logs.

Method 3: Query real-time logs in the Log Service consoleMethod 3: Query real-time logs in the Log Service console

Use the command-line tool to query logsUse the command-line tool to query logs
The command-line tool provides the queryqueuelogqueryqueuelog and queryt opiclogqueryt opiclog commands. These
commands allow you to specify a queue name, topic name, message ID, and t ime range to query
operations logs. For more information, see Log query tool.

Log Management ··Inst ruct ions Message Service

24 > Document  Version: 20220524

https://oss.console.aliyun.com/
https://sls.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/108954.htm#concept-asf-lt1-ygb
https://www.alibabacloud.com/help/doc-detail/27439.htm#concept-2028967


Message Service Log Management ··Inst ruct ions

> Document  Version: 20220524 25


	1.Log management
	2.Authorize a RAM user to manage MNS logs
	3.Instructions
	3.1. Push logs to Log Service
	3.2. Push logs to OSS
	3.3. Enable logging for a queue
	3.4. Enable logging for a topic
	3.5. View MNS logs in the Log Service console
	3.6. View MNS logs in the OSS console


