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"Version": "1",
"Statement": [

{

"Action": [
ecs:Describelnstances",
"ecs:DescribeImages",
"ecs:DescribeZones",
"ecs:DescribeRegions",
"ecs:DescribeTags",
ecs:DescribeSecurityGroups",
"ecs:DescribeSecurityGroupAttribute",
"ecs:AuthorizeSecurityGroup",
"ecs:DescribeSecurityGroups",
"ecs:DescribeSecurityGroupReferences",
"ecs:CreateSecurityGroup",
"ecs:RevokeSecurityGroup",
"ecs:DeleteSecurityGroup",
"ecs:ModifySecurityGroupAttribute",
"ecs:ModifySecurityGroupPolicy",
"ecs:ModifySecurityGroupRule",
"ecs:CreateNetworkInterface",
ecs:DeleteNetworkInterface",
"ecs:DescribeNetworkInterfaces",
"ecs:CreateNetworkInterfacePermission",
"ecs:DescribeNetworkInterfacePermissions",
"ecs:DeleteNetworkInterfacePermission",
"ecs:DetachNetworkInterface",
"ecs:AttachNetworkInterface"
1,
"Resource": "*",

"Effect": "Allow"

"Action": [
"vpc:DescribeVpcAttribute",
"vpc:DescribeVSwitchAttributes"

1y

"Resource": "*",

"Effect": "Allow"

"Action": "ram:DeleteServiceLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": "bastionhost.aliyuncs.com"

1 BR AR 55 X BX F
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{

"Statement": [
{
"Action": [
"ram:CreateServiceLinkedRole"
1,
"Resource": "acs:ram:*:EMSID:role/*",
"Effect": "Allow",

"Condition": {
"StringEquals": {
"ram:ServiceName": [

"bastionhost.aliyuncs.com"

]

}
]l

"Version": "1"
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MEBEE=HR"IR

. BRELNRG. AHRRIE, ELHRL,

2. BENSHE, BERARE,

3. ARARERE, BHESHEFERE,

4 AESHEFRERE, SEHRESHETR.

5. ERRESHEFRER, BEESHEAFRES, ARREHE,

—_

=y WiEA
BEXEFRER.

B REBIR EMEEAT~1281MFF, ‘M@,aq:aest?f—f HFE.¥AGS () . THE () .
m% (-) « REE (\) M=4E, FEBRRESHRFZNAL.
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BFERE (V3.2RAK) -SERFMH B2

BLE&EIN WiEA

BrERRUH EREFTRAEN H.

Access Key ID BMABIREME =73 &F=RB9ACcess Key ID,

Secret Access Key RACIREBE =& RHSecret Access Key,
IR 2R E
WEE=ZARTRE, BUMUSAE=ZAEFRTHEN, BEKRIE, BERS 851555k,
BXEME

o ASE=FRETR: HE=ZFEFRENN, BuUIERRLSE=FEFRREERNENER.
EE=FRFERE, RIBRETR, ERENRERFS.,

o MBE=FEFTRELR: BULMBRE=ZFETRNZIR. 1=HE. Access Key IDFlSecret Access Key,
EE=ZARFRERENE=SEFRIIZP, BHEGETEER, AREE=ZFEFERERERERE, &
TwiE.

o MRE=FETR: EoILMBRABERNE=ZSETR.

Eiijgﬁ?"ﬁﬁ%ﬂ’\]%iﬁ’ﬁfﬁﬁﬂiqﬂ, HEBRETER, EREVETHIRE, EREONEFEPER
i BR .

D #& WRE=FEFRE, FHECESLNPMRZEATRTHREEN, SULEEMNRE=T
B/rFER. MBRENNEMERE, BSRMBREN.

86 > MA4RRA: 20220608


https://www.alibabacloud.com/help/doc-detail/143811.htm#task-2320407/section-a3c-oxz-ne5
https://www.alibabacloud.com/help/doc-detail/143785.htm#task-2320661/section-u6m-ktd-ada

B2 FAFP1ERE (V3.2MRAK) -z4:EEF

15 ‘ﬁﬁ 3 it
T 4T R

BHERFRMNEZEARNAE, NEE2NZFNEETXURNAERE2NEHERSRE. BRNXIERMIE
#®#H, PRAZFIHELEMWebiniZH, EAENEHTED, SHERATRBEECHIFER, EESENIZYE
BFBEHRSESE.
Webiis iz 4t
BRNXFWebiniz, BT THEHEFPRRYG, BYE2ZHSRMNENSLEINGE, EWebinHEER
RS EREITIESE EJZ!SS‘*{’E, BB NS,
B P imis 4
ORI ERERNBRNRERR, THNNNEEEFHREE, BRELNEHRSH.
WindowsZ i iz 4t
o SSHiMXIZ4E
o RDPHMMIE#E
o SFTPIMNEHE
MacE F i iz 4
o SSHiMYIE%
e RDPIMMIZ#E
o SFTPIMMIGHE

2.2. WindowsXE P g ic 4t
2.2.1. SSHiMY =4t

BHEARETEBEIAMBSSHEF K TAEZRZEER2N, BH0BERRESSENHTESHERE, KXAXshelT
BRI, NBSSHIMYNEHERRE.

AR EH
o EIIAEARMENELREIFSSHIMXAEHT R, #lin: Xshell, SecureCRT., PUTTY &,

o EXRMERNE4ML, Ao UEEL2NME REIIE 4N O XERBE4E I, MEARBIBESRE 2205
ZEO
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BFiE™E (V32RAK) -z4EHF0 B2
SRR EEAO
8 - 1 - :I ; 3 : DVI:;;L;M ’
p==0a g
1 SafeE =5
BRIESR
1. TFAXshelTR, EEHRETHATBEE2YNELEMIFISSHEOS
SSHim O S #IA 460022,
FESEEE ? X
Z3N(C):
|E = £
- AP EHTISIE
B EFR(N): ‘EE?.SE ‘ |-1|
=-55H e 'C'=g;
. HMSLP): SSH I
3] EH(H): ‘-Cfl.l-Pleh e, aliyuncs.com ‘
i. SFTP _
- TELNET BHSO): soop2 |2
- RLOGIN - .
SERIAL PEAR(D):
£ 55
VT B [ =ERExmna Sm=amEsn)
=R
ER L ERE(V): 0 s # REL: 0 L st
o =3 TCPIEI
zﬁ [ EANagleEEEU)
= XS
- X/YMODEM
~ ZMODEM
- s

2. EAPBHRIEREPHAZEE2NNAFPENEBHETHE .

88
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B2

FAFP1ERE (V3.2MRAK) -z4:EEF

EeEEE
Z3N(C):

o e
= AFRSHARIE

&% > HPSHEIE

EEES LIS EIE S8,
FRNFSLTESREE. B2, AT RENESSEsE, NSHOE2EE,

BUSEESES,

L. SFTP FiE(M): Password
- TELNET

- RLOGIN ArEu): zha sshi

- 555
e EFR(A):

HFERG: <o

- X/YMODEM
L ZMODEM

eSS

3. (TiE) WRRAMAFHFB TMFAZIREIE, SEMANEHRENMFARE (AIME=App) PRERHZS

B, BEHE.

Two-Step Vertication failure, please try again *

e

ZFE] Please enter the MFA verification code:

[iSE=8ER)

- SERIAL
P ssssssns
e ()

B 448HKeyboard Interactive{RIESSH/SFTPHIU AR A.

HE(S).

HEE(B)...

4. ERFEERE, EYRE LNOLE. THOREFEEEHTEENRSSEN, RLOER (Enter) , BITE

RERRS SR ENEITIZLERIE,
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BAFERE (V3.2RAK) - BE2H

2Z24-linux  10% B2 55 root

2.2.2. RDPiMNITE4E

BHARFEBIRNMHOROPEFIH ITRAERZBEE2Y, BIHRBERRSHBENHTEHEERE, KETIU
WindowsRA B H TR LEEETER (Mstsc) A%, NBROPIMYNIEHERRE,

RIS
ERMELY SN, KO UEEL2NME TENE4EA O XEREUG4E ML, MAEREESR

=28 /

g EENO

a

e =20n

i

BELER
1. EARMWindowsRZAEN P A EELmEE TR (Mstsc) ,
2. BIN <CEE2NEEHI> 63380 , HESEE,
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B2

FAFP1ERE (V3.2MRAK) -z4:EEF

L oRESEsE -
N mesm
g

HEHLO): =scfu-public.beewemressssmes com:63389 ~

APsE: s
SREETERRTEEE.
(v BEEQ) EEN)

3. AEEKHERRTMEDR, BER.
¥ mRSmss

@ AESIERETENNSS. ESNESEE?

ezufla)]

BTF=sIHFTEE, BEnEtEiTERaShInE. SEefrrlaefs

=,
ERALE
M EREETE

ylbng | s.com

5 FEnmtrENnEEREt
BAOLELI

HERHER
BRTE B ARSI TR

A R ENEESSESEE.

A FERENMEEGERRE.

(RS ST AR ERIT?

O aRREEEEsii S

EEERW.. | =0 ||

4. MAZEE2NNAFAENEH, BHER.

el

BPE:

I

BE:

|
= |
B |
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5. (Tlik) WRRAMAFHFBTMFAZREIE, BERMANEHENMFARE (BIMEZ=App) PRENZSE
1, BTN

REFAS :
E

Please enter the MFA verification co
de:

A LUH:

6. ERFEERAE, NELTEERNEENRSHEN, BEREHREMN.
RN | FhE |

[]

I E8H -windows 103 =54 ade woor 3389 I

Tl

gt AER f=32]

2.2.3. SFTPIMUE 4

BHARBEBIAMNSFIPEFEIEERZBEEZ2Y, BIHRBERRSEENHTZERE, KETLUXftph
B, NEBSFTPIMYMIBHZRIMRE,

AR &4
o BHRINERMENERESIFSFTPIMYAEET R, W: Xftp, WIinSCPE,
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FAFP1ERE (V3.2MRAK) -z4:EEF

o ERMEL BN, HUUAES2MM B TENESEAN O KRB0, MARRESRE 22205

x

a

a

g

EMAE
EME

>

=%
Sbtiets

I

%,
%ﬂ;
e
BRESTE
1. TAXftpIE, AERBODPBAZBERANE4 M, RINKOS60022, APE2MEN, FREHEEE
A=EER2N,
FESEEE ?
S
FTP k=
EERN; |=E=% |
ZH(H): E com |
HRYR): SFTP b =EE(S)...
®OS0) [60022 2
HEREEX): F> v W)
HEA(D):
BE
EEEEMN
[ RS HRTREG)
FEM): Password v
HAEU): |2he |
) [eeeesaed] \
AFEAK: il
EB(E):

2. (oJik) MRERAMAFPHBTMFAZRKIE, BEBANEHENIMFAIRE (BIRE=App) FRENRE

B, BEHE.
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FP1ERE (V3.20RAK) -z 46 HEF

B2

Two-5tep Vertication failure, please try again x

2}%

Please enter the MFA verification code:

ek A e Ak ‘

[ JiBE=EBR)

[ m= | =

3. R ERZEERNE, AANTUEEERNNRSHBENIE.

o EEEE -XHpS - 7 ER
| @0 SEE BBV S0 IEM SOW REH)
=3 T el - =4 LK B e JNCRES)
= - BPE =t
O[m == Jao B-|mll, Jme 8-
= == BT EE=] Crer] NERY B Fob R arEl EE FaE
& Administrator | o preaps: EEwAz 1970/1/1 B0, 8:00 fnow gb18030,nexte £ it 2019/10/14 28— 11 drwersrx =
13O e [ EorsE 1970711 EM, 6:00 [ sh roctoBeitin.. Si= 2019/10/14 B~ 1| drwararx 2
n & i Eepse  1970/1/1 BAE, 8:00
& ms L sk 1970/1/1 EEE 800
@ gw‘gﬁ 2 Administrator EEwiE 2019917 B 14
e L KB HEAT  2019/5/29 BE 10:
"= KB HEEAR 2019/5/29 EH=, 10:
544 Bytes  GRIEATC 2019/5/20 EE=, 0:25
1 714 Bytes  tRIEATL 2019/8/19 E8— 17:
| 9 738 Bytes  GRZAE 2019/5/20 E8= 10:
2KB AR 2019/6/20 BB, 15:
828 Bytes  HRIEAIL 2019/5/28 EfE— 17:
s 1KB AR 2019/6/1 557, 11:29
1KB AR 2019/5/31 E5EF, 18:
- KB tREEAE 2019/5/29 5=, 018
— KB tREEAE 2019/9/12 £, 12:
[ = B49 Bytes  tRIEAT 2019/5/31 E5EF, 13:
4KB  BEEAEL 2019/10/10 E56M, 16
L N 742 Bytes  HREEAEL 2019/9/17 8 14: hd < >
=
=8 = [T THRE <> TREE s it

B ylbnges ‘cs.com:60022,

=R 1mE 0 Bytes

4. NEFRBBLENRS[EN, BAZBRSIENNER, BT XHERERE.

@ $HE WREEEHEARSBINNER, T2EUTHERRZDE:

o MEZFNNKFZHEERERER2N P, NMREE2NPREEZENNKFZD, BEEE

ZENNKFZL, ESERBESRMEENKS,

o MEEARBRERENG, WREARBRLEMED, BoURTEBERARRRESS, 5Lk

BERIFT, HITHES,

o BFEEPIRNES. UXftp 6%], MOJUEMBRELEEEMFHEEFRLMURE, EHLEIL

KX, BEER.
MRVAEFTEHMRBREV DR, BERRIZKRWESR,

94
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B2

AFigm (V3.2AK) -z4ERF0

I 527 - Xftp 6 (Free for Hol L X — | X
XHF) RIEE) BEEV) & B BH £  BAx k2 =1

G- &~ TR

IEBREHSENEI e, —BEIEERER, EERRTINENSES

gﬁ 3.

- = - AT emEwmM. | | |-
Sfff\ =W
%Eﬁﬁﬁi FEHEE R A AT Xmanager, XshellfOXftp&id,
Bzl BE, SRERRER—S8HENLEN (EFENX) . (ENRERER
prm BEERE, NERFEBMENSETI ST BN,
|
2 [AsHiER
? BRI RIER,
B
b 7 OB ES 2 2B T SR(X) hi=5(@]
] 8
<0 B&
atR <-> ImiERER
fek i B L 5.03N

2.3. MacE PP imic4t
2.3.1. SSHiMX =4t

BHEARFTEBIYSSHIAEZRZEE2, BHNEFRRSH[ENETEHENE. AETUSLTREIRN

B, NESSHIMUHEHSRIRRE.

GIE S5

EXRE2 G4, BROUEE28E NENOS SN O RERBSSENIE, MERRESLE=E215

Ko
BT
. . 19 3 ’
T
i IR ==
’ sefEs
BESR
1. TIASLTRIKIA,
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FFiEm (V3.2RRAK) -124:E FHF 0 B2

2. IABERERNGTES ssh <cEEZNBFRB>c<=ER2MiEt> pe0022 , REZFERE (Enter) ,

admindeMac-mini:~ admin$| ssh zha shi@yll J.com —p6@@22 | L
zha shieyll T = s.com's password: |1

3. MIARAMAFHZE, REIEH (Enter) .

4. (T[3E) MERAMAFPHBTMFALREIE, EEMANEHENIMFARE (BMRE=App) FREHNRE
3, ®EIEH (Enter) .

admindeMac-mini:~ admin$ ssh zhang shi@ylbw r.aliyuncs.com -p68822
zhang shigyligm miT .aliyuncs.com's password:

Two-Step Vertification required

Please enter the MFA verification code:|]

5 ARFEREAR, BEIRELN L, THRREFRARERTZLENRSZH[EN, ROER (Enter) , BTE
RERS SR ENEITIZHERIE,

. =]

! Quit: Use ":qg<Enter>".

' Move: Use the cursor keys, or "j" to go down, "k" to go up, "u" to PageUp, "p" to PageDown.

' Search: Use "/{patten}<Enter>" and then "n"/"N" to next/privous searching result.

' Jump: Use ":{number}<Enter>" to jump to line {number}.

" Command: Use ":[ssh|telnet|rlogin] [-1 user] {user}@{host}:{port} [-p portl<Enter>" for login.

' Use ":[ping|traceroute|connect] {host} [port ...]<Enter>" for check host status.
Refresh: Use "r" to refresh lists.

" Language: Use "e" to change language encoding between UTF-8 and GB2312. D
[usmshell]

|pol: 2 £ #]-1linux 16.. 0 Wl -.3:22 ssh  root |

2.3.2. RDPINIE4E

BHARSEEIAHBROPEF I TAERZEEEN, BHUBEMMRSBENHTEEERE, AETFIU
Microsoft Remote Desktop TEAFI, NARDPHMUIIGLEERIAIE.

AR &Y
o FEHRINEMNNARIERERDPE PG, FliiMicrosoft Remote Desktop T &,
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B2 FAFP1ERE (V3.2MRAK) -z4:EEF

o ERMEL MU, KTUAES2NM B NENESEAN QO KRB0, MARRESRE 22205

a

B ==
U SapeE 0
e 0
ERS 0
E 0
; =
2020-04-23 2020-04-24 2020-04-25 2020-04-26 2020-04-27 2020-04-28 2020-04-29
£ 0
~ FE oA EY A S & B 0
P 0

BEXPR
1. $TFMicrosoft Remote DesktopT &,
2. BIN <CEE2NiEgENt> 63380 , BEHEE,

BAT Mac BEESHEER

HEH: yiong V. 0 aaliyuncs.com:6
{Tifl: MyPC, name.microsoft.com, 192 2.B)

3. AACZEE2NNARENEN, BHER.

82|

AFrE:

|

BEE:

|
B2 |
B |

4. (o) MNERAMAEFPHETMFAZRIGIE, FEHMANENELIMFARE (BIMEZ=App) PHRENRS
B, BEEHIA.

BEFOS :
9

Please enter the MFA verification co
de:

A mid

5 ERFERAE, NEEFTEERNERNRSHEN, BEREFEN.
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FP1ERE (V3.20RAK) -z 46 HEF

B2

[¥]

1BIREN | Fahes |
|
EiE | 1P | g &0
| E84l -windows 102 =,54 adie “or 3389 |

11

g4 AES =32

2.3.3. SFTPHMUE 4

BHARBEBIANBNSFIPEFE TEBRBEE2Y, BIHRBERRSHIENH

SecureFX A%, NBSFTPIMYBIEHERTE.

AR R4

o EHAEAMEN O LREZISSFTPIMYENSE TR, t: SecureFX&,

S——

1T1E

HERE, AETLU

o ERMELN MU, KTUAES2NM R TENESEN QO KR4I, NEARNESRE 22205

éfISO

=E&i) / ik

Lot

) =
2020-04-23 2020-04-24

BRESLR

1. $THSecureFXT &,

2. BEHAE FfAConnect,

EXEEPREE + BiR.

2020-04-29

a

a

=

98
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B2 FRPiEm (V3.20R7AR) -4 FHF 0

@ L% Local (admindeMac-mini.local)

! ~| |Filter <#F> -
[v&r Name size Type Date Modified
] [ V100 Directory 10/14/19 14:40
B fseventsd [ fseventsd Directory 10/14/19 15:26
m .. Directory 09/27/18 12:43
¥ - ~Sy... Directary 10/14/19 14:30
['2 Spotlight-v100 (4 -Spotlight-V100 Directary 09/27/18 12:43
[ vol [ vol o Dlasatsms - 08/18/18 07:13
» B [} i £ 10/14/19 15:26
[ bin [ bin e % X [ X o ofy @ » wnanetass
[ cores [ cores 10/14/19 17:35
» & dev & dev Filter by session name <36I> o 10/14/19 14:40
» [ etc M etc 10/09/19 10:41
home & home Semhy 1014719 16:04
» 1 Library ) Library 09/30/19 12:34
@ net & net 10/1419 15:04
[ Network [ Network 08/18/18 0713
» I private I private ! Show dialog on startup 06/27/18 08:04
[ shin [ sbin 10/14/19 14:38
» [0 System (3 System Close Connect 09/27/18 08:01
» [ tmp [ tmp irectory 10/14/19 15:44
» [ Users [ Users Directory 1730118 1425
» [ usr [ usr Directory 09/27/18 07:53
» [0 var [ var Directory 11/30/18 14:26
o vm [ vm Directary 10/14/19 14:38
28 entries (plus 2 hidden entries)
Q Transfer Queue.
Filename Destination Size of File 3ytes Transferred Progress Zlapsed Time Time Left Speed Status Start Time Finish Time

3. MAB2NNE4IE, KOS (60022) MAFE, BEHOK,

<ok

. Category: | ssW2

¥ Connection Hostname: ylbnjg ™ FmT @ memw sliyuncs.com
| (=R Port: 60022
| Advanced :
¥ File Transfer Firewall: None ol
FTP/SFTP -
Advanced Username: zhargm smms =
~Euthentication
¥ PublicKey A Properties...
v| Keyboard Interactive
7| Password v
v GSSAPI

Key exchange

ecdh-sha2-nistp521 e
ecdh-sha2-nistp384
ecdh-sha2-nistp256 v

diffie-hellman-group14
diffie-hellman-group-exchange-sha256

< s s s s

Minimum group exchange prime size: | 2048 s

Cancel OK

4. EENINFENE24,, BEfConnect,
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€ % + XX HiM @ »

Filter by session name <3%I> a

v Sessions

| Show dialog on startup

Close Connect

5. MARAMAFZMEL, BEHOK,

ylbrpmees pmen smemsss.aliyuncs.com

requires a password. Please enter a password now.

sername: zhangh. . shi Cancel
SWOrd: sesseses
| Save password Skip

6. (TIE) MRRAMAFHETMFAZRRKIE, FEMANEHNENMFARE (AIFESApp) PRENEZE

|, BEHEOK,
Two-Step Vertification required prompt for DK
zhangmmshi@ylbrig
[ T aliyunes.com. Cancel
Please enter the MFA verification code:
03ES
Skip

" | Save password

7%

C BREWE, REFERENRS S, EAZRSHBENNER, RTETXHERERE.

@ W NBEEATHEARSZEINNESR, TRRUTAERRZEE:

o MBBZFNNKFZHEERERER2N D, NMREE2NPREEZENNKFED, BEEE
ZENNKFZD., ESERBESNREZENKS.

o MEARBREREMG, WREARBREIMED, BoUIRETEBERHARPRRESS, BARE
BERIFT, HITHER,

o BEBEREFPHKNER.
MRLAETTEMRBREN D, FERRTILERAESR,
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FPERE (V3.2RRA) =% A

£ secureFx
I 2N i -
v &/ Name Size v =i/ Name Size Type
B3 . D isions-V100 » [ Inow_gb18030,nex... Di
[ fseventsd [ fseventsd b [ ssh_root@=mAY»i... rectory
i !
= =
19 -Spotlight-V100 ['& Spotlight-v100
[ vol o vol
» [ Appli [ Appli
[ bin [ bin
|1 cores [ cores
b G dev & dev A
» [ etc B etc
& home & home
» [ Library [ Library
& net & net
[ Network [ Network
» [ private [ private
[ sbin [ sbin
» [ System [0 System
> B imp i tmp i SEND : RealPath, base=. .
» &) Users [ Users i Rasalied RealPath: 7
b [0 usr [ usr drwxr-xr-x 4896 Mon 14-0Oct-2819 17:52:17 Inow_gb1883@,next_UTF-8 (S)
» [ var [ var drwxr-xr-x 4896 Mon 14-0ct-2819 17:52:17 ssh_root@zmA¥»i-linux_101 L2322 (%)
I ym
28 entries (plus 2 hidden entries) 2 entries
[x] Transfer Queue
Filename Destination Size of File 3ytes Transferred Time Left Speed Status Start Time Finish Time
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