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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Migrate data from a VMware VM
to an ECS instance

This topic describes how to migrate a VMware virtual machine (VM) from an on-premises host or storage
device to Alibaba Cloud by using the Hybrid Backup Recovery (HBR) console.

Prerequisites

You have read the limits on the operating system and VMware platform of the ECS instance. For more
information, see Limits.

Context

HBR provides non-intrusive, agentless, and full-copy migration for VMware VMs. HBR migrates data by
using VMware VM snapshots and reading data from disks. These features allow you to migrate all the
datathat is stored on the disks of a VMware VM to the disks of an ECS instance.

Step 1: Create a migration gateway
1.

. Inthe left-side navigation pane, choose Migration > VMware VM Migration.

2
3. Inthe top navigation bar, select a region.
4

. Inthe upper-right corner of the VMware VM Migration page, click Create Migration Gateway.
@ Note Youcancreate only one migration gateway in one region.
5. Inthe Create Migration Gateway panel, set the following parameters and click Create.
Parameter Description

The name of the migration gateway. The name must be 1 to 64 characters in

Gat N
ateway Name length.

The software platform of the VMware VM from which you want to migrate

VMware Platform
we a data. Select On-premise vSphere from the drop-down list.

o Select VPCif the gateway transmits data over an Express Connect circuit.

Network Type
o Select /Internet if no VPCs are available.
Specifies whether to use HTTPS to transmit encrypted data that is stored in
a backup vault. To ensure data security during transmission, we recommend
Use HTTPS

that you transmit data over HTTPS. If you modify the setting of this
parameter, the modification takes effect on the next migration job.

6. Inthe Create Migration Gateway panel, clickDownload Gateway and Download Certificate.

@ Note The backup client is used to connect your VM to HBR. The certificate is used to
activate the client. You can also download the client and the certificate fromthe client list.
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Step 2: Install the backup client

After you download the client and the certificate, install the client on the VM. Afterthe client is
installed, you can use the client to run migration jobs. To install the client, performthe following steps:

1. Log onto the vSphere Web Client.

2. Inthe left-side navigation pane, right-click the VM and select Deploy OVF Template fromthe

shortcut menu.

vmware* vSphere Web Client

|Nﬂn’gﬂm K| fapcen | g %P &9 & th | E3Actions »
| TrT—
| 4 Back | Getting Started  Summary  Wonitor  Configure  FPermissions  Hosts & Clusters  Wids  Dafastores  hletwork)
2 | @ %] e
r w (511003233 Whatis a Datacenter?
' N ) tacenier is the primary container of
| fin Acticn= - DCE.0 htory cbjects such as hosts and virtua
ﬂ Add Host. T ihines_ From the datacanter, you ¢an add
iorganize inventory objects. Typically, wou Virtual Machines
U Now Cluster.. Ihosts. folders, and clusters o a o ey
New Folder * jcenter

Distrouted Switch
New Viru sl Machine
8] New wipp from Library

Storage

Edit Defzult Vi Campatibility

2 Migrate Vhis 1o Another Metwork

Cluster |

» %
Rler Server can contain multiple

* jCantars. Large companieas might uge b -
Hple aatacentars to represent b

nizabonal units in their enterprise

Host ™,

Datacenter

vCenter Server

vSphere Client

Moz To..
Rename. .,
Tags & Custom Aributes »
ic Tasks Explore Further
Add Permission ..
Aams . Add a host Leam more about datacesters
| Create a cluster Leam how to create datacenters
X Delete

Alvienter Orchestrator plugin Actions » | Add a datastore

Update Manager

| Create a new virtual machine Leam about hosts

Leam about clusters

* | Create a distributed switch Leamn about folders

@ Note

3. Deploy an OVF template.

For more information, see Deploying OVF and OVA Templates.
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i. Inthe Deploy OVF Template dialog box, select Local file. Click Browse, select the client
template that you downloaded, and then click Next.

%41 Deploy OVF Template (7

1 Selecttemplate Selectiemplate

Select an OVF template.
2 Selectname and location

3 Selecta resource Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,
such as a local hard drive, a network share, or a CD/DVD drive.

4 Review deils

5 Selectstorage O URL

6 Readyto complete |L|

(=) Local file

:' Browse... | 1file(s)selected, click Next to validate

A Use multiple selection to select all the files associated with an OVF ternplate { ovi, wrndk, efc)

Next Ir Cancel

ii. Enterthe name of the Open Virtual Format (OVF) template, select the location where you want
to deploy the template, and then click Next.

¥ Deploy OVF Template (7))
v 1 Selectiemplate Selectname and location
Enter a name for the OVF and select a deployment location.
2 Select name and location
3 Selecta resource Name |AI|Daha-CIDud-EIackup-nuphance-1 06

4 Review details e
Filter | Browse
5 Selectstorage 2

Select a datacenter or folder.
& Readyto complete

w (31003233
s 1]

Back Next f Cancel
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Select the location where you want to run the deployed template and click Next.

“4 Deploy OVF Template (7) M

v 1 Selectemplate Selecta resource
Select where to run the deployed template.
+ 2 Selectname and location

3 Selecta resource
Filter Elrowse|

4 Review defails

Select a host or cluster or resource pool or vapp

5 Selectstorage
) ] a
6 Ready to complete » E Cluster!

Back Next ir Cancel
Verify the template details and click Next.
¥4 Deploy OVF Template (7) W
+ 1 Selectiemplate Hetmew dekina
“erify the template details.
' 2 Selectname and locafion
W . Selcta msomte Product Alibaba Cloud Backup Appliance
version 106
5 Selectswrage VR Al ol
e Publisher @ Mo certificate present
Download size 1.6 GB
3.2 GB (thin provisioned)
8tzs on disk 1000 GB (tick provisioned)
Back Next I Cancel
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v. Select the format of the virtual disk, select a storage resource to which you want to store the
files of the deployed template, and then click Next.

#1 Deploy OVF Template (?)
v 1 Selecttemplate Select storage
Select location to store the files for the deployed template
~ 2 Selectname and location
¥ 3 Selecta resource Select vinual ciskformat | Thick provision lazyzeroed L=
R [[] show datastores from Storage DRS clusters @
5 Selectstorage A—
6 Selectnetworks # ——
Datastores | Datastore Clusters
7 Customize emplate
T -
8 Readyto complete ® B (QrFiter
Hame Status VM storage policy Capasity Free
= B 6.0_local_1 @ MNormal 2925 GB 170.36 GB

“

»

10bjects [[5Copy ~

vi. Select a destination network for each source network and click Next.

#¢ Deploy OVF Template 7 M
« 1 Selectiemplate Select networks
Select a destination network for each source network
» 2 Selectname and location
£ LA A Source Network Destination Networc
+ 4 Review details Wi Network WM Network ot
+ 5 Selectstorage
7 Customize template
8 Readyto complete
IP Allocation Seflings
IP protocol; IPwd IP allocation; Static - Manual @
Back Next Cancel
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vii. Configure the required

deployment properties for the software solution and click Next.

#¢ Deploy OVF Template o
+ 1 Selectiemplate Customize emplaie
Customize the deployment properties of this software solution
+ 2 Selectname and location
+ 3 Selecta resource © Al properties have valid values Show nest Collapse all
+ 4 Review details 3 "
~ Custom properties 8 seftings
v 5 Selectstorage
Admin User Name
" 6 Selectnetworks
Py —— Admin User Passwaord Enter password
8 Readyto complete Confirm password [
Gataway |
Hosthame |
IP |
Netrnask(CIDR notation)  0-32.e0.24
[24
Primary DNS |
Secondary DNS |
Back Next Cancel
viii. Review the configuration data, and click Finish.
%1 Deploy OVF Template (7)
v 1 Selectiemplate HLARCGY 0 col et
Review configuration data
~ 2 Selectname and location
NS SeRCluass ooy Marme Alibaba-Cloud-Backup
¥ 4 Reviewdehils Source WM name Alibaba-Cloud-Backup-Appliance-1.0.6
Mo Selecstomge Download size 1668
A Sekeci e Size on disk 3268
e ST Datacenter DCB.0
i & Koatvd onpe Resource 10.0.3.231
» Storage mapping 1
» Network mapping 1
» IP allocation settings IPvé, Static - Manual
Admin User Name = root
Gateway=10.03.254
Hostnarne = gwiE
Properies IP=10.0.3.96
Metrmask(CIDR notationy = 24
Primary DNS = 114114114114
SecondaryDNS =8.8.88
Back Next Finish Cancel
View the progress of each deployment task in the Recent Tasks section.
| Recent Tasks
-
Task Hama Targat Etatus Initiatar Quauad For EStart Tima 1w Complation Time Sarvar
#F OVF 184 B Alibaba-Cloud 0w @ VSPHERE.LOGALIM. 2ms  8IA2018 44545 PM 10.0.3.233
S OVF $2kHR [ RLEERT] o% @ vsphare.locamadmi... 151 ms  8/3(2018 4:43:58 PM 10.0.3.233

Open a browser, and enter

. Afterthe deployment tasks are completed, start the VM on which the OVF template is deployed.

http://hostname:8011 inthe address bar.

10
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@ Note Thevalueof hostname isthe IP address of the VM on which the OVF template is
deployed.

5. Onthe Register page, configure the parameters and click Register to log on to the HBR gateway.
The following table describes the parameters.

Parameter Description

AccessKey ID The AccessKey ID and AccessKey secret of the
Alibaba Cloud account or RAM user. We
recommend that you use the AccessKey ID and
AccessKey secret of a RAM user. For more
information, see How can | create an AccessKey
pair for a RAM user?.

AccessKey Secret

The certificate that you downloaded from the
HBR console. If a VM remains in the shutdown
state for more than five days after you use the

Certificate certificate to activate the client on the VM, the
certificate becomes invalid. In this case, you must
download a new certificate to reactivate the
client.

Afteryou activate the client, click OK to go to the HBR console.

Step 3: Add a vCenter Server

In the left-side navigation pane, choose Migration > VMware VM Migration.
In the top navigation bar, select a region.
On the Migration Gateway tab, find the migration gateway and click View in the Actions column.

In the upper-right corner of the Managed vCenter page, click Add vCenter Server.

o v M W N

Inthe Add vCenter Server panel, set the Server IP Address, Username, and Password
parameters. Then, click Create.

A vCenter Server may fail to be added if the password contains the following special characters:

A= (@SN &# %+

@ Note We recommend that you create a vCenter Server account that is dedicated for
backup. We recommend that you use periods (.) instead of other special characters in the
password of the account.

Step 4: Migrate the VMware VM

1. Onthe Migration Gateway tab, find the migration gateway and click View in the Actions column.

2. Onthe Managed vCenter Servers page, click Migrate in the Actions column.
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|| vautt NamenD: migrate 2019114161023 16vctiss) | Migration Gateway: demo-20200302-vmware g (c-00062winSybicismgoass) | Status: ACTIVATED | Region China (Hangznou) (cn-hangznot)

vCenter ID IP Address Usemame Status Actions

- S— - 30.42.117212 administrator@dhvcenter test ® Activated Pwigrate | H

< cosack / Managed vCenter C reresn

3. Inthe Create Migration Plan panel, set parameters in the Migration Plan step and click Next. The

following table describes the parameters.

Create Migration Plan

Migration Plan VM to Migration ECS Configuration

Migration Plan Name * plan-20200305-112812 20/64
Migration Plan Migration Now eI =R =
Migration Start Time Mar 05, 2020, 11:28:15 =

Force silent snapshots (2)

Use Incremental Migration Not Use

Incremental Sync Frequency 12 Hour i

@ In the incremental migration mode, HBR will automatically create an image to support the test pull up, which will incur a certain image fee, and
the image fee is charged by ECS. View Details

Cancel Next

Parameter Description

The name of the migration plan. If you do not configure this

Migration Plan Name . e . .
9 parameter, a random name is specified for the migration plan.

The migration plan. Valid values: Right Now and On Schedule.

Migration Plan If you select On Schedule, you must set the Start Time parameter.
The value is accurate to seconds.
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Parameter Description

o If you select this check box, HBR uses quiesced snapshots to
migrate data. If quiesced snapshots are unavailable, the backup
fails.

Force silent snapshots o If you clear this check box, HBR attempts to use quiesced
snapshots to migrate data. If quiesced snapshots are
unavailable, HBR uses common snapshots to migrate data. By
default, this check box is cleared.

Specifies whether to enable incremental migration.

If you enable incremental migration, you must set the Incremental
Sync Frequency parameter. Valid units: hours, days, and weeks.

@ Note

o If Change Block Tracking (CBT) is disabled for the VM,
HBR migrates full data instead of migrating incremental

Enable Incremental Sync
data.

o If you enable incremental migration, HBR automatically
creates an image to test whether workloads can be
switched to the destination. The cost of the image is
included in ECS bills instead of HBR bills. For more
information, see Overview.

4. Inthe Select VMs to Migrate step, select the source VM and click Next.
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Create Migration Plan

VM to Migration

ECS Configuration

= 4
= 3042
=2
E Datacenter
B
= 30421

=
= zww-HBR-lest

fz-template

5gguo

(00 (B0 006 000

=
& lphbr

i

=ms

=

= 0A-System
= Z

= paomin

=

B=co

=

& ECS_Demo
=l

B zhaoding

=

B4 wenpin
CJms_HBR_ 1011
Ll meme pmassem®
(] wenpin-abnormat-win@®
L anveenter®@@®

L saphana®

M lin.

1t - - AT

Back Next

5. Onthe ECS Configuration tab, configure an ECS instance for each source VM.

14
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Create Migration Plan x|

ECS Configuration

VM for Migration ECS Configuration

@Ms_=mm_1T VPC:* Please select v

Switch: » Please select

Instance Type e \=FM Compute  Memory |Highspeed| Basic

Instance Family * Please select

Storage Type Utira Disk 53D Disk

Security Group (2) Please select

IP Address Type Static
Assign Public IP

Reboot After Restore |

Create System Image

Back Copy Configuration to All VM Save Configuration to Current VM Create

i. Inthe left pane, select the source VM that you want to configure.
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ii. Inthe right pane, configure an ECS instance for the source VM.

) Notice Make sure that the security group allows outbound data transfer over TCP
port 80, TCP port 443, and UDP port 53.

Parameter Description

Select the VPC where the ECS instance resides from the VPC

VPC drop-down list.
VSwitch Select the vSwitch of the VPC from the VSwitch drop-down list.
Instance Type The type of the ECS instance.
Instance Family The specifications of the ECS instance.
The storage type of the ECS instance. Valid values:
Storage Type u ltra Disk

® Standard SSD

From the Security Group drop-down list, select the security

Security Grou
y P group that you want to use to create the ECS instance.

The IP address of the ECS instance.

B DHCP: The system assigns a dynamic IP address to the ECS

IP Address Type instance.

® Static: You must specify a static IP address for the ECS
instance.

This parameter is required only if the IP Address Type
IP Address parameter is set to Static. You can specify a static IP address for
this parameter.

Specifies whether to assign a public IP address to the ECS

Assign Public IP .
instance.

Specifies whether to start the ECS instance after data is

Reboot After Restoration .
migrated.

Create System Image Specifies whether to create a system image.

iii. If youwant to apply the configurations of ECS instances to all source VMs, click Apply to All
VMs. Then, click Create.

iv. If youwant to configure an ECS instance for each source VM, click Save Configuration to
Current VM. Repeat the preceding two steps to configure an on-premises ECS instance for
each source VM. Then, click Create.

On the Migration Plans tab, you can view the progress of the migration job.

If incremental migration is enabled, you can performthe following operations after the VM is
migrated:
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o ClickSync Tasks inthe Actions column of the migration job to view the size of the incremental
datathat is migrated and the migration status.

VM Migration Refresh

VMware Virual Machine Migration Service provides incremental migration capabilities and is welcome to use!

& Job Status

Plan Name/D Wigration Poicy Created VM Count Migration Task Actions
ocazsiEdemo Start: Mar 02, 2020, 15:27:47 MuRing5
= il WMar 02,2020, 15:27-47®) 5 ® Completed: 0 Cancel
mp iy Sync requency: 12 Hour
o Falled: 0
Wigration Enviroment Source Vi ECS Configuration Wigration Target Status Actions
Datacenter OA-db-04 ecs snzne large +bp148 ® WaitngNed  Sync Record
mo-202003 » View More » View More syne Create ECS

o ClickCreate ECS Instance inthe Actions column. In the dialog box that appears, select Verify
Migration or Finish Migration.

Wigration Enviroment Source VM ECS Gonfiguration Migration Target Status Actions
ext Migraton [[NNRRIRTSIN o bpl4Sceimtc s o WaitngNext  Sync Record |
are-gw sync Create ECS
(D ECS wil be created with the data from ynchronization (Mar 05, 2020, P 1bd TR ® Waiting Next Syne Record |
are-gw 03:24:47) to verity hat the virlual machine migrated to ECS i working propery syne Create ECS
Each virtual machine can do up to 3 verfications without interupting the preset
al synchronizati
ncremenStapchrntzaton opakqins T iske o WatngNext  SyncRecord |
are-gw Sync Create ECS
ECS s created multiple tmes for the same virtual out agditonal
Name: OA-db-01 enarging. For more cost information, please see o -bpahepeai 1348 ® WaitingNext  Sync Record |
areow » View More Sync Create ECS
Name: OA-db-05 +op2a g TmcaSiy o WaitingNext  Sync Record |
ware-gw » View More ¥ View Viore sync Create ECS

m [f you select Verify Migration, HBR creates an ECS instance and migrates data that is
generated after the last migration to the ECS instance, for example, data generated after
20:21:31, February 21, 2020. T his way, you can check whether the VM runs as expected. You
can verify the migration result on a VM up to three times. The verification does not interrupt
incremental synchronization. After you click OK, HBR creates an ECS instance. If you click
Resume Migration inthe Actions column, HBR deletes the ECS instance and resumes the
migration.

VMware Virtual Machine Migration Service provides incremental migration capabiliies and is weicome to Use!

Migration Gateway & Job Status
Plan Name/ID Migration Policy Created VM Gount Migration Task Actions
Migrating: 5
plan-20200805-183553 Start: Mar 05, 2020, 18:36:57 N < Complete Migration
Mar 05, 2020, 18:36:57(2) 5 ® Completed: 0
m Sync frequency: 1 Hour Cancel
® Failed: 0
Migration Enviroment Source VM ECS Configuration Migration Target Staws Actions

® Waiting Next Sync  Sync Record | Create ECS
® Waiting Next Sync  Sync Record | Create ECS
® Waiting Next Sync ~ Sync Record | Create EGS

® Waiting Next Sync  Sync Record | Create ECS

Datacenter testt ecs.snine large i}
® Test Restore Done  Sync Record ||Resume
192.1 » View More » View More -

i@

m If you select Finish Migration, HBR creates an ECS instance and migrates data that is
generated afterthe last migration to the ECS instance, for example, data generated after
20:21:31, February 21, 2020. HBR also stops the migration job. If you select Run an
incremental synchronization task before finishing the migration job, HBR migrates
datathat is generated afterthe last incremental migration to the created ECS instance.

> Document Version: 20220406 17



i -Migrat taf Vv .
Migrate data-Migra g data froma Hybrid Backup
Mware VM to an ECS instance

@ Note

m [f you select Run an incremental synchronization task before finishing the migration
job, more time is required to finish the migration job.

m You are charged for the migration of the VM only the first time you verify the
migration or finish the migration job. If you verify migration or finish a migration job on
the same VM again, you are not charged. For more information, see Pricing.

o To cancel the migration job, click Cancel Migration inthe Actions column.

Collect logs

You can collect logs of a backup client, regardless of whether you have logged onto the HBR gateway.

e (ollect logs when you have not logged on to the HBR gateway

To collect logs of a backup client when you have not logged on to the HBR gateway, performthe
following steps:

i. Open a browser, enter the logon address of the backup client http://hostname:8011 inthe
address bar, and then press Enter.

ii. Inthe upper-left corner of the logon page, click Diagnose.
iii. Inthe dialog box that appears, choose Collect Logs > Download Logs.
e Collect logs when you have logged on to the HBR gateway
To collect the logs of a backup client when you have logged on to the HBR gateway, performthe
following steps:
i. Inthe upper-right corner of the logon page, clickthe icon next to admin, and select
Diagnose fromthe shortcut menu.

ii. Inthe dialog box that appears, choose Collect Logs > Download Logs.
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