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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic shows you how to use Data Security Center (DSC) to detect, classify, and protect  sensit ive
data that is stored in Object  Storage Service (OSS).

ContextContext
Sensit ive data includes personal privacy information, passwords, keys, and images that contain sensit ive
content. Such data is of high value and is stored in your OSS buckets in different formats. The leaks of
sensit ive data can cause serious economic and brand losses to your enterprise.

After you authorize DSC to access an OSS bucket, DSC detects sensit ive data in the OSS bucket,
classifies and displays the sensit ive data, and tracks the use of the sensit ive data. In addit ion, DSC
protects and audits the sensit ive data based on predefined security rules, so that you can obtain the
security status of your data assets in OSS at  any t ime.

ScenariosScenarios
Sensit ive dat a det ect ionSensit ive dat a det ect ion

You store a large amount of data in OSS. You cannot determine whether data stored in OSS contains
sensit ive data and where the sensit ive data is stored.

DSC scans data that is stored in OSS for sensit ive data and classifies the sensit ive data based on
built-in or custom rules. Then, you can use OSS features such as access control and encryption to
protect  the sensit ive data.

Dat a de-ident if icat ionDat a de-ident if icat ion

If you share data for analysis or use without de-identifying sensit ive data, the sensit ive data may be
leaked.

DSC supports built-in and custom de-identificat ion algorithms. You can use these algorithms to de-
identify sensit ive data that is obtained from the production environment before you transfer the
sensit ive data to other environments such as the development or test  environment. DSC ensures that
the de-identified sensit ive data is usable in other environments.

BenefitsBenefits
VisualizedVisualized: DSC visualizes the results of sensit ive data detect ion. This allows you to obtain a clear
view of the security status of your data assets.

Monitors data access and provides audit  logs for you to trace anomalous act ivit ies, which reduces
security risks to your data.

Increases the overall security transparency of your data assets and enhances data governance.

Reduces the cost  of maintaining data security and provides fundamental data for you to
formulate security rules that are suitable for your enterprise.

Int elligentInt elligent : DSC uses big data technologies, machine learning capabilit ies, and intelligent algorithms
to detect  and monitor sensit ive data, high-risk act ivit ies such as anomalous data access, and
potential data leaks. In addit ion, DSC provides suggestions on how to resolve detected issues.

Allows you to customize the rules to detect  sensit ive data so that you can ensure that the
sensit ive data is more accurately and efficiently detected and protected.

1.Best practices for protecting data1.Best practices for protecting data
stored in OSSstored in OSS
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Integrates complex data formats and content to a unified data risk model and presents data in a
standard manner for you to protect  your key data assets.

Cloud-nat iveCloud-nat ive: DSC fully leverages its advantages as a cloud-native service and integrates with a
variety of data assets on Alibaba Cloud.

Compared with tradit ional sensit ive data protect ion software, DSC provides a more robust  service
architecture and higher availability in a cost-efficient  manner, and features higher system security.

Usage notesUsage notes
You can act ivate DSC in pay-as-you-go mode for free. After you authorize DSC to access specific OSS
buckets, DSC charges you at  a price of USD 0.6 per GB for scanning objects that are stored in the OSS
buckets.

DSC scans all data that is stored in your OSS buckets at  the first  scan and charges you for a full scan. If
you add new objects to or modify objects in your OSS buckets after the first  scan, DSC charges you only
for scanning the new or modified objects. This greatly reduces the expense.

ProcedureProcedure
1. Act ivate Data Security Center (DSC).

2. Log on to the DSC console.

3. In the left-side navigation pane, choose Dat a asset  aut horizat ionDat a asset  aut horizat ion >  > Dat a assetDat a asset
aut horizat ionaut horizat ion.

4. On the OSSOSS tab, click Unaut horizedUnaut horized and select  mult iple OSS buckets to authorize DSC to access
these OSS buckets at  a t ime.You can also find an OSS bucket and click Aut horizat ionAut horizat ion in the Open
protect ion column to authorize DSC to access the OSS bucket. For more information, see Authorize
DSC to access OSS buckets.
DSC starts to scan objects that are stored in your OSS buckets within 2 hours after the
authorization. The t ime taken to scan objects in your OSS buckets depends on the total size of the
objects. For more information, see the "How long does it  take to scan data in my data asset  after I
authorize SDDP to access the data asset?" sect ion of the Sensit ive data scan and detect ion topic.

When DSC scans data, the scan results are progressively updated on the OverviewOverview page in the DSC
console. For more information, see View summary information.

5. In the left-side navigation pane, choose Sensit ive dat a discoverySensit ive dat a discovery >  > Sensit ive dat a asset sSensit ive dat a asset s. On
the OSSOSS tab, view the results of scanning OSS for sensit ive data. For more information, see View
sensitive data detected in OSS. In addit ion, you must handle sensit ive objects and risk act ivit ies based
on the scan results at  the earliest  opportunity to prevent data security risks.We recommend that
you perform the following operations:
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i. Check the number of sensit ive objects at  each risk level in an OSS bucket that has a high risk
level at  the earliest  opportunity. In addit ion, check the detect ion rules that are most
frequently hit  at  each risk level and the number of objects that hit  each rule.

ii. Click File det ailsFile det ails to view the information about the sensit ive objects, such as the names,
types, and sizes. Check whether the objects have data security risks.

iii. On the Original logOriginal log page, find the sensit ive objects based on their names and view the
operations that were performed on the sensit ive objects from clients. If  necessary, record the
IP addresses of the clients from which the operations were performed and check whether
suspicious users exist .

iv. On the Abnormal event  alert sAbnormal event  alert s page, view the anomalous act ivit ies based on the risk level
and check whether high-risk act ivit ies exist .

v. De-identify sensit ive data. For more information, see Perform stat ic de-identificat ion and
Perform dynamic de-identificat ion.

vi. In the OSS console, modify the read and write permissions on the risky OSS buckets or objects.
For more information, see Modify bucket ACLs and Configure ACL for objects.

Not e Not e You can configure server-side encryption to encrypt an object  when you
upload the object  to OSS. This helps you prevent leaks of sensit ive data. For more
information, see Configure server-side encryption.
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