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import com.alibaba.fastjson.JSON;
import com.alibaba.fastjson.JSONArray;
import com.google.common.hash.Hashing;
import org.bouncycastle.util.Arrays;
import org.bouncycastle.util.encoders.Hex;
import org.junit.Assert;
import org.junit.Test;
import org.springframework.util.StringUtils;
public class ProofDemo {
@Test
public void test () {
// FBEFMLedgerDBiZHl & >HIBE S IEIE>0soNE HIThEE, FEBEIABTHER
// FRIProofPathFEE
String proofPath = "**x*xxkxn,
// RBTFMLedgerDBIZH & > RIS 4RI > 7s0NE FITHEE
// FFRIRootHash™FE&
String rootHash = "3RBTFMLedgerDBiZH| & >EIERIEELGIE>TsONE BIThRE" ;
Assert.assertTrue (verifyProofPathVl (rootHash, proofPath));
}
public static byte[] calculateRoot (JSONArray proofPath) {
byte[][] childHashes = new byte[proofPath.size()]1[];
for (int 1 = 0; i1 < proofPath.size(); i++) {
Object child = proofPath.get (i) ;
byte[] childHash = null;
if (child instanceof String) {
/! HFRHR
childHash = Hex.decode ((String) child);
} else {
/] BETR
childHash = calculateRoot (proofPath.getJSONArray (i));
}
childHashes[i] = childHash;
}
// RFBmhashAFTH RBhashIBHEEI A ITE TS
byte[]
return Hashing.sha256 () .hashBytes (input) .asBytes () ;
}
public static boolean verifyProofPathVl (String rootHash, String proofPath) {
JSONArray path = JSON.parseArray (proofPath);

input = Arrays.concatenate (childHashes) ;

if (StringUtils.isEmpty (rootHash)) {
if (path.size() == 0) {
return true;
} else {

return false;

}
if (path.size() == 1) {
return rootHash.equals (path.getString(0));
}
byte[] rootCalculated = calculateRoot (path);
return rootHash.equalsIgnoreCase (Hex.toHexString (rootCalculated)) ;
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