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Database Autonomy Service OpenAPI-Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.

> Document Version: 20210416



Database Autonomy Service

OpenAPI-Document conventions

Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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OpenAPI-DescribeCacheAnalysisjobs

1.DescribeCacheAnalysisjobs

Queries cache analysis tasks.

Before you call this operation, make sure that the following conditions are met:

This operation is applicable to only the Redis engine.

We recommend that you use the latest version.

Request parameters

Parameter

Action

Instanceld

StartTime

EndTime

PageNo

PageSize

Set Regionld to cn-shanghai.

Response parameters

Type

String

String

String

String

String

String

Required

No

No

No

No

No

No

Example

DescribeCacheAn
alysisjobs

r-
bp18ff4a195d***

*

1596177993000

1596177993000

10

When you use an Alibaba Cloud SDK, make sure that the aliyun-sdk-core version is later than V4.3.3.

The SDK version for Database Autonomy Service (DAS) must be V1.0.2 or later.

When you use the SDK to call the DAS service, you must specify the region as cn-shanghai.

Description

The operation that you want to
perform. Set the value to
DescribeCacheAnalysisjobs.

The ID of the instance.

The start time of the query task. Unit:
millisecond. Specify the time in the
UNIX timestamp format.

The end time of the query task. Unit:
millisecond. Specify the time in the
UNIX timestamp format.

@ Note The end time of the
query task must be later than the
start time of the query task.

The number of the page to return.

The number of entries to return on
each page.
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Parameter Type Example Description
Code String 200 The returned status code.
Data Struct The information list.
Extra String None The hidden parameter.
Array of
List CacheAnalysisjo The detailed information.
b

CacheAnalysisjo
b

. Array of . .
BigK Th tails of th keys.

igKeys KeyInfo e details of the big keys
Keylnfo
Bytes Long 12345 The number of bytes that are occupied by

the keys.
Count Long 127 The number of elements in the keys.
Db Integer 0 The name of the database.
Encoding String hashtable The data type of the keys.
ExpirationTime The time when the keys expire. Unit:
Miﬁis Long 1596256542547 millisecond. The value 0 indicates that the
keys do not expire.

Key String task_xxxxx The name of the key.
Nodeld String r-xxxx-db-0 The ID of the sharded instance.
Type String hash The type of the Redis data structure.
Instanceld String r-bp18ff4a195d**** The ID of the instance.
Joblid String sf79-5d99-sa37-**** The ID of the cache analysis task.
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Parameter

Message

Nodeld

TaskState

PageNo

PageSize

Total

Message

Requestlid

Type

String

String

String

Long

Long

Long

String

String

Example

Successful

r-x****-db-0

BACKUP

10

Successful

B6D17591-B48B-
4D31-9CD6-
9B9796B2****

Description

The returned message of the request.

@ Note If the request is successful,
Successful is returned for this
parameter. If the request fails, a request
exception message such as an error
code is returned.

The ID of the sharded instance.

The status of the cache analysis task:

e BACKUP: The datais being backed up.

® ANALYZING: The taskis in the analysis
phase.

® FINISHED: The analysis is complete.

e FAILED: An error occurred.

The page number of the returned page.

The number of entries returned on each
page.

The number of results.

The returned message of the request.

@ Note If the request is successful,
Successful is returned for this
parameter. If the request fails, a request
exception message such as an error
code is returned.

The ID of the request.
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Parameter Type Example Description

Indicates whether the request was

successful.
Success String true
e true: The request was successful.
e false: The request failed.
Examples

Sample requests

http(s)://das.cn-shanghai.aliyuncs.com/? Action=DescribeCacheAnalysisJobs
&Instanceld=r-bp18ff4a195d****

&Region=cn-shanghai

&StartTime=1596177993000

&EndTime=1596177993000

&PageNo=1

&PageSize=10

&<Common request parameters>

Sample success responses

XML format
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<DescribeCacheAnalysisJobsReponse>
<Requestld>B6D17591-B48B-4D31-9CD6-9B9796B2xxxx</Requestid>
<Message>Successful</Message>
<Data>
<Extra>None</Extra>
<PageSize>10</PageSize>
<Total>2</Total>
<PageNo>1</PageNo>
<List>
<CacheAnalysisJob>
<Nodeld>r-xxxxx-db-0</Nodeld>
<Message>Successful</Message>
<Instanceld>r-bp18ff4a195dxxxx</Instanceld>
<TaskState>BACKUP</TaskState>
<Jobld>XxxxX-XXXX-XXXX-Xxxx</Jobld>
</CacheAnalysisJob>
<CacheAnalysisJob>
<BigKeys>
<KeyInfo>
<Bytes>12345</Bytes>
<Type>hash</Type>
<Nodeld>r-xxxx-db-0</Nodeld>
<ExpirationTimeMillis>1596256542547</ExpirationTimeMillis>
<Encoding>hashtable</Encoding>
<Count>127</Count>
<Key>task_xxxxx</Key>
<Db>0</Db>
</KeyInfo>
</BigKeys>
</CacheAnalysisJob>
</List>
</Data>
<Code>200</Code>
<Success>true</Success>
</DescribeCacheAnalysisJobsReponse>

JSON format
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{"Requestid":" B6D17591-B48B-4D31-9CD6-9B9796B2xxxx","Message":"Successful","Data":{"Extra":"None","
PageSize":"10","Total":"2","PageNo":"1","List":{"CacheAnalysisJob":[{"Nodeld":"r-xxxxx-db-0",
"Message":"Successful",
"Instanceld":"r-bp18ff4a195dxxxx",
"TaskState":"BACKUP",
"Jobld": " XXXX-XXXX-XXXX-XXXX""},{
"BigKeys":{
"KeyInfo":[{
"Bytes":"12345",
"Type":"hash",
"Nodeld":"r-xxxx-db-0",
"ExpirationTimeMillis":"1596256542547",
"Encoding":"hashtable",
"Count":"127",
"Key":"task_xxxxx",
"Db":"0"HHH,
"Code":"200",
"Success":"true"}

Error codes

For a list of error codes, visit the AP| Error Center.
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2.CreateCacheAnalysisjob

Creates a cache analysis task.

Before you call this operation, make sure that the following conditions are met:
e This operation is applicable only to ApsaraDB for Redis Community Edition and ApsaraDB for Redis
Enhanced Edition (T air).

e When you use an Alibaba Cloud SDK, make sure that the aliyun-sdk-core version is later than V4.3.3.
We recommend that you use the latest version.

e The SDK version for Database Autonomy Service (DAS) must be V1.0.3 or later.

e When you call the SDK to call the DAS service, you must specify the region as cn-shanghai.
Request parameters

Parameter Type Required Example Description

The operation that you want to
. . CreateCacheAnaly
Action String Yes sisjob perform. Set the value to
CreateCacheAnalysisjob.

r-
Instanceld String Yes bp18ff4a195d***

*

The ID of the ApsaraDB for Redis
instance.

The ID of the data node of the
instance. This parameter can be used
to query the monitoring information
about the specified node.

@ Note If you specify the
BackupSetld parameter, the
system ignores the Nodeld
parameter. To query the node ID,
you can call the
DescribeLogiclnstanceTopology
operation.

Nodeld String No r-x****-db-0
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Parameter

BackupSetlid

Type Required Example

String No 12345

Response parameters

Description

The ID of the backup file. To query this
value, you can call the DescribeBackups
operation.

® Note

® This parameter is required
if the Redis instance is a
cluster instance or a
read/write splitting
instance. If you need to
specify multiple backup
file IDs, separate them
with commas (,), such as
12345,67890 .

e If the Redis instance is a
standard instance and you
do not specify this
parameter, the system
automatically performs a
backup and then performs
cache analysis on the
backup file.

Parameter Type Example Description
Code String 200 The returned status code.
Data Struct The list of detailed information.
BigKeys ﬁgjzfzf The details of the big keys.
Keylnfo
Bytes Long 12345 ;r;:;el;r:.ber of bytes that are occupied by
Count Long 127 The number of elements in the keys.
Db Integer 0 The name of the database.
12 > Document Version: 20210416
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Parameter

Encoding

ExpirationTime
Millis

Key

Nodeld

Type

Instanceld

Jobld

Message

Nodeld

Type

String

Long

String

String

String

String

String

String

String

Example

hashtable

1596256542547

task_x****

r-x****-db-0

hash

r-bp18ff4a195d****

sf79-5d99-s5a37-****

Successful

r-x****-db-0

Description

The data type of the keys.

The time when the keys expire. Unit:
millisecond. The value 0 indicates that the
keys do not expire.

The name of the key.

The data node ID of the instance.
The type of the Redis data structure.
The ID of the instance.

The ID of the cache analysis task.

@ Note This parameter can be used
to query cache analysis tasks. When you
call this operation, it takes some time to
create a cache analysis task. As a result,
the analysis results are not immediately
returned. To obtain the analysis results,
you must use this parameter together
with the DescribeCacheAnalysisjob API
operation.

The returned message for the request.

@ Note If the request is successful,
Successful is returned. If the request
fails, an exception message that
contains an error code is returned.

The data node ID of the instance.

> Document Version: 20210416
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Parameter Type
TaskState String
Message String
Requestld String
Success String
Examples

Sample requests

Example

BACKUP

Successful

B6D17591-B48B-
4D31-9CD6-
9B9796B2****

true

Description

The status of the cache analysis task. Valid

values:

e BACKUP: The data is being backed up.

e ANALYZING: The task is in the analysis

phase.

® FINISHED: The analysis is complete.

® FAILED: An error occurred.

The returned message for the request.

@ Note

If the request is successful,

Successful is returned. If the request
fails, an exception message that
contains an error code is returned.

The ID of the request.

Indicates whether the request was

successful.

® true: The request was successful.

e false: The request failed.

http(s)://das.cn-shanghai.aliyuncs.com/?Action=CreateCacheAnalysisJob

&Instanceld=r-bp18ff4a195d****
&Nodeld=r-x****-db-0
&<Common request parameters>

Sample success responses

XML format

14

> Document Version: 20210416



Database Autonomy Service OpenAPI-

<CreateCacheAnalysisJobReponse>
<Requestld>B6D17591-B48B-4D31-9CD6-9B9796B2270A</Requestid>
<Message>Successful</Message>
<Data>
<BigKeys>
<KeyInfo>
<Bytes>12345</Bytes>
<Type>hash</Type>
<Nodeld>r-xxxxx-db-0</Nodeld>
<ExpirationTimeMillis>1596256542547</ExpirationTimeMillis>
<Encoding>hashtable</Encoding>
<Count>127</Count>
<Key>task_xxxxx</Key>
<Db>0</Db>
</KeyInfo>
</BigKeys>
<Message>Successful</Message>
<Instanceld>r-bp18ff4a195dxxxx</Instanceld>
<Nodeld>r-xxxxx-db-0</Nodeld>
<TaskState>BACKUP</TaskState>
<Jobld>XxxxX-XXXX-XXXX-XXxx</Jobld>
</Data>
<Code>200</Code>
<Success>true</Success>
</CreateCacheAnalysisJobReponse>

JSON format

{"Requestid":" B6D17591-B48B-4D31-9CD6-9B9796B2270A",

"Message":"Successful",

"Data":{

"BigKeys":{
"KeyInfo":[{

"Bytes":"12345",
"Type":"hash",
"Nodeld":"r-xxxxx-db-0",
"ExpirationTimeMillis":"1596256542547",
"Encoding":"hashtable",
"Count":"127",
"Key":"task_xxxxx",
"Db":"0"}1},
"Message":"Successful",
"Instanceld":"r-bp18ff4a195dxxxx",
"Nodeld":"r-xxxxx-db-0",
"TaskState":"BACKUP",
"Jobld":" XXXX-XXXX-XXXX-XXXX"'},
"Code":"200",
"Success":"true"}

Error codes

For a list of error codes, visit the
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3.DescribeCacheAnalysisjob

Queries the details of a specified cache analysis task.

Before you call this operation, make sure that the following conditions are met:

This operation is applicable to only the Redis engine.

We recommend that you use the latest version.

Request parameters

Parameter

Action

Instanceld

Jobld

Response parameters

Parameter

Code

Data

BigKeys

Keylnfo

Bytes

Count

Db

Type

String

String

String

Type

String

Struct

Array of
Keylnfo

Long

Long

Integer

Required

No

No

No

Example

200

12345

127

Example

DescribeCacheAn
alysisjob

-
bp18ffaa195d*

*

5f79-sd99-sa37-

*kkk

When you use an Alibaba Cloud SDK, make sure that the aliyun-sdk-core version is later than vV4.3.3.

The SDK version for Database Autonomy Service (DAS) must be V1.0.2 or later.

When you use the SDK to call the DAS service, you must specify the region as cn-shanghai.

Description

The operation that you want to
perform. Set the value to
DescribeCacheAnalysisjob.

The ID of the instance.

The ID of the analysis task.

Description

The returned status code.

The list of detailed information.

The details of the big keys.

The number of bytes that are occupied by
the keys.

The number of elements in the keys.

The name of the database.

16
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Parameter Type Example Description

Encoding String hashtable The data type of the keys.

The time when the keys expire. Unit:

ExpirationTime
pirat] I Long 1596256542547 millisecond. The value 0 indicates that the

Mills keys do not expire.

Key String task_x**** The name of the key.

Nodeld String r-****-db-0 The ID of the sharded instance.

Type String hash The type of the Redis data structure.
Instanceld String r-bp18ff4a195d**** The ID of the instance.

Joblid String sf79-5d99-sa37-**** The ID of the cache analysis task.
KeyPrefixes Array of Prefix The list of key prefixes.

Prefix

Bytes Long 3652000 l?ceur';?:fer of memory bytes that are
Count Long 1596256 The number of elements for the prefix.
KeyNum Long 123 The number of keys for the prefix.
Prefix String task_ The prefix of the keys.

Type String hash The type of the Redis data structure.
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Parameter Type

Message String
Nodeld String
TaskState String
Message String
Requestlid String
Success String

Examples

Sample requests

Example

Successful

r-x****-db-0

BACKUP

Successful

B6D17591-B48B-
4D31-9CD6-
9B9796B2****

true

Description

The returned message of the request.

@ Note If the request is successful,
Successful is returned for this
parameter. If the request fails, a request
exception message such as an error
code is returned.

The ID of the sharded instance.

The status of the cache analysis task:

e BACKUP: The datais being backed up.

e ANALYZING: The task is in the analysis
phase.

® FINISHED: The analysis is complete.

® FAILED: An error occurred.

The returned message of the request.

@ Note If the request is successful,
Successful is returned for this
parameter. If the request fails, a request
exception message such as an error
code is returned.

The ID of the request.

Indicates whether the request was
successful.

® true: The request was successful.

e false: The request failed.

18
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https://das.cn-shanghai.aliyuncs.com/?Action=DescribeCacheAnalysisJob
&Instanceld=r-bp18ff4a195d****

&Jobld=sf79-sd99-sa37-****

&<Common request parameters>

Sample success responses

XML format

</DescribeCacheAnalysisJobReponse>
<Requestld>B6D17591-B48B-4D31-9CD6-9B9796B2270A</Requestld>
<Message>Successful</Message>
<Data>
<KeyPrefixes>
<Prefix>
<Bytes>3652000</Bytes>
<Type>hash</Type>
<Count>1596256</Count>
<Prefix>task_</Prefix>
<KeyNum>123</KeyNum>
</Prefix>
</KeyPrefixes>
<BigKeys>
<KeyInfo>
<Bytes>12345</Bytes>
<Type>hash</Type>
<Nodeld>r-xxxx-db-0</Nodeld>
<ExpirationTimeMillis>1596256542547</ExpirationTimeMillis>
<Encoding>hashtable</Encoding>
<Count>127</Count>
<Key>task_xxxxx</Key>
<Db>0</Db>
</KeyInfo>
</BigKeys>
<Message>Successful</Message>
<Instanceld>r-xxxxxx</Instanceld>
<Nodeld>r-xxxxx-db-0</Nodeld>
<TaskState>BACKUP</TaskState>
<Jobld>XxxX-XXXX-XXXX-XXxx</Jobld>
</Data>
<Code>200</Code>
<Success>true</Success>
</DescribeCacheAnalysisJobReponse>

JSON format
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{"Requestid":" B6D17591-B48B-4D31-9CD6-9B9796B2270A","Message":"Successful","Data":{"KeyPrefixes":{"
Prefix":[{"Bytes":"3652000","Type":"hash","Count":"1596256","Prefix":"task_","KeyNum":"123"}]},"BigKeys
":{"KeyInfo":[{"Bytes":"12345","Type":"hash","Nodeld":"r-xxxx-db-0","ExpirationTimeMillis":"1596 25654254

i,
"Encoding":"hashtable",
"Count":"127",
"Key":"task_xxxxx",
"Db":"0"},
"Message":"Successful",
"Instanceld":"r-xxxxxx",
"Nodeld":"r-xxxxx-db-0",
"TaskState":"BACKUP",
"Jobld":" XXXX-XXXX-XXXX-XXXX"'},
"Code":"200",
"Success":"true"}

Error codes

For a list of error codes, visit the API| Error Center.

20
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OpenAPI- Get Aut onomousNot ifyEve
ntDetail

4.GetAutonomousNotifyEventDetail

Queries the details of a specified notification event.

Before you call this operation, make sure that the following conditions are met:

e When you use an Alibaba Cloud SDK, make sure that the aliyun-sdk-core version is later than V4.3.3.

We recommend that you use the latest version.

e The SDK version for Database Autonomy Service (DAS) must be V1.0.2 or later.

e When you use the SDK to call the DAS service, you must specify the region as cn-shanghai.

e Afteryourinstance is connected to DAS, notification events such as snapshot capturing are triggered
if the changes of database monitoring metrics are detected during DAS anomaly detection.

@ Note Youcan query the details of notification events only afterthe autonomy centeris

enabled. For more information, see Autonomy center.

Request parameters

Parameter Type Required Example

GetAutonomous

Action String No . .
NotifyEventDetail

__context String No None

r-
Instanceld String No bp18ff4a195d***

*

7e7b2774-95b8-
Spanid String No 4fa3-bdoc-
0ab47cb7****

Response parameters

Description

The operation that you want to
perform. Set the value to
GetAutonomousNotifyEventDetail.

The hidden parameter.

The ID of the instance. On the
Instance Monitoring page in the DAS
console, you can view the IDs of
different types of instances.

The unigue identifier of the event. You
can call the
GetAutonomousNotifyEvents operation
to view Spanld in the response
parameters.

Parameter Type Example Description

Code String 200 The returned status code.

> Document Version: 20210416
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nt Det ail
Parameter Type Example Description
"Data": { "total": 1, . o S .
e { " " The list of detailed information, including
) list":[...] }, "Code":
Data String the number of messages and the error

200, "Success": true

}

codes.

The returned message of the request.

@ Note If the request is successful,

Message String Successful Successful is returned for this
parameter. If the request fails, a request
exception message such as an error
code is returned.

B6D17591-B48B-
Requestid String 4D31-9CD6- The ID of the request.
9B9796B2****

Indicates whether the request was

successful.
Success String true
® true: The request was successful.
e false: The request failed.
Examples

Sample requests

https://das.cn-shanghai.aliyuncs.com/?Action=GetAutonomousNotifyEventDetail
&Instanceld=r-bp18ff4a195d****
&Spanld=7e7b2774-95b8-4fa3-bd9c-0ab47ch7****

&<Common request parameters>

Sample success responses

XML format

<GetAutonomousNotifyEventDetailReponse>
<Requestld>B6D17591-B48B-4D31-9CD6-9B9796B2270A</Requestld>
<Message>error msg</Message>
<Data></Data>
<Code>200</Code>
<Success>true</Success>
</GetAutonomousNotifyEventDetailReponse>

JSON format
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{"Requestid":" B6D17591-B48B-4D31-9CD6-9B9796B2270A",
"Message":"Successful",

"Data™:" \"Data\":{ \"total\":1, \"list\":[...] }, \"Code\":200, \"Success\":true }",
|lCode|l:"200'l,

"Success":"true"}

Error codes

For a list of error codes, visit the API Error Center.
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5.DescribeHotKeys

Queries the hot keys of a specified ApsaraDB for Redis instance.

Before you call this operation, make sure that the following conditions are met:

This operation is applicable to only the Redis engine.

When you use an Alibaba Cloud SDK, make sure that the aliyun-sdk-core version is later than V4.3.3.
We recommend that you use the latest version.

The SDK version for Database Autonomy Service (DAS) must be V1.0.2 or later.

When you use the SDK to call the DAS service, you must specify the region as cn-shanghai.
Request parameters

Parameter Type Required Example Description

The operation that you want to
Action String No DescribeHotKeys perform. Set the value to
DescribeHotKeys.

r- The ID of the Redis instance. You can
Instanceld String No bp18ff4a195d*** call the Describelnstances operation to
* view the ID.

The ID of the Redis node. You can call
the DescribeRoleZonelnfo operation to

Nodeld String No r-x****-db-0 .
view the InsName response parameter.

Response parameters

Parameter Type Example Description

Code String 200 The returned status code.

Data Array of HotKey The list of detailed information.
HotKey

Db Integer 0 The database instance.

Hot String 5500~6000 The access frequency.

Key String BACKUP The ID of the sharded instance.
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Parameter

KeyType

Size

Message

Requestlid

Success

Examples

Sample requests

Type

String

Long

String

String

String

Example

zset

12345

Successful

B6D17591-B48B-
4D31-9CD6-
9B9796B2****

true

Description

The type of the keys.

The number of elements in the keys.

The returned message of the request.

@ Note If the request is successful,
Successful is returned for this
parameter. If the request fails, a request
exception message such as an error
code is returned.

The ID of the request.

Indicates whether the request was
successful.

e true: The request was successful.

e false: The request failed.

http(s)://https://das.cn-shanghai.aliyuncs.com/?Action=DescribeHotKeys

&Instanceld=r-bp18ff4a195d****

&Nodeld=r-x****-db-0

&<Common request parameters>

Sample success responses

XML format
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<DescribeHotKeysReponse>

<Requestld>B6D17591-B48B-4D31-9CD6-9B9796B2270A</Requestid>

<Message>Successful</Message>
<Data>
<HotKey>
<KeyType>zset</KeyType>
<Hot>5500~6000</Hot>
<Size>12345</Size>
<Key>BACKUP</Key>
<Db>0</Db>
</HotKey>
</Data>
<Code>200</Code>
<Success>true</Success>
</DescribeHotKeysReponse>

JSON format

{"Requestid":" B6D17591-B48B-4D31-9CD6-9B9796B2270A",
"Message":"Successful",
"Data":{

"HotKey":[{
"KeyType":"zset",
"Hot":"5500~6000",
"Size":"12345",
"Key":"BACKUP",
"Db":"0"}1},
"Code":"200",
"Success":"true"}

Error codes

For a list of error codes, visit the API Error Center.
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6.GetAutonomousNotifyEvents

Queries the notification events that are related to the autonomy service.

Before you call this operation, make sure that the following conditions are met:

When you use an Alibaba Cloud SDK, make sure that the aliyun-sdk-core version is later than V4.3.3.
We recommend that you use the latest version.

The SDK version for Database Autonomy Service (DAS) must be V1.0.2 or later.
When you use the SDK to call the DAS service, you must specify the region as cn-shanghai.

Afteryourinstance is connected to DAS, notification events such as snapshot capturing are triggered
if the changes of database monitoring metrics are detected during DAS anomaly detection.

@ Note Youcan query the details of notification events only afterthe autonomy centeris
enabled. For more information, see Autonomy center.

Events are categorized based on the following urgency levels:

Notice: notification events. When the changes of database monitoring metrics are detected during
DAS anomaly detection, notification events such as snapshot capturing are triggered.

Optimization: optimization events. DAS provides some recommendations on SQL optimization or
specifications based on the previous trends of instance running.

Warn: warning events that you must take note of. Warning events may affect databases.

Critical: crisis events that you must handle. Crisis events occur when databases cannot provide
services, such as emergency events of SQL throttling.

Request parameters

Parameter Type Required Example Description

The operation that you want to
. . GetAutonomous
Action String No ) perform. Set the value to
NotifyEvents .
GetAutonomousNotifyEvents.

6c2e064b-a45f-
__context String No 4bd0-8a80- The scenario where the event occurs.

*kkkkkkkk

The ID of the instance. On the

Instanceld Strin No rm- Instance Monitoring page in the DAS
9 18ff4a195d**** console, you can view the IDs of
different types of instances.
The start timestamp of the SQL query.
StartTime String No 1568269711000 P QL query

Unit: millisecond.
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Parameter Type Required Example Description

The end timestamp of the SQL query.

EndTime String No 1568267711001 . -
Unit: millisecond.

The ID of the node. You can call the
DescribeDBClusters operation to view
the DBNodeld response parameter.
Nodeld String No r-x****-db-0
@ Note This parameter is
applicable to only PolarDB.

EventContext String No None The hidden parameter.

The urgency level of the event. When
this parameter is specified, the
MinLevel parameter is invalid. Valid
values:

Level string No Notice e Notice: notification events

® Optimization: optimization events
® \Warn: warning events

e (ritical: crisis events

The minimum urgency level of events.
Only the events whose urgency levels
are higher than the specified urgency
level are returned. Valid values:

MinLevel String No Optimization e Notice: notification events

® Optimization: optimization events
e Warn: warning events

e (ritical: crisis events

The number of the page to return. The

P Offset Stri N 1
agelitise rng © paged query is performed.

The number of entries to return on
PageSize String No 30 each page. The paged query is
performed.

Response parameters

Parameter Type Example Description
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Parameter Type Example Description

Code String 200 The returned status code.

"Data": { "total": 1,
"list":[...]}, "Code":
200, "Success": true

}

The list of detailed information, including
the number of messages and the error
codes.

Data String

The returned message of the request.

@ Note If the request is successful,

Message String Successful Successful is returned for this
parameter. If the request fails, a request
exception message such as an error
code is returned.

B6D17591-B48B-
Requestlid String 4D31-9CD6- The ID of the request.
9B9796B2****

Indicates whether the request was

successful.
Success String true
® true: The request was successful.
e false: The request failed.
Examples

Sample requests

https://das.cn-shanghai.aliyuncs.com/?Action=GetAutonomousNotifyEvents
&__context=6c2e064b-a45f-4bd0-8a80-*******
&Instanceld=rm-18ff4a195d****

&StartTime=1596177993000

&EndTime=1596177993000

&Nodeld=r-x****-db-0

&PageSize=10

&<Common request parameters>

Sample success responses

XML format
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<GetAutonomousNotifyEventsReponse>

<Requestld>B6D17591-B48B-4D31-9CD6-9B9796B2270A</Requestid>
<Message>Successful</Message>

<Data>"Data":{ "total™: 1,
<Code>200</Code>
<Success>true</Success>

</GetAutonomousNotifyEventsReponse>

"list":[...] }, "Code":200, "Success":true }</Data>

JSON format

{"Requestid":" B6D17591-B48B-4D31-9CD6-9B9796B2270A",
"Message":"Successful",

"Data"™:" \"Data\":{ \"total\":1, \"list\":[...] }, \"Code\":200, \"Success\":true }",
"Code":"200",

"Success":"true"}

Error codes

For a list of error codes, visit the API Error Center.
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7.Getlnstancelnspections

Queries the result of the instance and inspection feature that is implemented on your instance.

DAS supports the inspection and scoring feature. This feature allows you to inspect and score the
health status of yourinstances on a regular basis. This helps you learn the running status of your
databases. For more information, see Inspection and scoring.

Before you call this operation, make sure that the following conditions are met:

e This operation is applicable to only ApsaraDB RDS for MySQL databases, self-managed MySQL

databases on Elastic Compute Service (ECS) instances, self-managed MySQL databases in your data
center, and ApsaraDB for Redis databases.

e When you use an Alibaba Cloud SDK, make sure that the aliyun-sdk-core version is later than V4.3.3.

We recommend that you use the latest version.

e The SDK version for Database Autonomy Service (DAS) must be V1.0.3 or later.

e When you use the SDK to call the DAS service, you must specify the region as cn-shanghai.

Request parameters

Parameter Type

Action String
EndTime String
Engine String

Required

Yes

Yes

Yes

Example

GetInstancelnspe
ctions

1608888296000

MySQL

Description

The operation that you want to
perform. Set the value to
GetlInstancelnspections.

The end time of the query task. Unit:
millisecond. The value is a UNIX
timestamp.

@ Note The end time of the
query task must be later than the
start time of the query task.

The engine of the database. Valid
values:

e MySQL
e Redis

@ Note Only MySQL and Redis
are supported.
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Parameter Type

InstanceArea String
PageNo String
PageSize String
StartTime String
SearchMap String

Response parameters

Parameter Type
Code String
Data Struct

Required

Yes

Yes

Yes

Yes

No

Example

RDS

10

1608888296000

instanceld

Description

The database type to which the
instance belongs. Valid values:

e RDS: acloud instance

e ECS: aself-managed ECS instance

® IDC: aself-managed instance that is
not deployed on Alibaba Cloud

@ Note

center.

IDC is the user data

The number of the page to return. The
value must be an integer that is larger
than 0 and does not exceed the
maximum value of the INTEGER data
type. Default value: 1.

The maximum number of entries to
return on each page. Default value: 10.

The start time of the query task. Unit:
millisecond. The value is a UNIX
timestamp.

The filter condition. You can use the
following filter conditions:

® instanceld: the ID of a single
instance.

® Instancelds: alist of multiple
instance IDs.

® region: the region where the
instance is deployed.

Description

The returned status code.

The details.
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Parameter

List

Baselnspection

Data

EndTime

GmtCreate

Instance

Accountld

Type

Array of
Baselnspection

String

Long

Long

Struct

String

Example

"data": {
"hasDeadLock":
false,

"exceptionT ableMap
"
"bigTransactionCou
nt": 0, "cpu": 4,
"isRds": true,
"rdsEnable": true,
"enable": false,
"activeSessions": [],
"bigTransactionList"
ol
"bigSessionList": [ {
"blockDuration": 0,
"active": false,
"Time": 0, "db": ""},

1608888296000

1603247192000

108398049688****

Description

The list of detailed information.

The returned data.

The end time of the query task. Unit:

millisecond. The value is a UNIX timestamp.

@ Note The end time of the query
task must be later than the start time of
the query task.

The time when the task was created. Unit:

millisecond. The value is a UNIX timestamp.

The instance information.

The account ID. On the Security Settings
page under Alibaba Cloud account
management, you can query the ID of the
logon account.
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Parameter

Engine

EngineVersion

InstanceArea

InstanceClass

Instanceld

NetworkType

Nodeld

Region

Uuid

Vpcld

Type

String

String

String

String

String

String

String

String

String

String

Example

MySQL

5.7

RDS

rds.mysqgl.s2.xlarge

rm-bpT10usoclerj****

Vpc

rm-
bp10usoclerj7****

cn-hangzhou

hdm_3063db679296
5c080a4bch6e6304*

*kk

vpc-
bp1knt7m55z9exo00

7****

Description

The engine of the database. Valid values:

e MySQL
e Redis

@ Note Only MySQL and Redis are
supported.

The version number of the database engine.

The database type to which the instance
belongs. Valid values:

® RDS: acloud instance

® ECS: aself-managed ECS instance

e |DC: aself-managed instance that is not
deployed on Alibaba Cloud

@ Note IDCis the user data
center.

The instance type.

The ID of the instance.

The network type of the instance.
The ID of the node on the instance.

The ID of the region where the instance is
deployed.

The unique identifier of the instance.

The ID of the VPC where the instance is
deployed.
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Parameter

Score

ScoreMap

StartTime

PageNo

PageSize

Total

Message

Requestlid

Success

Examples

Sample requests

Type

Integer

String

Long

Long

Long

Long

String

String

String

Example

100

1608888296000

10

Successful

B6D17591-B48B-
4D31-9CD6-
9B9796B2****

true

Description

The inspection score of the instance.

The deduction details for the score.

The start time of the query task. Unit:
millisecond. The value is a UNIX timestamp.

The number of the page to return. The value
must be an integer that is larger than 0 and
does not exceed the maximum value of the
INTEGER data type. Default value: 1.

The maximum number of entries returned on
each page. Default value: 10.

The total number of entries returned.

The returned message for the request.

@ Note If the request is successful,
Successful is returned. If the request
fails, an exception message that
contains an error code is returned.

The ID of the request.

Indicates whether the request was
successful.

® true: The request was successful.

e false: The request failed.
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http(s)://das.cn-shanghai.aliyuncs.com/?Action=GetInstancelnspections
&PageNo=1

&PageSize=10

&<Common request parameters>

Sample success responses

XML format

<GetlInstancelnspectionsReponse>
<Requestld>B6D17591-B48B-4D31-9CD6-9B9796B2****</Requestid>
<Message>Successful</Message>
<Data>
<PageSize>10</PageSize>
<Total>4</Total>
<PageNo>1</PageNo>
<List>
<Baselnspection>
<GmtCreate>1603247192000</GmtCreate>
<Score>100</Score>
<ScoreMap>"cpu": 4</ScoreMap>
<EndTime>1608888296000</EndTime>
<StartTime>1608888296000</StartTime>

<Data>"data": { "hasDeadlLock": false, "exceptionTableMap": {}, "bigTransactionCount
"0, "cpu": 4, "isRds": true, "rdsEnable": true, "enable": false, "activeSessions": [],
"bigTransactionList": [], "bigSessionList": [ { "blockDuration": 0, "active": false,
"Time": 0, "db": "" },</Data>

<Instance>

<Uuid>hdm_3063db6792965c080a4bcb6e6304****</Uuid>
<EngineVersion>5.7</EngineVersion>
<Accountld>123456678</Accountld>
<Vpcld>vpc-bplknt7m55z9ex007****</Vpcld>
<Instanceld>rm-bpl0usoclerj****</Instanceld>
<NetworkType>Vpc</NetworkType>
<InstanceArea>RDS</InstanceArea>
<Nodeld>rm-bp1l0usoclerj7****</Nodeld>
<Region>cn-hangzhou</Region>
<InstanceClass>rds.mysql.s2.xlarge</InstanceClass>
<Engine>MySQL</Engine>
</Instance>
</Baselnspection>
</List>

</Data>

<Code>200</Code>

<Success>true</Success>

</GetlInstancelnspectionsReponse>

JSON format
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{"Requestid":" B6D17591-B48B-4D31-9CD6-9B9796B2****"

"Message":"Successful",

"Data":{"PageSize":"10",

"Total":"4",

"PageNo":"1",

"List":{"Baselnspection":[{"GmtCreate":"1603247192000",

"Score":"100",

"ScoreMap":"\"cpu\": 4",

"EndTime":"1608888296000",

"StartTime":"1608888296000",

"Data":"\"data\": { \"hasDeadLock\": false, \"exceptionTableMap\": {}, \"bigTransactionCount\":
0, \"cpu\": 4, \"isRds\": true, \"rdsEnable\": true, \"enable\": false, \"activeSessions\": []
s \"bigTransactionList\": [], \"bigSessionList\": [ { \"blockDuration\": 0, \"active\": f
alse, \"Time\": 0, \"db\": \"\" o
"Instance":{"Uuid":"hdm_3063db6792965c080a4bcb6e6304****",

"EngineVersion":"5.7",

"Accountld":"123456678",

"Vpcld":"vpc-bplknt7m55z9exo07****",

"Instanceld":"rm-bplOusoclerj****",

"NetworkType":"Vpc",

"InstanceArea":"RDS",

"Nodeld":"rm-bpl0usoclerj7****",

"Region":"cn-hangzhou",

"InstanceClass":"rds.mysql.s2.xlarge",

"Engine":"MySQL"}1}},

"Code":"200",

"Success":"true"}

Error codes

For a list of error codes, visit the API Error Center.
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8.CreateDiagnosticReport

Creates a diagnostic report.

Database Autonomy Service (DAS) regularly inspects all the database instances that are connected to
DAS and generates health scores. This way, the running status of databases is clear at a glance.

Before you call this operation, make sure that the following conditions are met:

e This operation is applicable to only the ApsaraDB RDS for MySQL and ApsaraDB for Redis engines.

e When you use an Alibaba Cloud SDK, make sure that the aliyun-sdk-core version is later than V4.3.3.
We recommend that you use the latest version.

e The SDK version for DAS must be V1.0.2 or later.

e When you use the SDK to call the DAS service, you must specify the region as cn-shanghai.
Request parameters

Parameter Type Required Example Description

The operation that you want to

CreateDiagnostic
o perform. Set the value to

Action String No

Report . )
P CreateDiagnosticReport.
The account ID. On the Securit
hdm_df02bbfd3b Settings page under Alibaba g{oud
Uid String No d64c7bb1982e53 9s pag
235644+ account management, you can
query the ID of the logon account.
accessKey String No None A hidden parameter.
signature String No None A hidden parameter.
timestamp String No None A hidden parameter.
__context String No None A hidden parameter.
skipAuth String No None A hidden parameter.
Userld String No None A hidden parameter.
DBInstanceld String No r-g**F* The ID of the instance.
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Parameter Type
StartTime String
EndTime String

Response parameters

Parameter Type

Code String
Data String
Message String
Requestld String

Required

Example

1596177993000

1596177993000

Example

200

{"cpuUsage":
0.000299999999999
99894,
"maxConnection":
32532,
"slowSqlCount": 0O,
"exceptionT ableMap
": {"table_space":
1, "table_row": 1},

Successful

ac544623-f6ad-
45fd-9a74-
9be3db65****

Description

The start time of the task of creating
the diagnostic report. Specify the time
in the UNIX timestamp format. The
time must be in UTC. Unit: ms.

The end time of the task of creating
the diagnostic report. Specify the time
in the UNIX timestamp format. The
time must be in UTC. Unit: ms.

@ Note The end time of the
task of creating the diagnostic
report must be later than the start
time of the task of creating the
diagnostic report.

Description

The returned status code.

The returned data.

The returned message.

@ Note If the request is successful,
Successful is returned. If the request
fails, a request exception message, such
as an error code, is returned.

The ID of the request.

> Document Version: 20210416

39



OpenAPI-CreateDiagnosticReport Database Autonomy Service

Parameter Type Example Description

Indicates whether the request was

successful.
Success String true
e true: The request was successful.
e false: The request failed.
Synchro String None A hidden parameter.
Examples

Sample requests

http(s)://das.cn-shanghai.aliyuncs.com/?Action=CreateDiagnosticReport
&StartTime=1608888296000

&EndTime=1608888296000

&<Common request parameters>

Sample success responses

XML format

<CreateDiagnosticReportReponse>
<Requestld>ac544623-f6ad-45fd-9a74-9be3db65f938</Requestid>
<Message>None</Message>
<Synchro>None</Synchro>
<Data></Data>
<Code>200</Code>
<Success>true</Success>

</CreateDiagnosticReportReponse>

JSON format

"Requestld": "ac544623-f6ad-45fd-9a74-9be3db65f938",
"Message": "None",

"Synchro": "None",

"Data": "",

"Code": 200,

"Success": true

Error codes

For a list of error codes, visit the API| Error Center.
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9.DescribeDiagnosticReportList

Queries diagnostic reports.

Database Autonomy Service (DAS) regularly inspects all the database instances that are connected to
DAS and generates health scores. This way, the running status of databases is clear at a glance.

Before you call this operation, make sure that the following conditions are met:

We recommend that you use the latest version.

Request parameters

Parameter

Action

Uid

accessKey

signature

timestamp

__context

skipAuth

Userld

DBInstanceld

Type

String

String

String

String

String

String

String

String

String

Required

No

No

No

No

No

No

No

No

No

The SDK version for DAS must be V1.0.2 or later.

When you use the SDK to call the DAS service, you must specify the region as cn-shanghai.

Example

DescribeDiagnosti
CReportList

hdm_df02bbfd3b
d64c7bb1982e53
23a67944

None

None

None

None

None

None

r-
bp18ff4a195d***

*

This operation is applicable to only the ApsaraDB RDS for MySQL and ApsaraDB for Redis engines.

When you use an Alibaba Cloud SDK, make sure that the aliyun-sdk-core version is later than V4.3.3.

Description

The operation that you want to
perform. Set the value to
DescribeDiagnosticReportList.

A hidden parameter.

A hidden parameter.

A hidden parameter.

A hidden parameter.

A hidden parameter.

A hidden parameter.

A hidden parameter.

The ID of the instance.
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Parameter Type

PageNo String
PageSize String
StartTime String
EndTime String

Response parameters

Parameter Type
Code String
Data String

Required Example

No

No

No

No

1596177993000

1596177993000

Example

200

{"cpuUsage":
0.000299999999999
99894,
"maxConnection":
32532,
"slowSqlCount": 0O,
"exceptionT ableMap
": {"table_space":
1, "table_row": 1},

Description

The number of the page to return. The
value must be a positive integer that
does not exceed the maximum value
of the Integer data type.

The number of entries to return on
each page. Default value: 1.

The start time of the query task.
Specify the time in the UNIX timestamp
format. Unit: ms.

The end time of the query task. Specify
the time in the UNIX timestamp
format. Unit: ms.

@ Note The end time of the
query task must be later than the
start time of the query task.

Description

The returned status code.

The list of diagnostic reports. The following
list describes the parameters:

diagnosticTime: the time when the
diagnostic report is generated.

startTime: the start time of the query
task.

endTime: the end time of the query task.
score: the health score of the database.

downloadURL: the link for downloading
the diagnostic report.
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Parameter Type Example Description
The returned message.
) @ Note If the request is successful,
Message string Successful Successful is returned. If the request
fails, a request exception message, such
as an error code, is returned.
ac544623-fead-
Requestid String 45fd-9a74- The ID of the request.
9be3db65****
Indicates whether the request was
successful.
Success String true
® true: The request was successful.
e false: The request failed.
Synchro String None A hidden parameter.
Examples
Sample requests
http(s)://das.cn-shanghai.aliyuncs.com//?Action=DescribeDiagnosticReportList
&StartTime=1608888296000
&EndTime=1608888296000
&<Common request parameters>
Sample success responses
XML format
<DescribeDiagnosticReportListReponse>
<Requestld>ac544623-f6ad-45fd-9a74-9be3db65f938</Requestid>
<Message>None</Message>
<Synchro>None</Synchro>
<Data></Data>
<Code>200</Code>
<Success>true</Success>
</DescribeDiagnosticReportListReponse>
JSON format
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{"Requestid":"ac544623-f6ad-45fd-9a74-9be3db65f938",
"Message":"None",

"Synchro":"None",

"Data":"",

"Code":"200",

"Success":"true"}

Error codes

For a list of error codes, visit the API| Error Center.
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