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1. TR
1.1. BITASMAOMKXSLELHTTPIE 3K 4%
WgRPCIRS

ASMA OM X FMNEBRNEEN, ERFREEFIHTIERHTTP/JSON Bl fRSS WM& WEIgRPCARS . K
MXABUNEEITASMA O M X SEMHT T P& K M 18 W gRPCAR S ,

CIEE 3G
o BREHIMLERMENvoyFilterf T HEgrpc-transcoder, EZER, &M grpc-transcoder,
o E&%ProtocolTR, BZER, BE&MProtocol Buffers v3.14.0,

BERER

EnvoyfE A AR SS MIE ASMEUE L E BProxy A, RETEZSMHTTPY BiTiEss, SEHTTPR|gRPCHYAETEEE,
ATBREXNITIERE, EnvoyEX THMENTEEEMY, X FiTRB[MmNiFEEER, BSRITEENINL, A
I, ASMIIREFEEBEE X —EnvoyFiterREBENMERBRXNIIESE, AFTRXNENVOYFilterfEg
EXRTER®KEE.

EBLiE
ASMA QM X TEHTTP/JSONF:ES AGRPC, TEIANTEMHTTPIE. gRPCEE AR IRPGE R,

C\J Alibabacloud ServiceMesh(ASM)

Service @ ®/
http —_| @ j //

E.K http ~ | Ingress Gateway
grpc

ASM roc ASM
sidecar gre sidecar

grpc-servicel grpc-service2

@ Alibabacloud Kubernetes(ACK)

Fs A
ASMIZ$IEE T & B FoRPCEBEENvoyFilter, FF M EIgRPCARS i OB
@ M EZ & GatewayAVirtualServiceEIASMA M 3%, N OMEEWEENR NS L
VS
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®

SBR—: R REEH

A

AORXE B ERPIHHTTPHMYENIERE, 31T BN TE AN MY
¥, RELAGRPCIHMIIER RS MIE A EIgRPCARSS .

ANOM XK EFiHRS B gRPCIMAEL, BIEEZRAHTTPHIN IR [E] 4515 5K
e

gRPCARSE 2 Mprotobufi& = B gRPCAR E MY 3L . orot of E X FFIAEY.. grpc-service-project 32 gRPCIE,
BESBEENERER, HmSDeployment, &ZLIBEIIASMEIRPCIRSS PAPodIIE 518 BIACKESE,

h

ASM
sidecar

grpc-service-deployment

grpc-service-image

grpc-service-project

a grpc-servicel

AT ZEHTTPELQRPC, BEEE protoX IR A EPH U TS EHNER,

option (google.api.http) = {
get: "/vl/talk/{data}/{meta}"
bi

PAhello-servicemesh-rpcirfil o 8. prot oA, LAT R4 T BBEEER .proto, % Fhello-servicemesh-
grpclNiEMIE R, 152 Whello-servicemesh-grpc,
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https://github.com/AliyunContainerService/hello-servicemesh-grpc
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import "google/api/annotations.proto";
service LandingService {
//Unary RPC
rpc talk (TalkRequest) returns (TalkResponse) {
option (google.api.http) = {
get: "/vl/talk/{data}/{meta}"
bi

}
message TalkRequest ({
string data = 1;

string meta = 2;

$EB . &pProto Descriptors3 {4
EProtocol TE EHITUAT®E, EHProtoci$ Mlanding.proto&k B landing.prot o-descript orXX 44,

# https://github.com/AliyunContainerService/hello-servicemesh-grpc
proto path={path/to/hello-servicemesh-grpc}/grpc/proto
# https://github.com/googleapis/googleapis/tree/master/
proto dep path={path/to/googleapis}
protoc \
--proto_path=${proto path} \
--proto path=${proto dep path} \
--include imports \
--include source info \
--descriptor set out=landing.proto-descriptor \

"${proto_path}"/landing.proto

$B=": tZEnvoyFilterBSYAMLI 4
EARBNETEORANTEREONER, HEHEMgrpc-transcoderT B4 AENvoyFlterflYAMLII A,

grpc-transcoder \

--version 1.7 \

--service port 9996 \

--service name grpc-server-svc \
--proto pkg org.feuyeux.grpc \
--proto svc LandingService \

—--descriptor landing.proto-descriptor

® version @ ASMSLHIBIERA,

® service port : gRPCRRSIHM,

® service name : QRPCARSZBER.

® proto pkg : gRPCERSS.protoBl ZHIENX .

® proto sve : QRPCERSS.protob [RFZBMEN.,
®  descriptor : Proto DescriptorsX{EARMERER,

A LRERE B ER AT EnvoyFilter, &PATRBEHIE groc-transcoder-envoyfilter.yaml,
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#Generated by ASM(http://servicemesh.console.aliyun.com)
#GRPC Transcoder EnvoyFilter[l.7]
apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: grpc-transcoder-grpc-server-svc
spec:
workloadSelector:
labels:
app: istio-ingressgateway
configPatches:
- applyTo: HTTP FILTER
match:
context: GATEWAY
listener:
portNumber: 9996
filterChain:
filter:
name: "envoy.filters.network.http connection manager"
subFilter:
name: "envoy.filters.http.router"
proxy:
proxyVersion: "~1\.7.%*
patch:
operation: INSERT BEFORE
value:
name: envoy.grpc_json_transcoder
typed config:
'@type': type.googleapis.com/envoy.extensions.filters.http.grpc json transcoder.v
3.GrpcdsonTranscoder
proto descriptor bin: Ctl4ChVnb29nbGUvYXBpL2hOdHAucHJ. ..
services:
- org.feuyeux.grpc.LandingService
print options:
add whitespace: true
always print primitive fields: true
always print enums as ints: false

preserve proto field names: false

FEBN: EASMIEHISEIZEEnvoyFilter

1. BRASMEZFIA.
EEMSHE, EFERFWNE > MEEE,
EMEERRNE, RIGRENIS, REXANSHRAERIEINPREEE,
EMEIFEREANSMEERES DO > Envoyld iR, AREGNURESRETERYAMLEIE,
EEGE=E, ¥ E= . dlEEnvoyFiltertf YAMLIZ /489 groc-transcoder-envoyfilteryamliR S E $) 5
XAKE, REBRETHE.

S$BH: WiIFEnvoyi &
FRPITUT &S, WIEEnvoyRISEE P 2 EE BfEME2GrpgJsonTranscoder,

ok wnN

9 > RYBRA: 20220712


https://servicemesh.console.aliyun.com
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#HREXN O X PODE FF
ingressgateway pod=$ (kubectl get pod -1 app="istio-ingressgateway" -n istio-system -o jsonpat
h='{.items[0] .metadata.name}")
#B1E)BK
timestamp=$ (date "+%Y%m3d-$HIMSS")
#ﬁmenvoyiﬂ?&{\EE#RT—?@denamic_listeners—" Stimestamp".json
kubectl -n istio-system exec $ingressgateway pod \
-c istio-proxy \
-- curl -s "http://localhost:15000/config dump?dynamic listeners" >dynamic listeners-"$time
stamp".json
#Eﬁﬁ@ﬂgq’ﬁﬁ:GrchsonTraDScoder

grep -B3 -A7 GrpcJsonTranscoder dynamic listeners-"S$timestamp".json
BEREPNEFLUTAS, HAENvoyslKE &+ 8 &M E5GrpcjsonT ranscoder,

"name": "envoy.grpc json transcoder",
"typed config": {
"@type": "type.googleapis.com/envoy.extensions.filters.http.grpc json transcoder.v3.GrpcJd
sonTranscoder",
"services": [
"org. feuyeux.grpc.LandingService"
1y
"print options": {
"add whitespace": true,
"always print primitive fields": true

}l

FEBN: WIFHTTPERMIE A gRPCARS
protoSX X T gRPCR S MiE RENMIMMAE R, HRIEEREDABIRPCRS, ¥EEE N MRS,
U prot oSS X B SR O A 08 K2 S B8 -

o .protoXf4EXBIEKED
rpc talk (TalkRequest) returns (TalkResponse) {
option (google.api.http) = {
get: "/vl/talk/{data}/{meta}"
}i

o .protoX 4 E X B9 75 BA
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message TalkResponse {
int32 status = 1;
repeated TalkResult results = 2;
}
message TalkResult {
//timestamp
inté64 id = 1;
//enum
ResultType type = 2;
// id:result uuid
// 1idx:language index
// data: hello
// meta: serverside language
map<string, string> kv = 3;
}
enum ResultType {
OK = 0;
FAIL = 1;

HATUAT S, BIRIHTTPIESRAOMXIEAgRPCARS .

#HREXANARMX 1P

INGRESS IP=$(k -n istio-system get service istio-ingressgateway -o jsonpath='{.status.loadBal
ancer.ingress[0].ip}")

#httpiE RANOMXEI99961HM, /v1/talk/{data}/{meta} BEF

curl http://$INGRESS IP:9996/vl/talk/0/java

THRs

{

"status": 200,

"results": [
{
"id": "699882576081691",
"type": "OK",

"kv": |

"data": "Hello",

"meta": "JAVA",

"id": "8cl75d5c-dB8a3-4197-a7f8-6e3elablfe59",
"idx": "Q"

BEHTTPIERAOMX, EAGRPCARSS, BREIZERSTHEXER. HIABAIRPCIRS M, B,

1.2. EHASMIBIRHM TEL 9B a5
{845
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BRSSMIEASMAACKER AH RS EFERE T —MIERAXNNEMENLFENES , XFENINEERM T RS
TR, TS A RN N ARFHTHRERR. £PNNK, MASHREQTIMIMEE, RiF
BEONMESEREE (TR, RE. HRTBNE) , RENBASMANERNRSER—RIER. KX
BT 5 FH ASMEEARSC IR TE 52 30 09 B s S MR 4

iR RMY

BEIBACKESR, E2ER, BELUEKubemetesit E REE,

ERIZASMILE, ELER, BSROIEASMES,

BEACKEE b olZZPrometheussLfFIGraf anarrfil, EZER, BES R EPrometheusifiz,
B PrometheussSLMMIEIE1R, ELER, BES LN EEPromet heussLHI A% s,

:IISE{E é

B 5 1amo

REMIZASMAEBIRES ER—RIIEIR, FESER, BERIstioin &R,

BafBEE—MRERERERBRETENT EIEAZENSE. Kubemetesh B RIBHEEGATRNE

E:

o LEEIHMMLEERCA (Cluster Autoscaler) : FTFAET RBFERE, TTRUEMBBDTI R,

o KEBFHYEESHPA (Horizontal Pod Autoscaler) : BT Bai{B4E N BEE D Pod, TJAET PodiYEL
%O

Kubermnetesi2it IR EEAR T E=F NARFIE B S M AP AddonB#KH EKubernetes API, X#£HY

AddonZB 4T PASLHE Custom Metrics API, H AR IFHPAGB{EEISIR, HPASEER @3 Resource Metrics APIE

WZOERR (BIINCPUSEAITE) LAKIEIE Custom Metrics APBREYS E FRLATZ R HIIEHR, SIFASMIZHETIN
pULES =L

3%

Metrics
Config by Custom Metrics
using Adapter
Mixerless )
Telemetry
V2 Metrics
Aggregator

N

L

u Pods Proxy Deployment <—‘ Etlubl?gﬁ

$B—: FEFX&EPrometheus!5iRiElR

1. BRASMEZHEIA,

2. EEMSME, ERRESMIE > MIEER,

3. MR ERNHE, KEFEENIS, BEIANSMATREIFETER,

S
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4. EMBEBERAENSMLEEMIEIH > BEASE, AEEANREEENARE.
@ BB EHEASMSLBIBIstio N 1.6.8.4 R A _EARA.,

5. AW REEFERPIEDH B EEPrometheusii =545, EP/FZHEAPrometheus, HIA
Prometheusitsilt, AERELHE.

ASMIE B 51 & i R EPromet heus ¥ 1245 #R48 X BYEnvoyFilterit & ,

F$B" . BEHEXIEIRAPI Adapter

1. T#HAdapterg#f), *FAdapter&EaiBESMkube-metrics-adapter, REEACKER D LREREH
E X IEHRAPI Adapter,

## yu%ﬁﬁﬁHelm v3o
helm -n kube-system install asm-custom-metrics ./kube-metrics-adapter --set prometheus.u

rl=http://prometheus.istio-system.svc:9090

2. REZME, EELATAHRMiAkube-metrics-adapterB/E A,
o ffiihautoscaling/v2betaBZ7E.

kubectl api-versions |grep "autoscaling/v2beta"
FREARI I -
autoscaling/v2beta
o tilkube-metrics-adapter PodIR7S,
kubectl get po -n kube-system |grep metrics-adapter

A% -

asm-custom-metrics-kube-metrics-adapter-85c6d5d865-2cm57 1/1 Running 0

19s

o Fll i Promet heusiEZ &L 25— 4t B9 B & X 4 ERIE R

kubectl get --raw "/apis/external.metrics.k8s.io/vlbetal”™ | jqgq .
FRERHH -
{
"kind": "APIResourceList",
"apiVersion": "v1",
"groupVersion": "external.metrics.k8s.io/vlbetal",
"resources": []

TR=: WERGINAE
1. tlEtestmBTE, BARE, EEReEaa=,
2. BHESdecarBaEAN, BB, BER S ESidecaritie,
3. BRERBINA.
i. Bl podinfo.yamiX .,

apiVersion: apps/vl

13 > MHRA: 20220712
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kind: Deployment
metadata:
name: podinfo
namespace: test
labels:
app: podinfo
spec:
minReadySeconds: 5
strategy:
rollingUpdate:
maxUnavailable: 0
type: RollingUpdate
selector:
matchLabels:
app: podinfo
template:
metadata:
annotations:
prometheus.io/scrape: "true"
labels:
app: podinfo
spec:
containers:
- name: podinfod
image: stefanprodan/podinfo:latest
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9898
name: http
protocol: TCP
command:
- ./podinfo
- ——port=9898
- —-level=info
livenessProbe:
exec:
command:
- podcli
- check
- http
- localhost:9898/healthz
initialDelaySeconds: 5
timeoutSeconds: 5
readinessProbe:
exec:
command:
- podcli
- check
- http
- localhost:9898/readyz
initialDelaySeconds: 5
timeoutSeconds: 5
resources:
limits:

cpu: 2000m

> MAYRRA: 20220712 14
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memory: o5LlzM1
requests:
cpu: 100m
memory: 64Mi
apiVersion: vl
kind: Service
metadata:
name: podinfo
namespace: test
labels:
app: podinfo
spec:

type: ClusterIP

ports:
- name: http
port: 9898

targetPort: 9898
protocol: TCP
selector:

app: podinfo

ii. E8&podinfo,

kubectl apply -n test -f podinfo.yaml

4. ATHMABFEME MG, SEAGIREtest PRERIENVIZRS, BTFHAES
i. Bl loadtesteryambX {4,

apiVersion: apps/vl
kind: Deployment
metadata:
name: loadtester
namespace: test
labels:
app: loadtester
spec:
selector:
matchLabels:
app: loadtester
template:
metadata:
labels:
app: loadtester
annotations:
prometheus.io/scrape: "true"
spec:
containers:
- name: loadtester
image: weaveworks/flagger-loadtester:0.18.0
imagePullPolicy: IfNotPresent
ports:
- name: http
containerPort: 8080
command:

- ./loadtester

15 > SCRYRRA: 20220712



BRS5 PR A% RAESER T/Fm

- —port=8080
- -log-level=info
- —-timeout=1lh
livenessProbe:
exec:
command:
- wget
- --quiet
- —-—-tries=1
- ——timeout=4
- —--spider
- http://localhost:8080/healthz
timeoutSeconds: 5
readinessProbe:
exec:
command:
- wget
- --quiet
- ——tries=1
- ——timeout=4
- --spider
- http://localhost:8080/healthz
timeoutSeconds: 5
resources:
limits:
memory: "512Mi"
cpu: "1000m"
requests:
memory: "32Mi"
cpu: "10m"
securityContext:
readOnlyRootFilesystem: true
runAsUser: 10001
apivVersion: vl
kind: Service
metadata:
name: loadtester
namespace: test
labels:
app: loadtester
spec:
type: ClusterIP
selector:

app: loadtester

ports:
- name: http
port: 80

protocol: TCP
targetPort: http

i. BBEAHMIKIRS .
kubectl apply -n test -f loadtester.yaml

5. WAEERE RN A ARNILRSZE RN,

> MAYRRA: 20220712 16
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i. HFIAPOIRTS,

kubectl get pod -n test

FRERRI -
NAME READY STATUS
loadtester-64df4846b9-nxhvv 2/2 Running
podinfo-6d845cc8fc-26xbg 2/2 Running

il. EARHMWIKRZERR, FHEMAheyinSEMRAEH,

RESTARTS AGE
0 2m8s
0 11lm

export loadtester=$ (kubectl -n test get pod -1 "app=loadtester" -o jsonpath='{.items][

0] .metadata.name}"')

kubectl -n test exec -it ${loadtester} -c loadtester -- hey -z 5s -c 10 -q 2 http://p

odinfo.test:9898

REOZER, ERARMY, HARGINAMARNRRSEELD.

SEMN: FHASMIEfREEEHPA

EX—MHPA, ZHPARRIESIMEIEE RECRY giPodinfol TERA R E, HFIBERREAREIZ0

req/sechy, ¥i5/RHPAY KEE.
1. RI& Apa.yaml,

17
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apiVersion: autoscaling/v2beta?2
kind: HorizontalPodAutoscaler
metadata:
name: podinfo
namespace: test
annotations:
metric-config.external.prometheus—-query.prometheus/processed-requests-per-second: |
sum (
rate (
istio requests total({
destination workload="podinfo",
destination workload namespace="test",
reporter="destination"
} [1m]

spec:
maxReplicas: 10
minReplicas: 1
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: podinfo
metrics:
- type: External
external:
metric:
name: prometheus-query
selector:
matchLabels:
query-name: processed-requests-per-second
target:
type: AverageValue

averageValue: "10"
2. BREHPA,

kubectl apply —-f hpa.yaml

3. WIFHPAR BERE NI,
5| Promet heusiE AL 2842t 1Y B B X HMERIE 4R,

kubectl get --raw "/apis/external.metrics.k8s.io/vlbetal" | jgq .

AL
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"kind": "APIResourceList",
"apiVersion": "v1",
"groupVersion": "external.metrics.k8s.io/vlbetal",
"resources": [
{

"name": "prometheus-query",

"singularName": "",

"namespaced": true,

"kind": "ExternalMetricValueList",

"verbs": [

"get"

}
BERPEEEENNASMETRNRESIR, HBHPABERI.
B0AIE B 3 3 8 48
1OEAWEESE, FERheyRLERTHREER.

kubectl -n test exec -it ${loadtester} -c loadtester -- sh

~ $ hey -z 5m -c 10 -gq 5 http://podinfo.test:9898

2. EEEMEBERR.
@ 3B BAERT, BRS30BNGT—RES, FAREERES -SSP BNERRIEENE
IRES, AOTLUHATIROAS S8/, X4, HPATILARTIE P SRRRIIRERNTT, HAEHENT REFM
BEEfiE.

watch kubectl -n test get hpa/podinfo

FREATH :
NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
podinfo Deployment/podinfo 8308m/10 (avg) 1 10 6 124m

—NhfE, HPABFSBRY KI/EREY, BEEERK/PEZEHRENUT. AFENLTMRE, SP0EREE
AT, HEAHPAKHIIRG R T/ELEPodiiE, LHih/E LTS IRE 4 R P HIREPLICASEIAREIEIRE
%_/\0
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BRSS MA& BAESSE- ASMM

2. ASM &
2.1. EESteEM S oI HRASMM X

EESHREMNSUANASMKX, TJUMRELSHESYE, REMFAAER., AN ANEEEASMPKSEH
SERNBMHENSTH,

HRES
SRR
ASMR X ZIstioflI— M EZAY, TERTEERSPOAOMEORE.

_____________________________________________________

ASM#BERE (ACK/ASKEEERY)

R E—.

LAE—NASMM X B, ERFSEKubernetestEEEHistio-systeminE = ia] T8I —/N X M Bistio-
ingressgateway Deployment , iX“Deployment& XEX—\SLB, #83%SL4I/ESLBYY /Eim 5L,

" Kubernetes

MEEMR, TUERVSERRESEINER, NSHE. SURAERLR, BREINEMREHS
0/ SE FRIE SR A9 00 A7 B 18] AR o M . 3 TSRIGMSLB. ASMR KB X BT MmN BUATEL W S5 RS 1 aE
MSTH.

[S1:9:15
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AR ASMIF % BR S5 A&

WSS EE, FrinmiEnm

o ASMXXFFEBRZNER, SEHSIFEMARE, UIRRERXMNNZEHNE, BERE, B50LE
WASMSLILES i A RN E A I9E

o ZEEDNSEREMT, TTLUBEZ@TIE P inRENP (thHESLB) .

&£ FASLBIf [a ASM® % SL 451

o fli#Kubemetes& &Y, MREFEMNIRTerway CNI, SIBESEHE#Gateway PodM%E, NREER
B2Flannel CNI, N£i@iENodeT S 8INodePort ZE—EMEZ ik, MREEIESERE, HEFEH
Terway, XFTerwayFFlannelxttt, &SI Terway5FlannelxiLt,

o HMEXREBRKA, BNSIBEL AR EMAETE R, BoJIBESNSIBXRER— 1%, NaMEASD
SLBIfEASMM %, BRRIE, BEEREFAZ 1 SIBIFEIASMM %,

TLSANE
Il ER BIASMM 3 45 B T Intel§IMult iBufferSCIRHT TPSIE SR ANIE, SEQPSIRFH80%HIMERE, BIKIRIE,
BE M EAMulti-BuffersSCIIT LSHNE,

=ofA

WESigipE, SR, TUBMIEER

XF B REMRIRIE, 158 EITASMEL I i 5 Al S 7 2197,

SIBSTJH

ASMY$SECE S SIBLAIREXE — M X, HED—PSIBHERN, &WoJLMERS—/SLB, BifiglE, B2
MEES N SLBIBEASMmE % ,

ASMR (T "R BN =TT H

RO LUEASMM X BIPod A HEI AE BINodeTT R BT, EaMXSoIREM., BEIRE, B5higs
ASMR XS T At

WERSHMBAE LT

55 AR 5534 2 B9 Deployment o] PAEZ & PreSt op I AR SL I Pod YL FELR IE, BEEiEREAME E K, BiRNE
15, BENAR-: BESidecartBLEREH,

ASMRIEBILHE E T %%

{EFASMM XTI E TRINEER, HXMEHTY FEN, UEEEE—CENBRANELEEER, RES
AefFik, BMMRE, BENEHSBRE ARG TSR,
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https://help.aliyun.com/document_detail/158753.html#task-2450425
https://help.aliyun.com/document_detail/97467.html#task-1797447/section-wiw-s2f-tiw
https://help.aliyun.com/document_detail/429540.html#task-2205643
https://help.aliyun.com/document_detail/349282.html#task-2142395
https://help.aliyun.com/document_detail/158753.html#task-2450425
https://help.aliyun.com/document_detail/429540.html#task-2205643
https://help.aliyun.com/document_detail/287011.html#task-2100625
https://help.aliyun.com/document_detail/427220.html#task-2210850/section-7pc-z1y-qu2
https://help.aliyun.com/document_detail/428859.html#task-2214419

BRSSMI#E RfESLE- IEEE

w W

=
.ﬁi‘f.g% Ei

mx. (BT ASMIE X B B AR 55 1 B ARMI I BR 4 52 A IS BRI R B 5 7
BB R4

o BIEZED—NASMELY), FHEFSROIEASMELS],

o FMEDL—NACKEBEZASMEFIh, FIFBES L HNEEZIASMELA,

o EREBookinfo i FRBIZIASMLf T ERHACKER D, EBEBESNLE [ HZASMEL,
o TEASMLAIBJACKERBEFEBEANOMXK, HFHEFES AN LN KRS

eI B RN
§txt LirEREMBookinforRfl, BIRFEIBRAN, W¥EES Az 7. BERANNEBESNT,

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: productpage
spec:
host: productpage
subsets:
- name: vl
labels:
version: vl
apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: reviews
spec:
host: reviews
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:
version: v2
- name: v3
labels:
version: v3
apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: ratings
spec:
host: ratings
subsets:
- name: vl
labels:

version: vl

> MAYRRA: 20220712
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https://help.aliyun.com/document_detail/152154.html#task-2370657
https://help.aliyun.com/document_detail/148231.html#task-2372122
https://help.aliyun.com/document_detail/149547.html#task-2375501
https://help.aliyun.com/document_detail/149546.html#task-2372970
https://help.aliyun.com/document_detail/150503.html#task-2390971

RELK-NEEE

- name: v2
labels:
version: v2
- name: v2-mysqgl
labels:
version: v2-mysqgl
- name: v2-mysgl-vm
labels:
version: v2-mysgl-vm
apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: details
spec:
host: details
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:

version: v2

I EMRS

3 LR EREBIBookinfoRfl, BIRATENEMRS, FEESAEEUES, EURSHEESERNT,

23

> MAYRRA: 20220712


https://help.aliyun.com/document_detail/150502.html#task-2390969

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: productpage
spec:
hosts:
- productpage
http:
- route:
- destination:
host: productpage
subset: vl
apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: reviews
spec:
hosts:
- reviews
http:
- route:
- destination:
host: reviews
subset: vl
apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: ratings
spec:
hosts:
- ratings
http:
- route:
- destination:
host: ratings
subset: vl
apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: details
spec:
hosts:
- details
http:
- route:
- destination:
host: details

subset: vl

BREMV2RA
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RIEESLE- MEEE PR S5 WA

I BN ENRS G, reviewsHIVRABLEEZT, BRREREVREIVURE, FLFERER
EWAR, ibv2iRA L%,

3t LRBREHIBookinforRfl, BIRERAMVVRANEMRS, HHEESLeREUES, ERURSNEE
EEUT,

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

name: reviews
spec:

hosts:

- reviews

http:

- route:

- destination:
host: reviews

subset: v2

MERKERFRAE, EILEZ bookreviewsELETES, MEAFAINEENEE,

ERE K E & V3 ERA
BaTlikv2, VBlRABNESL, B MRASZLIES0%HFRE.

£t Ei*EBEBIBookinfoRfl, BIRRERMVIRANEMRS, FHEBESLEE2EUES, EMRSHNEE
SEUT,

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

name: reviews
spec:

hosts:

- reviews

http:

- route:

- destination:
host: reviews
subset: v2

weight: 50

- destination:
host: reviews
subset: v3

weight: 50

MEZRERIHRE, B book reviews—#2v2, VIBRAFEN LI, VIRANIESNEENLE,
E‘EXWEREEEVBH&ZK
ARBREREENRERERERFERSHS, BERTURBRAFPERE, AEANAFPBOABNREE.,

34 _EREREBIBookinforRfl, BIERERMNEMRS, ¥HESR RS, ENRSHNEEFRN
—|:O
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https://help.aliyun.com/document_detail/150502.html#task-2390969
https://help.aliyun.com/document_detail/150502.html#task-2390969
https://help.aliyun.com/document_detail/150502.html#task-2390969

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: reviews
spec:
hosts:
- reviews
http:
- match:

- headers:

end-user:
exact: jason
route:

- destination:
host: reviews
subset: v3

- route:

- destination:

host: reviews

subset: v2

BETKERFRE, FARKNEERLNERE, W, KOILBEE EASInin, AP BjasonER (R
FERARD) , BUUBIFNIRNEEZHIE,

@ B BERABAEERESH, %L cnd-user—xxx Hhttp header, EHjasonZRiE, TEE
TYAMLEIHN, EB3REHRSISET vIRAE reviews,

3.2. EFASM M EEANEEKABN

BRSSMIZASME] LLAIEITHE ERMBRSRHLTEAXNREREESN, ERREZIRSMIBASMEZEINERE
AZHEEABMIK. 5| AWebAssembly (WASM) J&, ERERMBSZAE, MILMERAZHEABIIK.
AN BIAEFASMIP T E/ANEHEEABUIR

RIE M

o SHIEASMILAI, BRIEIE, BESNEIEASMELA,
@ W EREEEIASMSEEI 1.8 A ERA .,

o EIRMERZEASMLA, BARIE, BENFNEEZIASMELY],
o EMBAOMX. BEKEIE, BSLAMALNEAES,

o EEIRAHRERECE, HARNEGEEMUNERER . BERIE, BENER TR R
&

PI=0
Fa.ﬁi{giﬁg\

WebAssembly (WASM) R—#EXRNTIBETHFIESHEX, TUBTY RASMEEFEENINE., XTERE
ALHEEABUXMWASMARNESER, BELE TWASMEI LEANTL2HEIEA/B Test L,

@ #H AXNEKOERHSE, FRESEHNAETURNELEGZAROE. XTEGMAN

BiXER, &2 Mhello-servicemesh-grpc,
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https://help.aliyun.com/document_detail/147793.html#task-2370657
https://help.aliyun.com/document_detail/148231.html#task-2372122
https://help.aliyun.com/document_detail/150510.html#task-2372970
https://help.aliyun.com/document_detail/198690.html#task-2023726
https://developer.aliyun.com/article/782181
https://github.com/aliyunContainerService/hello-servicemesh-grpc/tree/main/docker

$EB—: SHAFEHRWASM Filtert§Ih ik
1. FAUTRE, BIESZ A untime-config.jsont X {4,

{

"type": "envoy proxy",

"abiVersions": [
"v0-541b2c1155fffb15ccde92b8324£3e38£7339%bab",
"v0-097b7£f2e4cclfb490cc1943d0d633655ac3c522£",
"v0-4689a30309%9abf3laee9ae36e73d34blbb182685f",
"v0.2.1"

]l
"config": {
"rootIds": [

"propaganda filter root"

}

2. BT TS, EEWASMFilterf]ACRB E,

oras push ${WASM REGISTRY}/propagate header:0.0.1 \
--manifest-config \
--runtime-config.json:application/vnd.module.wasm.config.vl+json \

${WASM IMAGE}:application/vnd.module.wasm.content.layer.vl+wasm

O WASM REGISTRY : BESFEBZEEMIL.
o wasM IMAGE @ HEIHEERTHIWASMXHEE,
0  runtime-config.json : HEIERTHIZTNESEXE,
3. BR{ERWASMFiltertInge,
i. BATUAT®S, HiAAlinyun CLEIARA,
Aliyun CLIX R 793.0.73 % LA _ERR A,

aliyun version

i. ITUTHS, BREERWASMFiterfyInge.

aliyun servicemesh UpdateMeshFeature --ServiceMeshId=xxxxxx --WebAssemblyFilterEnable

d=true

4. PITUTHS, WIERSZMELHNABRS,

aliyun servicemesh DescribeServiceMeshDetail \
—--ServiceMeshId $MESH ID |
jg '.ServiceMesh.Spec.MeshConfig.WebAssemblyFilterDeployment'

FRHEASI Y

{
"Enabled": true

}

5. ITA TS, WiFasmwasm-cacheBIR7,
WASMFilterTh8eF R, SEAKERNENT R LEIE—1 & Fasmwasm-cachedJDaemonSet ,
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kubectl get daemonset -n istio-system

TR

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR

AGE
asmwasm-cache 4 4 4 4
ux 34

4 kubernetes.io/os=1in

TEB”: PEXLRARR
1. ERUTRAZS, EhkubeBRTEIEZ N hello.yamt X,
ZYAMLN B S VIFIV2iR A B Hello1, Hello2F1Hello3M A,

@ 8 Rt I AZEGtHub L3RR Hello ST B BIYAML 4 , (#4158, 155 Mkube,

apiVersion: apps/vl
kind: Deployment
metadata:
name: hellol-deploy-vl
labels:
app: hellol-deploy-vl
service: hellol-deploy
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: hellol-deploy-vl
service: hellol-deploy
version: vl
template:
metadata:
labels:
app: hellol-deploy-vl
service: hellol-deploy
version: vl
spec:
serviceAccountName: http-hello-sa
containers:
- name: hello-vl-deploy
image: registry.cn-beijing.aliyuncs.com/asm repo/http springboot v1:1.0.0

env:
- name: HTTP HELLO_ BACKEND
value: "hello2-svc"
ports:

- containerPort: 8001
apiVersion: apps/vl
kind: Deployment
metadata:
name: hellol-deploy-v2
labels:
app: hellol-deploy-v2
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https://github.com/AliyunContainerService/rust-wasm-4-envoy/tree/master/propagate-headers-filter/config/kube

s
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service: hellol-deploy
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: hellol-deploy-v2
service: hellol-deploy
version: v2
template:
metadata:
labels:
app: hellol-deploy-v2
service: hellol-deploy
version: v2
spec:
serviceAccountName: http-hello-sa

containers:

- name: hello-v2-deploy
image: registry.cn-beijing.aliyuncs.com/asm repo/http springboot v2:1.0.0

env:
- name: HTTP HELLO BACKEND
value: "hello2-svc"

ports:

- containerPort: 800lapiVersion: vl

kind: Service
metadata:
name: hellol-svc
labels:
app: hellol-svc

spec:
ports:
- port: 8001
name: http
selector:

service: hellol-deployapiVersion: apps/vl

kind: Deployment
metadata:
name: hello2-deploy-vl
labels:
app: hello2-deploy-vl
service: hello2-deploy

version: vl

spec:
replicas: 1
selector:
matchLabels:

app: hello2-deploy-vl
service: hello2-deploy
version: vl
template:
metadata:

labels:
app: hello2-deploy-vl

LIRS B B R DR R
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sService: liell1o4-ueploy
version: vl
spec:
serviceAccountName: http-hello-sa
containers:
- name: hello-vl-deploy
image: registry.cn-beijing.aliyuncs.com/asm repo/http springboot v1:1.0.0
env:
- name: HTTP HELLO BACKEND
value: "hello3-svc"
ports:
- containerPort: 8001
apiVersion: apps/vl
kind: Deployment
metadata:
name: hello2-deploy-v2
labels:
app: hello2-deploy-v2
service: hello2-deploy
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: hello2-deploy-v2
service: hello2-deploy
version: v2
template:
metadata:
labels:
app: hello2-deploy-v2
service: hello2-deploy
version: v2
spec:
serviceAccountName: http-hello-sa
containers:
- name: hello-v2-deploy
image: registry.cn-beijing.aliyuncs.com/asm repo/http springboot v2:1.0.0
env:
- name: HTTP HELLO_ BACKEND
value: "hello3-svc"
ports:
- containerPort: 800lapiVersion: vl
kind: Service
metadata:
name: hello2-svc
labels:
app: hello2-svc

spec:
ports:
- port: 8001
name: http
selector:

service: hello2-deplovapiVersion: apps/vl
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kind: Deployment
metadata:
name: hello3-deploy-vl
labels:
app: hello3-deploy-vl
service: hello3-deploy
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: hello3-deploy-vl
service: hello3-deploy
version: vl
template:
metadata:
labels:
app: hello3-deploy-vl
service: hello3-deploy
version: vl
spec:
serviceAccountName: http-hello-sa
containers:

- name: hello-vl-deploy

image: registry.cn-beijing.aliyuncs.com/asm repo/http springboot v1:1.0.0

ports:
- containerPort: 8001
apiVersion: apps/vl
kind: Deployment
metadata:
name: hello3-deploy-v2
labels:
app: hello3-deploy-v2
service: hello3-deploy
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: hello3-deploy-v2
service: hello3-deploy
version: v2
template:
metadata:
labels:
app: hello3-deploy-v2
service: hello3-deploy
version: v2
spec:
serviceAccountName: http-hello-sa
containers:

- name: hello-v2-deploy

image: registry.cn-beijing.aliyuncs.com/asm repo/http springboot v2:1.0.0
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ports:
- containerPort: 800lapiVersion: vl
kind: Service
metadata:
name: hello3-svc
labels:
app: hello3-svc

spec:
ports:
- port: 8001
name: http
selector:

service: hello3-deployapiVersion: vl
kind: ServiceAccount
metadata:
name: http-hello-sa
labels:
account: http-hello-deploy

2. EFAUTAZR, EmeshB RTEIZE R mesh.yami) X4,

@ 88 #8403 PATE Git Hub _E ¥k EXIngress Gateway. DestinationRuleFVirtualServicefYAMLI
., FHEER, BESMmesh,

YAMLXZ b 61 & DestinationRule, VirtualService®lIngress Gateway,
#EDestinationRuleiR B T F&:

o RBEVIIRAHKIHello1 KA R hello1vl, v2iRABHello1 A A hello1v2,

o RBVIRAKIHello2 N A Ahello2vl, v2iRABIHello2/z A R hello2v2,

o REVIRAHKHello3f A Rhello3vl, v2iRZAHKIHello3M A Fhello3v2,
fEVirtualServicetPig B 7 LAT B AL :

o X8 &route-vERAAV2HIERF BEEE M EIhello1v2, FMEEHE hello1vl,

o X&&route-vEIRAAhello2v28)iE kA seE M E hello2v2, HZEEHE hello2v,
o {XE&route-vE A hello3v2i9iER A el R Elhello3v2, BN HEE hello3v,

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: hellol-dr
spec:
host: hellol-svc
subsets:
- name: hellolvl
labels:
version: vl
- name: hellolv2
labels:
version: v2
apiVersion: networking.istio.io/vlalpha3

kind: Gateway
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https://github.com/AliyunContainerService/rust-wasm-4-envoy/tree/master/propagate-headers-filter/config/mesh
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metadata:
name: hello-gateway
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 8001
name: http
protocol: HTTP
hosts:

— nmxn

# https://istio.io/latest/docs/reference/config/networking/virtual-service/

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: hellol-vs
spec:
hosts:
— nxn
gateways:
- hello-gateway
# - mesh
http:
- name: hellol-vl-route
match:
- headers:
route-v:
exact: v2
route:
- destination:
host: hellol-svc
subset: hellolv2
- route:
- destination:
host: hellol-svc
subset: hellolvl
apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:

name: hello2-dr

spec:
host: hello2-svc
subsets:

- name: hello2vl
labels:
version: vl
- name: hello2v2
labels:
version: v2
apiVersion: networking.istio.io/vlalpha3

kind: VirtualService
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metadata:
name: hello2-vs
spec:
hosts:
- hello2-svc
http:
- name: hello2-v2-route
match:
- headers:
route-v:
exact: hello2v2
route:
- destination:
host: hello2-svc
subset: hello2v2
- route:
- destination:
host: hello2-svc
subset: hello2vl

apiVersion: networking.istio.io/vlalpha3

kind: DestinationRule
metadata:

name: hello3-dr

spec:
host: hello3-svc
subsets:

- name: hello3vl
labels:
version: vl
- name: hello3vl
labels:
version: v2
- name: hello3v2
labels:

version: v2

apiVersion: networking.istio.io/vlalpha3

kind: VirtualService
metadata:
name: hello3-vs
spec:
hosts:
- hello3-svc
http:
- match:
- headers:
route-v:
exact: hello3v2
route:
- destination:
host: hello3-svc
subset: hello3v2
- route:
- destination:

host: hello3-svc
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subset: hello3vl
3. BT THE, EZHellofi . Ingress Gateway. VirtualServiceFDestinationRule,

alias k="kubectl --kubeconfig SUSER CONFIG"
alias m="kubectl --kubeconfig SMESH CONFIG"
k -n "SNS" apply -f kube/kube.yaml
m -n "$NS" apply -f mesh/mesh.yaml

FB=: BEEHEXERASMFilterDeployment
1. FEACKE B P OIZ ARG RE EENSecret,
XFSecretiFMAER, ESMsecret,
i. ERUTRS, GI#EAmyconfigjsondiXf,

{
"auths": {
"kkkkkxkxx** cn-hangzhou.cr.aliyuncs.com": {
"username" :"****X*ysername* xR FF",

"password" : "*****password*****"

B xxxkxxkxx% cn-hangzhou.cr.aliyuncs.com : BIRGEEME,
®  username : BEEERFPE.
®  password : RECEZS.

i. AITUATE8<, eliESercet,

@ Bl Secret&FWFE Nasmwasm-cache, 4% 8 Aistio-system,

kubectl create secret generic asmwasm-cache -n istio-system --from-file=.dockerconfig

json=myconfig.json --type=kubernetes.io/dockerconfigjson

2. EREASMFilterDeployment,
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https://kubernetes.io/zh/docs/concepts/configuration/secret/

i. ERAUTRE, SRR hello]-afd.yamtsTi,

apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMFilterDeployment
metadata:
name: hellol-propagate-header
spec:
workload:
kind: Deployment
labels:
app: hellol-deploy-v2
version: v2
filter:
patchContext: 'SIDECAR OUTBOUND'
parameters: '{"head tag name": "route-v", "head tag value": "hello2v2"}'
image: 'wasm-repo-registry.cn-beijing.cr.aliyuncs.com/asm wasm/propagate header:0
2@o1Y
rootID: 'propaganda filter root'

id: 'hellol-propagate-header'

m  workload THISHMERE:
a. kind : BRRIEAZHNEER,
b. labels : TRIEHISEM.
m rilter FHISHBRE:
a. patchContext : MBI ETXMER,
b. parameters : IBZ{TWASMFilterfiBHNEES S,
C. image : WASMFitlerss B9 E EfbhL,
d. rootid : WASMFiltery” B3 R #IRo0tID,
e. id : ZWASMFiltertiE—ID,
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i. EFRAUTARSR, QIBR A hello2-afd.yamibs ik,

apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMFilterDeployment
metadata:
name: hello2-propagate-header
spec:
workload:
kind: Deployment
labels:
app: hello2-deploy-v2
version: v2
filter:
patchContext: 'SIDECAR OUTBOUND'

parameters: '{"head tag name": "route-v", "head tag value": "hello3v2"}'

image: 'wasm-repo-registry.cn-beijing.cr.aliyuncs.com/asm wasm/propagate header:0

c@o1Y
rootID: 'propaganda filter root'

id: 'hello2-propagate-header'

®  workload NHISHMERE:
a. kind : BRRIfEAZHNEER,
b. labels : TRIEHISEM.

m rilter FHISHBRE:
a. patchContext : MBI ETXMER,
b. parameters : IBZ{TWASMFilterfiBHNEES S,
C. image : WASMFitlersd MM &E E#BAE,
d. rootid : WASMFiltery” B3 R #IRo0tID,
e. id : ZWASMFilterfi#E—ID,

iii. FITUTEHS, EBEASMFilterDeployment,

alias m="kubectl --kubeconfig SMESH CONFIG"
m apply -f hellol-afd.yaml -n "$NS"
m apply -f hello2-afd.yaml -n "S$NS"

3. ITUTHS, KIFASMFilterDeploymentEE1E R,
ASMFilterDeployment S E 5, S BzI4%EMEnvoyFilter,
alias m="kubectl --kubeconfig SMESH CONFIG"

m get envoyfilter -n "S$NS"
m get ASMFilterDeployment -n "$NS"

AR

NAME AGE
hellol-propagate-header 1s
hello2-propagate-header Os

NAME STATUS REASON AGE
hellol-propagate-header Available 1s
hello2-propagate-header Available 1s
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BRSSMI#E RfESLE- IEEE

IO3F AB M
WITAT S, BIEABNIE,

alias k="kubectl --kubeconfig SUSER CONFIG"
ingressGatewaylIp=$(k -n istio-system get service istio-ingressgateway -o Jjsonpath='{.status.l
oadBalancer.ingress[0] .ip} ")
for j in {1..3}; do
curl -H "route-v:v2" "http://$ingressGatewayIp:8001/hello/eric"
echo

done

UL

Bonjour eric@hellol:172.17.68.239<Bonjour eric@hello2:172.17.68.209<Bonjour eric@hello3:172.1

7.68.208
Bonjour eric@hellol:172.17.68.239<Bonjour eric@hello2:172.17.68.209<Bonjour eric@hello3:172.1

7.68.208
Bonjour eric@hellol:172.17.68.239<Bonjour eric@hello2:172.17.68.209<Bonjour eric@hello3:172.1

7.68.208

oJPAEE|, HiZWFroute-vEIRARAV2ENIEKREY, ZEKEHZEIhello1v2, hello2v2flhello3v2,

HXER
MBLREBETRLER, EINERUTHARERSNAREE:

o WEEnvoyAE
alias k="kubectl --kubeconfig SUSER CONFIG"

hellol v2 pod=$(k get pod -1 app=hellol-deploy-v2 -n "S$NS" -o jsonpath={.items..metadata.na
me})

# B envoyHERF A info

k -n "SNS" exec "Shellol v2 pod" -c istio-proxy -- curl -XPOST -s "http://localhost:15000/1

ogging?level=info"
# $TElenvoyHE
k -n "SNS" logs -f deployment/hellol-deploy-v2 -c istio-proxy

o EHellofRESHE

lias k="kubectl --kubeconfig SUSER CONFIG"
k -n "$NS" logs -f deployment/hello2-deploy-vl -c hello-vl-deploy

3.3. FHREZMEASME S KubeVelassH

KubeVela2— MNFHEEAN. MAKHNARTEESEEE, FHARSMIEASME S KubeVelat] PASEI A A
BEmE X RELRM, REFEARNANBEN. RN RNCERRSMEASME & KubeVelasE B #T## = R E
V-Zi:

AR SN

o BIFEASMSL|, HASMSLHAV1.9.7.93-g7910a454-aliyunbA EARA, BRR1E, BEROEASMELA],

o EMBEANOMXRS . BERIE, ESLANMANDMEES,

o CHIBACKERE, BFEME, BSMLliEKubemetestitE REEL,
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RINEREEASMLA), BRRME, 1B 73 AINEERERASMSLH ,
fEfkubect WEZRERE, BINRIE, ikubect | T B EiEEE,
o BZZKubeVela CLl, B{RiEE, 15,7'5)\'1 %KubeVela CLl,

B BHIEmEE Kubernetes AP A)Istio &R, BEMIRIE, B& N E HEE Kubermetes AP [TIstio & &R
(IBRRA) .

dag{-‘_lh\

KubeVela2—MAFEEAN. IAMNEARMTSEETS, EEELCENEARENNARTIERE; RNX
BB BN HELS A SR T HmRIERES . KubeVela/F BRI AR {T#EE Open Application
Model (OAM) 22— MMIgHHEXLW LS ETY BHNER, BEAREMEAATL., THELRAIER.
S5EMREEXNER. ESER, BSRE Tistiolitl A7,

Cl Pipeline

AR5 PIARASM

ﬁ e
S MR

J

Jenkins ¥uhalola
KubeVela

> —
v
. Kubernetes
e
cl cD
B 1ERIR

KIGE R A XA Easm_kubevelaX 32t , E#TRER], BEETHHMBEasm kubevelaZE K,

asm_kubevelaX 28 & application.yaml, application_rollbackyaml, application rollout-
v2.yaml, canary-rollout-wf-def.yaml, rollback-wf-def.yamfltraffic-trait-def.yambl, Eob:

o FB=h&E A3 canary-rollout-wf-def.yaml. rollback-wf-def.yaml traffic-trait-def.yamb i,
o FBPVE(ER R application.yamB 4,

o HSBRIEMEapplication_rollout-v2.yamiX ,

o FHBNEERMEapplication_rollback.yamlZ

$RB—: £&KubeVela

BERIBRSEERFE

2. EEHEEN %ﬂn’éqﬂ, EEmH > RATH.

3. ER I B R mE# Rack-kubevela, /5 # dack-kubevela,
4. FEack-kubevelai¥ BTN E I B ERIEIRER, ARRLHE.

—_

$EB_: FEE1HEA
1. BRASMEEA,
2. EEMSHE, ERREMIE > MIEEHE,
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3. EMREENE, WIFERENIH, REIFNSRAEREINPETER,
4. EMEFBRALMNSMEEENELH > £FEHEZE.

5. Em B =R REP LHdefaut GM B FE NS TS ASidecarBaEA .

6. EHIAXIEERTHE .

FEE=: ZEKubeVelafic B X4
ERE KubeVelaflt B3, BF LU KubeVelaflREMIEASMA S8 BMMNAIERK .

@ B WERERT, BERUFRESUIREE SR Kubemetes APREEIstioRIE, BNLIREE., BARME, 15
2 {ER £ Kubernetes APIA EIstio B (IHARAS) .

#Aasm_kubevelaX ¥kt , HTUTHS, ENEEKubeVelalit B X {4,

kubectl apply -f rollback-wf-def.yaml
kubectl apply -f canary-rollout-wf-def.yaml

kubectl apply -f traffic-trait-def.yaml

FRI: SENAMMX
1. #Aasm_kubevelaX 4k, HiTLATHS, EEBookinfori A,
kubectl apply -f application.yaml
application.yaml3 4 AreviewfRBZEE traits FERTtypel canary-traffic, FREE T HER
ERMISHKFE.
2. FEASMIZH & P ERE M KA EEHABRSS .
i BRASMIZEIA,
i. BEMSHE, EFRSZME > MEEE,
ii. ENEERRE, KEGERENIS, PEIPNSHRAERIEINPETER,
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RELK-NEEE

iv. BRERIXAM,

a. EMBFFERELMNSMEEEREESE > NXAN, FANNELEEHYAMLEIE,

b. ZRIZNEREGBEZTENdefault, EFIATRRENAESD, RERHEIE.

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: bookinfo-gateway
spec:

selector:

istio: ingressgateway # use istio default controller

servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:

— nxmn

v. BREEMRS .

a. EMBFBFERELMNSHCEFREEE > EURS, caMRERGEEAYAMLEIE,

b. ZBIRRNEREG BT B Ndefault, EFIUTRBEINAKIED, RAEETHE.

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: bookinfo
spec:
hosts:
— Mxn
gateways:

- bookinfo-gateway

http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/vl/products
route:
- destination:

host: productpage
port:
number: 9080
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vi. ifiaBookinfoR
a. BEREHERFEREFAE,
b. ARHIEENSHES, BEEH,
c. AEHIEXNHET, FEENREESRAEBGEHANRETITOFSE.
d EEHEENEEENSE > RS,

e. ERSAETREIRE R 2 E Aistio-system, &EFistio-ingressgatewayf {80k M B4R
R, REEN K= b 80iF OB OO M FE 4t /product page, ihialBookinfoRZFR .
ZXRRIFRE, JUEIRELERREGER,

The Comedy of Errors

Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and
mistaken identity, in addition to puns and word play.

Book Details Book Reviews
Type: _ )
paperback An extremely entertaining play by Shakespeare. The slapstick humour is
Pages: refreshing!
Pubishr
PublisherA * % Kk Kk
Language:
English
ISBN-10: Absolutely fun and entertaining. The play lacks thematic depth when compared
1234567600 to other plays by Shakespeare.
ISBN-13:
123-1234567890 Reviewer2

ok kK

FBRH: H#t&kmHNA
1. #Aasm_kubevelaX 4k, HITLATHS, FrikreviewsiifH, HEERE.

kubectl apply -f application rollout-v2.yaml

o ffapplication_rollout-v2.yami3{Eh E 3 7 reviewsEg, Mreview v2F& ] 7 review v3fRA, FH
REFRNBRIFADE N2, PR DIMIRAR, SHARIDEIA,
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- name: reviews
type: webservice

properties:

image: docker.io/istio/examples-bookinfo-reviews-v3:1.16.2

port: 9080
volumes:

- name: wlp-output
type: emptyDir
mountPath: /opt/ibm/wlp/output

- name: tmp
type: emptyDir
mountPath: /tmp

traits:
- type: expose
properties:
port:
- 9080
- type: rollout
properties:
targetSize: 2
rolloutBatches:
- replicas: 1
- replicas: 1
- type: canary-traffic
properties:
port: 9080

m targetSize: FRSLFIBIRLIR.
m rolloutBatches: S#LSLEIFHREIDEL.

o ffapplication_rollout-v2.yamlX 4 Hig BT AT = MRITIIER:

a. igEbatchPartition&F0, RRIAFARE—HIRZIH, BENEreviewsfRSZHI2MPodh, RAKE
B1/7Pod, AFigEtrafficweightedTargets£#, B10%HRES M FA LK B reviewsfRS, 90%

FREMARE IRRANRS
b. &Etypesuspend, TRE—SITERE, BEEILER.

c. & EbatchPartitionEF1, FRRARE _HIRLH, BEPEreviewsfREZ 812 PodE FA R EIVIRAER
%, SEgBtrafficweightedTargets&#1, %100%i 2 S B H R reviewsfRS .

43
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workflow:
steps:
- name: rollout-lst-batch
type: canary-rollout
properties:

# just upgrade first batch of component
batchPartition: 0

traffic:
weightedTargets:
- revision: reviews-vl
weight: 90 # 90% shift to new version
- revision: reviews-v2
weight: 10 # 10% shift to new version
# give user time to verify part of traffic shifting to newRevision
- name: manual-approval
type: suspend
- name: rollout-rest
type: canary-rollout
properties:

# upgrade all batches of component
batchPartition: 1

traffic:
weightedTargets:
- revision: reviews-v2
weight: 100 # 100% shift to new version

2. TS B btk A= ch 3 N\ 80im LI BN O M€ #e 4t /product page, i i8)Bookinf o N f .
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ZRRIEHTRE, 10%XRuUBILICEE, 0% MXEFIEREER,

The Comedy of Errors

Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and
mistaken identity, in addition to puns and word play.

Book Details Book Reviews
Type: . , i
paperback An extremely entertaining play by Shakespeare. The slapstick humour is
Pages: refreshing!
200
Reviewer1
Publisher:
PublisherA * kK kK
Language:
English
ISBN-10: Absolutely fun and entertaining. The play lacks thematic depth when compared
1234567890 to other plays by Shakespeare.
ISBN-13:
123-1234567890 - Reviewer2

* kK kW

The Comedy of Errors

Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and
mistaken identity, in addition to puns and word play.

Book Details Book Reviews
Type: - < i
paperback An extremely entertaining play by Shakespeare. The slapstick humour is
Pages: refreshing!
i?jl:nisher- — Reviewerl
PublisherA * %k %k Kk
Language:
English
ISBN-10: Absolutely fun and entertaining. The play lacks thematic depth when compared
1234567890 to other plays by Shakespeare.
ISBN-13:
1231234567890 Reviewer2

* ok Kk

HATUAT S, BRERITITER, EreviewslRF2EHAREIVIIRA,
vela workflow resume book-info

TEN BT a3 bk 4= ch i N 801 [JHIN L € i iE /product page, hialBookinfo
ZRRFRE, THLRERIGER., Rl reviewsiRZ2EFAREIVIMA,

The Comedy of Errors

Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and
mistaken identity, in addition to puns and word play.

Book Details Book Reviews
Type: - s i
paperback An extremely entertaining play by Shakespeare. The slapstick humour is
Pages: refreshing!
PublisherA * % %k Kk k
Language:
English
ISBN-10: Absolutely fun and entertaining. The play lacks thematic depth when compared
frsaseTon0 to other plays by Shakespeare.
ISBN-13:
123-1234567890 Reviewer2

%k Kk

(olik) HBIN: BIRMA
WREALBOFMANARHSTS, GUNRERSTERE, FGMARREZAMMRE.

1.

RITUT®S, ERNA.

kubectl apply -f rollback.yaml
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#ErollbackyamlX i Btypek canary-rollback, = B&EiTATRE:

o E%ﬁRO[lOUU@'%E"] targetRevisionName ﬁSZIEIE’\]H&ZK, Eﬁ@iﬁﬁﬁﬁE?ﬁ*ﬁE@%ﬁﬂﬁmﬂﬁi%@ﬂIEIH&
K, HERFEGHRNIBRAIH,

o EFfVirtualSenviceX R route FE, BAAERESMIBHIREK,

o EFfDestinationRuleXHE M subset FE, REHIEEIARA,

workflow:
steps:
- name: rollback

type: canary-rollback

2. eSSBS btk A= ch 3 N\ 80 LI AN O € 4 /product page, i i8)Bookinf o N f .
ZXREHRHE, TELREREGREE, HAreviewsREZEREBIV2IRA

The Comedy of Errors
Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and
mistaken identity, in addition to puns and word play.

Book Details Book Reviews

Type:

paperback An extremely entertaining play by Shakespeare. The slapstick humour is

Pages: refreshing!
200
Reviewer1

Publisher:
PublisherA * Kk %k Kk
Language:
English
ISBN-10: Absolutely fun and entertaining. The play lacks thematic depth when compared
1234567890 to other plays by Shakespeare.
ISBN-13:
1231234567890 Reviewer2

* % Kk kK

3.4. ETFASME N iR SEH ¢ 85 3% AR EE A2 h

HEEEAS RS LU LHBRNOKELGER, B LUESEETrafficLabeSRiRBREISME, BMEAD
REPNEERENKERE, }Ifyimuzif ESEBERFAARLSINENRSEHETER, NS RK
Eikf., A& E—PDemorflRNBaNEEd TrafficLabelfE IR LM RSN BRELR.

FIE s

o SEIEASMIA, EEBUAR (ZWIR) , MRAV110.5.40+, BERERIE, BESDEIEASMELAL,

o BEOIZACKER:, BIKRIE, BS M OIEKUbemetesiTE IREES,

o RMEBLBIASMIBI, EMARIE, BB LFNEREIASMELA,

o ASMSLI/ZAEEIRIERR, EOIRASMEAIN, EPEARKEBIER., BIMNRE, BSROIEZASMELI,
o BIEASMMX, BEMRIE, BSIANA LN XS

o EACKEMTHENAKE, BIKRE, E2 r“m'riam?%o

@ 8 ARFIDemoR FiEidjava Agent A HEARMS, EitlavatiEth2iES M A BB E
ARMS, 152 JLN A S NHEA ,

o Eidkubect UEIEACKERE, BINMRIE, 1*733 Wkubect I T RIEZEEE,
o Bidkubect WEHEASMEEEE, BARIRIE, 1§28 WiEid kubect lEEASMELAI,
BERER
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BR S5 A&

REEGBSHIIMAR, FIWERRSMEASMES KubeVelastHlins st E £ FIEFASME B SGFRE L,
ULHMRE, RETEMRSHNAS,; SRNEAREER Aistio/RERMHVirtualServicetr BB HMNESD

it 35S

REGRET, RRTFRMRZSEOREREBERTK, FIWUTHR: CantfOrderE Bt &% T RKERA

RERE
tag=gray

User
“---.. lag=gray
y s ST
Cart Cart
I v tag=gray
Order Order

XER TS HTHERERIE: BAANOREANEERENKERE, HPUserREFENEKRRE
HWRERMIIRE, EERKERENFTEBFRKENCart, A1BEE2ERNEREL WJRE%E?UE%KEE"]H&

K, MERERERLTSEBERAARLINESNRESEHTER,
ASMEHRKENEETFREITITNASKRHINGE, ESER, B2Lnaanngs
Demoft+43

DemoRBlmHEREXEE, o] LUEITL G TE,

Demof9ZE BT :

) gRPC )
ARESA > BRs5B

HTTP

x-asm-prefer-tag: gray

S

Actor

—— 9RPC ) S—
HTTP ARSBA

v
=
b
®

BB 4R HE S demo.yamlgl T

apiVersion: vl
kind: Service
metadata:

name: sprinao-boot-istio-client

3=
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spec:
type: ClusterIP
ports:
- name: http
port: 80
targetPort: 19090

selector:

app: spring-boot-istio-client

apiVersion: apps/vl
kind: Deployment

metadata:

name: spring-boot-istio-client

spec:
replicas: 2
selector:
matchLabels:

app: spring-boot-istio-client

version: base
template:
metadata:

annotations:

armsPilotAutoEnable:

armsPilotCreateAppName:

labels:

app: spring-boot-istio-client

version: base
spec:
containers:

- name: spring-boot-istio-client

spring-boot-istio-client

image: registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/spring-boot-istio-clien

t:Abase

imagePullPolicy: Always

tty: true

ports:

- name: http
protocol:

containerPort:

apiVersion: vl
kind: Service

metadata:

name: spring-boot-istio-server

spec:

type: ClusterIP
ports:

- name: http

port: 18080

targetPort: 18080

- name: grpc
port: 18888

targetPort: 18888

selector:

app: spring-boot-istio-server
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apiVersion: apps/vl
kind: Deployment
metadata:
name: spring-boot-istio-server
spec:
replicas: 2
selector:
matchLabels:
app: spring-boot-istio-server
version: base
template:
metadata:
annotations:
armsPilotAutoEnable: 'on'
armsPilotCreateAppName: spring-boot-istio-server
labels:
app: spring-boot-istio-server

version: base

image: registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/spring-boot-istio-serve

spec:
containers:
- name: spring-boot-istio-server
r:Bbase

imagePullPolicy: Always
tty: true
ports:
- name: http
protocol: TCP
containerPort: 18080
- name: grpc
protocol: TCP
containerPort: 18888
apiVersion: apps/vl
kind: Deployment
metadata:
name: spring-boot-istio-client-gray
spec:
replicas: 2
selector:
matchLabels:
app: spring-boot-istio-client
version: gray
template:
metadata:
annotations:
armsPilotAutoEnable: 'on'
armsPilotCreateAppName: spring-boot-istio-client
labels:
app: spring-boot-istio-client
version: gray
spec:
containers:

- name: spring-boot-istio-client

image: registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/spring-boot-istio-clien

49

> MAYRRA: 20220712



t:Agray
imagePullPolicy: Always
tty: true
ports:
- name: http
protocol: TCP
containerPort: 19090
apiVersion: apps/vl
kind: Deployment
metadata:
name: spring-boot-istio-server-gray
spec:
replicas: 2
selector:
matchLabels:
app: spring-boot-istio-server
version: gray
template:
metadata:
annotations:
armsPilotAutoEnable: 'on'
armsPilotCreateAppName: spring-boot-istio-server
labels:
app: spring-boot-istio-server
version: gray
spec:
containers:

- name: spring-boot-istio-server

image: registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/spring-boot-istio-server:

Bgray
imagePullPolicy: Always
tty: true
ports:
- name: http
protocol: TCP
containerPort: 18080
- name: grpc
protocol: TCP

containerPort: 18888

ARPBIBRSSEB A SpringBootijavafif, BFF /B TARMSR ISR, BME(E, SR MEEERE
XM BYDeploymentd] template.metadata PRUIMTFEE:

template:
metadata:
annotations:
armsPilotAutoEnable: 'on'

armsPilotCreateAppName: spring-boot-istio-server

TRB—: EACKEHTEHEDemoMIRS

RITLAT &<, &i&Demo,
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kubectl apply -f demo.yaml

TR BREEEPKE

1. ERAUTRE, IBBNistio-config.yamll 3T,

apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:
name: simple-springboot-gateway
spec:
selector:

istio: ingressgateway

servers:
- hosts:
T
port:
name: http
number: 80

protocol: HTTP
apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: springboot-istio-client-vs
spec:
gateways:
- simple-springboot-gateway
hosts:
wam
http:
- match:
- uri:
prefix: "/hello"
route:
- destination:
host: spring-boot-istio-client
apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: springboot-istio-server-vs
spec:
hosts:
- spring-boot-istio-server
http:
- route:
- destination:
host: spring-boot-istio-server
apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
name: springboot-istio-client-dr

spec:

51
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host: spring-boot-istio-client
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
subsets:
- labels:
version: base
name: version-base
- labels:
version: gray
name: version-gray
apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
name: springboot-istio-server-dr
spec:
host: spring-boot-istio-server
trafficPolicy:
loadBalancer:
simple: ROUND ROBIN
subsets:
- labels:
version: base
name: version-base
- labels:
version: gray

name: version-gray

2. UITUAT oS, BRERH.
kubectl --kubeconfig <ASMIEfflBkubeconfigX{¥> apply -f istio-config.yaml
3. RIERSFZIHIEZE T LUEE,
i, B ASMEF SR KB ARIP, HTUTHES,
export ASM GATEWAY IP=xxx
i. TUTHS, WIERSHREEUTLIER,

while true; do curl -H'x-asm-prefer-tag: gray' http://${ASM GATEWAY IP}/hello ; echo

;sleep 1;done

AR

—--> HTTP A-Base --> gRPC B-Gray.
--> HTTP A-Gray --> gRPC B-Base.
—--> HTTP A-Base --> gRPC B-Gray.
—--> HTTP A-Gray --> gRPC B-Base.
—--> HTTP A-Base --> gRPC B-Base.

gateway->A-> BER =2 M £ 19182 BasefI K EE AR ARSLH, MA@ curlis S8 EMN x-asm-prefer-tag
RERRE, TERETrafficLabellAR I RBIRESIEHE A BEERK, istio-config.yamTEBINEE 2
BEMEEH, VitualService T HE B K15 Esubset 734,

$B=: B TrafficLabel
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1. EAUTRE, I traffic_label default.yami,

apiVersion: istio.alibabacloud.com/vlbetal
kind: TrafficLabel
metadata:
name: examplel
namespace: default
spec:
rules:
- labels:
- name: userdefinelabell
valueFrom:
- $getContext (x-b3-traceid)
- $locallLabel
attachTo:
- opentracing
# RERBIMIY, SHEBFER, ~HPEX
protocols: "*"

hosts: # RIEMHIRS

_ uxmn

apiVersion: istio.alibabacloud.com/vlbetal
kind: TrafficLabel
metadata:
name: ingressgateway
namespace: istio-system
spec:
hosts:
ok
rules:
- attachTo:
- opentracing
labels:
- name: userdefinelabell
valueFrom:
- SgetContext (x-b3-traceid)
- S$locallabel
protocols: '*!'
workloadSelector:
labels:

app: istio-ingressgateway
2. FUITUAT &<, ERASMEIAIE kubeconfigi#{TERE

kubectl --kubeconfig <ASMEFIEkubeconfigX > apply -f traffic label default.yaml

ZTrafficLabelE X #xfdefault FTAREREER, tBHEE demo.yaml T EREIAFIBIRS .

@ 154 85 ?UZISH_'\@UDemoXﬂ%TARMS%‘EHﬂzipkintrace?éﬂﬁ’\] tracezd , Al getContext =
;ﬂjﬂ x-b3-traceid ,

$EM: KifTrafficLabeli&H

- AN . - Ak A TR B N L B Ll Ty Sy P N - N B Lo - e 1
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I. 5 UEA-SBEBMETRA, EFPBREMIMBIARNXKEIIMET) BIKZRA, LAXBasejiET] £IBasexMN,
B EBRRS T rafficLabeli& B b-vs-tf.yaml, TEARSMER, XM TER:

base i

I gray

B-base
ADif ( )

ADiiR

A-gray

‘

i. EFRUTRS, BIEXHb-vs-tf.yaml,

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: springboot-istio-server-vs
spec:
hosts:
- spring-boot-istio-server
http:
- route:
- destination:
host: spring-boot-istio-server

subset: Suserdefinelabell

i. ITATSHS, FEARSMER.

kubectl -f <ASMEfIEkubeconfigX > apply -f b-vs-tf.yaml
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i. ITUTHE, WIERBIANKERET

while true;

o ; echo;sleep 1;done

TR

==> RITP
--> HTTP
==> RITP
--> HTTP
==> EI'TP
--> HTTP
==> RI'TP
--> HTTP
==> RI'TP
--> HTTP
==> EI'TP
--> HTTP

v. fITUTHS, WiIEREIANBase i &3 2 Basehi A,

while true;

A-Gray
A-Base
A-Base
A-Base
A-Gray
A-Gray
A-Gray
A-Base
A-Base
A-Gray
A-Base

A-Base

--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC

o ; echo;sleep 1;done

TRHR

--> HTTP
--> HTTP
--> HTTP
==> RITP
--> HTTP
==> RITP
--> HTTP
==> RITP
--> HTTP
==> EI'TP
--> HTTP
==> RI'TP
--> HTTP

<:) 188 )\[]umgéi

A-Base
A-Base
A-Base
A-Gray
A-Gray
A-Gray
A-Base
A-Base
A-Base
A-Gray
A-Gray
A-Base

A-Gray

2. BIEASMMX->ARE
K, FHREBEIBIRSS .

BEEARSHTrafficLabel#& B a-vs-tf.yaml, TEASMM M £,

--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC
--> gRPC

A,

B-Gray.
B-Gray.
B-Gray.
B-Gray.
B-Gray.
B-Gray.
B-Gray.
B-Gray.
B-Gray.
B-Gray.
B-Gray.
B-Gray.

B-Base.
B-Base.
B-Base.
B-Base.
B-Base.
B-Base.
B-Base.
B-Base.
B-Base.
B-Base.
B-Base.
B-Base.

B-Base.

BRERRA.

BIARRSS FHRREENIEERA,

do curl -H'x-asm-prefer-tag: version-gray' http://${ASM GATEWAY IP}/hell

do curl -H'x-asm-prefer-tag: version-base' http://${ASM GATEWAY IP}/hell

EEHREARSHTrafficLabeligH.,

Hb@EANOQBERKERSITRANKRERA, Baseii=$T | ABIBaseiR

@ HEBA  ASMRMXth i TrafficLabelt& .
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i. ERUTRA, SIRX M4 a-vs-tf.yaml,

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: springboot-istio-client-vs
spec:
gateways:
- simple-springboot-gateway
hosts:
— mxn
http:
- match:
- uri:
prefix: "/hello"
route:
- destination:
host: spring-boot-istio-client

subset: S$userdefinelabell

ii. ITUTHS, FEASMMEMER,

kubectl -f <ASM§EﬂmEgkubeconfigitFF> apply -f a-vs—-tf.yaml

iii. FATUAT®HS, WIEAQBERRKEREITRIANKERAE,

while true; do curl -H'x-asm-prefer-tag: version-gray'

lo ; echo;sleep 1l;done

TR

--> HTTP A-Gray --> gRPC B-Gray.
—--> HTTP A-Gray --> gRPC B-Gray.
--> HTTP A-Gray --> gRPC B-Gray.
—--> HTTP A-Gray --> gRPC B-Gray.
--> HTTP A-Gray --> gRPC B-Gray.
--> HTTP A-Gray --> gRPC B-Gray.
--> HTTP A-Gray --> gRPC B-Gray.
—--> HTTP A-Gray --> gRPC B-Gray.
-—-> HTTP A-Gray --> gRPC B-Gray.
--> HTTP A-Gray --> gRPC B-Gray.
--> HTTP A-Gray --> gRPC B-Gray.
—--> HTTP A-Gray --> gRPC B-Gray.
--> HTTP A-Gray -—-> gRPC B-Gray.
--> HTTP A-Gray --> gRPC B-Gray.

http://${ASM GATEWAY IP}/hel
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iv. fIITAT®S, WiEBaseii=1TEIANIBaseiA, HZIEZFIBIRS .

while true; do curl -H'x-asm-prefer-tag: version-base'

o ; echo;sleep 1;done

TR

--> HTTP A-Base --> gRPC B-Base.
—--> HTTP A-Base --> gRPC B-Base.
——> HTTP A-Base --> gRPC B-Base.
—--> HTTP A-Base --> gRPC B-Base.
——> HTTP A-Base --> gRPC B-Base.
—--> HTTP A-Base --> gRPC B-Base.
——> HTTP A-Base --> gRPC B-Base.
—--> HTTP A-Base --> gRPC B-Base.
--> HTTP A-Base --> gRPC B-Base.

3. WiETrafficLabelE& AN NAINESREERF ST,
i. EAUTRE, BIZEAa-vs-tf-10-90.yamblisk,

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: springboot-istio-client-vs
spec:
gateways:
- simple-springboot-gateway
hosts:
_ mkm
http:
- match:
- uri:
prefix: "/hello"
route:
- destination:
host: spring-boot-istio-client
subset: $userdefinelabell
weight: 10
- destination:
host: spring-boot-istio-client
subset: version-base
weight: 90

http://${ASM GATEWAY IP}/hell

@ %  FiLGraysiBaseH 4HE, RE10%TEXMEANE, ER4TFversion-base,

i. ATUATHS, ENXUER.

kubectl --kubeconfig <ASMIEfFIMIkubeconfigX > apply -f a-vs-tf-10-90.yaml

57
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iii. AITUT®HS, WIEKERE.

while true; do curl -H'x-asm-prefer-tag: version-gray' http://${ASM GATEWAY IP}/hel

lo ; echo;sleep 1;done

TR

--> HTTP A-Base --> gRPC B-Gray.
—--> HTTP A-Base --> gRPC B-Gray.
--> HTTP A-Base --> gRPC B-Gray.
—--> HTTP A-Base --> gRPC B-Gray.
-—-> HTTP A-Base --> gRPC B-Gray.
—--> HTTP A-Base --> gRPC B-Gray.
--> HTTP A-Base --> gRPC B-Gray.
—--> HTTP A-Base --> gRPC B-Gray.
-—-> HTTP A-Base --> gRPC B-Gray.
—--> HTTP A-Base --> gRPC B-Gray.
-—-> HTTP A-Base --> gRPC B-Gray.
--> HTTP A-Gray --> gRPC B-Gray.
--> HTTP A-Base --> gRPC B-Gray.

KERD, RERFIERRE
REFRT, CUEREFELMEER, EREFERE L TXABKE (MABHETE, L18FERGCay
e, BekTBaseiE) , HORBIFERAKLabel, XN FHEE:

> B- base
AO7RE
A i B
-gray -gray
gray gray

timsd, BEEBKTrafficLabelEX, EFIR SgetContext (x-b3-traceid) XMREREN{EIE, BEHE
#RIEM  SlocalLabel IRERBNT],

cat traffic_label_default_swimlane.yambrB T :
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apiVersion: istio.alibabacloud.com/vlbetal
kind: TrafficLabel
metadata:
name: examplel
namespace: default
spec:
rules:
- labels:
- name: userdefinelabell
valueFrom:
- $locallabel
attachTo:
- opentracing
# RIREMEIY, SREBREX, ~HEBEK.
protocols: "*"

hosts: # WIEMBIRS.

— nxn

localLabelZ MR %5 Deploymen T Pod#labeld SREUR E4RIR, E itk demofl F T AIDeployment & ZRNPod
#R% ASM TRAFFIC TAG: version-base , fIfll:

template:

metadata:

annotations:
armsPilotAutoEnable: "on"

armsPilotCreateAppName: spring-boot-istio-client
creationTimestamp: null
labels:

ASM TRAFFIC TAG: version-base

app: spring-boot-istio-client

version: base

WNR 2 grayhiR A3 B Deployment , MEFEEZRNM ASM TRAFFIC TAG: version-gray Hhas,

ASM P 8937 2 Ak BE
WM EXFW g-vs-tf.yaml, BBENORE <gatewayIP>/hello EOKKE, IAOBKE—ENEKR: EX
7)7;{%*/]_"\1'/':{1\5)\& x-asm-prefer-tag ?EIZEUILETag, ﬂﬂJ:;ﬂlJiit% curl -H 'x-asm-prefer-tag: xxx' %Efjﬁﬁ

£,

LRI EHET, EFPIHAPPHEBELAFEEN HEHARNSIREZHeader, XERT, KoTLUET
ASMM % B9 B £ X HeaderIN BELAR LuatE 4 B0BE S, LIVEWE1H S HIREMETE] x-asm-prefer-tag
Header, H{THR LA IE,

BIANRTTLAEIE  EnvoyFilter 1RE "{EAiPhonel13IHF," ARERE, REWT.
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apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
labels:
provider: "asm"
asm-system: "true"
name: gateway-lua-filter-add-x-asm-prefer-tag-header
namespace: istio-system
spec:
workloadSelector:
labels:
istio: ingressgateway
configPatches:
- applyTo: HTTP_FILTER
match:
proxy:
proxyVersion: "AL1.*"
context: GATEWAY
listener:
filterChain:
filter:
name: "envoy.filters.network.http connection manager"
subFilter:
name: "envoy.filters.http.router"
patch:
operation: INSERT BEFORE
value:
name: envoy.lua
typed config:
"@type": "type.googleapis.com/envoy.extensions.filters.http.lua.v3.Lua"
inlineCode: |
function envoy on request (request handle)
local user agent = request handle:headers () :get ("user-agent")
request handle:logInfo ("user agent:"..user agent)
if string.match(user agent,"”.*iPhonel3.*") then
request handle:headers () :add ("x-asm-prefer-tag", "version-gray")
else
request handle:headers () :add ("x-asm-prefer-tag", "version-base")
end
end
function envoy on response (response handle)

end

FAQ

R AREBRED BERTER?

SHERRE T AL ATIR R AT racefE N M, AXHISPringCloudiRss RAARMSERATT A
Trace, EWHERRYATS, BHARTERFRT LAKELE, GTUEINLTARRERTRRL
P AR
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BRUEMERTracing Analysisizil &, EEHEEMNSHERE2BHt. A2BRIbRE T USRI B
ingressgateway -> springcloud-istio-client -> springcloud-istio-server, iBAFF/E M A EESIZAIN,

EEHR

BRAENBEdemoR S EFBNLALELE, CREEHRUAMLELER,

"
ENRASENERRE, B2RuAEELE,

HXXHE
o MAMAELE

o MEITIRFIRER A

EMEEdemofREZ ., XTFFH

61

> MAYRRA: 20220712


https://tracing.console.aliyun.com/
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https://help.aliyun.com/document_detail/375313.html#task-2160625

BRSSMI#E RIESLE- %

4.2%
4.1. EASMhSLH S 1E, 35 (o)

HE—NEFREXRNS— N AREERERDFEARIKONRSN, Mg HBEER, NRENZRSAR
WHEHTERERAE, ARSEAESDEMSEIFRNELEK., BREERLZCORS (Cross-0rigin
Resource Sharing) fiFwWebii RS HTHBIAEES, AXNBUMEAETASMBVirtualserviceh Bt &
corsPolicy, SLIEFT,

EIHAIFI\?CORSA 7:'

HFLZ2MEE, NERSEFHREAMARNLENBERHTTPIEX, FliEEHAXMLHttpRequestFIFetch API
BERFERE, FRXLAPIIWeb N AREFRENMENARFHRER—MIERHTTPEIR, RIEMAIRXIE
&7 IEtCORSIE Rz 3k,

B IR ;CORSE—ﬁEHZHTTP;kE(JffIL%U ZHHARFRSFJFRR T EECRUINNEEE, HhXFi%
O, 5% e80T LA a ANEX L5

B R IRLZ CORSHIIIENFI AR : & RIBERMMEIER,

o EERIERER:
FERERAXEEIER, HEBRLPIETOrigingsk, REXZE—NBENBER, RESB[IHIEDIEK
&, SREECSHNEEMN, &Ei3Access-Control-Allow-OriginflAccess-Control-Allow-Met hod sl 73k
RIREEIELER,

o FSEIERER:
Pl ""a’EAf‘EZi%Prefhghted requests (FRSEIEIEK) , Preflighted requests@—/NOPTIONiEK, BT if
DEFBEIFONERESSR, EEATFEREE THNREREBEENEKR, EEIRSSNBEENET L
EEIFHHTTPIEK,
OPTIONSiERLEPLBE U TLER: Origin, Access-Control-Request-Method. Access-Control-
Request-Headers, FREZ2SULEIOPTIONSIERfE, i&EAccess-Control-Allow-0rigin, Access-Control-
Allow-Method. Access-Control-Allow-Headers, Access-Control-Max-AgesL&35 M esa@KHMES
AFXMEK, WRPreflighted requestsIE@iE, WKER/ASRKXEIENBEIEK,

HiEREHEE TE=1FME, CORSKIENFISERERISREN FHTLIE, BN CORSKIUEHI= M
FEREXHITLE,
o BRAZERTIIZ—:
GET. HEAD. POST
o ERLdfContent-TypeiEKLWER THIZ—:
ext/plain, application/x—www—form—urlencoded\ multipart/form-data

o FetchflTBEN TCORSEEANES, TELNESETIZ—:
Accept. Accept-Language. Content-Language\ Content-Type (EEFEFINIREH)

fEVirtualServiced it EcorsPolicy
ENCORSEBESEMENRRENTN, BREEEXNMARSHVirtualServiced iR corspolicy FE, ER
FRFEEIEKR, NMXIBEEE.
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apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

name: ratings-route
spec:

hosts:

- ratings.prod.svc.cluster.local

http:

- route:

- destination:
host: ratings.prod.svc.cluster.local

subset: vl

corsPolicy:
allowOrigins:
- exact: https://example.com
- regex: * #Z FFregex
allowMethods:
- POST
- GET

allowCredentials: false
allowHeaders:

- X-Foo-Bar

maxAge: "24h"

2 LB
RUFERBEEIRIE, RIFEELOrigintiitiiERK, FisregexThit, NFAR
allowOrigins FEETSMEIENIER, RE[BUMEEZFENENERT, RRAFR
B EEHEK,
allowMethods ARFEKRRESHA L, LFREKRFAFERNHTTPA A,
AVFERBSHIRE, BTFRRERNINLN, 257 LRERPARIFETH
allowHeaders -
BEFE.
exposeHeaders PFERBRESHIRL, ERESBIEATFNRR B ADHLRMABEE,
maxAge BRANKREFNE, BETNEREBEFpreflightiERE RV E,
allowCredentials RIFERBRSHEILE, FEERNELEABEEKRRS.

B 0 R EESE
BAEADES:
o FMEREIASMEA, BARIE, B ILANEEEASMLI,

-
o EtiZdefaultMfoomB=E, HAGBETEAFEEIMEN. BKERME, BBLAZ0 AR EHEEDE
AO

FEBE—: HENH

1. BBERERNA,

i. Widkubect| T EiEEER,
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i. EREUTRS, tI&details.yaml X4,

apiVersion: vl
kind: Service
metadata:
name: details
labels:
app: details

service: details

spec:
ports:
- port: 9080
name: http
selector:

app: details
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-details
labels:
account: details
apiVersion: apps/vl
kind: Deployment
metadata:
name: details-vl
labels:
app: details
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: details
version: vl
template:
metadata:
labels:
app: details
version: vl
spec:
serviceAccountName: bookinfo-details
containers:
- name: details
image: docker.io/istio/examples-bookinfo-details-v1l:1.16.4
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080
securityContext:
runAsUser: 1000

i. ITLLTHS, fEdefaultE = iaEEdetailsfi A,

kubectl apply -f details.yaml -n default
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2. BRERIIRNA,
i. ERUTRE, Q&istio-cors-demo.yami X4,

apiVersion: vl
kind: ServiceAccount
metadata:

name: istio-cors-demo
apiVersion: vl
kind: Service
metadata:

name: istio-cors-demo

labels:

app: istio-cors-demo

service: istio-cors-demo

spec:
ports:

- name: http
port: 8000
targetPort: 80

selector:

app: istio-cors-demo
apiVersion: apps/vl
kind: Deployment
metadata:
name: istio-cors-demo
spec:
replicas: 1
selector:
matchLabels:
app: istio-cors-demo
version: vl
template:
metadata:
labels:
app: istio-cors-demo
version: vl
spec:
serviceAccountName: istio-cors-demo
containers:
- image: registry.cn-hangzhou.aliyuncs.com/build-test/istio-cors-demo:vl.0-g8
e215f6-aliyun
imagePullPolicy: IfNotPresent
name: istio-cors-demo
ports:

- containerPort: 80
i. ITUT®S, Efoofn& R EEREistio-cors-demoiF.
kubectl apply -f istio-cors-demo.yaml -n foo

FTB_: gIEZASMMN X

1. BRASMEHIE,

65 > MHRA: 20220712


https://servicemesh.console.aliyun.com

EEMSHE, EERSZME > REER,
ENEERRE, HEFEENIS, BEXLPNBRAERFEIPREER,
AERMBFERALNSMEREASMMX, AREANURERLIE.

HEOIRTUEIREZ R N ingressgateway, EREBER, REAHYEHEBAAMIAHD, EFER/F
BE TRFEAHIIENE, EtSHRBERINRE, RT6IE,

6. EELBINNSRES, CIEZAingressgateway2IM %,

FE=: fIZEHEAN
1. Bl /5 iR A AR B9 BE R AN ,
i BUEERIEHLI,

BIEMEMN, %PEdetailsii BFlingressgatewayM %,

a. BRASMIZEIA,
b. EEMSHME, EFRFZWE > MIEEE,
c. EMEEERNHE, KIGERENIS, REXANSHRATRIEINPREER,
d. EMZEFERALNSMEEERESE > WXAN, AEEANAEEEERAYAMLBIE,

e. ARIEZNEIRES® &= iE Adefault, EFETER, BYAMLXAEPHRATERAUTA
=, BEelE,

vk wnN

apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:

name: bookinfo-gateway

namespace: default
spec:

selector:

istio: ingressgateway

Servers:

- hosts:
_ Tx v
port:
name: http
number: 80

protocol: HTTP
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il. B EHUARSS .
a. EMBFFERELMNSHEERREEE > BURS, AEEANIEEEERYAMLEIE,

b. ZRIZNERE®R B = E Ndefault, EEETER, BYAMLXAEPHREERAUTH
=, BEeIE,

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: bookinfo
namespace: default
spec:
gateways:

- bookinfo-gateway

hosts:
]
http:
- match:

- uri:
prefix: /details

route:

- destination:
host: details
port:

number: 9080
iii. AR,

a. 3KEingressgatewayM X A9IPHIE, BAERME, BESLAMALM KRS,
b. 7EN YaSE thht 42 ch# \ http.//<ingressgatewayME91P>/details/2 ,
<« C 47111, /details/2 B

{"id":2, "author”: "William
Shakespeare”, "year”:1595, “type”: "paperback”, "pages”:200, “publisher”: "PublisherA”, "language”: "English”, "ISEN-
107: 712345678907, "ISBN-13":"123-1234567890"}

REILAETUE, 5833718 /5 M A detailsA I .

2. IR N A BIEE AN,

67
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i SUEMCHM,
BIEREMN, 4PEistio-cors-demopz AFlingressgateway2f >,

a. EMBFBFEREAMNSMZEFREEE > NXAN, REEANTESEEERYAMLBIE,

b. ABIENHIRER A =B Nfoo, EHRATER, BYAMLXKEPHRBERIUTRE, 8

HelE.

apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:
name: istio-cors-demo-gateway
namespace: foo
spec:
selector:

istio: ingressgateway?2

servers:
- hosts:
— otk
port:
name: http
number: 80

protocol: HTTP

il. B EHUBRSS .

a. EMBFFERELMNSMEEFREEE > BEURS, AREANTEREERYAMLEIE,

b. ARIENHIRER A ZE Nfoo, EHREBER, BYAMLXKEPHRBERNUTRE, B

TR,

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: istio-cors-demo
namespace: foo
spec:
gateways:
- istio-cors-demo-gateway
hosts:
— Tk
http:
- route:
- destination:
host: istio-cors-demo
port:
number: 8000

3. ERRTRA AR EiR A .

i. 3REXingressgateway2 WX ByIPHitE, BKRIE, BESWFMADMEES,

il. FEAION RES AL i N ALt p.//<ingressgateway 2 B IPHELE >,
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iii. FEURLSXAAEDhi N http://<ingressgateway € 9IP#Lt>/details/2 , E&Send,

C 116.62. ?spm=5176.2020520152.0.0.771c16ddjzh2yk

URL: [ http:/47111. Idetails/2]

v. ERRNKRE LARE B, ERESTRA>FLKETR,
0 DevTools is now available in Chinese! Don't show again ®

[w ﬂ Elements Console  Sources Network Performance Memory  Application Security » o6 | B1 e X
[ ® topT | @ | Filter Default levels ¥ || 2 lssues: B1 B o

B Access to XMLHttpRequest at 'h

/47.111. fdetails/2' from origin "http://116.62. " has been 116.62. /=1

blocked by CORS policy: No 'Access-Control-aAllow-Origin' header is present on the requestes resource.

¥ Failed to load resource: net::ERR_FAILED 47,111, 1

B Access to ¥MLHttpRequest at 'h /47.111. ‘details/2' from origin "http://116.62. " has been b/ :1
blocked by CORS policy: No 'Ac s-Control-Allow-Origin® header is present on the requested resource.

¥ Failed to load resource: net::ERR_FAILED 47.111. 1

B Access to XMLHttpRequest at 'h 7.111. ‘details/2' from origin "http://116.62 has been :1
blocked by CORS policy: Mo 'Access-Control-Allow-Origin' header is present on the requested resource.

¥ Failed to load resource: net::ERR_FAILED 47.111.

fdetails/2:1

DevTools failed to load source map: Could not load content for hitps://unpkg.com/axios.min.mep: HTTP error: status code 484,
net: :ERR_HTTP_RESPONSE_CODE_FAILURE

B FHiiFistio-cors-demo i i i) /Gl detailsii HEE B, HaSkW, FLHIIL ERE,

SRN: KEBEEIHD

o vk wN

. BRASMIZHIS,

EEMSHE, GERSME > MEER.

EMBEERE, REFEENIY, BEXLPNBRAEREIPETER,
EMBRFERALMSMEEEREER > MRS .

7 IR 55 TUmE B bookinf o A MR E 5 THIZE B YAML,
ARENEFENMpSHTHRMUTEGHERE, AEREHRE.

- corsPolicy:
allowCredentials: false
allowMethods:
- POST
- GET
allowOrigins:
- prefix: 'http://<ingressgateway2XHIIP>"
maxAge: 24h
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FRBRA: BiEELEHREEAIN
1. BRI S e th b 42 chi N\ Attp://<ingressgateway 2 BIIPHEL >,
2. FEURLX KIED I N\ http://<ingressgatewayg & #9IPHELE>/details/2 , Birsend,

< C A F==| 11662
URL: | http://47.111. details/2)| 116.62. B
|ﬂ| success

{"id":2,"author™;"William

Shakespeare™ "year":1595, type": " paperback”,"pages™20
0,"publisher™"PublisherA”,"language":"English”,"ISBN-107:"123456
7890" "ISBN-13"

"123-1234567890"}

IREIPAETIE, HBAHEIFIstio-cors-demof ik 0] /iR det ailsf AR TN, BEHARIMII,

4.2. BEEAMulti-BufferSEHTLS MR

ASMENER (BVRR) & InteldIMulti-BufferilfZZ A, STRAMNEENVoyh TLSHIL IR RE, AN A1
B FAMulti-Buf fersEELT LSHNE

AR &G
o EOIZASMEER (ZAAR) 26, BLEIR1.10RLAEARA ., BRI, BEROEASMELF),
o DAIEACK, BEET SHNLAIMREEESFMuUlti-Buffer CPUFLELIntel Ice Lake, EFIRIE, BN 0IE

KubernetesitE & hREEE,
AT SE45) FAR R S 35 Multi-Buffer CPUALEY Intel Ice Lake:

—

@ BB ETLAMREEANE, B2 DLAMKIE.,

ML IR Z S LRI IR

TFE 8RB A B LI MR kg 7se
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AR SIS R
AR SLBIIRIRGT7
ReIBIRIE AR L AIMAS KRG 7t
THE R SLBIMEIERCT
RDMAIE 38 BY SL HAZ R C 7 re
E]
i FEERITE R I IME KT se
ReIBR T E R SLAIMAS ECTt
MBS AR IR 7P
FHEE RN F R O MAS R 7se
Z5
T MBS AR R r7
L 2IBBAFE AR ET7
MR B ST HI MR Rre7p
GPUEE #l b BY SLABI $14& FEvgn7i-vws
" GPUIMT BB LI HIAE R gn7i
e GPUItH BB M IR E /8 IR S5 28 LA MAZ Rebmgn7i
HEBBRITEEBLHIHAE Rscec7

BAEBRITEERIMEIRsccg7

o RINEEBFBIASMSLA, BARRIE, ESMIAINEEFEIASMELA]

6 = g
B =1Tamo

BEMNZLZLEANAR, TSEERAMEZBENEARA., —NTLISKRIENLEEREER LTTH HEFMEME
BERANE. BFMEREENESE2ERENRMERADEE—PIEEH, RAEEHEEEME, EH
ZAERPANBIBHIATIIRINEZRIE, BHTHEERR.

EMBREHESET, EnvoyLiLEENIngress GatewayE 2EAMRESHRIE, HMEBELERENTISEXR, L
HEBFMHEBHITENRMBEZNREN, SEEERXENCCPURR, EANEMRSFSTXOUESKRA—
MR, ASMEE IntelfIMulti-BufferllfEZHE A, TTRANIIRENVOyHTLSHIZ BT T,
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R S5 M1 RELK-©%

Multi-Bufferflf#Z AR FEHIntel CPUAVX-512iE A NGBS NMIVHE DX, BIoTAE—MUTRAERE
HHTSMINBEZRE, RENRAMBZIRTHE, Multi- Buffer&*ﬁ':ﬁaﬁﬁ)ﬁﬁl*ﬂ’]ﬁ# AZEECPUg
SR TEHNIESE., BHiIME=fEIce Laker BB P E LA ST HRIFIAVX-51218S

,ﬁ] BRSABASM

.

BF

&#EAMuilti-E;uﬁ;r' -

TLS

BESE
EOT LAEE LA’ R 5 =03k /3 A Multi-BufferZ g

o MRAKBEIZASMIS, Ko LAERIZASMELS i &/ HE FMultiBuf ferfTLSINME B MREM L .
BRERME, BB ROIEASME,

o WREELIBASMILE, BOTLATEASMSLHIRI WSS R I /E HE T MultiBuf ferfI T LSNAE 2 M BEL LT
gt leszL,LEﬁIJLASM,m wERG,

1. BRASMIZHIA,

EEMSME, ERERSME > NEERE,

ENEERRE, HEFEENIS, BEXLPNBRIERFEIPREER.
EMBFERALMNSMHEEZNELH > BAER, RAEEGNNHAAENERE.
EHREIRBEHEREDESBARETFMultiBufferfITLSINB R ARk, RAEETHE.
MREERERELAIMEERG7ENKUbemertesTy R, EAMulti-Bufferiigefz, SWEBRZR (QPS) &
RF75%89M R, MREEANERUREET R, RANEERREES.

FAQ

MEERSIEBAT MultiBuffertifl, BHiEAEKubernetesEHE TP AR EIntel Ice LakeBIN B S
BAk?

vk N
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2021-11-09T15:24
2021-11-09T15:24:03.269158

2021-11-09T15

2021-11-

2021-11-09T15 211z i v kload certi rom cache £t1=23h59m59.730

2021-11-09T15

>ret rejected: Multi-buffer CPU instructi

cluster.local-2 Inter
not available.
Initiali
Envoy pr
warning envoy config gRPC config for type.googleapis.com/envoy.config.cluster.v3.Cluster rejected: Error adding/updating cluster(s) outbound|l

5021| |istio-ingressgatewayl.istio-system.svc.cluster.local: Multi-buffer CPU instructions not available., outbound|80||istio-ingressgatewayl.istio-system.svc.cluster.local: Mult

i-buffer CPU instructions not available., outbound|443||istio-ingressgatewayl.istio-system.svc.cluster.local: Multi-buffer CPU instructions not available.

ASMPro 1.10R A ERRAR M T FE TSR B BENHIBTEES , & W S3eE M XPodK A E E fINode i =
A3Eintelice Lakel B, WAL TANNIIMELRE, TISMEASER.

MR Kubernetes&E B2 A iFMulti-BufferTh e X RIS &, BB ER NI A seEAMultiBufferIh

Ha.

1. EiZKubernetesEZAMFNT 2, B AN LAMEEETFMulti-Buffer CPUNLE! Intel Ice Lake, &
{Z'SEE{/F, 1ﬁ //J\\HDEE-IUI\\\O

2. EFHRIBTREIZE multibuffer-support: true FR%E, BMMEME, BEREET SRS,

3. EASMB XM YAMLEEE FHRMUTRE . BEARIE, BSRELNOMERES,
BTN AFEME, FGatewayLFliEERFHMAIZFEMUlti-BufferThBEMI T A £,

spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: multibuffer-support

operator: In
values:

- true

4. EASMENAR (FABR) BEMultiBufferthge, BERRE, ML,
BEMulttiBuffertigefs, ZERFRMNNT KENT{EBMuUltiBufferlige, AERTLSKAIEIIIE,
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BRSSMI#E RAESEE- AR 55 A% gRPCHMY

5.k 55 M gRPCHMY
5.1. gRPCHMY LAY i[RI

FRFZMIE X FFORPCIMUR S FF R . BRUFMIEK . AXNBIRPCHMYTFEASMI K IR T RE,
BEEE

witRE

o BEERPCHIATNBEIEEL,

o HEABHMSHERSINEALESAR, BRIFIEBE, TERALKSE,
AMPBEERENIEA ENNNXER

BEER LETTE

Unary RPC talk

Server streaming RPC talkOneAnswerMore

Client streaming RPC talkMoreAnswerOne

Bidirectional streaming RPC talkBidirectional
Protobuf & X

service LandingService ({
//Unary RPC
rpc talk (TalkRequest) returns (TalkResponse) {
}
//Server streaming RPC
rpc talkOneAnswerMore (TalkRequest) returns (stream TalkResponse) {
}
//Client streaming RPC with random & sleep
rpc talkMoreAnswerOne (stream TalkRequest) returns (TalkResponse) {
}
//Bidirectional streaming RPC
rpc talkBidirectional (stream TalkRequest) returns (stream TalkResponse) {

}

BiEgt
o FENELEE: RIEMFBERSHPHdataF REEIFAhelloAR TR, FHRENNERELSLEF
Ui

o BWIERMMNFN, BEEASIMLERXDBEH.
o BRE—FEAFNE, EHKAERESHH.
o MNA—ERANE, RHNHARGE—FRER.

o BEPIRNRSHIERFRZIESER, U lang BEEXARTREEENRENR.
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Talk
Unary RPC

data=0

I meta={lang} I

client status=200 server

[1]:
id=timestamp
type=0K

kv:

id: UuUID

idx: 0

data: hello
meta: {lang}

TalkOneAnswerMore
Server streaming RPC

data=0,1,2
meta={lang} ——*

«————status=200
—

[3]:

client id=timestamp server

type=0K

kv:

id: UUID

idx: {req_data}
data: hellgl[i]
meta: {lang}

st

RitRE

TalkMoreAnswerQOne
Client streaming RPC

data=rnd(5) —

meta={lang) /.

[3]: status=200
client B server
id=timestamp
type=0K
kv:
id: UUID
idx: {req_data}
data: hellgl[i]
meta: {lang}

TalkBidirectional
Bidirectional streaming RPC

data=rnd(5)
meta={lang}

status=200
0l

client id=timestamp server

type=0K

kv

id: UuID

idx: {reg_data}
data: hello[i]
meta: {lang}

o ERSHEBEHR, UHERL, EEAIEBNER.
o MNSHNHFERBERTEBEEH, USIERNEN,

HR Y

RERFRBEXE, GEBRHelloAN TIRENFRESER.

message TalkRequest ({
//language index
string data = 1;
//clientside language

string meta = 2;

| PvA7 S

o MNRBESHIFR, BHRBEIVRSHAT alkResult XEHHA,

e Talkresult XERE, HRAEXTRER, KEXD REXE (WVHZERAFFHS) .

hello[]

o
=
oEx

3 chlcsiZ
5 ehgsiMe
6 ¥R4F
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message TalkResponse {
int32 status = 1;
repeated TalkResult results = 2;
}
message TalkResult {
//timestamp
int64 id = 1;
//enum
ResultType type = 2;
// result uuid
// language index
// data hello
// meta serverside language (It's not good here,
// but ok since I feel like to keep the response)
map<string, string> kv = 3;
}
enum ResultType {
OK = 0;
FAIL = 1;

IRER &

I RERR L 15488

REGE EENIRPCHIZ IR — PN EGRC_SERVER, FEAMIT R EER
T Localhost, 7EPodBEBTEIAE X AGRPC ServicefY1E, UEZFiFERA.,

— 1EClient streaming#IBidirectional streaming@Wi@EEFE AT, EFRIHETEMR

MFFE—PNERHE, BUEERETHello A THREEER

B 181 2% TalkResult.id2int64 %R HE—4RR, B2 R,

uuID TalkResult.kv[id]2 FRF B X R M —HRIR, BIFUUIDRE,

Sleep fEStreaming 5T, AT EFHMWE, @EidSleep X IRBERRIERNERE.

5.2. gRPCIMY BB SR SLH

AN BT {ERJava, Go. Node)S, Pythonfmi2iE = SEMgRPCHIUNary RPC, Server streaming RPC,
Client streaming RPC, Client streaming RPGE{S1ZE! ,

~BITRE
gRPCHIRHI TR21ES Mhello-servicemesh-grpe, A DIRBE B RE A hello-servicemesh-grpc RIS
io

TBR—: AN
1. T THES, LI gRPCHIProtobuf, AT EAmacOSkfl,
brew install grpc protobuf

2. ¥gProtobuf E X B AEAIIESHNMAE, UTARRIESNERLX,
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@ B ERAIRD, SHESHRABERDPHE— PprotoBR, HbElanding.protoXt2
T~ TR B R T proto/landing.prot oS AL B BOE S, $¥ﬁ$IH:2}E E 3 Protobuf IEN .

o Javali#gzE T EMaveniZit 7 B e iE 4 protobuf-maven-plugin, #4T mvn package S B ER
protoc-gen-grpc-javatliZgRPCAVIER B . F1EES M hello-grpc-java/pom.xml,

(o} GOﬁag#l,{T go get github.com/golang/protobuf/protoc-gen-go yzéprotoc gen-go, f?k {iﬁﬁ

protocin L4 MIRPCRES , #1EEE I hello-groc-go/proto2go.sh,

o Node)SEEHIT npm install -g grpc-tools ZEEgrpc_tools node protoc, #AF{EMprotocssd

4 gRPCEB, EIEIES W hello-groc-nodejs/protojs.sh,

o PythonZEZEHIT pip install grpcio-tools &I grpcio-tools,
4. ¥F1EiES N hello-groc-python/proto2py.sh,

SR REBERGRE

1.

R EHelloZ{ 4,

Java

private final List<String> HELLO LIST = Arrays.asList ("Hello",

Bign, nciaon, "oHABHHIR");
kv.put ("data", HELLO LIST.get (index)) ;

\,-L:n:.\

REBERE,

o R EUnary RPCE(SHEE,

Java

// fERAblockingStubS IRSZIHES

public TalkResponse talk(TalkRequest talkRequest) {
return blockingStub.talk (talkRequest) ;

}

AIaER protocin £ gRPCLL

"Bonjour", "Hola", "CAIC

/ /RSB ImIBIEREM A St reamObserver SEFIF N EHFonNextFMlonCompleted

public void talk(TalkRequest request, StreamObserver<TalkResponse> responseObserver) {

responseObserver.onNext (response) ;

responseObserver.onCompleted() ;

i&&Server streaming RPGE{SHEER ,

Java

o & &EClient streaming RPCGE{SHEE,

o & &Bidirectional streaming RPGB{SEE
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public List<TalkResponse> talkOneAnswerMore (TalkRequest request) {
Iterator<TalkResponse> talkResponses = blockingStub.talkOneAnswerMore (request) ;
talkResponses.forEachRemaining (talkResponseList: :add) ;

return talkResponselist;

public void talkOneAnswerMore (TalkRequest request, StreamObserver<TalkResponse>
responseObserver) {
String[] datas = request.getData () .split(","):
for (String data : datas) {...}
talkResponses. forEach (responseObserver: :onNext) ;

responseObserver.onCompleted () ;

Java TEB=: ﬁEﬂJﬁE@%ﬁl
1. RERRTE,

public void talkMoreAnswerOne (List<TalkRequest> requests) throws InterruptedException {
final CountDownLatch finishLatch = new CountDownLatch (1) ;

StreamObserver<TalkResponse> responseObserver = new StreamObserver<TalkResponse> ()

@QOverride

public void onNext (TalkResponse talkResponse) {
log.info ("Response=\n{}", talkResponse);

}

@QOverride

public void onCompleted() {

finishLatch.countDown () ;

bi
final StreamObserver<TalkRequest> requestObserver =
asyncStub.talkMoreAnswerOne (responseObserver) ;
try {
requests.forEach (request -> {
if (finishLatch.getCount () > 0) {
requestObserver.onNext (request) ;
P
requestObserver.onCompleted() ;

public StreamObserver<TalkRequest> talkMoreAnswerOne (StreamObserver<TalkResponse>
responseObserver) {
return new StreamObserver<TalkRequest>() {
@Override
public void onNext (TalkRequest request) {
talkRequests.add (request) ;
}
@Override
public void onCompleted() {
responseObserver.onNext (buildResponse (talkRequests)) ;

responseObserver.onCompleted () ;
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Java

public void talkBidirectional (List<TalkRequest> requests) throws InterruptedException ({

final CountDownLatch finishLatch = new CountDownLatch (1) ;
StreamObserver<TalkResponse> responseObserver = new StreamObserver<TalkResponse> ()

QOverride
public void onNext (TalkResponse talkResponse) {

log.info ("Response=\n{}", talkResponse) ;

}

@QOverride

public void onCompleted() {
finishLatch.countDown () ;

};
final StreamObserver<TalkRequest> requestObserver

asyncStub.talkBidirectional (responseObserver) ;
try {
requests.forEach (request -> {
if (finishLatch.getCount () > 0) {
requestObserver.onNext (request) ;

requestObserver.onCompleted() ;

public StreamObserver<TalkRequest> talkBidirectional (StreamObserver<TalkResponse>

responseObserver) {
return new StreamObserver<TalkRequest> () {
QOverride
public void onNext (TalkRequest request) {
responseObserver.onNext (TalkResponse.newBuilder ()
.setStatus (200)
.addResults (buildResult (request.getData())) .build()) ;

}

@QOverride

public void onCompleted() {
responseObserver.onCompleted() ;

. RERNL. 2.
private static String getGrcServer() {

String server = System.getenv ("GRPC SERVER");

if (server == null) {

return "localhost";

}

return server;
}

3.

RENEE.
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Java

public static String getRandomId() {

return String.valueOf (random.nextInt (5));

Java REUUD, 4.

TalkResult.newBuilder () .setId(System.nanoTime ())

Java & ESleep, 5.

kv.put ("id", UUID.randomUUID() .toString());

Java %%gﬁﬁE
IhBELEIE

TimeUnit.SECONDS.sleep (1) ;
E—NMERIHBMgRPCAIRS IR, R —NMERIHFBHgRPCEF i, BHRSHENEFIRE, BFHENEIXT4NE
BEEOBTIER,
o {FHjavalE SN /EEIgRPCERSME i,

mvn exec:java -Dexec.mainClass="org.feuyeux.grpc.server.ProtoServer"

mvn exec:java -Dexec.mainClass="org.feuyeux.grpc.client.ProtoClient"

o [FFAGOESI/EFIgRPCIRSME s,

go run server.go

go run client/proto client.go

o {EFNode/SIES M /EagRPCARSFIE P,

node proto server.js

node proto client.js

o {EMAPythonE S /EaIgRPCIRSFIE P

python server/protoServer.py

python client/protoClient.py

MERBEHLIBEHEIR, WRTBFIRPCRSHZ KA.
RRiERE

ZXEEAUBRABRERZES IUNOGRPCERFITA—H. NMIRIEBBHIRAARBIESRE, ERR—K
E'\]O

1. BHER—MERIESH9RPCRSI, AT avarf,
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mvn exec:java -Dexec.mainClass="org.feuyeux.grpc.server.ProtoServer"

2. ERAMEREBES S RHTRIE.

mvn exec:java -Dexec.mainClass="org.feuyeux.grpc.client.ProtoClient"

go run client/proto client.go
node proto client.js

python client/protoClient.py
MREBEHMBEER, WERRRERFEMI,
MEIRNER
FAORPCIR B iR Z P inINRe i/, & o] MM gRPCARS IHmMEFinNRK.
METRE
ERAMMESHERSHNEPIRIE,

e Java
NHMBRSIHENZPHNAR, BEENZIDockerBREH.

mvn clean install -DskipTests -f server pom
cp target/hello-grpc-java.jar ../docker/
mvn clean install -DskipTests -f client pom

cp target/hello-grpc-java.jar ../docker/

e GO

GORFENTHFIRFAMEXN, RELEWEDLnux L, RAWEGIUT, ABEKT#EHEI#E N E DockerE

i%m o

env GOOS=linux GOARCH=amd64 go build -o proto server server.go

mv proto_ server ../docker/

env GOOS=linux GOARCH=amd64 go build -o proto client client/proto client.go

mv proto client ../docker/

e Node)S

Node)STEZ7EDockerRR P ITHE, FRFETHMTNECGHRE., AEX—SETERENEH,

cp ../hello-grpc-nodejs/proto_server.js node
cp ../hello-grpc-nodejs/package.json node

cp -R ../hello-grpc-nodejs/common node

cp -R ../proto node

cp ../hello-grpc-nodejs/* client.js node

e Python
PythonEHE4HI1E, ¥ NEHENT,

cp -R ../hello-grpc-python/server py

cp ../hello-grpc-python/start server.sh py
cp -R ../proto py

cp ../hello-grpc-python/proto2py.sh py

cp -R ../hello-grpc-python/client py

cp ../hello-grpc-python/start client.sh py

81
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HEGRPCRZHMNEFIHER
WS, Dockerit&2 T T DockerfileFr B HIE SR, Dockerfiled ERERIRBUIT,

o EMEBQRERRalpine, BARSTR/N, REDPythonf EMIREIERENE2.7RANpython:2, &RITLL
R 42 LRI RIE B Pyt honBY BB F R AR A

o NodelSEELREC++RHmiFeEMake, NpmBEE LR grpc-tools,
X2 LANode)S RS BIBEBRIENTRE, RBEREGRNIEIRE,
1. Bl groc-server-node.dockerfileSU 1,

FROM node:14.1ll-alpine
RUN apk add --update \
python \
make \
gt+ \
&& rm -rf /var/cache/apk/*
RUN npm config set registry http://registry.npmmirror.com && npm install -g node-pre-gyp
grpc-tools —--unsafe-perm
COPY node/package.json .
RUN npm install --unsafe-perm
COPY node .
ENTRYPOINT ["node","proto server.js"]

2. HERRKR.

docker build -f grpc-server-node.dockerfile -t registry.cn-beijing.aliyuncs.com/asm repo/

grpc_server node:1.0.0 .

REASHEHSNMRRK.
3. EAPUsShER SR REN KB BRRHACRP,

docker push registry.cn-beijing.aliyuncs.com/asm repo/grpc server java:1.0.0
docker push registry.cn-beijing.aliyuncs.com/asm repo/grpc client java:1.0.0
docker push registry.cn-beijing.aliyuncs.com/asm repo/grpc_server go:1.0.0
docker push registry.cn-beijing.aliyuncs.com/asm repo/grpc client go:1.0.0
docker push registry.cn-beijing.aliyuncs.com/asm repo/grpc server node:1.0.0
docker push registry.cn-beijing.aliyuncs.com/asm repo/grpc_client node:1.0.0
docker push registry.cn-beijing.aliyuncs.com/asm repo/grpc server python:1.0.0

docker push registry.cn-beijing.aliyuncs.com/asm repo/grpc client python:1.0.0

5.3. SLEIgRPCHRSS imService M 5 2% 131

ORPCIRZ % EIT AT E crec sErvER TE X BIARE grpc-server-sve.grpc-best.sve.cluster.local, $iEX1g

BRI NREIES RANRSE L, RXNBUAEACK EEBE gRPCIRS K EIService, FxTServicer i
HIYEHITRIE,
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b B /=
ﬁREI%\
MREBIESHMANEZFiHETFAAEE crec servER EXBIBRS grpc-server-sve.grpc-
best.svc.cluster.local, HFWRIAIERE, aTSIMBEATINERIESRANRSH L. SEN, &
T EL & Istiod BYIngress Gateway, TIRAGSMERIE KI% A H 19 E RIZEE HE4 MR gRPCIR S % £ .

4

¢

=’

(

ASM

((

=

(

K

ASM

sidecar

§

grpc-server

=

X

ASM

sidecar

lI

grpc-client

b

-

ASM

sidecar
L

grpc-server

II

sidecar

v
N

Istio-ingressgateway

@

sidecar

o B

ASM

ta
ASM
sidecar

grpe-server

ASM
sidecar

sidecar
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@ Alibabacloud Kubernetes(ACK)

sidecar

grpc-client

~PITRE
gRPCHY/RBI THEIES Whello-servicemesh-grpc, AP REIFERE A hello-servicemesh-grpc TR
io

@ #B AXNBEGOERESE, ERESSHASTUENELERZAROE. XTFEGMAN

BiMSR, B2 Mhello-servicemesh-grpc,

FB—: BIEZgRPCHRSimAIService

ARIINRE RE—N 08 A groc-server-svcfIgRPCE B Service,

@ 15 BH spec.ports.name E’ﬂ@%%l&grpd?%ko

1. BIEE A groc-server-svelYAMLI 44,
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BRS5 PR A% RAESLRE- iR 55 A% gRP Y

apivVersion: vl
kind: Service
metadata:

namespace: grpc-best

name: grpc—server—-svc

labels:
app: grpc-server-svc
spec:
ports:
- port: 9996
name: grpc-port
selector:

app: grpc-server-deploy

2. FIITAT &S, tlEService,

kubectl apply -f grpc-server-svc.yaml

FB " : SlEgRPCIRFZiwmHIDeployment
& HDeploymentiE £ L kube/deployment, AT LANodelSiEE B9 gRPCAR S i B9 Deployment X4 groc-
server-node.yami7afl, BI#EgRPCHRSS ik Deployment,

@ 15 B8 Hﬁ%ﬁ%E’\]4/|\Dep10yment%B%Ez’E>‘i app ERERN grpc-server—-deploy , L\)\EEBQRPC
PR3 i% ServicefSelector, R EfMIES Hversiontri® EEFIESAERE .,

1. I E& R groc-server-nodef)YAMLI 4,
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apiVersion: apps/vl
kind: Deployment
metadata:
namespace: grpc-best
name: grpc-server-node
labels:
app: grpc-server-deploy
version: v3
spec:
replicas: 1
selector:
matchLabels:
app: grpc-server-deploy
version: v3
template:
metadata:
labels:
app: grpc-server-deploy

version: v3

image: registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/asm-grpc-server-nod

spec:
containers:
- name: grpc-server-deploy
e:1.0.0

imagePullPolicy: Always
ports:
- containerPort: 9996

name: grpc-port

2. fIITLATHS, tlEDepolyment,

kubectl apply -f grpc-server-node.yaml

$B=: glEgRPCE iz Deployment
EFPHNRSHEEUTRLEARE,

e BBWEMNESFHEEIT, MEFPKTHNBEREMSERER, A, FELIN—PRBEANLAREEF

mARRARL .

o ZPIRFEENEZEGRPC_SERVERNIE, AR FPREREMNNERLIRPCE iR,

AT PAGOIE = BIgRPCE F i B9 Deployment 344 groc-client-go.yamba i, 872 gRPC2 i B Deployment

1. Bl groc-client-goBIYAMLI {4,

85
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apiVersion: apps/vl
kind: Deployment
metadata:
namespace: grpc-best
name: grpc-client-go
labels:
app: grpc-client-go
spec:
replicas: 1
selector:
matchLabels:
app: grpc-client-go
template:
metadata:
labels:
app: grpc-client-go

spec:
containers:
- name: grpc-client-go
image: registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/asm-grpc-client-go:
1.0.0

command: ["/bin/sleep", "3650d"]
env:
- name: GRPC_ SERVER
value: "grpc-server-svc.grpc-best.svc.cluster.local”

imagePullPolicy: Always

2. fITLAT®S, tIEDepolyment,

kubectl apply -f grpc-client-go.yaml

Hdr, command: ["/bin/sleep”, "3650d"] RENXGOBEWIRPCEFIHBIENITHHS, BidSleepdy
FRREFEEFPIRARIET. env FEMNTGRPC_SERVERETE, H{EAN grpe-server-sve.grpe-

best.svc.cluster.local o

FBIN: PERSHNA
1. FEACKSL I El & A grpc-best (ITF B =iE,

alias k="kubectl --kubeconfig S$SUSER CONFIG"

k create ns grpc-best

2. AmBZEEBABEFEASidecar,

k label ns grpc-best istio-injection=enabled

3. BfEService, K8 Deployment,
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kubectl apply -f grpc-svc.yaml

kubectl apply -f deployment/grpc-server-java.yaml
kubectl apply -f deployment/grpc-server-python.yaml
kubectl apply -f deployment/grpc-server-go.yaml
kubectl apply -f deployment/grpc-server-node.yaml
kubectl apply -f deployment/grpc-client-java.yaml
kubectl apply -f deployment/grpc-client-python.yaml
kubectl apply -f deployment/grpc-client-go.yaml
kubectl apply -f deployment/grpc-client-node.yaml

SRKE
MPodfll 56 iF gRPCPR 55 B9 fa #1965
MZE i S BBIERgRPCIRZ i BService, WIFgRPCARSS i Serviced fa #3974,
1. RBUNBFPIHRBRNER,
client java pod=$ (k get pod -1 app=grpc-client-java -n grpc-best -o jsonpath={.items..met

adata.name})

client go pod=$(k get pod -1 app=grpc-client-go -n grpc-best -o jsonpath={.items..metadat

a.name})

client node pod=$(k get pod -1 app=grpc-client-node -n grpc-best -o jsonpath={.items..met

adata.name})

client python pod=$ (k get pod -1 app=grpc-client-python -n grpc-best -o jsonpath={.items.

.metadata.name})

2. EEFHARD, WAPMgRPCRSEZHEIService KEIE K,

k exec "Sclient java pod" -c grpc-client-java -n grpc-best -- java -jar /grpc-client.jar
k exec "Sclient go pod" -c grpc-client-go -n grpc-best -- ./grpc-client
k exec "Sclient node pod" -c grpc-client-node -n grpc-best -- node proto client.js

k exec "Sclient python pod" -c grpc-client-python -n grpc-best -- sh /grpc-client/start c
lient.sh

3. PANodeSEFiHAE, @IT— MER, KWIEGRPCIRS i ServiceHI S 191,

for ((1i = 1; 1 <= 100; i++)); do

kubectl exec "S$client node pod" -c grpc-client-node -n grpc-best -- node kube client.js >
kube result

done

sort kube result | grep -v "A[[:space:]]*$" | unig -c | sort -nrkl

AL

26 Talk:PYTHON
25 Talk:NODEJS
25 Talk:GOLANG
24 Talk:JAVA

FHRETRAMRARBIGRPCAR S ik Service iR HE L BB REL . HBAASMISEISMERIEREY, TJLUBSMTIER IR
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R IE RIS R T AN R A gRPCAR & im Service

M ISIE gRPCAR S 1Y fa 35191

MAHIE KRistiodP B9Ingress Gateway, IIEgQRPCARSS ik ServiceB 7 1197,

1. BRASMIZRIE,

2. EEMEME, EERZWE > MEEE,

3. MR EENE, RIAGRENIS, REIANSMRAEREINTETER,
4. EMGEBEREALMNSMZRTASMMN X, AEEANTEEEERYAMLBIE,
5. EEGEZE, BUTHEENENAES, ARRTEIE.

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
namespace: grpc-best
name: grpc-gateway
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 9996
name: grpc
protocol: GRPC
hosts:

— mxn

6. XEXIngress GatewayfIP,

INGRESS IP=$(k -n istio-system get service istio-ingressgateway -o jsonpath='{.status.loa

dBalancer.ingress[0].ip}")

7. BWIEQRPCAR S i Service B 7 #1917,

docker run -d --name grpc_client node -e GRPC SERVER="S${INGRESS IP}" registry.cn-hangzhou
.aliyuncs.com/aliacs-app-catalog/asm-grpc-client-node:1.0.0 /bin/sleep 3650d

client node container=$ (docker ps -q)

docker exec -e GRPC SERVER="S${INGRESS IP}" -it "$client node container" node kube client.
js

for ((1i = 1; i <= 100; i++)); do

docker exec -e GRPC SERVER="S{INGRESS IP}" -it "Sclient node container" node kube client.
Jjs >> kube result

done

sort kube result | grep -v "~[[:space:]1]*$" | unig -c | sort -nrkl

FREASI Y

26 Talk:PYTHON
25 Talk:NODEJS
25 Talk:GOLANG
24 Talk:JAVA

£ R B RANMRABIgRPCIR S i Service B ML BYIE R E . 1RBIASMIRZISMRIERES, TJLUGSMRIEKRIR
R E R BB 4MRAB gRPCIR S ix Service L,
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5.4. EEgRPCHMURAIR &

BRSSP ASMZ 53 gRPCHMY RS Im TIREE R, AXNBUTR R RPCMXARAHM GRPC APIETIREE
IEO

RORPCIMRAHITREEE

gRPCHMY PR i ServicetliEJava. Go. Node)SFIPythonhRas, LATLA100%5% 258 B Eljavabi AN AR &5 i
ServicefE A3,
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@ Alibabacloud Kubernetes(ACK)

1. BRASMERHEIA,

EEMSHAE, EERSMNE > NEESEE,

EMREERNE, RIFRENIS, BEXLFNSRATREITREEE,
EMBEBFRALZMNSMEEEREEE > BHAAN, AEEANRHEEERAYAMLBIZ,
ERHEZE, AXAETAAUTER, AEREE.,

vk N
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apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
namespace: grpc-best
name: grpc-server-dr
spec:
host: grpc-server-svc
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:
version: v2
- name: v3
labels:
version: v3
- name: v4
labels:

version: v4

6. EMBIFFERELMNSMEEEREEE > BEURS, AEEANTEEEERYAMLBIE,
7. EREHETE, AXKNMEPHAUTER, REREEIE.

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
namespace: grpc-best
name: grpc-server-vs
spec:
hosts:
wakn
gateways:
- grpc-gateway
http:
- match:
- port: 9996
route:
- destination:
host: grpc-server-svc
subset: vl
weight: 100

WIT TS, BIERE100% = HEJavaii KRS i% Service,

for 1 in {1..100}; do

docker exec -e GRPC_SERVER="S${INGRESS TP}" -it "$client node_ container" node mesh clien
t.Jjs >> mesh result
done

sort mesh result | grep -v ""[[:space:]]*$"| unig -c | sort -nrkl

A
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100 TalkOneAnswerMore:JAVA
100 TalkMoreAnswerOne:JAVA
100 TalkBidirectional:JAVA
100 Talk:JAVA

FgRPC AP ITHREE R

RORPCAPIHITHREEEEFANENREEEAL, BYTHWEEEERZEMEIRPCAPI, EANEES
TWoRPCHY BB EER =, TEFAMMYGRPCHIAPI, 4P gRPCHMYARABIService, X B iER—fRkinaYiSE

R, S—MAPIEBIIEEN— T RANRS L.

TalkOne,

ASM
sidecar

Istio-ingressgateway
TalkMoreAnswerOne

ASM
sidecar

—

ASM
sidecar

grpc-client

ASM
sidecar
grpc-client

TalkBidirectional I

grpc-server

ASM
sidecar

ASM
sidecar
grpc-client

!

grpc-server

@ Alibabacloud Kubernetes(ACK)

ASM
sidecar
grpc-client

1. BRASMIZEIE,
2. EEMSEME, ERERSMIE > KSR,

3. AMIEEEE, HEFEENIS, RELANBZRAEREIPETER,
4. EMEFFERALMSMEEFREEE > EMRS, AREaNRELLHEAYAMLEIE,
5. FHETE, AXMEPAANUTER, RAERLEIE,

91

> XHERRA

20220712


https://help.aliyun.com/document_detail/187132.html#task-1963084
https://servicemesh.console.aliyun.com

RAESLE- iR 55 MAZgRPCHMY

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

namespace: grpc-best

name: grpc—server-vs

spec:
hosts:
e
gateways:
- grpc-gateway
http:
- match:
- port: 9996
- uri:

exact: /org.feuyeux.grpc.LandingService/talk
route:
- destination:
host: grpc-server-svc

subset: vl

weight: 100
- match:
- port: 9996
- uri:

exact: /org.feuyeux.grpc.LandingService/talkOneAnswerMore

route:
- destination:
host: grpc-server-svc
subset: v2
weight: 100
- match:
- port: 9996

- uri:

exact: /org.feuyeux.grpc.LandingService/talkMoreAnswerOne

route:
- destination:
host: grpc-server-svc

subset: v3

weight: 100
- match:
- port: 9996
- uri:

exact: /org.feuyeux.grpc.LandingService/talkBidirectional

route:
- destination:
host: grpc-server-svc
subset: v4
weight: 100

RITNTHS, RIEREE—PAPEEHREEEN —MEALIRS.
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for 1 in {1..100}; do

docker exec -e GRPC SERVER="${INGRESS IP}" -it "$client node container" node mesh clien
t.js >> mesh result
done

sort mesh result | grep -v "~[[:space:]]*$"| unig -c | sort -nrkl

FHA R

100 TalkOneAnswerMore:GOLANG
100 TalkMoreAnswerOne:NODEJS
100 TalkBidirectional:PYTHON
100 Talk:JAVA

5.5. BB gRPCIMYURHBINN iR S

TEASMO E X Headersi#(ERI CEC 44, TTLARIBIE RSB ITREER , AN B U{TE T HeaderstE
ASMSLEL N iR 25,

GRPCiri¥HeadersmiZ L%
BR 55w 3K EXHeaders
o EXFGE
o {EMjavaiE S @I RS iHIKE HeadersSLMBEARTT %,
ifm;ﬁ@%ﬁ ServerInterceptor E%DE’\] interceptCall (ServerCall<ReqgT, RespT> call,final Metad
ata m,ServerCallHandler<ReqT, RespT> h) 7552%, @i String v = m.get (k) Sfﬁxheader{ﬁ,%l, g
et HEABZEEA Metadata.Key<String> ,
o EHGOIES BT RS imIKRE HeadersSLME AR E,
metadata.FromIncomingContext (ctx) (md MD, ok bool) , MDE— map([string] []string .,
o {#MNode/SIEE B fRFiHIKE HeadersSLHE AR %,
call.metadata.getMap () , j&lﬁ”ﬁ%ﬁg% [key: string]: MetadataValue , MetadataValue
EEZFES{?‘] string/Buffer o
o {EMAPythoniE =B ARS K IREXHeadersSLME AR 5%,
context.invocation metadata() , IREMEFEEIA2-tuplesfdH, 2-tuplefIEX A ('x','v) , (&
}EH m.key, m.value &ﬂéﬁ{EWJo

b3

e Unary RPC
o {#HjavaiE =iBid RS iHIKREX HeadersSEE Unary RPC,
XfHeadersTo Al .

o {EHGOIEE @RS HIKREXHeadersSEH Unary RPC,

Eﬁiqug?ﬁﬂam metadata.FromIncomingContext (ctx) , T &#ctxkBTalksy AZ,
o {#FNode/SiE =B R S5 imIKREXHeadersSEEL Unary RPC,

T:l_:fj_if |7§| E?ﬁﬂﬁﬁﬁ call.metadata.getMap() o
o {ERAPythoniE =183 R ik Ik EXHeadersSE B Unary RPC,

EH?} |7§| Eﬁﬂam context.invocation metadata() o

e Server streaming RPC

o {EMjavaiE =iEid Bk 5 i 3K EXHeadersSLH Server streaming RPC,
SfHeadersTo R4,
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o {#AGOIES B RS IH KB HeaderssLH Server streaming RPC,
EHEPEHIERA netadata.FromIncomingContext (ctx) , L TNXE# ctx MTalkOneAnswerMore
E"])\% stream EP%%EX stream.Context () o
o {EANode)SiEE BT R i Ik BXHeadersSE I Server streaming RPC,
ERZENEZEAR call.metadata.getMap() o
o {EMAPythoniE 53 AR5 ik IR EXHeadersSL# Server streaming RPC,
Eﬁﬁi P\] E?ﬁﬂaﬁﬁ context.invocation metadata() o

e (lient streaming RPC
o {EMjavaiE =183 Bk 55 i SR EXHeadersSLH Client streaming RPC,
XfHeadersJo &A1
o {#AGOES BT RS kKA HeaderssEHI Client streaming RPC,
ERZEPEHEEA netadata.FromIncomingContext (ctx) , L TFNXE# ctx MTalkMoreAnswerOne
E'\])\% stream EFX;EHR stream.Context () o

ey

o {EMNode/SIEE B RS iHIREXHeaderssLH Client streaming RPC,
EH?%WE?%%FH call.metadata.getMap() o

o {EFAPythonE =181 AR & ik $k Bl HeadersSL M Client streaming RPC,
EH?%WE?%‘EH@ context.invocation metadata() o

e Bidirectional streaming RPC

o {#M)avaiE =B RS ik KB HeaderssL ¥ Bidirectional streaming RPC,
SfHeadersTo R4,

o {EAGOESEIT RS kK HeaderssLH Bidirectional streaming RPC,
ERZEPEEEA netadata.FromIncomingContext (ctx) , L TFMBHE ctx MTalkBidirectionalt A
753 stream EF‘%;EHX stream.Context () o

o {#FANodeJSiE = 18T fR & i $k Bl HeadersSL I Bidirectional streaming RPC,
Eﬁffmﬁ?ﬁiﬁm call.metadata.getMap() o

o {#RPythoniE =&Y IR 55 i KB HeaderssL ¥ Bidirectional streaming RPC,
Z:I_:Tj_if W E?ﬁﬂﬁﬁﬁ context.invocation metadata() o

& Fin&kiXHeaders
o BARIE
o fEfjavalE = BE = FinkiEHeadersSLMERTTE,
;EIMEEE%% ClientInterceptor EEDE"] interceptCall (MethodDescriptor<ReqT, RespT> m , CallO
ptions o, Channel c) Hfﬁ, iiﬂ)&@{ﬁ%ﬂ ClientCall<ReqT , RespT>E§start((Listener<RespT>
1, Metadata h)) Eff, \@ﬁ h.put (k, v) iE}‘Eheader{E“,%\, put 75525)\% k E"]?éggﬁﬂ Metadat
a.Key<String> , v E‘\]?‘e’_ﬂ% String o

o {FHGOET BN EFin&ixHeadersSLME R E,
metadata.AppendToOutgoingContext (ctx, kv ...) context.Context

o {#MNodelSIES B E ik &iXHeadersSLME AR %,
metadata=call.metadata.getMap ()metadata.add (key, headers[key])
o {EMAPythoniEE B E ik KiXHeadersSLMEARTF %,
metadata dict = {} '}E%iﬁ}‘ﬁ metadata dict[c.key] = c.value , E‘ié’%’iﬁﬂa list tuple ;ﬂéﬂ 1

ist (metadata dict.items()) o

e Unary RPC
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o {EHjavaiE BT E iR &iXHeaderssLH Unary RPC,
XtHeadersTo A .

o {FRGOIEEEE ik &iXHeadersSLH Unary RPC,
Eﬁfqugﬁﬂﬁm metadata.AppendToOutgoingContext (ctx, kv) o

o {#FNode/SIEEEE & Fif &iXHeadersSLEl Unary RPC,
ERZEREEEREARTE,

o {EMAPythonE =88 E ik & ZHeaderssLI Unary RPC,
BERZEREEERERTGE,

e Server streaming RPC

o {EMjavaiE 518 E P if Ki%xHeaderssLH Server streaming RPC,
XfHeadersTT A .

o {FFGOES BN E ik ki%HeaderssLH Server streaming RPC,
EAEDEEEE netadata.AppendToOutgoingContext (ctx, kv) o

o {#MANode/SiE =@ iY & P ik & X HeadersSLH Server streaming RPC,
ERZEREEERERTGE,

o {#MAPythoniE & &Y% Fif & ixHeadersSE# Server streaming RPC,
ERERNEREREARTE,

e (Client streaming RPC

o {EMjavaiE =B E ik & i%HeaderssLH Client streaming RPC,
XfHeadersTo A,

o {#AGOESEIYE i A XHeaderssEH Client streaming RPC,
Eﬁiﬁqﬂﬁﬁﬂﬁﬁﬁ metadata.AppendToOutgoingContext (ctx, kv) o

o {EFANode/SiE =S @ id & ik &KX HeadersSL Client streaming RPC,
ERZEREEERERTGE,

o {EMPythoniE=&iTE Fi% & iXHeaderssEI Client streaming RPC,
ERZERNEREREARGE,

e Bidirectional streaming RPC

o {fFjavaiE =BT % P if k%X HeaderssL M Bidirectional streaming RPC,
XfHeadersTo A,

o {FAGOESEITE i &iXHeaderssSLHBidirectional streaming RPC,
EH%EPE?%JEFH metadata.AppendToOutgoingContext (ctx, kv) o

o {#FANode)SiE = @ id & i & %X HeadersSL M Bidirectional streaming RPC,
ERZEREEERERTGE,

o {#RPythoniE =& & Fif &% HeaderssL ¥ Bidirectional streaming RPC,
ERZERNEREREARGE,

Propaganda Headers
HFHREREER LFERERNER THREBEA TR, MWERR—FBERERNTEER, BERBRS
iHIRE B Headers(ER2 %, FHEKIBRE X MWHeadersiIBEAE T REIEKRKNE L%,

BTjavalE S, HMiESHBEER AT X HeadersE BRA, F It TT LA IR % % B Headers-1&i
Headers-Z& i &% HeadersiX = N EB IR fF £ 450 E (S8 8 5 7R W ERSEI

JavaiE = A B AHeaders2 @IS BN =& 282 BISLIAY, HitbPropaganda HeadersFiEE— MR FBFE
By, BERIHAREE, URREEEEERMERKBIENE—ID, AULEEIRERNEFZSE
EERNEHBNRE,
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JavaiE = fISL MR T —FpMetadat a-Context PropagationBI#Ll ,

Context

Context

x-request-id x-request-id

X-b3-traceid

————————————————— Context
X-b3-traceid | '

Context

X-b3-spanid %-b3-spanid

x-b3-parentspanid current() current() }—' x-b3-parentspanid

[y

X-b3-sampled X-b3-sampled

x-b3-flags - X-request-id

x-b3-flags

xX-ot-span-context x-b3-traceid x-ot-span-context

x-b3-spanid
X-b3-parentspanid

X-b3-sampled

Serverinterceptor Clientinterceptor

x-b3-flags

X-ot-span-context

GRPC Method . DownStream

Request

|

EHE%%?E%Z%%‘EERMEQ, &g ctx.withValue (key, metadata) ¥ Metadata/Header ?;Z)\Context, H
EPKey% Context.Key<String> HA %EE%F%EE‘Z%E‘J, &t key.get () ¥ MetadataM
Context LM, get7ABINER context.current() ETX, XHMRIET —RiEKRAIHeadersIEZEFI S A
EANER—TLETX,

B T Propaganda HeaderstSL T, EFGRPCHIHEIKIEB IR A 7 4 LHRIE,
BB 2 A 38 P A% H b
IMREEBZE, BEEMEMNRIEMIEHIS, HEMNEHRINZTEEN.

BARH TRMtracingB R, ZERTERIMERBESNIZHEA, UTLAGRARE, EEMITIEMNIEHA
o

cd go
+ BBE
sh apply.sh
# BRI
sh test.sh

MEZRBHARBER, WiKBMEHRINETLIBERN.
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BERHRS MRHEINITERR.

‘ o -

ASM ‘
sidecar ‘

Istio-ingressgateway

sidecar sidecar

ASM
sidecar

grpe-server

I

grpe-server grpe-server

grpc-server-svel grpc-server-sve2 grpc-server-sve3

@ Alibabacloud Kubernetes(ACK)

mERE

fEVirtualServiced 1833 E X Headers B LB £4, tJASIRFESRISHBITREES . IEBLEEE
APFIZIRATREEENIE, MoullHNBLENBACREEE. REEBINFANBIBES N EEgRPC
YRGS, BUTRVirtualServiceE X 7 Headerstf  server-version=go HIi53K100%:3% 2 88 B2 Go iR A AR
%,

1. BRASMIZRIG,

2. EEMSHE, ERRZME > NEEHE,

3. AMEEENE, HEFEENIA, REXLANBZRAEREIPRETER,

4. EMEFERELMSMEEFREESE > EURS, AREANRNEETEHAYAMLEIE,
5. RGBT E, AXMEPAANUTER, RARRLEIE,

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

namespace: grpc-best

name: grpc-server-vs
spec:

hosts:

e
gateways:

- grpc-gateway

http:
- match:
- headers:
server-version:
exact: go
route:

- destination:
host: grpc-server-svc

subset: v2

weight: 100
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https://help.aliyun.com/document_detail/187134.html#task-1963778
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6.lRZMH&Flagger
6.1. EF Mixerless TelemetrySLH R 55 M

%5 B o] L i

BREMIEASME Mixerless Telemet ryit R, ANESEF[ER/T EEAXHIBNEIE, BN EIEIE N BIRIEIRE
ARMS PrometheuszfPrometheus £, SLIMARSS MAZ oI, A LAPrometheus B, NBUEIETFASM
SEEE N A IS IR S RSN AR 55 0 A% B T 0

Bl iR 544
o EOIRASMIH], BHNRIE, EBLAIEASVLAL,

o ERIEACKER:, BKRME, BB N EIEKubemetesitEREE,
o INMERFRIASMSLAI, BIKEME, BB IIAINEEZIASMELA),

FB—: B¥EPrometheus

1. THistioREXE, HEE, XFistioRxe TEMlt, HSWDownload Istio,
2. B kubect GEZRERE, BIFEME, B2 N ETubect TR EERSE,

3. TUT @S, ZEPrometheus,

kubectl --kubeconfig <kubeconfigfiB> apply -f <fBERIstioREBNE>/samples/addons/promet

heus.yaml

TR tIZRSKHE
1. BRASMEREIA,
EEMSHAE, EERSMNE > NEESE,
EMREERE, RIFERENIM, RELFHNSRAEREIPREEE,
 ERBFBEREENSMEEEMRIA > BXER, AREANTEREIRERE.

. EMEEIR B EHEREDF S EEPrometheus 512545, %EFBHABAPrometheus, EXKIERH
APrometheuspR&S ik, ARERBIARS M Athttp://prometheus:9090, REELEHE.

vos W

@ B AXESEEPometheusHFl, 1R EEHEBISZARMS Prometheus, &2 L&A ARMS
PrometheusSCHp W 4& s f28

EMBRFEREEMNSMEEEREERE > RSFE, TTIEEEME9MEXENvoyFilter,

H$RB=: EEPrometheus
1. EEEIstiof SIS R,
i. BREBRSEEREFSG,
i. EEREEENSHED, BEER.
i. FEBIXNEP, BEEREHSNRAEBREHGNRET THHES,
v. EEREENEANSHEY, EFREEE > BEN,
v. 7EE B IR ST A TR ERIR B &5 43 = /8 A lstio-sysytem, B dprometheusig eI TS .
. EREBEREXAETRNLEEES, RAEREHRE.

<
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https://help.aliyun.com/document_detail/152154.html#task-2370657
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2. MERPrometheus Pod, {$Prometheustit &4,

i. BREBBSEERHS,

i. ERHEENSHES, PEEE,

iii. AEHINRTNETD, EEENEHSRAEBREHOMURIEI THFRS.
v. EEHEERANSHESD, EETHEREK > FR4AH,

v. ERRARNEEF EPrometheustE/E 5 THIMMBR .

vi. EHBRER[RANEERERE .

3. T T®S, EEPrometheusEBEEFH] job name

kubectl --kubeconfig <kubeconfigﬁi§§> get cm prometheus -n istio-system -o jsonpath={.data
.prometheus\\.yml} | grep job name

AR

- Jjob name: 'istio-mesh'
- Jjob name: 'envoy-stats'
- Jjob name: 'istio-policy'
- Jjob name: 'istio-telemetry'
- Jjob name: 'pilot'
- job _name: 'sidecar-injector'
- Jjob name: prometheus
job name: kubernetes-apiservers
job name: kubernetes-nodes
job _name: kubernetes-nodes-cadvisor
- Jjob name: kubernetes-service-endpoints
- job_name: kubernetes-service-endpoints-slow
job name: prometheus-pushgateway
- job_name: kubernetes-services
- Job name: kubernetes-pods

- job name: kubernetes-pods-slow

FEBIY: £ NEREREUE
1. ITUATHS, EAKERDERE podinfo/RFIFF.

i. T#podinfornl R AEIYAMLYX 4, X Fpodinfornfl M8 FE#i, B2 R podinfo,
i. ATLATHS, #BEpodinforrBINA.

kubectl --kubeconfig <kubeconfigﬁi§§> apply -f <podinfo{ﬁ§§>/kustomize/deployment.yaml
-n test

kubectl --kubeconfig <kubeconfigfiBE> apply -f <podinfofiE>/kustomize/service.yaml -n
test

2. T T &S, BRpodinfofifE, PAF4EMEIRIEIREURE.

podinfo pod=$(k get po -n test -1 app=podinfo -o jsonpath={.items..metadata.name})
for i in {1..10}; do

kubectl --kubeconfig "SUSER CONFIG" exec $podinfo pod -c podinfod -n test -- curl -s p
odinfo:9898/version

echo
done

3. EEnvoyB B NN IZIEIREE N,
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https://cs.console.aliyun.com
file:///home/admin/dita-files/output/21702202/task19031342/github.com/stefanprodan/podinfo
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i. MITLAT S, BEREnvoyifIA R BB Bistio_requests_totalis iz 1R,

kubectl --kubeconfig <kubeconfigfiE> exec Spodinfo pod -n test -c istio-proxy -- curl
-s localhost:15090/stats/prometheus | grep istio requests total

TR

istio requests total

# TYPE istio requests_total counter

istio requests total{response code="200", reporter="destination", source workload="podi
nfo", source workload namespace="test",source principal="spiffe://cluster.local/ns/tes
t/sa/default", source app="podinfo",source version="unknown",source cluster="c199d81d4
€3104a5d90254b2a210914c8",destination workload="podinfo",destination workload namespa
ce="test",destination principal="spiffe://cluster.local/ns/test/sa/default",destinati
on app="podinfo",destination version="unknown",destination service="podinfo.test.svc.
cluster.local",destination service name="podinfo",destination service namespace="test
",destination cluster="c199d81d4e3104a5d90254b2a210914c8", request protocol="http", res
ponse flags="-",grpc response status="",connection security policy="mutual tls",sourc
e canonical service="podinfo",destination canonical service="podinfo",source canonica
1 revision="latest",destination canonical revision="latest"} 10

istio requests total{response code="200", reporter="source", source workload="podinfo",
source workload namespace="test", source principal="spiffe://cluster.local/ns/test/sa/
default", source app="podinfo", source version="unknown", source cluster="c199d81d4e3104
a5d90254b2a210914c8",destination workload="podinfo",destination workload namespace="t
est",destination principal="spiffe://cluster.local/ns/test/sa/default",destination ap
p="podinfo",destination version="unknown",destination service="podinfo.test.svc.clust
er.local",destination service name="podinfo",destination service namespace="test",des
tination cluster="c199d81d4e3104a5d%90254b2a210914c8", request protocol="http", response
_flags="-",grpc response status="",connection security policy="unknown",source canoni
cal service="podinfo",destination canonical service="podinfo",source canonical revisi

on="latest",destination canonical revision="latest"} 10
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i. FTUATSE, HKREnvoytIAR B & &istio_request_durationi5 =517,

kubectl --kubeconfig <kubeconfigfiE> exec Spodinfo pod -n test -c istio-proxy -- curl

-s localhost:15090/stats/prometheus | grep istio request duration

FHRs

istio request duration

# TYPE istio request duration milliseconds histogram

istio request duration milliseconds bucket{response code="200", reporter="destination"
,source workload="podinfo", source workload namespace="test",source principal="spiffe:
//cluster.local/ns/test/sa/default", source app="podinfo", source version="unknown",sou
rce cluster="c199d81d4e3104a5d90254b2a210914c8",destination workload="podinfo",destin
ation workload namespace="test",destination principal="spiffe://cluster.local/ns/test
/sa/default",destination app="podinfo",destination version="unknown",destination serv
ice="podinfo.test.svc.cluster.local",destination service name="podinfo",destination s
ervice namespace="test",destination cluster="c199d81d4e3104a5d9%90254b2a210914c8", reque
st _protocol="http", response flags="-",grpc response status="",connection security pol
icy="mutual tls",source canonical service="podinfo",destination canonical service="po
dinfo", source canonical revision="latest",destination canonical revision="latest", le=
"0.5"} 10

istio request duration milliseconds bucket{response code="200", reporter="destination"
, source workload="podinfo", source workload namespace="test",source principal="spiffe:
//cluster.local/ns/test/sa/default", source app="podinfo", source version="unknown", sou
rce cluster="c199d81d4e3104a5d%0254b2a210914c8",destination workload="podinfo",destin
ation workload namespace="test",destination principal="spiffe://cluster.local/ns/test
/sa/default",destination app="podinfo",destination version="unknown",destination serwv
ice="podinfo.test.svc.cluster.local",destination service name="podinfo",destination s
ervice namespace="test",destination cluster="c199d81d4e3104a5d90254b2a210914c8", reque
st protocol="http", response flags="-",grpc response status="",connection security pol
icy="mutual tls",source canonical service="podinfo",destination canonical service="po

dinfo",source canonical revision="latest",destination canonical revision="latest", le=

"1"} 10

HERWIE

1.

N o v ok~ W N

FERARYENARIIREPrometheusfRE . BIRERIE, BBREEHES,
ERBERFEERRHE

s ?%Uﬁ&ﬂﬂ%ﬂﬁfféqﬂ, BEREEH.

HEEBINENEY, REEMEHERAEBREHANEES TS,
AEHEERANSHED, EENE > RS,

7EBR 55 T B Promet heusd 8 % s 5 T B9 IPHBAL
fEPrometheusth i Nistio_requests_total, #dExecute,

W TERTR, $B8PrometheussE s M R ISR HE AR AT
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https://help.aliyun.com/document_detail/86512.html#task-1779995
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Enable query history Use local time
Q |stio_requests_total Execute
4 tion

Table Graph

n Evaluation time

Ietio_reguests_lolal{connection_security_policy="mutual_tls", destination_app="podinfa", destination_canonical_revision="latest", 10
destination_canonical_service="podinfo”, destination_cluster="c199d81d4e3104a5d90254b2a210914c8", destination_principal="spiffe://cluster.local/ns ftest/sa/default”,
destination_service="podinfo.test. svc.cluster. local”, nestlnlllun service_name="podinfo", ination_service_r "test”, destination_wersion="unknown",
destination_workload="podinfo®, ination_y “tast”, i *172.20.0.6:15090", job=", erwuy -stats”, namespace="test", pod_name="podinfo-

5588bbf749-dbSqgg”, reporter="destination", roquest_urotocol_ hitp”, response_code="200", response_flags="-", source_app="podinfo”,
source_canonical_revision="latest", source_canonical_service="podinfo", source_cluster="c199d81d4e3104a5d90254b22210914c8",
source_principal="spiffe://cluster local/ns/test/sa/default”, source_version="unknown", source_workload="podinfo", source_workload_namespace="test"}

istio_requests_total {[connection_security_policy="unknown", destination_app="podinfo®, destination_canonical_revision="|atest", 10

destination_canonical_service="podinfo", destination_cluster="c139d81d4e3104a5490254b22210914c58", destination_principal="spiffe:|/cluster.local/ns test/sajdefault",

destination_service="podinfo.test.svc.cluster.local”, dssllnﬂloﬂ_nrviu name="podinfc”, destination_service_r P “test”, destination_wersion="unknown",

destlnatlon _worklead="podinfo®, ination_workload “test", i *172.20.0.6:15090", job="envoy-stats", namespace="test", pod_name="podinfo-
5588bbi749-db9qq”, reporter="source”, request_| prntm:nl "hitp®, response_code="200", response_flags="-", source_app="podinfo®,

source_canonical_revision="latest", source_canonical_service="podinlo”, source_cluster="c199d81d4e3104a5d90254b2a210914c8",

source_principal="spiffe://cluster.local/ns/test/sa/default”, source_version="unknown", source_workload="podinfc", source_workload_namespace="test"}

Remove Pane

6.2. EFMixerless TelemetrySLIL N ™
N

FREMIEASME Mixerless Telemet ryiz R, AMEBF[EAT EEARXBNBNEEE., &TUERPrometheus®
EF’ﬁHE’J EXRHE. BERER. POONHEIEIR. HPATILMRIEREZNE RS, BKEIR. PIINHEIER
BITEDY EE. AXNEUEE FMixerless TelemetrySLIMN B 455,

AR R
fE FPrometheussR &R A 121548 . BRRIE, ES N E T Mixerless Telemet ry=LHL AR 25 A% B ST WL
5%—: ‘&B%metrics—adapter*ﬂflagger loadtester
Tkubect GEH#ERE, BMMNEIE, BEEiTkubect T EiEEEE,
2. HITUAT®S, EBEmetrics-adapter,

@ 88 *Fmetrics-adapter=BMA, 55 Mdemo_hpa.sh,

helm --kubeconfig <kubeconfigfiE> -n kube-system install asm-custom-metrics \ SKUBE METR
ICS ADAPTER SRC/deploy/charts/kube-metrics-adapter \

--set prometheus.url=http://prometheus.istio-system.svc:9090
3. iEmetrics-adapterZffE 55,
i. MATUT &S, & metrics-adapterfiPodEHEE R,

kubectl --kubeconfig <kubeconfigﬁi§> get po -n kube-system | grep metrics-adapter

TRHRE L

asm-custom-metrics-kube-metrics-adapter-6£fb4949988-ht8pv 1/1 Running 0
30s
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https://help.aliyun.com/document_detail/254054.html#task-2081729
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i. {ITLLTES, &Fautoscaling/v2betadCRDEFZ ISR,

kubectl --kubeconfig <kubeconfigfiE> api-versions | grep "autoscaling/v2beta"

TRHR

autoscaling/v2betal

autoscaling/v2beta2

i. ITUTHE, BEmetrics-adapterZBEZi55,

kubectl --kubeconfig <kubeconfigfiE> get --raw "/apis/external.metrics.k8s.io/vlbetal

" Ja .
AR

{

"kind": "APIResourcelist",

"apiVersion": "v1",
"groupVersion": "external.metrics.k8s.io/vlbetal",
"resources": []

}

4. ZREflagger loadtester,
i. T#flagger loadtesterfdYAMLI 4, *Fflagger loadtesterfd YAMLX 4 T #itit, 55
iflagger,
ii. ITULT®HS, EEflaggerloadtester,

kubectl --kubeconfig <kubeconfigfiBE> apply -f <flaggerBIfiE>/kustomize/tester/deploy

ment.yaml -n test
kubectl --kubeconfig <kubeconfigfiE> apply -f <flaggerBIfIE>/kustomize/tester/servic

e.yaml -n test

$EB" . BIEHPA
1. BIERBIENAEREE (istio_requests_total) ¥ FHERHIHPA,
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https://github.com/fluxcd/flagger
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i. ERUTRE, tI@— P& Rrequests total hpatiYAMLI

apiVersion: autoscaling/v2beta?2
kind: HorizontalPodAutoscaler
metadata:

name: podinfo-total

namespace: test

annotations:

metric-config.external.prometheus—-query.prometheus/processed-requests-per-second:

sum(rate (istio requests total{destination workload namespace="test", reporter="d
estination"} [1m]))
spec:
maxReplicas: 5
minReplicas: 1
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: podinfo
metrics:
- type: External
external:
metric:
name: prometheus—query
selector:
matchLabels:
query-name: processed-requests-per-second
target:
type: AverageValue

averageValue: "10"
m annotations: & ENANPod&Z R M AIEXREE (istio_requests_total) FIMHTY HES.
m target: HNABFEKRHFENFHEXRTFETFT 10N, NEANPod=EHYT &.
i. AITATE<S, BIEHPA,

kubectl --kubeconfig <kubeconfigﬁi§§> apply -f resources hpa/requests total hpa.yaml
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iii. FIEHPASBE &N .
kubectl --kubeconfig <kubeconfigfiE> get --raw "/apis/external.metrics.k8s.io/vlbetal
"l dg .
FREA%H -

"kind": "APIResourcelList",
"apiVersion": "v1",
"groupVersion": "external.metrics.k8s.io/vlbetal",
"resources": [
{

"name": "prometheus-query",

"singularName": "",

"namespaced": true,

"kind": "ExternalMetricValueList",

"verbs": [

"get"

2. FAUTRE, HERIBEFYIR (istio_request_duration_milliseconds_sum) ¥ FEZRHIHPA,

WEBRFLTERY BRNHPANERSE, B2 L,

105
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apiVersion: autoscaling/v2beta?2
kind: HorizontalPodAutoscaler
metadata:
name: podinfo-latency-avg
namespace: test
annotations:
metric-config.external.prometheus—-query.prometheus/latency-average: |
sum(rate (istio request duration milliseconds sum{destination workload namespace="te
st", reporter="destination"} [1m]))
/sum(rate (istio_request duration milliseconds_count{destination workload namespace=
"test", reporter="destination"} [1lm]))
spec:
maxReplicas: 5
minReplicas: 1
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: podinfo
metrics:
- type: External
external:
metric:
name: prometheus-query
selector:
matchLabels:
query-name: latency-average
target:
type: AverageValue

averageValue: "0.005"
o annotations: REHPARZEIFIPFEIR (istio_request_duration_milliseconds_sum) SIDEATH 48
Féo
o target: HFIFTEIRMFHBEKRFEF0.00558Y, MAKIPodLBETEMY B,
3. EAMUTRE, BERIEPISHA (istio_request_duration_milliseconds_bucket ) ¥ 4EZSHIHPA,
BERBPISHAYT BENHPANERKRS R, BN LEX,

> MAEhRA: 20220712 106



BIESL - RS MEFlagger

apiVersion: autoscaling/v2beta?2
kind: HorizontalPodAutoscaler
metadata:

name: podinfo-p95

namespace: test

annotations:

metric-config.external.prometheus—query.prometheus/p95-latency:
histogram quantile(0.95,sum(irate (istio request duration milliseconds bucket{destin

ation workload namespace="test",destination canonical service="podinfo"}[5m]))by (le))
spec:

maxReplicas: 5
minReplicas: 1
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: podinfo
metrics:
- type: External
external:
metric:
name: prometheus-query
selector:
matchLabels:

query-name: p95-latency
target:

type: AverageValue

averageValue: "4"

o annotations: RENAKIPodEZEIPISAF (istio_request_duration_milliseconds_bucket ) 0
T ES.

o target: HPISHMHFHEXRFETI4H, NANPod=EHT B,
KiENBY &8
TN RERSEAS, WIEHNAEREEATFEF 106, NANPdRESEHNETT A,
1. PITUTHS, BT 7ML, QPSH10, H A A 285>

alias k="kubectl --kubeconfig S$SUSER CONFIG"

loadtester=$(k -n test get pod -1 "app=flagger-loadtester" -o jsonpath='{.items..metadata
.name}')

k -n test exec -it ${loadtester} -c loadtester -- hey -z 5m -c 2 -g 10 http://podinfo:989

o -z : FERIFLEYE,
o -c ! BEXRH=E,
o -q @ BERHEH.
2. ITUAT 8L, EFPod BB,
watch kubectl --kubeconfig $USER CONFIG -n test get hpa/podinfo-total

FRHEASI Y
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Every 2.0s: kubectl --kubeconfig /Users/han/shop config/ack zjk -n test get hpa/podinfo
East6Cl6G: Tue Jan 26 18:01:30 2021

NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
podinfo Deployment/podinfo 10056m/10 (avg) 1 5 2 4m45s

a[AES repricas A2, WHAHFINANPodEHE N2,
3. TUT @S, BT T —NFES7. QPSATS, HARHAN209EK,
alias k="kubectl --kubeconfig SUSER CONFIG"
loadtester=$(k -n test get pod -1 "app=flagger-loadtester" -o jsonpath='{.items..metadata
.name}")

k -n test exec -it ${loadtester} -c loadtester -- hey -z 5m -c 2 -g 15 http://podinfo:989
8

4. PITUTHS, EFPodY BER.

watch kubectl --kubeconfig SUSER CONFIG -n test get hpa/podinfo-total

AR

Every 2.0s: kubectl --kubeconfig /Users/han/shop config/ack zjk -n test get hpa/podinfo
East6Cl6G: Tue Jan 26 18:01:30 2021

NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
podinfo Deployment/podinfo 10056m/10 (avg) 1 5 3 4m45s

AILAEER| repricas A3, HBINFABPod#EN3, HEREEISKEIEM, NANPodBIHHITTH
B, BONNAREK, TTPAEE rernicas E#HT A1, BEBEXREUES, NEANPodBIMTT 4

'eo

6.3. EFMixerless TelemetrySCH #={
R &

BRSSPI ASME Mixerless TelemetryiiR, RS BRRMT ERARKBNIIE, ENHIEIE N KRISITR
Prometheus3E £, Flaggerm—/\r"ﬁﬁ&_?ﬁmﬁzéEEJ]E’JIE Flaggera] I 55 Promet heusth i [a] 35 AR 45 51
RERGHRE, KXNBUTETF Mixerless TelemetrySLH X R E L .

CIE S5

fE A PrometheusE &M i iR 124648, BMEIE, BE I E T Mixerless Telemet rySEHL AR 55 WA B9 BT 00N

MK E R DRE

1. #EAPrometheus, {EPrometheusX &R A K IRIEHR.

ZREFlaggerflGateway,

Ef&Eflagger-loadtester, BTN E & 7 M B2 K FH &9 Pod 3Ll ,

#BE3.1.0kR AR podinfof A, EARGINA.

EEHPA, 1RE HpodinfoiZFAICPUERZEIXZI9%ET, BRSHITY B,

EZCanary, RELYPIIN N IEEIFE305IA 5000t , ZE S 32ER10%89 L4 1N S [[ podinf o iz B 8937

Eo

7. Flagger&E#lpodinfofi A, £mM—1&Apodinfo-primaryfIN A, podinfol&4E A& E R4 K
Deployment, podinfo-primary${E /47 iz A& Deployment ,

8. AA#kpodinfo, EKEMANpodinfofZ AR A3.T.1RA,

.O\.U"P.L“!\’
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9. FlaggerisizPrometheusd i [AiERZFIRERHNRE. HPIINH BIEERFEL30sIAF5008%, Flagger
BHIEBR10% M LA IS [ 3.0 RANpodinfoN B E. BNHPASRIBERERR, BET S
podinfofPod, #5Z&podinfo-primaryfiPod,

BEPR
1. Bidtkubect | T EEEEERE,
2. fTAT <, BBEFlagger,

alias k="kubectl --kubeconfig SUSER CONFIG"

alias h="helm --kubeconfig SUSER CONFIG"

cp SMESH CONFIG kubeconfig

-n istio-system create secret generic istio-kubeconfig --from-file kubeconfig
-n istio-system label secret istio-kubeconfig istio/multiCluster=true

repo add flagger https://flagger.app

repo update

apply -f SFLAAGER SRC/artifacts/flagger/crd.yaml

upgrade -i flagger flagger/flagger --namespace=istio-system \

(=R e e N e

--set crd.create=false \

--set meshProvider=istio \

--set metricsServer=http://prometheus:9090 \

--set istio.kubeconfig.secretName=istio-kubeconfig \

--set istio.kubeconfig.key=kubeconfig

3. @idkubect EEZEASMSLAI
4. BRER KA,
i. EFRUTRE, tIEE A public-gatewayt YAMLI {4,

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: public-gateway
namespace: istio-system
spec:
selector:

istio: ingressgateway

servers:
- port:

number: 80

name: http

protocol: HTTP

hosts:

_ nxn

i. FATUAT <L, SBEMXMN,

kubectl --kubeconfig <ASM kubeconfigMY{IE> apply -f resources canary/public-gateway.y

aml

5. HITUT®HS, EACKEREEREflagger-loadtester,

kubectl --kubeconfig <ACK kubeconfigfIfiiE> apply -k "https://github.com/fluxcd/flagger//k

ustomize/tester?ref=main"

6. FITUU TS, EACKEREIZpodinfofIHPA,
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kubectl --kubeconfig <ACK kubeconfigBIfiE> apply -k "https://github.com/fluxcd/flagger//k

ustomize/podinfo?ref=main"

7. FEACKEREERZ Canary,
@ B ETFCanaryfEMANE, 52 DHow it works,

i. ERUTRS, SIS A podinfo-cananfiYAMLI 4,

apiVersion: flagger.app/vlbetal
kind: Canary
metadata:
name: podinfo
namespace: test
spec:
# deployment reference
targetRef:
apiVersion: apps/vl
kind: Deployment

name: podinfo

# the maximum time in seconds for the canary deployment

# to make progress before it is rollback (default 600s)

progressDeadlineSeconds: 60
# HPA reference (optional)
autoscalerRef:
apiVersion: autoscaling/v2beta?2
kind: HorizontalPodAutoscaler
name: podinfo
service:
# service port number
port: 9898
# container port number or name (optional)
targetPort: 9898
# Istio gateways (optional)

gateways:

- public-gateway.istio-system.svc.cluster.local

# Istio virtual service host names (optional)
hosts:
— %1
# Istio traffic policy (optional)
trafficPolicy:
tls:
# use ISTIO MUTUAL when mTLS is enabled
mode: DISABLE
# Istio retry policy (optional)
retries:
attempts: 3

perTryTimeout: 1ls

retryOn: "gateway-error,connect-failure,refused-stream"

analysis:
# schedule interval (default 60s)

interval: 1m

# max number of failed metric checks before rollback

threshold: 5

# max traffic percentage routed to canary
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# percentage (0-100)
maxWeight: 50
# canary increment step
# percentage (0-100)
stepWeight: 10
metrics:
- name: request-success-rate
# minimum req success rate (non 5xx responses)
# percentage (0-100)
thresholdRange:
min: 99
interval: 1m
- name: request-duration
# maximum req duration P99
# milliseconds
thresholdRange:
max: 500
interval: 30s
# testing (optional)
webhooks:
- name: acceptance-test
type: pre-rollout
url: http://flagger-loadtester.test/
timeout: 30s
metadata:
type: bash
cmd: "curl -sd 'test' http://podinfo-canary:9898/token | grep token"
- name: load-test
url: http://flagger-loadtester.test/
timeout: 5s
metadata:
cmd: "hey -z 1lm -g 10 -c 2 http://podinfo-canary.test:9898/"apiVersion: fla
gger.app/vlibetal
kind: Canary
metadata:
name: podinfo
namespace: test
spec:
# deployment reference
targetRef:
apiVersion: apps/vl
kind: Deployment
name: podinfo
# the maximum time in seconds for the canary deployment
# to make progress before it is rollback (default 600s)
progressDeadlineSeconds: 60
# HPA reference (optional)
autoscalerRef:
apiVersion: autoscaling/v2beta?2
kind: HorizontalPodAutoscaler
name: podinfo
service:
# service port number
port: 9898
# container port number or name (optional)
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targetPort: 9898
# Istio gateways (optional)
gateways:
- public-gateway.istio-system.svc.cluster.local
# Istio virtual service host names (optional)
hosts:
— %1
# Istio traffic policy (optional)
trafficPolicy:
tls:
# use ISTIO MUTUAL when mTLS is enabled
mode: DISABLE
# Istio retry policy (optional)
retries:
attempts: 3
perTryTimeout: 1s

retryOn: "gateway-error,connect-failure,refused-stream"

analysis:

# schedule interval (default 60s)
interval: 1m
# max number of failed metric checks before rollback
threshold: 5
# max traffic percentage routed to canary
# percentage (0-100)
maxWeight: 50
# canary increment step
# percentage (0-100)
stepWeight: 10
metrics:
— name: request-success-rate
# minimum req success rate (non 5xx responses)
# percentage (0-100)
thresholdRange:
min: 99
interval: 1m
- name: request-duration
# maximum req duration P99
# milliseconds
thresholdRange:
max: 500
interval: 30s
# testing (optional)
webhooks:
- name: acceptance-test
type: pre-rollout
url: http://flagger-loadtester.test/
timeout: 30s
metadata:

type: bash

cmd: "curl -sd 'test' http://podinfo-canary:9898/token | grep token"

- name: load-test
url: http://flagger-loadtester.test/
timeout: 5s

metadata:

cmd: "hey -z 1m -g 10 -c 2 http://podinfo-canary.test:9898/"
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m stepieight : REZRSVRMNBERL, RAREAI0,
B max @ REPIINMENE.
®  interval @ IREPIINTHIFLLAETIE,

i. ATLAT8<, BiECanary,

kubectl --kubeconfig <ACK kubeconfigﬂ@ﬁiﬁ§> apply -f resources canary/podinfo-canary.y

aml

8. ITLAT <, ¥podinfoM3.1.0HKF3.1.15RA,

kubectl --kubeconfig <ACK kubeconfigﬂgﬁiﬁi> -n test set image deployment/podinfo podinfod=
stefanprodan/podinfo:3.1.1

SIE AR = &
RITUTHS, BERERMRLR.

while true; do kubectl --kubeconfig <ACK kubeconfigE@ﬁiE§> -n test describe canary/podinfo; sl

eep 10s;done

FRERHIW :
Events:
Type Reason Age From Message
Warning Synced 39m flagger podinfo-primary.test not ready: waiting for ro

llout to finish: observed deployment generation less then desired generation

Normal Synced 38m (x2 over 39m) flagger all the metrics providers are available!

Normal Synced 38m flagger 1Initialization done! podinfo.test

Normal Synced 37m flagger New revision detected! Scaling up podinfo.test
Normal Synced 36m flagger Starting canary analysis for podinfo.test
Normal Synced 36m flagger Pre-rollout check acceptance-test passed
Normal Synced 36m flagger Advance podinfo.test canary weight 10

Normal Synced 35m flagger Advance podinfo.test canary weight 20

Normal Synced 34m flagger Advance podinfo.test canary weight 30

Normal Synced 33m flagger Advance podinfo.test canary weight 40

Normal Synced 29m (x4 over 32m) flagger (combined from similar events): Promotion comp

leted! Scaling down podinfo.test

AIUAEE, HE3.1.1RA podinfoi AR EZ MM 10%1%40%,
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7.0 A= B PR
7.1. XopRAZ | FRZIHEEGEHTENERE
il

Kubernetes%ﬂéﬂij AT EZENRSHRRAEERT, ANMAERREGRETETNRSTLLARETE
PRS ., BUUERHASMER SRR, INEERE, LHWEILAGZZE THLERSHDBHE X E T IR
%, Mﬁ‘ﬁB“ﬂiEHBA K3 PAdemo-frontendfldemo-serversn B =@ A4, NEuaERBRAGRIELIXBESR
BB RS HFRES.,

AR &G
INEBEIASMES, BARIE, BSFMmEREIASMLA,

L B—: FASidecarftE
AmAZEFEASidecarfE, EFXiZmEAZTE THRSETENERE,
1. $#Edemo-frontendfldemo-serversn & = d],
i. BRASMIEHIS
i. BEMSHE, EFRSZME > RMEEE,
ii. ENEERRE, KEGERENIS, PEIHNSHRAERIEINPETER,
iv. EMFFRNEALMNSMAZEEMIELH > 2REaa<E, AREANNHELTHE.
v. EFEHE B ERIZEZTRAdemo-frontend, RERTHE.
vii EEHITULESE, tlEdemo-serveris E =8,
2. AAdemo-frontendfldemo-serverds & = [EE A Sidecari{ 12,
i. 2R nETERHEETdemo-frontendin Z =B EMBEFE NG THIS ASidecarB&IEA .,
i. FHRIANIEERTHRE.
i. EERITULELSE, Ademo-serverssZ 2 EiE A Sidecarft i,

SR IENERS

#Edemo-frontend&Z =B T Ol X iEiE KMsleepfRss:, Edemo-serveras & = ia) TSI @ AIhtt pbinfk

e

1. Bitkubect | T B EEEERE,
2. fEdemo-frontend&r & =8 T £l & sleepfRsS .
i. EFRUTRE, tliEsleep.yaml,
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apiVersion: vl
kind: ServiceAccount
metadata:
name: sleep
apiVersion: vl
kind: Service
metadata:
name: sleep
labels:
app: sleep
service: sleep
spec:
ports:
- port: 80
name: http
selector:
app: sleep
apiVersion: apps/vl
kind: Deployment
metadata:
name: sleep
spec:
replicas: 1
selector:
matchLabels:
app: sleep
template:
metadata:
labels:
app: sleep
spec:
terminationGracePeriodSeconds: 0
serviceAccountName: sleep
containers:
- name: sleep
image: curlimages/curl
command: ["/bin/sleep", "3650d"]
imagePullPolicy: IfNotPresent
volumeMounts:
- mountPath: /etc/sleep/tls
name: secret-volume
volumes:
- name: secret-volume
secret:
secretName: sleep-secret

optional: true

ii. ITUTEE, tlEsleephRs.

kubectl apply -f sleep.yaml -n demo-frontend

3. #£demo-serverap & =8 T & htt pbinfR % .
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i. ERUTRE, tI@&httpbin.yaml,

apiVersion: vl
kind: ServiceAccount
metadata:

name: httpbin
apiVersion: vl
kind: Service
metadata:

name: httpbin

labels:

app: httpbin

service: httpbin

spec:
ports:

- name: http

port: 8000

targetPort: 80
selector:
app: httpbin
apiVersion: apps/vl
kind: Deployment
metadata:
name: httpbin
spec:
replicas: 1
selector:
matchLabels:
app: httpbin

version: vl

template:
metadata:

labels:
app: httpbin
version: vl

spec:

serviceAccountName: httpbin

containers:

- image: docker.io/kennethreitz/httpbin
imagePullPolicy: IfNotPresent
name: httpbin
ports:

- containerPort: 80

i. FTUT®ES, BlZhttpbiniRs,

kubectl apply -f httpbin.yaml -n demo-server

4. BIEMIRARSS =2 & A IhiE ASidecar,
i. BRAEBBSEERTHS,
i. ERAHEENSHES, PEEE,
iii. AEHINRTNETD, EEEREHSRAEBREHONVRIEI THFRS.
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v. EEHEERENSHESD, EETHERE > FR4H,
v. FABRERHE S TsleepRESMBRAEZR,
ERBRE T LLERistio-proxy, BBAsleepfR$ZEASidecariii.

vi. EEITIU ESE, TJAEE httpbinfR$SEASidecarf i,
TER=: fIEXNFIMIAIL
RN ESMIANE, EFENKRBERTISHRSEHTEN,

1. BRASMEEEIA,

BEEMSHE, EERSME > MIEEE.
EMEEERE, RIFERENIS, REXLANSHRAERENPREEE,
EMBFBERAELNSHEEEZEERTS > ¥FSMIAILE.
ENESHIANEREELAENEmMTLSER .,
. REWZZE Ademo-frontend, BWIAZTR, IREmMTLSER ASTRICTER, AFBRERE.
. EEHFULESE, Ademo-serversn & = aE BN E X % SINIE,
R : WU ARACRIESTIXY B 65 2 = 8 AR 551 i8] A9 4=

BB RIS AR R EE, RO AL 8 iFdemo-frontend & =18 THIPR S il demo-server TR S,
LI BT ERSIH IR,

1. BIEREAUKRES, Z1EXBdemo-frontend&& = EHIFEIER,
i BRASMIZFIA,
i. EEMSHME, ERRZSNE > NEEE,
ii. EMNBERRE, KEGFERENI, BEIFNBMRAERIEINPRTER,
v. EMBFRRALMSMEEEZEERS > BERRE, AREGNREREECIE.
v. REENKBRSH, RAEREE.

N ooouvos W N

2H BA

WEEE REE =8 demo-server,
R BMNERCRERER,

i REKBE ARULES,

wE R EFEADENY,

HBERRREAX, 2HEEMBERKBERFES,
BEREKIR BHEIEMERKR, REBRKR
Ef Anamespaces, {Endemo-frontend,

2. iziahttpbinfRss .
i. BREBRSERENS.
i. FRHEENSHEEY, REEH,
ii. FEHIXNEF, BEETEHSNRAEBREHGNRETITHHES.
v. EEHEERANSHESD, EBRTHERR > FR4.,
v. TERANEETsleepBREGMRETI THREG, BHEEE: sleep,
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vi. ERRALIFPRTUTHS, HiahttpbiniRss,

curl -I httpbin.demo-server.svc.cluster.local:8000

FRERE -
HTTP/1.1 403 Foribidden
REI F4R, HEEAIEhttpbinfRE KM, demo-frontendds & =8 TR i@ demo-server ©
BIBRSS KM
3. BBEERRBEMIENALLOW, FIFXEdemo-frontenddn& =B/ IEIEK,
i BRASMIZFIA
i. EEMSHME, %FHE%W% > MIEEE,
iii. EMRERTNE, RIGEENIS, PEIFNSRAEREINPIEEER,
v. EMZFEREALNSMHEZERSEERS > BRURE.,
v. ERRREUE 2T ERRBANRES THYAML,
vi. ERBEIRERactionSHEAALLOW, AEREHE.
4, fEsleepBB{ELKIFPHITUTSHS, HighttpbinfRss .

curl -I httpbin.demo-server.svc.cluster.local:8000

AL

HTTP/1.1 200 OK

REPA LR, 1B EhttpbinfRE LTI, demo-frontendss &= 8 T HIARSZ T AIE EifEldemo-
server FEIARS .

TAER, BIEEERDenytIZNER/E, demo-frontendds& =8 T BRI iEdemo-server FEERSS
S, REBRISSUEEIIENALLOW, demo-frontend®& 2818 FBIARS 5 ialdemo-server T B BR 55 Bk
I, HIEESENRERFBEGE=ERESHRMAN.

7.2. Xop & 22 8 T AR SS 1 o) S50 R uh 317 1%
A=

Kubernetes& B i iINet workPolicyBEBE R HI L AP ER M ik R F I F LR E =B THRSEHE, B2
NetworkPolicy® A XX ML BB LLRERE, WNARE., USLZ2HNFRIPABENM, BolMERASMER
2R, HDESEERE, TUNGEZETRS LI TEAIRE, NmBREXE, A3
demo-frontendds & == B aliyun.comMig A6, NBa{afRE demo-frontendfs& = 8 TR LEARS X5 1E
YMER M aliyun.com

Al SR

WINEBEASMSERI, BARERME, BB AMEE 2 ASMEA,

$B—: F ASidecarfCIE
A REEANSdecarfRiB, ETFXHZGEZE THRSHITENREE,

1. #FHEdemo-frontendis 2 d.,
ERASMIZH A
i. EEMSHE, EFRFWE > MEEE,
ii. ZMEERRE, KEGERENIS, PEIONSHREAERIEINPRTER,
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iv. EMBEBEREAENSRZEEMELH > 2EHE=E, AEEGNREREHE.
v. EFE S A E B ERIEEZFRIdemo-frontend, REBEHE.
2. Ademo-frontend& & = E)iF ASidecarft
i. E2RwEZTERAHEETdemo-frontendi =B EMBEFE NG TS ASidecarBaIEA .,
i. ERINEFERTHE.
TR ENHRS
#£demo-frontend&s & = /8 T Bl sleephR %S .
1. @Tkubect | T B,
2. f£demo-frontend&s & = 8] T el iEsleepiRSS .
i. FRUTRE, tliEsleep.yaml,
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apiVersion: vl
kind: ServiceAccount
metadata:
name: sleep
apiVersion: vl
kind: Service
metadata:
name: sleep
labels:
app: sleep
service: sleep
spec:
ports:
- port: 80
name: http
selector:
app: sleep
apiVersion: apps/vl
kind: Deployment
metadata:
name: sleep
spec:
replicas: 1
selector:
matchLabels:
app: sleep
template:
metadata:
labels:
app: sleep
spec:
terminationGracePeriodSeconds: 0
serviceAccountName: sleep
containers:
- name: sleep
image: curlimages/curl
command: ["/bin/sleep", "3650d"]
imagePullPolicy: IfNotPresent
volumeMounts:
- mountPath: /etc/sleep/tls
name: secret-volume
volumes:
- name: secret-volume
secret:
secretName: sleep-secret

optional: true

ii. ITUTEE, tlEsleephRs.

kubectl apply -f sleep.yaml -n demo-frontend

3. BIEMIXARSS 2 & EASidecari i,
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SEE- 0n 2 = B R AR BR S5 A&

[

REBRFSEERTS,

i. ERHEENSHES, REEH,

ii. FEHIXNEP, BEEGEHSMRAEBREHGNRETITHHES,

v. EEHEERANSHESD, ERTHERE > FR4.,

v. ERBATEE HsleepRENBB/AER,
EABRETOLEistio-proxy, BiBAsleepfRsZEASidecariiii,

SER= tflghinom:x
BRSSP BOARSS 5 MRS S MBS B, aTMIBIE M X EERE. BEHOMXNENERE, B0
ERUREHRT AN,

1.

ok wN

BRASMIEFIS .

EEMSHE, EERSME > MIEER,

EMEEERE, RAFEENIS, REXLANBRAEREIIPEEER,
EMBFEREAMNSMEREASMMNX, AEEANTEREIE,

BMALOMXEIR, ERBEEH, REMXXRElE-HO, AFREEEIE. ARELHON
X BZ R Negressgateway,

SERN: SENESMIAE
IR S S INE, BT EARKIERTLSH RS TR,

1.

o vk wN

BRASMEEHIA,

EEMSHAE, EERSMNE > NEESEE,

EMREERE, RIFERENIM, REIFNSRAEREINPREERE,
EMBEBRALZMNSMEEEZTEELE > WESMIAIE.
ENSFSMANEREREEZN@mTLSER

REWE T E Ndemo-frontend, MARZIR, REMTLSENX NSTRICTE, REREHEIE.

SRBRA: RESEBRSHHE RS
BARIMERARSS 0I5 D KBS N AR VPR B2 BAMERARSS . 9 T SIS EMNIMISET I ias], EBERE
SNBSS/ 1E) S BE OREGISTRY_ONLY, 530 ServiceEnt ryBI§h 8 BR 554 T 45 IR 55 S ch B R 3 5 1D

1.

2.

RE MR AR ST RO 18 R B

i BRASMIZFIA,

i. EEMSME, EERFSME > HESE,

iii. EMRERTNE, RIGFERENIV, RPEIFNSRAEREINPIEEER,
iv. EMRIFEREAEANSHALERSidecarE® (HEHE) > SidecarKBRE.

v. A2 B RETREHINBRSH AR, BEEXNSMEIRSS 07 B KB
OutboundTrafficPolicy JREGISTEY_ONLY, AFBEEEHMIRE.

Y& SMERBR S5 E M B ServiceEntrydh,

i EMBRFEREAEMNSMEERERSTHRAREE > RSEE, AREANRERLERAYAML
&,
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i. REWAZE Aistio-system, BUTABEHBXAED, REANE.,

apiVersion: networking.istio.io/vlbetal
kind: ServiceEntry
metadata:

name: aliyuncom-ext

namespace: istio-system
spec:

hosts:

- www.aliyun.com
location: MESH EXTERNAL

ports:
- name: http
number: 80

protocol: HTTP
- name: tls

number: 443

protocol: TLS

resolution: DNS

iﬁf’\ ﬁuﬁiﬂb%%m%
BIZEMEMN . B EMRS, {Fdemo-frontendsi Z= B THRERBIHOMX, BHEOMXE
IS ERR L,

1. BIBRXFN,
i. BRASMIZFIA,
i. EEMESME, EERFSME > MESE,
iii. EMRERTNE, RIGEENIS, PEIFNSRAEREINPIEEER,
v. ENEFEREALMNSMZEEREESE > NXAN, AREANTHEREERYAMLBIE,
v. REM B ZE Aistio-system, FUTHAREFIBIXAKIE, AERTOIE.

apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:
name: istio-egressgateway
namespace: istio-system
spec:
selector:
istio: egressgateway
servers:
- port:
number: 80
name: http
protocol: HTTPS
tls:
mode: ISTIO MUTUAL

hosts:

— vx1

mode: REAISTIO MUTUAL, F~BRMETLSERSSIAIE, BNRIAE K ARSS 7518 S0 80 M ih T 2T LSAR

2. SIZBARMN,
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. EMBFEEAEEMNSHEERREEE > BN, AEEANTEEEERYAMLEIE,
ii. REWZEEAdemo-frontend, BUTHISEHBINXAKIE, RAFETEIE,

apiVersion: networking.istio.io/vlbetal
kind: DestinationRule

metadata:
target-egress—-gateway

name:
demo-frontend

namespace:

spec:
host: istio-egressgateway.istio-system.svc.cluster.local

subsets:
- name:
trafficPolicy:
loadBalancer:
simple: ROUND ROBIN

target-egress-gateway-mTLS

tls:
mode : ISTIO MUTUAL

mode: REAISTIO MUTUAL, FR~BRMETLSERSSIAIE, BISMER R k518 A& K AR SS B 2T LSAR

$INIE,
3. BIREMARS.
i EMRFERETRALNSHZEEREERE > BURS, AEEAUREAREERYAMLBIE,
i. RE®E =B Ademo-frontend, BUTHEEFIIXAE, REREONE.,
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apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: example-com-through-egress-gateway
namespace: demo-frontend
spec:
exportTo:
- istio-system
- demo-frontend
gateways:
- mesh

- istio-system/istio-egressgateway

hosts:
- www.aliyun.com
http:
- match:
- gateways:
- mesh
port: 80
route:
- destination:
host: istio-egressgateway.istio-system.svc.cluster.local
port:
number: 80
subset: target-egress-gateway-mTLS
weight: 100
- match:
- gateways:
- istio-system/istio-egressgateway
port: 80
route:
- destination:

host: www.aliyun.com
port:
number: 80
weight: 100

httpi@ B 72K IERMN, FE—KigBgatewaysh mesh, FRIEFESEENdemo-frontendd& =g
THySidecart18, ¥demo-frontend =B THIRER BT HOMX ., FZKIGE HgatewaysH/
stio-systemy/istio-egressgateway, ¥t 0N X B EE BEEMBIIMEBARS .

FEL: CIZENERRE
fEdemo-frontenddn & = 8] T I E4ZAKEE, {EAE L OMXegressgateway £, 4k Hdemo-frontend

mATENIAIE,

1. BRASMIZEIE,
EEMSHAE, EERSMNE > NEESEE,
EMREERE, RIFERENIM, RETFNERAEREIPREERE,
EMBEBRALMNSMEERZTEERL > BRKRRE, AEEANIHRENE.
RERNERSH, AEREAE,

vk N
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2% 3588

GEE=RE] % B & =8 fsdemo-frontend,
B RMAERRBHNER,

e REREE IRULES,

ik REMEHDENY,

TALERARGEEERERAX, BERETRERE,

AT SR - . .
TAFRSHREIL R BZ W Ristio, {EAegressgateway,

FAERRREAX, EEEMBERRBERED, 2
BREKIR HEMBERKIE, REBERKE
$&f Anamespaces, {&Ademo-frontend,

FR/\: KiffRHldemo-frontendds == 8 & B8R 5513 i8] 40 38 9 4 2 & AL TD
1. BRABBRSEERFE

ERFIEEMSHED, BEEHE,

EEHIEXTAED, BEENEHERAEBREHANURETITHERS.
EEHEERAMNSHED, ERTERE > 384,
EERANH B SsleepBREMBRMEINTHNLE, RESH/: sleep,

WATAT &S, IHiE4shERM G aliyun.com,

o vk wN

curl -I http://www.aliyun.com

FRHEASI Y

HTTP/1.1 403 Foribidden

RBAC: ccess denied

27K RBAC access denied 403 $5i%, ¥BAdemo-frontendds & 238 T B9 ARSI 1B M ER M ik aliyun.com
KM, R#ldemo-frontenddn & == 8] o B9 AR 530 1) SMER R0 U A T

7.3. Wop & 22 8 T AR SS 1 io) &R FE TR
122 1l

ATREHEENZSNE, FEMHREEENRSHTREG, ANRIEREEFRRENG S BRI
MREFHIEE, AFRIFEAREHRESLERE, BOUERASMERERR, B ERERE, =&£L5('JLA
B8 T ARSI A SRR EE AT IRAURE], MMREXEE ., AR3Xidemo-serverss &= BAEI, NEWMERE
FAIRAN SR & SLIR XS MR IE BYRDS £ B 7 18 B =2 6

CIE e
SRINEBEFIASMSIB, BAKRIE, B8 A MEazASMg),

$B—: FASidecarft B
ABEZ=REFEASdecarfCIE, BTN iZHAZE THRSHTENERE,

. ¥#demo-serverinZ = d],
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i. BRASMEZEIA,
i. EEMSHME, ERRFSWE > MESE,
ii. ENBERRE, KEGFEENI, BEIFNBMRAERIEINPETER,
iv. EMEFEREALNSMZEEMIEEH > R8T E, RAEEGNRERERE.
v. EFR S ST B ERIREZTRAdemo-server, RERETHE.
2. /3demo-serverip & = jaE ASidecarft
i. E2RHn & EREEETdemo-serverin ZEZ B AMB M FEANF THEHSidecarBaiEA .
i. FHRINIEERTHRE.

SR SIBEIEEE iR
fEdemo-serverty & 5218 T QI RS SR B BB ROE Pl

1. EARMGBLIT TRP N HIEEEE R EHETBase64Rmil .

echo <¥IBRFEEEZRE> | baseb64d

2. Eidkubect | T EiE#EEERE,
3. #£demo-serveres & = 8 T EIEMySQLE FiF,
i. EFRUTRE, I 8s-mysqlyaml,

apiVersion: vl
data:
password: {yourPasswordBase64} #¥iBEEZEZEBNBasc644mi,
kind: Secret
metadata:
name: mysgl-pass
type: Opaque
apiVersion: apps/vl
kind: Deployment
metadata:
labels:
name: 1lbl-k8s-mysqgl
name: k8s-mysqgl
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 10
selector:
matchLabels:
name: 1lbl-k8s-mysqgl
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
labels:
name: lbl-k8s-mysqgl
spec:

containers:
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- env:
- name: MYSQL ROOT PASSWORD
valueFrom:
secretKeyRef:
key: password
name: mysgl-pass
image: 'mysgl:latest'
imagePullPolicy: Always
name: mysql
ports:
- containerPort: 3306
name: mysql
protocol: TCP
resources:
limits:
cpu: 500m
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:
- mountPath: /var/lib/mysqgl
name: k8s-mysgl-storage
dnsPolicy: ClusterFirst
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
terminationGracePeriodSeconds: 30
volumes:
- emptyDir: {}

name: k8s-mysgl-storage

i. ITUATHS, BIEMYSQLE ik,

kubectl apply -f k8s-mysgl.yaml -n demo-server

4. BIEMySQLE Fin 2 & ASidecari{ 1,
i. ERERBFEERTH S,
i. EREEENSHED, REEH.
iii. EEHNNRTNEY, BEHEENEHSRAE BNEHGNUERIES THHFR.
v. EEHEERANSHED, EBRTHERR > F84.,
v. ERRHERE R HTMYSQLE P iENBREER,
ERBRB T ULAERistio-proxy, EEAEIEMYSQLE F it ASidecari I,

FTE=: fIZHOMX
PR S AR BB S B MAGSM ML BT, BEETEOMX SRR, BELOMXNENERS, Eablig
BRUKEHIEE R IRIEE.,

1. BRASMIZEIS,

AEEMSHAE, ERRSMNE > NEEE,

EMEEERE, KESFRENIS, REXLHNSRAEREINPREEE,
EMEFBERALMNSHEREASMNX, AGEANREREMNE.

BMAHOMXMNEIR, ERPEERH, REMXEBAFLEE-HO, 2HEOBRSANARMED,
REWMNATCP, RS OA13306, AERHE ., ASGREHOMXHEZFRegressgateway,

vk wN
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FTEBNN: tIENESMIAILE

BB EFMIAE, EFRKIEERTLSI RS HITHEN,

1. BRASMIZEIE .,

EEMSHE, EEREMIE > NMIGEE,

EMERERERHE, KAFEENIH, BELfNSRAEREIFRTER,
EMZEERALNSREEREEERE > IFEMINIE.
ENEEMANETEEREIEN@mMTLSIEL,

EEDZ = ANdemo-server, BIAZIR, IEEMTLSE R ASTRICTIER, ASBRTAE.

FBH: REHNBRSHHIEREE

AR HMER RS B D R BE A A R 2 ERIMRBRSS . AT TIXEFE MMM UG Th R, BEERE
SMERARSS 510 S5 BE WREGISTRY_ONLY, K3 HServiceEntryBI4MER RSB T A M RS MA& h B9 IR B35 19,

1. RESMBRSBIL IR,
i. BRASMIZEIE,
i. EEMSHMEZ, EERZWNE > NESE,
iii. ZEMREETE, RISFERENIS, RPEIFNSRAEREINPEEER,
iv. EMBIEERELNSHZEESidecarEE (HIBEE) > SidecarREBEE,

v. E2RRETREIIIBRS KRR, BEX MRS E 7 0 5K B
OutboundTrafficPolicy JREGISTEY_ONLY, ARRTEMEE.

2. KIMEBARSS A2 ServiceEntrydh,

i EMRFEREEMNSMEERERSTHRARFE > RSEE, AREGNREREEEAYAML
olf< 38

i. REWRZEANistio-system, KUTABTEFIBXAED, BEAE,

S O e o

apiVersion: networking.istio.io/vlbetal
kind: ServiceEntry
metadata:

name: demo-server-rds

namespace: demo-server

spec:
endpoints:
- address: rm-xxxxxxx.mysql.xxxx.rds.aliyuncs.com #EHEEE ML
ports:
tcp: 3306
hosts:

- rm-xxXxxXxxx.mysqgl.xxxx.rds.aliyuncs.com
location: MESH EXTERNAL
ports:
- name: tcp
number: 3306 #¥IEREIRO
protocol: TCP #EUEEEMMNY

resolution: DNS

SBN: tIRRERE
BN, BARMNAEBARS, fEdemo-serverss & 5218 T H0 7 8 F 2 th (MK E91330645 0, BE
H 01 54 B4 R B SR B 6033068 11,
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1. BUEMXFN,
i. BRASMIZEIS,
i. FEMSME, EERZSME > HREE,
ii. ZMNEERRE, KEGERENIS, PEIHNSHREAERIEINPRTER,
v. ENEFERELMNSMEZEEREESE > NXAN, AEEANTHREERYAMLBIE,
v. IEEW A T E Aistio-system, FUTHREEFRIEINXAKIE, REBRTOIRE.

apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:
name: istio-egressgateway
namespace: istio-system
spec:
selector:
istio: egressgateway
servers:
- hosts:
— Tk
port:
name: http-0
number: 13306
protocol: TLS
tls:
mode: ISTIO MUTUAL

mode: REASTIO MUTUAL, FRRERARETLISARSIAIE, MIEAIRSSIHIEMBMLLHZETLISHRS
.\LA.‘LEO
2. BB,
i EMBRFREREEMNSMEERREER > BAAN, AEEEAVRESEERYAMLEIE,

i. [REWA =B Ademo-server, BUTHRBEEFEINAE, AFBREEIRE.
apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
name: demo-server-egress-gateway
namespace: demo-server
spec:
host: istio-egressgateway.istio-system.svc.cluster.local
subsets:
- name: mysgl-gateway-mTLS
trafficPolicy:
loadBalancer:
simple: ROUND ROBIN
portLevelSettings:
- port:
number: 13306 #MIXBSTIHO
tls:
mode: ISTIO MUTUAL
sni: rm-xxxxxxx.mysqgl.xxxx.rds.aliyuncs.com ¥R EEnos Ltk

mode: RENISTIO MUTUAL, R REBRAMRETLSIRSEINE, SMERMIGIHIEMIERRESEETLISIRS
iA-‘LEO
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3. BIZEMMRS.
i EMBRFRREEMNSMEERREER > BURS, AEEANRESEERAYAMLEIE,
i. REWA=ENdemo-server, BUTARBEFBIXAE, RAERHEIRE.

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:

name: demo-server-through-egress-gateway

namespace: demo-server

spec:
exportTo:
- istio-system
— demo-server
gateways:
- mesh
- istio-system/istio-egressgateway
hosts:
- rm-xxXXxxx.mysqgl.xxxx.rds.aliyuncs.com
tcp:
- match:
- gateways:
- mesh
port: 3306
route:
- destination:

host: istio-egressgateway.istio-system.svc.cluster.local
port:
number: 13306
subset: mysgl-gateway-mTLS
weight: 100
- match:
- gateways:

- istio-system/istio-egressgateway

port: 13306
route:
- destination:

host: rm-xxxxxxx.mysql.xxxx.rds.aliyuncs.com
port:
number: 3306
weight: 100

httpiR & 7T2RLEMN, F£—RigB gatewaysHmesh, ERIEATEE Ndemo-serverss Z =@ TH
Sidecarf¥i2, ¥§demo-serversp Z =B THREE AR HOMXR13306iK A, F_RIEE
JgatewaysA istio-system/istio-egressgateway, % O M 3% 157 = 5 B 2 5E A B9 4448 EE 33061

D o

SRt WIEfE A RACREE ST X SR EE BE 3 19 B 12 )
BIEBUBIUEBRIIAME, RETLIZE LSSt ¥ demo-serversy & 22 ) T 0BRSS A IB15M ERARIRRE, SEIURTSMERAK
R IR B0

1. BIEERER, &ZIFEBdemo-serverspZ = EIBNIHIENEK ,
i. BRASMIZSIS,
ii. FEMSE, ERERSMIE > MIEER,
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iii. EMEEETE, KAFEENSIP, BEXLPNBRAERFEIIPREER,
v. ENEFFEREALMNSHEERFEERE > BUKRE, AEEaNTEREE,
v. REBNEKBSH, ARRTEIE.,

2H BA

WETE R E & =@ Jdemo-server,
£ BMNERCRERNER,

i REKBE ARULES,

EfE RE#E ADENY,

TAIERARESEFEFX, BEHETRRE,

4 #4253
TAERSRELE REZRAistio, {H Hegressgateway,

FIFBERKBRAX, BEEMBERKRASIED,
EREIR BEBIMBERKIE, REBFRKE

& Anamespaces, {&demo-server,

2. ihaSM AR E

i. BREBBFSEEERHS,

i. ERESENSHES, PEER.

iii. EEBHXTADR, REENEHSRAEBREHEANREITHERS.
v. EEHEERAMNSMESD, ERTHERE > 84,

v. ERSBATEBEFKEs-mysqlBSs G MHRIEYI THREG, BHE8: mysql,
vi. ERBALFEPHRITUTHS, HAIEREIEE.

mysgl --user=root --password=$MYSQL ROOT PASSWORD --host rm-xxxxxxx.mysql.xxxx.rds.al
iyuncs.com
RELRDIZR ErrorR 2013 $HIR, HBIHDBIBEXK.
3. BEEIERBEEIENALLOW, FIFEKHEdemo-serverdn & =B IEIER,
i. BRASMIZEIA,
i. EEMSME, EERFSME > HEEE,
iii. ZEMEERTE, RASERENTS, PELOHNERAERIEIFREEHR,
iv. ENEFBEREALMNSHEERSEERS > BHURKE.,
v. ERPCREE AR EBIRRBANRES THYAML,
vi. BB ERERactionSHENALLOW, RAEREHE.
4. ERBRALBHPHRTUTHS, HAIEIEIREE.
mysql --user=root --password=SMYSQL ROOT PASSWORD --host rm-xxxxxxx.mysqgl.xxxx.rds.aliyun

Cs.com

J\&@éﬁ%q:ﬁﬂ_? Welcome to the MySQL monitor , iﬁﬂﬂ'\bﬁl\ﬂﬁ?}g}ﬁﬁilﬂo
RIBUALRIEER, oTABR R ERESERBIZ S X ISR AR E R A TN
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