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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.View product information

The Product Information page of Web Application Firewall (WAF) displays the resource details,
protection rule updates, feature updates, and WAF CIDR blocks of a WAF instance.
Procedure
1.
2.
3.
4. View the following information on the Product Information page:
o WAF resource details
m The current WAF version and expiration time (Renew and Upgrade operations supported)
m Top-level Domain(s)
m QOverall Domain(s)
= Business Bandwidth
m Business QPS

m Exclusive IP(s)

| web Application Firewall (Enterprise) Expiration Time: Renew | Upgrade

1 Entries 1 O Entries 200 Mbps 1 OOOO Entries 0

Top-level Domain(s) Overall Domain(s) Business Bandwidth Business QPS

Entries
o Rule updates notice

Displays the latest updates to the built-in protection rules of WAF.

I Rule updates notice

Update ThinkPHP 5.1.x-5.2.x Remote Code Execution Policy Aug 9, 2019
Update ThinkPHP 5.0.x Remote Code Execution Palicy Aug 9, 2019
Update Apache Solr Remote Code Execution(CVE-2019-0193)Palicy Aug 9, 2019
Update Apache Shiro Remote Code Execution{CVE-2016-4437)Palicy Aug 9, 2019
Update Zhi Yuan OA AB Arbitrary File Upload Policy Jun 27, 2019

UpdatUpdate OA A8 Arbitrary File Upload Palicy Jun 27, 2019

o Feature updates notice

Displays the latest WAF feature updates. You can click a record to view its details.
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| Feature updates notice

IP ban based on global geography (Blocked Regions) supports global ... m Jan 3, 2019
Supports custorn web protection rule group to choose appropriate pr... Dec 13, 2018
To avoid compatiblility issues, Data Risk Control supports to insert Jav... Dec 6, 2018
Integrates Log Service to callact website logs, and to perform real-tim... Nov 16, 2018
Supports to mark WAF back-to-origin flow with add specific HTTP he... Oct 24, 2018
Log Search supports the search on the Request Unigue ID field to qui... Oct 17, 2018

o WAF IP Addresses
Displays all WAF CIDR blocks. You can click Copy All IPs to copy all IP addresses.
I WAF IP Segments Copy All IPs
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2. Terminate the WAF service

Also, if a subscription WAF instance expires, you can terminate the WAF service to release the instance.

Context

@ Note Before you can terminate the WAF service, make sure that the DNS records of the
websites protected by your WAF instance point to the origin server. After you terminate the WAF
service or release your WAF instance, all the configurations of the websites are deleted. If a request

is still redirected to your WAF instance, the request cannot be forwarded to the origin server, and
the access fails.

Procedure

1.
2.

3. Inthe upper-right corner of the Overview page, click Terminate WAF Service.

@ Note If you use a subscription WAF instance, the button appears only after the instance
expires.

4. Confirmthat the DNS records of your websites point to the origin server. Then, click Confirm.
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3.Create an exclusive cluster

Web Application Firewall (WAF) Exclusive Edition provides virtual exclusive clusters. These exclusive
clusters allow you to customize domain name settings and protection settings in WAF based on your
business requirements.

Context

If your websites have special requirements, you can create an exclusive cluster and add your website to
the exclusive cluster for comprehensive protection.

Afteryou purchase a WAF instance that runs Exclusive Edition, you can create an exclusive cluster and
customize the following settings for the exclusive cluster:

e Cluster region: You can select a region forthe cluster.

e Cluster ports: An exclusive cluster supports more non-standard ports than a shared cluster does. You
can use HTTP ports, HTTPS ports, and HTTP/2 ports as the back-to-origin ports.

@ Note The following system ports are not supported: 22, 53,9100, 4431, 4646, 8301, 6060,
8600, 56688, 15001, 4985, 4986, and 4987.

e SNIsupport: You can upload a certificate to allow clients that do not support the Server Name
Indication (SNI) protocol to access your website.

e Response page: You can specify a static URLthat is uploaded to Alibaba Cloud CDN. If a request is
blocked, the page that is specified by the URL is displayed.

e TLS security policy: You can specify the TLS versions and cipher suites.

e Persistent connection timeout: You can specify the connection timeout period, request timeout
period, and response timeout period.

Create an exclusive cluster

After you purchase a WAF instance that runs Exclusive Edition or upgrade your WAF instance to
Exclusive Edition, you can use an exclusive cluster or a shared cluster to protect your website. Before
you can use the features of an exclusive cluster, you must create an exclusive cluster based on your
business requirements.

1.
2.
3.
4. Onthe Exclusive Settings page, configure the following parameters:

o Select aregionforRegion.
@ Note Afteryou create an exclusive cluster, you cannot change the value of Region.

o Configure Destination Server Port. Select a protocol and click Customize. Enter the ports
that you want to protect and click Save. If you add a domain name to the exclusive cluster, you
can select a server port that is specified for this cluster.

o Configure URL of Blocking Response Page. Enter the static URLthat is uploaded to Alibaba
Cloud CDN. If a request is blocked, the page that is specified by the URL is displayed.
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o Enterthe content of Certificate file and Private key file to allow clients that do not support
the SNI protocol to access your website.

o Configure HTTPS settings.

m TLS Version: The default value is Support TLS 1.0 and Later (High Compatibility and
Low Security). You can select Support TLS 1.1 and Later (Moderate Compatibility and
Moderate Security) or Support TLS 1.2 and Later (Moderate Compatibility and High Security)
based on your business requirements.

m Cipher Suite:

m If you select Select cipher suites based on the protocol version. Proceed with
caution, you can customize the TLS versions and cipher suites by domain name. For
example, you can separately customize the TLS version. You can also customize a
combination of strong encryption algorithms, weak encryption algorithms, or both.

m [f you select Strong Cipher Suites (Low Compatibility and High Security), the
following strong cipher suites are supported:

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

m f you select All Cipher Suites (High Compatibility and Low Security), all the preceding
strong cipher suites and the following weak cipher suites are supported:

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
SSL_RSA_WITH_3DES_EDE_CBC_SHA

o Specify the persistent connection timeout.

m Connection Timeout: Set the connection timeout period to a value between 5 and 3,600
seconds.

m Read Timeout: Set the read timeout period to a value between 120 and 3,600 seconds.

m Write Timeout: Set the write timeout period to a value between 120 and 3,600 seconds.
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5. Click Create.
Afteryou perform operations, WAF creates an exclusive cluster. The exclusive cluster is created in

about 20 minutes. You can view and modify the settings of the exclusive cluster that you created
on the Exclusive Settings page.

What's next

After an exclusive cluster is created, you can add websites that have special requirements to the
exclusive cluster for custom protection. The following scenarios are supported:

e You can add a website to the exclusive cluster for protection. For more information, see Add a
domain name.

e If awebsite is added to WAF, performthe following operations to enable exclusive cluster
protection for the website: Go to the Website Access page in the WAF console and set
Protection Resource to Exclusive Cluster forthe website.

You can also change the protection resource of a website from an exclusive cluster to a shared
cluster.

) Notice The ports supported by WAF vary based on the cluster type. Before you change
the protection cluster type for a website, make sure that the cluster supports the ports of your
website.
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4.Best practices for WAF
exclusive clusters

The exclusive clusters of Web Application Firewall (WAF) support the protection capabilities that are

provided by WAF shared clusters. WAF exclusive clusters also support custom configurations to better

protect your workloads. For example, exclusive clusters support non-standard ports, Server Name
Indication (SNI), custom error pages, flexible HTTPS encryption settings, and custom settings for
persistent connection timeout.

If your workloads require these protection configurations, we recommend that you create a WAF
exclusive cluster and associate your workloads with the cluster for protection.

Comparison between exclusive clusters and shared clusters

ltem

Supported regions

WAF shared cluster

Shared clusters are supported by 14
nodes deployed in the following
regions: China (Beijing), China (Shanghai),
China (Hangzhou), China (Shenzhen),
China (Hong Kong), Singapore
(Singapore), Malaysia (Kuala Lumpur), US
(Virginia), Australia (Sydney), Germany
(Frankfurt), India (Mumbai), Indonesia

(Jakarta), UAE (Dubai), and Japan (T okyo).

If you associate your workloads with a
shared cluster, WAF automatically
allocates protection resources from the
region that is closest to the location of
the origin server. This region is
determined based on the IP address of
the origin server.

WAF exclusive cluster

An exclusive cluster includes primary and
secondary clusters. You can specify a
region for the primary cluster. However,
you cannot specify a region for the
secondary cluster.

) Notice After the region of
the primary cluster is specified, you
can no longer change the region.

After you associate your workloads with
an exclusive cluster, WAF allocates
protection resources from the region
where the primary cluster resides to
protect your workloads. The secondary

cluster serves as a backup. If errors occur

on the primary cluster, your workloads
are switched to the secondary cluster. If
your workloads are under attack, the
secondary cluster is used to reinforce
protection.
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ltem

Supported cluster
ports

SNI

Error pages

HTTPS encryption
settings

Settings for
persistent
connection
timeout

WAF shared cluster

If your workloads use non-standard
ports, you must specify the ports when
you add your website to WAF. Shared
clusters support specific non-standard
ports. For more information, see View
the allowed port range.

If clients do not support SNI, HTTPS
requests may fail after you associate
your workloads with a shared cluster. For
more information, see HTTPS access
exceptions arising from SNI compatibility
("Certificate not trusted").

If you use a shared cluster, WAF returns
the default error page when it blocks
requests.

Shared clusters do not support custom
HTTPS encryption settings.

Shared clusters do not support custom
settings for persistent connection
timeout.

WAF exclusive cluster

Exclusive clusters support more non-
standard ports than shared clusters.
However, exclusive clusters do not
support the following system ports: 22,
53,9100, 4431, 4646, 8301, 6060, 8600,
56688, 15001, 4985, 4986, and 4987.

If you want to use a non-standard port
in an exclusive cluster, you must enable
the port in the exclusive cluster and
select the enabled port when you
associate your workloads with the
exclusive cluster.

@ Note An exclusive cluster
supports up to 50 non-standard
ports. By default, only the ports 80
and 443 are enabled.

When you configure an exclusive cluster,
you can upload the default certificate.
This way, clients that do not support SNI
can normally access the websites that
are protected by the exclusive cluster.

If you want WAF to return a custom error
page, you can use an exclusive cluster
and customize the error page.

You can upload a custom static page to
Alibaba Cloud CDN, and specify the URL

of the page in WAF. This improves user

experience.

When you configure an exclusive cluster,
you can select TLS versions and cipher
suites to enable HTTPS encryption based
on your business requirements.

When you configure an exclusive cluster,
you can specify the maximum duration
of a persistent connection to improve
network resource usage.

Associate workloads with an exclusive cluster

Prerequisites

A WAF instance of the Exclusive edition is purchased, or the WAF instance is upgraded to the
Exclusive edition. For more information, see Purchase a WAF instance and Renewal and upgrade.

12
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Procedure

The following procedure describes how to associate workloads with an exclusive cluster. In the
following procedure, the port 90 is used. T his port is not within the range of non-standard ports
supported by shared clusters. If you want to use WAF to protect the workloads over this port, you must
associate the workloads to an exclusive cluster.

1. Create an exclusive cluster.
i. Logontothe.

ii. Inthe top navigation bar, select the resource group to which the instance belongs and the
region, Mainland China or Outside Chinese Mainland, in which the instance resides.

iii. Inthe left-side navigation pane, choose System Management > Exclusive Settings.
iv. Onthe Exclusive Settings page, create an exclusive cluster based on your workloads.

In this example, you must select HTTP and enter 90 in the Destination Server Port
section. For more information, see Create an exclusive cluster.

v. ClickSave Settings.
WAF creates the exclusive cluster based on your settings.

2. Associate the workloads over the HTTP port 90 with the created exclusive cluster.
o A website is added to WAF.
a. Inthe left-side navigation pane, choose Asset Center > Website Access.

b. Find the domain name of the website that you want to add to the exclusive cluster. Then,
set Protection Resource inthe Quick Access columnto Exclusive Cluster.

@ Note Protection Resource appears only when your WAF instance runs the
Exclusive edition.

c. (Optional)Update the website settings based on your business requirements. For example,
change the server port to the HTTP port 90. For more information, see Add a domain name.

o Add a website to WAF.
a. Inthe left-side navigation pane, choose Asset Center > Website Access.
b. Onthe Domain Names tab, click Website Access.
c. (Optional)Onthe Add Domain Name page, set Access Mode to CNAME Record.
If CNAME Record is automatically selected, skip this step.

d. Inthe Enter Your Website Information step, set Protection Resource to Exclusive
Cluster and enter the server port. In this example, add the HTTP port 90 in Destination
Server Port.

@ Note Afteryou select Exclusive Cluster, you can select the server port only from
the ports enabled for the exclusive clusterin Destination Server Port. For more
information, see Create an exclusive cluster.

For more information about the settings, see Manually add domain name configurations.

e. Click Next. Then, follow the instructions to change the DNS records of the website. After
you change the DNS records, WAF can protect your workloads.

For more information, see Change a DNS record.
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3. If the characteristics of the workloads change and the exclusive clusteris affected, update the
cluster and website settings. For more information, see Step 1 and Step 2.

14 > Document Version: 20220630



	1.View product information
	2.Terminate the WAF service
	3.Create an exclusive cluster
	4.Best practices for WAF exclusive clusters

