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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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The Product Information page of Web Application Firewall (WAF) displays the resource details,
protect ion rule updates, feature updates, and WAF CIDR blocks of a WAF instance.

ProcedureProcedure
1. 

2. 

3. 

4. View the following information on the Product  Inf ormat ionProduct  Inf ormat ion page:

WAF resource details

The current WAF version and expirat ion t ime (RenewRenew and UpgradeUpgrade operations supported)

T op-level Domain(s)T op-level Domain(s)

Overall Domain(s)Overall Domain(s)

Business Bandwidt hBusiness Bandwidt h

Business QPSBusiness QPS

Exclusive IP(s)Exclusive IP(s)

Rule updat es not iceRule updat es not ice

Displays the latest  updates to the built-in protect ion rules of WAF.

Feat ure updat es not iceFeat ure updat es not ice

Displays the latest  WAF feature updates. You can click a record to view its details.

1.View product information1.View product information
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WAF IP AddressesWAF IP Addresses

Displays all WAF CIDR blocks. You can click Copy All IPsCopy All IPs to copy all IP addresses.

Syst em Management ··View product  
informat ion
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Also, if  a subscript ion WAF instance expires, you can terminate the WAF service to release the instance.

ContextContext

Not e Not e Before you can terminate the WAF service, make sure that the DNS records of the
websites protected by your WAF instance point  to the origin server. After you terminate the WAF
service or release your WAF instance, all the configurations of the websites are deleted. If  a request
is st ill redirected to your WAF instance, the request  cannot be forwarded to the origin server, and
the access fails.

ProcedureProcedure
1. 

2. 

3. In the upper-right corner of the OverviewOverview page, click T erminat e WAF ServiceT erminat e WAF Service.

Not e Not e If  you use a subscript ion WAF instance, the button appears only after the instance
expires.

4. Confirm that the DNS records of your websites point  to the origin server. Then, click Conf irmConf irm.

2.Terminate the WAF service2.Terminate the WAF service
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Web Application Firewall (WAF) Exclusive Edit ion provides virtual exclusive clusters. These exclusive
clusters allow you to customize domain name sett ings and protect ion sett ings in WAF based on your
business requirements.

ContextContext
If  your websites have special requirements, you can create an exclusive cluster and add your website to
the exclusive cluster for comprehensive protect ion.

After you purchase a WAF instance that runs Exclusive Edit ion, you can create an exclusive cluster and
customize the following sett ings for the exclusive cluster:

Cluster region: You can select  a region for the cluster.

Cluster ports: An exclusive cluster supports more non-standard ports than a shared cluster does. You
can use HTTP ports, HTTPS ports, and HTTP/2 ports as the back-to-origin ports.

Not e Not e The following system ports are not supported: 22, 53, 9100, 4431, 4646, 8301, 6060,
8600, 56688, 15001, 4985, 4986, and 4987.

SNI support: You can upload a cert if icate to allow clients that do not support  the Server Name
Indication (SNI) protocol to access your website.

Response page: You can specify a stat ic URL that is uploaded to Alibaba Cloud CDN. If  a request  is
blocked, the page that is specified by the URL is displayed.

TLS security policy: You can specify the TLS versions and cipher suites.

Persistent connection t imeout: You can specify the connection t imeout period, request  t imeout
period, and response t imeout period.

Create an exclusive clusterCreate an exclusive cluster
After you purchase a WAF instance that runs Exclusive Edit ion or upgrade your WAF instance to
Exclusive Edit ion, you can use an exclusive cluster or a shared cluster to protect  your website. Before
you can use the features of an exclusive cluster, you must create an exclusive cluster based on your
business requirements.

1. 

2. 

3. 

4. On the Exclusive Set t ingsExclusive Set t ings page, configure the following parameters:

Select  a region for RegionRegion.

Not e Not e After you create an exclusive cluster, you cannot change the value of RegionRegion.

Configure Dest inat ion Server PortDest inat ion Server Port . Select  a protocol and click Cust omizeCust omize. Enter the ports
that you want to protect  and click SaveSave. If  you add a domain name to the exclusive cluster, you
can select  a server port  that is specified for this cluster.

Configure URL of  Blocking Response PageURL of  Blocking Response Page. Enter the stat ic URL that is uploaded to Alibaba
Cloud CDN. If  a request  is blocked, the page that is specified by the URL is displayed.

3.Create an exclusive cluster3.Create an exclusive cluster

Syst em Management ··Creat e an exc
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Enter the content of Cert if icat e f ileCert if icat e f ile and Privat e key f ilePrivat e key f ile to allow clients that do not support
the SNI protocol to access your website.

Configure HTTPS sett ings.

T LS VersionT LS Version: The default  value is Support  T LS 1.0 and Lat er (High Compat ibilit y andSupport  T LS 1.0 and Lat er (High Compat ibilit y and
Low Securit y)Low Securit y). You can select  Support  TLS 1.1 and Later (Moderate Compatibility and
Moderate Security) or Support  TLS 1.2 and Later (Moderate Compatibility and High Security)
based on your business requirements.

Cipher Suit eCipher Suit e:

If  you select  Select  cipher suit es based on t he prot ocol version. Proceed wit hSelect  cipher suit es based on t he prot ocol version. Proceed wit h
caut ioncaut ion, you can customize the TLS versions and cipher suites by domain name. For
example, you can separately customize the TLS version. You can also customize a
combination of strong encryption algorithms, weak encryption algorithms, or both.

If  you select  St rong Cipher Suit es (Low Compat ibilit y and High Securit y)St rong Cipher Suit es (Low Compat ibilit y and High Securit y), the
following strong cipher suites are supported:

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

If you select  All Cipher Suit es (High Compat ibilit y and Low Securit y)All Cipher Suit es (High Compat ibilit y and Low Securit y), all the preceding
strong cipher suites and the following weak cipher suites are supported:

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA

SSL_RSA_WITH_3DES_EDE_CBC_SHA

Specify the persistent connection t imeout.

Connect ion T imeoutConnect ion T imeout : Set  the connection t imeout period to a value between 5 and 3,600
seconds.

Read T imeoutRead T imeout : Set  the read t imeout period to a value between 120 and 3,600 seconds.

Writ e T imeoutWrit e T imeout : Set  the write t imeout period to a value between 120 and 3,600 seconds.

Web应用防火墙 Syst em Management ··Creat e an exc
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5. Click Creat eCreat e.
After you perform operations, WAF creates an exclusive cluster. The exclusive cluster is created in
about 20 minutes. You can view and modify the sett ings of the exclusive cluster that you created
on the Exclusive Set t ingsExclusive Set t ings page.

What's nextWhat's next
After an exclusive cluster is created, you can add websites that have special requirements to the
exclusive cluster for custom protect ion. The following scenarios are supported:

You can add a website to the exclusive cluster for protect ion. For more information, see Add a
domain name.

If a website is added to WAF, perform the following operations to enable exclusive cluster
protect ion for the website: Go to the Websit e AccessWebsit e Access page in the WAF console and set
Prot ect ion ResourceProt ect ion Resource to Exclusive Clust erExclusive Clust er for the website.

You can also change the protect ion resource of a website from an exclusive cluster to a shared
cluster.

Not ice Not ice The ports supported by WAF vary based on the cluster type. Before you change
the protect ion cluster type for a website, make sure that the cluster supports the ports of your
website.

Syst em Management ··Creat e an exc
lusive clust er
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The exclusive clusters of Web Application Firewall (WAF) support  the protect ion capabilit ies that are
provided by WAF shared clusters. WAF exclusive clusters also support  custom configurations to better
protect  your workloads. For example, exclusive clusters support  non-standard ports, Server Name
Indication (SNI), custom error pages, flexible HTTPS encryption sett ings, and custom sett ings for
persistent connection t imeout.

If  your workloads require these protect ion configurations, we recommend that you create a WAF
exclusive cluster and associate your workloads with the cluster for protect ion.

Comparison between exclusive clusters and shared clustersComparison between exclusive clusters and shared clusters

Item WAF shared cluster WAF exclusive cluster

Supported regions

Shared clusters are supported by 14
nodes deployed in the following
regions: China (Beijing), China (Shanghai),
China (Hangzhou), China (Shenzhen),
China (Hong Kong), Singapore
(Singapore), Malaysia (Kuala Lumpur), US
(Virginia), Australia (Sydney), Germany
(Frankfurt), India (Mumbai), Indonesia
(Jakarta), UAE (Dubai), and Japan (Tokyo).

If you associate your workloads with a
shared cluster, WAF automatically
allocates protection resources from the
region that is closest to the location of
the origin server. This region is
determined based on the IP address of
the origin server.

An exclusive cluster includes primary and
secondary clusters. You can specify a
region for the primary cluster. However,
you cannot specify a region for the
secondary cluster.

Not ice Not ice After the region of
the primary cluster is specified, you
can no longer change the region.

After you associate your workloads with
an exclusive cluster, WAF allocates
protection resources from the region
where the primary cluster resides to
protect your workloads. The secondary
cluster serves as a backup. If errors occur
on the primary cluster, your workloads
are switched to the secondary cluster. If
your workloads are under attack, the
secondary cluster is used to reinforce
protection.

4.Best practices for WAF4.Best practices for WAF
exclusive clustersexclusive clusters
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Supported cluster
ports

If your workloads use non-standard
ports, you must specify the ports when
you add your website to WAF. Shared
clusters support specific non-standard
ports. For more information, see View
the allowed port range.

Exclusive clusters support more non-
standard ports than shared clusters.
However, exclusive clusters do not
support the following system ports: 22,
53, 9100, 4431, 4646, 8301, 6060, 8600,
56688, 15001, 4985, 4986, and 4987.

If you want to use a non-standard port
in an exclusive cluster, you must enable
the port in the exclusive cluster and
select the enabled port when you
associate your workloads with the
exclusive cluster.

Not e Not e An exclusive cluster
supports up to 50 non-standard
ports. By default, only the ports 80
and 443 are enabled.

SNI

If clients do not support SNI, HTTPS
requests may fail after you associate
your workloads with a shared cluster. For
more information, see HTTPS access
exceptions arising from SNI compatibility
("Certificate not trusted").

When you configure an exclusive cluster,
you can upload the default certificate.
This way, clients that do not support SNI
can normally access the websites that
are protected by the exclusive cluster.

Error pages
If you use a shared cluster, WAF returns
the default error page when it  blocks
requests.

If you want WAF to return a custom error
page, you can use an exclusive cluster
and customize the error page.

You can upload a custom static page to
Alibaba Cloud CDN, and specify the URL
of the page in WAF. This improves user
experience.

HTTPS encryption
settings

Shared clusters do not support custom
HTTPS encryption settings.

When you configure an exclusive cluster,
you can select TLS versions and cipher
suites to enable HTTPS encryption based
on your business requirements.

Settings for
persistent
connection
timeout

Shared clusters do not support custom
settings for persistent connection
timeout.

When you configure an exclusive cluster,
you can specify the maximum duration
of a persistent connection to improve
network resource usage.

Item WAF shared cluster WAF exclusive cluster

Associate workloads with an exclusive clusterAssociate workloads with an exclusive cluster
Prerequisit esPrerequisit es

A WAF instance of the ExclusiveExclusive edit ion is purchased, or the WAF instance is upgraded to the
ExclusiveExclusive edit ion. For more information, see Purchase a WAF instance and Renewal and upgrade.

Syst em Management ··Best  pract ice
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ProcedureProcedure

The following procedure describes how to associate workloads with an exclusive cluster. In the
following procedure, the port  90 is used. This port  is not within the range of non-standard ports
supported by shared clusters. If  you want to use WAF to protect  the workloads over this port, you must
associate the workloads to an exclusive cluster.

1. Create an exclusive cluster.

i. Log on to the .

ii. In the top navigation bar, select  the resource group to which the instance belongs and the
region, Mainland ChinaMainland China or Out side Chinese MainlandOut side Chinese Mainland, in which the instance resides.

iii. In the left-side navigation pane, choose Syst em ManagementSyst em Management  >  > Exclusive Set t ingsExclusive Set t ings.

iv. On the Exclusive Set t ingsExclusive Set t ings page, create an exclusive cluster based on your workloads.

In this example, you must select  HT T PHT T P and enter 9090 in the Dest inat ion Server PortDest inat ion Server Port
sect ion. For more information, see Create an exclusive cluster.

v. Click Save Set t ingsSave Set t ings.
WAF creates the exclusive cluster based on your sett ings.

2. Associate the workloads over the HTTP port  90 with the created exclusive cluster.

A website is added to WAF.

a. In the left-side navigation pane, choose Asset  Cent erAsset  Cent er >  > Websit e AccessWebsit e Access.

b. Find the domain name of the website that you want to add to the exclusive cluster. Then,
set  Prot ect ion ResourceProt ect ion Resource in the Quick AccessQuick Access column to Exclusive Clust erExclusive Clust er.

Not e Not e Prot ect ion ResourceProt ect ion Resource appears only when your WAF instance runs the
ExclusiveExclusive edit ion.

c. (Optional)Update the website sett ings based on your business requirements. For example,
change the server port  to the HTTP port  90. For more information, see Add a domain name.

Add a website to WAF.

a. In the left-side navigation pane, choose Asset  Cent erAsset  Cent er >  > Websit e AccessWebsit e Access.

b. On the Domain NamesDomain Names tab, click Websit e AccessWebsit e Access.

c. (Optional)On the Add Domain NameAdd Domain Name page, set  Access ModeAccess Mode to CNAME RecordCNAME Record.

If  CNAME RecordCNAME Record is automatically selected, skip this step.

d. In the Ent er Your Websit e Inf ormat ionEnt er Your Websit e Inf ormat ion step, set  Prot ect ion ResourceProt ect ion Resource to ExclusiveExclusive
Clust erClust er and enter the server port. In this example, add the HTTP port  90 in Dest inat ionDest inat ion
Server PortServer Port .

Not e Not e After you select  Exclusive Clust erExclusive Clust er, you can select  the server port  only from
the ports enabled for the exclusive cluster in Dest inat ion Server PortDest inat ion Server Port . For more
information, see Create an exclusive cluster.

For more information about the sett ings, see Manually add domain name configurations.

e. Click NextNext . Then, follow the instruct ions to change the DNS records of the website. After
you change the DNS records, WAF can protect  your workloads.

For more information, see Change a DNS record.
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3. If  the characterist ics of the workloads change and the exclusive cluster is affected, update the
cluster and website sett ings. For more information, see Step 1 and Step 2.
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