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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions
of this legal disclaimer before you read or use this document. If you have read or used this

document, it shall be deemed as your total acceptance of this legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website or other
Alibaba Cloud-authorized channels, and use this document for your own legal business

activities only. The content of this document is considered confidential information of
Alibaba Cloud. You shall strictly abide by the confidentiality obligations. No part of this
document shall be disclosed or provided to any third party for use without the prior
written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted, or
disseminated by any organization, company, or individual in any form or by any means
without the prior written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades,
adjustments, or other reasons. Alibaba Cloud reserves the right to modify the content
of this document without notice and the updated versions of this document will be
occasionally released through Alibaba Cloud-authorized channels. You shall pay
attention to the version changes of this document as they occur and download and
obtain the most up-to-date version of this document from Alibaba Cloud-authorized
channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud products
and services. Alibaba Cloud provides the document in the context that Alibaba Cloud

products and services are provided on an "as is", "with all faults" and "as available"
basis. Alibaba Cloud makes every effort to provide relevant operational guidance based
on existing technologies. However, Alibaba Cloud hereby makes a clear statement that it
in no way guarantees the accuracy, integrity, applicability, and reliability of the content
of this document, either explicitly or implicitly. Alibaba Cloud shall not bear any liability
for any errors or financial losses incurred by any organizations, companies, or individual
s arising from their download, use, or trust in this document. Alibaba Cloud shall not,
under any circumstances, bear responsibility for any indirect, consequential, exemplary
, incidental, special, or punitive damages, including lost profits arising from the use or
trust in this document, even if Alibaba Cloud has been notified of the possibility of such

a loss.



5. By law, all the contents in Alibaba Cloud documents, including but not limited to
pictures, architecture design, page layout, and text description, are intellectual property
of Alibaba Cloud and/or its affiliates. This intellectual property includes, but is not
limited to, trademark rights, patent rights, copyrights, and trade secrets. No part of
this document shall be used, modified, reproduced, publicly transmitted, changed,
disseminated, distributed, or published without the prior written consent of Alibaba
Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used,
published, or reproduced for marketing, advertising, promotion, or other purposes
without the prior written consent of Alibaba Cloud. The names owned by Alibaba Cloud
include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other brands
of Alibaba Cloud and/or its affiliates, which appear separately or in combination, as
well as the auxiliary signs and patterns of the preceding brands, or anything similar
to the company names, trade names, trademarks, product or service names, domain
names, patterns, logos, marks, signs, or special descriptions that third parties identify as

Alibaba Cloud and/or its affiliates.

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Document conventions

Style Description Example
A danger notice indicates a
situation that will cause major Danger:
system changes, faults, physical Resetting will result in the loss of
injuries, and other adverse results. | user configuration data.
A warning notice indicates a
''''' situation that may cause major 4% Warning:
system changes, faults, physical Restarting will cause business
injuries, and other adverse results. | interruption. About 10 minutes
are required to restart an
instance.
A caution notice indicates warning
information, supplementary Notice:
instructions, and other content If the weight is set to 0, the server
that the user must understand. no longer receives new requests.
A note indicates supplemental
instructions, best practices, tips, Note:
and other content. You can use Ctrl + A to select all
files.
> Closing angle brackets are used Click Settings > Network > Set
to indicate a multi-level menu network type.
cascade.

Bold Bold formatting is used for buttons | Click OK.

, menus, page names, and other Ul
elements.

Courier font Courier font is used for commands. | Run the cd /d C:/window
command to enter the Windows
system folder.

Italic Italic formatting is used for bae log list --instanceid

parameters and variables.
Instance_ID

[] or [a]b] This format is used for an optional |ipconfig [-all|-t]

value, where only one item can be
selected.




Style

Description

Example

{} or {a|b}

This format is used for a required
value, where only one item can be
selected.

switch {active|stand}
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1 Managed Security Service of WAF

Managed Security Service (MSS) is available in Alibaba Cloud Security Web Application

Firewall (WAF). Once you activate the MSS of WAF service, you can get professional

and exclusive technical support from Alibaba Cloud Security experts with regard to

implementing and using Alibaba Cloud WAF.

Overview

The MSS of WAF service is backed with Alibaba Cloud Security service team and helps

you better use Alibaba Cloud WAF. With MSS of WAF, you can more effectively protect

WAF-enabled Web assets, reduce Web business risk, and significantly reduce security

maintenance costs.

The MSS of WAF service is suitable for situations where you have activated Alibaba Cloud

WAF but lack continuous monitoring and security engineers to protect against vulnerabil

ities. The service is ideal for customers seeking outsourcing professionals to assist in the

operation of security services.

Service scope

The MSS of WAF service provides a fully managed service for Alibaba Cloud WAF, including

configuration service, protection policy optimization, security monitoring and warning

, security incident response, security consulting, security training and case study, and

security reporting. These services are further described as follows.

Table 1-1: Service scope of MSS of WAF

Service type

Description

WAF configuration

» Provides WAF configuration for implementing WAF for a
website

» Assists in configuring and uploading the HTTPS certificate (
Users can import the cert and private key by themselves)

« Assists in configuring origin server protection for ECS and
Server Load Balancer instances

« Performs adaptability verification and requesting test after
website configuration is completed

+ Assists in modifying the configuration and policies when
the protected website changes




Service type Description

Protection policy « Provides diagnosis and troubleshooting services when

optimization exceptions occur to services on WAF

« Optimizes user security protection policies by analyzing
attack logs

« Adjusts protection policies and provides mitigation
solutions in response to security incidents

» Provides suggestions on WAF protection configuration for
fault handling, HTTP flood protection, HTTP ACL policy, and
data risk control

Monitoring and warning (. Monitors the product availability, faults, and exceptional
status

« Monitors high-risk security events and abnormal events
caused by attacks

« Monitor protection status based on the user's or system's
attack alerts and makes the adjustment to the protection
policies

Security reporting « Provides customized security service reports for the user

» Sends the daily and monthly product operations and
service report to the user

Security incident response time

When a user encounters a security incident that requires urgent assistance, the service
team responds to the user in a timely manner based on the security incident response time

described as follows.

Table 1-2: Security incident response time

No. Priority Definition Response time

1 Critical The user's critical business 15 minutes
or core components are
significantly damaged or
the service is unavailabl
e, requiring immediate
processing




No. Priority Definition Response time

2 Emergency The user's critical business 30 minutes
or core components
are severely affected or
important features are
unavailable and need to
be processed as soon as
possible

3 High The user's non-critical 2 hours
business is seriously
damaged or unavailable

4 Medium The user's non-critical 4 hours
business is abnormal

5 Low General technical or advisory | 8 hours
questions

Service delivery description

The following table describes the service delivery method of MSS of WAF.

Table 1-3: Service delivery description

Category Description
Service delivery method Remote online service
Service language Chinese and English
Service period Consistent with the user's purchase cycle
Supported service channels . Email
« DingTalk
+ Phone

Billing and purchasing method

The MSS of WAF service supports subscription and can be renewed on a monthly or yearly

basis. To activate the MSS of WAF, go to the sales page.

Notice:
Due to the special investment of the service support system and service human resources,

refunds are not supported.


https://common-buy-intl.aliyun.com/?commodityCode=waf_mssp_intl#/buy
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