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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .

Alibaba Cloud Service Mesh User Guide··Legal disclaimer

> Document  Version: 20220615 I



Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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To use Alibaba Cloud Service Mesh (ASM), you must create an ASM instance. This topic describes how to
create an ASM instance in the ASM console.

PrerequisitesPrerequisites
The following services are act ivated:

ASM

Auto Scaling (ESS)

Resource Access Management (RAM)

(Optional) Tracing Analysis

The permissions of the following roles are obtained: AliyunServiceMeshDefaultRole,
AliyunCSClusterRole, and AliyunCSManagedKubernetesRole.

ContextContext

Not e Not e When you create and use an ASM instance, ASM may perform the following operations
based on your sett ings:

Creates a security group that allows access to a virtual private cloud (VPC) by using all
Internet Control Message Protocol (ICMP) ports.

Adds route entries to a VPC.

Creates an elast ic IP address (EIP).

Creates a RAM role and policies, and attaches the policies to the RAM role to grant full
permissions on Server Load Balancer (SLB), CloudMonitor, VPC, and Log Service. The RAM role
allows ASM to dynamically create SLB instances and add route entries to a VPC based on
your sett ings.

Creates an internal-facing SLB instance to expose port  6443.

Creates an internal-facing SLB instance to expose port  15011.

Collects the logs of managed components to ensure stability when you use the ASM
instance.

ProcedureProcedure
1. 

2. 

3. On the Mesh ManagementMesh Management  page, click Creat e ASM Inst anceCreat e ASM Inst ance.

4. On the Creat e Service MeshCreat e Service Mesh page, set  the parameters as required.

i. The following table describes the basic sett ings for an ASM instance.

1.Instance management1.Instance management
1.1. Create an ASM instance1.1. Create an ASM instance

Alibaba Cloud Service Mesh User Guide··Inst ance management

> Document  Version: 20220615 5

https://servicemesh.console.aliyun.com
https://essnew.console.aliyun.com/
https://ram.console.aliyun.com/
https://tracing-analysis.console.aliyun.com/


Parameter Description

Service mesh name The name of the ASM instance.

Spec

The edition of the ASM instance. Valid values: St andardSt andard
Edit ionEdit ion, Ent erprise Edit ionEnt erprise Edit ion, and Ult imat e Edit ionUlt imat e Edit ion. For more
information about the features of each edition, see the "Instance
types" section of the Instance editions topic.

Region The region in which the ASM instance resides.

Payment type

The billing method of the ASM instance. Valid values: Pay asPay as
you goyou go  and Subscript ionSubscript ion. If you set this parameter to
Subscript ionSubscript ion, you must set the following parameters:

Not e Not e If you set the Payment  t ypePayment  t ype parameter to
Subscript ionSubscript ion, only the internal-facing SLB instances of the
Istio control plane and API server are billed in subscription
mode. The EIPs of the ASM instance and API server are still
billed in pay-as-you-go mode.

Purchase t imePurchase t ime: the subscription period. Valid values: 1
month, 2 months, 3 months, 6 months, 1 year, 2 years, and 3
years.

Aut omat ic renewalAut omat ic renewal: specifies whether to enable auto-
renewal.

Istio Version The Istio version.

VPC
The VPC of the ASM instance. You can click Creat e VPCCreat e VPC to create
a VPC. For more information, see 创建和管理专有网络.

vSwitch
The vSwitch of the ASM instance. You can click Creat e vSwit chCreat e vSwit ch
to create a vSwitch. For more information, see Work with
vSwitches.

Istio control plane access
The SLB instance that is used to control access to the Istio
control plane.

API Server access

The SLB instance that is used to control access to the API server.
You can specify whether to enable access to the API server by
using an EIP.

If you select Use EIP to expose API Server, an EIP is created and
associated with the internal-facing SLB instance. Then, you
can use the kubeconfig file to connect to and manage the
ASM instance over the Internet.

If you clear Use EIP to expose API Server, no EIP is created. You
can use the kubeconfig file to connect to and manage the
ASM instance only in the VPC.
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Observability

Specifies whether to enable Tracing Analysis for the ASM
instance.

ASM integrates with Tracing Analysis. T racing Analysis provides a
wide range of tools to help you efficiently identify the
performance bottlenecks of distributed applications. For
example, you can use these tools to map traces, display trace
topologies, analyze application dependencies, and count the
number of requests. This helps you improve the efficiency of
developing and troubleshooting distributed applications. For
more information about Tracing Analysis, see Use Tracing
Analysis to trace applications inside and outside an ASM
instance.

Not e Not e Before you enable Tracing Analysis, make sure
that you have activated Tracing Analysis in the Tracing
Analysis console.

Specifies whether to enable Prometheus Service (Prometheus)
for the ASM instance.

For more information about Prometheus, see Monitor service
meshes based on ARMS Prometheus and Deploy a self-managed
Prometheus instance to monitor ASM instances.

Specifies whether to enable Kiali for ASM.

Kiali for ASM is a tool that is used to observe ASM instances. This
tool provides a GUI that allows you to view services and
configurations. Kiali for ASM is a built-in tool in ASM instances
whose Istio version is 1.7.5.25 or later. For more information, see
Enable Kiali for ASM to observe an ASM instance in the ASM
console.

Specifies whether to enable collection of access logs. If access
logs are collected, you can use Log Service to view the access
logs of ingress gateway services.

For more information about access logs, see Use Log Service to
collect logs of ingress gateways on the data plane and Use Log
Service to collect access logs of the data plane.

Specifies whether to enable collection of control plane logs.

ASM can collect logs of the control plane and generate alerts
based on the logs. For example, ASM can collect logs related to
configuration push from the control plane to the sidecar proxies
on the data plane. For more information, see Enable collection
of control plane logs and control plane alerting.

Parameter Description
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Mesh Audit

Specifies whether to enable the mesh audit feature.

You can enable the mesh audit feature to record and trace the
operations of users. This is an important O&M feature that
ensures cluster security.

For more information about the mesh audit feature, see Use the
KubeAPI operation audit feature in ASM.

Resource configuration

Specifies whether to enable version control for custom Istio
resources.

When you update fields in the  spec  block of an Istio
resource, ASM records the resource version before the update.
ASM stores up to five latest versions. For more information
about how to roll back an Istio resource to an earlier version, see
Roll back an Istio resource to an earlier version.

Specifies whether to allow access to Istio resources by using the
Kubernetes API of clusters on the data plane.

ASM allows you to create, delete, modify, and query Istio
resources by using the Kubernetes API of clusters on the data
plane. For more information, see Use the Kubernetes API of
clusters on the data plane to access Istio resources.

Cluster Domain

The cluster domain for the ASM instance. Default value:
cluster.local. You can add only Kubernetes clusters that share
the same cluster domain with the ASM instance to the ASM
instance.

Not e Not e You can set this parameter only if the Istio
version of the ASM instance is 1.6.4.5 or later. Otherwise,
this parameter is unavailable.

Parameter Description

5. Act ivate ASM in pay-as-you-go mode.

If  you create an ASM instance of a commercial edit ion for the first  t ime, the value in the St at eSt at e
column on the right of Dependency CheckDependency Check is Not  passNot  pass. In this case, you must act ivate ASM in
pay-as-you-go mode.

Click Act ivat e nowAct ivat e now in the Illust rat eIllust rat e column on the right of Dependency CheckDependency Check. On the page
that appears, select  ASM (Pay-as-you-go) T erms of  ServiceASM (Pay-as-you-go) T erms of  Service and click Act ivat e NowAct ivat e Now. Return
to the Creat e Service MeshCreat e Service Mesh page and click Check againCheck again for ASM service act ivat ion checkASM service act ivat ion check.
PassPass is displayed in the St at eSt at e column.

6. Select  I have underst ood and accept ed t he Service Agreement  and have read andI have underst ood and accept ed t he Service Agreement  and have read and
agreed Alibaba Cloud Service Mesh ASM Service Level Agreementagreed Alibaba Cloud Service Mesh ASM Service Level Agreement .

7. Click Creat e Service MeshCreat e Service Mesh.

Not e Not e It  takes about 2 to 3 minutes to create an ASM instance.
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ResultResult
After the ASM instance is created, you can view information about the instance by performing the
following operations:

On the Mesh ManagementMesh Management  page, view the basic information about the ASM instance.

To view the latest  information about the ASM instance, click the  icon on the right.

On the Mesh ManagementMesh Management  page, find the ASM instance and click LogLog in the Act ionsAct ions column. In the
ASM Instance Logs panel, you can view the logs of the ASM instance.

On the Mesh ManagementMesh Management  page, find the ASM instance and click Specif icat ion changeSpecif icat ion change in the
Act ionsAct ions column to update the instance type. For more information, see 升级ASM实例.

On the Mesh ManagementMesh Management  page, find the ASM instance and click ManageManage in the Act ionsAct ions column.
On the Basic Information page, you can view the basic information of the instance, such as the
instance ID and the security group.

By default , the system creates five namespaces for a new ASM instance. Only the ist io-system and
default  namespaces can be viewed in the ASM console. You can use the kubectl client  to query and
manage all namespaces, including ist io-system, kube-node-lease, kube-public, kube-system, and
default .

After you create an Alibaba Cloud Service Mesh (ASM) instance, you can view the detailed information
and logs of the ASM instance. This topic describes how to view the instance information, logs, and
deployed applications of an ASM instance.

View instance informationView instance information
1. 

2. In the left-side navigation pane, choose Service MeshService Mesh >  > Mesh ManagementMesh Management .
On the Mesh ManagementMesh Management  page, you can view the basic information about exist ing ASM
instances.

3. On the Mesh ManagementMesh Management  page, find the ASM instance that you want to view. Then, click the
name of the ASM instance or click ManageManage in the Act ionsAct ions column of the ASM instance.
On the Basic Inf ormat ionBasic Inf ormat ion page, you can view the basic information about the ASM instance. For
example, you can view the instance ID and the region in which the ASM instance resides.

View instance logsView instance logs
1. 

2. 

3. On the Mesh ManagementMesh Management  page, find the ASM instance that you want to view and click LogLog in
the Act ionsAct ions column.
In the ASM Inst ance LogsASM Inst ance Logs panel, you can view the logs of the ASM instance.

View deployed applicationsView deployed applications
1. 

2. 

3. 

1.2. View an ASM instance1.2. View an ASM instance
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4. On the details page of the ASM instance, choose ASM Inst anceASM Inst ance >  > Inst ances St at usInst ances St at us in the left-
side navigation pane.

On the page that appears, you can view the information about applications that are deployed in
the ASM instance.

Click the  icon in the upper-right corner to display the deployed applications in a chart. To

display the applications in a list  again, click the  icon. To view the latest  information about

application deployment, click the  icon.

After you create an Alibaba Cloud Service Mesh (ASM) instance, you can modify the ASM instance as
required. This topic describes how to modify an ASM instance.

1. 

2. 

3. 

4. On the Basic Inf ormat ionBasic Inf ormat ion page, click Set t ingsSet t ings in the upper-right corner. In the Set t ings Updat eSet t ings Updat e
panel, modify the parameters as needed and click OK.

Parameter Description

Specify whether to enable T racing AnalysisT racing Analysis  for the ASM instance.
If you enable this feature, you must set the Sampling Percent ageSampling Percent age
and Sampling Met hodSampling Met hod parameters.

ASM integrates with Tracing Analysis. T racing Analysis provides a
wide range of tools to help you efficiently identify the performance
bottlenecks of distributed applications. You can use these tools to
map traces, display trace topologies, analyze application
dependencies, and count the number of requests. This improves
your efficiency in developing and troubleshooting distributed
applications. For more information, see Use Tracing Analysis to
trace applications inside and outside an ASM instance.

Not e Not e Before you enable Tracing Analysis for the ASM
instance, make sure that you have activated the Tracing
Analysis service in the Tracing Analysis console.

Specify whether to enable Promet heusPromet heus  for the ASM instance. If you
enable this feature, you must select Enable Alibaba CloudEnable Alibaba Cloud
Promet heusPromet heus  or Enable Self -managed Promet heusEnable Self -managed Promet heus .

ASM integrates with Prometheus Service of Application Real-T ime
Monitoring Service (ARMS) and self-managed Prometheus systems.
This helps you monitor ASM instances. For more information, see
Monitor service meshes based on ARMS Prometheus and Deploy a
self-managed Prometheus instance to monitor ASM instances.

1.3. Modify an ASM instance1.3. Modify an ASM instance
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Observability Specify whether to enable KialiKiali for the ASM instance. If you enable
this feature, you must enter the endpoint of the Prometheus
instance used by Kiali.

Kiali for ASM is a tool that is used to observe ASM instances. This
tool provides a GUI that allows you to view related services and
configurations. For more information, see Enable Kiali for ASM to
observe an ASM instance in the ASM console.

Not e Not e To enable Kiali, you must enable Prometheus.

Specify whether to enable access log collect ionaccess log collect ion.

The Envoy proxy that is deployed on the data plane generates logs
for all access records. The data plane contains the Kubernetes
clusters of an ASM instance. You can enable the access log
collection feature. After that, you can view the access logs on the
data plane. For more information, see Customize access logs on the
data plane.

Specify whether to enable access log queryaccess log query. If you enable this
feature, you must set the Log Service Project parameter to use the
default or existing project in Log Service.

Container Service for Kubernetes (ACK) integrates with Log Service.
You can collect the access logs of clusters on the data plane of an
ASM instance. To use the log collection feature for an ASM instance,
you must enable access log query for the ASM instance. For more
information, see Use Log Service to collect logs of ingress
gateways on the data plane and Use Log Service to collect access
logs of the data plane.

Traffic Management

Specify whether to use HT T P/1HT T P/1.

By default, HTTP/2 is used. To use HTTP/1, select Enable HT T PEnable HT T P
1.01.0.

Policy Control

Specify whether to enable the Open Policy Agent  (OPA) plug-inOpen Policy Agent  (OPA) plug-in.

ASM integrates with OPA to help you implement fine-grained access
control on your applications. If you enable the OPA plug-in, OPA
containers and Istio Envoy proxy containers are injected into the
pods of applications. Then, you can use OPA to define access
control policies. This out-of-box feature improves your efficiency in
developing distributed applications. For more information, see Use
OPA to implement fine-grained access control in ASM.

Parameter Description
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Data Plane Extension

Specify whether to use the WebAssembly (Wasm)-based ASMWebAssembly (Wasm)-based ASM
inst ance ext ensioninst ance ext ension.

ASM supports Wasm. You can deploy Wasm filters in the Envoy
proxy that is used to manage clusters on the data plane. This helps
you extend the data plane with new features. For more information,
see Write WASM filters for Envoy and deploy them in ASM.

Service Mesh Resource
Configuration

Specify whether to enable the rollback f eat ure f or Ist iorollback f eat ure f or Ist io
resourcesresources .

ASM provides the rollback feature for Ist io resources. This feature
records up to five historical versions of Ist io resources that are
updated in the recent period. For more information, see Roll back
an Istio resource to an earlier version.

Specify whether to allow t he Kubernet es API of  clust ers onallow t he Kubernet es API of  clust ers on
t he dat a plane t o access Ist io resourcest he dat a plane t o access Ist io resources .

ASM allows you to create, delete, modify, and query Istio resources
by using the Kubernetes API of clusters on the data plane. For more
information, see Use the Kubernetes API of clusters on the data
plane to access Istio resources.

Performance Optimization

Specify whether to enable Mult iBuf f er-based T LS encrypt ionMult iBuf f er-based T LS encrypt ion
and decrypt ion perf ormance opt imiz at ionand decrypt ion perf ormance opt imiz at ion.

ASM combines with Intel Multi-Buffer to accelerate TLS processing
in Envoy to alleviate the bottleneck. For more information, see
Enable Multi-Buffer for TLS acceleration.

Not e Not e This feature is supported only by ASM Enterprise
Edition and Ultimate Edition instances.

Parameter Description

You can delete an Alibaba Cloud Service Mesh (ASM) instance that you no longer need.

PrerequisitesPrerequisites
Clusters in the ASM instance that you want to delete are removed from the instance. For more
information, see Remove a cluster from an ASM instance.

ProcedureProcedure
1. 

2. 

3. On the Mesh ManagementMesh Management  page, click the  icon in the Act ions column of the ASM instance that

you want to delete. Then, click Delet eDelet e.

1.4. Delete an ASM instance1.4. Delete an ASM instance
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4. In the Delet e ASM Inst anceDelet e ASM Inst ance dialog box, select  the resources that you want to retain and click OKOK.

ResultResult
The status of the ASM instance to be deleted becomes Delet ingDelet ing. Click Ref reshRef resh. Then, the deleted
instance disappears from the Mesh ManagementMesh Management  page.

If  you want to use API operations to manage an Alibaba Cloud Service Mesh (ASM) instance, you can use
the kubectl client  to connect to the ASM instance.

ContextContext
kubectl is a command-line tool of Kubernetes. You can use kubectl to manage Kubernetes clusters,
containerized applications deployed in Kubernetes clusters, and ASM instances.

Based on the role-based access control (RBAC) mode of Kubernetes, ASM provides predefined RBAC
roles with different permissions on an ASM instance. You can assign roles with the following permissions
to users as required:

The permissions to manage namespaces on the control plane, including the permissions to perform
the create, delete, get, list , patch, update, and watch operations.

The permissions to manage Ist io resources, including the permissions to perform the create, delete,
get, list , patch, update, and watch operations.

The permissions to manage  istiogateways.istio.alibabacloud.com  resources for deploying
ingress gateways, including the permissions to perform the create, delete, get, list , patch, update,
and watch operations.

The read-only permissions on  istio.alibabacloud.com  resources, including the permissions to
perform the get and list  operations.

1.5. Use kubectl to connect to an ASM1.5. Use kubectl to connect to an ASM
instanceinstance
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
  name: istio-admin
rules:
- apiGroups: [""]
  resources: ["namespaces"]
  verbs: 
  - create
  - delete
  - get
  - list
  - patch
  - update
  - watch
- apiGroups:
  - config.istio.io
  - networking.istio.io
  - authentication.istio.io
  - rbac.istio.io
  - security.istio.io
  resources: ["*"]
  verbs:
  - create
  - delete
  - get
  - list
  - patch
  - update
  - watch
- apiGroups:
  - istio.alibabacloud.com
  resources: ["istiogateways"]
  verbs:
  - create
  - delete
  - get
  - list
  - patch
  - update
  - watch
- apiGroups:
  - istio.alibabacloud.com
  resources: ["*"]
  verbs:
  - get
  - list

ProcedureProcedure
1. Select  and download a version of kubectl from GitHub. Then, install and configure the kubectl

client. For more information, see Install and Set  Up kubectl.
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2. View the connection configuration of the ASM instance.

i. Log on to the .

ii. 

iii. 

iv. Click Connect ionConnect ion in the upper-right corner.
In the Connect ionConnect ion panel, you can view the Internet connection configuration on the Int ernetInt ernet
AccessAccess tab, and the internal connection configuration on the Int ernal AccessInt ernal Access tab.

Not ice Not ice You can access an ASM instance from the Internet only if  an elast ic IP
address (EIP) is associated with the API server of the ASM instance to expose the API Server
to the Internet. Otherwise, the Internet Access tab is not displayed in the Connect ionConnect ion
panel.

3. Add the credential for connecting to the ASM instance.

If  the ASM instance supports Internet access, click the Int ernet  AccessInt ernet  Access tab and copy the
content in the code editor to the config file in the $HOME/.kube directory. This is the default  f ile
from which kubectl obtains credentials. If  the config file does not exist  in the specified directory,
create one by yourself.

If  the ASM instance supports internal access, click the Int ernal AccessInt ernal Access tab and copy the
content in the code editor to the config file in the $HOME/.kube directory. This is the default  f ile
from which kubectl obtains credentials. If  the config file does not exist  in the specified directory,
create one by yourself.

4. Run the following command to check whether you can connect to the ASM instance from the
kubectl client. If  the namespace information is returned, the connection succeeds.

kubectl get ns
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Applications that are deployed in an Alibaba Cloud Service Mesh (ASM) instance run in clusters. To use
an ASM instance to manage applications, you must add a Container Service for Kubernetes (ACK) cluster
to the ASM instance.

PrerequisitesPrerequisites
An ASM instance is created. For more information, see Create an ASM instance.

An ACK cluster is created. For more information, see Create an ACK dedicated cluster and Create an
ACK managed cluster.

The API server of the Container Service for Kubernetes cluster can be accessed from the Internet.

ProcedureProcedure
1. 

2. 

3. 

4. 

5. In the Add Clust erAdd Clust er panel, select  the cluster to be added to the ASM instance and click OKOK.

Not eNot e

If your application runs in a single cluster or mult iple clusters in a VPC, we recommend
that you select  Clust ers in t he Same VPC as t he ASM Inst anceClust ers in t he Same VPC as t he ASM Inst ance to filter clusters.

Make sure that the proxy container of the cluster to be added to the ASM instance can
access Ist io Pilot  of the ASM instance. If  Ist io Pilot  of the ASM instance does not allow
Internet access, make sure that it  can be accessed by the proxy container in the VPC.

6. In the Not eNot e message, click OKOK.

ResultResult
After you add a cluster to the ASM instance, the status of the ASM instance changes to Updat ingUpdat ing.
Wait  a few seconds and click the Ref reshRef resh icon in the upper-right corner. If  the cluster is added to the
ASM instance, the status of the ASM instance becomes RunningRunning. You can add mult iple clusters to the
ASM instance at  a t ime. The wait ing duration may vary with the number of clusters that you add. On the
Kubernet es Clust ersKubernet es Clust ers page, you can view the information about the added cluster.

Alibaba Cloud Service Mesh (ASM) allows you to add Elast ic Compute Service (ECS) instances to an ASM
instance. This way, you can connect the workloads on the ECS instances to the ASM instance. This topic
describes how to add an ECS instance to an ASM instance.

2.Data plane2.Data plane
2.1. Add a cluster to an ASM instance2.1. Add a cluster to an ASM instance

2.2. Add an ECS instance to an ASM2.2. Add an ECS instance to an ASM
instanceinstance
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PrerequisitesPrerequisites

An ECS instance is created. For more information, see Create an instance by using the wizard.

Not e Not e To add an ECS instance to an ASM instance, make sure that the ECS instance resides
in the same virtual private cloud (VPC) as the ASM instance.

ProcedureProcedure
1. 

2. 

3. 

4. 

5. In the Add VMAdd VM panel, select  an ECS instance and click OKOK.
On the VMsVMs page, you can view the information about the added ECS instance.

Related informationRelated information
Install Ist io Proxy on a virtual machine

Use ASM to manage a Bookinfo application on virtual machines

Use ASM to manage non-containerized applications

If you no longer need a cluster in an Alibaba Cloud Service Mesh (ASM) instance, you can remove the
cluster from the ASM instance.

ProcedureProcedure
1. 

2. 

3. 

4. 

5. On the Kubernet es Clust ersKubernet es Clust ers page, select  the cluster that you want to remove and click RemoveRemove.

6. In the Submit  message, click OKOK.
The cluster disappears from the Kubernet es Clust ersKubernet es Clust ers page.

2.3. Remove a cluster from an ASM2.3. Remove a cluster from an ASM
instanceinstance

Alibaba Cloud Service Mesh User Guide··Dat a plane

> Document  Version: 20220615 17

https://www.alibabacloud.com/help/doc-detail/87190.htm#task-vwq-5g4-r2b
https://www.alibabacloud.com/help/doc-detail/214104.htm#task-2070460
https://www.alibabacloud.com/help/doc-detail/213925.htm#task-2070654
https://www.alibabacloud.com/help/doc-detail/184157.htm#task-1953925


Namespaces are used to divide Kubernetes cluster resources into virtual and isolated spaces. This topic
describes how to create, define, and delete a namespace for an Alibaba Cloud Service Mesh (ASM)
instance.

ContextContext
The namespaces that you create in an ASM instance, whether in the ASM console or by using the
kubectl client, belong only to the ASM instance. They are independent of the Kubernetes clusters in the
data plane that are managed by the ASM instance. Therefore, the namespaces in the control plane of
the ASM instance may be different from the namespaces of the Kubernetes clusters in the data plane.
When you create or delete namespaces for the ASM instance, the namespaces of the Kubernetes
clusters in the data plane are not affected.

Create a namespaceCreate a namespace
1. 

2. 

3. 

4. 

5. In the Creat e NamespaceCreat e Namespace panel, set  the parameters and click OKOK.

Parameter Description

NameName

The name of the namespace. The name must be
1 to 63 characters in length and can contain only
digits, letters, and hyphens (-). It  must start and
end with a letter or digit.

T agT ag

You can add multiple tags to a namespace. Tags
are used to identify namespaces. For example,
you can tag a namespace as one that is used in
the test environment. To add a tag, click Add in
the Tag section and enter the key and value of
the tag in the row that appears.

Enable automatic sidecar injectionEnable automatic sidecar injection
After you enable automatic sidecar inject ion for a namespace, an Envoy proxy is automatically injected
as a sidecar into each pod that is created in the namespace. These Envoy proxies comprise the data
plane of the ASM instance.

1. 

2. 

3. 

4. 

3.Control plane3.Control plane
3.1. Manage namespaces3.1. Manage namespaces
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5. On the NamespacesNamespaces page, find the namespace for which you want to enable automatic sidecar
inject ion and click Enable Aut omat ic Sidecar Inject ionEnable Aut omat ic Sidecar Inject ion in the Aut omat ic Sidecar Inject ionAut omat ic Sidecar Inject ion
column.

6. In the SubmitSubmit  message, click OKOK.

Define a namespaceDefine a namespace
1. 

2. 

3. 

4. 

5. On the NamespacesNamespaces page, find the namespace that you want to define and click YAMLYAML in the
Act ionsAct ions column.

6. In the EditEdit  panel, define the namespace and click OKOK.

Delete a namespaceDelete a namespace
1. 

2. 

3. 

4. 

5. On the NamespacesNamespaces page, find the namespace that you want to delete and click Delet eDelet e in the
Act ionsAct ions column.

6. In the Submit  message, click OKOK.
The namespace disappears from the NamespacesNamespaces page.

Virtual services are crit ical resources for traffic routing. You can use virtual services to manage requests
that are sent to services in an Alibaba Cloud Service Mesh (ASM) instance. This topic describes how to
create, modify, and delete a virtual service.

Create a virtual serviceCreate a virtual service
1. 

2. 

3. 

4. 

5. Set  the parameters for creating a virtual service by using one of the following methods:

On the Creat eCreat e page, select  a namespace from the NamespaceNamespace drop-down list , select  a
template that is used to create a virtual service from the T emplat eT emplat e drop-down list , modify the
configurations of the template in the YAMLYAML code editor, and then click Creat eCreat e.

On the Creat eCreat e page, select  a namespace from the NamespaceNamespace drop-down list , select  no
template from the T emplat eT emplat e drop-down list , customize the configurations of a virtual service in
the YAMLYAML code editor, and then click Creat eCreat e.

What to do nextWhat to do next

3.2. Manage virtual services3.2. Manage virtual services
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Modify a virtual serviceModify a virtual service
On the details page of the ASM instance, choose T raf f ic ManagementT raf f ic Management  >  > Virt ualServiceVirt ualService in the left-
side navigation pane. On the Virt ualServiceVirt ualService page, find the virtual service that you want to modify and
click YAMLYAML in the Act ionsAct ions column. In the EditEdit  panel, modify the configurations of the virtual service and
click OKOK.

Delete a virtual serviceDelete a virtual service
On the details page of the ASM instance, choose T raf f ic ManagementT raf f ic Management  >  > Virt ualServiceVirt ualService in the left-
side navigation pane. On the Virt ualServiceVirt ualService page, find the virtual service that you want to delete and
click Delet eDelet e in the Act ionsAct ions column. In the SubmitSubmit  message, click OKOK.

Destination rules are crit ical resources of Alibaba Cloud Service Mesh (ASM) instances. Dest ination rules
define policies for the traffic that is intended for a service after routing has occurred, such as the
policies for service subsets and Envoy proxies. This topic describes how to create, modify, and delete a
destination rule.

Create a destination ruleCreate a destination rule
1. 

2. 

3. 

4. 

5. In the Creat eCreat e panel, set  the parameters and click OKOK.

i. Select  a namespace from the NamespacesNamespaces drop-down list .

ii. In the code editor, enter code to configure a dest ination rule.

On the Dest inat ionRuleDest inat ionRule page, you can view the created dest ination rule.

Modify a destination ruleModify a destination rule
1. 

2. 

3. 

4. 

5. On the Dest inat ionRuleDest inat ionRule page, find the dest ination rule that you want to modify and click YAMLYAML in
the Act ionsAct ions column.

6. In the EditEdit  panel, modify the dest ination rule and click OKOK.

Delete a destination ruleDelete a destination rule
1. 

2. 

3. 

4. 

5. On the Dest inat ionRuleDest inat ionRule page, find the dest ination rule that you want to delete and click Delet eDelet e

3.3. Manage destination rules3.3. Manage destination rules
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in the Act ionsAct ions column.

6. In the Submit  message, click OKOK.
The dest ination rule disappears from the Dest inat ionRuleDest inat ionRule page.

An Ist io gateway defines a load balancer that runs at  the edge of an Alibaba Cloud Service Mesh (ASM)
instance to receive inbound or outbound HTTP/TCP traffic. This topic describes how to create, modify,
and delete an Ist io gateway.

Create an Istio gatewayCreate an Istio gateway
1. 

2. 

3. 

4. 

5. Set  the parameters for creating an Ist io gateway by using one of the following methods:

On the Creat eCreat e page, select  a namespace from the NamespaceNamespace drop-down list , select  a
template that is used to create an Ist io gateway from the T emplat eT emplat e drop-down list , modify the
configurations of the template in the YAMLYAML code editor, and then click Creat eCreat e.

On the Creat eCreat e page, select  a namespace from the NamespaceNamespace drop-down list , select  no
template from the T emplat eT emplat e drop-down list , customize the configurations of an Ist io gateway
in the YAMLYAML code editor, and then click Creat eCreat e.

What to do nextWhat to do next

Modify an Istio gatewayModify an Istio gateway
On the details page of the ASM instance, choose T raf f ic ManagementT raf f ic Management  >  > Gat ewayGat eway in the left-side
navigation pane. On the Gat ewayGat eway page, find the Ist io gateway that you want to modify and click
YAMLYAML in the Act ionsAct ions column. In the EditEdit  panel, modify the configurations of the Ist io gateway and
click OKOK.

Delete an Istio gatewayDelete an Istio gateway
On the details page of the ASM instance, choose T raf f ic ManagementT raf f ic Management  >  > Gat ewayGat eway in the left-side
navigation pane. On the Gat ewayGat eway page, find the Ist io gateway that you want to delete and click
Delet eDelet e in the Act ionsAct ions column. In the SubmitSubmit  message, click OKOK.

You can add an entry of a service to the internal service registry of an Alibaba Cloud Service Mesh (ASM)
instance. A service entry describes the domain name, port, protocol, and endpoint  of a service. This
topic describes how to create, modify, and delete a service entry.

Create a service entryCreate a service entry
1. 

2. 

3. 

3.4. Manage Istio gateways3.4. Manage Istio gateways

3.5. Manage service entries3.5. Manage service entries
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4. 

5. In the Creat eCreat e panel, set  the parameters and click OKOK.

i. Select  a namespace from the NamespacesNamespaces drop-down list .

ii. In the code editor, enter code to configure a service entry.

On the ServiceEnt ryServiceEnt ry page, you can view the created service entry.

Modify a service entryModify a service entry
1. 

2. 

3. 

4. 

5. On the ServiceEnt ryServiceEnt ry page, find the service entry that you want to modify and click YAMLYAML in the
Act ionsAct ions column.

6. In the EditEdit  panel, modify the service entry and click OKOK.

Delete a service entryDelete a service entry
1. 

2. 

3. 

4. 

5. On the ServiceEnt ryServiceEnt ry page, find the service entry that you want to delete and click Delet eDelet e in the
Act ionsAct ions column.

6. In the Submit  message, click OKOK.
The service entry disappears from the ServiceEnt ryServiceEnt ry page.

Envoy filters are used to configure filter condit ions, listeners, and other sett ings for Envoy proxies. This
further enhances capabilit ies of the Alibaba Cloud Service Mesh (ASM) control plane. This topic
describes how to create, modify, and delete an Envoy filter.

Usage notesUsage notes
The method for creating an Envoy filter varies with the version of your ASM instance.

If  the version of your ASM instance is V1.12.4.0-g7d140f10-aliyun or later, you can create an Envoy
filter by using an Envoy filter template.

If  the version of your ASM instance is earlier than V1.12.4.0-g7d140f10-aliyun, you need to to create
an Envoy filter. You can also update your ASM instance to V1.12.4.0-g7d140f10-aliyun or later. Then,
you can create an Envoy filter by using an Envoy filter template. For more information about how to
update an ASM instance, see 升级ASM实例.

Relationships between Envoy filter templates and Envoy filtersRelationships between Envoy filter templates and Envoy filters

3.6. Manage Envoy filters3.6. Manage Envoy filters
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User-created Envoy filters may be incompatible with ASM instances after the instances are updated or
maintained. In an ASM instance of V1.12.4.0-g7d140f10-aliyun or later, you can create Envoy filters by
using Envoy filter templates. After you update the ASM instance, the system automatically recreates or
modifies the Envoy filters that were created by using Envoy filter templates to ensure that the Envoy
filters are compatible with the ASM instance. This prevents version compatibility issues of Envoy filters
and makes Envoy filters easier to use.

After you create an Envoy filter template, you must bind the Envoy filter template to a workload or
namespace. Then, ASM automatically creates an Envoy filter by using the template. An Envoy filter
template can be bound to mult iple workloads and namespaces. This way, you can create mult iple
Envoy filters by using the template.

Create an Envoy filter templateCreate an Envoy filter template
ASM allows you to create an Envoy filter template by using a preset  template or by customizing the
Envoy filter template.

Create an Envoy filter template by using a preset templateCreate an Envoy filter template by using a preset template
1. 

2. 

3. 

4. 

5. On the Market  PlaceMarket  Place page, find the preset  template that you want to use to create an Envoy
filter template and click Apply t his t emplat eApply t his t emplat e.

6. In the Fill t emplat e paramet ersFill t emplat e paramet ers step, set  the parameters of the Envoy filter template and click
NextNext .

7. In the Creat eCreat e step, enter a name for the Envoy filter template and click OKOK.

On the details page of the ASM instance, choose Plugin Cent erPlugin Cent er >  > EnvoyFilt er T emplat eEnvoyFilt er T emplat e in the
left-side navigation pane. On the EnvoyFilt er T emplat eEnvoyFilt er T emplat e page, you can view the Envoy filter
template that you created.

Create an Envoy filter template by customizing the templateCreate an Envoy filter template by customizing the template
1. 

2. 

3. 

4. 

5. On the Market  PlaceMarket  Place page, find the Cust omize EnvoyFilt er t emplat eCust omize EnvoyFilt er t emplat e card and click Apply t hisApply t his
t emplat et emplat e.

6. In the Basic Inf ormat ionBasic Inf ormat ion sect ion, enter a name for the Envoy filter template.

7. In the Mult i-version adapt ed EnvoyFilt er t emplat esMult i-version adapt ed EnvoyFilt er t emplat es sect ion, click Add an EnvoyFilt erAdd an EnvoyFilt er
t emplat e f or specif ic adapt ed ist io versiont emplat e f or specif ic adapt ed ist io version, select  an Ist io version, customize the
configurations of the Envoy filter template, and then click OKOK.

On the details page of the ASM instance, choose Plugin Cent erPlugin Cent er >  > EnvoyFilt er T emplat eEnvoyFilt er T emplat e in the
left-side navigation pane. On the EnvoyFilt er T emplat eEnvoyFilt er T emplat e page, you can view the Envoy filter
template that you created.

Bind an Envoy filter template to a workload or namespaceBind an Envoy filter template to a workload or namespace
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After you create an Envoy filter template, you must bind the Envoy filter template to workloads or
namespaces. Then, the Envoy filter template takes effects on the specified workloads or namespaces.
After you bind the Envoy filter template to workloads or namespaces, ASM automatically creates Envoy
filters by using the template.

Bind an Envoy filter template to a workloadBind an Envoy filter template to a workload
1. 

2. 

3. 

4. 

5. On the EnvoyFilt er T emplat eEnvoyFilt er T emplat e page, find the Envoy filter template that you want to configure
and click Edit  t emplat eEdit  t emplat e in the Act ionsAct ions column.

6. On the Edit  EnvoyFilt er T emplat eEdit  EnvoyFilt er T emplat e page, click the Bind t emplat e t o workloadsBind t emplat e t o workloads tab and click
Bind EnvoyFilt er t o WorkloadsBind EnvoyFilt er t o Workloads.

7. In the Bind EnvoyFilt er t o WorkloadsBind EnvoyFilt er t o Workloads dialog box, set  the NamespaceNamespace and Workload T ypeWorkload T ype
parameters, click BindBind next  to a workload in the Not  boundNot  bound sect ion, and then click OKOK.

On the details page of the ASM instance, choose Plugin Cent erPlugin Cent er >  > EnvoyFilt erEnvoyFilt er in the left-side
navigation pane. On the EnvoyFilt erEnvoyFilt er page, you can view the Envoy filter that is automatically
created.

Bind an Envoy filter template to a namespaceBind an Envoy filter template to a namespace
1. 

2. 

3. 

4. 

5. On the EnvoyFilt er T emplat eEnvoyFilt er T emplat e page, find the Envoy filter template that you want to configure
and click Edit  t emplat eEdit  t emplat e in the Act ionsAct ions column.

6. On the Edit  EnvoyFilt er T emplat eEdit  EnvoyFilt er T emplat e page, click the Bind t emplat e t o workloadsBind t emplat e t o workloads tab and click
Bind EnvoyFilt er t o NamespaceBind EnvoyFilt er t o Namespace.

7. In the Bind EnvoyFilt er t o NamespaceBind EnvoyFilt er t o Namespace dialog box, click the namespace that you want to
configure in the Not  boundNot  bound sect ion and click OKOK.

Not e Not e If  you bind an Envoy filter template to the ist io-system namespace, the Envoy filter
template globally takes effect. The Envoy filter template is automatically unbound from other
workloads or namespaces to which the template is bound. Therefore, you need to confirm that
you want to bind Envoy filter template to the ist io-system namespace.

On the details page of the ASM instance, choose Plugin Cent erPlugin Cent er >  > EnvoyFilt erEnvoyFilt er in the left-side
navigation pane. On the EnvoyFilt erEnvoyFilt er page, you can view the Envoy filter that is automatically
created.

What to do nextWhat to do next

Modify an Envoy filterModify an Envoy filter
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Not e Not e You can modify only Envoy filters that are created by using custom templates. You
cannot modify Envoy filters that are created by using preset  templates.

On the EnvoyFilt er T emplat eEnvoyFilt er T emplat e page, find the Envoy filter template that you want to modify and click
Edit  t emplat eEdit  t emplat e in the Act ionsAct ions column. Modify the template parameters and click Modif y t emplat eModif y t emplat e
cont ent scont ent s. After you modify the Envoy filter template, the Envoy filters that were created by using the
template are automatically updated.

Delete an Envoy filterDelete an Envoy filter
Delete an Envoy filter by delet ing an Envoy filter template

On the EnvoyFilt er T emplat eEnvoyFilt er T emplat e page, find the Envoy filter template that you want to delete and
click Delet eDelet e in the Act ionsAct ions column. In the message that appears, click OKOK. After you delete the
Envoy filter template, the Envoy filters that were created from the template are automatically
deleted.

Delete an Envoy filter by unbinding an Envoy filter template from a workload

On the EnvoyFilt er T emplat eEnvoyFilt er T emplat e page, find the Envoy filter template that you want to configure and
click Edit  t emplat eEdit  t emplat e in the Act ionsAct ions column. On the Bind t emplat e t o workloadsBind t emplat e t o workloads tab, click BindBind
EnvoyFilt er t o WorkloadsEnvoyFilt er t o Workloads. In the Bind EnvoyFilt er t o WorkloadsBind EnvoyFilt er t o Workloads dialog box, click UnbindUnbind next  to
the workload from which you want to unbind the template and click OKOK. After you unbind the Envoy
filter template from the workload, the Envoy filter that was created by using the template for the
workload is automatically deleted.

Delete an Envoy filter by unbinding an Envoy filter template from a namespace

On the EnvoyFilt er T emplat eEnvoyFilt er T emplat e page, find the Envoy filter template that you want to configure and
click Edit  t emplat eEdit  t emplat e in the Act ionsAct ions column. On the Bind t emplat e t o workloadsBind t emplat e t o workloads tab, click BindBind
EnvoyFilt er t o NamespaceEnvoyFilt er t o Namespace. In the Bind EnvoyFilt er t o NamespaceBind EnvoyFilt er t o Namespace dialog box, click the
namespace from which you want to unbind the template in the BoundBound sect ion and click OKOK. After
you unbind the Envoy filter template from the namespace, the Envoy filter that was created by using
the template for the namespace is automatically deleted.
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