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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Alibaba Cloud Service Mesh (ASM) is a managed service mesh platform. It  decouples the control plane
of a service mesh from the data plane that the control plane manages. You can separately manage the
lifecycle of the control plane and data plane. The data plane is where Container Service for Kubernetes
(ACK) clusters reside. In the ASM console, you can create, define, and delete namespaces in an ASM
instance to manage resources in the data plane. This topic describes the difference between
namespaces in an ASM instance and those of the clusters in the data plane managed by the ASM
instance. This topic also describes how to enable automatic sidecar inject ion for a namespace in the
ASM console.

DifferenceDifference
The namespaces that you create in an ASM instance, whether in the ASM console or by using the
kubectl client, belong only to the ASM instance. They are independent of the Kubernetes clusters in the
data plane that are managed by the ASM instance. Therefore, the namespaces in the control plane of
the ASM instance may be different from the namespaces of the Kubernetes clusters in the data plane.
When you create or delete namespaces for the ASM instance, the namespaces of the Kubernetes
clusters in the data plane are not affected.

Enable automatic sidecar injection for a namespaceEnable automatic sidecar injection for a namespace
You can enable automatic sidecar inject ion for a namespace of a Kubernetes cluster. After automatic
sidecar inject ion is enabled, the ist io-inject ion=enabled tag is added to the namespace. An Envoy proxy
is automatically injected as a sidecar into each pod that is created in the namespace. You can also
disable automatic sidecar inject ion for the namespace. After automatic sidecar inject ion is disabled, the
ist io-inject ion=disabled tag is added to the namespace.

To enable automatic sidecar inject ion for a namespace of a Kubernetes cluster in the ASM console,
perform the following steps:

1. 

2. 

3. 

4. 

5. On the NamespacesNamespaces page, find the namespace for which you want to enable automatic sidecar
inject ion and click Enable Aut omat ic Sidecar Inject ionEnable Aut omat ic Sidecar Inject ion in the Aut omat ic Sidecar Inject ionAut omat ic Sidecar Inject ion
column.

1.What is the difference between1.What is the difference between
namespaces in an ASM instancenamespaces in an ASM instance
and those of the clusters in theand those of the clusters in the
data plane managed by the ASMdata plane managed by the ASM
instance?instance?
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Not e Not e If  automatic sidecar inject ion is already enabled for the namespace, DisableDisable
Aut omat ic Sidecar Inject ionAut omat ic Sidecar Inject ion appears in the Aut omat ic Sidecar Inject ionAut omat ic Sidecar Inject ion column. If  you
want to disable this feature, click Disable Automatic Sidecar Inject ion. In the Conf irmConf irm message,
click OKOK.

6. In the Conf irmConf irm message, click OKOK.

Not e Not e After you enable or disable automatic sidecar inject ion for namespaces in the ASM
console, automatic sidecar inject ion is automatically enabled or disabled for the same
namespaces of the Kubernetes clusters in the data plane. However, the creation and delet ion
of namespaces in the control plane are not synchronized to the Kubernetes clusters in the
data plane. This ensures the stability of the resources used by the Kubernetes clusters in the
data plane.

FAQ··What  is t he difference bet wee
n namespaces in an ASM inst ance a
nd t hose of t he clust ers in t he dat a 
plane managed by t he ASM inst anc
e?
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After you try to delete a namespace in a Kubernetes cluster, the namespace may be stuck in the
terminating state for a long t ime. This topic describes how to delete a namespace in the terminating
state.

Problem descriptionProblem description
After you try to delete a namespace in a Kubernetes cluster, the namespace may be stuck in the
terminating state for a long t ime.

$ kubectl delete ns <namespacename>
Error from server (Conflict): Operation cannot be fulfilled on namespaces "<namespacename>"
: The system is ensuring all content is removed from this namespace. Upon completion, this 
namespace will automatically be purged by the system. 
$ kubectl describe ns <namespacename>
Name: <namespacename> 
Labels: <none> 
Annotations: kubectl.kubernetes.io/last-applied-configuration={"apiVersion":"v1","kind":"Na
mespace","metadata":{"annotations":{},"name":"<namespacename>","namespace":""}} 
Status: Terminating 

CauseCause
Residual resources exist  in the namespace that you want to delete from the cluster.

SolutionSolution
To delete a namespace in the terminating state, you can delete the finalizers field in the namespace
configuration.

This method can clear a namespace that is stuck in the terminating state. However, resources that
belong to the namespace cannot be automatically deleted and thus left  in the cluster. You must
manually delete the residual resources. After the residual resources are deleted, you can perform the
following steps to clear the array of the finalizers field and delete the finalizers field. Then, Kubernetes
deletes the namespace in the terminating state.

1. Open a shell terminal. Run the following command to create a reverse proxy for your Kubernetes
cluster:

kubectl proxy

A command output similar to the following one appears:

Starting to serve on 127.0.0.1:8001

2. Open a new shell terminal. Define environment variables to connect to the Kubernetes cluster.
Then, run the curl command to check the connectivity and authorization.

2.How do I delete a namespace in2.How do I delete a namespace in
the terminating state?the terminating state?
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export TOKEN=$(kubectl describe secret $(kubectl get secrets | grep default | cut -f1
-d ' ') | grep -E '^token' | cut -f2 -d':' | tr -d '\t')
curl http://localhost:8001/api/v1/namespaces --header "Authorization: Bearer $TOKEN" 
--insecure

3. Query the configuration of a namespace, for example, ist io-system.

kubectl get namespace istio-system -o json > istio-system.json

4. Clear the array of the finalizers field and save the configuration.

    "spec": {
        "finalizers": [
        ]
    },

5. Run the following command to delete the finalizers field of the ist io-system namespace:

curl -X PUT --data-binary @istio-system.json http://localhost:8001/api/v1/namespaces/
istio-system/finalize -H "Content-Type: application/json" --header "Authorization: Be
arer $TOKEN" --insecure

FAQ··How do I delet e a namespace i
n t he t erminat ing st at e?
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This topic shows you how to resolve the issue where the pods of a Kubernetes cluster on the data
plane cannot access the IP address of the Server Load Balancer (SLB) instance that is configured in an
ingress gateway.

Problem descriptionProblem description
A Kubernetes cluster is added to your Alibaba Cloud Service Mesh (ASM) instance. An SLB instance
whose externalTrafficPolicy parameter is set  to Local is configured in an ingress gateway for the ASM
instance. When the pods of the Kubernetes cluster access the IP address of the SLB instance that is
configured in the ingress gateway, the following issue occurs:

The Pod on some specific nodes can access the SLB address exposed by the entry gateway.

The Pod on some specific nodes can not access the SLB address exposed by the entry gateway.

CausesCauses
If  the SLB instance whose  externalTrafficPolicy  parameter is set  to Local is specified for the
ingress gateway service of the Kubernetes cluster, only the backend pods where the service is deployed
can access the IP address of the SLB instance. This is because the IP address of the SLB instance is
regarded as an external IP address of the service and is used to access the ingress gateway from
outside the Kubernetes cluster. If  the nodes and pods in the Kubernetes cluster cannot directly access
the IP address of the SLB instance, the system does not route requests to the SLB instance. Instead, the
requests are forwarded by kube-proxy in iptables or IP Virtual Server (IPVS) mode.

If  no backend pods of the service are deployed on the nodes of the Kubernetes cluster or the nodes
where the pods that send requests reside, the IP address of the SLB instance cannot be accessed. If  the
backend pods of the service are deployed, the IP address of the SLB instance can be accessed. For more
information, see Why kube-proxy add external-lb's address to node local iptables rule?.

SolutionsSolutions
You can use the IP address of the Kubernetes cluster or the name of the ingress gateway service to
access the IP address of the SLB instance within the Kubernetes cluster. The name of the ingress
gateway service is ist io-ingressgateway.ist io-system.

Not e Not e We recommend that you use this solut ion.

If  you do not require source IP addresses, you can use the following solut ion:

Change the value of the  externalTrafficPolicy  parameter of the ingress gateway to  Cluster .
In this case, you cannot obtain source IP addresses when you access the IP address of the SLB
instance. For more information, see Modify an ingress gateway service.

3.What can I do if the pods of a3.What can I do if the pods of a
Kubernetes cluster on the dataKubernetes cluster on the data
plane cannot access the IP addressplane cannot access the IP address
of the SLB instance that isof the SLB instance that is
configured in an ingress gateway?configured in an ingress gateway?
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apiVersion: istio.alibabacloud.com/v1beta1
kind: IstioGateway
metadata:
  name: ingressgateway
  namespace: istio-system
  ....
spec:
  externalTrafficPolicy: Cluster
....

If  you use elast ic network interfaces (ENIs) of Terway or your clusters are in inclusive ENI mode, you
can use the following solut ion: This solut ion allows you to access the IP address of the SLB instance
within the Kubernetes cluster without losing source IP addresses.

Change the value of the  externalTrafficPolicy  parameter of the ingress gateway to  Cluster 
and add an annotation, such as  serviceAnnotations: service.beta.kubernetes.io/backend-type: 
"eni" , to directly connect to ENIs. For more information, see Modify an ingress gateway service.

apiVersion: istio.alibabacloud.com/v1beta1
kind: IstioGateway
metadata:
  name: ingressgateway
  namespace: istio-system
  ....
spec:
  externalTrafficPolicy: Cluster
  maxReplicas: 5
  minReplicas: 2
  ports:
    - name: status-port
      port: 15020
      targetPort: 15020
    - name: http2
      port: 80
      targetPort: 80
    - name: https
      port: 443
      targetPort: 443
    - name: tls
      port: 15443
      targetPort: 15443
  replicaCount: 2
  resources:
    limits:
      cpu: '2'
      memory: 2G
    requests:
      cpu: 200m
      memory: 256Mi
  runAsRoot: false
  serviceAnnotations:
    service.beta.kubernetes.io/backend-type: eni
  serviceType: LoadBalancer

FAQ··What  can I do if t he pods of a K
ubernet es clust er on t he dat a plane
cannot  access t he IP address of t he
SLB inst ance t hat  is configured in an
ingress gat eway?
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When you delete an Alibaba Cloud Service Mesh (ASM) gateway, the Server Load Balancer (SLB) instance
configured for the ASM gateway is also deleted. This topic describes the cause of the issue and
provides a solut ion.

Problem descriptionProblem description
When you delete an ASM gateway, the SLB instance configured for the ASM gateway is also deleted.

CauseCause
When you create an ASM gateway, if  you specify Creat e SLB Inst anceCreat e SLB Inst ance, an SLB instance is
automatically created. In this case, when you delete the ASM gateway, the SLB instance that is
automatically created is also deleted.

Not e Not e If  you specify Use Exist ing SLB Inst anceUse Exist ing SLB Inst ance when you create an ASM gateway, the SLB
instance that you use is retained after you delete the ASM gateway.

SolutionSolution
To ensure that the SLB instance that is automatically created for an ASM gateway is retained when you
delete the ASM gateway, perform the following steps:

1. Obtain the IP address of the ASM gateway.

i. 

ii. 

iii. 

iv. 

v. On the ASM Gat ewaysASM Gat eways page, obtain the IP address of the ASM gateway whose SLB instance
you want to retain in the Kubernetes Service column.

2. Obtain the ID of the SLB instance.

i. Log on to the SLB console.

ii. In the left-side navigation pane, choose CLB (FKA SLB)CLB (FKA SLB) >  > Inst ancesInst ances.

4.How can I retain the SLB instance4.How can I retain the SLB instance
configured for an ASM gatewayconfigured for an ASM gateway
when I delete the ASM gateway?when I delete the ASM gateway?

Alibaba Cloud Service Mesh
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iii. On the Inst ancesInst ances page, enter the ID of the ASM gateway obtained in Step 1 in the search box.
In the search results, you can obtain the ID of the SLB instance.

3. Modify the YAML file of the ASM gateway.

i. On the ASM Gat ewaysASM Gat eways page, click YAMLYAML in the Act ionsAct ions column of the ASM gateway that you
want to manage.

ii. Add the following content to the  serviceAnnotations  parameter in the YAML file. Then,
click OKOK.

Replace  {YourSLBId}  with the ID of the SLB instance obtained in Step 2.

service.beta.kubernetes.io/alibaba-cloud-loadbalancer-id: {YourSLBId}

After you modify the YAML file, the system automatically redeploys the ASM gateway. The
ASM gateway enters the Creat ingCreat ing state. If  the status of the ASM gateway becomes RunningRunning,
the ASM gateway is redeployed.

4. Delete the ASM gateway and check whether the SLB instance that is automatically created for the
ASM gateway is also deleted.

i. On the ASM Gat ewaysASM Gat eways page, find the AMS gateway that you want to delete and click Delet eDelet e
in the Act ionsAct ions column. In the message that appears, click OKOK.

ii. Log on to the SLB console. On the Inst ancesInst ances page, enter the ID of the ASM gateway obtained
in Step 1 in the search box.

If  the SLB instance is displayed in the search results on the Inst ancesInst ances page, the sett ings in
Step 2 take effect. The following figure shows an example.

FAQ··How can I ret ain t he SLB inst an
ce configured for an ASM gat eway 
when I delet e t he ASM gat eway?
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This topic describes the issue that no gateways or non-Ist io gateways are returned when the kubectl
command is run to query gateways. This topic also describes the cause of the issue and provides
solut ions.

Problem descriptionProblem description
An Ist io gateway is created. After you run the following command, the  No resources found  message
is returned or non-Ist io gateways are returned.

kubectl get gateway --all-namespaces

CauseCause
If  you use Alibaba Cloud Service Mesh (ASM) instances whose Ist io version is 1.8.6 or later, you may
encounter the issue. This is because Kubernetes Gateway API is automatically installed in ASM instances
whose Ist io version is 1.8.6 or later. For more information, see Use Gateway API to define a routing rule.

Both Kubernetes Gateway API and Ist io API provide a resource that is named Gateway. The two
Gateway resources have similar features, but they are different resources. The system cannot identify
which resource that you specify when you run  kubectl get gateway . As a result , Kubernetes
gateways instead of Ist io gateways may be returned. In this case, if  no Kubernetes gateways are
defined, no gateways are returned. If  Kubernetes gateways are defined, the Kubernetes gateways are
returned.

SolutionsSolutions
Use the ASM console to view Ist io gateways.

Use a full resource name or recognizable abbreviat ion in the kubectl command.

For example, you can use gtw to represent Kubernetes gateways, and gw to represent Ist io
gateways. In this case, you can run  kubectl get gw  or  kubectl get gateways.networking.istio.
io  to make sure that Ist io gateways can be returned.

5.Why are no gateways or non-Istio5.Why are no gateways or non-Istio
gateways returned when I run thegateways returned when I run the
kubectl command to querykubectl command to query
gateways?gateways?

Alibaba Cloud Service Mesh
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This topic describes the issue where a dest ination rule does not take effect  after it  is defined. This topic
also describes the cause of the issue and provides a solut ion.

Problem descriptionProblem description
When you use a client  to call a service for which a dest ination rule is defined, the call fails because the
destination rule does not take effect.

CauseCause
To route a request  to a service, Alibaba Cloud Service Mesh (ASM) follows a specific process to search
for the dest ination rule that is defined for the service. If  the dest ination rule is not found in the
namespaces that are searched based on the specific process, the dest ination rule does not take effect.
ASM searches for the dest ination rule based on the following process:

1. ASM checks whether the dest ination rule exists in the namespace where the client  that is used to
call the service resides.

2. ASM checks whether the dest ination rule exists in the namespace where the service that is to be
called resides.

3. ASM checks whether the dest ination rule exists in the root namespace that is named ist io-system.

For example, the following YAML file is used to define a dest ination rule for the myservice service in the
ns1 namespace. The  host  f ield indicates that the myservice service is defined in the default
namespace.

apiVersion: networking.istio.io/v1alpha3
kind: DestinationRule
metadata:
  name: myservice
spec:
  host: myservice.default.svc.cluster.local
  trafficPolicy:
    connectionPool:
      tcp:
        maxConnections: 100

If  you use a client  that resides in the ns1 namespace to call the myservice service, the call is successful
because ASM finds the dest ination rule of the myservice service in the ns1 namespace and uses the
destination rule to route the call request.

If  you use a client  that resides in the ns2 namespace to call the myservice service, the call fails. ASM
searches for the dest ination rule based on the following process:

i. The client  that is used to call the myservice service resides in the ns2 namespace. ASM searches
for the dest ination rule in the ns2 namespace. However, the dest ination rule is not found
because it  does not exist  in the ns2 namespace.

ii. The myservice service to be called resides in the default  namespace. ASM searches for the
destination rule in the default  namespace. However, the dest ination rule is not found because it
does not exist  in the default  namespace.

6.Why does a destination rule not6.Why does a destination rule not
take effect after it is defined?take effect after it is defined?

FAQ··Why does a dest inat ion rule no
t  t ake effect  aft er it  is defined?
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iii. The root namespace of ASM is f ixed as ist io-system. ASM searches for the dest ination rule in the
ist io-system namespace. However, the dest ination rule is not found because it  does not exist  in
the ist io-system namespace.

SolutionSolution
When you define a dest ination rule for a service, define the dest ination rule in one of the following
namespaces:

The root namespace of ASM

The namespace where the service resides

The namespace where the client  that is used to call the service resides

Not e Not e You can use virtual services across namespace boundaries. By default , a virtual service is
visible to all namespaces regardless of the namespace where the virtual service is defined. However,
you can modify the  exportTo  parameter to change the default  sett ing in the YMAL file that is
used to define the virtual service.

Alibaba Cloud Service Mesh FAQ··Why does a dest inat ion rule no
t  t ake effect  aft er it  is defined?
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This topic describes the issue in which a pod is in the  init crash  state after a sidecar proxy is
injected into the pod. This topic also describes the cause of the issue and provides a solut ion.

Problem descriptionProblem description
After you run the following command to check the status of pods, you find that a pod into which a
sidecar proxy is injected is in the  init crash  state:

kubectl get pod

The system displays information similar to the following output:

NAME                 READY       STATUS                    RESTARTS        AGE
details-v1-u****     0/2         Init:Error                1               12h
productpage-n****    0/2         Init:CrashLoopBackOff     3               12h

Then, you run the following command to check the logs of the ist io-init  container:

kubectl --kubeconfig=${USER_KUBECONFIG} -c istio-init logs ${pod}

The system displays information similar to the following output:

......

......
-A ISTIO_OUTPUT -d 127.0.**.**/32 -j RETURN
-A ISTIO_OUTPUT -d 192.168.0.1/32 -j RETURN
-A ISTIO_OUTPUT -j ISTIO_REDIRECT
COMMIT
2022-03-23T06:42:21.179567Z    info    Running command: iptables-restore --noflush /tmp/ipt
ables-rules-1648017741179373856.txt4205119933
2022-03-23T06:42:21.185698Z    error    Command error output: xtables other problem: line 2
failed
2022-03-23T06:42:21.185720Z    error    Failed to execute: iptables-restore --noflush /tmp/
iptables-rules-1648017741179373856.txt4205119933, exit status 1

The  Failed to execute: iptables-restore  error message is recorded in the logs of the ist io-init
container.

CauseCause
Check whether you have cleaned up the ist io-init  container after you exit  the ist io-init  container by
running a command such as  docker container rm/docker container prune/docker system prune , or
whether a scheduled task is executed to clean up the ist io-init  container.

7.Why is a pod in the init crash state7.Why is a pod in the init crash state
after a sidecar proxy is injected intoafter a sidecar proxy is injected into
the pod?the pod?
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If  you clean up the ist io-init  container after you exit  the ist io-init  container, Kubernetes detects that the
ist io-init  container associated with the pod is removed. In this case, Kubernetes restarts the removed
container. However, the newly started ist io-init  container cannot execute a new iptables rule because
an iptables rule has been created before. As a result , no iptables rule can be configured for the newly
started ist io-init  container, and the ist io-init  container crashes.

SolutionSolution
To resolve the issue, recreate the pod. After the pod is recreated, the pod recovers to the normal
state.

If  you need to run a command or scheduled task to clean up data, take note of the following items:

If you run a command to batch clean up data, you must filter out the ist io-init  container in the
command to prevent the ist io-init  container from being cleaned up.

docker system prune --filter "label!=io.kubernetes.container.name=istio-init"

If  you run a scheduled task to clean up data, you must replace the  docker system prune  command
with the following command in the script  of the scheduled task to filter out the ist io-init  container.
This prevents the ist io-init  container from being cleaned up.

docker system prune --filter "label!=io.kubernetes.container.name=istio-init"
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This topic describes the issue in which no valid health check information is displayed after sidecar
inject ion. This topic also describes the cause of the issue and provides a solut ion.

Problem descriptionProblem description
No valid health check information is displayed after sidecar inject ion. In this example, port  8087 is used
for TCP health checks. After you enable mutual Transport  Layer Security (mTLS), no health check
information of port  8087 is displayed on the Event sEvent s tab of the details page of a pod in the Container
Service for Kubernetes console.

CauseCause
After you enable mTLS in Alibaba Cloud Service Mesh (ASM), the requests for health checks sent by the
kubelet  to the pod are intercepted by the sidecar proxy. If  the kubelet  cannot provide the required TLS
cert if icate, the health checks fail.

SolutionSolution
You can configure sett ings to allow the traffic of health checks to bypass the sidecar proxy. Perform
the following steps:

Allow the traffic of health checks to bypass the sidecar proxyAllow the traffic of health checks to bypass the sidecar proxy
1. 

2. 

3. 

4. 

5. On the NamespaceNamespace tab, select  the namespace that you want to manage, click enable/disableenable/disable
Sidecar proxy by port  or addressSidecar proxy by port  or address, and then set  the required parameters.

The following table describes the parameters.

8.Why is no valid health check8.Why is no valid health check
information displayed after sidecarinformation displayed after sidecar
injection?injection?
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Parameter Description

Set  t he port  numbers t o preventSet  t he port  numbers t o prevent
InboundT raf f ic f rom passing t hrough t heInboundT raf f ic f rom passing t hrough t he
sidecar proxysidecar proxy

The port on which you want to allow the inbound
traffic to bypass the sidecar proxy. In this
example, port 8087 is used.

Set  t he port  numbers t o preventSet  t he port  numbers t o prevent
Out boundT raf f ic f rom passing t hrough t heOut boundT raf f ic f rom passing t hrough t he
sidecar proxysidecar proxy

The port on which you want to allow the
outbound traffic to bypass the sidecar proxy. In
this example, port 8087 is used.

6. Click Updat e Set t ingsUpdat e Set t ings.

View health check resultsView health check results
1. 

2. 

3. 

4. 

5. Click the name of the pod whose details you want to view to go to the details page of the pod.
Alternatively, you can click Details in the Act ions column that corresponds to the pod.

6. On the details page of the pod, click the Event sEvent s tab.

The following figure shows the health check results of port  8087.
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