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1.API#E S

FSSIRELMAPIELIEIRITIOMIES . IR . REURMIRE . MRENESS,
loT Bl R 24

API iR

CreateScanT ask BIEENES.

QueryT askStatus FHESONRE, WREALMIRSBHNG, aTREARZED,
QueryT askReport FRESRVE

DeleteScanT ask HBRIES .

QueryLicense THHFAFNERER.

@ #e  FSSHAFPRR (AMERNERS) SEEEKST, BAFKSEFSSTORRNES, ¥
HBEEKRS THRUKE.
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AXNET B IEESAP T EHERRN . RIESEE,
R TAE:

MR ZHIKIBIACcessKey, EFEIFEIACCessKey,

MRFEAFEKS, BERTMRAMELN,

WML RN, BEFON G R,
aliyun-java-sdk-coreBJ iR A5 o] LATEIX B &E ) 3REX:
https://mvnrepository.com/artif act/com.aliyun/aliyun-java-sdk-core,

SIAMKEIE

THFSS OpenAPI SDK, ¥&src/main/java/com/aliyuncs/fss_apid {4 3z# M BRI b aIxf M B 55| B {E
Htarget X {#E b gijarel .

SIANATE:

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>[version]</version>

</dependency>

IR OBRAZF msLA

String regionId ="cn-shanghai®;

String domain = "fssapi.cn-shanghai.aliyuncs.com";
String akId = "";//EMSHAccessKeyId
String akSecret = "";//#EMWSHIAccessKeySecret

DefaultProfile.addEndpoint (regionId, "Fss-api", domain);
DefaultProfile profile = DefaultProfile.getProfile (regionId, akId, akSecret);
iAcsClient = new DefaultAcsClient (profile);

BIERWES

CreateScanTaskRequest createScanTaskRequest = new CreateScanTaskRequest();
createScanTaskRequest.setEmail ("<your email address>");//HBF&ithtFEFIEWESSHENI5EREEE]
createScanTaskRequest.setFwId ("test-fwId");

createScanTaskRequest.setFwName ("EHERFE) ;
createScanTaskRequest.setFwVersion ("1.0.0") ;

createScanTaskRequest . setFwUrl ("[EfFBJosshEiEHbaL) ;

CreateScanTaskResponse cResponse = iAcsClient.getAcsResponse (createScanTaskRequest) ;
System.out.println ("TaskId:"+ cResponse.getData () .getTaskId());

System.out.println ("Code:"+ cResponse.getCode()) ;

System.out.println ("Message:"+ cResponse.getMessage());

@ 3B OSSXHHIMRR A : .
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ERAEFSRURE

QueryTaskStatusRequest queryTaskStatusRequest = new QueryTaskStatusRequest () ;
queryTaskStatusRequest.setTaskId ("<taskId>");//BIBEMESE, REAFESID
QueryTaskStatusResponse response = iAcsClient.getAcsResponse (queryTaskStatusRequest) ;
System.out.println ("code:. "+response.getCode()) ;
System.out.println ("description: "+response.getData () .getDescription()) ;
System.out.println ("scannedRate: "+response.getData () .getScannedRate ()) ;

(

System.out.println ("ScanStatus. "+response.getData () .getScanStatus());

ERESRUER

QueryTaskReportRequest queryTaskReportRequest = new QueryTaskReportRequest () ;
queryTaskReportRequest.setTaskId ("<taskId>");//BIBEMESE, REIMESID
QueryTaskReportResponse gtResponse = iAcsClient.getAcsResponse (queryTaskReportRequest) ;
System.out.println ("reportJson. "+gtResponse.getData () .getReportdson()) ;
System.out.println ("reportUrl: "+gtResponse.getData () .getReportUrl()) ;

B BRAESS

DeleteScanTaskRequest deleteScanTaskRequest = new DeleteScanTaskRequest () ;
deleteScanTaskRequest.setTaskId ("<taskId>");//SIEINMMESES, REIFESID
DeleteScanTaskResponse dResponse = iAcsClient.getAcsResponse (deleteScanTaskRequest) ;

System.out.println ("MIFRIES: "+dResponse.getCode () +": "+dResponse.getMessage () ) ;

EREKRSER

QueryLicenseRequest querylLicenseRequest = new QueryLicenseRequest () ;
QueryLicenseResponse glrResponse = iAcsClient.getAcsResponse (queryLicenseRequest) ;
System.out.println ("MaxCount: "+glrResponse.getData () .getMaxCount ()) ;
System.out.println ("UsedCount: "+glrResponse.getData () .getUsedCount ()) ;

System.out.println ("scanningCount: " + glrResponse.getData () .getScanningCount());
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3.CreateScanTask

FALEOZEMREWIES,

=z \\
£ w0 e oL
FwName String 5 Bgsk EHER, RAKENSOFED.,
FwVersion String & 1.0 %ﬁz#ﬁzﬁ?" BARERNS0F
el
https://fss-store-bins.oss-
cn-
shanghai.aliyuncs.com/18/91 Bl FAEAIURL, HEFSSie
FwUrl Strin o fd9e86f53b4429b68b5266a9c MBS TH, HHEIFSSRAZHF
9 | = een Fw U I 2 = 0SS T2 A% (0 5 4
Expires=1572506923&0SSAcc ik,
essKeyld=LT*******Hh31QS&Sig
nature=f2deFrds/****
) . X FATF R B4R 52 Ak 38 N B9 BB
El L St &= YNGibG . .
mai ring & <HP&Z>@<n aEE> S BN 285%
. BPEEXEHID, ATFHRR—
T7HdBSANYY hZR 4eB
Fwid sting | & SMQ TSANTYCIZRANBAEE L amEs, aunR. BAK
EHR64ZET,
MFN, BETT AZE.
BASIC. CPoC2_2. CPoC2_3,
HAEEZFRIRENTE
DetectionRuleCod i B, ZRFEEIALABASICRLIE,
A
es string & CPoC2.3 BASICERERK M . CPOC2_2
FTRER2.0THRIEM
CPoC2_3FRMRFR2.0=H4ME
.,
R 6] 24
B £t ~E gz
{268, HCodeN2008Y, FRIE
Code Integer 200 OiBAMIN., EffiCodetdxss
BELEIZHE,
Message String I RERRER
Data Struct T~ Data% #9588 REI#E.
A07E3902-B92E-44A6-B6C5-
. I IES £ _/_\\/E{A;ko
Requestld String 6AAT111111359 Fa] B = 9 iZ1E KA A B E—ARIR T
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4.QueryTaskStatus

BAEWRWES LRI,

BRESH

B B3] =AWk ~E 188

Taskld String £ cfecd128592941f48¢ WMES E—ID,

DT —

IS5

R ESidl ~BIE A

HiRTE, HCodeN2008Y, FRE
Code Integer 200 AEARI ., HittCodetlxs
BELERE,

Message String jpan] BRERRER

Data Struct WX Dat aZk ¥ i% B8 R [E1 404

Requestid String A07E3902-B92E-44A6-B6C5- ANHBH, E‘M\i%imjm R

FFFFFFFFFFF —i, TRAFHEMEMDE,

Data%51315t B8

ZR el ~BIE HEA

ScanStatus String SCAN_STATUS_SCAN_COMPLETE MRS BR,

Description String AN 324G R 75 BA MR SR

ScannedRate String 91.3 25T A LB,
16 AR 75154 BA

R&E A

SCAN_STATUS_QUEUING KMHEBA S

SCAN_STATUS_DOWNLOADING BT,

SCAN_STATUS_DOWNLOAD_FAILED

SCAN_STATUS_PARSING

B THEM, FENERKS.

BT,
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KSME

SCAN_STATUS_PARSE_COMPLETE

SCAN_STATUS_SCANNING

RPT_GENERATING

RPT_GENERAT E_FAILED

SCAN_STATUS_SCAN_EXCEPTION

SCAN_STATUS_SCAN_COMPLETE

ki

B4R AT 5T AL

B,

MR EERP

WMIREEMREY, FEWEFKS.
EHRMAK, NERRE, ARNERRS.

B, N5, ARSI,

@ 38  Wscanstatus
/9 SCAN STATUS SCAN COMPLETE BY, iEH

QueryT askReport# O o] LAREN ST B MR & .
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5.QueryTaskReportUrls

FRALEOENESKENER,

EREH

B xH ERWIE ~BIE W88
Taskid Strin o cfecd128592941f48c MESE—D
o = 2da09492a4**** I °
iR [B] 241
AR et ~BE 2 B8
51218, HCode2000Y, FRiE
Code Integer 200 NAAKY ., EfiCodetBX4ER,
BERLEIRE,
Message String jpay] RERTER.
Data Struct T XDataZs #4915 88 REIEHE
. AO07E3902-B92E-44A6-B6C5- — s =m0
Requestld String 6AAT111111359 fo] B = 9338 KA B B I —ARIR AT .
DataZ ¥t Be :
B et ~BE 2 B8
http://report.oss-cn-
) shanghai.aliyuncs.com/baaac030 . .
ol & =
PdfURL String 62bbbeabgbcf63ccccsi** pdf? PDF#&ill 4R & URLItIE 5532
Expires=159765****
http://report.oss-cn-
. shanghai.aliyuncs.com/baaac030 A .
&M 3R 2 228
JsonURL String 62bbbeab0bcf63ccccsf*** json? JSONA& MR 25 URLiB 1 52
Expires=159765****
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B 3t ~BlE L83

https://fss.iot.aliyun.com/report

Htm[URL String html/cfecdl P ——
28592941f48c2da09492******
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6.QueryTaskReport

FRLEORTEIRNESHER.

BRESH
B Eit) =EEWNE  REE 8A
Taskid String = cfecd128592941f48CFFFFF******** HWMIESE—ID,
REIS#
B Eid) ~BlE L)
{268, HCodeN2008Y, ERIE
Code Integer 200 HiEAMI., EffiCodetfXss
BEREERED,
Message String I RERRER .
Data Struct AT X Dat a4 #3115 B8 REHE.
AO07E3902-B92E-44A6-B6C5-
i =SS GHE—HRIRFT,
Requestld String f—— Fa] B8 = J91Z 38 KA A B 1 — ARIR T
DataZ5#9ijt 8 :
B ESic) ~ME 1BH
. . o MMER, LYSONEXTFME . 1F0
R 1B 045 RA& B N
eportjson String BN LE RET1H B N Ty
. https://fss.iot.aliyun.com/report N
ReportUrl String A 1R S URLIB AL
14 > XHERRA: 20220106


https://help.aliyun.com/document_detail/204056.html#topic-2043670
https://help.aliyun.com/document_detail/204481.html#topic-2616405

OTZEEBE RN API&#-DeleteScanTask

7.DeleteScanTask

i A L3 O BRIE E T askid B9 AESS .

3k T 3
BREH
B E:d) BEBAME  REE )
cfecd128592941f48c
Taskl . = M E S —ID,
askid String 2 5004 rrE HMESS i
. L
R[ESH
E=4 E3:] ~IME i8R
RS, HCodeN2000F, FRIE
Code Integer 200 HiAAMI, EffiCodetfXER,
BENERD,
Message String mMIh RERRER.
ReqUestld <trin A07E3902-B92E-44A6-B6C5- ARESH, 55K DHIMH
“ 9 6AAT111111359 —t0, TATFHENEMEE,
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BEERERD,
Message String R BRERTER
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UsedCount Integer 10 EERRNENHE,
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Message String
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~PlE B8
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PDF#& 3R &5 URLM HE 55 3%

http://report.oss-cn-
shanghai.aliyuncs.com/baaac030
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JSONAR IR =5 URL it HE B
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EHAREEWkeys “fwBasicinfo” , 2 HJSONObject, #&z=A: "fwBasicinfo": { "fwFileSize": 0, "arch":

" "fwSha256": ", "filesystem": "', "scanStart Time": 0 } 2R EX B % :

FRE
fweFileSize
arch
fwSha256
filesystem

scanStartTime

WMERF
FRA

name

name
count

risks

FRA
riskType
count
description

suggestion

=S pl iR 7

FR

name

e
long

String
String
String

Date

JSONArray

%R
String
int

String

String

e

EILS LTI

BB CPUIAZR

B34 HISHA256

BRI H RS

16 B 8]

WA

REEFRA

R E

i8R

KeERE

REEE

R 5=

il

RpEEE A

R E
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HREERRRE

bizipu
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description

suggestion

vulninfos

FE
filename

severity

detail

cve

FR
cnName
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value

cveld

cweld

impact

cpe

description

String

String

String

String

String

JSONArray<Vulninfo>

i
String

String

JSONArray

JSONObject

ES]
String

String

JSONArray<String>

String

String

JSONObject

JSONObject

String

MBS Z AR X 2L B RS

B 2R B 7340 h SCE AR

KRB A TEFR

Do P

BEZN

REFERIERTIE

?'H-\ s

[

ZEMBIXHEZ

RBSFEMIER, RE KRt ARE

[

CVERBZIE, REZHFIAEACVE
imA(CveVuln), ZFBAEX.

?-H-\ N

[

FARE BB SRR
SRR ESIAR S

XEFARER, U
JSONArray<String> 771,

?-H-x N

[

CVERIAHRIR

CVERIAZEEFRIR
EXRARERE. XEERE, I
SefEfcvssV3, HrhvectorString7y
WHEE. severity ARKELR,
J3Common Platform Enumeration
NHES, WHRREE S @A E—FRIR
. 2ETENCpeSMIRE,

RRERMER,
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FER
detectionUnitName
attackSurface
category
categoryCode
detectionRuleName
classification
description
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detail

solution
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String
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String

String

String

String

String

String

String

String

String

String

String
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WO AR R =R SHRAMA P EIZE—NMF R 28 (AccessKey) . AR EZAPINEEEFER
AccessKey5e i B IRIIE .

daE{-‘-II_J\

AccessKeyfl#EAccessKey IDF1AccessKey Secret

e AccessKey ID: BF+RIRAF,
e AccessKey Secret: FFIIEAFHIZ4E ., AccessKey Secret M RE

) & MEZKSAccessKeyitt BELBMMERERENRS, BINERRAMA P AccessKeyi T
B1E, TTABEREEACcessKeyitt BEI XA

BESER
. URIBERKSEREZEEZFE,
2. BEMETREEGLANKSEIR, BEHAccessKeyER,
3. R LR TFNIFIE, RHFEREEZRIKSIAZRAMAF #AccessKey.,

2EET pt

WS Accesskey ENAEIREZ AP B9EH, E50=2E, &2
EVTFERE AELUTHTATVATT AccessKey BISHEEEEE (k0

Github) . EEERLAFIFRIERE 2. BIENEER NBr=eEE
=iE, £ RAM BBF (MAEZES) 89 AccessKey 15T API HF.

FHEERFHP AccessKey

4. REK S AccessKey,
o IREVfE = K-S AccessKey
a. Bk EfFEAAcCcessKey,
b. ER2FEREENH, REtIEAccessKey,
AFHNRIERE, KRIES, TRFNRIE, BEHE.

EFHERPFAccessKeyTil, BFAccessKeyifts, &&AccessKey IDF1AccessKey Secret,
B ETEHCSVX M, THAccessKeySEHERTEH, SHlAccessKeyls2.,

2 n

=T Secret %
AccessKey ID L e Ry
AccessKey Secret - 2T, - L ——

~ hECGVXE O F5H

24 > SCRYRRA: 20220106


https://home.console.aliyun.com/new?spm=a2c4g.11186623.2.13.b22b5f81PaDcNA#/

lOTZEIEE I APIE#E-FKHlAccessKey

o ¥REXRAMA FAccessKey,
a. BB {ERRAMA FAccessKey,

b. MNEXREIERAMARF, ERFAEREHRAVILIZFH ENFHEBPIE, SIERAMARF, MEEK
BEABRAMAFfAccessKey, MBS IS B,
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