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API Gateway Quick Start-Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Use a backend service to create
and manage APIs

This topic describes how to create a backend service in the API Gateway console. This topic also
describes how to use the created backend service to create, publish, and manage APlIs.

Overview

To help you efficiently manage a growing number of APIs, APl Gateway abstracts backend services as
resources in regions. In the APl Gateway console, you can create a backend service and define different
URLs for the backend service in different environments. Then, you can select the backend service when
you create an APIthat uses the backend service. This way, requests to call the APl are routed to the
corresponding URL of the backend service based on the environment to which the APl is published. You
can also manage all the published APIs that use a backend service in a centralized manner on the page
for configuring the backend service. For example, the following scenarios are supported:

Scenario 1: After you change the URL of a backend service in the test environment, all the published
APIs that use the backend service in the test environment are automatically updated without requiring
you to republish the APIs. Requests to call the APIs are then routed to the new URL of the backend
service in the test environment.

Scenario 2: Afteryou delete the URL that is no longer needed for a backend service in the test
environment, all the published APIs that use the backend service in the test environment are
unpublished.

For more information, see the following text.
Procedure
1. Create a backend service.
. Define different URLs for the backend service in different environments.
. Create and define an API.

2
3
4. Create an app and grant the app the permissions to call the APL
5. Debug the API.

6

. Manage all the published APIs that use the backend service in a specific environment.

Create a backend service

1. Log onto the APl Gateway console. In the left-side navigation pane, choose Open APl > Backend
Services. The Backend Services page appears.

Backend Senvices

st = S
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2. Click Create Backend Service in the upper-right corner of the page. In the Create Backend Service
dialog box, create a backend service. In this example, the Type parameteris set to HTTP/HTTPS

Service.

Region:

‘Name:

Type:

Description:

Create Backend Service

China (Hangzhou)

The backend service name must be unique and must be 4 to 50 characters in length. The
name can contain letters, digits, and underscores () and must start with a letter.

HTTR/HTTPS Service +

Enter a value that cannot exceed 180 characters in length.

Cancel

You must specify a type for each backend service, as shown in the preceding figure. After a backend
service is created, you cannot change its type. However, you can change the name and description of
the backend service as required. The valid values of the Type parameter are HTTP/HTTPS Service, VPC,
Function Compute, 0SS, and MOCK.

) Notice

API Gateway of the current version does not support Object Storage Service (0SS) as the backend
service on Finance Cloud or Alibaba Gov Cloud. APl Gateway of future versions will allow you to
create APIs that use 0SS as the backend service on Finance Cloud and Alibaba Gov Cloud.

Define different URLs for the backend service in different

environments

1. Find the backend service that you created and click Configure Backend Service and View Associated
APIs in the Actions column. The Backend Service Definition page appears.The page contains four
tabs, as shown in the preceding figure. On the Draft tab, you can view all the APIs that use the
backend service. On each of the Test, Pre, and Production tabs, you can define a URL forthe
backend service and view all the published APIs that use the backend service.

;;;;;;

@
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2. Click one of the Test, Pre, and Production tabs. In this example, click the Test tab. Click Create inthe
upper-right corner.On the Define Backend Service page, enter a URL for the backend service and
click Publish, as shown in the preceding figure. The Published message appears. Then, you can
Create an AP

testHttp - Define Backend Service | Back to Backend Service Defiition Page

| Basic Information

Envionment  Pre
Type  HTTP/HTTPS Service

Backend Service URL | Format: http(s)://hostport

‘A backend service URL contains a domain
Why am | unabe to enable my backend ser

name or an IP address that s called by API Gateway and does not contain the parameter path.

Description | A description must be 1 to 180 characters in length.

3. Take note of the following description when you define URLs for different types of backend
services.

@ Note

If you use an HTTP or HTTPS backend service, you need only to enter the URL of the backend
service.

If you use a resource in a virtual private cloud (VPC) as the backend service, you must select an
authorization rule that you create when you authorize APl Gateway to access the VPC. Select Use
HTTPS as required. If you select Use HTTPS, the HTTPS protocol is used to request the backend
service.

If you use Function Compute as the backend service, you must specify whetherto select Event
Function or HTTP Function for the Function Type parameter. If you select Event Function, configure
the parameters as required. If you select HTTP Function, specify a trigger path.

If you use 0SS as the backend service, you must authorize APl Gateway to access objects in your
0SS bucket. To grant the read permissions to APl Gateway, allow API Gateway to performthe
0ss:GetObject operation on the 0SS bucket. To grant the write permissions to APl Gateway, allow
API Gateway to performthe oss:PutObject and oss:DeleteObject operations on the OSS bucket. To
revoke the permissions granted to API Gateway, you can manually delete the relevant authorization
policies from the 0SS bucket.

Create and define an API

1. Inthe left-side navigation pane, choose Open API> APIs. On the APIs page, click Create APlin the
upper-right corner. The Create APl page appears.
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2. Inthe Basic Information step, configure the basic information about the APIto be created,
including the group to which the APl belongs and the name, authentication method, type, and
description of the AP Select a group, configure the other parameters, and then click Next. To
facilitate subsequent testing, set the AppCode Authentication parameterto Enable AppCode
Authentication (Header & Query).

Create APl & Back to APls Page

Basic Information

| Name and Description

Group
API Name

‘Security Authentication
AppGode Authentication
Signature Algorithm

API Option

Description

testBugForParam

testHttpBackend

Albaba Gloud App

Enable AppGode Authentication (Header & Query)

HmacSHA256

Anti-replay Protection (X-Ca-Nonce Header Required)
Forbid Internet Access Apply for VPC Endpoint

Allow API Publish to Alibaba Cloud Marketplace

‘The description must be 1 10 2,000 characters in length.

~  Greate Group

o

4| AppGode Gertfication Usage and Risk Warning

3. Inthe Define APIRequest step, define how a client, such as a browser, a mobile app, or a business
system, sends a request forthe API. Configure the Request Type, Protocol, Request Path, HTTP
Method, and Request Mode parameters and add parameters in the Request Parameters section.
Then, click Next. In this example, set the HTTP Method parameterto GET and the Request Mode
parameter to Pass-through. A value of Pass-through indicates that API Gateway passes the
received parameters to the backend service without processing.

Create APl % Back to APIs Page

Define AP! Request

Request Basic Settings

Request Type

Protocol

‘Custom Domain Name

Second-level Domain

BasePath:

Request Path

HTTP Method

Request Mode

© Common Request -, Logon

Logoft

[ HTTP | HTTPS | WEBSOCKET

Bind Domain Name to API Group

89 abe n-hangzhou.alicioudapi.com

/

Hestpath

“The request path must contain the parameter path that is enclosed in brackets [ in

Match All Subpaths

for examp

GET

Map (Filter Out Unknown Parameters)

The names of all request parameters, including the dynamic parameters, header parameters, query parameters, and body parameters that are transferred by using forms, must be unique.

Request Parameters

No. Parameter Name

Parameter Location Type Required  Default Value

Example

Frswus m

Description
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4. Inthe Define Backend Service step, configure the type and URL of the backend service to which API

Gateway sends the requests received from a client and how parameters are mapped and
processed. The following example describes how to use an existing backend service.Select Use
Existing Backend Service for the Configuration Mode parameter and HTTP/HTTPS Service forthe
Backend Service Type parameter. The console automatically searches for backend services of the
selected type. Select the testHttp backend service that you create fromthe Backend Service drop-
down list. To view the URLs of the backend service in different environments, move the pointer over
View Environment Configurations and click the corresponding tabs. After you select a backend
service, configure the other parameters that appear based on the type of the backend service. To
Create an APIthat uses an HTTP or HTTPS backend service, you must set the Backend Request Path,
HTTP Method, and Backend Service Timeout Period parameters.

Basic Settings for Backend Service

Coniguration Mode Customize Backend Service @ Use Existing Backend Service

Backend Service Type @ HTTP/HTTPS Service ~ VPC ~ Function Compute ~ 0SS~ Mock

Backend Service teatittp « | View Environment Configurations

Backend Request Path Match All Subpaths

‘The backend request path must contain the backend service parameter path that is enclosed in brackets ] in request parameters, for example, /getUserinfo/[userid)
HTTP Method GET

Backend Service Timeout Period 10000 ms

Backend Parameter Location Request Parameter Name Request Parameter Location

Parameter Value Description

| System Parameters @

System Parameter Name Backend Parameter Name Parameter Location Description

. Inthe Define Response step, configure response information to generate APl documentation. The
documentation helps API callers better understand the API. You can configure the Response
ContentType, Response Example, and Error Response Example parameters. In this example, this
step is skipped. Click Create.

. Afteryou click Create, a message appears to informyou to publish the API. APl Gateway provides
three environments to which you can publish an API: Production, Pre, and Test. All configurations
that you performon an APl can take effect only after you publish the APIto a required
environment.

) Notice

Before you publish an APIthat uses a backend service to an environment, make sure that the
backend service is defined in the environment. Otherwise, you cannot publish the APL.

Create an app and grant the app the permissions to call the API

1. Anapp is anidentity that you use to call the APL In the preceding step for creating the API, the

Security Authentication parameter is set to Alibaba Cloud App. After you publish the API, you must
Create an app and grant the app the permissions to call the API.
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2.

In the left-side navigation pane, choose Call API> Apps. On the Apps page, click Create App inthe
upper-right corner. In the Create App dialog box, enter an app name and click Confirm. In the app
list, click the name of the created app. The App Details page appears, as shown in the following
figure. Two authentication modes are provided for the security authentication method Alibaba
Cloud App: an AppKey and AppSecret pair and AppCode. In this example, the AppCode mode is
used to authenticate the app. For more information about the security authentication method
Alibaba Cloud App, see Call an APl operation by using an AppCode.

»»»»»»

. Inthe left-side navigation pane, choose Open API> APIs. On the APIs page, find the created API

and choose More > Authorize inthe Actions column. The Authorize dialog box appears, as shown in
the following figure. Set the Stage parameter to the environment to which you publish the APL.
Enter the name of the app that you created in the search bar of the Choose Apps for
Authorization section. In the search result, select the created app, click Add in the Actions column,
and then click Confirm. A message appears to informyou that the app is authorized to call the API.

Authorize

APIs: testHttpBackend

Stage: Production Pre Test Authorization Validity Period: Short-term  To il © Long-term
Choose Apps for Authorization: | My Apps : W Tag EREE
Selected Apps: 1
110865210 =1 ] =gl X Remove

Confirm Cancel

Debug the API

10

> Document Version: 20220311


https://www.alibabacloud.com/help/doc-detail/115437.htm#topic-1867671

API Gateway Quick Start-

Debug the APl after the authorization is successful. APl Gateway supports online debugging. We
recommend that you use this feature to check whether an APl is correctly configured before you call
the APl on a client. On the APIs page, click the name of the created APL. On the APIdetails page, click
Debug APl in the left-side navigation pane. The following figure shows the page that appears. If you
have defined request parameters for the API, you can enter different values for the request parameters
to check whether the APl is correctly configured. When you debug the API, make sure that the App
Name parameter is set to the authorized app. The environment for debugging must be the one in which
the app is authorized to call the APL. Otherwise, the debugging may fail.

1.

Manage all the published APIs that use the backend service in a
specific environment

Document Version: 20220311
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1. If you modify the definition of the backend service in a specific environment, all the published APIs
that use the backend service in the environment are automatically updated. The following figure
shows an example.Multiple APIs that use the testHttp backend service are published to the test
environment, as shown in the preceding figure. Click Modify in the upper-right corner of the Basic
Information section. On the Define Backend Service page, change the backend service URL and click
Publish. A message appears to inform you that the backend service URL will be updated for all the
published APIs that use the backend service in the test environment.

nnnnnnnnn

Edit Backend Service Definition

‘Environment:  Test

The backend definiticn of the current environment is associated with 3
APls. After editing, the associated AFls will be published synchronously. Are

you sure you want to edit?

12 > Document Version: 20220311
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After you confirmto modify the definition of the backend service, you can see that the published
APIs in the API list are updated. When you send requests to call the APIs again, the requests are
routed to the new backend service URL.

Authorization Update for Associated APIs

apigateway.ctl.backend.edit.api.update.result

Group APl Name Stage Status Cause of Failure
testgroup testHTip Test Updated
testgroup testBackend Test Updated
testBugForParam testHttpBackend Test Updated
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2. If the backend service URL that you define for a specific environment is no longer needed, you can
delete the definition of the backend service in the environment.if you delete the definition of the
backend service in the environment, all the published APIs that use the backend service inthe
environment are unpublished. The following figure shows an example.

=3
| sasc riomaten oty
= o W
Batch Unpublish
Total APIs in the Test Environment: 3, Successful APIs: 3, APls Being Unpublished: 0, APIs to Be Unpublished: 0, Failed APIs: 0

Group APl Name Status Cause of Failure

testgroup testHTip Unpublished

testgroup testBackend Unpublished

testBugForParam testHttpBackend Unpublished

warning

The preceding operations are performed on all associated APIs and are irreversible. Proceed
with caution.
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2.Create an API with OSS as the
backend service

This topic describes how to create and publish an APl with Object Storage Service (0SS) as the backend
service in APl Gateway, and how to call the API by using an AppKey and AppSecret pair of an APP. The
AppKey and AppSecret are automatically generated forthe APP if you set the authentication method
of the APIto Alibaba Cloud APP.

1. Overview

You must performthe following steps in sequence:

e Activate 0SS

e Create an APIgroup

e (Create and define an API

e Create an APP and grant the APP the permissions to call the API

e Debug the API
e (Callthe API

2. Create an 0SS bucket

0SS is a secure and cost-effective Alibaba Cloud service that allows you to store a large amount of
data with high persistence. 0SS provides console-independent RESTful APl operations for you to store
and access data of any type anytime, anywhere, and from any application. APl Gateway supports
creating an APIwhose backend service is OSS. When you create an APlwith 0SS as the backend service
to performoperations on 0SS. You can not only upload objects to, download objects from, and delete
objects fromyour buckets, but also integrate the capabilities of APl Gateway to provide more reliable
services for your business. In addition, if you activate API Gateway and 0SS in the same region, APIs can
access 0SS over the internal network.

Step 1 Activate 0SS
Log onto the Alibaba Cloud console, search for 0SS, and then follow the instructions to activate OSS.
Step 2: Create an 0SS bucket

For more information about how to create an 0SS bucket, see 0SS documentation. In this example, set
the parameters as required, as shown in the following figure.

3. Create an API group
APIs are managed in API groups. Before you create an API, you must create an APl group.

Step 3: Create an APl group

> Document Version: 20220311 15
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In the left-side navigation pane, choose open API > Groups .Inthetop navigation bar, select the

region where you want to create an APl group. On the API Groups page, click Create Group. In the Create
Group dialog box, select your dedicated instance and set the Group Name parameter to test OssGroup.
Only dedicated instances of a specific version and later support APIs with OSS as the backend service. If
your dedicated instance is of an earlier version, contact Alibaba Cloud technical support to upgrade
your instance.

Step 4: View the details of the APIgroup

Afteryou create the APl group, the APl group appears on the API Groups page. You can click the group
name to go to the Group Details page. On this page, you can bind a domain name, modify basic
information, and change the instance type.

After an APl group is created, APl Gateway automatically creates a public second-level domain forthe
API group. This default second-level domain can be used only to test APIcalls and can be used fora
maximum of 1,000 times per day. We recommend that you bind an independent domain name after you
create an APl group. In this example, the default second-level domain is used.

4. Create an API

In the left-side navigation pane, choose open aAPIs > APIs .Make sure that the current regionis
the same region where the APl group you created resides. On the APIs page, click Create APL
Step 5: Configure basic information for the API

In this step, configure the basic information forthe APIto be created, including the APl group to which
the APl belongs and the name, authentication method, type, and description of the APL. In this
example, set the Group parameterto the APIgroup you created and the AppCode Authentication
parameterto Enable AppCode Authentication (Header & Query). Set other parameters as
required and click Next.

Step 6: Configure request information for the API

In this step, define how a client, such as a browser, a mobile app, or a business system, sends a request
forthe APL The parameters that need to be specified in this step include Request Type, Protocol,
Request Path, HTTP Method, Request Mode, and the parameters in the Request Parameters section.
Then, click Next. In this example, set the HTTP Method parameterto GET, the Request Mode parameter
to Pass-through. A value of Pass-through indicates that APl Gateway passes the received parameters
to the backend service without processing.
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@ Note

Note that the HTTP method that you specify for the APl determines the available APl operations of
0SS. APl Gateway supports the GET, PUT, POST, HEAD, and DELETE methods for APIs that use 0SS
as the backend service. The methods support the following APl operations of OSS:

GET: GetObject

PUT: PutObject

POST : PostObject and AppendObject
HEAD: HeadObject and GetObjectMeta
DELETE and DeleteObject

For more information about the description of the APl operations, see API Reference of OSS.

Step 7: Configure backend service information for the API

In this step, configure a backend service type and a backend service address of the APland the
mappings between request and response parameters. In this example, set the Backend Service Type
parameterto 0SS. Set the Action parameter to GetObject because GET is specified as the request
method in the preceding step. We recommend that you select the region where both 0SS and API
Gateway reside. In this case, APl Gateway can send requests to 0SS over the internal network.

@ Note

To allow API Gateway to access 0SS, you must grant permissions on your 0SS bucket to
APl Gateway as prompted after you configure backend service information.

In the preceding figure, you can grant the read permissions on the entire bucket or a specific object to
API Gateway because you set the Action parameter to GetObject. The read, write, and delete
permissions that you can grant vary based on the value of the Action parameter. To remove the
granted permissions, perform the following steps: Log on to the 0SS console and click your OSS bucket
in the left-side navigation pane. In the left-side navigation pane of the bucket details page, click
Access Control. On the Access Control page, click Configure in the Bucket Policy section. On the Bucket
Policy page, you can remove the granted permissions.

Step 8: Configure response information for the API

In this step, configure response information to generate APl documentation. The documentation helps
API callers better understand APIs. You can set parameters such as Response ContentType, Response
Example, and Error Response Example. In this example, this step is skipped. Click Create.

Step 9: Publish the API

> Document Version: 20220311 17
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Afteryou click Create, a message appears to informyou that the APl is created, as shown in the
following figure. APl Gateway provides three environments to which you can publish an API: Release,
Staging, and Test. All configurations you perform on an API can take effect only after you publish the
APIto a required environment. In this example, click Publish in the message that indicates successful API
creation. Inthe Publish APl dialog box, set the Stage parameter to Release, enter remarks, and then click
Publish.

5. Create an APP and grant the APP the permissions to call the API

APPs are the identities that you use to call APIs. In Step 5, the Security Authentication parameter is set
to Alibaba Cloud APP. Therefore, after you publish the API, you must create an APP and grant the APP
the permissions to call the API.

Step 10: Create an APP

In the left-side navigation pane, choose call apis > apps .Onthe Apps page, click Create App. In

the Create App dialog box, enter an APP name and click Confirm. In the APP list, click the name of the
created APP. Two authentication modes are provided: an AppKey and AppSecret pair and AppCode. In
this example, the AppCode mode is used to authenticate the APP. For more information about this
mode, see Call an API operation by using an AppCode.

Step 11: Grant the APP the permissions to call the API

In the left-side navigation pane, choose Open API> APIs. On the APIs page, find the created APl and
choose More > Authorize. A dialog box appears, as shown in the following figure. Set the Stage
parameter to the environment to which you have published the APL. In this example, set this parameter
to Release. Enter the name of the APP you created in the search bar of the Choose Apps for
Authorization section. In the search result, select the created APP, click Add in the Actions column, and
then click Confirm. A message appears to informyou that the APP is authorized to call the APL

6. Debug the API

API| Gateway supports online debugging. We recommend that you use this feature to check whether an
APl is correctly configured before you call this APl on clients.

Step 12 Debug the API

Onthe aris page, clickthe name of the created API. On the APl details page, click Dpebug Ar1 in

the left-side navigation pane. The following figure shows the page that appears. If you have defined
request parameters forthe API, you can enter different values for the request parameters to check
whether the APl is correctly configured.

When you debug the API, make sure that the App Name parameter is set to the authorized APP. The
environment for debugging must be the one where the APP is authorized to call the API. Otherwise, the
debugging may fail. In this example, select Release as the environment for debugging.

7. Call the API
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Afteryou performthe preceding steps, you have created the APl and the APP, authorized the APP to
callthe API, debugged the API, and published the APIto the online environment. In this step, you can
call the APlin your business system by using the AppCode.

Step 13: Call the API

For more information about API calls, see Overview. In this example, the curl command is used to call the
APL

The following figure shows the call result.
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3.Create an APl operation with a
resource in a VPC as the backend
service

This topic describes how to create and publish an APl operation with a resource in a VPC as the backend

service in APl Gateway, and how to call the APl operation in an application by using an AppCode. The
AppCode is automatically generated for the application when you set the authentication method of
the APl operation to Alibaba Cloud APP.

Overview

You must performthe following steps in sequence:

e Authorize APl Gateway to access a VPC

e Create an APIgroup

e Create and define an APl operation

e Create an application and authorize the APl operation

e Allow outbound IP addresses of APl Gateway in a security group

e Debug the APl operation

e (Callthe APl operation

1. Create instances in a VPC.
Purchase and create SLB and ECS instances in a VPC.

In this example, an ECS instance in a VPC s used as the backend service of an APl operation. The ECS
instance is deployed in NGINX and uses port 80 for communication. Web services are deployed onthe
ECS instance.

2. Authorize API Gateway to access the VPC

Create VPC access authorization.

To allow API Gateway to access a VPC, you must create VPC access authorization.

In the left-side navigation pane of the APl Gateway console, choose Publish APIs > VPC Access

On the VPC Access List page, select the region where the VPC resides and click create vPC Access

the Create VPC Access dialog box, enter testVpc in the VPC Access Name field and specify VPC Id,
Instance Id Or IP, and Instance Port.
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Create VPC Access

Region:

*VPC Access Name:

*VPC Id:

*Instance Id Or IP:

*Instance Port:

China North 2 (Beijing)

testVpc
It may contain Chinese characters, English letters, numbers, and English-

style underlines. It must start with a letter or Chinese character and be 4-50
characters long

vpc-2zailnilinmmineaiimmil:

-2z o/ R
Please enter the instance ID of your ECS or SLB (for example: i-

uf1dfwexxxxxx or Ib-jiwb2342xxxxxxx), or the private network IP of the
corresponding instance

80

It must be numbers and 2-6 characters long, for example: 80

Cancel

VPCId is the ID of the VPC where your backend service resides. Instance Id Or IP is the ID or private IP
address of the instance where your backend service resides. You can obtain the information in the

instance details.
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APl Gateway

|
test-xue £ @ Running

Instance ID
I-2zeee: A g

Public IP
s v

Security Groun
sg-2zel”

Tags

Description

CPU and Memory
1Cores1GIB

Operating System
Cent0S 7.4 64-bit

Type
ecs.xnd.small

Instance Family
Shared Performance Basic

Network Information
Metwork Type
VPC

ENls
eni-2zei99%r ™

VPC
vpe-2zesic B

Primary Private IP Address
192.168.0.148

3. Create an API group

Convert to EIP
Add to Security Group
Edit Tags

Modify Instance Description

S e T D e

Region

China (Beljing)
Zone

Beijing Zone A

Hostname

[Z2zecedst " v aRianaTT Medify Hostname

Created At
Jul 29, 2020, 17:26:00

Auto Release Time
= Release

Cloud Disk
1

Snapshot
0

Image ID
centos_7_04_64_20G_alibase_201701015.vhd

Create Custom Image

Current Bandwidth

5Mbps (Peak Value) Change Pay-as-you-go Instance Bandwidth

Bind Secondary ENI

RDMA IP

EIP ID

VSwitch
vsw-22e65g0c

Secondary Private IP Address

API Gateway allows you to manage APl operations based on APl groups. Before you create an API
operation, you must create an APl group.

Step 1: Create an APIgroup.

Log onto the APl Gateway console. In the left-side navigation pane, choose

APTI Groups .Select aregioninthe top navigation bar and click Create Group on the Group List page.

Publish APIs >

In the Create Group dialog box, select the instance to which the APl group to be created belongs and
enter the group name. In this example, set the Instance parameter to Shared Instance(VPC Network)
(api-shared-vpc-001) and enter testVpcGroup in the Group Name field.

22
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Create Group

Region:  China North 2 (Beijing) (Each user can create up to 50 groups)

“Instance: Shared Instance(VPC Network) @i aimamsl e B0

4>

*Group Name: | testVpcGroup (]

Group name must be globally unique and may contain Chinese characters, English letters,
numbers, and English-style underlines. It must start with a letter or Chinese character and
be 4-50 characters long

Tag settings

Description: Create an API operation with a resource in a VPC as the backend
service

Step 2: View details of the APIgroup.

Afteryou create the APIgroup, the APl group appears on the Group List page. You can clickthe group
name to go to the Group Details page. On this page, you can bind a domain name, modify basic
information, and change the instance type.

After an APIgroup is created, APl Gateway automatically creates a public second-level domain
name forthe API group. This default second-level domain name can be used only to test APIcalls and
can be used for a maximum of 1,000 times per day. We recommend that you bind an independent
domain name afteryou create an APl group. In this example, the default second-level domain name is
used.

4. Create an API operation

Inthe left-side navigation pane, choose publish APIs > APIs .Make surethat the current regionis
the region where the APl group you created resides. On the API List page, click Create API.
Step 1: Configure basic information for the APl operation.

In this step, configure the basic information for the APl operation to be created, including the APl group
to which the APl operation belongs and the name, authentication method, type, and description of the
APl operation. In this example, set the Group parameter to the APl group you created and the AppCode
Certification parameterto Allow AppCode authentication (Header & Query). Set other parameters
as required and click Next.
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APl Gateway

Name And Description

Group testVpcGroup ¥ Create Group
API Name testVpcApi (]
Security Certification Alibaba Cloud APP B
AppCode Certification Allow AppCode authentication (Header & Query) 4| AppCode certification usage and risk tips

Signature Method

HmacSHA256

«~

API Options Prevent replay attacks (the request header must contain the X-Ca-Nonce parameter)
Prohibit public internet access Application for VPC Intranet Domain Name
Allow cloud market

Description It cannot exceed 2000 characters

Step 2: Configure request information for the APl operation.

In this step, define how a client, such as a browser, a mobile app, or a business system, sends a request
forthe APl operation. The parameters to be configured in this step include Request Type, Protocol,
Request Path, HTTP Method, Request Mode, and those in the Input Parameter Definition section. In this
example, set the Request Mode parameter to Request Parameter Passthrough, which indicates that

API Gateway passes APl requests to the backend service in the VPC without processing them.

Basic Request Definition

Request Type

Protocol

Custom Domain Name

Subdomain Name

Request Path

HTTP Method

Request Mode

o COMMON  REGISTE

DCKET) - Ul T

D)CKET)  NOTIFY(WEBSOCKET)

HTTP |HTTPS | WEBSOCKET

Bind domain name to the group

=< i S i< ajing.alicloudapi.com

/ Match All Child Paths

The request path must contain the Parameter Path in the request parameter within brackets ([]). For example: /getUserinfo/[userld]

Request Parameter Passthrough

o«

Step 3: Configure backend service information for the APl operation.

In this step, configure a backend service type and address for the APl operation and the mapping
between request and response parameters. In this example, specify VPC for Backend Service Type,
enter the VPC access name you created in the "Authorize API Gateway to access the VPC" section in the
VPC Access Name field, specify Backend Request Path, and then click Next.

24
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API Gateway with a resource in a VPC as the back
end service
Basic Backend Definition
Backend Service Type HTTP(s) Service °VPC FunctionCompute - Mock
VPC Access Name testVpc " Using the HTTPS protocol Creating Or Searching VPC Access
Fill in vpc name, vpc name support environment variables
How to use VPC? How to use environment variables?
Backend Request Path i Match All Child Paths
The backend request path must contain the Parameter Path in the backend service parameter within brackets ([]). For example: /getUserinfo/[userld]
HTTP Method GET
Backend Timeout 10000 ms

Step 4: Configure response information for the APl operation.

In this step, configure response information to generate an APl reference in the Alibaba Cloud API
Gateway documentation. This APl reference can help APl users better understand the APl operation.
You can configure parameters such as ContentType of Response, Sample of Returned Results, and

Sample of Returned Failure. Parameter configuration is not required in this example. Click create

Step 5: Publish the APl operation.

Afterthe preceding operation is successful, a message appears to informyou that the APl operation is
modified. All configurations of the APl operation take effect only after you publish the APl operation.
API Gateway provides three environments to which you can publish an APl operation: Release, Pre, and

Test. Inthis example, click peploy inthe message. Inthe dialog box that appears, set the Select The

Stage To Release To parameterto Release, enter your remarks, and then click Deploy.

Notice

o API has created successfully!

= X

5. Create and authorize an application

Applications are identities that you use to call APl operations. In Step 1 of the "Create an APl operation"
section, the Security Certification parameter is set to Call an APl operation by using an AppCode. Therefore,
afteryou publish the APl operation, you must create and authorize an application for calling the API
operation.

Step 1: Create an application.
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In the left-side navigation pane, choose consume 2PIs > aPps .Onthe APP List page, click Create

APP. Inthe Create APP dialog box, enter an application name and click OK. In the application list, click
the name of the application you created. Two authentication modes are provided for the applications
of an APl operation whose Security Certification parameter is set to Alibaba Cloud APP: AppKey and
AppCode, as shown in the following figure. In this example, the AppCode mode is used to authenticate

the application. For more information about the security certification method Alibaba Cloud APP, see
Call an APl operation by using an AppCode.

ApiGateway APP detalls  + Back to APP list

Overview | Basic Information Modify

Instances ietspcApp > 1D 110723730

~ Publish APIs
APl Groups

L3 AppKey AppCode  Auto Generate API SDK and Docs

VPC Access
Log Manage
Owned APIs SDK
~ Consume APIs =

APPs

Purchased APIs -

Authorized APls SDK.
Debug

Documentation

Step 2: Authorize the APl operation.
In the left-side navigation pane, choose Publish APIs> apr1s .Onthe APIList page, find the API

operation you created and click authorize inthe Operation column. A dialog box appears, as shown

in the following figure. Set the Select The Stage For Authorization parameter to the environment to
which you have published the APl operation. In this example, set this parameter to Release. Enterthe
name of the application you created in the search bar of the Select The APP For Authorization section.
In the search result, select the application you created, click Add in the Operation column, and then click
OK. A message appears to informyou that the application is authorized to call the APl operation.
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API Gateway

Authorize

You will authorize the following API(s):

testVpcApi
Select The Stage For Authorization: Pre Test
Authorization Valid Time: Short-term to B

° Long-term

Select The APP For Authorization:

My APP ¢ W Tags Enter APP Name | (1) APPs have added

testVpcApp X Remove

APP ID APP Name Operation

110723730 testVpcApp

3 entries in total n
n Cancel

6. Allow outbound IP addresses of APl Gateway in a security group

If the security group of your ECS instance does not allow all CIDR blocks over a specified port, you must
add the outbound IP addresses of APl Gateway to the security group to allow these IP addresses.

The outbound IP address of an APl group is the outbound IP address of the instance to which the API
group belongs. To obtain the outbound IP address of an exclusive instance, log onto the API Gateway
console. Inthe left-side navigation pane, choose Publish APIs > API Groups. On the Group List page, find
the APl group whose information you want to view and click the group name. On the Group Det ails
page, view information about the instance to which the API group belongs.

e Group Details  # Backto group st
G Basic Information Turn on cloud monitoring  Api List  Modify Group Message
b Region: China North 2 (Beiing) = E S Group ID: b0S

~ Publish APl

Internet Subdomain: - dapi.com Disable Infernet Subdomain
AP Groups
(The subdomain s only for APl test, when the client irectly cals i there will be 1000 acoess restritions per day. It s recommended o use the
Subdormain Name independent domain name for group binding, and it will not be subject to this restriction. For details, see configuration process )
i) /ay sel lling domain name: Not activated ,Please activate on the instance first
Plgin Not activated Pleass set ‘isit to VPC' in ‘Instance’
VPC Access
Group Traffc Limit (QPS): 2500
Log Manage (Gonsistont with the dedicatod nstance) Modiy APl Group's Instance Instance Type And Selection Guide
Ouwned APIs SDK
v Consume APIs =
B | Network Access Palc HTTPS Securly Poliy: HTTPS2_TLS1_0  HTTPS Securiy Policy Documentation
o (Be consistent with the dedicated instance HttpsPoliy)

Purchased APls Legal Staius: NORMAL

Authorized APls SDK.
Description: Create an API operation with a resource in a VPG as the backend service

In the left-side navigation pane, click Instances. On the Instance list page, view the information of the

instance to which the API group belongs, as shown in the following figure. You can view the outbound
IP address of a shared instance on the Instance list page.
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APl Gateway

Instance list

ApiGateway - —_—
— |
Overview
Dedicated Instance (VPC) : i & j, Y- Open the dashboard Release Ins
Change Name

» Publish APls
Multi-Availability Zone 1

» Consume APIs
HTTPS2_TLS1.0  Change HTTPS Security Policy

Documentation
Set the VPC that allows access to this dedicated instance
Click to activate
Click to activate
g Glick to activate
Pay-As-You-Go
Max Request Per Second 2500
SLA: 99.95%
Max Connections: 50000
api.s1.small

Max Internet Inbound Traffic: 5120M
Max Internet Outbound Traffic: 100M

7. Debug the API operation

API Gateway supports online debugging. We recommend that you use this feature to check whether an
APl operation is correctly configured before you allow clients to call it.

Onthe apr1 List page,findthe APloperationyou created and click Dpebug inthe Operation

column. The following figure shows the page that appears. If you have defined request parameters for
the APl operation, you can enter different values for the request parameters to check whether the API
operation is correctly configured.

When you debug the APl operation, make sure that the AppName parameter is set to an authorized
application. The Stage parameter must be set to the environment where the application is authorized.
Otherwise, the debugging may fail. In this example, set the Stage parameter to RELEASE.

Pre  Test
Debug Information Trace Logll

API Domain Name

i g stamp*:*1606734437017" "gateway_channel*:*http","X-Ca-Key":" " "x-ca-nonce":*26931884-ad9f-4aed-a3a0-dddebb957aaa’ 'X-Ca-Request-

Mode": ,*X-Ga-Stage":"RELEASE","X-Ca-Supervisor-

GET / Token" i T HEMTYWNjcZNDM3NywiaXNzljoiQWxpeXVuQXBpR2FOZXdheSIsinJvbGUIOI1 c2VyliwiYXVKIjolYXBpLXNo YXJIZ]
GYhLYLEDUBeSTMKQZAXKR-_vqQ5JDOmNnHpqaONLoglwnBogkcKaVMS-Vul3OVAUIQI-0d593vIWjhIO04YoKSEx6ahrGxtui32jigoh5o0ZVOBd3eSUAGOQK-
Nck9FOVczb2KIOKt_GshOecsnBindRZjeM1FWZHHNGd4tyzkkbZUtshQ_Eaonzwa 1-TWNPXIZKrEAKIGVY_TOth-y37CKzmU2KikpYjuOjtY DDW-
JfO16gwQKelrHrkPPB3mt9snihe2wRSLUPSW","Host":* Signature":*CdpnLV16gn032fArenlOw3Ayqf1Ld5c/Oy THhclBnc=","Content-
Type": text/htm; charsst=uti-8","X-Ca-Signature-Headers":"X-Ca-Timestamp,X-Ca- a-Request-Mode,X-Ca-Stage X-Ca-Supervisor-Token'}

Certificate

Authorization Type = Use AppSecret
Response:

AppName B testVpeApp2 B 200
Content-Type: text/htmi
Transfer-Encoding: chunked

AppKey - Gonnection: keep-alive

AppSecret S —

ETag: W/"53762af0-12¢1"
Last-Modified: Fri, 16 May 2014 15:12:48 GMT
Request Parameters. All-Swift-Global-Savetime: 1606734437
Via: cache39.12cn2648[124,200-0,M], cache13.12cn2648[125,0], veache7.cn2204{164,200-0,M), veache21.cn2204{167,0]
Headers Age: 0
X-Cache: MISS TCP_MISS dim:-2:-2
Content-Type = | text/himl; charset=utf-8 Remove X-Swift-SaveTime: Mon, 30 Nov 2020 11:07:17 GMT
X-Swift-CacheTime: 3600

Timing-Allow-Origin: *
Eagleld: 3ad7962916067344371191043¢

Quer
i <IDOCTYPE HTML PUBLIC *-//W3C//DTD HTML 4.01 Transitional//EN">
<htmi>

<head>

<title>Welcome to CentOS</title>

<style rel="styleshest" type="text/css">

8. Call the API operation

In this example, curl is used to call the APl operation. For more information, see
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e SFEGEIHToREE « N curl -i -X GET "http://E020d3ed900 LEE d-ee-beijing. alicloudapi.com® -0 “Autherization: AFFPCODE EEICEA o mlesteoifl i 0t tommd®

HTTRY o

Date: Thu, 38 Jul 28 82058159 OMT

Content=Type: Test/himl

Content-Langth: 4E3%

Conmection: ksep-alive

Meep-Alive: timesutsIh

vary: Accept-Encoding

Sarver: npinaii.16.1

N=Ca-Roguadt-1d4: 3LL8A188-9041-4380-B23C-FEBCATTEBELT
Accept-Rangaa: Bytes

Content-Oisposition: attacksent; filaname=hpiResperasforlnnarBonsin
ETag: "B376lafe-12el"

Last-Moditisd: Fri, 18 May 7916 16:12:48 GMT

Note:The APl operation in the release environment is called by default.

For information about the environments of APl operations, see Configure different environments
for an APl operation.

The main purpose of this topic is to help you quickly get started. The high availability of a
backend service is not considered. If you have any questions, see Use a resource in a VPC as the
backend service of an APl operation.
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4.Create an APl operation with HTTP
as the backend service

This topic describes how to create and publish an APl operation with HTTP as the backend service in API
Gateway, and how to call the APl operation in an application by using an AppKey and an AppSecret.
The AppKey and AppSecret are automatically generated for the application provided that you set the
authentication method of the APl operation to Alibaba Cloud APP.

API Gateway

1. Overview
You must performthe following steps in sequence:

e Create an APIgroup

e (reate an APl operation

e C(Create and authorize an application
e Debug the APl operation

e (Callthe APl operation

2. Create an API group

In API Gateway, APl operations are managed in APl groups. Before you create an APl operation, you
must create an APl group.

Step 1: Create an APl group

Log onto the APl Gateway console. In the left-side navigation pane, choose Ppublish APTs > APT
Groups .Select aregioninthe top navigation bar and click Create Group on the Group List page. Inthe
Create Group dialog box, select an instance to which the APl group to be created belongs and enter a
group name. In this example, set the Instance parameter to Shared Instance(VPC Network)(api-shared-
vpc-001) and enter test AppkeyGroup in the Group Name field.
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Create Group

Region:  China North 2 (Beijing) (Each user can create up to 50 groups)

*Instance: Shared Instance(VPC Network) (=t m 0y

<»

*Group Name: | testAppkeyGroup (]
Group name must be globally unique and may contain Chinese characters, English letters,

numbers, and English-style underlines. It must start with a letter or Chinese character and
be 4-50 characters long

Tag settings

Description: Cannot exceed 180 characters

Cancel

Step 2: View details of the APIgroup

Afteryou create the APl group, the APl group appears on the Group List page. You can click the group
name to go to the details page, where you can perform operations such as binding a domain name,
modifying basic information, and changing the instance type.

After an APl group is created, APl Gateway automatically creates a public second-level domain name
forthe APl group. This default second-level domain name can only be used fortesting API calls and can
be used for a maximum of 1,000 times per day. We recommend that you bind an independent domain
name after you create an API group. In this example, the default second-level domain name for testing
API calls is used.

3. Create an APl operation

Inthe left-side navigation pane, choose publish APIs > APIs .Make surethat the current regionis
the same region where the API group you created resides. On the API List page, click Create API.

Step 3: Configure basic information forthe APl operation

In this step, configure the basic information for the APl operation to be created, including the APl group
to which the APl operation belongs and the name, authentication method, and description of the API
operation. In this example, set the Group parameter to testAppkeyGroup, the Security Certification
parameterto Alibaba Cloud APP, and the AppCode Certification parameter to Disable AppCode
authentication. Set other parameters as required and click Next.
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Name And Description
Group testAppkeyGroup Y Create Group
API Name testAppkeyApi (]
Security Certification Alibaba Cloud APP 5
AppCode Certification Disable AppCode authentication v AppCode certification usage and risk tips
Signature Method HmacSHA256 v
API Options Prevent replay attacks (the request header must contain the X-Ca-Nonce parameter)

Prohibit public internet access Application for VPC Intranet Domain Name

Allow cloud market

Description It cannot exceed 2000 characters

Step 4: Configure request information for the APl operation

In this step, define how a client, such as a browser, a mobile app, or a business system, sends a request
forthe APl operation. The parameters to be set in this step include Request Type, Protocol, Request
Path, HTTP Method, Request Mode, and those in the Input Parameter Definition section. In this example,
enter /web/cloudapiin the Request Path field and do not define request parameters.

Basic Request Definition

Request Type °COMMON REGISTER(WEBSOCKET) - UNREGISTER(WEBSOCKET) /— NOTIFY(WEBSOCKET)

Protocol HTTP[ ' HTTPS| | WEBSOCKET
Custom Domain Name Bind domain name to the group
Subdomain Name - o o B e Pt nwudapi.com
Request Path /web/cloudapi Match All Child Paths

The request path must contain the Parameter Path in the request parameter within brackets ([J). For example: /getUserInfo/[userld]

HTTP Method GET

«

Request Mode Request Parameter Mapping(Filter Unknown Parameters) ¢

Step 5: Configure backend service information for the APl operation

In this step, configure a backend service type and address for the APl operation and the mapping
relationship between request and response parameters. In this example, set the Backend Service Type
parameterto HTTP(s) Service. The backend service address must be accessible on Alibaba Cloud
networks and the Internet. For information about other backend service types, see APl Gateway
documentation. Set other parameters such as Backend Service Address and Backend Request Path as
prompted.
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Basic Backend Definition

Backend Service Type °HT1'P{s) Service — VPC — FunctionCompute — Mock

Backend Service Address P N 7 idapi.com:B080
A backend service address is the domain name or IP address used by the AP| Gateway to call underlying services, not including the path

‘Why can't invoke my backend service successfully?

Backend Request Path /web/cloudapi Match All Child Paths

The backend request path must contain the Parameter Path in the backend service parameter within brackets ([J). For example: /getUserinfo/[userld]

HTTP Method GET

Backend Timeout 10000 ms

]

Step 6: Configure response information for the APl operation

In this step, configure response information to generate an APl reference in Alibaba Cloud API Gateway
SDK. T his APl reference can help API users better understand the APl operation. You can set parameters
such as ContentType of Response, Sample of Returned Results, and Sample of Returned Failure. In this
example, this step is skipped. Click create

Step 7: Publish the APl operation

Afteryou create or modify the APl operation, a message appears to informyou that the APl operation
is created or modified. All configurations of the APl operation take effect only after you publish the API
operation. APl Gateway provides three environments to which you can publish an APl operation:
Release, Pre, and Test. In this example, click pepiloy inthe message. In the dialog box that appears,
set the Select The Stage To Release To parameter to Release, enter your remarks, and then click
Deploy.

Notice

0 API has created successfully!

= X

4. Create and authorize an application

Applications are identities that you use to call APl operations. In step 3, the Security Certification
parameter is set to Alibaba Cloud APP. Therefore, after you publish the APl operation, you must create
and authorize an application for calling the APl operation.

Step 8: Create an application
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In the left-side navigation pane, choose consume APIs > aPPs .Onthe APP List page, click Create
APP. As shown in the following figure, for an APl operation whose Security Certification parameter is set
to Alibaba Cloud APP, two authentication modes are provided for its applications: AppKey and
AppCode. The AppKey mode provides a key pair that consists of an AppKey and an AppSecret. You can
regard them as an account and a password. When you call the APl operation, you must specify the
AppKey as a request parameter. The AppSecret is used to calculate the signature string. APl Gateway
authenticates the key pair to verify your identity. For more information about the Alibaba Cloud APP
authentication method, see Call an APl operation by using an AppCode.

ApiGateway APP details £ Back to APP list

Modify

Overview Basic Information
nstnces P Name testAppkeyApp
» Publish APIs
v Consume APls
S Authorized AP AppCode
Purchased APIs
Authorized APIs SDK i L Show Reset AppSecret

Debug

Documentation

Step 9: Authorize the application

In the left-side navigation pane, choose Publish APIs> ap1s .Onthe APIList page, find the API
operation you created and click authorize inthe Operation column. A dialog box appears, as shown
in the following figure. Set the Select The Stage For Authorization parameter to the environment to
which you have published the APl operation. In this example, set this parameterto Release. Search for

the application you created, click Add, and then click OK. A message appears to informyou that the
application is authorized to call the APl operation.
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API Gateway Quick Start-

Authorize

You will authorize the following API(s):

testAppkeyApi
Select The Stage For Authorization: Pre Test
Authorization Valid Time: Short-term to o Long-term

Select The APP For Authorization:

My APP ¢ W Tags Enter APP Name (1) APPs have added

testAppkeyApp X Remove

p—— testAppkeyApp

OK Cancel

5. Debug the API operation

API Gateway supports online debugging. We recommend that you use this feature to check whether an
APl operation is correctly configured before you allow it to be called on clients.

Step 10: Debug the APl operation

Onthe ap1 rList page,find the APloperationyou created and click pebug inthe Operation

column. A page appears, as shown in the following figure. If you have defined request parameters for
the APl operation, you can enter different values for the request parameters to check whether the API
operation is correctly configured.

When you debug the APl operation, make sure that the AppName parameter is set to an authorized
application. The Stage parameter must be set to the environment where the application is authorized,
otherwise the debugging may fail. In this example, set the Stage parameter to RELEASE.

testAppkeyApi - Debug APl (Plug-in debugging s not supported temporarily)

Pre  Test
Debug Information  [REEIR: ]

API Domain Name

. A : it ! 8- 57 dapl.com/web/cloudapi
Ca-Timestamp":*160674049 eway_channel":'hitp",'X-Ca-Key':*2( 1A, 'x-ca-nonce":* 11 K. i 5237726201",'X-Ca-Request-
Mods":"DEBUG","X-Ca-Stage":"RELEASE","X-Ca- Supervisor-
GET fsbidoudapl Token':"eyJh i 5 o B 4icOMDQZMOWiZXNzjolQWxpeXVUQXBPR2FOZXcheSIsInJvbGUIOI 1c2Vy Y XVKIOIYXBpZ2FOZXcheS
-bWIp2ZTP_1qQLYg83pYbrgyGPCH-NNYGYeKe3XHZaphHKAUTT6Z9xFpc-FHeiN-
3 XLgOERq4aQTvTecpfibAddigatORKOfCOBS22XKkGx5iRalUgbzPllwVhMX2KSBGIO_ZUOR2AGR2peOMKST_kyQqUWQYIKCHMYYwKnBoB3BGAQKRDOBOZENNEY X633 THUVTETTF
i en-beiing.alicloudapi.com","X-Ca-Signature":"FyO4 R 14lglzutasko0Y=","Content-Type"-applicatiorvjson; charset=utf-8",'X-Ca-Signature-Headers"'X-
Ca-Tmestamp,X-CarKeyX-Ca-Request-Mode X-Ca-Stage X-Ca-Supenvisor-Token')
Authorization Type = UseAppSecret
Response:
Apphame = testAppleyApp g 200

Date: Mon, 30 Nov 2020 12:48:10 GMT
Content-Type: application/oct-stream
AppKey - g Content-Length: 659
Connection: keep-alive

Keep-Alve: imeout=25
X-Ca-Request-Id: 213A74D i |78 13 =-4ECTBBB0212E
Content-Disposition: attachment; fiename=ApiResponseForinnerDomain

AppSecret =
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6. Call the APl operation

Now you have created the APl operation and the application, authorized the application to call the API
operation, debugged the APl operation, and published the APl operation to the online environment. In
this step, you can download Alibaba Cloud API Gateway SDK for the APl operation and use the SDK to
call the APl operation in your business system.

Step 11: Callthe APl operation

In the left-side navigation pane, choose consume APIs > Authorized APIs SDK .Onthe Authorized
APIs SDK Auto-Generation page, you can download the SDK that is used to call the APl operationinthe
application. You can also download the SDK for other coding languages.

Authorized APIs SDK Auto-Generation

Enter the complete AppName to query W Tags
Overview

TFitters: App Name:testAppkey @

» Publish APIs

testAppkeyApp » 2020-11-30 20:44:06 Objective-C Android Java
¥ Consume APls

[ ] ® 2020-02-27 19:55:32 Objective-C Android Java
APPs

Purchased APls otal of 2 entries, 10 disf p age | 104
Authorized APls SDK
| Other Language Example

Debug

Documentation Python -NET Node.js

See PHP for call examples

In this example, Alibaba Cloud API Gateway SDK for Node.js is used to call the APl operation.

1. Use Node Package Manager (NPM) to install Alibaba Cloud API Gateway SDK for Node.js. Run the
following command in NPM:  $ npm install aliyun-api-gateway -S

2. Replace YOUR_APP_KEY and YOUR_APP_SECRET in the following code snippet with the AppKey and
AppSecret of the application that is created in this example.
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// Import Alibaba Cloud API Gateway SDK for Node.js that you downloaded.
const Client = require('aliyun-api-gateway') .Client;
// Create an instance of the authorized application. Specify the AppKey and AppSecret of th
e authorized application.
const client = new Client ('YOUR APP KEY', 'YOUR APP SECRET');
async function get () {
// Use the domain name of the API group to which the API operation to be called belongs. Yo
u can use the public second-level domain name provided by API Gateway to test API calls, bu
t only for a limited number of times per day. We recommend that you bind an independent dom
ain name to the API Group.

var url = 'YOUR GROUP DOMAIN';

var result = await client.get (url, {
// Define the response format in the request header of the API operation. All responses of
the API operation will adhere to the defined response format. We recommend that you define
the response format based on your requirements.

headers: {
accept: 'application/json'
by

}) i

console.log (JSON.stringify (result));
}
get () .catch((err) => {

console.log (err.stack);

}) s

The following figure shows a sample response.

PS C:\Users! Desktop\node> node server.js
"{\"Headers\":{\"connection\":\"Keep-Alive\",\"host\":\"apiga

B1897-D969-4121-8D74-02A1EF65C933\ "}, \"Body\" : \"\",\"Params\": {}, \"RequestURL\" :\"http: //apigateway

= 0..com:8e8e\",\
"x-forwarded-for\":\": .152.20e\",\"user-agent\":\"AliOpenAPI/1.0\",\"x-ca-api-gateway\":\"FA2

- .. com: 8080/web/cloudapi\"}"
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5.Create an API operation with
Function Compute as the backend
service

This topic describes how to create and publish an APl operation with Function Compute as the backend
service in APl Gateway, and how to call the APl operation in an application by using an AppCode. The
AppCode is automatically generated for the application provided that you set the authentication
method of the APl operation to Alibaba Cloud APP.

1. Overview
You must performthe following steps in sequence:

e C(Create afunction in Function Compute
e (reate an APl group in API Gateway

e (reate an APl operation

e (Create and authorize an application

e Debug the APl operation

e C(Callthe APl operation

2. Create a function in Function Compute

Function Compute is an event-driven compute service. Functions are event-driven, that is, when an
event occurs, the event triggers the execution of the corresponding function. APl Gateway is an event
source for Function Compute. After APl Gateway receives a request for an APl operation that uses
Function Compute as the backend service, APl Gateway triggers the execution of the corresponding
function in Function Compute and Function Compute sends the execution results to APl Gateway.

Step 1: Create a function by using the apigateway template in Function Compute

Log on to the Function Compute console. Select a region in the top navigation bar. In the left-side

navigation pane, click service/Function .Onthe page that appears, click create Function .Inthe
Create Function Step,click Template Function .Then,select the api-gateway-nodejsé

template and click Next. This template is used to create a function whose event source is APl Gateway.
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Function Compute / Service/Function / Create Function Onboarding Guid®  Product Updamsaue\p

< Create Function

o Create 2 | Configure

Function Function

Function Type:

Event Function HTTP Function Template Funtion o

Use the helloworld template to create a blank function. Use the helloworld template to create a blank HTTP function. Use a sample code template to create a function.

Search by name, description, or environment Q

alimebot-nodejs aliyun-config-python3 api-gateway-nodejsé Template Details (]

Runtime nodejsé Runtime python3 Runtime nodejs6

Description  This template is a function template that is provided to developers of Description  Custom rule template of Cloud Config allows you to quickly develop Description This template implements a backend service for API Gateway. It
DialogStudio. The template provides a basic function structure, and customized compliance rules. shows how to return different content formats, such as HTML pages,
developers need to develop code according to this structure. JSON documents, and images.

copy-oss-object-python27 data-lake-analytics flask-web

Runtime python2.7 Runtime python3 Runtime python2.7

Description This template shows how to backup folders from a specified 0SS Description This is a typical template describing how to build a data lake for the Description Through this template demo, the user can create a serverless flask
bucket to other destinations. This sample code shows how to backup data stored in Object Storage Service (0SS) and analyze the data in web project, and invoke the function via URL.
to Qiniu cloud. various dimensions by the integration of Function Compute to Dat.

Items per Page 6 | 9 | 12 2 3 4 Next >

Step 2: Configure the function

For more information about how to configure a function, see Function Compute documentation. In this
example, set the parameters as required, as shown in the following figure.

Configure Function

* Service Name testFunctionServer
* Function Name testFunctionCompute
* Runtime
* Instance Type Flexible Instance v
* Function Handler index.handler @
* Memory 256MB VvV | Manually enter
* Timeout 5 seconds = More Timeout
Single Instance Concurrency 1 ®

3. Create an API group in APl Gateway

In API Gateway, APl operations are managed in APl groups. Before you create an APl operation, you
must create an APIgroup.

Step 3: Create an APl group in APl Gateway

Log onto the APl Gateway console. In the left-side navigation pane, choose pPublish aPIs > APT
Groups .Select aregioninthe top navigation bar and click Create Group on the Group List page. Inthe
Create Group dialog box, select aninstance to which the APIgroup to be created belongs and enter a
group name. In this example, set the Instance parameter to Shared Instance(VPC Network)(api-shared-
vpc-001) and enter testFunctionGroup in the Group Name field. The APl group must be in the same
region as the function that you created in Function Compute.
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Create Group

Region:  China North 2 (Beijing) (Each user can create up to 50 groups)

*Instance: Shared Instance(VPC Network) fms ¢ 3 i )

Els

*Group Name: | testFunctionGroup (]
Group name must be globally unique and may contain Chinese characters, English letters,

numbers, and English-style underlines. It must start with a letter or Chinese character and
be 4-50 characters long

Tag settings

Description: Cannot exceed 180 characters

Cancel

Step 4: View details of the APIgroup

Afteryou create the APIgroup, the APl group appears on the Group List page. You can click the group
name to go to the details page, where you can perform operations such as binding a domain name,
modifying basic information, and changing the instance type.

After an APl group is created, APl Gateway automatically creates a public second-level domain name
forthe APl group. This def ault second-level domain name can only be used for testing API calls and can
be used for a maximum of 1,000 times per day. We recommend that you bind an independent domain
name after you create an API group. In this example, the default second-level domain name for testing
API calls is used.

4. Create an API operation

Inthe left-side navigation pane, choose publish APIs > APIs .Make surethat the current regionis
the same region where the API group you created resides. On the API List page, click Create API.

Step 5: Configure basic information forthe APl operation

In this step, configure the basic information for the APl operation to be created, including the APl group
to which the APl operation belongs and the name, authentication method, and description of the API
operation. In this example, set the Group parameterto the APIgroup you created and the AppCode
Certification parameterto Allow AppCode authentication (Header & Query). Set other parameters
as required and click Next.
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Name And Description

Group testFunctionGroup Y Create Group
AP Name testFunctionApi (]
Security Certification Alibaba Cloud APP v
AppCode Certification I Allow AppCode authentication (Header & Query) 3] AppCode certification usage and risk tips
Signature Method HmacSHA256 v
API Options Prevent replay attacks (the request header must contain the X-Ca-Nonce parameter)

Prohibit public internet access Application for VPC Intranet Domain Name

Allow cloud market

Description It cannot exceed 2000 characters

Step 6: Configure request information for the APl operation

In this step, define how a client, such as a browser, a mobile app, or a business system, sends a request
forthe APl operation. The parameters to be set in this step include Request Type, Protocol, Request
Path, HTTP Method, Request Mode, and those in the Input Parameter Definition section. In this example,
set the Request Mode parameter to Request Parameter Passthrough, which indicates that API
Gateway does not process APl requests and pass them directly to Function Compute.

Basic Request Definition

Request Type oCOMMON REGISTER(WEBSOCKET) /~ UNREGISTER(WEBSOCKET)  NOTIFY(WEBSOCKET)

Protocol HTTP | |HTTPS| | WEBSOCKET
Custom Domain Name Bind domain name to the group
Subdomain Name L \ ol ', w | loudapi.com
Request Path /data Match All Child Paths

The request path must contain the Parameter Path in the request parameter within brackets ([]). For example: /getUserinfo/[userld]

HTTP Method GET

«

Request Mode [ Request Parameter Passthrough #l

Step 7: Configure backend service information for the APl operation

In this step, configure a backend service type and address for the APl operation and the mapping
relationship between request and response parameters. In this example, set the Backend Service Type
parameter to FunctionCompute. Configure other information, such as the name and service name of
the function that you created in Function Compute, and click Get Authorization .Then, click Next.
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Basic Backend Definition

Backend Service Type HTTP(s) Service . VPC ° FunctionCompute - Mock

If no Function, you should create Function first on FunctionCompute console.
For more detail, please see The Function Compute is used as the backend service of API Gateway.

For more detail, please see The Function Compute is used as the backend service of AP| Gateway.

Function Type © Event Function ) HTTP Function

Region China North 2 (Beijing) %+ | Function Compute Console

Function compute communicates with API Gateway through intranet while they are in same region.

Service Name testFunctionServer
Function Name testFunctionCompute
Function Alias Default Function Alias (LATEST)
Backend Timeout 10000 ms

Step 8: Configure response information for the APl operation

In this step, configure response information to generate an APl reference in Alibaba Cloud API Gateway
SDK. This APl reference can help API users better understand the APl operation. You can set parameters
such as ContentType of Response, Sample of Returned Results, and Sample of Returned Failure. In this
example, this step is skipped. Click create

Step 9: Publish the APl operation

After you create or modify the APl operation, a message appears to informyou that the APl operation
is created or modified. All configurations of the APl operation take effect only after you publish the API
operation. APl Gateway provides three environments to which you can publish an APl operation:
Release, Pre, and Test. In this example, click peploy inthe message. In the dialog box that appears,
set the Select The Stage To Release To parameter to Release, enter your remarks, and then click
Deploy.

Notice

° API| has created successfully!

e |

5. Create and authorize an application
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Applications are identities that you use to call APl operations. In step 5, the Security Certification
parameter is set to Alibaba Cloud APP. Therefore, after you publish the APl operation, you must create
and authorize an application for calling the APl operation.

Step 10: Create an application

In the left-side navigation pane, choose consume aP1s > apps .Onthe APP List page, click Create
APP. As shown in the following figure, for an APl operation whose Security Certification parameter is set
to Alibaba Cloud APP, two authentication modes are provided for its applications: AppKey and
AppCode. In this example, the AppCode mode is used to authenticate the application. For more
information about the Alibaba Cloud APP authentication method, see Call an APl operation by using an
AppCode.

Apicatewy APP details % Back to APP list

Overview Basic Information Modify
Instarces) ame:testFunctionApp
» Publish APIs
¥ Consume APls
APPs Authorized API AppKey
Purchased APIs
Authorized APIs SDK

Debug

Step 11: Authorize the application

In the left-side navigation pane, choose Publish APIs> apr1s .Onthe APIList page, find the API
operation you created and click authorize inthe Operation column. A dialog box appears, as shown
in the following figure. Set the Select The Stage For Authorization parameter to the environment to
which you have published the APl operation. In this example, set this parameter to Release. Search for
the application you created, click Add, and then click OK. A message appears to informyou that the
application is authorized to call the APl operation.
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Authorize

You will authorize the following API(s):

testFunctionApi
Select The Stage For Authorization: Pre Test
Authorization Valid Time: Short-term to o Long-term

Select The APP For Authorization:

My APP % W Tags Enter APP Name (1) APPs have added

testFunctionApp X Remove

testFunctionApp

6. Debug the API operation

API Gateway supports online debugging. We recommend that you use this feature to check whether an
APl operation is correctly configured before you allow it to be called on clients.

Step 12: Debug the APl operation

Onthe arr nist page,find the APloperationyou created and click pebug inthe Operation
column. A page appears, as shown in the following figure. If you have defined request parameters for
the APl operation, you can enter different values for the request parameters to check whether the API
operation is correctly configured.

When you debug the APl operation, make sure that the AppName parameter is set to an authorized
application. The Stage parameter must be set to the environment where the application is authorized,
otherwise the debugging may fail. In this example, set the Stage parameter to RELEASE.

testFunctionApi - Debug API  (Plug-in debugging is not supported temporarily)

Pre  Test
Debug Information Trace Lol

AP Domain Name

Request:
HITP 8| wudapicom & : o/ V1 e Japi.com/data
Header: {"X-Ca-Timestamp":" 1606742184590","gateway_channel":"http" "X-Ca-Key": " I IS =#5" 'x-ca-nonce":"de ¥ ai | /¥ #84d-9315-34aaf9634cd9",'X-Ca-Request-
GET Jdata Token*:"eyJhbG ¥ i ] = o IEYNCwiaXNzljoiQWxpeXVUQXBpR2F0ZXdheSIsindvbGUIOK c2VyliwiYXVKijoYXBpZ2F0ZXdheS
qy'\'dnhdoAvPSPAXCSMgl\1B\zMAMN4uU7EEdhynKukTPaekWLFnNgGsf WOybsM3KQMGMBISYty_taaNfkWX4LYICaUSWWYbmAAOZt0_my7P-jRrm24Sc0-
Fieinh ADNvYKXHZUSWrCyV40sx3BE7CK0Sa30RY4CKbQOOEMWigaUF ol VnjeULS-AS3ioWkogBOKKUMNE-
et L0yeGVOEBRHPOWGPSKM o1 EnWSF. IBBSTSKKZFUULiUaCXSSTIONAVIKNGQXr|GaBI2DCTr-FOG b 18°2ECu-SI77auhzWZDUNZTWWUWETEIGWIM-
] {071 Mapi.com" "X-Ca-Signature**ACQIAE "1 " FPUppMIZeHFLANCU-" Gordent-
Authorization Type = Use AppSecret
AppName = testFunctionApp
AppKey
AppSecret N S,

ut=25

Call classic FG via Intemet
WE-CE65DAAAT752

Request Parameters Content-Disposition: attachment; filename=ApiResponseForinnerDomain

Headers <htmi><h1>hello FunctionCompute</h1></htmi>

44 Document Version: 20220311



Quick Start-
API Gateway

The APIresponse is the execution results of the function that you created in Function Compute. The
following figure shows the code of the function.

index.js x

1 ‘use strict’;

[TTN)

var fs = require("fs")

4

5 exports.handler = function (event, context, callback) {

6

7 console.log("request: " + JSON.stringify(event.toString()));

8 // convert event to JSON object

9 event = JSON.parse(event.toString());
16 var query = event.queryParameters || {};
11 var showResponse = query.response || "html®;
12
13 switch (showResponse) {
14 case "html™:
15 var htmlResponse = {
16 isBaseddEncoded: true,
17 statusCode: 288@,
18 headers: {
19 "Content-type": "text/html; charset=utf-8"
28 s
21 // base64 encode body so it can be safely returned as JSON value
22 body: new Buffer("<html><hl>helle FunctionCompute</hil></html>").toString( 'basesd’)
23 3
24 callback(null, htmlResponse);
25 break;
26 case "json":
27 var jsonResponse = {
28 isBaseddEncoded: true,
29 statusCode: 288@,
38 headers: {
31 "Content-type": "application/json”
32 s
33 // base64 encode body so it can be safely returned as JSON value
34 body: new SLffer('H”weilo”: “FJrctionConthe“j').toString('bascéd')
35 !
36 callback(null, jsonResponse);

7. Call the API operation

Now you have created the APl operation and the application, authorized the application to call the API
operation, debugged the APl operation, and published the APl operation to the online environment. In
this step, you can call the APl operation in your business system by using the AppCode.

Step 13: Callthe APl operation

For more information about how to call an APl operation, see
.In this example, curl is used to call the APl operation.

The following figure shows a sample response.
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6.Access a domain name by using
HTTPS

You can bind your domain name to an API Group hosted on APl Gateway. APl Gateway locates a unique
API group by domain name and locates a unique APl operation in the API group by using Path and
HTTPMethod.

API Gateway provides a default Internet second-level domain name for each APl group. A client can
directly call the Internet second-level domain name up to 1,000 times per day. When you publish APIs in
a production environment, you must bind an independent domain name to the target APl group. The
number of APIcalls is not limited for independent domain names.

An independent domain name that you want to bind to an APl group must meet the following
requirements:

e You must apply for an ICP filing or access the independent domain name at
Alibaba Cloud ICP Filing.

e Before you bind the independent domain name to the target APIgroup, you must add a CNAME
record for the independent domain name to the second-level domain name of the group.

e The independent domain name has not been bound to an APl group hosted on API Gateway by other
users. If the independent domain name has been bound by other users, it must be verified when you
attempt to bind it. If the APl operations under the APl group need to support HTTPS, you must
import or upload an SSL certificate for the independent domain name.

1. Procedure for binding a domain name to an API group

To bind your domain name to an APl group hosted on API Gateway, follow these steps:

e Logonto the APl Gateway console and bind your domain name to the target API group.

e Add a CNAME record for your domain name to the Internet second-level domain name provided by
API Gateway to switch the traffic.

1.1 Bind a domain name to an API group

1. Log onto the API Gateway console. In the left-side navigation pane, click APl Groups. On the page
that appears, click the group to which you want to bind the domain name. The Group Details page
appears.

2. Inthe lower-right part of the Group Details page, click Bind Domain.

Custom Domain Name

3. Inthe Bind Domain Name dialog box, enter your domain name and click OK.
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Bind Domain Name

Make sure the custom domain name to bind has already been resolved to the subdomain name of this
group. Otherwise it will not be invoked after binding. View subdomain name
Up to 5 domain names can be bound to a group.

Group Name: testHttpGroup

*Domain Name: only-test

The VPC instance already supports the function of extensive domain name. Bind
the extensive domain name in the format of “*.api.foo.com’. Click to open the help
document

Stage: Default(Use X-Ca-Stage to determine the st: 4

For more information about environmental management,Click to open the help

document

1.2 Add a CNAME record for a domain name

To add a CNAME record for your domain name to the Internet second-level domain name provided by
API Gateway, follow these steps:

1. On the Group Details page, view Internet Subdomain of the group.
Basic Information Turn on cloud monitoring  Api List Modify Group Message

Region: China North 2 (Beijing) Group Name: [ I Group ID: § T =

[]memet Subdomain: CESEINESSEEIENGS - I Disable Internet Subdomain

( The subdomain is only for API test, when the client directly calls it, there will be 1000 access restrictions per
day. It is recommended to use the independent domain name for group binding, and it will not be subject to
Subdomain Name this restriction. For details, see configuration process )

AP| gateway self-calling domain name: Not activated ,Please activate on the instance first

VPC Intranet Subdomain: Not activated Please set 'Visit to VPC' in 'Instance’

Instance Type: Dedicated VPC
Group Traffic Limit (QPS): 2500

Instance ID: Segaic Modify API Group's Instance Instance Type And Selection Guide

(Consistent with the dedicated instance)

Instance Name: testdtrace

Network Access Policy HTTPS Security Policy: HTTPS2_TLS1_0 HTTPS Security Policy Documentation

(Be consistent with the dedicated instance HttpsPolicy)
Legal Status: NORMAL

Description:

2.Log onto your DNS management platform. If you use Alibaba Cloud DNS, visit
https://dns.console.aliyun.com. On the Manage DNS page of the Alibaba Cloud DNS console, click the
target domain name to go to the DNS Settings page.

3. Add or modify a record for the domain name that you want to bind to the APl group.
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H ) Alibaba Cloud A1 Reseurces - Q

Manage DNS Alibaba Cloud DNS / Manage DNS |/ DNS Settings

DNS Settings < DNS settings- mll o n

DNS Protection
@ DNS Server:vip3.alidns.com, vip4.alidns.com

Weighted Round Robin

Import & Export Switch Line Type Query Volume Quick Start
Custom Line
DNS Logs Host Type Line(ISP) Value
™ CNAME Default
CNAME  Default | "B el
- CNAME  Default — o
N CNAME  Default e —
|
CNAME Default = = =
[ _ u HE

T CNAME  Default

Expenses Tickets

ALL

TTL
10 minute(s)
u 10 minutel(s)
10 minute(s)
L 1 second(s)
m— 10 minute(s)
— 10 minute(s)

Icp Enterprise Support

Exact Search

Status

Normal

Normal

Normal

Normal

Normal

Narmal

Remark

4. Inthe Add Record or Edit Record dialog box, set Type to CNAME and Value to the Internet second-

level domain name that you obtained in step 2.
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Add Record X

Type:

CNAME- Canonical name

Host:

)
L

yichao

ISP Line:

Default - Return to the default value when the query is not matched to any view. 2

* Value:

| || -cn-beijing.alicloudapi.com

*TTL:

1 secondis)

5. Click OK. After binding is complete, you can view the bound second-level domain name on the DNS
Settings page.

2. Procedure for uploading an SSL certificate for a domain name

Afterthe binding is complete, you can use the bound domain name to call APl operations under the API
group in HTTP mode. If you want to call the APl operations in HTTPS mode, you must upload an SSL
certificate forthe domain name. The certificate can be uploaded in either of the following ways: API
Gateway automatically imports an SSL certificate from the Alibaba Cloud SSL Certificates Service or
allows you to manually upload the SSL certificate that you obtained from other certificate service
providers.
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2.1 Generate an SSL certificate for a domain name

To generate afree SSL certificate by using the Alibaba Cloud SSL Certificates Service, follow these
steps:

1.Log onto the Alibaba Cloud SSL Certificates console.

SSL Certificates Service

o Please follow 4 steps to apply for a certificate, DV is issued as soon as 5-10 minutes, OV / EV is issued as soon as 2 working days. Operation documentation  technical support = Purchase X
verview
Consulting
Certificate Resource Package DV Certificate
Verify Domain Name
hosting service Issue Certificate —
Purchase Submit OV Certificate / Install Certificate for
Website Security Certificate Required Information EV Certificate & Website or Application
Verify Email Address or Mobile Number important!
Flexible HTTPS
Information Management All Status @ pplied/Applicati 1 Q [= ) E: on @ Upload ficats E; 1 Q
review/Verificati Fails
& Website Tamper-proofing 0 O O 0 0 O 0 O
W Technical Support
"M Purchase Certificate MUpload Certificate All Status ~ AllBrands v || Certificate Domain
pl
Certificate Bound Domains Deployed Products Expire On 4t Status Operate

You do not have any certificates currently. You can use one of the following methods to add certificates

© 0

Purchase Certificate  Upload Certificate

2.0nthe SSL Certificates page, click Purchase Certificate. On the page that appears, purchase an SSL
certificate and bind your domain name to the certificate. For more information about how to purchase
an SSL certificate, see Documentation of the Alibaba Cloud SSL Certificates Service. After you apply for
an SSL certificate, go to the Group Details page of the target APIgroup in the APl Gateway console.

2.2 Import or upload the SSL certificate for the domain name

After you purchase or prepare a SSL certificate, import or upload the certificate for the domain name
that you bound to the target APIgroup in the API Gateway console. The following sections describe
the certificate import and upload procedures.

2.2.1 Import an SSL certificate

If you purchase a certificate by using the Alibaba Cloud SSL Certificates Service, follow these steps to
import the certificate for the domain name that you bound to the target APIgroup hosted on API
Gateway:

1. Go to the Group Details page of the APl Gateway console. In the list of bound domain names, find
the target domain name and click Select Certificate in the SSL Certificate column.

Custom Domain Name Bind Domain

Custom Domain Name WebSocket Channel Status Domain Legal Status SSL Certificate Operation

1 Not Open (Open) Normal Select Certificate Delete Domain | Change Stage

2.Inthe Select Certificate dialog box, click Search Certificate. Then, select the required certificate from
the search results and click Synchronization certificate.
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Select Certificate

*Region: China v
*Certificate Name: % | Search Certificate
No certificate was found in this region
Create Certificate Buy Certificate
Cancel

2.2.2 Upload an SSL certificate

If your SSL certificate is not purchased from Alibaba Cloud, you can also upload your certificate to API
Gateway. To upload the SSL certificate, follow these steps:

1. Go to the Group Details page of the API Gateway console. In the list of bound domain names, find
the target domain name and click Select Certificate in the SSL Certificate column.

2.Inthe Select Certificate dialog box, click Create Certificate.

Select Certificate

“Region: China

4

*Certificate Name:

4»

Search Certificate

No certificate was found in this region

Create Certificate | Buy Certificate

Cancel

3.Inthe dialog box that appears, enter required information as prompted.
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Create Certificate

*Certificate Name: Certificate

It may contain Chinese characters, English letters, numbers, English-style
underlines and hyphens. It must start with a letter or Chinese character and be 4-
50 characters long

*Certificate Content: ~  * 77

Ql8=

————— END CERTIFICATE REQUEST-—---

(pem code,Smaller than 20 k) example

*Private Key:

(pem code,Smaller than 20 k) example

Click to add CA certificate to support HTTPS mutual authentication (Mutual TLS
authentication)

Cancel

4. Afterthe certificate is uploaded, go to the Group Details page. You can see that Select Certificate in
the SSL Certificate column changes to Update Certificate.

Custom Domain Name Bind Domain
Custom Domain Name WebSocket Channel Status Domain Legal Status SSL Certificate Operation
Not Open (Open) Normal 4+ 4=Update Certificate Delete Domain | Delete Certificate | Change Stage

Afterthe certificate is uploaded, you can access the target domain name by using HTTPS.
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