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BEENYNZE. BETITRSERRMTERSORRAHMNRE, RZAMVWRLY, EEREFTR
S EANELY, EEXKER. MANE. ANUSHESERE, MERTEEHTRSPEIMN,
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UEMBRAANEEWNSKT, S8R5 E0OINNTEER,

WO ARG ERSPTEENAN R, BESRaE 0l zsns, BHaERREEFIHARESNT
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put_evaluations 7 handler FiFA, REISMLE
Python/rBIan T :

#!/usr/bin/env python
-*- encoding: utf-8 -*-
import logging
import json
from aliyunsdkcore.client import AcsClient
from aliyunsdkcore.auth.credentials import StsTokenCredential
from aliyunsdkcore.acs_exception.exceptions import ClientException
from aliyunsdkcore.acs_exception.exceptions import ServerException
from aliyunsdkcore.request import CommonRequest
logger = logging.getLogger()
# SRR
COMPLIACE_TYPE_COMPLIANT ='COMPLIANT'
COMPLIACE_TYPE_NON_COMPLIANT ='NON_COMPLIANT'
COMPLIACE_TYPE_NOT_APPLICABLE ="'NOT_APPLICABLE'
COMPLIACE_TYPE_INSUFFICIENT_DATA ="INSUFFICIENT_DATA'
# NOKE, ST SEBEHEHFLIE,
def handler(event, context):
IR EL
:param event: EF
:param context: ETFX
:return: FEEE
# BBhEvent, LRBRIEIZEH.
evt =validate_event(event)
if not evt:
return None
rule_parameters = evt.get('ruleParameters')
result_token = evt.get('resultToken')
invoking_event = evt.get('invokingEvent')
ordering_timestamp = evt.get('orderingTimestamp')
annotation = None
# R REE, RIBLSHRIGEEMNNBRIASHER.
compliance_type =COMPLIACE_TYPE_NOT_APPLICABLE

EEHIT

# FFEERES. SMNMENEIEENEELEEN, ZASHEN. SEHERNIFIHRTANN, BEHITER
RFHEFMTERER, IRFFLEERE, REFEIHRIELENZIRE S BEhE A RS E —RETRIT G,
# SRR NEIRE RN EABRRITE, ZASHET, BEREAPIRITENHAHGERNEIREE,

configuration_item = invoking_event.get('configurationltem')
account_id = configuration_item.get('accountld')

resource_id = configuration_item.get('resourceld')
resource_type = configuration_item.get('resourceType')
region_id = configuration_item.get('regionld’)

# WMHERHTITE, FERESEMRUSBITRITGEE, UTRBREHSE,

compliance_type, annotation = evaluate_configuration_item(
rule_parameters, configuration_item)
#IRBITEER, BRAFEUTRGIEAE,
evaluations =[
{
'accountld': account_id,
'complianceResourceld': resource_id,
'comnlianceResourceTvne': resource tvne.
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'complianceRegionld': region_id,
'orderingTimestamp': ordering_timestamp,
'complianceType': compliance_type,
'annotation': annotation
}
]

# BT EREEHE NREHIT, KBAIEESH,
put_evaluations(context, result_token, evaluations)
return evaluations

# IREASNRRH T, FERIELMFSBITRIITGEE, UTRBRHSE,

def evaluate_configuration_item(rule_parameters, configuration_item):
WHiZiE
:param rule_parameters: FNIZ%K
:param configuration_item: EZEIR
:return: JFEH3EE!

# Yia R EE
compliance_type =COMPLIACE_TYPE_NOT_APPLICABLE
annotation =None
# IRV RS RN ZIRID
resource_type = configuration_item['resourceType']
full_configuration = configuration_item['configuration']
# ¥IMECERER
if not full_configuration:
annotation ='Configuration is empty.'
return compliance_type, annotation
# ¥ 79JSON
configuration = parse_json(full_configuration)
if not configuration:
annotation = 'Configuration:{} in invald.'.format(full_configuration)
return compliance_type, annotation
return compliance_type, annotation
def validate_event(event):
KEEvent
:param event: Event
return: JSONF&R
if not event:
logger.error('Event is empty.')
evt = parse_json(event)
logger.info('Loading event: %s .' % evt)
if 'resultToken' not in evt:
logger.error('ResultToken is empty.')
return None
if 'ruleParameters' not in evt:
logger.error('RuleParameters is empty.')
return None
if 'invokingEvent' not in evt:
logger.error('InvokingEvent is empty.')
return None
return evt
def parse_json(content):
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JSONKEBYIZHR
:param content: JSONZFEF&H
:return: JSONI&
try:
return json.loads(content)
except Exception as e:
logger.error('Parse content:{} to json error:{}.".format(content, e))
return None
# LA RIRE], HENREHIT, KBAIEESH,
def put_evaluations(context, result_token, evaluations):
FRAAPLREIH T NiTfhLE
:param context: FEIIHEETX
:param result_token: [EIiF<HE
:param evaluations: &SR
:return: None
# BN YA RS MAccessKey IDF1AccessKey Secret, RIRTEZMFRAliyunConfigFullAccess,
client = AcsClient(
'LTAI4FxbrTniVtqglFZW****',
'COGXsd6UUGECUMrsCgPXA60OEvy****']
'ap-southeast-1',
)
# ¥iZRequest, FHIREE#, Domainjiconfig.ap-southeast-1.aliyuncs.com,
request = CommonRequest()
request.set_domain('config.ap-southeast-1.aliyuncs.com')
request.set_version('2019-01-08')
request.set_action_name('PutEvaluations')
request.add_body_params('ResultToken', result_token)
request.add_body_params('Evaluations’, evaluations)
request.set_method('POST')
try:
response = client.do_action_with_exception(request)
logger.info('PutEvaluations with request: {}, response: {}.'.format(request, response))
except Exception as e:
logger.error('PutEvaluations error: %s' % e)

EEO N

ERHPRENANSERFREEuleParametersth, EMABEMN AL N BEIEREHES . JSONREIL
™

10 SRYPRA: 20210728
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{
"orderingTimestamp": "s SR ITF AT EIE",
"invokingEvent": {
"messageType": "HEZEE",
"configurationltem™: {
"accountld": "FIE=MSID",
"arn": "ZHIFARN",
"availabilityZone": "RIAKX",
"regionld": "#hiZID",
"configuration": "&RAVIFHAEIE",
"configurationDiff": "Z R BELENAGEENRTEaIGES",
"relationship": "SXE£ER",
"relationshipDiff": "X ZARBLTE",
"captureTime": "EEE B It R ME R LT EEHHEK A EHETEIE",
"resourceCreationTime": "§ri2 & IRAYAT (E] 2",
"resourceStatus": "ZiERE",
"resourceld": "#&RID",
"resourceName": "EFEZTR",
"resourceType": "&iFHE",
"supplementaryConfiguration": "&R¥ ECE",
"tags": "FRE"

}
1>
"ruleParameters": {
"key": "value"
b
"resultToken": "H R ERIHITEHFHEREFER"

ContextBH R LTXER, MUMENBENTA.
e context.credentials.access_key_id:"accessKey"
e context.credentials.access_key_secret:"accessSecret"

® context.region:"i#hizg"

> MA4RRA: 20210728
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BRER

FEFEMNZ A, BRET BRI GE L RETRE,

B EH I AR EATRA N :

o JEEMN

EEMNZREEFIHEERFTETHENMNEE, FEANNEENEEFTIHEFSEFRBERITEN
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BEMAAN,

EEABERE, REMNZR. NERERNEE, BFT—5,

FEMUWHNEIR, KESRMMENEIIARAKIN, ETLURERFEXANZIRNREER,

EFERREEERE, BRXEARFRIN, BFT—5,

8. EBHIRERE, BET 5.

MRERFEEMNEANAES, WEBREHHLEE.

9. EBERERE, BET— 5.

NFXFEERENTERN, HJUEPEIERENENSRE, RIEEFHIGRT, REBESX.
BIEXBIEBESH, BRRIE, BB eEaEEHgEFNEE,

10. FMEHEEFERH, BHIARNEE, BHRER.
1. EEMNFEER.
o BEBEFEMNFE, BuUIEELRTANNMUFEE . ©VWERTEEFE.
o BHIREIMNIIER, EolAEMUFIRIEEHEZNAN, HETREANAS,

IV EREKS

1. BREEHITEHE,

2. EEMSHE, SEAM,

3. EMNRE, $HEEFKSHERE.

S

N
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BEXMUEFECRAERSGTE P EX NN RET, #EMN 0 EEME E HiHES & IEREN R
BARN, BEXMNRHEHNRBIANE, BEREE RSN F,
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o MREBEMERY, HIEEZERIMIIARN,

o MAMKRIERY, BEmECIRZFNRE, ERHTERH G CZRM., BARIE, B30T
R

HERHY, ARAXNEREHRE, ESTHIEEREpython3, REAOFERIIA
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EBHRERE, BERMRUAZ, REMAVWASZRNPEE, BEHT—H,

o EEMUXEKNEFE, MUWBLNEKRS TZRFELENAERER. —FRAUWITUXKSNERSE
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o v~ W N

2
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o MREBEMERY, HEEZERHMIIARN,

o MAMARIERY, BEMECIRFNRY, ERMTEZF S LHEZRY., BARIE, BB
BERH,
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10.
11.
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EEMUMRER.
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o BHIREIMMFIE, BOIUEMMNIERPEEMZNMN, HETRSARAD,

3. BB N
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éEﬁMMK%ﬁ BEBRHITNFRE, SOTLURIERAFEENAN, SREEEMN I E PEFTZHMR
w&An@¢mmwo

dbEr—,§\
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C EEMSHE, BERN,

RN RE, BEBRARNNNERETINRE.

. ARARMRE, REAVNEE, BET P,

A BRBRERRE, 2ET—F.
XFBEEXANAIRERITTERN, BTMERRRER,

6. EEHIRENE, REMVWASHYPEE, BET—H.
NFEEXAN, HRoLIRRRERMNASZIRMEEE.

7. EEERERE, BET—F.

u b W N
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o BHIREIFMNEFIZER, BolAEMU I ZIEEEXEHMAN, HETRSANASP,

TtV EEKS

1. BREEHE TS,

C EEMSHE, BERN,

CERNRE, BEERKSARS.

. EERKSARSE, BEBRANXNIERESINELE .

CEEABMNE, REAVNNEE, BET—H.

EHERBERRE, BET—F.
FFBEEXMNMIRELTERN, BIMERRREER,

7. E2HIRENE, REMVWASHPEE, BET—H,
NFEEXAN, Bo]URREMVUASEHRMNBEE,
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