
Alibaba CloudAlibaba Cloud

ActionTrail
Security announcement

Document Version: 20201207

Alibaba CloudAlibaba Cloud

ActionTrail
Security announcement

Document Version: 20201207



Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .

Act ionTrail Securit y announcement ··Legal discla
imer

> Document  Version: 20201207 I



Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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From 00:00:00 on December 20, 2020, Act ionTrail changes some write event logs to read event logs.
This change optimizes the classificat ion of event logs to improve the efficiency when you query event
logs in the Act ionTrail console and helps locate important event logs. This change may affect  the
event logs delivered by the trails of some users.

DescriptionDescription
The following table describes write event logs that are changed to read event logs.

Service name
Service
code

API version
Name of the event
log

Reason for change

Content
Moderation

Green

2018-05-09

TextScan

These event logs record
operations that scan and evaluate
content material. These
frequently performed operations
do not affect cloud service
configurations or the normal
running of applications.
Therefore, the event logs that
record these operations are
changed to read event logs.

ImageSyncScan

ImageAsyncScan

VideoAsyncScanResul
ts

VoiceAsyncScanResul
ts

VoiceAsyncScan

2017-01-12

TextScan

ImageSyncScan

ImageAsyncScan

ImageAsyncScanResu
lts

2016-12-16
ImageDetection

ImageResults

2017-08-25 ImageSyncScan

1.Notice: Some write event logs are1.Notice: Some write event logs are
changed to read event logschanged to read event logs

Act ionTrail
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Key
Management
Service (KMS)

Kms 2016-01-20

Decrypt These event logs record
operations that generate data
keys or use keys to encrypt and
decrypt data on the client side.
These operations do not affect
the key configurations. Event logs
that record these frequently
performed operations may affect
the analysis of important write
event logs. Therefore, the event
logs that record these operations
are changed to read event logs.

Encrypt

GenerateDataKey

Security
Token Service
(STS)

Sts 2015-04-01 AssumeRole

When a RAM role is used to
perform management operations,
event logs are generated. These
event logs record the operation
that the RAM role is assumed. The
operation does not affect the
configurations of the RAM role.
Therefore, the event logs are
changed to read event logs.

Service name
Service
code

API version
Name of the event
log

Reason for change

ImpactsImpacts
After the change takes effect, take note of the following impacts:

When you query all event logs, the preceding event logs are marked as read event logs. This improves
efficiency of analyzing write event logs and helps locate the operations that affect  the cloud-based
IT systems. Act ionTrail retains all types of event logs.

When you query historical event logs on the Query Event  Det ailsQuery Event  Det ails and Query Event  SummariesQuery Event  Summaries
pages of the Act ionTrail console, and set  the read and write type to write event logs, the preceding
event logs do not appear.

When you create a trail in the Act ionTrail console and set  Event  T ypeEvent  T ype to Writ eWrit e, the preceding event
logs are not delivered to a Logstore you specify. If  you want to deliver the preceding event logs to
an Object  Storage Service (OSS) bucket or Log Service Logstore, set  Event Type to ReadRead or AllAll.

Securit y announcement ··Not ice: So
me writ e event  logs are changed t o
read event  logs

Act ionTrail

6 > Document  Version: 20201207



ActionTrail will apply an updated declaration format of resource types to the referencedResources
field in event logs that are delivered by trails created after 00:00:00 on December 1, 2020. After this
change, the referencedResources field contains only the information in a format that is prefixed with
 ACS:: . This change does not affect  the events that are delivered by trails created before this change.

DescriptionDescription
Assume that you create Trail A before 00:00:00 on December 1, 2020 and Trail B after that t ime.

Before this change

If you use Trail A to deliver an event, the referencedResources field in the event log contains both
previous and updated declaration formats of resource types. For example, if  you perform a specific
operation on an Elast ic Compute Service (ECS) instance, the referencedResources field in the event
log is similar to the following example:

referencedResources: {
   Instance: ["i-bp1fadfadf***"],
   "ACS::ECS::Instance": ["i-bp1fadfadf***"]
}

The referencedResources field contains the following information:

Instance: indicates that the operation is performed on an instance.

ACS::ECS::Instance: indicates that the operation is performed on an ECS instance.

InstanceId: the ID of the instance. In this example, the instance ID is recorded as i-bp1fadfadf***.

After this change

If you use Trail B to deliver an event, the referencedResources field in the event log contains only the
updated declaration format of resource types. If  you use Trail A to deliver this event, the
referencedResources field in the event log st ill contains both previous and updated declaration
formats of resource types.

Not e Not e If  you use Trail B to deliver this event to a Log Service Logstore or an OSS bucket to
which events were delivered before this change, the referencedResources field in the event log
contains only the updated declaration format of resource types.

referencedResources: {
   "ACS::ECS::Instance": ["i-bp1fadfadf***"]
}

The referencedResources field contains the following information:

ACS::ECS::Instance: indicates that the operation is performed on an ECS instance.

2.Announcement: ActionTrail will2.Announcement: ActionTrail will
update the declaration format ofupdate the declaration format of
resource types in event logsresource types in event logs

Act ionTrail
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InstanceId: the ID of the instance. In this example, the instance ID is recorded as i-bp1fadfadf***.

ImpactsImpacts
ActionTrail will update the declaration format of resource types for the referencedResources field only
in event logs that are delivered by trails created after this change. The referencedResources field
remains unchanged in event logs that are delivered by exist ing trails.

After this change, we recommend that you monitor and analyze events based on the updated
declaration format of resource types that is prefixed with  ACS:: . This way, you can analyze events
that are delivered by trails created before and after this change in a unified manner.

We apologize for any inconvenience caused by this change. We will speed up the upgrade and strive to
provide you with more stable and robust  audit  services.

Securit y announcement ··Announcem
ent : Act ionTrail will updat e t he decl
arat ion format  of resource t ypes in 
event  logs

Act ionTrail
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ActionTrail will support  a new version of the event query feature from 00:00:00 on October 14, 2020.
After this change, Act ionTrail will no longer allow you to filter events based on mult iple condit ions. You
can filter events based on only one condit ion. In addit ion, Act ionTrail will allow you to query details and
summaries of events. This change affects only your query operations on events in the Act ionTrail
console.

DescriptionDescription
The method used to filter events in the Act ionTrail console will be updated.

Before this change, you can filter events in the Act ionTrail console based on seven condit ions,
including the event type, username, event name, resource type, resource name, service type, and
AccessKey ID. As the amount of data increases, this f iltering method has negative impacts on the
query efficiency and user experience. After this change, you can filter events based on only one
condit ion.

Specific controls will be added to facilitate t ime range sett ing.

The descript ion of important event information will be added, such as the event name, resource, and
user.

3.Announcement: ActionTrail will3.Announcement: ActionTrail will
update the event query featureupdate the event query feature

Act ionTrail
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ent : Act ionTrail will updat e t he eve

nt  query feat ure

> Document  Version: 20201207 9



ActionTrail will allow you to query event summaries.

Act ionTrail will generate event summaries based on the basic information of events that have
occurred during a t ime window of 2 hours. The summary of each event includes the following
information:

when: the t ime window during which the operation recorded in the event was performed.
ActionTrail generates event summaries based on the basic information of events that have
occurred during a t ime window of 2 hours. You can query events in real t ime.

who: the user who performed the operation that is recorded in the event. You can view the
username, account type, account ID, and AccessKey ID of the user.

what: the operation that is recorded in the event, such as CreateInstance or DeleteInstance.

which: the resource on which the operation recorded in the event was performed.

where: the region where the resource is managed and the IP address from which the operation
recorded in the event was performed.

ImpactsImpacts
This change affects only your query operations on events in the Act ionTrail console.

We apologize for any inconvenience caused by this change. We will speed up the upgrade and strive to
provide you with more stable and robust  audit  services.

Securit y announcement ··Announcem
ent : Act ionTrail will updat e t he eve
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ActionTrail will apply an updated declaration format of resource types to the referencedResources
field in event logs from 00:00:00 on August 26, 2020. After this change, addit ional information about
resources will be recorded in event logs. This change does not affect  the event logs that have been
generated before the change or the exist ing fields in an event log.

DescriptionDescription
Before this change, the referencedResources field does not provide detailed information about the
resources that a specific operation involves. For example, if  you perform a specific operation on an
Elast ic Compute Service (ECS) instance, the referencedResources field in the event log of the operation
is similar to the following example:

referencedResources: {
   Instance: ["i-bp1fadfadf****"]
}

The referencedResources field contains the following information:

Instance: indicates that the operation is performed on an instance.

InstanceId: the ID of the instance. In this example, the instance ID is recorded as i-bp1fadfadf****.

After this change, the referencedResources field in the event log for the same operation on the same
ECS instance will be recorded in the following way:

referencedResources: {
   Instance: ["i-bp1fadfadf****"],
   "ACS::ECS::Instance": ["i-bp1fadfadf****"]
}

The referencedResources field contains the following information:

Instance: indicates that the operation is performed on an instance.

ACS::ECS::Instance: indicates that the operation is performed on an ECS instance.

InstanceId: the ID of the instance. In this example, the instance ID is recorded as i-bp1fadfadf****.

Reasons for the changeReasons for the change
Before this change, the referencedResources field does not explicit ly declare the types of resources
involved in an event. In the preceding example, Instance does not indicate whether the involved
resource is an ECS instance or an instance of another service.

Before this change, the referencedResources field makes an event search task less efficient. For

4.Announcement: ActionTrail will4.Announcement: ActionTrail will
update the declaration format ofupdate the declaration format of
resource types in event logs to addresource types in event logs to add
clarityclarity

Act ionTrail
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example, if  you specify Instance as a search condit ion without providing a specific service name,
ActionTrail will return all events that are related to instances from all services.

After this change, the updated referencedResources field provides a service name that allows you to
identify a specific resource of a specific type. For example, ACS::ECS::Instance indicates that the
resource is an ECS instance, and ACS::ECS::Instance": ["InstanceID"] identifies a specific ECS instance.

After this change, the declaration format of resource types in Act ionTrail event logs is consistent
across Alibaba Cloud services.

ImpactsImpacts
ActionTrail will only update the declaration format of resource types for the referencedResources field
in event logs to add clarity. This change does not affect  the event logs that have been generated
before the change or the exist ing fields in an event log.

We apologize for any inconvenience caused by this change. We will speed up the upgrade and strive to
provide you with more stable and robust  audit  services.

Securit y announcement ··Announcem
ent : Act ionTrail will updat e t he decl
arat ion format  of resource t ypes in 
event  logs t o add clarit y
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ActionTrail will no longer support  showing associated resources for read events from 23:59:59 on
August 28, 2020.

BackgroundBackground
A read event in Act ionTrail is a record of a read operation that a user performs on Alibaba Cloud
resources. A read operation does not add, delete, or modify cloud resources and configurations. It  only
obtains information about the target cloud services and resources. For example, DescribeInstances,
DescribeRegions, and GetInstanceScreenshot are all read events.

Associated resources are the resources that an operation involves. To view the information about the
associated resources of an event in the Act ionTrail console, click Hist ory SearchHist ory Search in the left-side
navigation pane, click the plus sign (+) to the left  of the target event record, and then view the
information in the Associated Resources sect ion. If  a trail is created to deliver events to the specified
Log Service Logstore or Object  Storage Service (OSS) bucket, you can view information about
associated resources in the referencedResources field.

After the change, associated resources will no longer be shown in the Act ionTrail console and the
referencedResources field will become empty.

Reasons for changeReasons for change
Litt le significance: In operations audit ing, the information about the resources on which a read
operation is performed has lit t le significance, because a read operation does not modify the
configurations of cloud resources.

Low feasibility: In Act ionTrail, most read events process a large number of associated resources at
the same t ime, making it  infeasible to view and audit  associated resources of read events.

High storage costs: Read operations are frequently performed on the cloud. If  you create a trail to
deliver events to the specified Log Service Logstore or OSS bucket, extra storage space is needed to
store the records of associated resources for read events. This will increase the storage costs.

To provide crit ical and insightful event information in a more concise way, Act ionTrail will no longer
support  showing associated resources for read events.

ImpactsImpacts
When you view the detailed information about a read event on the History Search page in the
ActionTrail console, no resource information will appear in the Relat ed ResourcesRelat ed Resources sect ion. If  you
click View EventView Event , you will f ind the referencedResources field empty in the event logs.

If  you create a trail to deliver events to the specified Log Service Logstore or OSS bucket, the
referencedResources field will be empty in the event logs.

We apologize for any inconvenience caused by this change. The Act ionTrail team will speed up the
upgrade and strive to provide you with more stable and robust  audit  services.

5.Announcement: ActionTrail will5.Announcement: ActionTrail will
stop showing associated resourcesstop showing associated resources
for read eventsfor read events

Act ionTrail
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ActionTrail is about to support  tracking and recording events of purchasing, changing the specificat ions
of, and renewing Server Load Balancer (SLB) instances occurred in the SLB console. Previously,
Act ionTrail tracks and records only sales-related events of Alibaba Cloud services triggered through API
operations but not those occurred in the Alibaba Cloud console. This release will support  tracking and
recording such events for SLB. More services will be supported in the future.

In this release, events of purchasing, changing the specificat ions of, and renewing SLB instances
occurred in the console are supported, expanding the range of events that Act ionTrail can track and
record. This release also fixes the issue where user information is not included in event logs.

The eventType field, which indicates the type of the event, is set  to ConsoleOperation for all events
that are newly supported in this release. The sett ings of other fields for these events are listed as
follows:

Event of purchasing an SLB instance: "serviceName"="Slb" and "eventName"="Create"

Event of changing the specificat ion of an SLB instance: "serviceName"="Slb" and
"eventName"="Modify"

Event of renewing an SLB instance: "serviceName"="Slb" and "eventName"="Renew"

ImpactsImpacts
From the day on which this announcement is released to 23:59:59 on May 31, 2020, Act ionTrail will
supplement the preceding types of events that occurred before. The supplemented events with
eventType set  to ConsoleOperation are in parallel with the previously supported events. The following
table lists the differences between the field sett ings for the newly supported and previously
supported events.

Not e Not e We recommend that you gradually add more listeners to listen for these new types of
events before 23:59:59 on May 31, 2020.

Field
Value or content for original
events

Value or content for new events

eventName
CreateLoadBalancer and
ModifyLoadBalancerInternetSpec

Create, Modify, and Renew

eventType ApiCall ConsoleOperation

userIdentity N/A User information

eventSource slb-pop.aliyuncs.com slb.aliyuncs.com

6.Announcement: ActionTrail will6.Announcement: ActionTrail will
support tracking and recordingsupport tracking and recording
certain events related to SLBcertain events related to SLB
instances occurred in the SLBinstances occurred in the SLB
consoleconsole

Securit y announcement ··Announcem
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userAgent Java/1.8.0_152 AliyunConsole

apiVersion 2014-05-15 N/A

Field
Value or content for original
events

Value or content for new events

After 23:59:59 on May 31, 2020, you must pay attention to SLB events triggered through both the
console and API operations. For these events, the serviceName field is set  to Slb. The following lists the
differences between the sett ings of the eventName field for events triggered through the console and
those triggered through API operations in different scenarios:

Purchasing an SLB instance: "eventName":="Create" for events triggered through the console and
"eventName":="CreateLoadBalancer" for events triggered through the API operation

Changing the specificat ion of an SLB instance: "eventName":="Modify" for events triggered through
the console and "eventName":="ModifyLoadBalancerInternetSpec" for events triggered through the
API operation

Renewing an SLB instance: "eventName":="Renew" for events triggered through the console and
"eventName":="CreateLoadBalancer" for events triggered through the API operation

We apologize for any changes to the audit  data and thank you for your understanding and support. All
of these are for the construct ion of a more object ive, accurate, and comprehensive audit  system.

Announced by: Alibaba Cloud ActionTrail team

Announced on: March 6, 2020

Example of an event log for purchasing an SLB instance in the SLBExample of an event log for purchasing an SLB instance in the SLB
consoleconsole

Act ionTrail
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{
  "eventId": "1a22a4db-36b0-4738-822d-b200b84f****",
  "requestId": "1a22a4db-36b0-4738-822d-b200b84f****",
  "eventVersion": "1",
  "eventTime": "2020-02-23T07:27:49Z",
  "userAgent": "AliyunConsole",
  "eventSource":"slb.aliyuncs.com",
  "requestParameters": {
    "secureTransport": true,
    "mFAPresent": false,
    "sourceIp": "42. ***.74.109",
    "regionId": "cn-hangzhou-dg-a01",
    "stsTokenPlayerUid": "****809276714915"
  },
  "eventName": "Create",
  "sourceIpAddress": "42. ***.74.109",
  "acsRegion": "cn-hangzhou",
  "referencedResources": {
    "LoadBalancer": [
      "lb-bp15t2g9omw99scxa****"
    ]
  },
  "userIdentity": {
    "sessionContext": {
      "attributes": {
        "mfaAuthenticated": "false"
      }
    },
    "accessKeyId": "STS.NSmajggZdKxAYnzNx6ujC****",
    "accountId": "****809276714915",
    "principalId": "****53686294945515:yx",
    "userName": "CommonBuyAdminRole:yx_sub_acc****",
    "type": "assumed-role"
  },
  "eventType": "ConsoleOperation",
  "serviceName": "Slb",
  "__expanded": true
}

Securit y announcement ··Announcem
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ActionTrail no longer supports the GetBucket (ListObjects) event after 23:59:59 on March 24, 2020.

A GetBucket (ListObjects) event is an API event of Object  Storage Service (OSS). It  is used to query all
objects in a bucket. The traffic volume of the GetBucket (ListObjects) event is large and the peak value
fluctuates frequently. When ActionTrail tracks and delivers this event together with other events, the
efficiency may be affected, and the traffic proport ion for important write events is small. Therefore,
Act ionTrail suspends its support  for the GetBucket(ListObjects) event. The t ime to resume the support
will be announced later.

The possible impacts are as follows:

When you query historical events, the GetBucket (ListObjects) event is no longer displayed and cannot
be searched. This allows you to focus on the write events that require special attention.

This change will not  affect  your logs in an OSS bucket or a Log Service Logstore if  you have created a
trail and delivered events to the bucket or Logstore.

Not e Not e When you create a trail in Act ionTrail, the GetBucket (ListObjects) event cannot be
delivered to a bucket or Logstore, because it  consumes a large amount of storage resources.

We apologize for the inconvenience caused by this change. The Act ionTrail team will speed up the
upgrade and strive to provide you with more stable and robust  audit  services.

7.Announcement: ActionTrail7.Announcement: ActionTrail
suspends its support for thesuspends its support for the
GetBucket (ListObjects) eventGetBucket (ListObjects) event

Act ionTrail
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