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1.548
1.1. #EiR

EEHITHFE HEﬂt@ﬁﬁﬁﬁ%Aﬂﬁ RERTESEH, BRAEMSHNBERRBRESMHLIEE
HERSMNSHEEER S, FERNRNT LRRNTBUMENLE,

BB SN EH LB TR,

EHxR i8R
BREESEMH SERNRFLEN, REHITSRBTESRSMNSERLIEE.
BEAEMEH HRABFAAME, REFTEREELERRSMNSEEREBH.
LR IRIRER BB E X i Y EFA ¥, BEFETSRTESHERRS
RIS B E HRERBRBFSREFHOSSHIEEF MM (Bucket) B, BEEHIHERITETHERS

MNS &) & 1% 5E A

1.2. RETESH

HEEFHFITRANBRFTEN, SREETERRSMNSOERLEE.
FESHRBANRBRM.

BEREESHNEEZSHRBMTRAT.

BEAETT AT BRI ESEMHN

B i 8A

accountld BRAERME=KSID,
resourceName BIRER.
AvailabilityZone BRITAKX,

resourceType BRER, IFENRRBRREFESNZHFREEHITNERS,
BRTESMHRE, BUE:
e DISCOVERED: #iZEREH,

resourceEventType

resourceCreateTime

RelationshipDiff

captureTime

configurationDiff

resourceld

e MODIFY: {EBURBREH.
e REMOVE: #IBR&EREH.

FERRNNEE, MEBERTTE, BSLUNXEEE,

KEBRNTEIR,

EEHTANRZFLESHHERBTSNNEE., NERERTE,

B a2 .

BRBHNEEIR,

#iRID,

1ES M Unix
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Relationship
region

tags

mEEIR

BIRFTTEMAL

BIRAARE

i B RS EXNRFHOSSH g R EFEM@new-bucket, EconfigurationDiff f B /REEHIER
(null) MBEFER. CBREAWT:

{

"Accountld":120886317861****,

"ResourceName

new-bucket",

"AvailabilityZone":"cn-shanghai-a",
"ResourceType":"ACS::0SS::Bucket",
"ResourceEventType":"DISCOVERED",

"ResourceCreateTime":"",
"RelationshipDiff":"",

"CaptureTime":1605759241690,

"ConfigurationDiff":"{\"AccessControlList\":[null,{\"Grant\":\"private\"}],\"ServerSideEncryptionRule\":
[null,{\"SSEAIlgorithm\":\"None\"}],\" CreationDate\":[null,\"2020-11-19T04:07:44.000Z\"],\"Owner\":[null{\"
DisplayName\":\"120886317861****\",\"ID\":\"120886317861****\"}],\"StorageClass\":[null,\"Standard\"],\"D
ataRedundancyType\":[null,\"LRS\"],\"AllowEmptyReferer\":[null,\"true\"],\"Name\":[null,\"new-bucket\"],\
"Versioning\":[null,\"Enabled\"],\"BucketPolicy\":[null,{\"LogPrefix\":\"\",\"LogBucket\":\"\"}],\"ExtranetEnd
point\":[null,\"oss-cn-shanghai.aliyuncs.com\"],\"IntranetEndpoint\":[null,\"oss-cn-shanghai-internal.aliyu
ncs.com\"],\"Location\":[null,\"oss-cn-shanghai\"]}",

"Resourceld":"new-bucket",
"Relationship":"",
"Region":"cn-shanghai",

"TagS":"{}"

EHEIR

M B = K S 1 X SR IZ £ 0SS Y 58 it 15 58 37 77 i A8 new-bucket B9 A=, TEconfigurationDiff b B R &
AIfEENone (A/MN%E) MLEEERAES256, RBREIWT:

> MA4RRZA: 20210813



EE®HIT BIREH-

"Accountld":120886317861****,
"ResourceName":"new-bucket",
"AvailabilityZone":"cn-shanghai-a",
"ResourceType":"ACS::0SS::Bucket",
"ResourceEventType":"MODIFY",
"ResourceCreateTime":"",
"RelationshipDiff":"",
"CaptureTime":1605779129000,
"ConfigurationDiff":"{\"ServerSideEncryptionRule\":[{\"SSEAlgorithm\":\"None\"}{\"SSEAlgorithm\":\"
AES256\"}1}",
"Resourceld":"new-bucket",
"Relationship":"",
"Region":"cn-shanghai",
"Tags":"{}"

i B 25 R

Mol B = K S 1E X R 1245 0SS HY L3 it 35 i bR 72 i A new-bucket, #EconfigurationDiffh B REEaIE 2T
EEER (null) , RERHIOT:

{

"Accountld":12088631786****,

"ResourceName":"new-bucket",

"AvailabilityZone":"cn-shanghai-a",

"ResourceType":"ACS::0SS::Bucket",

"ResourceEventType":"REMOVE",

"ResourceCreateTime":"",

"RelationshipDiff":"",

"CaptureTime":1605860519000,

"ConfigurationDiff":"{\"AccessControlList\":[{\"Grant\":\"private\"},null],\"ServerSideEncryptionRule\":
[{\"SSEAlgorithm\":\"AES256\"},null],\"CreationDate\":[\"2020-05-15T09:39:59.000Z\",null],\"Owner\":[{\"Dis
playName\":\"120886317861****\",\"ID\":\"120886317861****\"},null],\"StorageClass\":[\"Standard\",null],\"
DataRedundancyType\":[\"LRS\",null],\"RefererList\":[{\"Referer\":[\"https://www.tmall.com\"]},null],\"Allo
wEmptyReferer\":[\"false\",null],\"Name\":[\"ddddss\",null],\"BucketPolicy\":[{\"LogPrefix\":\"\",\"LogBucke
t\":\"\"Lnull],\"TagSet\":[]},null],\"ExtranetEndpoint\":[\"oss-cn-shanghai.aliyuncs.com\",null],\"Region\":[\"
cn-shanghai\",null],\"IntranetEndpoint\":[\"oss-cn-shanghai-internal.aliyuncs.com\",null],\"Location\":[\"os
s-cn-shanghai\",null]}",

"Resourceld":"new-bucket",

"Relationship":"",

"Region":"cn-shanghai",

"Tags":"{}"

1.3. REASHEH

EEHIT BN RRERETENETME, ARBRTEARERE, TRFEDESRSMNSEZLEEA,
BEAXET T BRBEAENEHNEZES LR ARCE R,

BEAGMEANEEZSHRPUTRAR,
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B
annotation
configuration
desiredValue

operator

property

accountld

riskLevel

evaluationResultldentifier

resourceld

configRuleName

configRuleArn

configRuleld

regionlid

resourceOwnerld

resourceType

eventType

complianceType

EA

BRAGMEIRER.

BRRYAILIRECE, BREASMESR.
RRAEERE, IRFEEMEE,
BRAMGKENMPEREZ BN LLRIZER.

LR B SRR SR EISONIEZ,
fn: $.AccessControlList.Grant .

BRFIENREZKSID,

MR SR, BUE:
e Info: RXE.

e Warning: R,
e (ritical: EXk,

BRI EIFRER

HIRID,

M ZFR

FMARN,

MWD,

BIRFATE#ELID,

BRBHNMERKSID,

WRER, XFNRBERBEBFESNZFREHITNERS.

BB, BE:
e ResourceChange: BELEEH,
e ResourceCompliance: EEASHISE M,

e SnapshotDelivery: &FEHRBIZESH,

MUEHE, BUE:
e COMPLIANT: &#1.
e NON_COMPLIANT: A&#,

FEE m K-S EL W ARE B B it E M N test-oss-bucket -public-read-prohibited, BT 3 R 1744
OSS_E & i A9 F & #E config-snapshot BIIE SR, F & config-snapshot BYLFREL & A public-read (2
H#HiF) , HHEFRE ANotContains read (AEEENR) , WMWERAINonCompliant (REM) . KBER
Bl T
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{

"annotation": "{\"configuration\":\"public-read\",\"desiredValue\":\"read\",\"operator\":\"NotContains\",\"
property\":\"$.AccessControlList.Grant\"}",
"accountld": 169827232854****,
"riskLevel": "Critical",
"resultRecordedTimestamp": 1595419396740,
"eventName": "NonCompliant",
"evaluationResultldentifier": {
"orderingTimestamp": 1595419392092,
"evaluationResultQualifier": {
"resourceld": "config-snapshot",
"configRuleName": "test-oss-bucket-public-read-prohibited",
"configRuleArn": "acs:config::169827232854****:config-rule/cr-610ad6e0007300a8****",
"configRuleld": "cr-610ad6e0007300a8****",
"regionld": "cn-shanghai",
"resourceName":"config-snapshot",
"resourceOwnerld":169827232854****,
"resourceType": "ACS::0SS::Bucket"
}
b
"eventType": "ResourceCompliance",
"invokingEventMessageType": "ConfigurationltemChangeNotification",
"configRulelnvokedTimestamp": 1595419392092,
"notificationCreationTime": 1595419396769,
"complianceType": "NON_COMPLIANT"

1.4. RERBRERESH

HEBRRBRBINREFMHEOSSHIEEF MM (Bucket) B, BEEH I MEHERRSMNSHIEEFTBALEER
RBRESM, HRRSMNSIRIEEBNEXD NABRLOEBM, BIARERT AT BRFERBRESMHL
EE)H SRS MNS R T 1 K I B9 2 48358 BF DA R AT RS 7R 51

BERREREEHLXTHBRRSMNSHEII

SHRBIN T RN,
2 1488
requestid BRIEBRBSHEIERID,
eventName BREBZESHNER,
BB, BYE:
e ResourceChange: BEZEEMH,
eventType e ResourceCompliance: BEASMEMH,
e SnapshotDelivery: EEIREBIZIBEM,
notificationCreationTime FRARRBRESHNNER, NERZRREE, BESLUNEEE,
KREREWMT:
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"requestld":"c33f24e€9-c715-4c43-b635-e6d1c48b913e",
"eventName":"SnapshotDeliverySuccess",
"eventType":"SnapshotDelivery",
"notificationCreationTime":1605863441996

BERREREEMHLXTHBRBRSZMNSKK

SHRBINTRER.
25 g2
requestld HRRRZBESEHAIERID,
eventName BREBESHNER,
EHRRE, BYE:
e ResourceChange: BEZEE/H,
eventType e ResourceCompliance: BEASMEH,
e SnapshotDelivery: &iRIRBIRIEEM,
errorCause BRRBRESHRIELMANER,
notificationCreationTime MERFERBRRESHNNEE., HEZEERAE, BSRUNXETEZ,

KRERFAMNMT, BEPEBURREANoSuchBucket (BiFEH#EBAGFE) .

{

"errorCause": "NoSuchBucket",

"requestld": "9ad74955-4195-4f0a-938c-afd5¢c56477ea",
"eventName": "SnapshotDeliveryFailed",

"eventType": "SnapshotDelivery",
"notificationCreationTime": 1606189671571
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TiEksS

MERKSTURERBCHRFEMHRETESRSMNSHEEEEE P,
1. BREEHIEH S,
2. EEMSHLE, ERRERS > TRARESH.
3. AITRARBESHIE, THREERRSMNSHX.
4. REBRBMIREHNEXSH,
BRBMHRENEXSHN TR

24 P

EFEHERSMNSERNRRRERNS. BUE:
o EEXERE: HRFREXEN, REFUHTAHESRSMNSKRERFRELER

EEREAE £,
o REARHMEN: HRFENHEUERFIENYN, REHITEHEIRSMNSKRIEZRA
aMEH,
3505 FRABIRATEME.

HEBRSZMNSPHEBER, B—KSE—tET, TESRFEEE.
THEIR o HEEDAKSHHEETEN, EIREFIMRFAHELTE, AATEER,
o HMETEEAKSIEANTEN, EHRRSMNSHIEREREA,

REFZEBAEEANRAKE, BUESERE: 1024~65536, ZAIAE: 65536,

HEBAKE
(Byi) @ #E BFRECERA, BEENERSMNSEHA FEEHERNRAK
EEZMMRERNS192, UEEKERHFHSEHELREELK,

FFaLogging ERBETEUCES . RSN S M BTSSRI X BN B AR SSLS.
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THEEsES o REZFNEWERER: 1TRLBERENSEH, SRESHNENR~RE, %5~
BEH mEERREEEBMNPALIETEE,
o HEXERER: BENERERERSH,
fic & B 1 [0 5E B IR S MNS I3 BO#B A ST Ut ik
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B A STt o MREMEBKIEBZSH, HEREHIHEHEBRESMNSIRE #8364 KBEY, #BidERs
i BEHER.
©) PEE BRI EI L oh A9 i A 0K S AR EE KR B M E RO I X E
NEHEMEN, BREEFBIRFEMEZE.
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TtV ERKS
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REKELHEEREEZESHIEERSMNS, RERBRWERKSHNIZEHTEIE.,

1. BREEHE TGS,

2. EEMSHEE, EFRRERS > TRARESH.
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4. REFBREMRENEXSH,

BOLAVESA W ERKShHEEE, hollERiptIERKSHEMHRAKSPEFTER. %
FEATREEVERKSHAERAKSNEREM,

o HAEFEREWERKSHABRAKSHEREHR— KX NV ERKSHIEEERN, &
BRFEAKSHHEEEHEEAKSPEANEE. BRFHREBNBEXSHUTERAR.
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FBLogging

TRASHNRE
REFR
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P
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£,

" REAAHEN: YRBENEHERTENN, REHITEHEIRSMNSKRIERR
REMBH,

FRABIRATEM.

HEBRSZMNSPHEBRER, B—KSE—ET, TEERFEEE.

B HREPAKShHEEEN, EICWREESEIHENAHETE, BATES
o

n HEREPEBRAKSIEANTEN, EHEHERSMNSHERZEEELEH,
KRR ZEBEBANRAKE, BUEER: 1024~65536, BAIAE: 65536,

@ # BTEREERA, BEEBERSVNSEHNA HEEEERNEA
KEEDRENS192, UREKERSSBEERIELK,

EERBETEEUHR . BRAERHMNIRE RN HSEMEEEEINXEKN B SRS
SLS,

THRREHNRRNESHR, BE:
= 2BREEFR

" S

= R

= (XX

Blan: MRLUEFPRE, WEESHITAZEEPRENSNESENAIEGNE
, RRERR A ERBEREL IR,

THEERREENES. BE:

" REXFNEBRBERE: ITRALBRRLEES, AREFNRFTRE, %
FRIBREEEANMALEREE.

" BEXHREE: BENERRRLEEH,
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PEBEF.

@ $8 BRI B0 AR S R IR I PO 2SR B O B R 4R
ENSHEMENR, BRBEEBREFETE,

o HERERCWERKSHAAMAKSHNEREMHE—KZIEERNAKSHIEETHRN, BEE
RERHMAKSEANEE (RIXFEUERKS) . RETEEXSHZH, BEHRZMA
KSPERUAERH. BRBHREBNEXSHUTERAR.
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TRASHNRE
REEFR

SRS R R
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P
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£,

" REAAHEN: ARBENEHERFTENN, REHITEHERRSMNSKRIERR
REMBH,

B ANKS hEBNARN, 63F: i, KAKSMEBRER., HTUEENTH
TIERPEFRBREAKS, URIZMAKSHERZIRFME,

Bl RKSBENEAGNARN, 81F: RAKSHMEEFITRSXEAS, BRI
EENTAIIERDEZBFRRAKS, EEHITRSXEARRKRERIA,
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= 2BREREFR

" SXE

= ch XS

= {EXE

Blan: MRLUEFPRE, WEESHITAZEEPRENSRESENIENE
#, BRI R N AEMBEEHL IR,

THEERRERENES. BE:

" REXFNEBRRERE: ITRALBRRLESEH, YREFTNER~RE, Z
FRNEREEEENAANEETE,

" AEXRREE: BENEFRRRLESH,

14
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b1l DEBEF.

@ $8 BRI B0 A S R IR I PO A B O R 4R
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5. BT,
6. EZEMEEHDEMERRKSPER, BRINEBEIHEE, BTHRE.
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