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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.

> Document Version: 20220623



Resource Management

API Reference-Document conventio
ns

Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}

> Document Version: 20220623



Resource Management AP| Reference-Table of Contents

Table of Contents

1.List of operations by function st e . e 09
2.Make API requests Bectem e e e e 15
3.Signature method et rmr e s o e s 16
4.Common parameters ste s 19
5.RAM authorization S=stssimms e v e e s e e 22
6.0btain an AccessKey pair s—==rr——r e 27
7.0PS limits S s e e e e Ll 30
8.AP| Reference (Resource Directory) ————-r—rsmmeee s 34
8.]1. Services ZE s otctanlnna s n R s s n T s s s lan 34
8.1.1. EnableResourceDirectory =sssmti s eiamne s n s e 34
8.1.2. SendVerificationCodeForEnableRD - 38
8.1.3. GetResourceDirectory st 40
8.1.4. DestroyResourceDirectory —s=re—er———e - 43
8.2. Folders st e e 45
8.2.1. CreateFolder st el e s e s 45
8.2.2. DeleteFolder ==tem el e e e e 48
8.2.3. GetFolder Bt s e v e S e fanlns 50
8.2.4. UpdateFolder sssitssivnn e e st e oo aiee 52
8.2.5. ListFoldersForParent st et as st 55
8.2.6. ListAncestors =ssitssiann e o i e coa e 58
8.3. Members S e e s L 61
8.3.1. CreateResourceAccount ————————r——-—-r—u-—— 61
8.3.2. GetAccount == e e s 68
8.3.3. MoveAcCcouNnt e e s 72
8.3.4. UpdateAccount Etesira e o e e e 74
8.3.5. RemoveCloudAccount st 79

> Document Version: 20220623



AP| Reference-Table of Contents Resource Management

8.3.6. ListAccounts m— = 81
8.3.7. ListAccountsForParent ---—-—---=-==mmmmmmmmm e 85
8.3.8. GetPayerForAccount #sssrs s m s anc s 91
8.3.9. InviteAccountToResourceDirectory ——-——————————v 92
8.3.10. GetHandshake 97
8.3.11. AcceptHandshake ——— 101
8.3.12. DeclineHandshake - 105
8.3.13. CancelHandshake —-—--————— 108
8.3.14. ListHandshakesForAccount —--—--—---m-mmmmmmmrmmm e 117
8.3.15. ListHandshakesForResourceDirectory ----—---—--—----—---m-mmmm-—— 115
8.3.16. SendVerificationCodeForBindSecureMobilePhone ——--—----—--—-—- 120
8.3.17. BindSecureMobilePhone - 122
8.4. Access control policies === 125
8.4.1. EnableControlPolicy - 125
8.4.2. DisableControlPolicy - 127
8.4.3. GetControlPolicyEnablementStatus ————————————— 128
8.4.4. CreateControlPolicy 130
8.4.5. GetControlPolicy == e e 133
8.4.6. UpdateControlPolicy - 136
8.4.7. DeleteControlPolicy - 139
8.4.8. AttachControlPolicy - 141
8.49. DetachControlPolicy =—rr—ermr—rrr e e 143
8.4.10. ListControlPolicies ==t e 144
8.4.11. ListControlPolicyAttachmentsForTarget - 148
8.4.12. ListTargetAttachmentsForControlPolicy -~ 151
8.5. Trusted services - 154
8.5.1. ListTrustedServiceStatus 154
8.5.2. RegisterDelegatedAdministrator - 157

I > Document Version: 20220623



Resource Management AP| Reference-Table of Contents

8.5.3. DeregisterDelegatedAdministrator -———-------=-—=-mmmmmmrmmmmme e 159
8.5.4. ListDelegatedAdministrators -————----——----—-mm e 161
8.5.5. ListDelegatedServicesForAccount -———------—=--—-—mmmmmmmmmm 164
8.6. Others (not maintained) ——————-—— 166
8.6.1. InitResourceDirectory - 166
8.6.2. CreateCloudAccount - 169
8.6.3. PromoteResourceAccount 174
8.6.4. ResendPromoteResourceAccountEmail -~ 178
8.6.5. ResendCreateCloudAccountEmail -—---—--—--—mm— 182
8.6.6. CancelCreateCloudAccount -=—-—==m—mmmmmmmmmm o 186
8.6.7. CancelPromoteResourceAccount ---———-----=—=mmmmmmmmmmmmmem 187
9.API Reference (Resource sharing) —————————————r 190
9.1. EnableSharingWithResourceDirectory ------—-=--——=-—-mmmmmmmmm 190
9.2. CreateResourceShare 192
9.3. ListResourceShares =rswsssrrmmm e s e 198
9.4. UpdateResourceShare - 203
9.5. DeleteResourceShare - 207
9.6. AssociateResourceShare =t S st en ot 209
9.7. DisassociateResourceShare -------—--—m-mmmmmmm e 217
9.8. ListResourceShareAssociations —————---—=-mmmmmmmmmmmmmmm e 224
9.9. ListSharedResources -—-—------===-mmmmmmmmmmmmmmm e 231
9.10. ListSharedTargets --——-----——-—-=-mmmmmmmm e 237
9.11. DescribeRegions ———-—---mmmmmmmmmmm e 243
10.AP| Reference (Resource groups) =—s——serrms e 247
10.1. CreateResoUrCeGroUp ==t e e 247
10.2. ListResourceGroups ——————-mmmmmm 254
10.3. GEtRESOUrCEGIOUP s e e 259
10.4. DeleteResourceGroup === 263

> Document Version: 20220623 I



AP| Reference-Table of Contents Resource Management

10.5. UpdateResourceGroup -——--------=—m=mmm—mmmmmmmmmm oo 267
10.6. CreatePolicy —-——-—rr 270
10.7. ListPolicies - 273
10.8. GetPolicy =ss—strcinnianua e s s e 276
10.9. DeletePolicy == s 279
10.10. CreatePolicyVersion - 281
10.11. DeletePolicyVersion - 283
10.12. ListPolicyVersions - 285
10.13. GetPolicyVersion - 288
10.14. SetDefaultPolicyVersion -——-—---———--mmmrmmmmm oo 291
10.15. AttachPolicy -————r 292
10.16. DetachPolicy —-—— 296
10.17. ListPolicyAttachments - mmmmmm e 298
10.18. CreateRole =i mas e s s e 303
10.19. GetRole =ttt mun ce s st e e 306
10.20. ListRoles #a—ssttbesinmtmuncen st st s 310
10.27. UpdateRole s e e 314
10.22. DeleteRole = e 318
10.23. ListResources —----—=-==-m-mmmmmmmmmmmm e 319
10.24. MOVERESOUICES === e e e 323
10.25. CreateServiceLinkedRole ==t m o amias 327
10.26. DeleteServiceLinkedRole -~ 331
10.27. GetServiceLinkedRoleDeletionStatus ----------—==-=-m-mmmmmmmmmm oo 333
10.28. TagResources fEscteatrnae e o E e s L 335
10.29. UNtagResoUrCes = st e i i 337
10.30. ListTagResources - 339
11.API Reference (Resource Meta Center) ————r———rmreeo 342
11.1. Resource types that support RMC 342

v > Document Version: 20220623



Resource Management AP| Reference-Table of Contents

11.2. SearchResources Etss e o e 346

11.3. ListResourceRelationships =—s=rerreer—e—r——w—e———

> Document Version: 20220623 Vv



API Reference-List of operations by

Resource Management .
function

1.List of operations by function

The following tables list the APl operations available for use in Resource Management.

Resource Directory

Operation

EnableResourceDirectory

SendVerificationCodeForEnableRD

GetResourceDirectory

DestroyResourceDirectory

CreateFolder

ListFoldersForParent

ListAncestors

UpdateFolder

GetFolder

DeleteFolder

InviteAccountToResourceDirector
y

GetHandshake

AcceptHandshake

CancelHandshake

DeclineHandshake

ListHandshakesForAccount

ListHandshakesForResourceDirect
ory

CreateResourceAccount

CreateCloudAccount

Description

Enables a resource directory.

Sends a verification code to the mobile phone number bound to a
newly created account when you use the account to enable a resource
directory.

Queries the information of a resource directory.

Disables a resource directory.

Creates a folder.

Queries the information of all subfolders of a folder.

Queries the information of all parent folders of a folder.

Changes the name of afolder.

Queries the information of a folder.

Deletes a folder.
Invites an account to join a resource directory.

Queries the information of an invitation.
Accepts an invitation.
Cancels an invitation.
Rejects an invitation.

Queries the invitations that are associated with an account.
Queries invitations in a resource directory.

Creates a member of the resource account type.

Creates a member of the cloud account type.

@ Note

updated.

This APl operation is no longer maintained and
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https://www.alibabacloud.com/help/doc-detail/364279.htm#doc-api-ResourceManager-EnableResourceDirectory
https://www.alibabacloud.com/help/doc-detail/364248.htm#doc-api-ResourceManager-SendVerificationCodeForEnableRD
https://www.alibabacloud.com/help/doc-detail/159995.htm#doc-api-ResourceManager-GetResourceDirectory
https://www.alibabacloud.com/help/doc-detail/160013.htm#doc-api-ResourceManager-DestroyResourceDirectory
https://www.alibabacloud.com/help/doc-detail/159996.htm#doc-api-ResourceManager-CreateFolder
https://www.alibabacloud.com/help/doc-detail/159997.htm#doc-api-ResourceManager-ListFoldersForParent
https://www.alibabacloud.com/help/doc-detail/159998.htm#doc-api-ResourceManager-ListAncestors
https://www.alibabacloud.com/help/doc-detail/159999.htm#doc-api-ResourceManager-UpdateFolder
https://www.alibabacloud.com/help/doc-detail/160000.htm#doc-api-ResourceManager-GetFolder
https://www.alibabacloud.com/help/doc-detail/159432.htm#doc-api-ResourceManager-DeleteFolder
https://www.alibabacloud.com/help/doc-detail/160001.htm#doc-api-ResourceManager-InviteAccountToResourceDirectory
https://www.alibabacloud.com/help/doc-detail/160002.htm#doc-api-ResourceManager-GetHandshake
https://www.alibabacloud.com/help/doc-detail/160003.htm#doc-api-ResourceManager-AcceptHandshake
https://www.alibabacloud.com/help/doc-detail/160004.htm#doc-api-ResourceManager-CancelHandshake
https://www.alibabacloud.com/help/doc-detail/160005.htm#doc-api-ResourceManager-DeclineHandshake
https://www.alibabacloud.com/help/doc-detail/160006.htm#doc-api-ResourceManager-ListHandshakesForAccount
https://www.alibabacloud.com/help/doc-detail/160007.htm#doc-api-ResourceManager-ListHandshakesForResourceDirectory
https://www.alibabacloud.com/help/doc-detail/159392.htm#doc-api-ResourceManager-CreateResourceAccount
https://www.alibabacloud.com/help/doc-detail/159391.htm#doc-api-ResourceManager-CreateCloudAccount

APl Reference- List of operations by

. Resource Management
function

Operation Description

Upgrades a member from a resource account to a cloud account.

@ Note This APl operation is no longer maintained and
updated. You can call the UpdateAccount operation to switch the
type of a member. For more information, see UpdateAccount.

PromoteResourceAccount

Resends an email that is used to confirm the creation of a member of
the cloud account type.

ResendCreateCloudAccountEmail
@ Note This APl operation is no longer maintained and

updated.

Resends an email that is used to confirm the upgrade of a member
from a resource account to a cloud account.

ResendPromoteResourceAccount
Email @ Note This APl operation is no longer maintained and
updated.

Cancels the creation of a member of the cloud account type.
CancelCreateCloudAccount @ Note This API operation is no longer maintained and

updated.

Cancels the upgrade of a member from a resource account to a cloud

account.
CancelPromoteResourceAccount ® Note This APlo o o
peration is no longer maintained and
updated.
RemoveCloudAccount Removes a member of the cloud account type.
GetAccount Queries the information of a member.
MoveAccount Moves a member from a folder to another.
ListAccountsForParent Queries the information of members in a folder.
ListAccounts Queries the information of all members in a resource directory.
GetPayerForAccount Queries the information of a billing account.
UpdateAccount Changes the display name or type of a member.
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https://www.alibabacloud.com/help/doc-detail/159395.htm#doc-api-ResourceManager-PromoteResourceAccount
https://www.alibabacloud.com/help/doc-detail/160018.htm#doc-api-ResourceManager-UpdateAccount
https://www.alibabacloud.com/help/doc-detail/160008.htm#doc-api-ResourceManager-ResendCreateCloudAccountEmail
https://www.alibabacloud.com/help/doc-detail/160009.htm#doc-api-ResourceManager-ResendPromoteResourceAccountEmail
https://www.alibabacloud.com/help/doc-detail/160010.htm#doc-api-ResourceManager-CancelCreateCloudAccount
https://www.alibabacloud.com/help/doc-detail/160011.htm#doc-api-ResourceManager-CancelPromoteResourceAccount
https://www.alibabacloud.com/help/doc-detail/159431.htm#doc-api-ResourceManager-RemoveCloudAccount
https://www.alibabacloud.com/help/doc-detail/160012.htm#doc-api-ResourceManager-GetAccount
https://www.alibabacloud.com/help/doc-detail/160014.htm#doc-api-ResourceManager-MoveAccount
https://www.alibabacloud.com/help/doc-detail/160015.htm#doc-api-ResourceManager-ListAccountsForParent
https://www.alibabacloud.com/help/doc-detail/160016.htm#doc-api-ResourceManager-ListAccounts
https://www.alibabacloud.com/help/doc-detail/160017.htm#doc-api-ResourceManager-GetPayerForAccount
https://www.alibabacloud.com/help/doc-detail/160018.htm#doc-api-ResourceManager-UpdateAccount

Resource Management

API Reference- List of operations by
function

Operation
ListTrustedServiceStatus

EnableControlPolicy
DisableControlPolicy

GetControlPolicyEnablementStatu
s

CreateControlPolicy
GetControlPolicy
UpdateControlPolicy
DeleteControlPolicy
AttachControlPolicy
DetachControlPolicy
ListControlPolicies

ListControlPolicyAttachmentsFor
Target

ListTargetAttachmentsForControl
Policy

RegisterDelegatedAdministrator

DeregisterDelegatedAdministrato
r

ListDelegatedAdministrators

ListDelegatedServicesForAccount

InitResourceDirectory

Resource Sharing

Description

Queries the Alibaba Cloud services that are integrated with Resource
Directory.

Enables the Control Policy feature.

Disables the Control Policy feature.
Queries the status of the Control Policy feature.

Creates a custom access control policy.
Queries the details of an access control policy.
Updates a custom access control policy.
Deletes a custom access control policy.
Attaches a custom access control policy.
Detaches a custom access control policy.
Queries access control policies.

Queries the access control policies that are attached to a folder or
member.

Queries the objects to which an access control policy is attached.

Specifies @ member in a resource directory as a delegated
administrator account of a trusted service.

Removes a delegated administrator account.

Queries delegated administrator accounts.

Queries the trusted services for which a member is specified as a
delegated administrator account.

Enables a resource directory.

@ Note This APl operation is no longer maintained and
updated. You can call the EnableResourceDirectory operation to
enable a resource directory. For more information, see
EnableResourceDirectory.
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11


https://www.alibabacloud.com/help/doc-detail/161434.htm#doc-api-ResourceManager-ListTrustedServiceStatus
https://www.alibabacloud.com/help/doc-detail/208284.htm#doc-api-ResourceManager-EnableControlPolicy
https://www.alibabacloud.com/help/doc-detail/208285.htm#doc-api-ResourceManager-DisableControlPolicy
https://www.alibabacloud.com/help/doc-detail/208286.htm#doc-api-ResourceManager-GetControlPolicyEnablementStatus
https://www.alibabacloud.com/help/doc-detail/208287.htm#doc-api-ResourceManager-CreateControlPolicy
https://www.alibabacloud.com/help/doc-detail/208288.htm#doc-api-ResourceManager-GetControlPolicy
https://www.alibabacloud.com/help/doc-detail/208289.htm#doc-api-ResourceManager-UpdateControlPolicy
https://www.alibabacloud.com/help/doc-detail/208283.htm#doc-api-ResourceManager-DeleteControlPolicy
https://www.alibabacloud.com/help/doc-detail/208330.htm#doc-api-ResourceManager-AttachControlPolicy
https://www.alibabacloud.com/help/doc-detail/208331.htm#doc-api-ResourceManager-DetachControlPolicy
https://www.alibabacloud.com/help/doc-detail/208365.htm#doc-api-ResourceManager-ListControlPolicies
https://www.alibabacloud.com/help/doc-detail/208366.htm#doc-api-ResourceManager-ListControlPolicyAttachmentsForTarget
https://www.alibabacloud.com/help/doc-detail/208367.htm#doc-api-ResourceManager-ListTargetAttachmentsForControlPolicy
https://www.alibabacloud.com/help/doc-detail/209309.htm#doc-api-ResourceManager-RegisterDelegatedAdministrator
https://www.alibabacloud.com/help/doc-detail/209311.htm#doc-api-ResourceManager-DeregisterDelegatedAdministrator
https://www.alibabacloud.com/help/doc-detail/209312.htm#doc-api-ResourceManager-ListDelegatedAdministrators
https://www.alibabacloud.com/help/doc-detail/209313.htm#doc-api-ResourceManager-ListDelegatedServicesForAccount
https://www.alibabacloud.com/help/doc-detail/159994.htm#doc-api-ResourceManager-InitResourceDirectory
https://www.alibabacloud.com/help/doc-detail/364279.htm#doc-api-ResourceManager-EnableResourceDirectory
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function

Resource Management

Operation

EnableSharingwWithResourceDirect

ory
CreateResourceShare
ListResourceShares
UpdateResourceShare
DeleteResourceShare
AssociateResourceShare
DisassociateResourceShare

ListResourceShareAssociations
ListSharedResources

ListSharedT argets

DescribeRegions

Resource Group
Operation
CreateResourceGroup
ListResourceGroups
GetResourceGroup
CreatePolicy
DeleteResourceGroup
UpdateResourceGroup
ListPolicies
GetPolicy
CreatePolicyVersion
DeletePolicyVersion
ListPolicyVersions

GetPolicyVersion

Description

Enables resource sharing within a resource directory.

Creates a resource share.

Queries resource shares.

Changes the name of a resource share.

Deletes a resource share.

Associates resources or accounts with a resource share.

Disassociates resources or accounts from a resource share.

Queries the association records of resource shares.

Queries the resources you share with other accounts or the resources

other accounts share with you.

Queries principals.

Queries the regions where the Resource Sharing service is available.

Description

Creates a resource group.

Queries resource groups.

Queries the information of a resource group.

Creates a policy.

Deletes a resource group.

Updates the basic information of a resource group.

Queries policies.

Queries the information of a policy.

Creates a version for a policy.

Deletes a version of a policy.

Queries the versions of a policy.

Queries the information of a policy version.

12
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https://www.alibabacloud.com/help/doc-detail/346800.htm#doc-api-ResourceSharing-EnableSharingWithResourceDirectory
https://www.alibabacloud.com/help/doc-detail/193584.htm#doc-api-ResourceSharing-CreateResourceShare
https://www.alibabacloud.com/help/doc-detail/193726.htm#doc-api-ResourceSharing-ListResourceShares
https://www.alibabacloud.com/help/doc-detail/193728.htm#doc-api-ResourceSharing-UpdateResourceShare
https://www.alibabacloud.com/help/doc-detail/193727.htm#doc-api-ResourceSharing-DeleteResourceShare
https://www.alibabacloud.com/help/doc-detail/193816.htm#doc-api-ResourceSharing-AssociateResourceShare
https://www.alibabacloud.com/help/doc-detail/193825.htm#doc-api-ResourceSharing-DisassociateResourceShare
https://www.alibabacloud.com/help/doc-detail/193838.htm#doc-api-ResourceSharing-ListResourceShareAssociations
https://www.alibabacloud.com/help/doc-detail/193857.htm#doc-api-ResourceSharing-ListSharedResources
https://www.alibabacloud.com/help/doc-detail/194053.htm#doc-api-ResourceSharing-ListSharedTargets
https://www.alibabacloud.com/help/doc-detail/193858.htm#doc-api-ResourceSharing-DescribeRegions
https://www.alibabacloud.com/help/doc-detail/158865.htm#doc-api-ResourceManager-CreateResourceGroup
https://www.alibabacloud.com/help/doc-detail/158855.htm#doc-api-ResourceManager-ListResourceGroups
https://www.alibabacloud.com/help/doc-detail/158866.htm#doc-api-ResourceManager-GetResourceGroup
https://www.alibabacloud.com/help/doc-detail/159976.htm#doc-api-ResourceManager-CreatePolicy
https://www.alibabacloud.com/help/doc-detail/159977.htm#doc-api-ResourceManager-DeleteResourceGroup
https://www.alibabacloud.com/help/doc-detail/159978.htm#doc-api-ResourceManager-UpdateResourceGroup
https://www.alibabacloud.com/help/doc-detail/159979.htm#doc-api-ResourceManager-ListPolicies
https://www.alibabacloud.com/help/doc-detail/159980.htm#doc-api-ResourceManager-GetPolicy
https://www.alibabacloud.com/help/doc-detail/159981.htm#doc-api-ResourceManager-CreatePolicyVersion
https://www.alibabacloud.com/help/doc-detail/159041.htm#doc-api-ResourceManager-DeletePolicyVersion
https://www.alibabacloud.com/help/doc-detail/159982.htm#doc-api-ResourceManager-ListPolicyVersions
https://www.alibabacloud.com/help/doc-detail/159983.htm#doc-api-ResourceManager-GetPolicyVersion

Resource Management

API Reference- List of operations by
function

Operation

SetDefaultPolicyVersion

AttachPolicy

DetachPolicy

ListPolicyAttachments

DeletePolicy

CreateRole

DeleteRole

GetRole

ListRoles

UpdateRole

ListResources

MoveResources

CreateServicelLinkedRole

DeleteServiceLinkedRole

GetServiceLinkedRoleDeletionStat
us

TagResources

UntagResources

ListTagResources

Description

Sets a default version for a policy.
Attaches a policy to an object.
Detaches a policy from an object.
Queries the attachment records of policies.
Deletes a policy.

Creates a RAM role.

Deletes a RAM role.

Queries the information of a RAM role.
Queries RAM roles.

Updates the information of a RAM role.

Queries resources that can be accessed by the current account in
resource groups.

Moves resources from one resource group to another.
Creates a service-linked role.
Deletes a service-linked role.

Queries the status of the task that is used to delete a service-linked
role.

Adds tags to resource groups.
Removes tags from resource groups.

Queries the tags that are added to resource groups.

@ Note Boththe Resource Management and Resource Access Management (RAM) services
provide the APl operations used to manage policies and the APl operations used to manage RAM
roles. Two APl operations with the same name in Resource Management and RAM provide the same
features. You can use either of the two APl operations to performthe desired operations. However,
two APl operations with the same name in the two services have differences. For more information,

see APl overview.

Tag

Operation

Description

> Document Version: 20220623
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https://www.alibabacloud.com/help/doc-detail/159984.htm#doc-api-ResourceManager-SetDefaultPolicyVersion
https://www.alibabacloud.com/help/doc-detail/159985.htm#doc-api-ResourceManager-AttachPolicy
https://www.alibabacloud.com/help/doc-detail/159168.htm#doc-api-ResourceManager-DetachPolicy
https://www.alibabacloud.com/help/doc-detail/159986.htm#doc-api-ResourceManager-ListPolicyAttachments
https://www.alibabacloud.com/help/doc-detail/159987.htm#doc-api-ResourceManager-DeletePolicy
https://www.alibabacloud.com/help/doc-detail/159988.htm#doc-api-ResourceManager-CreateRole
https://www.alibabacloud.com/help/doc-detail/159989.htm#doc-api-ResourceManager-DeleteRole
https://www.alibabacloud.com/help/doc-detail/159990.htm#doc-api-ResourceManager-GetRole
https://www.alibabacloud.com/help/doc-detail/159991.htm#doc-api-ResourceManager-ListRoles
https://www.alibabacloud.com/help/doc-detail/159992.htm#doc-api-ResourceManager-UpdateRole
https://www.alibabacloud.com/help/doc-detail/159993.htm#doc-api-ResourceManager-ListResources
https://www.alibabacloud.com/help/doc-detail/312675.htm#doc-api-ResourceManager-MoveResources
https://www.alibabacloud.com/help/doc-detail/171226.htm#doc-api-ResourceManager-CreateServiceLinkedRole
https://www.alibabacloud.com/help/doc-detail/171230.htm#doc-api-ResourceManager-DeleteServiceLinkedRole
https://www.alibabacloud.com/help/doc-detail/171229.htm#doc-api-ResourceManager-GetServiceLinkedRoleDeletionStatus
https://www.alibabacloud.com/help/doc-detail/411680.htm#doc-api-ResourceManager-TagResources
https://www.alibabacloud.com/help/doc-detail/411681.htm#doc-api-ResourceManager-UntagResources
https://www.alibabacloud.com/help/doc-detail/411682.htm#doc-api-ResourceManager-ListTagResources
https://www.alibabacloud.com/help/doc-detail/188297.htm#concept-1989050

APl Reference- List of operations by

function

Resource Management

Resource Meta Center

Operation

ListTagResources

TagResources

UntagResources

ListTagKeys

ListTagValues

DescribeRegions

CreateT ags

DeleteTag

Operation

SearchResources

Description

Queries the tags that are added to the resources of various Alibaba
Cloud services.

Adds tags to the resources of various Alibaba Cloud services.

Removes tags from the resources of various Alibaba Cloud services.

Queries tag keys.

Queries the values of atag key.

Queries the regions where the Tag service is available.

Creates preset tags.

Deletes a preset tag.

Description

Queries the resources that can be accessed within the current account.

14
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2.Make API requests

To send a Resource Management API request, you must send an HTTPS GET request to the Resource
Management endpoint. You must add the request parameters that correspond to the APl operation
being called. Afteryou call the APl operation, the systemreturns a response. The request and response
are encoded in UTF-8.

Request structure

Resource Management APl operations use the RPC protocol. You can call Resource Management API
operations by sending HTTPS GET requests.

The request syntax is as follows:

https://Endpoint/?Action=xx&Parameters

where:

e Endpoint

o The endpoint of the APIfor Resource Directory and Resource Group is resourcemanager.aliyuncs.co
m.

o Formore information about the endpoint of the Tag API, see Endpoints.
o You can call the DescribeRegions operation to obtain the endpoint of the Resource Sharing API.
o The endpoint of the APIfor Resource Meta Center (RMC) is rmc-int Laliyuncs.com.

e Action

The name of the operation being performed. For example, to create a resource account, you must
set the Action parameter to CreateResourceAccount.

e Parameters
The request parameters for the operation. Separate multiple parameters with ampersands (&).

Request parameters include both common parameters and operation-specific parameters. Common
parameters include information such as the APIversion number and authentication information. For
more information, see Common parameters.

The following example demonstrates how to call the CreateResourceAccount operation to create a
resource account:

@ Note The sample request is formatted to improve readability.

https://resourcemanager.aliyuncs.com/?Action=CreateResourceAccount
&DisplayName=test

&SignatureVersion=1.0

&Format=JSON

&Timestamp=2020-03-31T12:00:00Z

&AccessKeyId=testid

&SignatureMethod=HMAC-SHA1

&Version=2020-03-31
&SignatureNonce=6a6e0cab6-4557-11e5-86a2-b8e8563d****

&Signature=xxxx%$xxxx%3D
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3.Signature method

You must sign all APl requests to ensure security. Alibaba Cloud uses the request signature to verify the
identity of the APl caller. Each API request must contain the signature, regardless of whether it is sent
over HTTP or HTTPS.

Overview

For an RPC API, you must add the signature to the APl request in the following format:

https://Endpoint/?SignatureVersion=1.0&SignatureMethod=HMAC-SHAl&Signature=CTIX0VtwR86ENWSNn
sc6v8YGOjuES$3D&SignatureNonce=3ee8clb8-83d3-44af-a94f-4e0ad82fdéct

In the preceding format:

e SignatureMethod: the encryption algorithm used to calculate the signature. Set the value to HMAC-
SHAT.

e SignatureVersion: the version of the signature encryption algorithm. Set the value to 1.0.

e SignatureNonce: a unique, random number used to prevent replay attacks. You must use different
random numbers for different requests. We recommend that you use universally unique identifiers
(UUIDs).

e Signature: the signature generated after the request has been symmetrically encrypted by using the
AccessKey secret.

The signature encryption algorithm complies with RFC 2104 HMAC-SHA1 specifications. The AccessKey
secret is used to calculate the hash-based message authentication code (HMAC) value of the encoded
and sorted query string, and the HMAC value is used as the signature string. Request signatures include
operation-specific parameters. Therefore, the signature of a request varies based on the request
parameters. To calculate a signature, follow the steps in this topic.

Signature = Base64 ( HMAC-SHAL ( AccessKey Secret, UTF-8-Encoding-Of (StringToSign)) )

Step 1: Compose and encode a string-to-sign

1. Use request parameters to construct a canonicalized query string.

i. by arranging the request parameters (including all common and operation-specific parameters
except Signature) in alphabetical order.

@ Note If you use the GET method to submit the request, these parameters are the
part located afterthe question mark (?) and connected by the ampersands (&) in the
request uniform resource identifier (URI).
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ii. Encode the names and values of the arranged request parameters in the request URL by using
the unicode transformation format (UTF)-8 character set. The following table describes the
encoding rules.

Character Encoding rule

Uppercase letters, lowercase
letters, digits, hyphens (-),
underscores (_), periods (.),
and tildes (~)

These characters do not need to be encoded.

These characters must be percent encoded in %Xy format.
Xy represents the ASCIl code of the characters in hexadecimal

Other characters
notation. For example, double quotation marks (") are encoded

as %22
Extended UTF-8 characters These characters are encoded in  $xY%ZA... format.

Spaces must be encoded as %20 . Do not encode spaces as
plus signs (+).

This encoding method is different from the application/x-ww
w-form-urlencoded MIME encoding algorithm (such as the 5
ava.net.URLEncoder class provided by the Java standard
library). However, you can apply the encoding algorithm and
replace the plus sign (+) in the encoded string with %20 , the
asterisk (*) with 222 ,and 27 withthe tilde (~). To do

this, you can use the following percentEncode method:
Space characters

private static final String ENCODING = "UTF-8";
private static String percentEncode (String value)
throws UnsupportedEncodingException

{

return value != null ? URLEncoder.encode (value,
ENCODING) .replace ("+", "%20") .replace("*",

"$2A") .replace ("$7E", "~") : null;

}

ii. Connect the encoded parameter names and their values by using equal signs (=).

iv. Sort the connected parameter name and value pairs in the order specified in step i and
connect the pairs by using ampersands (&) to obtain the canonicalized query string.

2. Use the canonicalized query string to construct a string-to-sign in the following way:

StringToSign=
HTTPMethod + "&" +
percentEncode ("/") + "&" +
percentEncode (CanonicalizedQueryString)
In the preceding rules:
o HTTPMethod: the HTTP method used to submit a request, such as GET.

o percentEncode("/"): specifies the encoded value (%2F) of a forward slash (/). The encoding
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follows the URL encoding rules.
o percentEncode(CanonicalizedQueryString): specifies the encoded canonicalized query string
based on the URL encoding rules.

Step 2: Calculate the signature string

1. Calculate the HMAC value of the string-to-sign based on RFC 2104.

@ Note Use the SHAT algorithmto calculate the HMAC value of the string-to-sign. The
combination of your AccessKey secret and an ampersand (&) (ASCIl code 38) that follows the
secret is used as the key for the HMAC calculation.

2. Encode the HMAC value in Base64 to obtain the signature string

3. Add the signature string to the request as the Signature parameter.

@ Note When the obtained signature value is submitted as the final request parameter
value, the value must be URL-encoded like other parameters based on rules defined in RFC
3986.

Signature examples
The following content uses the CreateResourceAccount APl operation as an example.

The following code shows the request URL before a signature:

https://resourcemanager.aliyuncs.com/?Action=CreateResourceAccount&DisplayName=test&Signatu
reVersion=1.0&Format=JSON&Timestamp=2020-03-31T03%3A15%3A45Z&AccessKeyld=testid&SignatureMe
thod=HMAC-SHA1l&Version=2020-03-31&SignatureNonce=6a6e0ca6-4557-11e5-86a2-b8e8563dc8d2

The stringToSign

GET&%2F&AccessKeyId%3Dtestid$26Action%s3DCreateResourceAccount$26DisplayName$3Dtest%$26Format
%$3DJSON%$26SignatureMethod$3DHMAC-SHAL1$26SignatureNonce%3D6abe0ca6-4557-11e5-86a2-b8e8563dc8
d2%26SignatureVersion%3D1.0%26Timestamp%3D2020-03-31T03%253A15%253A452%26Versions3D2020-03-
31

If the AccessKey ID is testid and the AccessKey secret is testsecret, testsecret& is the key used to
calculate the HMAC value of the string-to-sign.

The calculated signature string is  3wKLrs27IDvRi8cnkADLOHuhyhU=

The following code shows the URL of the signed request:

https://resourcemanager.aliyuncs.com/?Action=CreateResourceAccounté&DisplayName=test&Signatu
reVersion=1.0&Format=JSON&Timestamp=2020-03-31T03%3A15%3A45Z&AccessKeyld=testid&SignatureMe
thod=HMAC-SHAl&Version=2020-03-31&SignatureNonce=6a6e0ca6-4557-11e5-86a2-b8e8563dc8d2&Signa
ture=3wKLrs27IDvRi8cnkADLOHuUhyhU%3D
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4.Common parameters

Common parameters include common request parameters and common response parameters.

Common request parameters
Parameter Type Required Description

The format in which to
return the response.
Valid values:

e JSON
® XML (default value)

Format String No

The version number of

the API. Specify the

version number in the

YYYY-MM-DD format.

Valid values:

e 2020-03-31:
Resource Directory

e 2020-03-31:
Resource Group

® 2018-08-28: Tag

e 2020-01-10:
Resource Sharing

® 2021-11-04:
Resource Meta Center
(RMC)

Version String Yes

The signature string of
the current request. For
more information, see
Signature method.

Signature String Yes

The encryption method
of the signature string.
Set the value to HMAC-
SHAT.

SignatureMethod String Yes

A unique, random
number used to prevent
replay attacks. You
must use different
numbers for different
requests.

SignatureNonce String Yes

The version of the
signature encryption
algorithm. Set the value
to 1.0.

SignatureVersion String Yes
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Parameter Type Required Description

The AccessKey ID
AccessKeyld String Yes provided to you by
Alibaba Cloud.

The timestamp of the
request. Specify the
time in the ISO 8601
standard in the YYYY-
MM-DDThh:mm:ssZ
format. The time must

Timestam Strin Yes .
P 9 be in UTC.

For example, use 2013-
01-10T12:00:00Z to
indicate January 10,
2013, 20:00:00 (UTC+8).

Sample requests

https://resourcemanager.aliyuncs.com/?Action=CreateResourceGroup
&Format=xml

&Version=2020-03-31
&Signature=Pc5WB8gokVnOxfeus2FZVS2BiNMldg** **
&SignatureMethod=HMAC-SHAL

&SignatureNonce=1521552885****

&SignatureVersion=1.0

&AccessKeyId=LTAI4GENiH2u8MVj7Khh****
&Timestamp=2020-06-01T12:00:002

Common response parameters

APl responses use the HTTP response format. Responses can be returned in either the JSON or XML
format. You can specify the response format in the request. The default response format is XML. Every
response returns a unique Requestld regardless of whether the call is successful.

e A 2xx HTTPstatus code indicates a successful call.

e A 4xx oOr 5xx HTTPstatuscode indicates afailed call.
Sample responses

o XMLformat

<?xml version="1.0" encoding="utf-8"?>
<!--Result Root Node-->
<Interface NametResponse>
<!--Return Request Tag-->
<RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>
<!--Return Result Data-->

</Interface Name+Response>

e |SON format
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"RequestId":"4C467B38-3910-447D-87BC-AC049166F216"
/*Return Result Data*/
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Resource Management

5.RAM authorization

Before you use a RAM user to call the APl operations of Resource Management to access the resources
that belong to an Alibaba Cloud account, you must use the Alibaba Cloud account to create and
attach the required policy to the RAM user. In the policy, you can specify the authorized API operations
in the Action element and authorized resources in the Resource element. Each resource is indicated by

its Alibaba Cloud Resource Name (ARN).

The following list describes the variables that you can specify in a policy. Replace the variables with

<account_id>: the ID of an Alibaba Cloud account

<resourcegroup_id>: the ID of a resource group

actual values.

[ ]

[ ]

e <policy_name>: the name of a policy

e <role_name>: the name of a RAMrole

e <resource_type>: the type of aresource
e <resource_id>: the ID of aresource

e <region_id>: the region ID

[ ]

<product>: the code of a service

Resource Group

The following table lists the Resource Group APl operations that you can specify in the Action element
and the ARN formats that are used in the Resource element.

Action

ram:

ram:

ram:

ram:

ram:

ram:

ram

ram

ram:

ram:

ram:

ram

CreateResourceGroup

DeleteResourceGroup

UpdateResourceGroup

CreatePolicy

DeletePolicy

ListPolicies

:GetPolicy

:CreatePolicyVersion

DeletePolicyVersion

ListPolicyVersions

GetPolicyVersion

:SetDefaultPolicyVersion

Resource

acs:iram:

acs:

acs:

acs:

acs:

acs:

acs:

acs:

acs:

acs:

acs:

acs:

ram:

ram:

ram:

ram:

ram:

ram:

ram:

ram:

ram:

ram:

ram:

*

:<account_id>:

:<account_id>

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>

resourcegroup/*

‘resourcegroup/<resourcegroup_id>

resourcegroup/<resourcegroup_id>

policy/*

policy/<policy_name>

policy/*

:policy/<policy_name>

policy/<policy_name>

policy/<policy_name>

policy/<policy_name>

policy/<policy_name>

:policy/<policy_name>
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Action Resource

e Policy:

acs:ram:*:system:policy/<policy_name> or acs:ram:*:
<account_id>:policy/<policy_name>

e RAM user:
) acs:ims:*:<account_id>:user/*
ram:AttachPolicy
® RAM user group:
acs:ims:*:<account_id>:group/*

e RAM role:

acs:ram:*:<account_id>:role/*

e Policy:

acs:ram:*:system:policy/<policy_name> or acs:ram:*:
<account_id>:policy/<policy_name>

® RAM user:
. ok H . *
ram:DetachPolicy acs:ims:*:<account_id>:user/
® RAM user group:
acs:ims:*:<account_id>:group/*
® RAMrole:

acs:ram:*:<account_id>:role/*

ram:ListPolicyAttachments acs:ram:*:<account_id>:*

ram:CreateRole acs:ram:*:<account_id>:role/*
ram:GetRole acs:ram:*:<account_id>:role/<role_name>
ram:ListRoles acs:ram:*:<account_id>:role/*
ram:UpdateRole acs:ram:*:<account_id>:role/<role_name>
ram:DeleteRole acs:ram:*:<account_id>:role/<role_name>
ram:CreateServiceLinkedRole acs:ram:*:<account_id>:role/*

ram:DeleteServiceLinkedRole acs:ram:*:<account_id>:role/<role_name>

ram: GetServiceLinkedRoleDeletionSta

tus acs:ram:*:<account_id>:role/<role_name>

Resource Directory

The following table lists the Resource Directory APl operations that you can specify in the Action
element and the ARN formats that are used in the Resource element.
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Action

resourcemanager:InitResourceDirecto
ry

resourcemanager: DestroyResourceDir
ectory

resourcemanager: GetResourceDirect
ory

resourcemanager: CreateResourceAcc
ount

resourcemanager: CreateCloudAccou
nt

resourcemanager:PromoteResourceA
ccount

resourcemanager:ResendCreateClou
dAccountEmail

resourcemanager: ResendPromoteRe
sourceAccountEmail

resourcemanager: CancelCreateCloud
Account

resourcemanager: CancelPromoteRes
ourceAccount

resourcemanager:RemoveCloudAcco
unt

resourcemanager: GetAccount

resourcemanager: MoveAccount

resourcemanager:ListAccountsForPar
ent

resourcemanager:ListAccounts

resourcemanager: GetPayerForAccoun
t

resourcemanager: UpdateAccount

resourcemanager: CreateFolder

resourcemanager:DeleteFolder

resourcemanager: GetFolder

Resource

acs:

acs:

acs:

acs:

acs:

acs:

acs

acs

acs:

acs:

acs:

acs

acs:

acs:

acs:

acs

acs:

acs:

acs:

acs

resourcemanager:

resourcemanager:

resourcemanager:

resourcemanager:

resourcemanager:

resourcemanager:

.resourcemanager:

.resourcemanager:

resourcemanager:

resourcemanager:

resourcemanager:

.resourcemanager:

resourcemanager:

resourcemanager:

resourcemanager:

.resourcemanager:

resourcemanager:

resourcemanager:

resourcemanager:

.resourcemanager:

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:

:<account_id>:
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Action Resource

resourcemanager:ListFoldersForPare .

acs:resourcemanager:*:<account_id>:

nt
resourcemanager:ListAncestors acs:resourcemanager:*:<account_id>:*
resourcemanager: UpdateFolder acs:resourcemanager:*:<account_id>:*

resourcemanager:InviteAccountToRe
sourceDirectory

*

acs:resourcemanager:*:<account_id>:

resourcemanager: GetHandshake acs:resourcemanager:*:<account_id>:*
resourcemanager: AcceptHandshake acs:resourcemanager:*:<account_id>:*
resourcemanager: CancelHandshake acs:resourcemanager:*:<account_id>:*
resourcemanager: DeclineHandshake acs:resourcemanager:*:<account_id>:*

resourcemanager: ListHandshakesFor
Account

*

acs:resourcemanager:*:<account_id>:

resourcemanager:ListHandshakesFor

) acs:resourcemanager:*:<account_id>:*
ResourceDirectory

resourcemanager:ListTrustedService

acs:resourcemanager:*:<account_id>:*
Status

Resource Sharing

The following table lists the Resource Sharing APl operations that you can specify in the Action
element and the ARN formats that are used in the Resource element.

(@ Note An asterisk (*) in the Resource element indicates all resources.

Action Resource

resourcesharing: CreateResourceShar
e

resourcesharing: UpdateResourceShar
e

resourcesharing: DeleteResourceShar
e

resourcesharing:ListResourceShares *

resourcesharing: AssociateResourceS
hare
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T

Action

resourcesharing: DisassociateResourc
eShare

resourcesharing:ListResourceShareAs
sociations

resourcesharing:ListSharedResources

resourcesharing:ListSharedTargets

ag

Resource

The following table lists the Tag APl operations that you can specify in the Action element and the
ARN formats that are used in the Resource element.

Action

tag:ListTagResources

tag:TagResources

tag:UntagResources

tag:ListTagKeys
tag:ListTagValues
tag:CreateTags

tag:DeleteTag

Resource

acs:tag:<region_id>:<account_id>:

<resource_type>/<resource_id>

<resource_type>/<resource_id>

<resource_type>/<resource_id>

<resource_type>/<resource_id>

acs:tag:<region_id>:<account_id>:
acs:tag:<region_id>:<account_id>:
acs:tag:<region_id>:<account_id>:

acs:tag:<region_id>:<account_id>:

<resource_type>/<resource_id>

acs:tag:<region_id>:<account_id>:

acs:<product>:<region_id>:<account_id>:

acs:tag:<region_id>:<account_id>:

acs:<product>:<region_id>:<account_id>:

*/*

*/*

*/*

*/*
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pair

6.0btain an AccessKey pair

You can create an AccessKey pair for an Alibaba Cloud account or a RAM user. When you call API
operations, you must use the AccessKey pairto complete identity verification.

Context
An AccessKey pair consists of an AccessKey ID and an AccessKey secret.

e The AccessKey ID is used to identify a user.

e The AccessKey secret is used to verify the identity of the user. You must keep your AccessKey secret
strictly confidential.

warning If the AccessKey pair of your Alibaba Cloud account is leaked, your resources are
exposed to potential risks. We recommend that you use the AccessKey pair of a RAM userto call API
operations. This prevents the AccessKey pair of your Alibaba Cloud account from being leaked.

Procedure

1. Logonto the Alibaba Cloud Management Console by using your Alibaba Cloud account.

2. Inthe upper-right corner of the page, move the pointer over the profile picture and click
AccessKey Management.

3. Inthe Note dialog box, click Use Current AccessKey Pair or Use AccessKey Pair of RAM User.

Mote X

The AccessKey ID and AccessKey secret of your Alibaba Cloud account are
the required credentials to access Alibaba Cloud APls and have full
permissions of your account. Make sure that you keep your AccessKey pair
confidential. To prevent security threats caused by malicicus uses, do not
expose your AccessKey pair to third-party platforms such as GitHub. We
recommend that you use the AccessKey pair of a RAM user rather than an
Alibaba Cloud account to call APl operations. We recommend that you

follow the best practices for security of Alibaba Cloud.

Use Current AccessKey Pair Use AccessKey Pair of RAM User

o Obtain the AccessKey pair of the Alibaba Cloud account
a. Inthe Note dialog box, click Use Current AccessKey Pair.

b. Onthe AccessKey Pair page, click Create AccessKey Pair.
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c. Inthe View Secret dialog box, view the AccessKey ID and AccessKey secret. Click
Download CSV File to download the AccessKey pair or click Copy to copy the AccessKey

pair.
View Secrat X
AccessKey ID R R
Accesskey Secret " LR cnem B e

* Download CSV File O Copy

o Obtain the AccessKey pair of a RAM user
a. ClickUse AccessKey Pair of RAM User. Then, you are redirected to the RAM console.

b. Onthe Users page of the RAM console, find the RAM user whose AccessKey pair you want
to obtain.

@ Note If you do not have a RAM user, create one first. For more information, see
Create a RAM user.

. Clickthe name of the RAM user in the User Logon Name/Display Name column.

d. Inthe User AccessKeys section of the Authentication tab, clickCreate AccessKey.
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e. Inthe View Secret dialog box, view the AccessKey ID and AccessKey secret. Click

Download CSV File to download the AccessKey pair or click Copy to copy the AccessKey
pair.

View Secret X

Please save or send this AccessKey to concerned user. You will no longer be
able to query AccessKey secret after closing the page. Howewver, you can

create a new one instead if you will have lost the old AccessKey.

Accesskey ID ool D T .-

AccessKey Secret L T,

* Download CSV File O Copy

@ Note

m An AccessKey secret is displayed only after you click Create AccessKey. You

cannot query the AccessKey secret in subsequent operations. Therefore, you
must back up your AccessKey secret.

m [f your AccessKey pairis leaked or lost, you must create another AccessKey pair.
You can create a maximum of two AccessKey pairs for each RAM user.
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7.QPS limits

Resource Management limits the queries per second (QPS) of an APl operation for a single user and all
users. If the number of calls of an APl operation per second exceeds a specific QPS limit, throttling is
triggered. As a result, your services may be affected. We recommend that you take note of the limits
when you call an APl operation. This topic describes the QPS limits on an APl operation of Resource
Management.

Terms
Term Description

Maximum QPS per user refers to the total number of calls that a single
Alibaba Cloud account, and the RAM users and RAM roles within the
Alibaba Cloud account can make to an APl operation per second.

For example, the maximum QPS per user for an APl operation is 20. This
indicates that a single Alibaba Cloud account, and the RAM users and
RAM roles within the Alibaba Cloud account can make a total number
of 20 calls to the APl operation per second. If the upper limit is
exceeded, throttling is triggered.

Maximum QPS per user

Maximum QPS for all users refers to the total number of calls that all
Alibaba Cloud accounts, and all RAM users and RAM roles within the
Alibaba Cloud accounts can make to an APl operation per second.

For example, the maximum QPS for all users for an APl operation is 200.
This indicates that all Alibaba Cloud accounts, and all RAM users and
RAM roles within the Alibaba Cloud accounts can make a total number
of 200 calls to the APl operation per second. If the upper limit is
exceeded, throttling is triggered.

Maximum QPS for all users

QPS limits on API operations of Resource Directory

Operation Maximum QPS per user Maximum QPS for all users
InitResourceDirectory 20 200

GetResourceDirectory 50 1,000
DestroyResourceDirectory 20 500

CreateFolder 20 500

ListFoldersForParent 50 1,000

ListAncestors 50 1,000

UpdateFolder 20 500

GetFolder 50 1,000

DeleteFolder 20 500
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Operation Maximum QPS per user Maximum QPS for all users

InviteAccountToResourceDirector

v 20 500
GetHandshake 50 1,000
AcceptHandshake 20 200
CancelHandshake 20 200
DeclineHandshake 20 200
ListHandshakesForAccount 50 1,000
(I;irs; HandshakesForResourceDirect 50 1,000
CreateResourceAccount 20 200
CreateCloudAccount 10 800
PromoteResourceAccount 10 800
ResendCreateCloudAccountEmail 20 200
E;s;rdpromoteResourceAccount 20 200
CancelCreateCloudAccount 20 200
CancelPromoteResourceAccount 20 200
RemoveCloudAccount 20 200
GetAccount 50 1,000
MoveAccount 20 500
ListAccountsForParent 50 1,000
ListAccounts 50 1,000
GetPayerForAccount 50 500
UpdateAccount 20 500
ListTrustedServiceStatus 50 1,000
EnableControlPolicy 20 200
DisableControlPolicy 20 200
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API Reference- QPS limits

Resource Management

Operation

GetControlPolicyEnablementStatu

S

CreateControlPolicy

GetControlPolicy

UpdateControlPolicy

DeleteControlPolicy

AttachControlPolicy

DetachControlPolicy

ListControlPolicies

ListControlPolicyAttachmentsFor
Target

ListTargetAttachmentsForControl

Policy

RegisterDelegatedAdministrator

DeregisterDelegatedAdministrato

r

ListDelegatedAdministrators

ListDelegatedServicesForAccount

QPS limits on API operations of Resource Sharing

Operation

AssociateResourceShare

CreateResourceShare

DeleteResourceShare

DescribeRegions

DisassociateResourceShare

EnableSharingWithResourceDirect
ory

ListResourceShareAssociations

Maximum QPS per user

50

20

50

20

20

20

20

50

50

50

20

20

20

20

Maximum QPS per user

10

10

10

20

10

10

20

Maximum QPS for all users

500

200

500

200

200

200

200

500

500

500

500

500

500

500

Maximum QPS for all users

500

500

500

500

500

500

500
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https://www.alibabacloud.com/help/doc-detail/208367.htm#doc-api-ResourceManager-ListTargetAttachmentsForControlPolicy
https://www.alibabacloud.com/help/doc-detail/209309.htm#doc-api-ResourceManager-RegisterDelegatedAdministrator
https://www.alibabacloud.com/help/doc-detail/209311.htm#doc-api-ResourceManager-DeregisterDelegatedAdministrator
https://www.alibabacloud.com/help/doc-detail/209312.htm#doc-api-ResourceManager-ListDelegatedAdministrators
https://www.alibabacloud.com/help/doc-detail/209313.htm#doc-api-ResourceManager-ListDelegatedServicesForAccount
https://www.alibabacloud.com/help/doc-detail/193816.htm#doc-api-ResourceSharing-AssociateResourceShare
https://www.alibabacloud.com/help/doc-detail/193584.htm#doc-api-ResourceSharing-CreateResourceShare
https://www.alibabacloud.com/help/doc-detail/193727.htm#doc-api-ResourceSharing-DeleteResourceShare
https://www.alibabacloud.com/help/doc-detail/193858.htm#doc-api-ResourceSharing-DescribeRegions
https://www.alibabacloud.com/help/doc-detail/193825.htm#doc-api-ResourceSharing-DisassociateResourceShare
https://www.alibabacloud.com/help/doc-detail/346800.htm#doc-api-ResourceSharing-EnableSharingWithResourceDirectory
https://www.alibabacloud.com/help/doc-detail/193838.htm#doc-api-ResourceSharing-ListResourceShareAssociations

Resource Management

API Reference- QPS limits

Operation
ListResourceShares
ListSharedResources
ListSharedTargets

UpdateResourceShare

Maximum QPS per user
20
20
20

10

Maximum QPS for all users

500

500

500

500
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8.API| Reference (Resource
Directory)

8.1. Services

8.1.1. EnableResourceDirectory

Enables a resource directory.

Usage notes

You can use the current account or a newly created account to enable a resource directory. For more
information, see Enable a resource directory.

In this example, the current account is used to enable a resource directory.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

. The operation that you want to
. . EnableResourceDi
Action String Yes perform. Set the value to
rectory .
EnableResourceDirectory.

The name of the newly created
account.

Specify the name in the
<Prefix>@rdadmin.aliyunid.com
format. The prefix can contain letters,
] digits, and special characters but
MAName String No us-er01_@rdadm|n. cannot contain consecutive special

aliyunid.com characters. The prefix must start with a
letter or digit and end with a letter or
digit. Valid special characters include
underscores (_), periods (.), and
hyphens (-). The prefix must be 2 to 50
characters in length.
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Parameter Type Required Example Description

The mobile phone number that is
bound to the newly created account.

If you leave this parameter empty, the
mobile phone number that is bound to
the current account is used. The mobile
phone number you specify must be the
same as the mobile phone number
that you specify when you call the
SendVerificationCodeForEnableRD

MAS MobileP operation to obtain a verification code.
CCUreMobIer  string No ¥x-13900001234
hone Specify the mobile phone number in

the <Country code>-<Mobile phone
number> format.

@ Note Mobile phone
numbers inthe 86-<Mobile
phone number> format inthe
Chinese mainland are not
supported.

The verification code.

You can call the

VerificationCode String No 123456 SendVerificationCodeForEnableRD
operation to obtain the verification
code.

The mode in which you enable a
resource directory. Valid values:

e CurrentAccount: indicates that the
current account is used to enable a
resource directory.

EnableMode String Yes CurrentAccount ¢ NewManagementAccount: indicates
that a newly created account is used

to enable a resource directory. If you
select this mode, you must
configure the MAName , MASecur
eMobilePhone ,and Verificati
onCode parameters.

For more information about common request parameters, see Common parameters.

Response parameters
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Parameter Type Example Description

ResourceDirect

ory Object The information of the resource directory.
ResourceDirect . .
String rd-54%*** The ID of the resource directory.
oryld
MasterAccountl .
d String 507408460615**** The ID of the management account.
MasterAccount . .
Name String alice@example.com The name of the management account.
RootFolderld String r-Go**** The ID of the Root folder.
CreateTime Strin 2021-12- The time when the resource directory was
9 08T02:15:31.744Z enabled.
EC2FE94D-A4A2-
Requestld String 51A1-A493- The ID of the request.
5C273A36C46A
Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=EnableResourceDirectory
&EnableMode=CurrentAccount

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<EnableResourceDirectoryResponse>
<RequestId>EC2FE94D-A4A2-51A1-A493-5C273A36C46A</RequestId>
<ResourceDirectory>
<ResourceDirectoryId>rd-54****</ResourceDirectoryId>
<MasterAccountName>alice@example.com</MasterAccountName>
<RootFolderId>r-G9****</RootFolderId>
<CreateTime>2021-12-08T02:15:31.7447Z</CreateTime>
<MasterAccountId>507408460615****</MasterAccountId>
</ResourceDirectory>

</EnableResourceDirectoryResponse>

Json format
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HTTP/1.1 200 OK
Content-Type:application/json

{

"RequestId"

"ResourceDirectory" : {

"ResourceDirectoryId"
"MasterAccountName"
"RootFolderId"
"CreateTime"

"MasterAccountId"

Error codes

HTTP

status Error code

code
| id. i

400 nvalid.EnterpriseNa
me
EnterpriseRealName

409 ..pl.
VerificationError

409 EntityAlreadyExists.R
esourceDirectory
InvalidParameter.Ma

409 nagementAccountN
ame.AlreadyUsed
Invalid.VerificationCo

409
de
InvalidParameter.Ma

409 nagementAccountN
ame

"EC2FE94D-A4A2-51A1-A493-5C273A36C46A",

Mrd-5a4x kKK
"alice@example.com",
Mr_GOX XXX
"2021-12-08T02:15:31.744z",
"507408460615**xx"

Error message

You must specify the enterprise
name.

The specified account does not
pass enterprise real-name
verification. We recommend you
first complete enterprise real-
name verification for the
account.

The resource directory for the
account is already enabled. We
recommend that you do not
enable the resource directory
again.

The ManagementAccountName
has been used.

The verification code is invalid.

The management account name
is in the wrong format.

Description

The error message returned
because no enterprise name is
specified for the account.
Specify an enterprise name for
the account.

The error message returned
because the account does not
pass enterprise real-name
verification. Complete enterprise
real-name verification for the
account first.

The error message returned
because the account has been
used to enable a resource
directory. Do not use the
account to enable a resource
directory again.

The error message returned
because the name specified for
the management account
already exists. Change the name.

The error message returned
because the verification code is
invalid.

The error message returned
because the format of the name
specified for the management
account is incorrect.
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HTTP
status
code

409

409

409

409

Error code

InvalidParameter.Ma
nagementAccountSe
curitylnfo

MissingSecureMobile
Phone

MissingSecuritylnfo

NotSupport.Account
InAnotherResourceDi
rectory

Error message

The parameter management
account secure mobile phone is
invalid.

Secure mobile phone is missing.

Security info is missing.

Your account is a management
account for another resource
directory or a member of
another resource directory.

For a list of error codes, visit the API Error Center.

8.1.2. SendVerificationCodeForEnableRD

Sends a verification code to the mobile phone number bound to a newly created account when you
use the account to enable a resource directory.

Usage notes

Description

The error message returned
because the format of the
mobile phone number specified
for security purposes is
incorrect.

The error message returned
because no mobile phone
number is specified for security
purposes.

The error message returned
because security information is
not specified.

The error message returned
because your account is the
management account or a
member of another resource
directory.

Each Alibaba Cloud account can be used to send a maximum of 100 verification codes per day.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

Type

String Yes

Required

Example

SendVerificationC
odeForEnableRD

Description

The operation that you want to
perform. Set the value to

SendVerificationCodeForEnableRD.

38
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Parameter Type Required Example Description

The mobile phone number that is
bound to the newly created account. If
you leave this parameter empty, the
mobile phone number that is bound to
the current account is used.

Specify the mobile phone number in
the <Country code>-<Mobile phone

SecureMobilePho .
String No XxX-13900001234 number> format.

ne

@ Note Mobile phone
numbers inthe 86-<Mobile
phone number> format inthe
Chinese mainland are not
supported.

For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description

EC2FE94D-A4A2-
Requestlid String 51A1-A493- The ID of the request.
5C273A36C46A

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=SendVerificationCodeForEnableRD
&SecureMobilePhone=xx-13900001234

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<SendVerificationCodeForEnableRDResponse>
<RequestId>EC2FE94D-A4A2-51A1-A493-5C273A36C46A</RequestId>

</SendVerificationCodeForEnableRDResponse>

JsoN format
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HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "EC2FE94D-A4A2-51A1-A493-5C273A36C46A"

Error codes

HTTP
status Error code Error message Description
code
. . The error message returned
The specified account is an .
NotSupport.Account . because the account is the
. Alibaba Cloud account or
409 InAnotherResourceDi . . management account or a
already exists in another
rectory . member of another resource
resource directory. .
directory.
. The error message returned
The resource directory for the 9
) because the account has been
. . account is already enabled. We
EntityAlreadyExists.R used to enable a resource
409 ) recommend that you do not )
esourceDirectory . directory. Do not use the
enable the resource directory
) account to enable a resource
again. . .
directory again.
The error message returned
SendValidateCodeEx For the same account, the because the number of
409 ceedsLimitForAccou number of verification codes verification codes that are sent
nt sent exceeds the limit. per day by using the account has
exceeded the upper limit.
The error message returned
409 InvalidParameter.Mo The current site does not because the specified country
bileCountryCode support the country code. code is not supported at the

current site.

For a list of error codes, visit the API Error Center.

8.1.3. GetResourceDirectory

Queries the information of a resource directory. If you use a management account to call this operation,
the systemreturns the information of the resource directory that is enabled by using the management
account. If you use an account that is a member to call this operation, the systemreturns the
information of the resource directory to which the member belongs.

In this example, @ management account is used to query the information of the resource directory that
is enabled by using the management account.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.
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Request parameters

Parameter Type

Action String

Required

Yes

Example

GetResourceDirec

tory

Description

The operation that you want to
perform. Set the value to
GetResourceDirectory.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type
Requestld String
ResourceDirect .
Object
ory
RootFolderld String
ResourceDirect .
String
oryld
CreateTime String
MasterAccountl .
String
d
MasterAccount Strin
Name 9
ControlPolicySt .
4 String

atus

Example

CD76D376-2517-
4924-92C5-
DBC52262F93A

*kkk

r-Zo

rd-Str*

2019-02-
18T715:32:10.473Z

172845045600****

aliyun-admin

Enabled

Description

The ID of the request.

The information of the resource directory.

The ID of the Root folder.

The ID of the resource directory.

The time when the resource directory was
enabled.

The ID of the management account.

The name of the management account.

The status of the Control Policy feature.
Valid values:
® Enabled: The feature is enabled.

e PpendingEnable: The feature is being
enabled.

® Disabled: The feature is disabled.

e PpendingDisable: The feature is being
disabled.
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Parameter Type

MemberDeletio

Strin
nStatus 9

Examples

Sample requests

Example

Enabled

Description

The status of the member deletion feature.
Valid values:

e Enabled: The feature is enabled. You can
delete members of the resource account
type by calling the DeleteAccount
operation.

e Disabled: The feature is disabled. You
cannot delete members of the resource
account type.

https://resourcemanager.aliyuncs.com/?Action=GetResourceDirectory

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>

<GetResourceDirectoryResponse>
<ResourceDirectory>
<RootFolderId>r-Zo****</RootFolderId>

<ControlPolicyStatus>Enabled</ControlPolicyStatus>
<ResourceDirectoryId>rd-St****</ResourceDirectoryId>
<MasterAccountId>172845045600****</MasterAccountId>

<MasterAccountName>aliyun-admin</MasterAccountName>
<CreateTime>2019-02-18T15:32:10.473Z</CreateTime>
<MemberDeletionStatus>Enabled</MemberDeletionStatus>

</ResourceDirectory>

<RequestId>CD76D376-2517-4924-92C5-DBC52262F93A</RequestId>

</GetResourceDirectoryResponse>

Json format

42
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HTTP/1.1 200 OK
Content-Type:application/json
{
"ResourceDirectory": {
"RootFolderId": "r-Zo****",
"ControlPolicyStatus": "Enabled",
"ResourceDirectoryId": "rd-St****",
"MasterAccountId": "172845045600****",
"MasterAccountName": "aliyun-admin",
"CreateTime": "2019-02-18T15:32:10.4732",
"MemberDeletionStatus": "Enabled",
s
"RequestId": "CD76D376-2517-4924-92C5-DBC52262F93A"

Error codes

HTTP
status Error code Error message Description
code
. . The error message returned
The specified account is not an .
. . because the account is not the
ResourceDirectoryNo Alibaba Cloud account or a
404 management account or a
tinUse member account of the resource
. member of the resource
directory.

directory.

For a list of error codes, visit the API Error Center.

8.1.4. DestroyResourceDirectory

Disables a resource directory. This operation cannot be undone. Therefore, exercise caution when you
performit.

Before you disable a resource directory, make sure that the following requirements are met:

e All member accounts must be removed fromthe resource directory. For more information about how
to remove a member account, see RemoveCloudAccount.

o Allfolders except the root folder must be deleted from the resource directory. For more information
about how to delete a folder, see DeleteFolder.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
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Parameter Type Required Example Description

The operation that you want to

. . DestroyResource
Action String Yes ) perform. Set the value to
Directory .
DestroyResourceDirectory.
Response parameters
Parameter Type Example Description

9B34724D-54B0-
Requestld String 4A51-B34D- The ID of the request.
4512372FE1BE

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=DestroyResourceDirectory

&<Common request parameters>

Sample success responses

xML  format

<DestroyResourceDirectoryResponse>
<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

</DestroyResourceDirectoryResponse>

Json format

"RequestId": "9B34724D-54B0-4A51-B34D-4512372FE1BE"

Error codes

HTTP
status Error code Error message Description
code
The resource directory for the The error message returned
. ) account is not enabled. We because the resource directory
EntityNotExists.Reso . .
404 . recommend that you first for the account is not enabled.
urceDirectory . .
enable the resource directory for Enable the resource directory for
the account. the account.
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HTTP
status Error code Error message Description
code
Failed to delete the resource The error message returned
) directory because one or more because the resource directory
DeleteConflict.Resou . .
409 ) member accounts exist. We contains member accounts.
rceDirectory.Account .
recommend that you first Remove the member accounts
remove these member accounts. first.

For a list of error codes, visit the API Error Center.

8.2. Folders
8.2.1. CreateFolder

Creates a folder.

@ Note A maximum of five levels of folders can be created underthe root folder.

In this example, a folder named rdrolder is created underthe root folder.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

Action Strin Yes CreateFolder
9 perform. Set the value to CreateFolder.

ParentFolderld String No r-p1**** The ID of the parent folder.

The name of the folder.

_ The name must be 1 to 24 characters
FolderName String Yes rdFolder in length and can contain letters,

digits, underscores (_), periods (.),and
hyphens (-).

For more information about common request parameters, see Common parameters.

Response parameters

> Document Version: 20220623 45


https://error-center.alibabacloud.com/status/product/ResourceManager
https://api.aliyun.com/#product=ResourceManager&api=CreateFolder&type=RPC&version=2020-03-31
file:///home/admin/dita-files/output/32602202/task18819709/~~159973~~

API Reference-API Reference (Resou

. Resource Management
rce Directory)

Parameter Type Example Description

C2CBCA30-C8DD-

Requestld String 423E-B4AD- The ID of the request.
4FB694(C9180C
Folder object The information of the folder.
Folderld String fd-u8B327**** The ID of the folder.
CreateTime String 2019-02- The time when the folder was created.

19T09:34:50.757Z

ParentFolderld String r-p1**** The ID of the parent folder.
FolderName String rdFolder The name of the folder.
Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=CreateFolder
&FolderName=rdFolder

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<CreateFolderResponse>
<Folder>
<FolderName>rdFolder</FolderName>
<ParentFolderId>r-bl****</ParentFolderId>
<FolderId>fd-u8B321****</FolderId>
<CreateTime>2019-02-19T09:34:50.757%2</CreateTime>
</Folder>
<RequestId>C2CBCA30-C8DD-423E-B4AD-4FB694C9180C</RequestId>
</CreateFolderResponse>

Json format
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HTTP/1.1 200 OK
Content-Type:application/json

{

"2019-02-19T09:34:50.7572"

"Folder" {
"FolderName" "rdFolder",
"ParentFolderId" Wip=lol *swail
"FolderId" TiEcl-uEiBs21L ==
"CreateTime"

b

"RequestId"

Error codes

Http
status
code

400

400

400

400

400

404

Error code

InvalidParameter.Par
entFolderld

MissingParameter.Fo
lder.Name

InvalidParameter.Fol
der.Name

InvalidParameter.Fol
der.Name.Length

InvalidParameter.Fol
der.Name.AlreadyUs
ed

EntityNotExists.Reso
urceDirectory

"C2CBCA30-C8DD-423E-B4AD-4FB694C9180C"

Error message

The ParentFolderld is invalid.

You must specify the resource
folder name.

The Name of folder is invalid.

The Name of folder exceeds the
length limit.

The name already exists under
the same parent. Please change
to another name.

The resource directory for the
account is not enabled. We
recommend that you first
enable the resource directory for
the account.

Description

The error message returned
because the value of the
ParentFolderld parameter is
invalid. The value must start
with r- followed by 6 characters
or start with fd- followed by 10
characters. Valid characters are
letters and digits.

The error message returned
because the folder name is not
specified. Specify a folder name.

The error message returned
because the folder name is
invalid. The folder name can
contain only letters, digits,
underscores (_), periods (.), and
hyphens (-).

The error message returned
because the length of the folder
name has exceeded the upper
limit. The name must be 1 to 24
characters in length.

The error message returned
because the folder name
already exists under the same
parent folder. Change the name.

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.
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Http
status
code

404

409

409

Error code

EntityNotExists.Fold
er

LimitExceeded.Folde
r.Depth

QuotaExceeded.Fold
er.Count

Error message

The resource directory folder
does not exist.

The folder depth exceeds the
limit of 5.

The number of folders exceeds
the quota.

For a list of error codes, visit the API Error Center.

8.2.2. DeleteFolder

Deletes a folder.

@ Note

accounts or child folders.

Debugging

Description

The error message returned
because the folder does not
exist. Create the folder first.

The error message returned
because the maximum number
of folder levels has been
reached. A maximum of five
levels of folders can be created
under the root folder.

The error message returned
because the maximum number
of folders has been reached.

Before you delete a folder, make sure that the folder does not contain any member

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

Folderld

Type
String Yes
String Yes

Response parameters

Required

Example

DeleteFolder

Description

The operation that you want to

perform. Set the value to DeleteFolder.

fd-aelin7****

The ID of the folder.
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Parameter Type
Requestlid String
Examples

Sample requests

https://resourcemanager.aliyuncs.

&FolderId=fd-aelin7****
&<Common request parameters>

Sample success responses

xML  format

<DeleteFolderResponse>

Example Description
9B34724D-54B0-

4A51-B34D- The ID of the request.
4512372FE1BE

com/?Action=DeleteFolder

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

</DeleteFolderResponse>

Json format

"RequestId": "9B34724D-54B0-4A51-B34D-4512372FE1BE"

Error codes

HTTP
status Error code
code
MissingParameter.Fo
4
00 lderld
InvalidParameter.Fol
400
derld
400 DeleteConflict.Folde

r.SubFolder

Error message Description

The error message returned
because the Folderld parameter
is not specified. Specify this
parameter.

You must specify Folderld.

The error message returned
because the value of the
Folderld parameter is invalid.
The value must start with r-
followed by 6 characters or
start with fd- followed by 10
characters. Valid characters are
letters and digits.

The Folderld is invalid.

The error message returned
because the folder contains
child folders. Delete the child
folders first.

This folder has sub folders.
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HTTP
status Error code
code
DeleteConflict.Folde
409
r.Account
204 Ent |ty_Not Exists.Reso
urceDirectory
404 EntityNotExists.Fold

er

Error message

This folder has accounts.

The resource directory for the
account is not enabled. We
recommend that you first

enable the resource directory for
the account.

The resource directory folder
does not exist.

For a list of error codes, visit the AP| Error Center.

8.2.3. GetFolder

Queries the information of a folder.

In this example, the information of the folder

Debugging

£d-Jyl5U7****

Description

The error message returned
because the folder contains
member accounts. Remove the
member accounts first.

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.

The error message returned
because the folder does not
exist. Create the folder first.

is queried.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
Folderld String

Required Example
Yes GetFolder
Yes fd-Jyl5U7****

Description

The operation that you want to

perform. Set the value to GetFolder.

The ID of the folder.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type

Requestld String

Example

C2CBCA30-C8DD-
423E-B4AD-
4FB694C9180C

Description

The ID of the request.
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Parameter Type Example Description

Folder Object The information of the folder.

Folderld String fd-Jyl5U7**** The ID of the folder.

CreateTime String 2021-06- The time when the folder was created.

15T06:39:08.521Z

ParentFolderld String r-Wm**** The ID of the parent folder.
FolderName String Applications The name of the folder.
R Direct rd-3G****/r- The path of the folder in the resource
Ofss;r;e rec String Wm****/fd- directory.
Yy Jyl5U7****
Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=GetFolder
&FolderId=£fd-Jyl5U7***x*

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<GetFolderResponse>
<RequestId>88EF473E-D5CD-589F-AAB3-F6EOD12AECA3</RequestId>
<Folder>
<CreateTime>2021-06-15T06:39:08.52172</CreateTime>
<FolderId>fd-Jyl5U7****</FolderId>
<FolderName>Applications</FolderName>
<ParentFolderId>r-Wm****</ParentFolderId>
<ResourceDirectoryPath>rd-3G**** /r-Wm**** /£d-Jyl5U7****</ResourceDirectoryPath>
</Folder>
</GetFolderResponse>

JsoN format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"88EF473E-D5CD-589F-AAB3-F6EOD12AECA3",

"2021-06-15T06:39:08.5212",

"RequestId"

"Folder" : {
"CreateTime"
"FolderId" THECl=yLBI 5=
"FolderName" "Applications",
"ParentFolderId" "r—Wm**xx",

"ResourceDirectoryPath"

Error codes

HTTP

status Error code

code
MissingParameter.Fo

400
lderld

400 InvalidParameter.Fol
derld

404 Ent |ty_Not Exists.Reso
urceDirectory
EntityNotExists.F

404 tityNotExists.Fold

er

Mrd-3Gr* R [Tk *xx / £d-Jy15UTHRE RN

Error message

You must specify Folderld.

The Folderld is invalid.

The resource directory for the
account is not enabled. We
recommend that you first
enable the resource directory for
the account.

The resource directory folder
does not exist.

For a list of error codes, visit the API| Error Center.

8.2.4. UpdateFolder

Changes the name of a folder.

Debugging

Description

The error message returned
because the Folderld parameter
is not configured. Configure this
parameter.

The error message returned
because the value of the
Folderld parameter is invalid.
Specify a value that starts with
r- followed by 6 characters or
starts with fd- followed by 10
characters. Valid characters are
letters and digits.

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.

The error message returned
because the folder does not
exist. Create such a folder first.
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample

code of the operation for different SDKs.

Request parameters

Parameter Type Required Example
Action String Yes UpdateFolder
Folderld String Yes fd-u8B3271****
NewFolderName String Yes rdFolder

Response parameters

Parameter Type Example
Folder Struct

. . 2019-02-
CreateTime String

19T09:34:50.757Z

Folderld String fd-u8B327****
FolderName String rdFolder
ParentFolderld String r-p1****

C2CBCA30-C8DD-
Requestlid String 423E-B4AD-
4FB694(C9180C

Examples

Sample requests

Description

The operation that you want to
perform. Set the value to
UpdateFolder.

The ID of the folder.

The new name of the folder.

The name must be 1 to 24 characters
in length and can contain letters,
digits, underscores (_), periods (.), and
hyphens (-).

Description

The information of the folder.

The time when the folder was created.

The ID of the folder.

The name of the folder.

The ID of the parent folder.

The ID of the request.
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https://resourcemanager.aliyuncs.com/?Action=UpdateFolder
&FolderId=fd-u8B321****

&NewFolderName=rdFolder

&<Common request parameters>

Sample success responses

xML  format

<UpdateFolderResponse>
<Folder>
<FolderName>rdFolder</FolderName>
<ParentFolderId>r-bl****</ParentFolderId>
<FolderId>fd-u8B321****</FolderId>
<CreateTime>2019-02-19T09:34:50.757%Z</CreateTime>
</Folder>
<RequestId>C2CBCA30-C8DD-423E-B4AD-4FB694C9180C</RequestId>
</UpdateFolderResponse>

JsoN format

"Folder": {
"FolderName": "rdFolder",
"ParentFolderId": "r-pbl**xx*",

"FolderId": "fd-uB8B321****"
"CreateTime": "2019-02-19T09:34:50.7572"
}y
"RequestId": "C2CBCA30-C8DD-423E-B4AD-4FB694C9180C"

Error codes

HTTP
status Error code Error message Description
code
. . The error message returned
MissingParameter.Fo You must specify the resource 9 .
400 because the folder name is not
lder.Name folder name. e .
specified. Specify a folder name.
The error message returned
because the folder name is
InvalidParameter.Fol invalid. The name can onl
400 var The Name of folder is invalid. nver . L y
der.Name contain letters, digits,
underscores (_), periods (.), and
hyphens (-).
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HTTP
status
code

400

409

404

404

400

400

400

Error code

InvalidParameter.Fol
der.Name.Length

LimitExceeded.Folde
r.Depth

EntityNotExists.Reso
urceDirectory

EntityNotExists.Fold
er

InvalidParameter.Fol
der.Name.AlreadyUs
ed

MissingParameter.Fo
lderid

InvalidParameter.Fol
derld

Error message

The Name of folder exceeds the
length limit.

The folder depth exceeds the
limit of 5.

The resource directory for the
account is not enabled. We
recommend that you first
enable the resource directory for
the account.

The resource directory folder

does not exist.

The folder name has been used.

You must specify Folderld.

The Folderld is invalid.

For a list of error codes, visit the API Error Center.

8.2.5. ListFoldersForParent

Queries the information of all subfolders of afolder.

@ Note

Description

The error message returned
because the length of the folder
name has exceeded the upper
limit. The name must be 1 to 24
characters in length.

The error message returned
because the maximum number
of folder levels has been
reached. A maximum of five
levels of folders can be created
under the root folder.

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.

The error message returned
because the folder does not
exist. Create the folder first.

The error message returned
because the folder name
already exists. Change the name.

The error message returned
because the Folderld parameter
is not specified. Specify this
parameter.

The error message returned
because the value of the
Folderld parameter is invalid.
The value must start with r-
followed by 6 characters or
start with fd- followed by 10
characters. Valid characters are
letters and digits.

You can view the information of only the first-level subfolders of a folder.
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Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

. The operation that you want to
) ) ListFoldersForPar
Action String Yes ent perform. Set the value to
ListFoldersForParent.

The ID of the parent folder.

If you leave this parameter empty, the
H *kkk
ParentFolderld String No r-b1 information of the first-level

subfolders of the Root folder is
queried.

The keyword used for the query, such
QueryKeyword String No rdFolder as a folder name.

Fuzzy match is supported.

The number of the page to return.

PageNumber Integer No 1 Pages start from page 1. Default
value: 1.

The number of entries to return on

each page.
PageSize Integer No 10
Valid values: 1 to 100. Default value:
10.
Response pa rameters
Parameter Type Example Description
TotalCount Integer 5 The total number of entries returned.
7B8A4E7D-6CFF-
Requestlid String 471D-84DF- The ID of the request.
T195A7A241ECB
PageSize Integer 5 The number of entries returned per page.
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Parameter Type Example Description
PageNumber Integer 1 The page number of the returned page.
Folders Array of Folder The information of the folders.
Folder
Folderld String rd-evic31**** The ID of the folder.
. . 2015-01- .
CreateTime String The time when the folder was created.

23T12:33:18Z

FolderName String project-1 The name of the folder.

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=ListFoldersForParent
&ParentFolderId=r-bl****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" 2>
<ListFoldersForParentResponse>
<RequestId>7B8A4ETD-6CFF-471D-84DF-195A7A241ECB</RequestId>
<PageNumber>1</PageNumber>
<PageSize>5</PageSize>
<TotalCount>2</TotalCount>
<Folders>
<Folder>
<FolderId>rd-evic3l****</FolderId>
<FolderName>project-1</FolderName>
<CreateTime>2015-01-23T12:33:18%</CreateTime>
</Folder>
<Folder>
<FolderId>fd-evic3l****</FolderId>
<FolderName>project-2</FolderName>
<CreateTime>2015-01-23T12:33:18%</CreateTime>
</Folder>
</Folders>
</ListFoldersForParentResponse>
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Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"TB8A4ETD-6CFF-471D-84DF-195A7A241ECB",

"RequestId"
"PageNumber" : 1,
"PageSize" : 5,
"TotalCount" : 2,
"Folders" : {
"Folder" : [ {
"FolderId" Yrdsevile3i=s=at
"Name" "project-1",
"CreateDate" "2015-01-23T12:33:18Z"
b Ao
"FolderId" "fd-evic31xrx*",
"Name" "project-2",
"CreateDate" "2015-01-23T12:33:182"

bl

Error codes

HTTP
status Error code
code
InvalidParameter.Par
400
entFolderld
404 Ent |ty_Not Exists.Reso
urceDirectory
404 EntityNotExists.Fold

er

Error message

The ParentFolderld is invalid.

The resource directory for the
account is not enabled. We
recommend that you first

enable the resource directory for
the account.

The resource directory folder
does not exist.

For a list of error codes, visit the API Error Center.

8.2.6. ListAncestors

Description

The error message returned
because the value of the
ParentFolderld parameter is
invalid. Specify a value that
starts with r- followed by 6
characters or starts with fd-
followed by 10 characters. Valid
characters include letters and
digits.

The error message returned
because the account has not
been used to enable a resource
directory. Use the account to
enable a resource directory first.

The error message returned
because the folder does not
exist. Create such a folder first.
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Queries the information of all the parent folders of a specified folder. The system returns the
information of the folders based on their top-down hierarchy.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example
Action String Yes ListAncestors
Childid String Yes fd-ilconrr***

Response parameters

Parameter Type
Folders Array
Folder

CreateTime String
Folderld String
FolderName String
Requestlid String

Examples

Sample requests

Example

2019-01-
18T10:03:35.217Z

r-p1****

root

83AFBEB6-DC03-
406E-9686-
867461FF6698

Description

The operation that you want to
perform. Set the value to
ListAncestors.

The ID of the child folder.

Description

The information of the folders.

The time when the folder was created.

The ID of the folder.

The name of the folder.

The ID of the request.

https://resourcemanager.aliyuncs.com/?Action=ListAncestors

&ChildId=fd-ilcOnr***x*

&<Common request parameters>

Sample success responses

xML  format
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<ListAncestorsResponse>
<Folders>
<Folder>
<FolderName>root</FolderName>
<FolderId>r-bl****</FolderId>
<CreateTime>2019-01-18T10:03:35.217Z</CreateTime>
</Folder>
<Folder>
<FolderName>myFirstFd</FolderName>
<FolderId>fd-0adR35****</FolderId>
<CreateTime>2019-01-23T08:48:37.530Z</CreateTime>
</Folder>
</Folders>
<RequestId>83AFBEB6-DC03-406E-9686-867461FF6698</RequestId>

</ListAncestorsResponse>

Json format

"Folders": ({
"Folder": [
{
"FolderName": "root",
"FolderId": "r-blx**x",
"CreateTime": "2019-01-18T10:03:35.2172"

"FolderName": "myFirstFd",
"FolderId": "fd-0adR35****",
"CreateTime": "2019-01-23T08:48:37.530Z"

]

}l
"RequestId": "83AFBEB6-DC03-406E-9686-867461FF6698"

Error codes

The error message returned

HTTP
status Error code Error message Description
code
MissingParameter.Ch . .
400 9 You must specify Childid.

ildid
parameter.

because the Childld parameter is
not specified. Specify this
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HTTP
status Error code
code
InvalidParameter.Chil
400
did
EntityNotExists.Reso
404 .
urceDirectory
EntityNotExists.Fold
404 y

er

Error message

The Childld is invalid.

The resource directory for the
account is not enabled. We
recommend that you first

enable the resource directory for
the account.

The resource directory folder
does not exist.

For a list of error codes, visit the API| Error Center.

8.3. Members

8.3.1. CreateResourceAccount

Creates a member of the resource account type.

Usage notes

Description

The error message returned
because the value of the Childid
parameter is invalid. The value
must start with r- followed by 6
characters or start with fd-
followed by 10 characters. Valid
characters are letters and digits.

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.

The error message returned
because the folder does not
exist. Create the folder first.

A member serves as a container for resources and is also an organizational unit in a resource directory. A
member indicates a project or application. The resources of different members are isolated.

In this example, a member is created inthe

fd-r23M55****

folder. The display name of the member is

pev ,and the prefix forthe name of the Alibaba Cloud account that corresponds to the member is

alice

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example
. . CreateResourceA
Action String Yes
ccount

Description

The operation that you want to
perform. Set the value to

CreateResourceAccount.
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Parameter Type Required Example Description

The display name of the member.

The name must be 2 to 50 characters
in length.

DisplayName String Yes Dev The name can contain letters, digits,
underscores (_), periods (.), and

hyphens (-).

The name must be unique in the
resource directory.

ParentFolderld String No fd-r23M55**** The ID of the parent folder.

The ID of the billing account. If you
leave this parameter empty, the
current account is used as the billing

PayerAccountid String No 12323344 %*** account.

The prefix for the name of the Alibaba
Cloud account that corresponds to the
member. If you leave this parameter
empty, the system randomly generates
a prefix.

The prefix must be 2 to 50 characters
in length.

The prefix can contain letters, digits,
and special characters but cannot
contain consecutive special characters.
The prefix must start with a letter or
digit and end with a letter or digit.

AccountNamePre . . ) ) .

Fix String No alice Valid special characters include
underscores (_), periods (.), and
hyphens (-).

The complete name of an Alibaba
Cloud account that corresponds to a
member in a resource directory is in the
<AccountNamePrefix>@<ResourceDirec
toryld>.aliyunid.com format, such as
alice@rd-3G**** . aliyunid.com

Each name must be unique in the
resource directory.
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For more information about common request parameters, see Common parameters.

Response parameters

Parameter

Account

Status

Type

DisplayName

Folderld

ResourceDirect

oryld

JoinTime

Accountld

JoinMethod

ModifyTime

AccountName

Type

Object

String

String

String

String

String

String

String

String

String

String

Example

CreateSuccess

ResourceAccount

Dev

fd-r23mM55%***

rd-3G*++

2020-12-
31703:37:39.456Z

112730938585****

created

2020-12-
31703:37:39.456Z

alice@rd-
3g****.aliyunid.com

Description

The information of the member.

The status of the member. The value
CreateSuccess indicates that the member is
created.

The type of the member. The value
ResourceAccount indicates that the member
is a resource account.

The display name of the member.

The ID of the folder.

The ID of the resource directory.

The time when the member joined the
resource directory.

The ID of the Alibaba Cloud account that
corresponds to the member.

The way in which the member joins the
resource directory. Valid values:

e invited: The member is invited to join the
resource directory.

e created: The member is directly created in
the resource directory.

The time when the member was modified.

The name of the Alibaba Cloud account that
corresponds to the member.
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Parameter Type Example Description

B356A415-D860-
Requestlid String 43E5-865A- The ID of the request.
E2193D62BBD6

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=CreateResourceAccount
&DisplayName=Dev

&ParentFolderId=£fd-r23M55****

&AccountNamePrefix=alice

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<CreateResourceAccountResponse>
<Account>
<Status>CreateSuccess</Status>
<ModifyTime>2020-12-31T03:37:39.456Z</ModifyTime>
<JoinMethod>created</JoinMethod>
<ResourceDirectoryId>rd-3G****</ResourceDirectoryId>
<Type>ResourceAccount</Type>
<AccountId>112730938585****</AccountId>
<DisplayName>Dev</DisplayName>
<JoinTime>2020-12-31T03:37:39.4562Z</JoinTime>
<FolderId>fd-r23M55****</FolderId>
<AccountName>alice@rd-3g****.aliyunid.com</AccountName>
</Account>
<RequestId>B356A415-D860-43E5-865A-E2193D62BBD6</RequestId>

</CreateResourceAccountResponse>

Json format
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HTTP/1.1 200 OK
Content-Type:application/json

{

"Account" : {
"Status" "CreateSuccess",
"ModifyTime" "2020-12-31T03:37:39.4562",
"JoinMethod" "created",

"ResourceDirectoryId" Nrd-—3Gxx*Ex"

"Type" "ResourceAccount",
"AccountId" "112730938585x*x**",
"DisplayName" "Dev",
"JoinTime" "2020-12-31T03:37:39.4562",
"FolderId" ViEcl=r23Mp 5= e
"AccountName" "alice@rd-3g**** . aliyunid.com"
by
"RequestId" "B356A415-D860-43E5-865A-E2193D62BBD6"

Error codes

HTTP
status Error code Error message
code
MissingParameter.Ac . .
400 o . You must specify DisplayName.
count.DisplayName
400 InvalidParameter.Acc The DisplayName of account is
ount.DisplayName invalid.
InvalidParameter.Acc .
i The DisplayName of the account
400 ount.DisplayName.L .
exceeds the length limit.
ength
InvalidParameter.Par
400 alidparameter.Pa The ParentFolderld is invalid.

entFolderld

Description

The error message returned
because the DisplayName
parameter is not configured.
Configure this parameter.

The error message returned
because the value of the
DisplayName parameter is
invalid. The value can contain
only letters, digits, underscores
(_), periods (.), and hyphens (-).

The error message returned
because the length of the value
specified for the DisplayName
parameter has exceeded the
upper limit. The value must be 2
to 50 characters in length.

The error message returned
because the value of the
ParentFolderld parameter is
invalid. The value must start
with r- followed by 6 characters
or start with fd- followed by 10
characters. Valid characters
include letters and digits.
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HTTP
status
code

400

400

404

404

409

409

409

409

409

Error code

InvalidParameter.Acc
ount.AccountNameP
refix

InvalidParameter.Acc
ount.AccountNameP
refix.Length

EntityNotExists.Reso
urceDirectory

EntityNotExists.Fold
er

LimitExceeded.Acco
unt

InvalidParameter.Acc
ount.DisplayName.Al
readyUsed

EntityAlreadyExists.R
esourceDirectory.Acc
ount

Invalid.PayRelation

CreateAccountDisabl
ed

Error message

The account name prefix is
invalid.

The account name prefix
exceeds the length limit. The
limit is 2 to 50 characters.

The resource directory for the
account is not enabled. We
recommend that you first

enable the resource directory for
the account.

The resource directory folder
does not exist.

The maximum number of
member accounts in a resource
directory exceeds the limit.

The displayname of account has
been used.

The email address that the
system generates when you
create a member account
already exists. Try again later.

Failed to create a member. The
specified billing account is
unavailable. Please change to
another billing account and try
again.

The specified resource directory
cannot create a new account.

Description

The error message returned
because the value of the
AccountNamePrefix parameter is
invalid. Specify a valid value.

The error message returned
because the length of the value
specified for the
AccountNamePrefix parameter
has exceeded the upper limit.
The value must be 2 to 50
characters in length.

The error message returned
because the account has not
been used to enable a resource
directory. Use the account to
enable a resource directory first.

The error message returned
because the folder does not
exist. Create such a folder first.

The error message returned
because the number of
members in the resource
directory has exceeded the
upper limit.

The error message returned
because the display name of the
member already exists. Change
the name.

The error message returned
because the email address that
is generated by the system
already exists. Try again later.

The error message returned
because the member has failed
to be created. The specified
billing account is unavailable.
Specify a valid billing account
and try again.

The error message returned
because you are not authorized
to create a member.
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HTTP
status
code

409

409

409

409

409

409

409

409

409

409

Error code

PaymentAccountEnt
erpriseVerifyError

PaymentAccountFina
ncialRelationshipVeri
fyError

PaymentAccountEnt
erpriseTypeError

PaymentAccountFina
ncialRelationshipsCh
angeFrequencyVerify
Error

PaymentAccountVirt
ualCloudOperatorve
rifyError

PaymentAccountCre
ditldentityTypeError

PaymentAccountEnt
erpriselnvoiceError

UnknownFinancialErr
or

BusinessRestricted

NotSupport.PayerAc
countinAnotherReso
urceDirectory

Error message

The type of the payment
account is not enterprise
verified.

The payment account must not
be the beneficiary account from
other financial relationships.

The type of the payment
account is not enterprise.

The financial relationship of
payment account changes too
frequently. Please try again
later.

The type of the payment
account must not be virtual
operator.

The identity of the payment
account is not credit.

No enterprise invoice header
information is set for the
payment account.

An unknown financial error
occurred.

Business is restricted. Please
contact your customer service
manager.

The specified payment account
does not exist in the resource
directory. You must specify a
valid payment account.

Description

The error message returned
because the specified billing
account does not pass
enterprise real-name
verification.

The error message returned
because the billing account
cannot be a beneficiary account
from other financial
relationships.

The error message returned
because the billing account is
not an enterprise account.

The error message returned
because the financial
relationship of the billing
account frequently changes. Try
again later.

The error message returned
because the billing account is an
account for a virtual network
operator (VNO).

The error message returned
because the identity of the
billing account is not a credit
payment identity.

The error message returned
because the invoice title
information is not specified for
the billing account.

The error message returned
because an unknown financial
error has occurred.

The error message returned
because your business is limited.
Contact your customer business
manager (CBM).

The error message returned
because the billing account is
not in the resource directory.
Specify a valid billing account.
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HTTP

status Error code

code
MemberAccountVirt

409 ualCloudOperatorVe
rifyError

409 PaymentAccountRes
ellerVerifyError
InconsistentEnterpris

409 P
eNameError
MemberAccountRes

409

ellerVerifyError

Error message

The type of the member must
not be virtual operator.

The type of the payment
account must not be reseller.

The enterprise name of the
payment account and the
member must be consistent.

The type of the member must
not be reseller.

For a list of error codes, visit the API| Error Center.

8.3.2. GetAccount

Queries the information of a member.

In this example, the information of the member whose Alibaba Cloud account ID is

is queried.

Debugging

Description

The error message returned
because the member is an
account for a VNO.

The error message returned
because the billing account is an
account for a reseller.

The error message returned
because the enterprise names of
the billing account and the
member are inconsistent.

The error message returned

because the member is an
account for a reseller.

181761095690* ***

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
Accountld String

Required Example

Yes GetAccount
181761095690***

Yes

*

Description

The operation that you want to
perform. Set the value to GetAccount.

The Alibaba Cloud account ID of the
member.

For more information about common request parameters, see Common parameters.

Response parameters

68

> Document Version: 20220623


https://error-center.alibabacloud.com/status/product/ResourceManager
https://api.aliyun.com/#product=ResourceManager&api=GetAccount&type=RPC&version=2020-03-31
file:///home/admin/dita-files/output/32602202/task18819709/~~159973~~

Resource Management

AP| Reference-API Reference (Resou
rce Directory)

Parameter Type

Account Object
Status String
Type String
DisplayName String
Folderld String

ResourceDirect

Strin
oryld 9
Identitylnforma
. y String
tion
JoinTime String
Accountld String

Example

CreateSuccess

ResourceAccount

admin

fd-bVaRIG****

rd-k3***

aliyun-admin

2015-01-
23T12:33:18Z2

181761095690****

Description

The information of the member.

The status of the member. Valid values:

® (reateSuccess: The member is created.

® promoteVerifying: The upgrade of the
member is under confirmation.

® PromoteFailed: The upgrade of the
member fails.

® PromoteExpired: The upgrade of the
member expires.

e PromoteCancelled: The upgrade of the
member is canceled.

® PromoteSuccess: The member is
upgraded.

® |nviteSuccess: The member accepts the
invitation.

The type of the member.

e (CloudAccount: cloud account

® ResourceAccount: resource account

The name of the member.

The ID of the folder.

The ID of the resource directory.

The real-name verification information.

The time when the member joined the
resource directory.

The Alibaba Cloud account ID of the
member.

> Document Version: 20220623

69



API Reference-API Reference (Resou

rce Directory)

Resource Management

Parameter

JoinMethod

ModifyTime

AccountName

ResourceDirect
oryPath

Requestlid

Examples

Sample requests

Type

String

String

String

String

String

Example

created

2015-01-
23T12:33:18Z

someone@example.

com

rd-k3****/r-
Wm***/fd-
bVaRIG****/1817610
95690****

9B34724D-54B0-
4A51-B34D-
4512372FE1BE

Description

The way in which the member joins the
resource directory. Valid values:

e invited: The member is invited to join the
resource directory.

e created: The member is directly created in
the resource directory.

The time when the member was modified.

The Alibaba Cloud account name of the
member.

The path of the member in the resource
directory.

The ID of the request.

https://resourcemanager.aliyuncs.com/?Action=GetAccount

&AccountId=181761095690***x*
&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK
Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>

<GetAccountResponse>
<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>
<Account>

<ResourceDirectoryId>rd-k3****</ResourceDirectoryId>
<AccountId>181761095690****</AccountId>
<AccountName>someone@example.com</AccountName>
<DisplayName>admin</DisplayName>
<FolderId>fd-bVaRIG****</FolderId>
<JoinMethod>created</JoinMethod>
<JoinTime>2015-01-23T12:33:18%</JoinTime>
<IdentityInformation>aliyun-admin</IdentityInformation>
<Type>ResourceAccount</Type>
<Status>CreateSuccess</Status>
<ModifyTime>2015-01-23T12:33:18%</ModifyTime>

<ResourceDirectoryPath>rd-k3**** /r—Wm**** / fd-bVaRIG****/181761095690* ***</ResourceD

irectoryPath>

</Account>

</GetAccountResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json

{

"RequestId" : "9B34724D-54B0-4A51-B34D-4512372FE1BE",
"Account" : {
"ResourceDirectoryId" : "rd-k3***x*'T,
"AccountId" : "181761095690****",
"AccountName" : "someone@example.com",
"DisplayName" : "admin",
"FolderId" : "fd-bVaRIG****",
"JoinMethod" : "created",
"JoinTime" : "2015-01-23T12:33:18z",
"IdentityInformation”" : "aliyun-admin",
"Type" : "ResourceAccount",
"Status" : "CreateSuccess",
"ModifyTime" : "2015-01-23T12:33:18z",

"ResourceDirectoryPath"

Error codes

HTTP
status
code

Error code Error message

"rd-k3**** /r—Wm**** /£d-bVaRIG****/181761095690****"

Description
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HTTP
status Error code
code
MissingP ter.A
400 gParameter.Ac
countld
InvalidParameter.Acc
400 vert
ountld
EntityNotExists.Acco
404 fyNoted
unt
EntityNotExists.Res
404 tityNotExists.Reso

urceDirectory

Error message

You must specify Accountlid.

The Accountld is invalid.

This resource directory account
does not exist.

The resource directory for the
account is not enabled. We
recommend that you first

enable the resource directory for
the account.

For a list of error codes, visit the API Error Center.

8.3.3. MoveAccount

Moves a member account from a folderto another.

Debugging

Description

The error message returned
because the Accountld
parameter is not configured.

The error message returned
because the value of the
Accountld parameter is invalid.
Specify a 16-digit ID.

The error message returned
because the member does not
exist. Create such a member
first.

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
Accountld String
DestinationFolder .
String

Id

Required Example

Yes MoveAccount
Yes 12323344%***
Yes fd-bVaRIG****

Description

The operation that you want to

perform. Set the value to

MoveAccount.

The ID of the account you want to

move.

The ID of the destination folder.
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Response parameters

Parameter Type
Requestld String
Examples

Sample requests

Example

9B34724D-54B0-
4A51-B34D-
4512372FE1BE

https://resourcemanager.aliyuncs.com/?Action=MoveAccount

&AccountId=12323344****

&DestinationFolderId=fd-bVaRIG****

&<Common request parameters>

Sample success responses

xML  format

<MoveAccountResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

</MoveAccountResponse>

Json format

"RequestId": "9B34724D-54B0-4A51-B34D-4512372FE1BE"

Error codes

HTTP
status Error code
code
MissingParameter.Ac
400 9
countld
InvalidParameter.Acc
400
ountld
MissingParameter.De
400 9

stinationFolderld

Error message

You must specify Accountld.

The Accountld is invalid.

You must specify
DestinationFolderld.

Description

The ID of the request.

Description

The error message returned
because the Accountld
parameter is not specified.

The error message returned
because the value of the
Accountld parameter is invalid.
Specify a 16-digit ID.

The error message returned
because the DestinationFolderld
parameter is not specified.
Specify this parameter.
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HTTP

status Error code

code
InvalidParameter.De

400 L
stinationFolderld
EntityNotExists.A

404 yNotExists.Acco
unt
AccountTypeOrStat

409 . 5 ypeur .
sMismatch
EntityNotExists.Reso

404 fyNotexd
urceDirectory
EntityNotExists.Fol

404 yno old

er

Error message

The DestinationFolderld is
invalid.

This resource directory account
does not exist.

You cannot perform the action
on the member account.

The resource directory for the
account is not enabled. We
recommend that you first
enable the resource directory for
the account.

The resource directory folder
does not exist.

For a list of error codes, visit the AP| Error Center.

8.3.4. UpdateAccount

Changes the display name or type of a member.

Usage notes

Description

The error message returned
because the value of the
DestinationFolderld parameter is
invalid. The value must start
with r- followed by 6 characters
or start with fd- followed by 10
characters. Valid characters are
letters and digits.

The error message returned
because the member account
does not exist. Create the
member account first.

The error message returned
because you cannot perform the
operation on the member
account.

The error message returned
because the Resource Directory
feature is not enabled for the
account. Enable the feature for
the account.

The error message returned
because the folder does not
exist. Create the folder first.

e To ensure that the system can record the operators of management operations, you must use a RAM
user or RAM role to which the AliyunResourceDirectoryFullAccess policy is attached within the
management account of your resource directory to call this operation.

e Before you change the type of a member from resource account to cloud account, make sure that
specific conditions are met. For more information about the conditions, see Switch a resource

account to a cloud account.

e Before you change the type of a member from cloud account to resource account, make sure that
specific conditions are met. For more information about the conditions, see Switch a cloud account

to aresource account.

In this example, the display name of the member 12323344%++x ischangedto admin

74

> Document Version: 20220623


https://error-center.alibabacloud.com/status/product/ResourceManager
file:///home/admin/dita-files/output/32602202/task18819709/~~111233~~
file:///home/admin/dita-files/output/32602202/task18819709/~~209980~~

AP| Reference-API Reference (Resou
Resource Management .
rce Directory)

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

Action String Yes UpdateAccount perform. Set the value to
UpdateAccount.

The new display name of the member.

@ Note You can configure
either the NewDisplayName oOf
NewAccountType parameter.

NewDisplayName String No admin

The new type of the member. Valid
values:

e ResourceAccount: indicates that the
member is switched from a cloud
account to a resource account.

® (CloudAccount: indicates that the
NewAccountType String No ResourceAccount member is switched from a resource
account to a cloud account.

@ Note You can configure
either the NewDisplayName oOf
NewAccountType parameter.

The ID of the Alibaba Cloud account

Accountld String Yes 12323344%%**
that corresponds to the member.

For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example Description

Account Object The information of the member.
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Parameter

Status

Type

DisplayName

Folderld

ResourceDirect
oryld

JoinTime

Accountld

JoinMethod

ModifyTime

AccountName

Requestld

Type

String

String

String

String

String

String

String

String

String

String

String

Example

CreateSuccess

ResourceAccount

admin

fd-bVaRIG****

rd-k3***

2015-01-
23T12:33:18Z

12323344****

created

2015-01-
23T12:33:18Z

ecs-
manager@aliyun.co
m

9B34724D-54B0-
4A51-B34D-
4512372FE1BE

Description

The status of the member. Valid values:

e (reateSuccess: The member is created.

® |nviteSuccess: The member accepts the
invitation.

e Removed: The member is removed.

e SwitchSuccess: The type of the member is
changed.

The type of the member. Valid values:
® (CloudAccount: cloud account

® ResourceAccount: resource account

The display name of the member.

The ID of the folder.

The ID of the resource directory.

The time when the member joined the
resource directory.

The ID of the Alibaba Cloud account that
corresponds to the member.

The way in which the member joins the
resource directory. Valid values:

e invited: The member is invited to join the
resource directory.

e created: The member is directly created in
the resource directory.

The time when the member was modified.

The name of the Alibaba Cloud account that
corresponds to the member.

The ID of the request.
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Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=UpdateAccount
&AccountId=12323344****
&NewDisplayName=admin

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<UpdateAccountResponse>
<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>
<Account>
<ResourceDirectoryId>rd-k3****</ResourceDirectoryId>
<AccountId>12323344****</AccountId>
<DisplayName>admin</DisplayName>
<FolderId>fd-bVaRIG****</FolderId>
<JoinMethod>created</JoinMethod>
<JoinTime>2015-01-23T12:33:182</JoinTime>
<Type>ResourceAccount</Type>
<Status>CreateSuccess</Status>
<RecordId>06950264-3f0d-4ca9-82dd-6ee7a3d33d6b</RecordId>
<ModifyTime>2015-01-23T12:33:182</ModifyTime>
</Account>

</UpdateAccountResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "9B34724D-54B0-4A51-B34D-4512372FE1BE",
"Account" : {

"ResourceDirectoryId" : "rd-k3***x*T,

"AccountId" : "12323344**x*",

"DisplayName" : "admin",

"FolderId" : "fd-bVaRIG****",

"JoinMethod" : "created",

"JoinTime" : "2015-01-23T12:33:182",

"Type" : "ResourceAccount",

"Status" : "CreateSuccess",

"RecordId" : "06950264-3f0d-4ca9-82dd-6ee7a3d33d6eb",

"ModifyTime" : "2015-01-23T12:33:182Z"
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Error codes

HTTP
status
code

404

404

409

409

409

409

409

409

409

Error code

EntityNotExists.Reso
urceDirectory

EntityNotExists.Acco
unt

MissingDisplayName
OrAccountType

AccountTypeMismat
ch

LegalEntityDifferent

CallerldentityError

PrimaryAkinUse

MissingSecuritylnfo

InvalidParameter.Acc
ount.DisplayName.Al
readyUsed

Error message

The resource directory for the
account is not enabled. We
recommend that you first

enable the resource directory for
the account.

This resource directory account
does not exist.

Either display hame or account
type must be specified.

The type or status of the
member account cannot satisfy
the current operation.

The account legal entity is
different from the one of the
Management Account.

Please use the RAM user or role
of the Management Account.

The root user has an AccessKey
pair in use.

Security info is missing.

The display name of account
has been used. You must specify
a valid display name.

Description

The error message returned
because the account has not
been used to enable a resource
directory. Use the account to
enable a resource directory first.

The error message returned
because the member does not
exist. Create such a member
first.

The error message returned
because neither the display
name of the member nor the
type of the member is specified.

The error message returned
because the type or status of
the member does not meet the
requirements for the current
operation.

The error message returned
because the legal entity of the
account is inconsistent with the
legal entity of the management
account of the resource
directory.

The error message returned
because only a RAM user or RAM
role within the management
account of the resource
directory can be used to call this
operation.

The error message returned
because the AccessKey pair of
the root user for the member is
in use.

The error message returned
because security information is
not specified.

The error message returned
because the display name of the
member already exists. Change
the name.
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For a list of error codes, visit the API Error Center.

8.3.5. RemoveCloudAccount

Removes a member of the cloud account type. After you remove a member of the cloud account type,
the member is no longer managed by the management account of the resource directory to which the
member belonged.

Usage notes

In a resource directory, members of the resource account type are resource containers that are created
by using the management account of the resource directory. You cannot remove such members from
the resource directory. For security purposes, you can use these members only wit hin the resource
directory.

In this example, the member 177242285274**** is removed.
Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
. . RemoveCloudAcc
Action String Yes ount perform. Set the value to
RemoveCloudAccount.

177242285274*** The ID of the Alibaba Cloud account

Accountld Strin Yes
9 * that corresponds to the member.

For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example Description

9B34724D-54B0-
Requestld String 4A51-B34D- The ID of the request.
4512372FE1BE

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=RemoveCloudAccount
&AccountId=177242285274****
&<Common request parameters>
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Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>

<RemoveCloudAccountResponse>
<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

</RemoveCloudAccountResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "9B34724D-54B0-4A51-B34D-4512372FE1BE"

Error codes

HTTP
status Error code Error message
code
MissingParameter.Ac .
400 9 You must specify Accountld.
count!d
InvalidParameter.Acc . .
400 The Accountld is invalid.
ountld
404 EntityNotExists.Acco This resource directory account
unt does not exist.
The resource directory for the
. ) account is not enabled. We
EntityNotExists.Reso .
404 . recommend that you first
urceDirectory .
enable the resource directory for
the account.
409 AccountTypeOrStatu You cannot perform the action

sMismatch on the member account.

Description

The error message returned
because the Accountid
parameter is not configured.

The error message returned
because the value of the
Accountld parameter is invalid.
Specify a 16-digit ID.

The error message returned
because the member does not
exist. Create such a member
first.

The error message returned
because the account has not
been used to enable a resource
directory. Use the account to
enable a resource directory first.

The error message returned
because you cannot perform the
operation on the member.
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HTTP
status Error code Error message Description
code
You attempted to remove an The error message returned
account that is used in %s. To because the current account is
409 Deny.TrustedService complete this operation, you used in a trusted service.
must first remove this account Remove the account from the
from the Trusted Service. trusted service first.

For a list of error codes, visit the API Error Center.

8.3.6. ListAccounts

Queries all the members in a resource directory.

Usage notes

You can use only the management account of a resource directory or a delegated administrator
account of atrusted service to call this operation.

In this example, the management account of a resource directory is used to query all the members in
the resource directory. The return result shows that the resource directory contains two members: the
member whose Alibaba Cloud account IDis  184311716100**** and the member whose Alibaba Cloud
account IDis  181761095690%***

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
Action String Yes ListAccounts perform. Set the value to
ListAccounts.

The number of the page to return.

PageNumber Integer No 1 Pages start from page 1. Default
value: 1.

The number of entries to return on

each page.
PageSize Integer No 10
Valid values: 1 to 100. Default value:

10.

For more information about common request parameters, see Common parameters.
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Response parameters

Parameter Type
TotalCount Integer
Requestlid String
PageSize Integer
PageNumber Integer

Array of
Accounts

Account
Account
Status String
Type String
DisplayName String
Folderld String

ResourceDirect

onyid String

Example

7B8A4E7D-6CFF-
471D-84DF-
195A7A241ECB

CreateSuccess

ResourceAccount

test

fd-QRzuim****

rd _3G****

Description

The total number of entries returned.

The ID of the request.

The number of entries returned per page.

The page number of the returned page.

The members returned.

The status of the member. Valid values:

® (reateSuccess: The member is created.

e PromoteVerifying: The upgrade of the
member is under confirmation.

® PromoteFailed: The upgrade of the
member fails.

e PromoteExpired: The upgrade of the
member expires.

e PromoteCancelled: The upgrade of the
member is canceled.

® PromoteSuccess: The member is
upgraded.

® |nviteSuccess: The member accepts the
invitation.

The type of the member. Valid values:
® (CloudAccount: cloud account

® ResourceAccount: resource account

The name of the member account.

The ID of the folder.

The ID of the resource directory.
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Parameter

JoinTime

Accountld

JoinMethod

ModifyTime

ResourceDirect
oryPath

Examples

Sample requests

Type

String

String

String

String

String

Example

2021-01-
18T08:01:50.522Z

181761095690****

created

2021-01-
18T08:04:37.668Z

rd-3G****/r-
wm****/fd-
QRzuim****/1817610
95690****

Description

The time when the member joined the
resource directory. The time is displayed in
uTcC.

The Alibaba Cloud account ID of the
member.

The way in which the member joins the
resource directory. Valid values:

e invited: The member is invited to join the
resource directory.

e created: The member is directly created in
the resource directory.

The time when the member was modified.
The time is displayed in UTC.

The path of the member in the resource
directory.

https://resourcemanager.aliyuncs.com/?Action=ListAccounts

&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK
Content-Type:application/xml

<ListAccountsResponse>

th>

<TotalCount>2</TotalCount>
<PageSize>10</PageSize>
<RequestId>85655883-7FCD-4367-B642-5AF0F49E78F8</RequestId>
<PageNumber>1</PageNumber>
<Accounts>

<Account>

<Status>CreateSuccess</Status>
<ModifyTime>2021-03-31T06:04:58.374Z</ModifyTime>
<JoinMethod>created</JoinMethod>
<ResourceDirectoryId>rd-3G****</ResourceDirectoryId>
<Type>ResourceAccount</Type>

<AccountId>184311716100****</AccountId>

<DisplayName>Info</DisplayName>

<JoinTime>2021-03-31T03:23:27.8032Z</JoinTime>

<FolderId>r-Wm****</FolderId>

<ResourceDirectoryPath>rd-3G**** /r-Wm****/184311716100****</ResourceDirectoryPa

</Account>

<Account>

<Status>CreateSuccess</Status>
<ModifyTime>2021-01-18T08:04:37.668%</ModifyTime>
<JoinMethod>created</JoinMethod>
<ResourceDirectoryId>rd-3G****</ResourceDirectoryId>
<Type>ResourceAccount</Type>

<AccountId>181761095690****</AccountId>

<DisplayName>test</DisplayName>

<JoinTime>2021-01-18T08:01:50.5227Z</JoinTime>
<FolderId>fd-QRzuim****</FolderId>
<ResourceDirectoryPath>rd-3G**** /r—Wm**** /fd—QRzuim****/181761095690** **</Resou

rceDirectoryPath>

</Account>

</Accounts>

</ListAccountsResponse>

JsoN format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"TotalCount" : 2,

"PageSize" 10,
"RequestId" "85655883-7FCD-4367-B642-5AF0F49E78F8",
"PageNumber" : 1,
"Accounts" : {
"Account" : [ {
"Status" "CreateSuccess",
"ModifyTime" "2021-03-31T06:04:58.374z",
"JoinMethod" "created",

"ResourceDirectoryId" Wirgl=3G &= =W

"Type" "ResourceAccount",

"AccountId" "184311716100****",
"DisplayName" "Info",

"JoinTime" "2021-03-31T03:23:27.803z",
"FolderId" "r—Wmxx Ak,

"ResourceDirectoryPath"

oo Ao

"Status" "CreateSuccess",
"ModifyTime" "2021-01-18T08:04:37.6682Z",
"JoinMethod" "created",

"ResourceDirectoryId" Wipgl=3GH & ==

"Type" : "ResourceAccount",

"AccountId" : "181761095690%***",
"DisplayName" "test",

"JoinTime" "2021-01-18T08:01:50.522z2",
"FolderId" : "fd-QRzuim****",

"ResourceDirectoryPath"

bl

Error codes

HTTP
status Error code Error message
code
The resource directory for the
EntityNot Exists.Reso account is not enabled. We
404 recommend that you first

urceDirector .
4 enable the resource directory for

the account.

For a list of error codes, visit the AP| Error Center.

8.3.7. ListAccountsForParent

Queries the member accounts in a folder.

"rd-3G**** /r—Wm****/184311716100****"

"rd-3G**** /r—Wm**** /fd-QRzuim**** /181761095690 * ***"

Description

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.
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In this example, the member accounts inthe fda-ovaric**** folder are queried. The returned result
shows that the folder contains two member accounts: member account whose Alibaba Cloud account
IDis 181761095690**** and member account whose Alibaba Cloud account ID is

184311716100 ***

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to
ListAccountsForP

Action String Yes arent perform. Set the value to
ListAccountsForParent.
ParentFolderld String No fd-bVaRIG**** The ID of the folder.

The keyword used for the query, such
QueryKeyword String No admin as a member account name.

Fuzzy match is supported.

The number of the page to return.

PageNumber Integer No 1 Pages start from page 1. Default
value: 1.

The number of entries to return on

each page.
PageSize Integer No 10
Valid values: 1 to 100. Default value:

10.

For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example Description
TotalCount Integer 2 The total number of entries returned.

7B8A4E7D-6CFF-
Requestlid String 471D-84DF- The ID of the request.
T195A7A241ECB
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Parameter Type Example Description
PageSize Integer 5 The number of entries returned per page.
PageNumber Integer 1 The page number of the returned page.
Array of . .
Accounts The information of the member accounts.
Account
Account
The status of the member account. Valid
values:
® (reateSuccess: The member account is
created.
e promoteVerifying: The upgrade of the
member account is under confirmation.
® PromoteFailed: The upgrade of the
Status String CreateSuccess member account failed.
® PromoteExpired: The upgrade of the
member account expired.
e PromoteCancelled: The upgrade of the
member account is canceled.
e pPromoteSuccess: The member account is
upgraded.
® |nviteSuccess: The owner of the member
account accepted the invitation.
The type of the member account.
Type String ResourceAccount e CloudAccount: cloud account
e ResourceAccount: resource account
DisplayName String admin The name of the member account.
Folderld String fd-bVaRIG**** The ID of the folder.
ResourceDirect
String rd-k4**** The ID of the resource directory.
oryld
2015-01- The time when the member account joined
JoinTime String the resource directory. The time is displayed

23T12:33:18Z in UTC.
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Parameter Type
Accountld String
JoinMethod String
ModifyTime String
Examples

Sample requests

Example

184311716100****

created

2015-01-
23T12:33:18Z

Description

The Alibaba Cloud account ID of the member
account.

The way in which the member account joins
the resource directory. Valid values:

® invited: The member account is invited to
join the resource directory.

e created: The member account is directly
created in the resource directory.

The time when the member account was
modified. The time is displayed in UTC.

https://resourcemanager.aliyuncs.com/?Action=ListAccountsForParent

&ParentFolderId=fd-bVaRIG****

&<Common request parameters>

Sample success responses

xML  format

88
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HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<ListAccountsForParentResponse>
<RequestId>7B8A4ETD-6CFF-471D-84DF-195A7A241ECB</RequestId>
<PageNumber>1</PageNumber>
<PageSize>5</PageSize>
<TotalCount>2</TotalCount>
<Accounts>
<Account>
<ResourceDirectoryId>rd-k4****</ResourceDirectoryId>
<AccountId>181761095690****</AccountId>
<DisplayName>admin</DisplayName>
<FolderId>fd-bVaRIG****</FolderId>
<JoinMethod>created</JoinMethod>
<JoinTime>2015-01-23T12:33:18Z</JoinTime>
<Type>ResourceAccount</Type>
<Status>CreateSuccess</Status>
<ModifyTime>2015-01-23T12:33:18%</ModifyTime>
</Account>
<Account>
<ResourceDirectoryId>rd-k4****</ResourceDirectoryId>
<AccountId>184311716100****</AccountId>
<DisplayName>manager</DisplayName>
<FolderId>fd-bVaRIG****</FolderId>
<JoinMethod>created</JoinMethod>
<JoinTime>2015-01-23T12:33:18Z</JoinTime>
<Type>ResourceAccount</Type>
<Status>CreateSuccess</Status>
<ModifyTime>2015-01-23T12:33:182</ModifyTime>
</Account>
</Accounts>

</ListAccountsForParentResponse>

Json format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId"
"PageNumber" : 1,
"PageSize" : 5,
"TotalCount" : 2,
"Accounts" : {
"Account" : [ {

"ResourceDirectoryId"

"TB8A4ETD-6CFF-471D-84DF-195A7A241ECB",

"rd_k4****vl,

"AccountId" "181761095690***x",

"DisplayName" "admin",

"FolderId" "fd-bVaRIG****",

"JoinMethod" "created",

"JoinTime" "2015-01-23T12:33:182",

"Type" "ResourceAccount",

"Status" "CreateSuccess",

"ModifyTime" "2015-01-23T12:33:182"
oo A

"ResourceDirectoryId" Wipgl=ledl i esiz sl

"AccountId" "184311716100****x",

"DisplayName" "manager",

"FolderId" "fd-bVaRIG****",

"JoinMethod" "created",

"JoinTime" "2015-01-23T12:33:182",

"Type" "ResourceAccount",

"Status" "CreateSuccess",

"ModifyTime" "2015-01-23T12:33:182"

bl

Error codes

HTTP
status Error code
code
InvalidParameter.Par
400
entFolderld
EntityNotExists.R
404 tityNotExists.Reso

urceDirectory

Error message

The ParentFolderld is invalid.

The resource directory for the
account is not enabled. We
recommend that you first
enable the resource directory for
the account.

Description

The error message returned
because the value of the
ParentFolderld parameter is
invalid. Specify a value that
starts with r- followed by 6
characters or starts with fd-
followed by 10 characters. Valid
characters are letters and digits.

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.
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HTTP
status Error code
code
EntityNotExists.Fold
404 y

er

Error message

The resource directory folder
does not exist.

For a list of error codes, visit the API Error Center.

8.3.8. GetPayerForAccount

Queries the information of a settlement account.

Debugging

Description

The error message returned
because the folder does not
exist. Create the folder first.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
Accountld String

Response parameters

Parameter Type

PayerAccountld String

P
ayerAccountN String
ame
Requestld String
Examples

Sample requests

Required Example

Yes

Yes

Description

The operation that you want to

Sstt PayerForAcco perform. Set the value to
GetPayerForAccount.
12323344%*** The ID of the account.
Example Description
172841235500%*** The ID of the settlement account.
Alice The name of the settlement account.

9B34724D-54B0-

4A51-B34D- The ID of the request.

4512372FE1BE

https://resourcemanager.aliyuncs.com/?Action=GetPayerForAccount

&AccountId=12323344****
&<Common request parameters>
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Sample success responses

E

xML  format

<GetPayerForAccountResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>
<PayerAccountId>172841235500****</PayerAccountId>

<PayerAccountName>Alice</PayerAccountName>

</GetPayerForAccountResponse>

JsoN format

"RequestId":

"9B34724D-54B0-4A51-B34D-4512372FE1BE",

"PayerAccountId":"172841235500****",

"PayerAccountName" :

rror codes

HTTP
status
code

Error code

404 .
urceDirectory

404
unt

"Alice"

EntityNotExists.Reso

EntityNotExists.Acco

Error message

The resource directory for the
account is not enabled. We
recommend that you first
enable the resource directory for
the account.

This resource directory account
does not exist.

For a list of error codes, visit the API Error Center.

Description

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.

The error message returned
because the member account
does not exist. Create the
member account first.

8.3.9. InviteAccountToResourceDirectory

Invites an account to join a resource directory.

Usage notes

In

this example, the account

Debugging

someonel@example.com

is invited to join a resource directory.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

92
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Parameter Type Required Example Description

. The operation that you want to
. . InviteAccountToR
Action String Yes ) perform. Set the value to
esourceDirectory . .
InviteAccountToResourceDirectory.

someone@exam The ID or logon email address of the
ple.com account that you want to invite.

TargetEntity String Yes
The type of the account. Valid values:

e Account: indicates the ID of the
TargetType String Yes Email account.

e Email: indicates the logon email
address of the account.

The comment on the invitation.

Note String No Welcome The comment can be up to 1,024
characters in length.

For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description

9B34724D-54B0-
Requestlid String 4A51-B34D- The ID of the request.
4512372FE1BE

Handshake Object The information of the invitation.

The status of the invitation. Valid values:
e Pending: The invitation is waiting for
confirmation.
Status String Pending ® Accepted: The invitation is accepted.
® (ancelled: The invitation is canceled.
e Declined: The invitation is rejected.

e Expired: The invitation expires.

ExpireTime Strin 2018-08- The time when the invitation expires. The
P o 24T09:55:417 time is displayed in UTC.
ResourceDirect . .
String rd-abcdef**** The ID of the resource directory.

oryld
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Parameter Type Example Description
. ) 2018-08- The time when the invitation was created.
CreateTime String . . .
10T09:55:41Z The time is displayed in UTC.
Note String Welcome The comment on the invitation.

someone@example. The ID or logon email address of the invited

TargetEntit Strin
9 y 9 com account.
MasterAccount| The ID of the management account of the
String 172841235500%*** , 9
d resource directory.
MasterAccount . . The name of the management account of
String Alice .
Name the resource directory.
e . 2018-08- The time when the invitation was modified.
ModifyTime String R .
10T09:55:41Z The time is displayed in UTC.
The type of the invited account. Valid
values:
TargetType String Email e Account: indicates the ID of the account.
® Email: indicates the logon email address
of the account.
Handshakeld String h-ycm4rp**** The ID of the invitation.
Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=InviteAccountToResourceDirectory
&TargetEntity=someonelexample.com
&TargetType=Email

&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK
Content-Type:application/xml

<InviteAccountToResourceDirectoryResponse>
<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

<Handshake>

<HandshakeId>h-ycmdrp****</HandshakeId>

<ResourceDirectoryId>rd-abcdef****</ResourceDirectoryId>

<MasterAccountId>172841235500****</MasterAccountId>

<MasterAccountName>Alice</MasterAccountName>

<TargetEntity>someone@example.com</TargetEntity>

<TargetType>Email</TargetType>

<Note>Welcome</Note>

<Status>Pending</Status>

<CreateTime>2018-08-10T09:55:41%2</CreateTime>
<ModifyTime>2018-08-10T09:55:412</ModifyTime>
<ExpireTime>2018-08-24T09:55:4172</ExpireTime>

</Handshake>

</InviteAccountToResourceDirectoryResponse>

JsoN format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId"
"Handshake" : {
"HandshakeId"
"ResourceDirectoryId"
"MasterAccountId"
"MasterAccountName"
"TargetEntity"
"TargetType" "Email",
"Note"
"Status"

"Welcome",

"Pending",

"9B34724D-54B0-4A51-B34D-4512372FE1BE",

"h-ycm4rp*x***",

Urdsabedefxssxny

"172841235500****",
"Alice",

"someone@example.com",

"CreateTime"
"ModifyTime"

"ExpireTime"

"2018-08-10T09:55:412",
"2018-08-10T09:55:412z",
"2018-08-24T09:55:412"

Error codes

HTTP
status Error code
code
MissingParameter.Ta
400 9

rgetEntity

Error message

You must specify TargetEntity.

Description

The error message returned
because the TargetEntity
parameter is not configured.
Configure this parameter.

> Document Version: 20220623

95



API Reference-API Reference (Resou

rce Directory)

Resource Management

HTTP
status
code

400

400

400

400

400

404

409

409

Error code

InvalidParameter.Tar
getEntity

MissingParameter.Ta
rgetType

InvalidParameter.Tar
getType

InvalidParameter.No
te.Length

InvalidParameter.No
te

EntityNotExists.Reso
urceDirectory

LimitExceeded.Acco
unt

LimitExceeded.Invita
tionRate

Error message

The TargetEntity is invalid.

You must specify TargetType.

The TargetType is invalid.

The length of the invitation note
exceeds the limit.

The Note is invalid.

The resource directory for the
account is not enabled. We
recommend that you first
enable the resource directory for
the account.

The maximum number of
member accounts in a resource
directory exceeds the limit.

The number of invitations sent
exceeds the limit.

Description

The error message returned
because the value of the
TargetEntity parameter is
invalid. The value must be the ID
or logon email address of an
account.

The error message returned
because the TargetType
parameter is not configured.
Configure this parameter.

The error message returned
because the value of the
TargetType parameter is invalid.
The value can be Account or
Email.

The error message returned
because the length of the
comment on the invitation has
exceeded the upper limit. The
comment can be up to 1,024
characters in length.

The error message returned
because the value of the Note
parameter is invalid.

The error message returned
because the account has not
been used to enable a resource
directory. Use the account to
enable a resource directory first.

The error message returned
because the number of
members in the resource
directory has exceeded the
upper limit.

The error message returned
because the maximum number
of invitations you can send per
day has been reached. A
maximum of 20 invitations can
be sent per day.
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HTTP
status
code

409

409

Error code

EntityAlreadyExists.H
andshake

Invalid.AccountType

Error message

Handshakes with the same
target entity already exist.

The specified profile type of
account is invalid.

For a list of error codes, visit the API Error Center.

8.3.10. GetHandshake

Queries the information of an invitation.

Usage notes

Description

The error message returned
because the invited account has
a pending invitation. The owner
of the invited account must
process the invitation first.

The error message returned
because the account type is
invalid. Use an enterprise
account.

In this example, the information of the invitation whose IDis  h-yecmarp**** is queried.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

Handshakeld

Type Required Example
String Yes GetHandshake
String Yes h-ycm4rp****

Description

The operation that you want to
perform. Set the value to
GetHandshake.

The ID of the invitation.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter

Requestlid

Type

String

Example Description

9B34724D-54B0-

4A51-B34D- The ID of the request.

4512372FE1BE
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Parameter Type Example Description

Handshake Object The information of the invitation.

The status of the invitation. Valid values:
e Pending: The invitation is waiting for
confirmation.
Status String Pending ® Accepted: The invitation is accepted.
® (ancelled: The invitation is canceled.
e Declined: The invitation is rejected.

® Expired: The invitation expires.

ExpireTime Strin 2018-08- The time when the invitation expires. The
P 9 24T09:55:41Z time is displayed in UTC.
CreateTime Strin 2018-08- The time when the invitation was created.
9 10T09:55:41Z The time is displayed in UTC.
. ) someone@example. The ID or logon email address of the invited

TargetEntity String com account

MasterAccountl String 1728471235500+ The ID of the management account of the

d resource directory.

Handshakeld String h-ycm4rp***+* The ID of the invitation.
The real-name verification information of the
management account of the resource
directory.

MasterAccount Strin compan

RealName 9 pany

@ Note This parameter is available
only when an invitee calls this operation.

ResourceDirect

oryld String rd-abcdef**** The ID of the resource directory.
The real-name verification information of the
invitee.
InvitedAccount
Strin Alice
RealName 9

@ Note This parameter is available
only when an invitee calls this operation.
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Parameter Type Example
Note String Welcome
MasterAccount company@example.
. String pany@examp

Name com
TargetType String Email

2018-08-
ModifyTime String 018-08

10T09:55:412

Examples

Sample requests

Description

The comment on the invitation.

The name of the management account of
the resource directory.

The type of the invited account. Valid
values:

® Account: indicates the ID of the account.

® Email: indicates the logon email address
of the account.

The time when the invitation was modified.
The time is displayed in UTC.

https://resourcemanager.aliyuncs.com/?Action=GetHandshake

&HandshakeId=h-ycmdrp****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<GetHandshakeResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

<Handshake>
<HandshakeId>h-ycmdrp****</HandshakeId>

<ResourceDirectoryld>rd-abcdef****</ResourceDirectoryId>
<MasterAccountId>172841235500****</MasterAccountId>
<MasterAccountName>company@example.com</MasterAccountName>

<MasterAccountRealName>company</MasterAccountRealName>

<InvitedAccountRealName>Alice</InvitedAccountRealName>

<TargetEntity>someone@example.com</TargetEntity>

<TargetType>Email</TargetType>
<Note>Welcome</Note>
<Status>Pending</Status>
<CreateTime>2018-08-10T09:55:412</CreateTime>
<ModifyTime>2018-08-10T09:55:412</ModifyTime>
<ExpireTime>2018-08-24T09:55:412</ExpireTime>
</Handshake>
</GetHandshakeResponse>
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Json format

HTTP/1.1 200 OK
Content-Type:application/json

{

"RequestId"

"Handshake" : {

"HandshakeId"
"ResourceDirectoryId"
"MasterAccountId"
"MasterAccountName"
"MasterAccountRealName"
"InvitedAccountRealName"
"TargetEntity"
"TargetType"
"Note"
"Status"

"Email",
"Welcome",
"Pending",
"CreateTime"
"ModifyTime"

"ExpireTime"

Error codes

HTTP
status Error code
code
MissingParameter.Ha
400
ndshakeld
InvalidParameter.Ha
4
00 ndshakeld
EntityNotExists.Hand
404
shake
400 HandshakeSt at usMis
match
MissingAccountReal
409 9

Name

"9B34724D-54B0-4A51-B34D-4512372FE1BE",

"h-ycmd4rp****",
"rd-abcdef*xxx",
"172841235500* k% *",

"company@example.com",
"company",
"Alice",

"someone@example.com",

"2018-08-10T09:55:41z",
"2018-08-10T09:55:412",
"2018-08-24T09:55:4172"

Error message

You must specify Handshakeld.

The Handshakeld is invalid.

The specified handshake does
not exist.

The invitation is invalid.

The name of the invited account
is not specified.

Description

The error message returned
because the Handshakeld
parameter is not configured.
Configure this parameter.

The error message returned
because the value of the
Handshakeld parameter is
invalid. The value must start
with h- followed by 16
characters. Valid characters
include letters and digits.

The error message returned
because the invitation does not
exist. Specify a valid invitation.

The error message returned
because the invitation is invalid.

The error message returned
because the name of the invited
account is not specified.
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HTTP
status Error code Error message Description
code
o The error message returned
The account invited has not o
NoRealNameAuthen because the invited account has
409 passed real-name

tication not passed real-name

authentication. .
verification.

For a list of error codes, visit the API Error Center.

8.3.11. AcceptHandshake

Accepts an invitation.

Usage notes

After an invited Alibaba Cloud account joins a resource directory, it becomes a member of the resource
directory. By default, the name of the invited Alibaba Cloud account is used as the display name of the
account in the resource directory.

This topic provides an example on how to call the APl operation to accept the invitation h-
Th8TuPfvvot0**** that is initiated to invite the Alibaba Cloud account  177242285274***x  to jointhe
resource directory rd-3G****

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
Action String Yes AcceptHandshake perform. Set the value to
AcceptHandshake.

The ID of the invitation.

h- You can call the
IhSIUPfVV Ot 0**** ListHandshakesForAccount operation
to obtain the ID.

Handshakeld String Yes

For more information about common request parameters, see Common parameters.

Response parameters
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Parameter

Requestlid

Handshake

Status

ExpireTime

ResourceDirect
oryld

CreateTime

Note

TargetEntity

MasterAccountl
d

MasterAccount
Name

ModifyTime

Type

String

Object

String

String

String

String

String

String

String

String

String

Example

5828(C836-3286-
49A6-9006-
15231BB19342

Accepted

2021-01-
20T02:15:40Z

rd-3G**+

2021-01-
06T02:15:40Z

Welcome

177242285274****

151266687691****

CompanyA

2021-01-
06T02:16:40Z

Description

The ID of the request.

The information of the invitation.

The status of the invitation. Valid values:

e PpPending: The invitation is waiting for
confirmation.

® Accepted: The invitation is accepted.

® (Cancelled: The invitation is canceled.

e Declined: The invitation is rejected.

® Expired: The invitation expires.

The time when the invitation expires. The
time is displayed in UTC.

The ID of the resource directory.

The time when the invitation was created.
The time is displayed in UTC.

The comment on the invitation.

The ID or logon email address of the invited
Alibaba Cloud account.

The ID of the management account of the
resource directory.

The name of the management account of
the resource directory.

The time when the invitation was modified.
The time is displayed in UTC.
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Parameter Type Example Description

The type of the invited Alibaba Cloud
account. Valid values:

e Account: indicates the ID of the Alibaba

TargetType String Account
Cloud account.
® Email: indicates the logon email address
of the Alibaba Cloud account.
Handshakeld String h-1h8luPfvV Ot 0**** The ID of the invitation.
Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=AcceptHandshake
&HandshakeId=h-Th8TIuPfvVOtQ****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<AcceptHandshakeResponse>
<RequestId>5828C836-3286-49A6-9006-15231BB19342</RequestId>
<Handshake>
<Status>Accepted</Status>
<ModifyTime>2021-01-06T02:16:402</ModifyTime>
<ResourceDirectoryId>rd-3G****</ResourceDirectoryId>
<HandshakeId>h-Th8IuPfvV0t0****</HandshakeId>
<Note>Welcome</Note>
<CreateTime>2021-01-06T02:15:402</CreateTime>
<TargetType>Account</TargetType>
<MasterAccountId>151266687691****</MasterAccountId>
<MasterAccountName>CompanyA</MasterAccountName>
<ExpireTime>2021-01-20T02:15:40Z2</ExpireTime>
<TargetEntity>177242285274****</TargetEntity>
</Handshake>
</AcceptHandshakeResponse>

Json format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId"

"Handshake" : {
"Status" "Accepted",
"ModifyTime"

"ResourceDirectoryId"

"5828C836-3286-49A6-9006-15231BB19342",

"2021-01-06T02:16:40Z",

"rd_3G****n,

"HandshakeId" "h-Th8TuPfvVOtO****",
"Note" "Welcome",

"CreateTime" "2021-01-06T02:15:40z",
"TargetType" "Account",
"MasterAccountId" "151266687691** **"
"MasterAccountName" "CompanyA",
"ExpireTime" "2021-01-20T02:15:402Z2",
"TargetEntity" "177242285274*Fxx"

Error codes

HTTP

status Error code

code
MissingParameter.Ha

4

00 ndshakeld

400 InvalidParameter.Ha
ndshakeld

404 EntityNotExists.Hand
shake

404 SpeufledRes_ourceDlr
ectoryNotExists
HandshakeSt at usMis

409

match

Error message

You must specify Handshakeld.

The Handshakeld is invalid.

The specified handshake does
not exist.

The specified resource directory
does not exist. You must specify
a valid resource directory.

The invitation is invalid.

Description

The error message returned
because the Handshakeld
parameter is not specified.
Specify this parameter.

The error message returned
because the value of the
Handshakeld parameter is
invalid. The value must start
with h- followed by 16
characters. Valid characters
include letters and digits.

The error message returned
because the invitation does not
exist. Specify a valid invitation.

The error message returned
because the specified resource
directory does not exist. Specify
a valid resource directory.

The error message returned
because the invitation is invalid.
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HTTP
status
code

409

409

409

Error code

NotSupport.Account
InAnotherResourceDi
rectory

Invalid.AccountType

NotSupport.Account
.RealNameType

Error message

Your account is @ management
account for another resource
directory or a member of
another resource directory.

The specified profile type of
account is invalid.

Your account is not a real-name
of enterprise type, so you
cannot accept the invitation.

For a list of error codes, visit the API Error Center.

8.3.12. DeclineHandshake

Rejects an invitation.

Debugging

Description

The error message returned
because your account is the
management account or a
member of another resource
directory.

The error message returned
because the account type is
invalid. Use an enterprise
account.

The error message returned
because your account does not
pass enterprise real-name
verification and you cannot
accept the invitation.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

Handshakeld

Response parameters

Parameter

Handshake

Type Required Example
. DeclineHandshak
String Yes
e
String Yes h-ycm4rp****
Type Example Description
Struct

Description

The operation that you want to

perform. Set the value to
DeclineHandshake.

The ID of the invitation.

The information of the invitation.
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Parameter

CreateTime

ExpireTime

Handshakeld

MasterAccountl
d

MasterAccount
Name

ModifyTime

Note

ResourceDirect
oryld

Status

TargetEntity

TargetType

Requestlid

Type

String

String

String

String

String

String

String

String

String

String

String

String

Example

2018-08-
10T09:55:41Z

2018-08-
10T09:55:41Z2

h-ycm4rp****

172841235500****

Alice

2018-08-
10T09:55:41Z

Welcome

rd-abcdef****

Declined

someone@example.

com

Email

9B34724D-54B0-
4A51-B34D-
4512372FE1BE

Description

The time when the invitation was created.

The time when the invitation expires.

The ID of the invitation.

The ID of the enterprise management
account of the resource directory.

The name of the enterprise management
account of the resource directory.

The time when the invitation was modified.

The invitation note.

The ID of the resource directory.

The status of the invitation. Valid values:

e pending: The invitation is waiting for
confirmation.

® Accepted: The invitation is accepted.

® (Cancelled: The invitation is canceled.

e Declined: The invitation is rejected.

® Expired: The invitation expired.

The ID or logon email address of the invited
account.

The type of the invited account. Valid
values:

e Account: indicates the ID of the account.

® Email: indicates the logon email address
of the account.

The ID of the request.
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Examples

Sample requests

https://resource-manager.aliyuncs.com/?Action=DeclineHandshake

&HandshakeId=h-ycmdrp****

&<Common request parameters>

Sample success responses

xML  format

<DeclineHandshakeResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

<Handshake>

<HandshakeId>h-ycmd4rp****</HandshakeId>

<ResourceDirectoryId>rd-abcdef****</ResourceDirectoryId>
<MasterAccountId>172841235500****</MasterAccountId>

<MasterAccountName>Alice</MasterAccountName>

<TargetEntity>someone@example.com</TargetEntity>

<TargetType>Email</TargetType>
<Note>Welcom</Note>
<Status>Declined</Status>

<CreateTime>2018-08-10T09:55:412</CreateTime>
<ModifyTime>2018-08-10T09:55:417</ModifyTime>
<ExpireTime>2018-08-17T09:55:4127</ExpireTime>

</Handshake>

</DeclineHandshakeResponse>

JsoN format

"RequestId": "9B34724D-54B0-4A51-B34D-4512372FE1BE",

"Handshake": {
"HandshakeId": "h-ycm4rp****",

"ResourceDirectoryId": "rd-abcdef****",
"MasterAccountId": "172841235500****",

"MasterAccountName": "Alice",

"TargetEntity": "someone@example.com",

"TargetType": "Email",

"Note": "Welcom",

"Status": "Declined",

"CreateTime": "2018-08-10T09:55:41z",
"ModifyTime": "2018-08-10T09:55:41z",
"ExpireTime": "2018-08-17T09:55:41Z27"

Error codes
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HTTP
status
code

400

400

404

409

Error code

MissingParameter.Ha
ndshakeld

InvalidParameter.Ha
ndshakeld

EntityNotExists.Hand
shake

HandshakeSt at usMis
match

Error message

You must specify Handshakeld.

The Handshakeld is invalid.

The specified handshake does
not exist.

The invitation is invalid.

For a list of error codes, visit the API Error Center.

8.3.13. CancelHandshake

Cancels an invitation.

Usage notes

This topic provides an example on how to call the APl operation to cancel the invitation whose IDis  h-

YCMATp* * **

Debugging

Description

The error message returned
because the Handshakeld
parameter is not specified.
Specify this parameter.

The error message returned
because the value of the
Handshakeld parameter is
invalid. The value must start
with h- followed by 16
characters. Valid characters are
letters and digits.

The error message returned
because the invitation does not
exist. Specify a valid invitation.

The error message returned
because the invitation is invalid.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

Handshakeld

Type Required Example
String Yes CancelHandshake
String Yes h-ycmd4rp****

Description

The operation that you want to
perform. Set the value to
CancelHandshake.

The ID of the invitation.

For more information about common request parameters, see Common parameters.
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Response parameters

Parameter

Requestld

Handshake

Status

ExpireTime

ResourceDirect
oryld

CreateTime

Note

TargetEntity

MasterAccount|
d

MasterAccount
Name

ModifyTime

Type

String

Object

String

String

String

String

String

String

String

String

String

Example

9B34724D-54B0-
4A51-B34D-
4512372FE1BE

Cancelled

2018-08-
24T09:55:41Z

h-ycmd4rp****

2018-08-
10T09:55:41Z

Welcome

someone@example.

com

172841235500****

Alice

2018-08-
10T09:55:41Z

Description

The ID of the request.

The information of the invitation.

The status of the invitation. Valid values:

e Pending: The invitation is waiting for
confirmation.

e Accepted: The invitation is accepted.

e (ancelled: The invitation is canceled.

e Declined: The invitation is rejected.

® Expired: The invitation expires.

The time when the invitation expires. The
time is displayed in UTC.

The ID of the resource directory.

The time when the invitation was created.
The time is displayed in UTC.

The comment on the invitation.

The ID or logon email address of the invited
account.

The ID of the management account of the
resource directory.

The name of the management account of
the resource directory.

The time when the invitation was modified.
The time is displayed in UTC.
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Parameter Type Example Description

The type of the invited account. Valid
values:

TargetType String Email e Account: indicates the ID of the account.

® Email: indicates the logon email address
of the account.

Handshakeld String h-ycm4rp**** The ID of the invitation.

For more information about common request parameters, see Common parameters.

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=CancelHandshake
&HandshakeId=h-ycm4rp****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<CancelHandshakeResponse>
<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>
<Handshake>
<HandshakeId>h-ycmdrp****</HandshakeId>
<ResourceDirectoryId>rd-abcdef****</ResourceDirectoryId>
<MasterAccountId>172841235500****</MasterAccountId>
<MasterAccountName>Alice</MasterAccountName>
<TargetEntity>someone@example.com</TargetEntity>
<TargetType>Email</TargetType>
<Note>Welcome</Note>
<Status>Cancelled</Status>
<CreateTime>2018-08-10T09:55:41%z</CreateTime>
<ModifyTime>2018-08-10T09:55:412</ModifyTime>
<ExpireTime>2018-08-24T09:55:4172</ExpireTime>
</Handshake>

</CancelHandshakeResponse>

Json format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "9B34724D-54B0-4A51-B34D-4512372FE1BE",

"Handshake" : {
"HandshakeId" : "h-ycm4rp****",
"ResourceDirectoryId" : "rd-abcdef****",
"MasterAccountId" : "172841235500****",
"MasterAccountName" : "Alice",
"TargetEntity" : "someone@example.com",
"TargetType" : "Email",
"Note" : "Welcome",
"Status" : "Cancelled",
"CreateTime" : "2018-08-10T09:55:41z",
"ModifyTime" : "2018-08-10T09:55:4172",
"ExpireTime" : "2018-08-24T09:55:41z"

Error codes

HTTP

status Error code Error message

code
MissingParameter.Ha .

4 Y t fy H hakeld.

00 ndshakeld ou must specify Handshakeld

| lidpP ter.H

400 nvatidrarameter.fia The Handshakeld is invalid.
ndshakeld

404 EntityNotExists.Hand The specified handshake does
shake not exist.

409 HandshakestatusMis The invitation is invalid.
match

For a list of error codes, visit the API Error Center.

Description

The error message returned
because the Handshakeld
parameter is not specified.
Specify this parameter.

The error message returned
because the value of the
Handshakeld parameter is
invalid. The value must start
with h- followed by 16
characters. Valid characters
include letters and digits.

The error message returned
because the invitation does not
exist. Specify a valid invitation.

The error message returned
because the invitation is invalid.

8.3.14. ListHandshakesForAccount

Queries the invitations that are associated with an account.

Usage notes
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This topic provides an example on how to call the APl operation to query the invitations that are

associated with the management account

invitations are associated with the management account.

Debugging

172841235500**** . The response shows that two

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend

that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

PageNumber

PageSize

Type

String

Integer

Integer

Required

Yes

No

No

Example

ListHandshakesFo
rAccount

10

Description

The operation that you want to
perform. Set the value to
ListHandshakesForAccount.

The number of the page to return.

Pages start from page 1. Default
value: 1.

The number of entries to return on
each page.

Valid values: 1 to 100. Default value:
10.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example Description

TotalCount Integer 2 The total number of invitations.
9B34724D-54B0-

Requestlid String 4A51-B34D- The ID of the request.
4512372FE1BE

PageSize Integer 10 The number of entries returned per page.

PageNumber Integer 1 The page number of the returned page.

Handshakes Array of The information of the invitations.

Handshake
Handshake
112
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Parameter

Status

ExpireTime

ResourceDirect
oryld

CreateTime

Note

TargetEntity

MasterAccount|
d

MasterAccount
Name

ModifyTime

TargetType

Handshakeld

Type

String

String

String

String

String

String

String

String

String

String

String

Example

Pending

2018-08-
24T09:55:41Z

rd-abcdef****

2018-08-
10T09:55:41Z

Welcome

someone@example.
com

172841235500****

CompanyA

2018-08-
10T09:55:41Z

Email

h-4N57QZz CTtES****

Description

The status of the invitation. Valid values:

e PpPending: The invitation is waiting for
confirmation.

e Accepted: The invitation is accepted.

e Cancelled: The invitation is canceled.

® Declined: The invitation is rejected.

® Expired: The invitation expires.

The time when the invitation expires. The
time is displayed in UTC.

The ID of the resource directory.

The time when the invitation was created.
The time is displayed in UTC.

The comment on the invitation.

The ID or logon email address of the invited
Alibaba Cloud account.

The ID of the management account of the
resource directory.

The name of the management account of
the resource directory.

The time when the invitation was modified.
The time is displayed in UTC.

The type of the invited Alibaba Cloud
account. Valid values:

® Account: indicates the ID of the account.

® Email: indicates the logon email address
of the account.

The ID of the invitation.
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Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=ListHandshakesForAccount

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<ListHandshakesForAccountResponse>
<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>
<PageNumber>1</PageNumber>
<PageSize>10</PageSize>
<TotalCount>2</TotalCount>
<Handshakes>
<Handshake>
<HandshakeId>h-4N57QZzCTtES****</HandshakeId>
<ResourceDirectoryld>rd-abcdef****</ResourceDirectoryId>
<MasterAccountId>172841235500****</MasterAccountId>
<MasterAccountName>CompanyA</MasterAccountName>
<TargetEntity>someone@example.com</TargetEntity>
<TargetType>Email</TargetType>
<Note>Welcome</Note>
<Status>Pending</Status>
<CreateTime>2018-08-10T09:55:41%</CreateTime>
<ModifyTime>2018-08-10T09:55:412</ModifyTime>
<ExpireTime>2018-08-24T09:55:4172</ExpireTime>
</Handshake>
<Handshake>
<HandshakeId>h-BeJZW63fHT41****</HandshakeId>
<ResourceDirectoryld>rd-abcdef****</ResourceDirectoryld>
<MasterAccountId>172841235500****</MasterAccountId>
<MasterAccountName>CompanyA</MasterAccountName>
<TargetEntity>172841235500****</TargetEntity>
<TargetType>Account</TargetType>
<Note>Welcome</Note>
<Status>Pending</Status>
<CreateTime>2018-08-10T09:55:41%Z</CreateTime>
<ModifyTime>2018-08-10T09:55:417</ModifyTime>
<ExpireTime>2018-08-24T09:55:412</ExpireTime>
</Handshake>
</Handshakes>

</ListHandshakesForAccountResponse>

Json format

114 > Document Version: 20220623



Resource Management

AP| Reference-API Reference (Resou
rce Directory)

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "9B34724D-54B0-4A51-B34D-4512372FE1BE",

"PageNumber" : 1,

"PageSize" : 10,

"TotalCount" : 2,

"Handshakes" : {

"Handshake" : [ {
"HandshakeId" : "h-4N57QZzCTtES****x",
"ResourceDirectoryId" : "rd-abcdef****",
"MasterAccountId" : "172841235500****"
"MasterAccountName" : "CompanyA",
"TargetEntity" : "someone@example.com",
"TargetType" : "Email",
"Note" : "Welcome",
"Status" : "Pending",
"CreateTime" : "2018-08-10T09:55:41z",
"ModifyTime" : "2018-08-10T09:55:41z",
"ExpireTime" : "2018-08-24T09:55:41z"
oo A

"HandshakeId" : "h-BeJZW63fHT4l****",
"ResourceDirectoryId" : "rd-abcdef****",
"MasterAccountId" : "172841235500%****",
"MasterAccountName" : "CompanyA",
"TargetEntity" : "172841235500****",
"TargetType" : "Account",
"Note" : "Welcome",
"Status" : "Pending",
"CreateTime" : "2018-08-10T09:55:41z2",
"ModifyTime" : "2018-08-10T09:55:41z",
"ExpireTime" : "2018-08-24T09:55:417Z"

b

Error codes

For a list of error codes, visit the API Error Center.

8.3.15. ListHandshakesForResourceDirectory

Queries invitations in a resource directory.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample

code of the operation for different SDKs.

Request parameters
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Parameter Type Required Example Description

The operation that you want to

ListHandshakesFo
. ) . perform. Set the value to
Action String Yes rResourceDirector . .
ListHandshakesForResourceDirecto
y
ry.
The number of the page to return.
PageNumber Integer No 1 Pages start from page 1. Default
value: 1.
The number of entries to return on
each page.
PageSize Integer No 10

Valid values: 1 to 100. Default value:
10.

For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example Description
TotalCount Integer 2 The total number of entries returned.

9B34724D-54B0-

Requestlid String 4A51-B34D- The ID of the request.
4512372FE1BE
PageSize Integer 10 The number of entries returned per page.
PageNumber Integer 1 The page number of the returned page.
Array of . . R
Handshakes 4 The information of the invitations.
Handshake
Handshake
The status of the invitation. Valid values:
e Pending: The invitation is waiting for
confirmation.
Status String Pending ® Accepted: The invitation is accepted.

® (ancelled: The invitation is canceled.
e Declined: The invitation is rejected.

e Expired: The invitation expires.
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Parameter
ExpireTime

ResourceDirect
oryld

CreateTime

Note

TargetEntity

MasterAccountl
d

MasterAccount
Name

ModifyTime

TargetType

Handshakeld

Examples

Sample requests

Type

String

String

String

String

String

String

String

String

String

String

Example

2018-08-
24T09:55:41Z

rd-abcdef****

2018-08-
10T09:55:41Z

Welcome

someone@example.

com

172841235500****

Alice

2018-08-
10T09:55:41Z

Email

h-ycm4rp****

Description

The time when the invitation expires. The
time is displayed in UTC.

The ID of the resource directory.

The time when the invitation was created.
The time is displayed in UTC.

The comment on the invitation.

The ID or logon email address of the invited
account.

The ID of the management account of the
resource directory.

The name of the management account of
the resource directory.

The time when the invitation was modified.
The time is displayed in UTC.

The type of the invited account. Valid
values:

® Account: indicates the ID of the account.

® Email: indicates the logon email address
of the account.

The ID of the invitation.

https://resourcemanager.aliyuncs.com/?Action=ListHandshakesForResourceDirectory

&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK
Content-Type:application/xml

<ListHandshakesForResourceDirectoryResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>
<PageNumber>1</PageNumber>
<PageSize>10</PageSize>
<TotalCount>2</TotalCount>
<Handshakes>
<Handshake>
<HandshakeId>h-ycmédrp****</HandshakeId>
<ResourceDirectoryId>rd-abcdef****</ResourceDirectoryId>
<MasterAccountId>172841235500****</MasterAccountId>
<MasterAccountName>Alice</MasterAccountName>
<InviteEntity>someone@example.com</InviteEntity>
<InviteType>Email</InviteType>
<Note>Welcome</Note>
<Status>Pending</Status>
<CreateTime>2018-08-10T09:55:4172</CreateTime>
<ModifyTime>2018-08-10T09:55:41%z</ModifyTime>
<ExpireTime>2018-08-24T09:55:412</ExpireTime>
</Handshake>
<Handshake>
<HandshakeId>h-ycmdrp****</HandshakeId>
<ResourceDirectoryId>rd-abcdef****</ResourceDirectoryId>
<MasterAccountId>172841235500****</MasterAccountId>
<MasterAccountName>Alice</MasterAccountName>
<TargetEntity>172841235500****</TargetEntity>
<TargetType>Account</TargetType>
<Note>Welcome</Note>
<Status>Pending</Status>
<CreateTime>2018-08-10T09:55:412</CreateTime>
<ModifyTime>2018-08-10T09:55:412</ModifyTime>
<ExpireTime>2018-08-24T09:55:41%</ExpireTime>
</Handshake>
</Handshakes>

</ListHandshakesForResourceDirectoryResponse>

JsoN format
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HTTP/1.1 200 OK
Content-Type:application/json

{

"RequestId" "9B34724D-54B0-4A51-B34D-4512372FE1BE",
"PageNumber" i,
"PageSize" 10,
"TotalCount" 2,
"Handshakes" : {
"Handshake" : [ {
"HandshakeId" "h-ycm4rp****",

"ResourceDirectoryId" "rd-abcdef****",

"MasterAccountId" "172841235500** **"
"MasterAccountName" "Alice",
"InviteEntity" "someone@example.com",
"InviteType" "Email",
"Note" "Welcome",
"Status" "Pending",
"CreateTime" "2018-08-10T09:55:41z2",
"ModifyTime" "2018-08-10T09:55:41z2",
"ExpireTime" "2018-08-24T09:55:4172"

{
"HandshakeId" Ma=yrend e+ 5 W

"ResourceDirectoryId" "rd-abcdefx*xx",

"MasterAccountId" "172841235500** **"
"MasterAccountName" "Alice",
"TargetEntity" "172841235500* ***",
"TargetType" "Account",

"Note" "Welcome",

"Status" "Pending",

"CreateTime" "2018-08-10T09:55:41z",
"ModifyTime" "2018-08-10T09:55:41z2",
"ExpireTime" "2018-08-24T09:55:41z"

]

Error codes

HTTP
status
code

404

Error code Error message

The resource directory for the
account is not enabled. We
recommend that you first
enable the resource directory for
the account.

EntityNotExists.Reso
urceDirectory

For a list of error codes, visit the API| Error Center.

Description

The error message returned
because the account has not
been used to enable a resource
directory. Use the account to
enable a resource directory first.
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8.3.16.

SendVerificationCodeForBindSecureMobilePhone

Sends a verification code to the mobile phone number that you want to bind to a resource account in a
resource directory for security purposes.

Usage notes

To ensure that the system can record the operators of management operations, you must use a RAM
user or RAM role to which the AliyunResourceDirectoryFullAccess policy is attached within the
management account of your resource directory to call this operation.

In this example, a verification code is sent to the mobile phone number that you want to bind to the
resource account 138660628348%*xx
Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
perform. Set the value to
SendVerificationCodeForBindSecur
eMobilePhone.

SendVerificationC
Action String Yes odeForBindSecur
eMobilePhone

The mobile phone number that you
want to bind to the resource account.

Specify the mobile phone number in
the <Country code>-<Mobile phone

number> format.

reMobilePh
secureMobilePho ¢ 0 o Yes ¥x-13900001234

ne @ Note Mobile phone
numbers inthe 86-<Mobile
phone number> format inthe
Chinese mainland are not
supported.

. 138660628348***
Accountld String Yes The ID of the resource account.

*

For more information about common request parameters, see Common parameters.

Response parameters
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Parameter Type

Requestlid String

ExpirationDate String

Examples

Sample requests

Example

DCD43660-75DD-
5D15-B342-
1B83FCA5B913

2021-12-
17T07:38:41.747Z

Description

The ID of the request.

The time when the verification code expires.

https://resourcemanager.aliyuncs.com/?Action=SendVerificationCodeForBindSecureMobilePhone

&SecureMobilePhone=xx-13900001234

&AccountId=138660628348***x*

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml

<SendVerificationCodeForBindSecureMobilePhoneResponse>

<RequestId>DCD43660-75DD-5D15-B342-1B83FCA5B913</RequestId>
<ExpirationDate>2021-12-17T07:38:41.7477Z</ExpirationDate>

</SendVerificationCodeForBindSecureMobilePhoneResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId"

"ExpirationDate"

Error codes

HTTP

status Error code

code

400 EntityAlreadyExists.R

esourceDirectory

"DCD43660-75DD-5D15-B342-1B83FCA5B913",
"2021-12-17T07:38:41.7472"

Error message

The resource directory for the
account is already enabled. We
recommend that you do not
enable the resource directory
again.

Description

The error message returned
because the account has been
used to enable a resource
directory. Do not use the
account to enable a resource
directory again.
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HTTP
status Error code Error message Description
code
The error message returned
SendValidateCodeEx For the same account, the because the number of
409 ceedsLimitForAccou number of verification codes verification codes that are sent
nt sent exceeds the limit. per day by using the account has
exceeded the upper limit.
The error message returned
400 InvalidParameter.Mo The current site does not because the specified country
bileCountryCode support the country code. code is not supported at the
current site.
. The error message returned
Your account is @ management )
NotSupport.Account because your account is the
) account for another resource
409 InAnotherResourceDi ) management account or a
directory or a member of
rectory . member of another resource
another resource directory. .
directory.

For a list of error codes, visit the API| Error Center.

8.3.17. BindSecureMobilePhone

Binds a mobile phone number to a resource account in a resource directory for security purposes.

Usage notes

You can call this operation only to bind a mobile phone number to a resource account. You cannot call
this operation to modify the mobile phone number that is bound to a resource account.

To ensure that the system can record the operators of management operations, you must use a RAM
user or RAM role to which the AliyunResourceDirectoryFullAccess policy is attached within the
management account of your resource directory to call this operation.

In this example, a mobile phone number is bound to the resource account  138660628348**** for
security purposes.
Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

. . BindSecureMobile The operation that you want to
Action String Yes Phone perform. Set the value to
BindSecureMobilePhone.
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Parameter Type

VerificationCode String

SecureMobilePho

Strin
ne 9

Accountld String

Required

Yes

Yes

Yes

Example

123456

Xx-13900001234

138660628348***

*

Description

The verification code.

You can call the
SendVerificationCodeForBindSecureMo
bilePhone operation to obtain the
verification code.

The mobile phone number that you
want to bind to the resource account.

The mobile phone number you specify
must be the same as the mobile phone
number that you specify when you call
the
SendVerificationCodeForBindSecureMo
bilePhone operation to obtain a
verification code.

Specify the mobile phone number in
the <Country code>-<Mobile phone
number> format.

@ Note Mobile phone
numbers inthe 86-<Mobile
phone number> format inthe
Chinese mainland are not
supported.

The ID of the resource account.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type
Requestlid String
Examples

Sample requests

Example

Description

0217AFEB-5318-

56D4-B167-

1933D83EDF3F

The ID of the request.

https://resourcemanager.aliyuncs.com/?Action=BindSecureMobilePhone

&VerificationCode=123456

&SecureMobilePhone=xx-13900001234

&AccountId=138660628348***x*
&<Common request parameters>
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Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml

<BindSecureMobilePhoneResponse>

<RequestId>0217AFEB-5318-56D4-B167-1933D83EDF3F</RequestId>

</BindSecureMobilePhoneResponse>

JsoN format

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId"

Error codes

"0217AFEB-5318-56D4-B167-1933D83EDF3F"

HTTP
status Error code Error message Description
code
The error message returned
because no enterprise name is
Invalid.EnterpriseNa You must specify the enterprise e
409 P pecity P specified for the account.
me name. . .
Specify an enterprise name for
the account.
The specified account does not
i The error message returned
pass enterprise real-name
. e s because the account does not
EnterpriseRealName verification. We recommend you .
409 e - . ) pass enterprise real-name
VerificationError first complete enterprise real- I )
e s verification. Complete enterprise
name verification for the e .
real-name verification first.
account.
. The error message returned
The resource directory for the 9
. because the account has been
. . account is already enabled. We
EntityAlreadyExists.R used to enable a resource
409 . recommend that you do not )
esourceDirectory . directory. Do not use the
enable the resource directory
. account to enable a resource
again. . .
directory again.
) L. The error message returned
Invalid.VerificationCo I . . L .
409 de The verification code is invalid. because the verification code is
invalid.
The error message returned
. The type or status of the because the type or status of
AccountTypeMismat yp . P
409 ch member account cannot satisfy the member does not meet the
the current operation. requirements for the current
operation.
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HTTP

status Error code

code
AccountSecureMobil

409 .
eAlreadyExists

409 CallerldentityError
NotSupport.Account

409 InAnotherResourceDi

rectory

Error message

The secure mobile number of
the member already exists.

Please use the RAM user or role
of the Management Account.

Your account is a management
account for another resource
directory or a member of
another resource directory.

For a list of error codes, visit the API Error Center.

8.4. Access control policies
8.4.1. EnableControlPolicy

Enables the Control Policy feature.

Description

The error message returned
because a mobile phone number
has been bound to the member
for security purposes.

The error message returned
because only a RAM user or RAM
role within the management
account of the resource
directory can be used to call this
operation.

The error message returned
because your account is the
management account or a
member of another resource
directory.

The Control Policy feature allows you to manage the permission boundaries of the folders or member
accounts in a resource directory in a centralized manner. T his feature is implemented based on the
resource directory. You can use this feature to develop common or dedicated rules for access control.
The Control Policy feature does not grant permissions but only defines permission boundaries. A
member account in a resource directory can be used to access resources only afterit is granted the
required permissions by using the Resource Access Management (RAM) service. For more information, see
Overview of the Control Policy feature.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type

Action

Required

String Yes

Example

EnableControlPoli

Description

The operation that you want to

perform. Set the value to

cy

EnableControlPolicy.
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For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example Description

The status of the Control Policy feature.
Valid values:

e Enabled: The Control Policy feature is

enabled.
EnablementSta String PendingEnable e pendingEnable: The Control Policy feature
tus is being enabled.

® Disabled: The Control Policy feature is
disabled.

e PpPendingDisable: The Control Policy feature
is being disabled.

8CE7BD95-EFFA-
Requestid String 4911-ATEO- The ID of the request.
BD4412697FEB

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=EnableControlPolicy

&<Common request parameters>

Sample success responses

xmr,  format
<EnableControlPolicyResponse>
<EnablementStatus>PendingEnable</EnablementStatus>

<RequestId>8CE7BDI5-EFFA-4911-A1E0-BD4412697FEB</RequestId>
</EnableControlPolicyResponse>

JsoN format

"EnablementStatus": "PendingEnable",
"RequestId": "8CE7BDI95-EFFA-4911-A1E0-BD4412697FEB"

Error codes
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HTTP

status Error code Error message Description

code

The error message returned
L because frequent enabling
. The enable operation is too :
Throttling.EnableCo . operations are performed for

409 frequent. Please try again in %s

the Control Policy feature. Try to
enable the feature a few
minutes later.

ntrolPolicy minute(s)

For a list of error codes, visit the API Error Center.

8.4.2. DisableControlPolicy

Disables the Control Policy feature.

After you disable the Control Policy feature, the system automatically detaches all control policies that
are attached to folders and member accounts. The system does not delete these control policies, but
you cannot attach themto folders or member accounts again.

@ Note ff you disable the Control Policy feature, the permissions of all folders and member
accounts in a resource directory are affected. You must proceed with caution.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to
) . DisableControlPol
Action String Yes ic perform. Set the value to
4 DisableControlPolicy.

For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example Description
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Parameter Type Example Description

The status of the Control Policy feature.
Valid values:

e Enabled: The Control Policy feature is

enabled.
EnablementSta String PendingDisable e PendingEnable: The Control Policy feature
tus is being enabled.

e Disabled: The Control Policy feature is
disabled.

e pendingDisable: The Control Policy feature
is being disabled.

7C709979-451D-
Requestid String 4(92-835D- The ID of the request.
7DDCCAA562E9

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=DisableControlPolicy

&<Common request parameters>

Sample success responses

xML  format

<DisableControlPolicyResponse>
<EnablementStatus>PendingDisable</EnablementStatus>
<RequestId>7C709979-451D-4C92-835D-7DDCCAA562E9</RequestId>

</DisableControlPolicyResponse>

Json format

"EnablementStatus": "PendingDisable",
"RequestId": "7C709979-451D-4C92-835D-7DDCCAA562E9"

Error codes

For a list of error codes, visit the API Error Center.

8.4.3. GetControlPolicyEnablementStatus

Queries the status of the Control Policy feature.

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to
) ) GetControlPolicyE
Action String Yes perform. Set the value to
nablementStatus .
GetControlPolicyEnablementStatus.

For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example Description

The status of the Control Policy feature.
Valid values:

® Enabled: The Control Policy feature is

enabled.
EnablementSta String Disabled e PpendingEnable: The Control Policy feature
tus is being enabled.

e Disabled: The Control Policy feature is
disabled.

e PpendingDisable: The Control Policy feature
is being disabled.

TDC39A4E-3B52-
Requestld String 4EFE-9F93-
4897D7FFAQ0C4

The ID of the request.

Examples
Sample requests

https://resourcemanager.aliyuncs.com/?Action=GetControlPolicyEnablementStatus

&<Common request parameters>

Sample success responses

xML  format

<GetControlPolicyEnablementStatusResponse>
<EnablementStatus>Disabled</EnablementStatus>
<RequestId>1DC39A4E-3B52-4EFE-9F93-4897D7FFAOCA</RequestId>

</GetControlPolicyEnablementStatusResponse>

Json format
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"EnablementStatus": "Disabled",
"RequestId": "1DC39A4E-3B52-4EFE-9F93-4897D7FFAQC4"

Error codes

For a list of error codes, visit the API| Error Center.

8.4.4. CreateControlPolicy

Creates a custom access control policy.

Usage notes

This topic provides an example on how to call the APl operation to create a custom access control
policy named ExampleControlPolicy . This access control policy is used to prohibit modifications to
the ResourceDirectoryAccountAccessRole role and the permissions of the role.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
PolicyName String
Description String

Required Example

CreateControlPoli

Yes
cy
E
Yes x.ampleControlP
olicy
ExampleControlP
No Xamp

olicy

Description

The operation that you want to
perform. Set the value to
CreateControlPolicy.

The name of the access control policy.

The name must be 1 to 128 characters
in length. The name can contain
letters, digits, and hyphens (-) and
must start with a letter.

The description of the access control
policy.

The description must be 1to 1,024
characters in length. The description
can contain letters, digits, underscores
(1), and hyphens (-) and must start
with a letter.
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Parameter Type Required Example
EffectScope String Yes RAM
PolicyDocument String Yes null

Description

The effective scope of the access
control policy.

The value RAM indicates that the
access control policy takes effect only
for RAM users and RAM roles.

The document of the access control
policy.

The document can be a maximum of
4,096 characters in length.

For more information about the
languages of access control policies,
see Languages of access control
policies.

For more information about the
examples of access control policies,
see Examples of custom access control
policies.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type
ControlPolicy Object
UpdateDate String
Description String
EffectScope String
AttachmentCou .

nt String

Example

20217-03-
18T09:24:19Z2

ExampleControlPolic
y

Description

The details of the access control policy.

The time when the access control policy was
updated.

The description of the access control policy.

The effective scope of the access control
policy.
The value RAM indicates that the access

control policy takes effect only for RAM
users and RAM roles.

The number of times that the access control
policy is referenced.
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Parameter

PolicyName

Policyld

CreateDate

PolicyType

Requestlid

Examples

Sample requests

Type

String

String

String

String

String

Example

ExampleControlPolic
y

cp-
JEXXAGIY kwHN****

2021-03-
18T709:24:19Z

Custom

776B05B3-A0B0-
464B-A191-
FAE1119A94B2

Description

The name of the access control policy.

The ID of the access control policy.

The time when the access control policy was
created.

The type of the access control policy. Valid
values:

e System: system access control policy

e (Custom: custom access control policy

The ID of the request.

https://resourcemanager.aliyuncs.com/?Action=CreateControlPolicy

&EffectScope=RAM

&PolicyDocument={"Version":"1","Statement": [{"Effect":"Deny", "Action": ["ram:UpdateRole", "ra

m:DeleteRole", "ram:AttachPolicyToRole", "ram:DetachPolicyFromRole" ], "Resource":"acs:ram: *:*:

role/ResourceDirectoryAccountAccessRole"} ]}

&PolicyName=ExampleControlPolicy

&Description=ExampleControlPolicy

&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK

Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>

<CreateControlPolicyResponse>

<ControlPolicy>
<PolicyType>Custom</PolicyType>
<UpdateDate>2021-03-18T09:24:19%2</UpdateDate>
<Description>ExampleControlPolicy</Description>
<AttachmentCount>0</AttachmentCount>
<PolicyName>ExampleControlPolicy</PolicyName>
<CreateDate>2021-03-18T09:24:192</CreateDate>
<PolicyId>cp-JExXXAgIYkwHN****</PolicyId>
<EffectScope>RAM</EffectScope>
</ControlPolicy>

<RequestId>776B05B3-A0B0-464B-A191-F4E1119A94B2</RequestId>

</CreateControlPolicyResponse>

JsoN format

HTTP/1.1 200 OK
Content-Type:application/json
{

"ControlPolicy" : {
"PolicyType" : "Custom",
"UpdateDate" : "2021-03-18T09:24:192",
"Description" : "ExampleControlPolicy",
"AttachmentCount”" : O,
"PolicyName" : "ExampleControlPolicy",
"CreateDate" : "2021-03-18T09:24:192",
"PolicyId" : "cp-JjExXAqQIYKkwHN***x",
"EffectScope" : "RAM"

b

"RequestId" : "776B05B3-A0B0-464B-A191-F4E1119A94B2"

Error codes

For a list of error codes, visit the API Error Center.

8.4.5. GetControlPolicy

Queries the details of a control policy.

In this example, the details of the control policy cp-sImPt8GCEwig**** are queried.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample

code of the operation for different SDKs.

Request parameters
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Parameter

Action

Policyld

Language

Type

String

String

String

Required

Yes

Yes

No

Example

GetControlPolicy

cp-
SImPt8GCEwWiq****

zh-CN

Description

The operation that you want to
perform. Set the value to
GetControlPolicy.

The ID of the control policy.

The language that is used to return the
description of the control policy. Valid
values:

® zh-CN: Chinese (default value)

® en: English

® ja: Japanese

For more information about common request parameters, see Common parameters.

Response parameters

Parameter

ControlPolicy

AttachmentCou
nt

CreateDate

Description

EffectScope

Type

Struct

String

String

String

String

Example

Description

The details of the control policy.

The number of times that the control policy
is referenced.

2021-03-

18T08:5

Example
y

1:332

ControlPolic

The time when the policy was created.

The description of the control policy.

The effective scope of the control policy.
Valid values:

All: The control policy is in effect for
Alibaba Cloud accounts, RAM users, and
RAM roles.

RAM: The control policy is in effect for
RAM users and RAM roles.
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Parameter

PolicyDocumen
t

Policyld

PolicyName

PolicyType

UpdateDate

Requestlid

Examples

Sample requests

https://resourcemanager.aliyuncs.
&PolicyId=cp-SImPt8GCEwig****
&<Common request parameters>

Sample success responses

xML  format

Type

String

String

String

String

String

String

Example

{\"version\":\"1\",\"
Statement\":
[{\"Effect\":\"Deny\
" \"Action\":
[\"ram:UpdateRole\
"\"ram:DeleteRole\
",\"ram:AttachPolicy
ToRole\",\"ram:Det
achPolicyFromRole\"
1\"Resource\":\"acs
:ram:*:*:role/Resou
rceDirectoryAccount
AccessRole\"}]}

cp-
SImPt8GCEwiq****

test

Custom

2021-03-
18T08:51:33Z

AB769936-CDFA-
4D52-8CE2-
A3581800044A

Description

The document of the control policy.

The ID of the control policy.

The name of the control policy.

The type of the control policy. Valid values:

e System: system control policy

® (Custom: custom control policy

The time when the control policy was
updated.

The ID of the request.

com/?Action=GetControlPolicy
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<GetControlPolicyResponse>
<ControlPolicy>
<PolicyType>Custom</PolicyType>
<UpdateDate>2021-03-18T08:51:332</UpdateDate>
<Description>ExampleControlPolicy</Description>
<AttachmentCount>0</AttachmentCount>
<PolicyName>test</PolicyName>
<PolicyDocument>{"Version":"1","Statement": [{"Effect":"Deny", "Action": ["ram:UpdateRol
e","ram:DeleteRole", "ram:AttachPolicyToRole", "ram:DetachPolicyFromRole"], "Resource":"acs:ra
m:*:*:role/ResourceDirectoryAccountAccessRole"}] }</PolicyDocument>
<CreateDate>2021-03-18T08:51:33Z</CreateDate>
<PolicyId>cp-SImPt8GCEwWig****</PolicyId>
<EffectScope>RAM</EffectScope>
</ControlPolicy>
<RequestId>AB769936-CDFA-4D52-8CE2-A3581800044A</RequestId>
</GetControlPolicyResponse>

JsoN format

"ControlPolicy": ({

"PolicyType": "Custom",

"UpdateDate": "2021-03-18T08:51:332",

"Description": "ExampleControlPolicy",

"AttachmentCount": O,

"PolicyName": "test",

"PolicyDocument": "{\"Version\":\"1\",\"Statement\": [{\"Effect\":\"Deny\", \"Action\": [\
"ram:UpdateRole\", \"ram:DeleteRole\", \"ram:AttachPolicyToRole\", \"ram:DetachPolicyFromRole\
"],\"Resource\":\"acs:ram: *:*:role/ResourceDirectoryAccountAccessRole\"}]}",

"CreateDate": "2021-03-18T08:51:33z",

"PolicyId": "cp-SImPt8GCEwig****'",

"EffectScope": "RAM"

3o
"RequestId": "AB769936-CDFA-4D52-8CE2-A3581800044A"

Error codes

For a list of error codes, visit the API| Error Center.

8.4.6. UpdateControlPolicy

Updates a custom access control policy.

Usage notes

In this example, the name of the access control policy whose IDis  cp-jExxaqIYkwHN**** is changed

t0 NewControlPolicy

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

Policyld

NewPolicyName

NewDescription

NewPolicyDocum
ent

Type

String

String

String

String

String

Required

Yes

Yes

No

No

No

Example

UpdateControlPo
licy

cp-
JEXXAQIY KWHN****

NewControlPolicy

ExampleControlP
olicy

{"Version":"1","St
atement":
[{"Effect":"Deny",
"Action":
["ram:UpdateRol
e","ram:DeleteRo
le","ram:AttachP
olicyToRole","ra
m:DetachPolicyFr
omRole"],"Resour
ce":"acs:ram:*:*:
role/ResourceDire
ctoryAccountAcc
essRole"}]}

Description

The operation that you want to
perform. Set the value to
UpdateControlPolicy.

The ID of the access control policy.

The new name of the access control
policy.

The name must be 1 to 128 characters
in length. The name can contain
letters, digits, and hyphens (-) and
must start with a letter.

The new description of the access
control policy.

The description must be 1to 1,024
characters in length. The description
can contain letters, digits, underscores
(L), and hyphens (-) and must start
with a letter.

The new document of the access
control policy.

The document can be a maximum of
4,096 characters in length.

For more information about the
languages of access control policies,
see Languages of access control
policies.

For more information about the
examples of access control policies,
see Examples of custom access control
policies.

For more information about common request parameters, see Common parameters.
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Response parameters

Parameter

ControlPolicy

UpdateDate

Description

EffectScope

AttachmentCou
nt

PolicyName

Policyld

CreateDate

PolicyType

Requestld

Examples

Sample requests

Type

Object

String

String

String

String

String

String

String

String

String

Example

2021-03-
18T10:04:552

ExampleControlPolic
y

RAM

NewControlPolicy

cp-
JEXXAQIY kw HN****

2021-03-
18T09:24:192

Custom

2DFCE4C9-04A9-
4C83-BB14-
FE791275EC53

Description

The details of the access control policy.

The time when the access control policy was
updated.

The description of the access control policy.

The effective scope of the access control
policy. Valid values:

e All: The access control policy is in effect
for Alibaba Cloud accounts, RAM users,
and RAM roles.

® RAM: The access control policy is in effect
only for RAM users and RAM roles.

The number of times that the access control
policy is referenced.

The name of the access control policy.

The ID of the access control policy.

The time when the access control policy was
created.

The type of the access control policy. Valid
values:

e System: system access control policy

e (Custom: custom access control policy

The ID of the request.
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https://resourcemanager.aliyuncs.com/?Action=UpdateControlPolicy
&PolicyId=cp-JExXAqQIYKwHN****
&NewPolicyName=NewControlPolicy

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>

<UpdateControlPolicyResponse>

<ControlPolicy>
<PolicyType>Custom</PolicyType>
<UpdateDate>2021-03-18T10:04:55%2</UpdateDate>
<Description>ExampleControlPolicy</Description>
<AttachmentCount>0</AttachmentCount>
<PolicyName>NewControlPolicy</PolicyName>
<CreateDate>2021-03-18T09:24:192</CreateDate>
<PolicyId>cp-JExXXAqQIYkwHN****</PolicyId>
<EffectScope>RAM</EffectScope>

</ControlPolicy>
<RequestId>2DFCE4C9-04A9-4C83-BB14-FE791275EC53</RequestId>

</UpdateControlPolicyResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"ControlPolicy" : {
"PolicyType" : "Custom",
"UpdateDate" : "2021-03-18T10:04:55Z",
"Description" : "ExampleControlPolicy",
"AttachmentCount”" : O,
"PolicyName" : "NewControlPolicy",
"CreateDate" : "2021-03-18T09:24:192",
"PolicyId" : "cp-JjExXAqQIYKwHN****",
"EffectScope" : "RAM"

b

"RequestId" : "2DFCE4C9-04A9-4C83-BB14-FE791275EC53"

Error codes

For a list of error codes, visit the API Error Center.

8.4.7. DeleteControlPolicy

Deletes a custom control policy.
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If you want to delete a custom control policy that is attached to folders or member accounts, you
must call the DetachControlPolicy operation to detach the policy before you delete it.

In this example, the custom control policy cp-simpt8GcEwig**** is deleted.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to
. . DeleteControlPoli
Action String Yes c perform. Set the value to
y DeleteControlPolicy.

cp-

SIMPt8GCEWIG**** The ID of the control policy.

Policyld String Yes

For more information about common request parameters, see Common parameters.
Response pa rameters
Parameter Type Example Description
C8541E06-B207-

Requestld String 46BF-92(9- The ID of the request.
DC8DE4609D75

Examples
Sample requests

https://resourcemanager.aliyuncs.com/?Action=DeleteControlPolicy
&PolicyId=cp-SImPt8GCEwig****
&<Common request parameters>

Sample success responses
xmr,  format
<DeleteControlPolicyResponse>

<RequestId>C8541E06-B207-46BF-92C9-DC8DE4609D75</RequestId>
</DeleteControlPolicyResponse>

Json format
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"RequestId": "C8541E06-B207-46BF-92C9-DC8DE4609D75"

Error codes

For a list of error codes, visit the API Error Center.

8.4.8. AttachControlPolicy

Attaches an access control policy.

Usage notes

Afteryou attach an access control policy, the operations performed on resources by using members are
limited by the policy. Make sure that the attached policy meets your expectations. Otherwise, your
business may be affected.

By default, the system access control policy FullAliyunAccess is attached to each folder and member.

The access control policy that is attached to a folder also applies to all its subfolders and all members
in the subfolders.

A maximum of 10 access control policies can be attached to a folder or member.

This topic provides an example on how to call the APl operation to attach the custom access control
policy cp-jExxAqIvkwHN**** tothe folder fa-zpNpiT***x

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

. The operation that you want to
. . AttachControlPoli
Action String Yes c perform. Set the value to
Y AttachControlPolicy.

Policyld String Yes ,Cp_ +xxx  The ID of the access control policy.
JEXXAQIY kwHN

The ID of the object to which you want
to attach the access control policy.
Access control policies can be attached

Targetld String Yes fd-ZDNPIT **** to the following objects:

e Root folder
e Subfolders of the Root folder

e Members
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For more information about common request parameters, see Common parameters.
Response pa rameters
Parameter Type Example Description

95060F1D-6990-
Requestid String 4645-8920- The ID of the request.
A81D1BBFE992

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=AttachControlPolicy
&PolicyIld=cp-JExXAqIYKwHN****
&TargetId=fd-ZDNPiT****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" 2>
<AttachControlPolicyResponse>
<RequestId>95060F1D-6990-4645-8920-A81D1BBFE992</RequestId>
</AttachControlPolicyResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "95060F1D-6990-4645-8920-A81D1BBFE992"

Error codes

HTTP
status Error code Error message Description
code
The error message returned
404 EntityNotExists.Targ The specified target does not because the specified object
et exist in the resource directory. does not exist in the resource
directory.

For a list of error codes, visit the API| Error Center.
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8.4.9. DetachControlPolicy

Detaches an access control policy.

Usage notes

Afteryou detach an access control policy, the operations performed on resources by using members
are not limited by the policy. Make sure that the detached policy meets your expectations. Otherwise,
your business may be affected.

Both the system and custom access control policies can be detached. If an object has only one access
control policy attached, the policy cannot be detached.

This topic provides an example on how to call the APl operation to detach the custom control policy
cp-jExXAqIvkwHN**** fromthe folder fd-zDNpPiT****

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
. . DetachControlPol
Action String Yes perform. Set the value to

ic -
4 DetachControlPolicy.

Policyld String Yes jCEF;;(AqIYkWHN**** The ID of the access control policy.
The ID of the object from which you
want to detach the access control
policy. Access control policies can be

Targetld String Yes £ d-ZDNPIT**** attached to the following objects:

e Root folder
e Subfolders of the Root folder

e Members
For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description
9EA4F962-1A2E-

Requestlid String 4AFE-BEOC- The ID of the request.
B14736FC46CC
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Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=DetachControlPolicy
&PolicyIld=cp-JExXAqIYKwHN****
&TargetId=fd-ZDNPiT****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>
<DetachControlPolicyResponse>
<RequestId>9EA4F962-1A2E-4AFE-BEOC-B14736FC46CC</RequestId>
</DetachControlPolicyResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "9EA4F962-1A2E-4AFE-BEOC-B14736FC46CC"

Error codes

HTTP
status Error code Error message Description
code
The error message returned
400 NotSupport.DetachL It is not detach the last control because you are not allowed to
astControlPolicy policy on the target node. detach the only access control
policy from the object.
The error message returned
404 EntityNotExists.Targ The specified target does not because the specified object
et exist in the resource directory. does not exist in the resource
directory.

For a list of error codes, visit the AP| Error Center.

8.4.10. ListControlPolicies

Queries control policies.
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In this example, the system control policies within a resource directory are queried. The returned result
shows that the resource directory has only one system control policy. The policy is named

FullAliyunAccess

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

PolicyType

PageNumber

PageSize

Language

Type

String

String

Integer

Integer

String

Required Example

Yes

Yes

No

No

No

ListControlPolicie
s

System

10

zh-CN

Description

The operation that you want to
perform. Set the value to
ListControlPolicies.

The type of control policies. Valid
values:

e System: system control policy

® Custom: custom control policy

The number of the page to return.

Pages start from page 1. Default
value: 1.

The number of entries to return on
each page.

Valid values: 1 to 100. Default value:
10.

The language that is used to return the
descriptions of the control policies.
Valid values:

® zh-CN: Chinese (default value)
e en: English

® ja: Japanese

For more information about common request parameters, see Common parameters.

Response parameters

Parameter

ControlPolicies

Type

Array of

ControlPolicy

Example Description

The list of control policies.
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Parameter Type Example Description
ControlPolicy
AttachmentCou . The number of times that the control policy
String 44 .
nt is referenced.
CreateDate Strin 2020-08- The time when the control policy was
9 05T06:32:24Z created.
System control
olicy available for
Description String boticy av I The description of the control policy.
all operations on
the cloud
The effective scope of the control policy.
Valid values:
e All: The control policy is in effect for
EffectScope String All Alibaba Cloud accounts, RAM users, and
RAM roles.
® RAM: The control policy is in effect for
RAM users and RAM roles.
Policyld String cp-FullAliyunAccess The ID of the control policy.
PolicyName String FullAliyunAccess The name of the control policy.
The type of the control policy. Valid values:
PolicyType String System e System: system control policy
® (Custom: custom control policy
) 2020-08- The time when the control policy was
UpdateDate Strin
P o 05T06:32:247 updated.
PageNumber Integer 1 The page number of the returned page.
PageSize Integer 10 The number of entries returned per page.
9424A34C-3471-
Requestld String 45AD-B6AB- The ID of the request.
924BBDFE42F9
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Parameter Type
TotalCount Integer
Examples

Sample requests

Example

Description

The number of control policies.

https://resourcemanager.aliyuncs.com/?Action=ListControlPolicies

&PolicyType=System
&<Common request parameters>

Sample success responses

xML  format

<ListControlPoliciesResponse>
<TotalCount>1</TotalCount>

<RequestId>9424A34C-3471-45AD-B6AB-924BBDFE42F9</RequestId>

<PageSize>10</PageSize>

<PageNumber>1</PageNumber>

<ControlPolicies>
<ControlPolicy>

<PolicyType>System</PolicyType>
<UpdateDate>2020-08-05T06:32:24%</UpdateDate>

<Description>System control policy available for all operations on the cloud</Desc

ription>

<AttachmentCount>44</AttachmentCount>

<PolicyName>FullAliyunAccess</PolicyName>
<CreateDate>2020-08-05T06:32:24%</CreateDate>
<PolicyId>cp-FullAliyunAccess</PolicyId>
<EffectScope>All</EffectScope>

</ControlPolicy>
</ControlPolicies>

</ListControlPoliciesResponse>

Json format
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"TotalCount": 1,
"RequestId": "9424A34C-3471-45AD-B6AB-924BBDFE42F9",
"PageSize": 10,
"PageNumber": 1,
"ControlPolicies": {
"ControlPolicy": [
{
"PolicyType": "System",
"UpdateDate": "2020-08-05T06:32:24z2",

"Description”: "System control policy available for all operations on the cloud",

"AttachmentCount": 44,

"PolicyName": "FullAliyunAccess",
"CreateDate": "2020-08-05T06:32:242",
"PolicyId": "cp-FullAliyunAccess",

"EffectScope": "AIL"

Error codes

For a list of error codes, visit the API Error Center.

8.4.11. ListControlPolicyAttachmentsForTarget

Queries the control policies that are attached to a folder or member account.

In this example, the control policies that are attached to the folder fd-zpnpiT****  are queried.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample

code of the operation for different SDKs.
Request parameters

Parameter Type Required Example

ListControlPolicy
Action String Yes AttachmentsForT
arget

Description

The operation that you want to
perform. Set the value to
ListControlPolicyAttachmentsForT arget

148
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Parameter

Targetld

Language

Type

String

String

Required Example

fd-ZDNPIT ****

zh-CN

Description

The ID of the object whose control
policies you want to query. Control
policies can be attached to the
following objects:

e Root folder
e Child folders of the Root folder

® Member accounts

The language that is used to return the
descriptions of the control policies.
Valid values:

® zh-CN: Chinese (default value)
e en: English

® ja: Japanese

For more information about common request parameters, see Common parameters.

Response parameters

Parameter

ControlPolicyAt
tachments

ControlPolicyAt
tachment

AttachDate

Description

Policyld

PolicyName

PolicyType

Type

Array of
ControlPolicyAt
tachment

String

String

String

String

String

Example

20217-03-
19T02:56:24Z

ExampleControlPolic
y

cp-
JEXXAGIY kwHN****

ExampleControlPolic
y

Custom

Description

The list of attached control policies.

The time when the control policy was
attached.

The description of the control policy.

The ID of the control policy.

The name of the control policy.

The type of the control policy. Valid values:

e System: system control policy

® (Custom: custom control policy
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Parameter Type Example Description

C276B600-7B7A-
Requestld String 49E8-938C- The ID of the request.
E16CFA955A82

Examples
Sample requests

https://resourcemanager.aliyuncs.com/?Action=ListControlPolicyAttachmentsForTarget
&TargetId=fd-ZDNPiT****
&<Common request parameters>

Sample success responses

xML  format

<ListControlPolicyAttachmentsForTargetResponse>
<RequestId>C276B600-7B7A-49E8-938C-E16CFA955A82</RequestId>
<ControlPolicyAttachments>
<ControlPolicyAttachment>
<PolicyType>System</PolicyType>
<Description>System control policy available for all operations on the cloud</Desc
ription>
<AttachDate>2021-03-18T07:27:59zZ</AttachDate>
<PolicyName>FullAliyunAccess</PolicyName>
<PolicyId>cp-FullAliyunAccess</PolicyId>
</ControlPolicyAttachment>
<ControlPolicyAttachment>
<PolicyType>Custom</PolicyType>
<Description>ExampleControlPolicy</Description>
<AttachDate>2021-03-19T02:56:247z</AttachDate>
<PolicyName>ExampleControlPolicy</PolicyName>
<PolicyId>cp-JExXAqIYKwHN****</PolicyId>
</ControlPolicyAttachment>
</ControlPolicyAttachments>
</ListControlPolicyAttachmentsForTargetResponse>

Json format
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"RequestId":
"ControlPolicyAttachments":

"ControlPolicyAttachment":

{
"PolicyType":
"Description":
"AttachDate":
"PolicyName":
"PolicyId":

"PolicyType":
"Description":
"AttachDate":
"PolicyName":
"PolicyId":

Error codes

HTTP
status Error code
code
EntityNotExists.T ar
404 Y 9

et

"C276B600-7B7A-49E8-938C-E16CFA955A82",

{
[

"System",

"cp-FullAliyunAccess"

"Custom",
"ExampleControlPolicy",
"2021-03-19T02:56:247z",
"ExampleControlPolicy",
"cp-JEXXAQIYKwHN* ***"

Error message

The specified target does not

exist in the resource directory.

For a list of error codes, visit the API Error Center.

"System control policy available for all operations on the cloud",
"2021-03-18T07:27:59z2",

"FullAliyunAccess",

Description

The error message returned
because the specified object
does not exist in the resource
directory.

8.4.12. ListTargetAttachmentsForControlPolicy

Queries the objects to which a specific control policy is attached.

In this example, the folders or member accounts to which the control policy

cp-JEXXAQIYkwHN**** s

attached are queried. The returned result shows that the control policy is attached to the folder fa-

ZDNPiT****

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters
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Parameter Type Required Example Description

The operation that you want to

ListTargetAttach
. ) perform. Set the value to
Action String Yes mentsForControl . .
) ListTargetAttachmentsForControlPolicy
Policy
Policyld Strin Yes P The ID of the control polic
y 9 FEXXAGIY kwy N+ poticy.
The number of the page to return.
PageNumber Integer No 1 Pages start from page 1. Default
value: 1.
The number of entries to return on
each page.
PageSize Integer No 10

Valid values: 1 to 100. Default value:
10.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example Description
PageNumber Integer 1 The page number of the returned page.
PageSize Integer 10 The number of entries returned per page.

B32BD3D6-1089-

Requestld String 41F3-8E70- The ID of the request.
E0079BC7D760
Array of . . .
TargetAttachm The list of objects to which the control
TargetAttachm .
ents policy is attached.
ent
TargetAttachm
ent
. 2021-03- The time when the control policy was
AttachDate Strin
ng 19T02:56:24Z attached to the object.
Targetld String fd-ZDNPIT **** The ID of the object.
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Parameter Type
TargetName String
TargetType String
TotalCount Integer
Examples

Sample requests

Example

Dev_Department

Folder

Description

The name of the object.

The type of the object. Valid values:

® Root: Root folder
e Folder: child folder of the Root folder

e Account: member account

The total number of objects to which the
control policy is attached.

https://resourcemanager.aliyuncs.com/?Action=ListTargetAttachmentsForControlPolicy

&PolicyId=cp-JExXAqQIYKwHN****

&<Common request parameters>

Sample success responses

xML  format

<ListTargetAttachmentsForControlPolicyResponse>
<TotalCount>1</TotalCount>

<RequestId>B32BD3D6-1089-41F3-8E70-E0079BC7D760</RequestId>

<PageSize>10</PageSize>
<PageNumber>1</PageNumber>

<TargetAttachments>
<TargetAttachment>

<AttachDate>2021-03-19T02:56:24zZ</AttachDate>
<TargetType>Folder</TargetType>

<TargetName>Dev Department</TargetName>

<TargetId>fd-ZDNPiT****</TargetId>

</TargetAttachment>
</TargetAttachments>

</ListTargetAttachmentsForControlPolicyResponse>

Json format
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"TotalCount": 1,
"RequestId": "B32BD3D6-1089-41F3-8E70-E0079BC7D760",
"PageSize": 10,
"PageNumber": 1,
"TargetAttachments": {
"TargetAttachment": [
{
"AttachDate": "2021-03-19T02:56:24z",
"TargetType": "Folder",
"TargetName": "Dev Department",
"TargetId": "fd-ZDNPiT****"

Error codes

For a list of error codes, visit the API Error Center.

8.5. Trusted services
8.5.1. ListTrustedServiceStatus

Queries the trusted services that are enabled within an enterprise management account or delegated
administrator account.

@ Note Only an enterprise management account or delegated administrator account can be
used to call this operation.

In this example, the trusted services that are enabled within an enterprise management account are
queried. The returned result shows that the trusted services Cloud Config and ActionTrail are enabled
within the enterprise management account.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

. . The operation that you want to
. . ListTrustedServic
Action String Yes perform. Set the value to
eStatus ) .
ListTrustedServiceStatus.
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Parameter Type
PageNumber Integer
PageSize Integer
AdminAccountid String

Required Example

No

No

No

10

Description

The number of the page to return.

Pages start from page 1. Default
value: 1.

The number of entries to return on
each page.

Valid values: 1 to 100. Default value:
10.

The ID of the enterprise management
account or delegated administrator
account.

® [f you set this parameter to the ID of
an enterprise management account,
the trusted services that are enabled
within the enterprise management
account are queried. The default
value of this parameter is the ID of

17724228527 4%+ an enterprise management account.

*

e |f you set this parameter to the ID of
a delegated administrator account,
the trusted services that are enabled
within the delegated administrator
account are queried.

For more information about trusted
services and delegated administrator
accounts, see Overview of trusted
services and Delegated administrator
accounts.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type
TotalCount Integer
Requestid String
PageSize Integer

Example

CD76D376-2517-
4924-92C5-
DBC52262F93A

10

Description

The total number of entries returned.

The ID of the request.

The number of entries returned per page.
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Parameter Type Example Description

PageNumber Integer 1 The page number of the returned page.

EnabledService Array of

. EnabledService The trusted services that are enabled.
Principals o

Principal
EnabledService
Principal
ServicePrincipal String config.aliyuncs.com The identification of the trusted service.
EnableTime Strin 2019-02- The time when the trusted service was
o 18T15:32:10.473Z2 enabled.
Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=ListTrustedServiceStatus

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<ListTrustedServiceStatusResponse>
<EnabledServicePrincipal>
<ServicePrincipal>config.aliyuncs.com</ServicePrincipal>
<EnableTime>2019-02-18T15:32:10.473Z</EnableTime>
</EnabledServicePrincipal>
<EnabledServicePrincipal>
<ServicePrincipal>actiontrail.aliyuncs.com</ServicePrincipal>
<EnableTime>2019-02-16T15:32:10.473Z</EnableTime>
</EnabledServicePrincipal>
<RequestId>CD76D376-2517-4924-92C5-DBC52262F93A</RequestId>

</ListTrustedServiceStatusResponse>

Json format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" "7B8A4ETD-6CFF-471D-84DF-195A7A241ECB",
"PageNumber" : 1,
"PageSize" : 10,
"TotalCount" : 2,
"EnabledServicePrincipals" : {
"EnabledServicePrincipal"” : [ {
"ServicePrincipal" "config.aliyuncs.com",
"EnableTime" "2019-02-18T15:32:10.4732"
b A
"ServicePrincipal" "actiontrail.aliyuncs.com",
"EnableTime" "2019-02-16T15:32:10.473z2"

}]

Error codes

HTTP
status Error code Error message Description
code
The resource directory for the The error message returned
. . account is not enabled. We because the resource directory
EntityNotExists.Reso . .
404 . recommend that you first for the account is not enabled.
urceDirectory . .
enable the resource directory for Enable the resource directory for
the account. the account.
. . The error message returned
The specified account is not 9 .
. because the current account is
InvalidParameter.Ad management account or .
409 not an enterprise management

delegated administrator
account.

minAccountId
account or delegated

administrator account.

For a list of error codes, visit the AP| Error Center.

8.5.2. RegisterDelegatedAdministrator

Specifies a member account in a resource directory as a delegated administrator account of a trusted
service.

The delegated administrator account can be used to access the information of the resource directory
and view the structure and member accounts of the resource directory. The delegated administrator
account can also be used to perform service-related management operations in the trusted service on
behalf of the enterprise management account.

Limits:
e Only some trusted services support delegated administrator accounts. For more information, see
Supported trusted services.

e Only the enterprise management account of a resource directory or an authorized RAM user or RAM
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role of the enterprise management account can be used to call this operation.

e The number of delegated administrator accounts that are allowed for a trusted service is defined by
the trusted service.

In this example, the member account 181761095690+ *** s specified as a delegated administrator
account of Cloud Firewall.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

. The operation that you want to
RegisterDelegate P 4

Action String Yes . perform. Set the value to
dAdministrator . L
RegisterDelegatedAdministrator.
. 181761095690*** The ID of the member account in the
Accountld String Yes N .
resource directory.
) L ) cloudfw.aliyuncs. The identification of the trusted
ServicePrincipal String Yes .
com service.

For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example Description

0A45FC8F-54D2-
Requestld String 4A65-8338- The ID of the request.
25E5DEBDA304

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=RegisterDelegatedAdministrator
&AccountId=181761095690****
&ServicePrincipal=cloudfw.aliyuncs.com

&<Common request parameters>

Sample success responses

xML  format
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<RegisterDelegatedAdministratorResponse>
<RequestId>0A45FC8F-54D2-4A65-8338-25E5DEBDA304</RequestId>
</RegisterDelegatedAdministratorResponse>

Json format

"RequestId": "OA45FC8F-54D2-4A65-8338-25E5DEBDA304"

Error codes

HTTP
status Error code
code
InvalidP ter.
409 . a 'd. alrame er.Ser
vicePrincipal
400 AccountAlreadyRegi
stered
DelegatedAccountN
409
umberExceeded
CannotRegisterMast
409 erAsDelegatedAdmi

nistrator

Error message

The specified ServicePrincipal is
invalid.

The specified account is already
a delegated administrator for
this service.

The maximum number of
delegated administrators for
the service principal is exceeded.

You attempted to register the
enterprise management account
as a delegated administrator for
the service. You can designate
only a member account as a
delegated administrator.

For a list of error codes, visit the API Error Center.

Description

The error message returned
because the value of the
ServicePrincipal parameter is
invalid.

The error message returned
because the specified member
account is already the delegated
administrator account of the
current trusted service.

The error message returned
because the number of specified
member accounts has exceeded
the maximum number of
delegated administrator
accounts allowed for the
trusted service.

The error message returned
because you are not allowed to
specify the enterprise
management account as a
delegated administrator
account of atrusted service.
You can specify only member
accounts as delegated
administrator accounts.

8.5.3. DeregisterDelegatedAdministrator

Removes a delegated administrator account.
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@ Note If the delegated administrator account that you want to remove has historical
management tasks in the related trusted service, the trusted service may be affected afterthe
delegated administrator account is removed. Therefore, proceed with caution.

In this example, the delegated administrator account 181761095690**** is removed for Cloud
Firewall.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
DeregisterDelega perform. Set the value to

Action Strin Yes . - -
9 tedAdministrator DeregisterDelegatedAdministrator
) 181761095690*** The ID of the member account in the
Accountld String Yes . .
resource directory.
. L . cloudfw.aliyuncs. The identification of the trusted
ServicePrincipal String Yes .
com service.

For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description

DF5D5C52-7BD0-
Requestid String 40E7-94C6- The ID of the request.
23A1505038A2

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=DeregisterDelegatedAdministrator
&AccountId=181761095690****
&ServicePrincipal=cloudfw.aliyuncs.com

&<Common request parameters>

Sample success responses
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xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>
<DeregisterDelegatedAdministratorResponse>
<RequestId>DF5D5C52-7BD0-40E7-94C6-23A1505038A2</RequestId>
</DeregisterDelegatedAdministratorResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "DF5D5C52-7BD0-40E7-94C6-23A1505038A2"

Error codes

HTTP
status Error code Error message Description
code
The error message returned
409 InvalidParameter.Ser The specified ServicePrincipal is because the value of the
vicePrincipal invalid. ServicePrincipal parameter is
invalid.
The error message returned
. The specified account is not a because the specified member
AccountNotRegister . . .
409 ed delegated administrator for this account is not the delegated
service. administrator account of the

current trusted service.

For a list of error codes, visit the API Error Center.

8.5.4. ListDelegatedAdministrators

Queries delegated administrator accounts.

In this example, all delegated administrator accounts in a resource directory are queried. The return
result shows that two delegated administrator accounts for Cloud Firewall exist in the resource
directory.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters
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Parameter Type Required Example Description

The operation that you want to

. ) ListDelegatedAd
Action String Yes . perform. Set the value to
ministrators . ..
ListDelegatedAdministrators.
) L . cloudfw.aliyuncs. The identification of the trusted
ServicePrincipal String No .
com service.
The number of the page to return.
PageNumber Long No 1 Pages start from page 1 Default value:
1.
The number of entries to return on
each page.
PageSize Long No 10

Valid values: 1 to 100. Default value:
10.

For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description

009C3A02-7D4B-

Requestlid String 416C-9CE7- The ID of the request.
548C91508F1E

TotalCount Long 2 The total number of entries returned.
PageSize Long 10 The number of entries returned per page.
PageNumber Long 1 The page number of the returned page.

Array of The information of the delegated
Accounts .

Account administrator accounts.
Account
Accountld String 138660628348**** The ID of the member account.
DisplayName String abc The name of the member account.
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Parameter

JoinMethod

ServicePrincipal

DelegationEnab
ledTime

Examples

Sample requests

Type

String

String

String

Example

created

cloudfwe.aliyuncs.co
m

1616652684164

Description

The way in which the member joins the
resource directory. Valid values:

e invited: The member is invited to join the
resource directory.

e created: The member is directly created in
the resource directory.

The identification of the trusted service.

The time when the member was specified as
a delegated administrator account.

https://resourcemanager.aliyuncs.com/?Action=ListDelegatedAdministrators

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>

<ListDelegatedAdministratorsResponse>
<RequestId>009C3A02-7D4B-416C-9CE7-548C91508F1E</RequestId>

<TotalCount>2</TotalCount>
<PageSize>10</PageSize>
<PageNumber>1</PageNumber>

<Accounts>

<Account>
<DelegationEnabledTime>1616652684164</DelegationEnabledTime>
<JoinMethod>created</JoinMethod>

<AccountId>138660628348****</AccountId>

<ServicePrincipal>cloudfw.aliyuncs.com</ServicePrincipal>

<DisplayName>abc</DisplayName>

</Account>

<Account>
<DelegationEnabledTime>1616489836069</DelegationEnabledTime>
<JoinMethod>invited</JoinMethod>

<AccountId>177242285274****</AccountId>

<ServicePrincipal>cloudfw.aliyuncs.com</ServicePrincipal>

<DisplayName>test</DisplayName>
</Account>

</Accounts>

</ListDelegatedAdministratorsResponse>
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Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "009C3A02-7D4B-416C-9CE7-548C91508F1E",
"TotalCount" : 2,
"PageSize" : 10,
"PageNumber" : 1,
"Accounts" : {
"Account" : [ {

"DelegationEnabledTime" : "1616652684164",

"JoinMethod" : "created",

"AccountId" : "138660628348**x**",
"ServicePrincipal" : "cloudfw.aliyuncs.com",
"DisplayName" : "abc"

oo A

"DelegationEnabledTime"™ : "1616489836069",

"JoinMethod" : "invited",

"AccountId" : "177242285274****",
"ServicePrincipal" : "cloudfw.aliyuncs.com",
"DisplayName" : "test"

bl

Error codes

For a list of error codes, visit the API Error Center.

8.5.5. ListDelegatedServicesForAccount

Queries the trusted services for which a member account is specified as a delegated administrator

account.

In this example, the trusted services for which the member account

138660628348**** s specified as

a delegated administrator account are queried. The return result shows that the member account is

specified as a delegated administrator account of Cloud Firewall.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample

code of the operation for different SDKs.

Request parameters

Parameter Type Required Example
. . ListDelegatedSer
Action String Yes . 9
vicesForAccount

Description

The operation that you want to
perform. Set the value to
ListDelegatedServicesForAccount.
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Parameter

Accountld

Type Required Example

Description

138660628348*** The ID of the member account in the

String Yes

*

resource directory.

For more information about common request parameters, see Common parameters,

Response parameters

Parameter

DelegatedServi
ces

DelegatedServi
ce

DelegationEnab
ledTime

ServicePrincipal

Requestld

Examples

Sample requests

https://resourcemanager.aliyuncs.

Type Example

Array of

DelegatedServi

ce

String 1616652684164

cloudfw.aliyuncs.co

String m
D9C03B94-9396-
String 4794-A74B-

13DC437556A6

&AccountId=138660628348***x*

&<Common request parameters>

Sample success responses

xML  format

Description

The information of the trusted services.

@ Note If the value of this
parameter is empty, the member
account is not specified as a delegated
administrator account.

The time when the member account was
specified as a delegated administrator
account.

The identification of the trusted service.

The ID of the request.

com/?Action=ListDelegatedServicesForAccount
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<ListDelegatedServicesForAccountResponse>
<RequestId>DI9C03B94-9396-4794-A74B-13DC437556A6</RequestId>
<DelegatedServices>
<DelegatedService>
<DelegationEnabledTime>1616652684164</DelegationEnabledTime>
<ServicePrincipal>cloudfw.aliyuncs.com</ServicePrincipal>
</DelegatedService>
</DelegatedServices>

</ListDelegatedServicesForAccountResponse>

Json format

"RequestId": "D9C03B94-9396-4794-A74B-13DC437556A6",
"DelegatedServices": {
"DelegatedService": [

{
"DelegationEnabledTime": "1616652684164",

"ServicePrincipal": "cloudfw.aliyuncs.com"

Error codes

For a list of error codes, visit the API Error Center.

8.6. Others (not maintained)

8.6.1. InitResourceDirectory

Enables a resource directory. After you enable a resource directory, the system automatically creates a
root folder and sets the current account as the enterprise management account of the resource
directory. The enterprise management account has all administ rative permissions on this resource

directory.

@ Note

e Anaccount can be used to enable a resource directory only after it passes enterprise real-
name verification. An account that only passed individual real-name verification cannot be

used to enable a resource directory.

e \We recommend that you only use the enterprise management account as the administrator
of the resource directory. Do not use the enterprise management account to purchase cloud

resources.

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

. . The operation that you want to
. . InitResourceDirect
Action String Yes or perform. Set the value to
y InitResourceDirectory.

Response parameters
Parameter Type Example Description

CD76D376-2517-

Requestld String 4924-92(5- The ID of the request.
DBC52262F93A

ResourceDirect . . .

ory Struct The information of the resource directory.

CreateTime Strin 2019-02- The time when the resource directory was

9 18T15:32:10.473Z enabled.

MasterAccountl . The ID of the enterprise management
String 172841235500%** P 9

d account.

MasterAccount . ) The name of the enterprise management
String aliyun-**** P Y

Name account.

ResourceDirect
String rd-Ss**** The ID of the resource directory.

oryld

RootFolderld String r-Zo**** The ID of the root folder.

Examples

Sample requests
https://resourcemanager.aliyuncs.com/?Action=InitResourceDirectory

&<Common request parameters>

Sample success responses

xML  format
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<InitResourceDirectoryResponse>

<ResourceDirectory>
<RootFolderId>r-Zo****</RootFolderId>

<ResourceDirectoryId>rd-Ss****</ResourceDirectoryId>
<MasterAccountId>172841235500****</MasterAccountId>
<MasterAccountName>aliyun—-****</MasterAccountName>
<CreateTime>2019-02-18T15:32:10.473Z</CreateTime>

</ResourceDirectory>
<RequestId>CD76D376-2517-4924-92C5-DBC52262F93A</RequestId>

</InitResourceDirectoryResponse>

Json format

"ResourceDirectory": {

"RootFolderId":
"ResourceDirectoryId":

"MasterAccountId":

"CreateTime":

bo

"RequestId":

Error codes

HTTP
status
code

409

409

409

409

Error code

NotSupport.Account
InAnotherResourceDi
rectory

EnterpriseRealName
VerificationError

Invalid.AccountType

Invalid.EnterpriseNa
me

"r—Zo****",

"rd-SgrrkEN
"172841235500****",
"MasterAccountName" :
"2019-02-18T15:32:10.473z"

"aliyun—****",

"CD76D376-2517-4924-92C5-DBC52262F93A"

Error message

The specified account is an
Alibaba Cloud account or
already exists in another
resource directory.

The specified account does not
pass enterprise real-name
verification. We recommend you
first complete enterprise real-
name verification for the
account.

The specified profile type of
account is invalid.

You must specify the enterprise
name.

Description

The error message returned
because the account is an
enterprise management account
or has joined another resource
directory.

The error message returned
because the account does not
pass enterprise real-name
verification. Complete enterprise
real-name verification first.

The error message returned
because the account type is
invalid. Use an enterprise
account.

The error message returned
because the enterprise name of
the account is not specified.
Specify an enterprise name.
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HTTP
status Error code
code
NotSupport.Account
409 2tSUPP
Site
EntityAlreadyExists.R
409 y Y

esourceDirectory

Error message

The caller is not a China site

account, which is not supported.

The resource directory for the
account is already enabled. We
recommend that you do not
enable the resource directory
again.

For a list of error codes, visit the API Error Center.

8.6.2. CreateCloudAccount

Creates a cloud account.

Description

The error message returned
because the account is not
registered at the China site
(aliyun.com). Use an account
registered at the China site
(aliyun.com).

The error message returned
because the resource directory
for the account has been
enabled. Do not enable the
resource directory again.

A resource directory supports two types of member accounts: resource accounts and cloud accounts.

e Resource account (recommended): A resource account is only used as a resource container and fully
depends on a resource directory. Such member accounts are secure and easy-to-create. For more
information about how to create a resource account, see CreateResourceAccount.

@ Note
PromoteResourceAccount.

A resource account can be upgraded to a cloud account. For more information, see

e Cloud account: A cloud account has all the features of an Alibaba Cloud account, including root

permissions.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type

Action String

Required Example Description
The operation that you want to
CreateCloudAcco P y
Yes perform. Set the value to

unt

CreateCloudAccount.
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Parameter Type Required Example Description

The display name of the member
account.

The name must be 2 to 50 characters
in length and can contain letters,

DisplayName Strin Yes admin-**** . )
piay 9 digits, underscores (_), periods (.), and
hyphens (-).
The name must be unique in the
current resource directory.
. ) someone@exam The email address used to log on to
Email String Yes
ple.com the cloud account.
ParentFolderld String Yes fd-bVaRIG**** The ID of the parent folder.

The ID of the settlement account. If
PayerAccountld String No 12323344%*** you do not specify this parameter, the
current account is used for settlement.

Response parameters

Parameter Type Example Description
Account Struct The information of the member account.
Accountld String 12323344%*** The ID of the member account.
AccountName String zgzeone@example. The name of the member account.
DisplayName String admin-**** The display name of the member account.
Folderld String fd-bVaRIG**** The ID of the folder.
The way in which the member account joined
the resource directory. Valid values:
JoinMethod String created e invited: The member account is invited to

join the resource directory.

e created: The member account is directly
created in the resource directory.
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Parameter

ModifyTime

RecordId

ResourceDirect
oryld

Status

Type

Requestlid

Examples

Type

String

String

String

String

String

String

Example

2015-01-
23T12:33:18Z

06950264-3f0d-
4ca9-82dd-
6ee7a3d3****

rd-k3**

CreateVerifying

CloudAccount

9B34724D-54B0-
4A51-B34D-
4512372FE1BE

Description

The time when the member account was
modified.

The account record ID.

The ID of the resource directory.

The status of the member account. Valid
values:

e (reateSuccess: The member account is
created.

e (CreateVerifying: The creation of the
member account is under confirmation.

e (CreateFailed: The member account failed
to be created.

® (reateExpired: The creation of the
member account expired.

e (reateCancelled: The creation of the
member account is canceled.

® pPromoteVerifying: The upgrade of the
member account is under confirmation.

® promoteFailed: The member account
failed to be upgraded.

® PromoteExpired: The upgrade of the
member account expired.

e PromoteCancelled: The upgrade of the
member account is canceled.

® PromoteSuccess: The member account is
upgraded.

e |nviteSuccess: The owner of the member
account accepted the invitation.

® Removed: The member account is
removed from the resource directory.

The type of the member account. The value
CloudAccount indicates that the member
account is a cloud account.

The ID of the request.

> Document Version: 20220623

171



API Reference-API Reference (Resou
rce Directory)

Resource Management

Sample requests

https://resourcemanager.aliyuncs.com/?Action=CreateCloudAccount

&DisplayName=admin-****

&Email=someone@example.com
&ParentFolderId=fd-bVaRIG****

&<Common request parameters>

Sample success responses

xML  format

<CreateCloudAccountResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>
<Account>

<ResourceDirectoryId>rd-k3****</ResourceDirectoryld>

<AccountId>12323344****</AccountId>

<AccountName>someone@example.com</AccountName>

<DisplayName>admin-****</DisplayName>
<FolderId>fd-bVaRIG****</FolderId>
<JoinMethod>created</JoinMethod>
<Type>CloudAccount</Type>
<Status>CreateVerifying</Status>

<RecordId>06950264-3f0d-4ca9-82dd-6ee7a3d3****</RecordId>

<ModifyTime>2015-01-23T12:33:18%</ModifyTime>

</Account>

</CreateCloudAccountResponse>

JsoN format

"RequestId": "9B34724D-54B0-4A51-B34D-4512372FE1BE",

"Account": {

"ResourceDirectoryId":"rd-k3****",
"AccountId": "12323344x**x",

"AccountName": "someone@example.com",
"DisplayName": "admin—-***x",
"FolderId": "fd-bVaRIG***x",
"JoinMethod": "created",

"Type" :"CloudAccount",

"Status":"CreateVerifying",
"RecordId":"06950264-3f0d-4ca9-82dd-6ee7a3d3****",
"ModifyTime":"2015-01-23T12:33:182"

Error codes
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HTTP
status
code

400

400

400

400

400

400

409

409

Error code

MissingParameter.Ac
count.DisplayName

InvalidParameter.Acc
ount.DisplayName

InvalidParameter.Acc
ount.DisplayName.L
ength

InvalidParameter.Par
entFolderld

MissingParameter.E
mail

InvalidParameter.Em
ail

LimitExceeded.Acco
unt

InvalidParameter.Acc
ount.DisplayName.Al
readyUsed

Error message

You must specify DisplayName.

The DisplayName of account is
invalid.

The DisplayName of the account
exceeds the length limit.

The ParentFolderld is invalid.

You must specify Email.

The Email is invalid.

The maximum number of
member accounts in a resource
directory exceeds the limit.

The displayname of account has
been used.

Description

The error message returned
because the DisplayName
parameter is not specified.
Specify this parameter.

The error message returned
because the value of the
DisplayName parameter is
invalid. The value can contain
only letters, digits, underscores
(L), periods (.), and hyphens (-).

The error message returned
because the length of the value
specified for the DisplayName
parameter has exceeded the
upper limit. The value must be 2
to 50 characters in length.

The error message returned
because the value of the
ParentFolderld parameter is
invalid. The value must start
with r- followed by 6 characters
or start with fd- followed by 10
characters. Valid characters are
letters and digits.

The error message returned
because the Email parameter is
not specified. Specify this
parameter.

The error message returned
because the format of the value
specified for the Email
parameter is invalid.

The error message returned
because the maximum number
of member accounts in the
resource directory has been
reached.

The error message returned
because the name already
exists. Change the name.
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HTTP
status
code

409

409

404

404

409

409

Error code

EntityAlreadyExists.R
esourceDirectory.Acc
ount

InvalidParameter.Em
ail.AlreadyUsed

EntityNotExists.Reso
urceDirectory

EntityNotExists.Fold
er

Invalid.PayRelation

NotSupport.PayerAc
countinAnotherReso
urceDirectory

Error message

The email address that the
system generates when you
create a member account
already exists. Try again later.

The email has been used.

The resource directory for the
account is not enabled. We
recommend that you first

enable the resource directory for
the account.

The resource directory folder
does not exist.

Failed to create a member. The
specified billing account is
unavailable. Please change to
another billing account and try
again.

The specified settlement
account does not exist in the
resource directory. You must
specify a valid settlement
account.

For a list of error codes, visit the API Error Center.

8.6.3. PromoteResourceAccount

Upgrades a resource account to a cloud account.

Debugging

Description

The error message returned
because the email address that
the system generated already
exists. Try again later.

The error message returned
because the email address is in
use. Enter another email
address.

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.

The error message returned
because the folder does not
exist. Create the folder first.

The error message returned
because the member account
has failed to be created. The
specified settlement account is
unavailable. Specify a valid
account and try again.

The error message returned
because the settlement account
is not in the resource directory.
Specify a valid settlement
account.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Type Required

Example

Description
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Parameter Type

Action String
Accountld String
Email String

Response parameters

Parameter Type

Account Struct
Accountld String
AccountName String
DisplayName String
Folderld String
JoinMethod String
JoinTime String
ModifyTime String
RecordIid String

Required Example

Description

The operation that you want to

PromoteResource
Yes perform. Set the value to
Account
PromoteResourceAccount.
The ID of the resource account you
Yes 12323344%++* y
want to upgrade.
Yes someone@exam The email address used to log onto
ple.com the cloud account after the upgrade.
Example Description
The information of the member account.
12323344**** The ID of the member account.

someone@example.
com

admin

fd-bVaRIG****

created

2015-01-
23T12:33:18Z

2015-01-
23T12:33:18Z

06950264-3f0d-
4ca9-82dd-
6ee7a3d33d6b

The name of the member account.

The display name of the member account.

The ID of the folder.

The way in which the member account joined
the resource directory. Valid values:

e invited: The member account is invited to
join the resource directory.

e created: The member account is directly
created in the resource directory.

The time when the member account joined
the resource directory.

The time when the member account was
modified.

The account record ID.
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Parameter Type Example Description

ResourceDirect

onyld String rd-k3**** The ID of the resource directory.

The status of the member account. Valid
values:

® (reateSuccess: The member account is
created.

e (CreateVerifying: The creation of the
member account is under confirmation.

e (reateFailed: The member account failed
to be created.

e (reateExpired: The creation of the
member account expired.

e (reateCancelled: The creation of the
member account is canceled.

e promoteVerifying: The upgrade of the
member account is under confirmation.

Status String PromoteVerifying

® promoteFailed: The member account
failed to be upgraded.

® PromoteExpired: The upgrade of the
member account expired.

® PromoteCancelled: The upgrade of the
member account is canceled.

® PromoteSuccess: The member account is
upgraded.

® |nviteSuccess: The owner of the member
account accepted the invitation.

e Removed: The member account is
removed from the resource directory.

The type of the member account. Valid

values:

Type String ResourceAccount
® (CloudAccount

® ResourceAccount

9B34724D-54B0-
Requestlid String 4A51-B34D- The ID of the request.
4512372FE1BE

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=PromoteResourceAccount
&AccountId=12323344****
&Email=someonelexample.com

&<Common request parameters>
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Sample success responses

xML  format

<PromoteResourceAccountResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

<Account>

<ResourceDirectoryId>rd-k3****</ResourceDirectoryId>

<AccountId>12323344****</AccountId>
<DisplayName>admin</DisplayName>
<FolderId>fd-bVaRIG****</FolderId>
<JoinMethod>created</JoinMethod>
<JoinTime>2015-01-23T12:33:18%</JoinTime>
<Type>ResourceAccount</Type>
<Status>PromoteVerifying</Status>

<RecordId>06950264-3f0d-4ca9-82dd-6ee7a3d33d6b</RecordId>

<ModifyTime>2015-01-23T12:33:187</ModifyTime>
</Account>

</PromoteResourceAccountResponse>

Json format

"RequestId": "9B34724D-54B0-4A51-B34D-4512372FE1BE",
"Account": {
"ResourceDirectoryId":"rd-k3****",
"AccountId": "12323344***x",
"DisplayName": "admin",
"FolderId": "fd-bVaRIG****x",
"JoinMethod": "created",
"JoinTime": "2015-01-23T12:33:18z",
"Type" :"ResourceAccount",
"Status":"PromoteVerifying",
"RecordId":"06950264-3f0d-4ca9-82dd-6ee7a3d33deb",
"ModifyTime":"2015-01-23T12:33:18Z"

Error codes

HTTP

status Error code Error message

code
MissingParameter.Ac .

400 9 You must specify Accountld.
countld
InvalidParameter.Acc L .

400 The Accountld is invalid.

ountld

Description

The error message returned
because the Accountld
parameter is not specified.

The error message returned
because the value of the
Accountld parameter is invalid.
Specify a 16-digit ID.
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HTTP
status
code

400

400

404

409

409

404

Error code

MissingParameter.E
mail

InvalidParameter.Em
ail

EntityNotExists.Acco
unt

AccountTypeOrStatu
sMismatch

InvalidParameter.Em
ail.AlreadyUsed

EntityNotExists.Reso
urceDirectory

Error message

You must specify Email.

The Email is invalid.

This resource directory account
does not exist.

You cannot perform the action
on the member account.

The email has been used.

The resource directory for the
account is not enabled. We
recommend that you first

enable the resource directory for
the account.

For a list of error codes, visit the API Error Center.

Description

The error message returned
because the Email parameter is
not specified. Specify this
parameter.

The error message returned
because the format of the value
specified for the Email
parameter is invalid.

The error message returned
because the member account
does not exist. Create the
member account first.

The error message returned
because you cannot perform the
operation on the member
account.

The error message returned
because the email address is in
use. Enter another email
address.

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.

8.6.4. ResendPromoteResourceAccountEmail

Resends an email that is used to confirm the upgrade from a resource account to a cloud account.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Type

Required

Example

Description
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Parameter Type
Action String
Recordid String

Response parameters

Parameter Type

Account Struct
Accountld String
AccountName String
DisplayName String
Folderld String
JoinMethod String
JoinTime String
ModifyTime String
Recordid String

ResourceDirect

oryid String

Required Example Description

ResendPromoteR The operation that you want to
esourceAccountE perform. Set the value to
mail ResendPromoteResourceAccountEmail.

06950264-3f0d-
4ca9-82dd- The account record ID.
6ee7a3d33d6b

Example Description

The information of the member account.

12323344**** The ID of the account.

someone@example.
@ P The name of the account.

com
admin The display name of the member account.
fd-bVaRIG**** The ID of the folder.
The way in which the member account joined
the resource directory. Valid values:
created ® invited: The member account is invited to
join the resource directory.
® created: The member account is directly
created in the resource directory.
2015-01- The time when the member account joined
23T12:33:182 the resource directory.
2015-01- The time when the member account was
23T12:33:18Z modified.

16950264-3f0d-

4ca9-82dd- The account record ID.
6ee7a3d33d6b
rd-k3**** The ID of the resource directory.
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Parameter Type Example Description

The status of the member account. Valid
values:

e (reateSuccess: The member account is
created.

e (CreateVerifying: The creation of the
member account is under confirmation.

e (CreateFailed: The member account failed
to be created.

® (reateExpired: The creation of the
member account expired.

e (reateCancelled: The creation of the
member account is canceled.

® pPromoteVerifying: The upgrade of the
member account is under confirmation.

Status String PromoteVerifying

® promoteFailed: The member account
failed to be upgraded.

® PromoteExpired: The upgrade of the
member account expired.

e PromoteCancelled: The upgrade of the
member account is canceled.

® PromoteSuccess: The member account is
upgraded.

® |nviteSuccess: The owner of the member
account accepted the invitation.

® Removed: The member account is
removed from the resource directory.

The type of the member account. Valid

values:

Type String ResourceAccount
e (CloudAccount: cloud account

® ResourceAccount: resource account

9B34724D-54B0-
Requestlid String 4A51-B34D- The ID of the request.
4512372FE1BE

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=ResendPromoteResourceAccountEmail
&RecordId=06950264-3f0d-4ca9-82dd-6ee7a3d33d6b
&<Common request parameters>

Sample success responses

xML  format
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<ResendPromoteResourceAccountEmailResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

<Account>
<ResourceDirectoryId>rd-k3****</ResourceDirectoryId>
<AccountId>12323344****</AccountId>
<DisplayName>admin</DisplayName>
<FolderId>fd-bVaRIG****</FolderId>
<JoinMethod>created</JoinMethod>
<JoinTime>2015-01-23T12:33:18Z</JoinTime>
<Type>ResourceAccount</Type>
<Status>PromoteVerifying</Status>
<RecordId>16950264-3f0d-4ca9-82dd-6ee7a3d33d6b</RecordId>
<ModifyTime>2015-01-23T12:33:187</ModifyTime>

</Account>

</ResendPromoteResourceAccountEmailResponse>

Json format

"RequestId": "9B34724D-54B0-4A51-B34D-4512372FE1BE",
"Account": {

"ResourceDirectoryId":"rd-k3****",

"AccountId": "12323344***x",

"DisplayName": "admin",
"FolderId": "fd-bVaRIG****",
"JoinMethod": "created",

"JoinTime": "2015-01-23T12:33:18z",

"Type" :"ResourceAccount",
"Status":"PromoteVerifying",
"RecordId":"16950264-3f0d-4ca9-82dd-6ee7a3d33d6b",
"ModifyTime":"2015-01-23T12:33:182"

Error codes

HttpCode Error code Error message Description

The error message returned

409 AccountTypeOrStatu You cannot perform the action because you cannot perform the
sMismatch on the member account. operation on the member
account.
The resource directory for the The error message returned
. ) account is not enabled. We because the resource directory
EntityNotExists.Reso . .
404 . recommend that you first for the account is not enabled.
urceDirectory . .
enable the resource directory for ~ Enable the resource directory for
the account. the account.
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HttpCode Error code Error message Description

The error message returned

MissingParameter.Re . because the Recordld parameter
400 You must specify RecordId. . . . .
cordld is not specified. Specify this
parameter.
. . . . The error message returned
EntityNotExists.Acco This resource directory account 9
404 . because the account record ID
untRecord recordld does not exist. .
does not exist.
The error message returned
409 LimitExceeded.Frequ The frequency of request because the frequency of the
ency exceeds limit. request has exceeded the upper

limit.
For a list of error codes, visit the API| Error Center.

8.6.5. ResendCreateCloudAccountEmail

Resends an email that is used to confirmthe creation of a cloud account.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
) ) ResendCreateClo
Action String Yes ) perform. Set the value to
udAccountEmail .
ResendCreateCloudAccountEmail.

06950264-3f0d-
RecordIid String Yes 4ca9-82dd- The account record ID.
6ee7a3d33d6b

Response parameters

Parameter Type Example Description
Account Struct The information of the member account.
Accountld String 12323344%*** The ID of the account.
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Parameter

AccountName

DisplayName

Folderld

JoinMethod

JoinTime

ModifyTime

Recordld

ResourceDirect
oryld

Type

String

String

String

String

String

String

String

String

Example

someone@example.

com

admin

fd-bVaRIG****

created

2015-01-
23T12:33:18Z

2015-01-
23T12:33:18Z

16950264-3f0d-
4ca9-82dd-
6ee7a3d33d6b

rd _ks****

Description

The name of the account.

The display name of the member account.

The ID of the folder.

The way in which the member account joined
the resource directory. Valid values:

e invited: The member account is invited to
join the resource directory.

e created: The member account is directly
created in the resource directory.

The time when the member account joined
the resource directory.

The time when the member account was
modified.

The account record ID.

The ID of the resource directory.
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Parameter Type Example
Status String CreateVerifying
Type String CloudAccount

9B34724D-54B0-
Requestid String 4A51-B34D-
4512372FE1BE

Examples

Sample requests

Description

The status of the member account. Valid
values:

e (reateSuccess: The member account is
created.

e (CreateVerifying: The creation of the
member account is under confirmation.

e (CreateFailed: The member account failed
to be created.

® (reateExpired: The creation of the
member account expired.

e (reateCancelled: The creation of the
member account is canceled.

e pPromoteVerifying: The upgrade of the
member account is under confirmation.

® promoteFailed: The member account
failed to be upgraded.

® PromoteExpired: The upgrade of the
member account expired.

e PromoteCancelled: The upgrade of the
member account is canceled.

® PromoteSuccess: The member account is
upgraded.

e |nviteSuccess: The owner of the member
account accepted the invitation.

® Removed: The member account is
removed from the resource directory.

The type of the member account. The value
CloudAccount indicates that the member
account is a cloud account.

The ID of the request.

https://resourcemanager.aliyuncs.com/?Action=ResendCreateCloudAccountEmail

&RecordId=06950264-3£f0d-4ca9-82dd-6ee7a3d33d6b

&<Common request parameters>

Sample success responses
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xML  format

<ResendCreateCloudAccountEmailResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

<Account>
<ResourceDirectoryId>rd-k3****</ResourceDirectoryId>
<AccountId>12323344****</AccountId>
<DisplayName>admin</DisplayName>
<FolderId>fd-bVaRIG****</FolderId>
<JoinMethod>created</JoinMethod>
<JoinTime>2015-01-23T12:33:18Z</JoinTime>
<Type>CloudAccount</Type>
<Status>CreateVerifying</Status>
<RecordId>16950264-3f0d-4ca9-82dd-6ee7a3d33d6b</RecordId>
<ModifyTime>2015-01-23T12:33:187</ModifyTime>

</Account>

</ResendCreateCloudAccountEmailResponse>

Json format

"RequestId": "9B34724D-54B0-4A51-B34D-4512372FE1BE",
"Account": {

"ResourceDirectoryId":"rd-k3****",

"AccountId": "12323344***x",

"DisplayName": "admin",
"FolderId": "fd-bVaRIG****",
"JoinMethod": "created",

"JoinTime": "2015-01-23T12:33:18z",

"Type" :"CloudAccount",

"Status":"CreateVerifying",
"RecordId":"16950264-3f0d-4ca9-82dd-6ee7a3d33deb",
"ModifyTime":"2015-01-23T12:33:182"

Error codes

HTTP
status Error code Error message Description
code
The error message returned
400 AccountTypeOrStatu You cannot perform the action because you cannot perform the
sMismatch on the member account. operation on the member
account.
The resource directory for the The error message returned
. ) account is not enabled. We because the resource directory
EntityNotExists.Reso . .
404 . recommend that you first for the account is not enabled.
urceDirectory . .
enable the resource directory for Enable the resource directory for
the account. the account.
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HTTP

status Error code

code

400 MissingParameter.Re
cordld

404 EntityNotExists.Acco
untRecord

409 LimitExceeded.Frequ

ency

Error message

You must specify RecordId.

This resource directory account
recordld does not exist.

The frequency of request
exceeds limit.

For a list of error codes, visit the API| Error Center.

8.6.6. CancelCreateCloudAccount

Cancels the creation of a cloud account.

Debugging

Description

The error message returned
because the Recordid parameter
is not specified. Specify this
parameter.

The error message returned
because the account record ID
does not exist.

The error message returned
because the frequency of the
request has exceeded the upper
limit.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
RecordIid String

Response parameters

Parameter Type
Requestlid String
Examples

Description

The operation that you want to
perform. Set the value to

CancelCreateCloudAccount.

Required Example
CancelCreateClou
Yes
dAccount
06950264-3f0d-
Yes 4ca9-82dd-
6ee7a3d33d6b
Example

9B34724D-54B0-
4A51-B34D-
4512372FE1BE

Description

The account record ID.

The ID of the request.
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Sample requests

https://resourcemanager.aliyuncs.com/?Action=CancelCreateCloudAccount
&RecordId=06950264-3f0d-4ca9-82dd-6ee7a3d33d6b

&<Common request parameters>

Sample success responses

xML  format

<CancelCreateCloudAccountResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

</CancelCreateCloudAccountResponse>

Json format

"RequestId":

Error codes

HTTP

status

code

400

404

409

404

Error code

MissingParameter.Re
cordld

EntityNotExists.Acco
untRecord

AccountTypeOrStatu
sMismatch

EntityNotExists.Reso
urceDirectory

"9B34724D-54B0-4A51-B34D-4512372FE1BE"

Error message

You must specify RecordId.

This resource directory account
recordld does not exist.

You cannot perform the action
on the member account.

The resource directory for the
account is not enabled. We
recommend that you first

enable the resource directory for
the account.

For a list of error codes, visit the API| Error Center.

Description

The error message returned
because the Recordld parameter
is not specified. Specify this
parameter.

The error message returned
because the account record ID
does not exist.

The error message returned
because you cannot perform the
operation on the member
account.

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.

8.6.7. CancelPromoteResourceAccount

Cancels the upgrade from a resource account to a cloud account.

Debugaqing
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
. . CancelPromoteRe
Action String Yes perform. Set the value to
sourceAccount
CancelPromoteResourceAccount.

06950264-3f0d-
RecordIid String Yes 4ca9-82dd- The account record ID.
6ee7a3d33d6b

Response param eters
Parameter Type Example Description
9B34724D-54B0-

Requestld String 4A51-B34D- The ID of the request.
4512372FE1BE

Examples
Sample requests

https://resourcemanager.aliyuncs.com/?Action=CancelPromoteResourceAccount
&RecordId=06950264-3f0d-4ca9-82dd-6ee7a3d33d6b
&<Common request parameters>

Sample success responses

xML  format

<CancelPromoteResourceAccountResponse>
<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

</CancelPromoteResourceAccountResponse>

Json format

"RequestId": "9B34724D-54B0-4A51-B34D-4512372FE1BE"

Error codes

188 > Document Version: 20220623


https://api.aliyun.com/#product=ResourceManager&api=CancelPromoteResourceAccount&type=RPC&version=2020-03-31

Resource Management

AP| Reference-API Reference (Resou

rce Directory)

HTTP

status Error code

code
MissingP ter.R

400 issingParameter.Re
cordld
EntityNotExists.Acco

404 ryNotexd
untRecord
AccountTypeOrStatu

409 . P
sMismatch
EntityNotExists.Res

404 yno €0

urceDirectory

Error message

You must specify RecordId.

This resource directory account
recordld does not exist.

You cannot perform the action
on the member account.

The resource directory for the
account is not enabled. We
recommend that you first

enable the resource directory for
the account.

For a list of error codes, visit the API Error Center.

Description

The error message returned
because the Recordid parameter
is not specified. Specify this
parameter.

The error message returned
because the account record ID
does not exist.

The error message returned
because you cannot perform the
operation on the member
account.

The error message returned
because the resource directory
for the account is not enabled.
Enable the resource directory for
the account.
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9.APIl Reference (Resource
sharing)

9.1.
EnableSharingWithResourceDirectory

Enables resource sharing for a resource directory.

Usage notes

You can share your resources wit h all members in your resource directory, all members in a specific folder
in your resource directory, or a specific member in your resource directory as a resource owner only after
you enable resource sharing.

You can call this APl operation only by using the management account of your resource directory ora
RAM user or RAM role to which the required permissions are granted within the management account.

Limits
You can call this operation up to 10 times per second per account. This operation is globally limited to
500 times per second across all accounts. If the number of the calls per second exceeds a limit,

throttling is triggered. As a result, your business may be affected. We recommend that you take note of
the limits when you call this operation.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

EnableSharingWit
Action Strin Yes hResourceDirecto perform. Set the value to
9 ; EnableSharingWithResourceDirecto
y ry.
The region ID.
Regionid String Yes cn-hangzhou For more information about regions

where the Resource Sharing service is
available, see DescribeRegions.

For more information about common request parameters, see Common parameters.

Response parameters

190 > Document Version: 20220623


https://api.aliyun.com/#product=ResourceSharing&api=EnableSharingWithResourceDirectory&type=RPC&version=2020-01-10
file:///home/admin/dita-files/output/32602202/task18819709/~~193858~~
file:///home/admin/dita-files/output/32602202/task18819709/~~159973~~

AP| Reference-API Reference (Resou

Resource Management .
rce sharing)

Parameter Type Example Description

2F23CFB6-A721-
Requestld String 4E90-ACTE- The ID of the request.
OE30FA8B45DA

Examples
Sample requests

https://resourcesharing.aliyuncs.com/?Action=EnableSharingWithResourceDirectory
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<EnableSharingWithResourceDirectoryResponse>
<RequestId>2F23CFB6-A721-4E90-AC1E-OE30FA8B45DA</RequestId>

</EnableSharingWithResourceDirectoryResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "2F23CFB6-A721-4E90-AC1E-OE30FA8B45DA"

Error codes

HTTP
status Error code Error message Description
code
The error message returned
The caller must be the master because only the management
409 ActionNotPermitted account for the Resource account of a resource directory
Directory. can be used to call this API
operation.
409 AlreadyEnabled sharing with the Resource

enabled for the resource

Directory. .
Y directory.

For a list of error codes, visit the AP| Error Center.
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9.2. CreateResourceShare

Creates a resource share.

Usage notes

Resource Sharing allows you to share your resources with one or more members and access the
resources shared by other members. To share your resources with other members, you can create
resource shares. Then, associate the resources and the members with which you want to share the
resources with the resource shares. For more information about Resource Sharing, see Resource Sharing
overview.

In this example, a resource share named test is created to share the vSwitch  vsw-
bp183p93gs667mugl**** that residesinthe cn-hangzhou regionto the member

172050525300%***
Limits
The maximum queries per second (QPS) per user for the APl operation is 10, and the maximum QPS for all
users for the APl operation is 500. If the number of calls to the APl operation per second exceeds a

related QPS limit, throttling is triggered. As a result, your services may be affected. We recommend that
you take note of the limits when you call this operation.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

. . CreateResourceS

Action String Yes hare perform. Set the value to
CreateResourceShare.
The name of the resource share.
The name must be 1to 50 characters
in length.

ResourceShareNa Strin v test

me 9 es es The name can contain letters, digits,
periods (.), underscores (_), and
hyphens (-).
The region ID.

Regionid String Yes cn-hangzhou For more information about regions

where the Resource Sharing service is
available, see DescribeRegions.

192 > Document Version: 20220623


file:///home/admin/dita-files/output/32602202/task18819709/~~160622~~
https://api.aliyun.com/#product=ResourceSharing&api=CreateResourceShare&type=RPC&version=2020-01-10
file:///home/admin/dita-files/output/32602202/task18819709/~~193858~~

Resource Management

AP| Reference-API Reference (Resou
rce sharing)

Parameter Type

Resources.N.Reso

Strin
urceType g

Resources.N.Reso

Strin
urceld 9

Required Example

No VSwitch
VSW-

No bp183p93qs667
muql****

Description

The type of the shared resource.

Valid values of N: 1 to 5. This indicates
that a maximum of five shared
resources can be specified at a time.

For more information about the types
of resources that can be shared, see
Alibaba Cloud services that support
Resource Sharing.

@ Note

Resources.N.ResourceId and
Resources.N.ResourceType

must be used in pairs.

The ID of the shared resource.

Valid values of N: 1 to 5. This indicates
that a maximum of five shared
resources can be specified at a time.

@ Note

Resources.N.ResourceId and
Resources.N.ResourceType

must be used in pairs.
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Parameter Type

Targets.N String

Required Example

No

Description

The shared target. You can set this
parameter to one of the following
items:

e |D of aresource directory: The
resource is shared with all members
in a resource directory. For more
information about how to obtain
the ID of a resource directory, see
View the basic information of a
resource directory.

e |D of afolder: The resource is
shared with all members in a folder

172050525300***

*

in a resource directory. For more
information about how to obtain
the ID of a folder, see View the basic
information of a folder.

e |D of a member: The resource is
shared with a specific member in a
resource directory. For more
information about how to obtain
the ID of a member, see View the
detailed information of a member.

Valid values of N: 1 to 5. This indicates
that @ maximum of five shared targets
can be specified at a time.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type
Requestid String
ResourceShare Object
UpdateTime String
ResourceShare )
String
Name
ResourceShare Strin
Owner 9

Example

2C3FA051-61DC-
4F3E-81E9-
E4830524DF4B

2020-12-
03708:02:22.413Z

test

151266687691****

Description

The ID of the request.

The information of the resource share.

The time when the resource share was
updated.

The name of the resource share.

The owner of the resource share.
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Parameter
CreateTime

ResourceSharel
d

ResourceShareS
tatus

Examples

Sample requests

Type

String

String

String

Example

2020-12-
03T708:02:22.413Z

rs-qSkWTHBY ****

Active

Description

The time when the resource share was
created.

The ID of the resource share.

The status of the resource share. Valid
values:

e Active: The resource share is enabled.
e Deleting: The resource share is being
deleted.

e Deleted: The resource share is deleted.

@ Note The system deletes the
records of resource shares in the
Deleted state within 48 hours to 96
hours after you delete the resource
shares.

https://resourcesharing.aliyuncs.com/?Action=CreateResourceShare

&RegionId=cn-hangzhou

&ResourceShareName=test
&Resources.l.Resourceld=vsw-bpl83p93gs667mugl****
&Resources.l.ResourceType=VSwitch
&Targets.1=172050525300****

&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK
Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>

<CreateResourceShareResponse>

<RequestId>2C3FA051-61DC-4F3E-81E9-E4830524DF4B</RequestId>

<ResourceShare>

<ResourceShareId>rs—gSkWI1HBY****</ResourceShareId>

<ResourceShareName>test</ResourceShareName>

<ResourceShareStatus>Active</ResourceShareStatus>
<CreateTime>2020-12-03T08:02:22.4137Z</CreateTime>
<UpdateTime>2020-12-03T08:02:22.4137</UpdateTime>
<ResourceShareOwner>151266687691****</ResourceShareOwner>

</ResourceShare>

</CreateResourceShareResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" "2C3FA051-61DC-4F3E-81E9-E4830524DF4B",
"ResourceShare" : {
"ResourceShareId" "rs—gSkWIHBY****",
"ResourceShareName" "test",
"ResourceShareStatus" "Active",

"CreateTime"
"UpdateTime"

"ResourceShareOwner"

Error codes

HTTP
status Error code
code
| lidP ter.R
400 nvalidParameter.Res
ourceShareName
InvalidParameter.Res
400 ourceShareName.Le

ngth

"2020-12-03T08:02:22.413z2",
"2020-12-03T08:02:22.413z2",
"151266687691*x**"

Error message

The ResourceShareName is
invalid.

The maximum length of
ResourceShareName exceeds 50
characters.

Description

The error message returned
because the value of the
ResourceShareName parameter
is invalid.

The error message returned
because the length of the value
specified for the
ResourceShareName parameter
has exceeded the upper limit.
Specify a value that is up to 50
characters in length.
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HTTP
status
code

400

400

400

400

400

400

400

400

400

409

409

Error code

InvalidParameter.Res
ources

InvalidParameter.Res
ources.Duplicate

InvalidParameter.Res
ources.Length

InvalidParameter.Tar

gets

InvalidParameter.Tar

gets.Duplicate

InvalidParameter.Tar
gets.Length

InvalidT arget

InvalidParameter

MissingParameter.Re
sourceShareName

NotEnableSharingWi
thResourceDirectory

AccountNotInResour
ceDirectory

Error message

The Resources is invalid.

The Resources contains
duplicate values.

The maximum number of
Resources exceeds 5.

The Targets is invalid.

The Targets contains duplicate
values.

The maximum number of
Targets exceeds 5.

The shared target does not exist
in the resource directory.

The specified parameter is
invalid.

You must specify
ResourceShareName.

You have not enabled sharing
with your Resource Directory.

The account is not a master or a
member of a resource directory.

Description

The error message returned
because the specified resource
is invalid.

The error message returned
because duplicate resources are
specified.

The error message returned
because the number of specified
resources has exceeded the
upper limit. Specify a maximum
of five resources.

The error message returned
because the value of the
Targets.N parameter is invalid.

The error message returned
because duplicate shared
targets are specified.

The error message returned
because the number of specified
shared targets has exceeded the
upper limit. Specify a maximum
of five shared targets.

The error message returned
because the specified shared
target is not in your resource
directory.

The error message returned
because the value of a
parameter is invalid.

The error message returned
because the
ResourceShareName parameter
is not specified.

The error message returned
because resource sharing is not
enabled for the resource
directory.

The error message returned
because the specified shared
target is not in your resource
directory.
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HTTP

status

code

409

409

409

409

Error code

QuotaExceeded.Res
ourceShare.Count

EntityAlreadyExists.R
esourceShare

QuotaExceeded.Shar
edResource.Count

SharewithYourself

Error message

The maximum number of

ResourceShare exceeds the limit.

The specified resource share ID
already exists.

The maximum number of shared
resources per account exceeds
the limit.

You cannot share resources with
yourself.

For a list of error codes, visit the API| Error Center.

9.3. ListResourceShares

Queries resource shares.

Usage notes

In this example, the resource shares of the current Alibaba Cloud account inthe

Description

The error message returned
because the number of resource
shares has exceeded the upper
limit.

The error message returned
because the ID of the resource
share already exists.

The error message returned
because the number of
resources that can be shared by
using a single account has
exceeded the upper limit.

The error message returned
because you are not allowed to
share resources with yourself.

cn-hangzhou region

are queried. The response shows that the following resource shares are created within the account
151266687691 ****

o rs—hX9wC5jO* ***

L] rs—-Pqysnzlj****

QPS limits

The maximum queries per second (QPS) per user for the APl operation is 20, and the maximum QPS for all

,whichisinthe active

,whichisinthe bpeleted state

state

users for the APl operation is 500. If the number of calls to the APl operation per second exceeds a
related QPS limit, throttling is triggered. As a result, your services may be affected. We recommend that
you take note of the limits when you call this operation.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters
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Parameter Type

Action String

ResourceOwner String

ResourceShareNa .
String

me

ResourceShareSta .
String

tus

MaxResults Integer

NextToken String

Required

Yes

Yes

No

No

No

No

Example

ListResourceShar
es

Self

test

Active

20

TGlzdFJlc291cm**

*%

Description

The operation that you want to
perform. Set the value to
ListResourceShares.

The owner of the resource shares.
Valid values:

e Self: The resource shares belong to
the current account.

e OtherAccounts: The resource shares
belong to an account other than the
current account.

The name of the resource share.

The status of the resource share. Valid
values:

e Active: The resource share is
enabled.

® Deleting: The resource share is being
deleted.

® Deleted: The resource share is
deleted.

@ Note The system deletes

the records of resource shares in
the Deleted state within 48 hours
to 96 hours after you delete the

resource shares.

The maximum number of entries to
return for a single request.

Valid values: 1 to 100. Default value:
20.

The token that is used to initiate the
next request. If the response of the
current request is truncated, you can
use the token to initiate another
request and obtain the remaining
records.
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Parameter

Regionlid

ResourceSharelds
N

Type

String

String

Required Example
Yes cn-hangzhou
No rs-Pqysnzlj****

Description

The region ID.

For more information about regions
where the Resource Sharing service is
available, see DescribeRegions.

The ID of the resource share.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter

NextToken

Requestid

ResourceShares

UpdateTime

ResourceShare
Name
ResourceShare
Owner

CreateTime

ResourceSharel
d

Type

String

String

Array of
ResourceShare

String

String

String

String

String

Example

TGlzdFJlc29Tcm****

2F23CFB6-A721-
4E90-ACTE-
OE30FA8B45DA

2020-12-
03T708:01:43.638Z

test

151266687691****

2020-12-
03T702:20:31.2927

rs-Pqysnzlj****

Description

The token that is used to initiate the next
request. If the response of the current
request is truncated, you can use the token
to initiate another request and obtain the
remaining records.

The ID of the request.

The information of the resource shares.

The time when the resource share was
updated.

The name of the resource share.

The owner of the resource share.

The time when the resource share was
created.

The ID of the resource share.
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Parameter Type Example Description

The status of the resource share. Valid
values:

e Active: The resource share is enabled.

e Deleting: The resource share is being
deleted.

ResourceShareS e Deleted: The resource share is deleted.

tatus

String Active

@ Note The system deletes the
records of resource shares in the
Deleted state within 48 hours to 96
hours after you delete the resource
shares.

Examples

Sample requests

https://resourcesharing.aliyuncs.com/?Action=ListResourceShares

&RegionId=cn-hangzhou

&ResourceOwner=Self

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" 2>

<ListResourceSharesResponse>

<ResourceShares>

<ResourceShareId>rs-hX9wC5jO****</ResourceShareId>
<ResourceShareName>testl</ResourceShareName>
<ResourceShareStatus>Deleted</ResourceShareStatus>
<CreateTime>2020-12-03T02:47:14.651%</CreateTime>
<UpdateTime>2020-12-03T08:01:56.696Z</UpdateTime>

<ResourceShareOwner>151266687691****</ResourceShareOwner>

</ResourceShares>

<ResourceShares>

<ResourceShareId>rs-PqysnzIj****</ResourceShareId>
<ResourceShareName>test</ResourceShareName>
<ResourceShareStatus>Active</ResourceShareStatus>
<CreateTime>2020-12-03T02:20:31.2927</CreateTime>
<UpdateTime>2020-12-03T08:01:43.638%</UpdateTime>
<ResourceShareOwner>151266687691****</ResourceShareOwner>

</ResourceShares>
<RequestId>2F23CFB6-A721-4E90-AC1E-OE30FA8B45DA</RequestId>

</ListResourceSharesResponse>
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Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"ResourceShares" : [ {
"ResourceShareId" : "rs-hX9wC5jO****'",
"ResourceShareName" : "testl",
"ResourceShareStatus" : "Deleted",
"CreateTime" : "2020-12-03T02:47:14.651z",
"UpdateTime" : "2020-12-03T08:01:56.6962",
"ResourceShareOwner" : "151266687691****"

boo A
"ResourceShareId" : "rs-PqysnzIj****'",
"ResourceShareName" : "test",
"ResourceShareStatus" : "Active",
"CreateTime" : "2020-12-03T02:20:31.292z",
"UpdateTime" : "2020-12-03T08:01:43.638z2",
"ResourceShareOwner" : "151266687691****"

bl

"RequestId" : "2F23CFB6-A721-4E90-AC1E-OE30FA8B45DA"

Error codes

HTTP

status Error code Error message

code

400 MissingParameter.Re You must specify
sourceOwner ResourceOwner.
InvalidParameter.Res

400 The ResourceOwner is invalid.
ourceOwner

400 InvalidParameter.Res The ResourceShareName is
ourceShareName invalid.
InvalidParameter.Res The maximum length of

400 ourceShareName.Le ResourceShareName exceeds 50

ngth characters.

Description

The error message returned
because the ResourceOwner
parameter is not specified.

The error message returned
because the value of the
ResourceOwner parameter is
invalid.

The error message returned
because the value of the
ResourceShareName parameter
is invalid.

The error message returned
because the length of the value
specified for the
ResourceShareName parameter
has exceeded the upper limit.
Specify a value that is up to 50
characters in length.
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HTTP
status
code

400

400

400

400

400

400

400

400

Error code

InvalidParameter.Res
ourceShareStatus

InvalidParameter.Ma
XResults

InvalidParameter.Ne
xtToken

InvalidParameter.Ne
xtToken.Length

InvalidParameter.Res
ourceSharelds

InvalidParameter.Res
ourceSharelds.Duplic
ate

InvalidParameter.Res
ourceSharelds.Lengt
h

InvalidParameter

Error message

The ResourceShareStatus is
invalid.

The MaxResults is invalid.

The NextToken is invalid.

The maximum length of
NextToken exceeds 256
characters.

The ResourceSharelds is invalid.

The ResourceSharelds contains
duplicate values.

The maximum length of
ResourceSharelds exceeds 5
characters.

The specified parameter is
invalid.

For a list of error codes, visit the API Error Center.

9.4. UpdateResourceShare

Changes the name of a resource share.

In this example, the name of the resource share  rs-gSkw1HBY****
changed from test tO new

Description

The error message returned
because the value of the
ResourceShareStatus parameter
is invalid.

The error message returned
because the value of the
MaxResults parameter is invalid.

The error message returned
because the value of the
NextToken parameter is invalid.

The error message returned
because the length of the value
specified for the NextToken
parameter has exceeded the
upper limit. Specify a value that
is up to 256 characters in length.

The error message returned
because the value of the
ResourceSharelds.N parameter is
invalid.

The error message returned
because duplicate resource
share IDs are specified for the
ResourceSharelds.N parameter.

The error message returned
because the number of resource
share IDs specified by using the
ResourceSharelds.N parameter
has exceeded the upper limit.
Specify a maximum of five
resource share IDs.

The error message returned
because the value of a
parameter is invalid.

inthe cn-hangzhou regionis
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Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
Regionid String
ResourceShareld String
ResourceShareNa .

String
me

Required Example Description
The operation that you want to
UpdateResourceS
Yes perform. Set the value to
hare
UpdateResourceShare.
The region ID.

Yes cn-hangzhou For more information about regions
where the Resource Sharing service is
available, see DescribeRegions.

Yes rs-qSkW THBY **** The ID of the resource share.

The new name of the resource share.
The name must be 1 to 50 characters
Yes new in length.

It can contain letters, digits, periods (.),
underscores (_), and hyphens (-).

For more information about common parameters, see Common parameters.

Response parameters

Parameter Type Example Description
2860A3A4-D8C1-
Requestid String 4EF4-954E- The ID of the request.
84A3945E26E5
ResourceShare Struct The information of the resource share.
CreateTime Strin 2020-12- The time when the resource share was
9 03T708:02:22.413Z created.
ResourceSharel )
d String rs-qSkW1HBY **** The ID of the resource share.
ResourceShare
String new The name of the resource share.
Name
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Parameter

ResourceShare
Owner

ResourceShareS
tatus

UpdateTime

Examples

Sample requests

Type

String

String

String

Example Description

151266687691**** The owner of the resource share.

The status of the resource share. Valid
values:

e Active: The resource share is enabled.

® Deleting: The resource share is being
deleted.

. e Deleted: The resource share is deleted.
Active

@ Note The system automatically
deletes the records of resource shares
in the Deleted state within 48 hours to
96 hours after you delete the resource
shares.

2020-12- The time when the resource share was
04T08:55:25.382Z updated.

https://resourcesharing.aliyuncs.com/?Action=UpdateResourceShare

&RegionId=cn-hangzhou

&ResourceShareId=rs—gSkKkWI1HBY****
&ResourceShareName=new

&<Common request parameters>

Sample success responses

xML  format

<UpdateResourceShareResponse>

<RequestId>2860A3A4-D8C1-4EF4-954E-84A3945E26E5</RequestId>

<ResourceShare>
<ResourceShareld>rs-gSkW1HBY****</ResourceShareId>

<ResourceShareName>new</ResourceShareName>

<ResourceShareStatus>Active</ResourceShareStatus>
<CreateTime>2020-12-03T08:02:22.413%</CreateTime>
<UpdateTime>2020-12-04T08:55:25.3827</UpdateTime>
<ResourceShareOwner>151266687691****</ResourceShareOwner>

</ResourceShare>

</UpdateResourceShareResponse>

Json format
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"RequestId":

"ResourceShare": {

"2860A3A4-D8C1-4EF4-954E-84A3945E26E5",

"ResourceShareId": "rs-gSkWI1HBY***x",
"ResourceShareName": "new",
"ResourceShareStatus": "Active",

"CreateTime":
"UpdateTime":

"ResourceShareOwner":

Error codes

HTTP
status Error code
code
MissingParameter.Re
400 9
sourceShareld
InvalidParameter.Res
400
ourceShareld
MissingParameter.Re
400
sourceShareName
InvalidParameter.Res
400
ourceShareName
InvalidParameter.Res
400 ourceShareName.Le
ngth
EntityNotExists.Reso
404 4

urceShare

"2020-12-03T08:02:22.413z2",
"2020-12-04T08:55:25.3822",
"151266687691****x"

Error message

You must specify
ResourceShareld.

The ResourceShareld is invalid.

You must specify
ResourceShareName.

The ResourceShareName is
invalid.

The maximum length of
ResourceShareName exceeds 50
characters.

The resource share does not
exist in the current account.

Description

The error message returned
because the ResourceShareld
parameter is not specified.

The error message returned
because the value of the
ResourceShareld parameter is
invalid.

The error message returned
because the
ResourceShareName parameter
is not specified.

The error message returned
because the value of the
ResourceShareName parameter
is invalid.

The error message returned
because the length of the value
specified for the
ResourceShareName parameter
has exceeded the upper limit.
Specify a value that is up to 50
characters in length.

The error message returned
because the resource share does
not belong to your Alibaba
Cloud account.
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HTTP
status Error code Error message Description
code
The error message returned
The status of the resource share .
ResourceShareStatu o because the operation is not
409 . . does not allow the specified .
sMismatchAction ) supported while the resource
operation. -
share is in the current state.
v . The error message returned
. The specified parameter is I .
400 InvalidParameter because a specified parameter is

invalid. invalid.

For a list of error codes, visit the API Error Center.

9.5. DeleteResourceShare

Deletes a resource share.

Afteryou delete a resource share, all the shared targets associated with it cannot access the related
shared resources. However, the shared resources are not deleted with the resource share.

The resource share that is deleted isinthe peleted state.The systemdeletesthe record of the
resource share within 48 hours to 96 hours.

In this example, the resource share  rs-gskwiHBY**** inthe cn-hangzhou region is deleted.
Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
. . DeleteResourceS
Action String Yes perform. Set the value to

hare
DeleteResourceShare.
The region ID.

Regionid String Yes cn-hangzhou For more information about regions
where the Resource Sharing service is
available, see DescribeRegions.

ResourceShareld String Yes rs-qSkW1THBY**** The ID of the resource share.

For more information about common parameters, see Common parameters.

Response parameters
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Parameter Type Example Description

A627EE2A-223D-
Requestlid String 4E1F-A954- The ID of the request.
394686AEA916

Examples

Sample requests

https://resourcesharing.aliyuncs.com/?Action=DeleteResourceShare
&RegionId=cn-hangzhou
&ResourceShareId=rs—-gSkW1HBY****

&<Common request parameters>

Sample success responses

xML  format

<DeleteResourceShareResponse>
<RequestId>A627EE2A-223D-4E1F-A954-394686AEA91 6</RequestId>
</DeleteResourceShareResponse>

Json format

"RequestId": "A627EE2A-223D-4E1F-A954-394686AEA916"

Error codes

HTTP
status Error code Error message Description
code
L . The error message returned
MissingParameter.Re You must specify 9
400 because the ResourceShareld
sourceShareld ResourceShareld. . e
parameter is not specified.
The error message returned
InvalidParameter.Res . ) because the value of the
400 The ResourceShareld is invalid. )
ourceShareld ResourceShareld parameter is
invalid.
The error message returned
404 EntityNotExists.Reso The resource share does not because the resource share does
urceShare exist in the current account. not belong to your Alibaba

Cloud account.
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HTTP

status Error code

code
ResourceShareStatu

409 . )
sMismatchAction
DeleteResourceShar

409 _ ur a
eConflict

400 InvalidParameter

Error message

The status of the resource share
does not allow the specified
operation.

You cannot delete a resource
share while there are unfinished
tasks.

The specified parameter is
invalid.

For a list of error codes, visit the API Error Center.

9.6. AssociateResourceShare

Associates resources or members with a resource share.

Usage notes

This topic provides an example on how to call the APl operation to associate the vSwitch
with the resource share
region. After the association, the vSwitch is shared with the

bpl83p93gs667mugl* ***
6GRmdD3xX**** inthe

member.

Limits

and the member

cn-hangzhou

172050525300** **

Description

The error message returned
because the operation is not
supported while the resource
share is in the current state.

The error message returned
because the operation is not
supported while unfinished
tasks exist.

The error message returned
because a specified parameter is
invalid.

VSW—

rs—

You can call this operation up to 10 times per second per account. This operation is globally limited to
500 times per second across all accounts. If the number of the calls per second exceeds a limit,
throttling is triggered. As a result, your business may be affected. We recommend that you take note of
the limits when you call this operation.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type

Action String

Required Example

AssociateResourc

Yes
eShare

Description

The operation that you want to
perform. Set the value to

AssociateResourceShare.
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Parameter Type Required Example Description
ResourceShareld String Yes rs-6GRmMdD3X**** The ID of the resource share.
The region ID.
Regionld String Yes cn-hangzhou For more information about regions

where the Resource Sharing service is
available, see DescribeRegions.

The type of the shared resource.

Valid values of N: 1 to 5. This indicates
that a maximum of five shared
resources can be specified at a time.

For more information about the types
of resources that can be shared, see

String No VSwitch Services that work with Resource
Sharing.

Resources.N.Reso
urceType

@ Note

Resources.N.ResourceId and
Resources.N.ResourceType

must be used in pairs.

The ID of the shared resource.

Valid values of N: 1 to 5. This indicates
that a maximum of five shared
resources can be specified at a time.

@ Note
VSW-
Resources.N.Reso . -N.
String NoO bp183p93qs667 Resources.N.Resourceld and
urceld - Resources.N.ResourceType must
mugl . .
be used in pairs.
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Parameter Type Required

Targets.N String No

Example

Description

The ID of the principal. You can set this
parameter to one of the following
items:

e |D of aresource directory: The
resource is shared with all members
in the resource directory. For more
information about how to obtain
the ID of a resource directory, see
View the basic information of a
resource directory.

e |D of afolder: The resource is

172050525300*** shared with all members in the

*

folder. For more information about
how to obtain the ID of a folder, see
View the basic information of a
folder.

e |D of a member: The resource is
shared with the member. For more
information about how to obtain
the ID of a member, see View the
detailed information of a member.

Valid values of N: 1 to 5. This indicates
that a maximum of five principals can
be specified at a time.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type
Requestid String
A f
ResourceShare rray o
ResourceShare

Associations .
Association

Example

111FB84A-60A9-
403E-9067-
E55D7EE95BD1

Description

The ID of the request.

The information of the entities that are
associated with the resource share.
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Parameter Type Example

2020-12-

UpdateTime String 04T09:40:41.2467

VSW-
Entityld String bp183p93gs667muq
l****
ResourceShare .
String test
Name
) . 2020-12-
CreateTime String

04T09:40:41.246Z

Description

The time when the association was updated.
The value of this parameter depends on the
value of the AssociationType parameter:

e |f the value of AssociationType is R
esource , the value of this parameter is
the time when the association of the
shared resource was updated.

e If the value of AssociationType is T
arget ,the value of this parameter is the

time when the association of the principal
was updated.

The ID of the entity. The value of this
parameter depends on the value of the
AssociationType parameter:

e |f the value of AssociationType is R
esource ,the value of this parameter is
the ID of the shared resource.

e |f the value of AssociationType is T
arget ,the value of this parameter is the
ID of aresource directory, folder, or
member.

The name of the resource share.

The time when the association was created.
The value of this parameter depends on the
value of the AssociationType parameter:

e If the value of AssociationType is R
esource , the value of this parameter is
the time when the shared resource was
associated with the resource share.

e |f the value of AssociationType is T
arget ,the value of this parameter is the

time when the principal was associated
with the resource share.
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Parameter Type
EntityType String
ResourceSharel )
String
d
AssociationStat )
String
usMessage
AssociationT
P String
e
AssociationStat .
String
us
Examples

Sample requests

Example

VSwitch

rs-6GRmMdD3X****

The reason for the

association failure.

Resource

Associating

Description

The type of the entity. The value of this
parameter depends on the value of the
AssociationType parameter:

e |f the value of AssociationType is
Resource, the value of this parameter is
the type of the shared resource. For more
information about the types of resources
that can be shared, see Services that work
with Resource Sharing.

e |f the value of AssociationType is Target,
the value of this parameter is
Account

The ID of the resource share.
The cause of the association failure.

The association type. Valid values:

® Resource

® Target

The association status. Valid values:

e Associating: The entity is being
associated.

e Associated: The entity is associated.

e Failed: The entity fails to be associated.

® Disassociating: The entity is being
disassociated.

e Disassociated: The entity is disassociated.

@ Note The system deletes the
records of entities inthe Failed or

Disassociated state within 48
hours to 96 hours.
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https://resourcesharing.aliyuncs.com/?Action=AssociateResourceShare
&RegionId=cn-hangzhou

&ResourceShareId=rs-6GRmdD3X* ***
&Resources.l.Resourceld=vsw-bpl83p93gs667mugl****
&Resources.l.ResourceType=VSwitch

&Targets.1=172050525300****

&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>

<AssociateResourceShareResponse>
<ResourceShareAssociations>
<ResourceShareId>rs—-6GRmdD3X****</ResourceShareId>
<EntityId>vsw-bpl83p93gs667mugl****</EntityId>
<EntityType>VSwitch</EntityType>
<AssociationStatusMessage></AssociationStatusMessage>
<AssociationType>Resource</AssociationType>
<CreateTime>2020-12-04T09:40:41.2462</CreateTime>
<UpdateTime>2020-12-04T09:40:41.246Z</UpdateTime>
<ResourceShareName>test</ResourceShareName>
<AssociationStatus>Associating</AssociationStatus>
</ResourceShareAssociations>
<ResourceShareAssociations>
<ResourceShareId>rs—-6GRmdD3X****</ResourceShareId>
<EntityId>172050525300****</EntityId>
<EntityType>Account</EntityType>
<AssociationStatusMessage></AssociationStatusMessage>
<AssociationType>Target</AssociationType>
<CreateTime>2020-12-04T09:40:41.2502</CreateTime>
<UpdateTime>2020-12-04T09:40:41.250Z</UpdateTime>
<ResourceShareName>testl</ResourceShareName>
<AssociationStatus>Associating</AssociationStatus>
</ResourceShareAssociations>
<RequestId>111FB84A-60A9-403E-9067-E55D7EE95BD1</RequestId>

</AssociateResourceShareResponse>

Json format
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HTTP/1.1 200 OK
Content-Type:application/json

{

"ResourceShareAssociations" : [ {

}

"RequestId"

"ResourceShareId" "rs—6GRMAD3X****",
"EntityId" "vsw-bpl83p93gs66Tmugl*Fr*",
"EntityType" "VSwitch",
"AssociationStatusMessage" : "",
"AssociationType"
"2020-12-04T09:40:41.2462",
"2020-12-04T09:40:41.2462",

"test",

"Resource",
"CreateTime"
"UpdateTime"
"ResourceShareName"
"AssociationStatus"
{

"ResourceShareId" "rs—-6GRmMAD3X* ***"
"EntityId" "172050525300****x",
"EntityType" "Account",

"Associating"

"AssociationStatusMessage" : "",
"AssociationType"
"2020-12-04T09:40:41.250z2",
"2020-12-04T09:40:41.250z2",
"testl",

"Target",
"CreateTime"
"UpdateTime"
"ResourceShareName"
"AssociationStatus"

}l

"Associating"

"111FB84A-60A9-403E-9067-E55D7EE95BD1"

Error codes

HTTP

status Error code Error message

code

400 MissingParameter.Re You must specify
sourceShareld ResourceShareld.
InvalidParameter.Res . .

400 The ResourceShareld is invalid.
ourceShareld
InvalidParameter.Res

400 The Resources is invalid.
ources

400 InvalidParameter.Res The Resources contains

ources.Duplicate duplicate values.

Description

The error message returned
because the ResourceShareld
parameter is not configured.

The error message returned
because the value of the
ResourceShareld parameter is
invalid.

The error message returned
because the specified resource
is invalid.

The error message returned
because duplicate resources are
specified.
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HTTP
status Error code Error message Description
code
The error message returned
) . because the number of specified
InvalidParameter.Res The maximum number of
400 resources has exceeded the
ources.Length Resources exceeds 5. . . .
upper limit. Specify a maximum
of five resources.
The error message returned
InvalidParameter.Tar . .
400 ots The Targets is invalid. because the value of the
9 Targets.N parameter is invalid.
. . ) The error message returned
InvalidParameter.Tar The Targets contains duplicate . 9 .
400 ) because duplicate principals are
gets.Duplicate values. s
specified.
The error message returned
. . because the number of specified
InvalidParameter.Tar The maximum number of . P
400 principals has exceeded the
gets.Length Targets exceeds 5. . . .
upper limit. Specify a maximum
of five principals.
The error message returned
) The shared target does not exist g. ) .
400 InvalidT arget . ) because the specified principal is
in the resource directory. ; )
not in your resource directory.
. The error message returned
ResourceAndT arget Either a resource or a shared 9
400 . because no resources or
BothEmpty target must be specified. . e
principals are specified.
The error message returned
) The specified parameter is
400 InvalidParameter invalidp P because the value of a
’ parameter is invalid.
The error message returned
404 EntityNotExists.Reso The resource share does not because the resource share does
urceShare exist in the current account. not belong to your Alibaba
Cloud account.
The error message returned
400 NotEnableSharingWi You have not enabled sharing because resource sharing is not
thResourceDirectory with your Resource Directory. enabled for the resource
directory.
. The error message returned
AccountNotInResour The account is not a master or a g- ) .
409 ) . because the specified principal is
ceDirectory member of a resource directory. . .
not in your resource directory.
The error message returned
The status of the resource share d L
ResourceShareStatu - because the operation is not
409 ) ) does not allow the specified .
sMismatchAction . supported while the resource
operation. -
share is in the current state.
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HTTP
status Error code Error message Description
code
The error message returned
The maximum number of shared 9
Quotakxceeded.Shar because the number of shared
409 resources per account exceeds .
edResource.Count o resources within the account has
the limit. o
exceeded the upper limit.
. The error message returned
. You cannot share resources with
409 SharewithYourself because you are not allowed to
yourself. .
share resources with yourself.
The error message returned
You cannot perform the 9 L
. ) . S L because the operation is not
409 AssociateConflict operation while disassociation . . .
L ) supported while a disassociation
operation is being performed. o .
operation is being performed.
The error message returned
because only the management
account of a resource directory
can be used to share the
specified type of resource. If you
Only the management account still want to use the current
NotManagementAcc o )
409 ount of the service is allowed to account to share this type of

share such resources.

For a list of error codes, visit the API| Error Center.

9.7. DisassociateResourceShare

Disassociates resources or principals from a resource share.

resource, contact the owner of
the management account to
specify the current account as a
delegated administrator
account of the service to which
the resource belongs.

Usage notes

In this example, the member 172050525300%*** s disassociated fromthe resource share rs-
6GRmdD3x**** that residesinthe cn-hangzhou region. This indicates that the member cannot share
the resources associated with the resource share.

QPS limits

The maximum queries per second (QPS) per user for the APl operation is 10, and the maximum QPS for all
users forthe APl operation is 500. If the number of calls to the APl operation per second exceeds a
related QPS limit, throttling is triggered. As a result, your services may be affected. We recommend that
you take note of the limits when you call this operation.

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

. . The operation that you want to
. . DisassociateReso
Action String Yes perform. Set the value to
urceShare . .
DisassociateResourceShare.

ResourceShareld String Yes rs-6GRmMdD3X**** The ID of the resource share.
The region ID.
Regionld String Yes cn-hangzhou For more information about regions

where the Resource Sharing service is
available, see DescribeRegions.

The type of the shared resource.

Valid values of N: 1 to 5. This indicates
that a maximum of five shared
resources can be specified at a time.

For more information about the types
of resources that can be shared, see

Resources.N.Reso Alibaba Cloud services that support

urceType string No VSwitch Resource Sharing.

@ Note

Resources.N.Resourceld and
Resources.N.ResourceType must
be used in pairs.

The ID of the shared resource.

Valid values of N: 1 to 5. This indicates
that a maximum of five shared
resources can be specified at a time.

VSW-
Resources.N.Reso
urceld String No bp183p93qs667

qul**** @ Note

Resources.N.Resourceld and
Resources.N.ResourceType must
be used in pairs.
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Parameter Type

Targets.N String

Required

No

Example

172050525300***

*

Description

The principal. You can set this
parameter to one of the following
items:

ID of a resource directory: The
resource is shared with all members
in a resource directory. For more
information about how to obtain
the ID of a resource directory, see
View the basic information of a
resource directory.

ID of afolder: The resource is
shared with all members in a folder
in a resource directory. For more
information about how to obtain
the ID of afolder, see View the basic
information of a folder.

ID of a member: The resource is
shared with a specific member in a
resource directory. For more
information about how to obtain
the ID of a member, see View the
detailed information of a member.

Valid values of N: 1 to 5. This indicates
that a maximum of five principals can
be specified at a time.

For more information about common request parameters, see Common parameters,

Response parameters

Parameter Type
Requestlid String
Array of
ResourceShare Y
. ResourceShare
Associations o
Association

Example

95230BC9-A8E8-
4493-96BD-
4FOC758E37F8

Description

The ID of the request.

The information of the entities that are
associated with the resource share.
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Parameter Type Example

2020-12-

UpdateTime String 04T09:40:45.5562

Entityld String 172050525300%***
ResourceShare .
String test
Name
2020-12-
CreateTime String

04T709:40:41.250Z

Description

The time when the disassociation was
updated. The value of this parameter
depends on the value of the
AssociationType parameter:

e |f the value of AssociationType is R
esource , the value of this parameter is
the time when the disassociation of the
resource was updated.

e |f the value of AssociationType is T
arget , the value of this parameter is the
time when the disassociation of the
principal was updated.

The ID of the entity. The value of this
parameter depends on the value of the
AssociationType parameter:

e |f the value of AssociationType Iis R
esource ,the value of this parameter is
the ID of the resource.

e |f the value of AssociationType is T
arget ,the value of this parameter is the
ID of the resource directory, folder, or
member.

The name of the resource share.

The time when the disassociation was
performed. The value of this parameter
depends on the value of the
AssociationType parameter:

e |f the value of AssociationType is R
esource , the value of this parameter is
the time when the resource was
disassociated from the resource share.

e |f the value of AssociationType is T
arget |, the value of this parameter is the
time when the principal was disassociated
from the resource share.
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Parameter

EntityType

ResourceSharel
d

AssociationStat
usMessage

AssociationTyp
e

AssociationStat
us

Examples

Sample requests

Type Example
String Account
String rs-6GRmMdD3X****

The Resources is

Strin . .
o invalid.
String Target
String Disassociating

Description

The type of the entity. The value of this
parameter depends on the value of the
AssociationType parameter:

e |f the value of AssociationType is
Resource, the value of this parameter is
the type of the resource. For more
information about the types of resources
that can be shared, see Alibaba Cloud
services that support Resource Sharing.

e |f the value of AssociationType is Target,
the value of this parameter is Account.

The ID of the resource share.

The cause of the disassociation failure.

The association type. Valid values:

® Resource

e Target

The association status. Valid values:

® Associating: The entity is being
associated.

e Associated: The entity is associated.

® Failed: The entity fails to be associated.

® Disassociating: The entity is being
disassociated.

® Disassociated: The entity is disassociated.

@ Note The system deletes the
records of entities inthe Failed or

Disassociated state within 48
hours to 96 hours.

https://resourcesharing.aliyuncs.com/?Action=DisassociateResourceShare

&RegionId=cn-hangzhou
&ResourceShareId=rs—-6GRmdD3X****
&Targets.1=172050525300****

&<Common request parameters>
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Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>
<DisassociateResourceShareResponse>

<ResourceShareAssociations>

<ResourceSharelId>rs-6GRmdD3X****</ResourceShareId>

<EntityId>172050525300****</EntityId>
<EntityType>Account</EntityType>

<AssociationStatusMessage></AssociationStatusMessage>

<AssociationType>Target</AssociationType>

<CreateTime>2020-12-04T09:40:41.250Z</CreateTime>
<UpdateTime>2020-12-04T09:40:45.556Z</UpdateTime>
<ResourceShareName>test</ResourceShareName>

<AssociationStatus>Disassociating</AssociationStatus>

</ResourceShareAssociations>

<RequestId>95230BC9-A8E8-4493-96BD-4F0C758E37F8</RequestId>

</DisassociateResourceShareResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"ResourceShareAssociations” : [ {
"ResourceShareId" : "rs—6GRmdD3X****",
"EntityId" : "172050525300****",
"EntityType" : "Account",
"AssociationStatusMessage" : "",
"AssociationType" : "Target",

"CreateTime" : "2020-12-04T09:40:41.250z",
"UpdateTime" : "2020-12-04T09:40:45.5562",
"ResourceShareName" : "test",
"AssociationStatus" : "Disassociating"

Pl

"RequestId" : "95230BC9-A8E8-4493-96BD-4F0C758E37F8"

Error codes

HTTP

status Error code Error message
code

400 MissingParameter.Re You must specify

sourceShareld ResourceShareld.

Description

The error message returned
because the ResourceShareld
parameter is not specified.
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HTTP
status
code

400

400

400

400

400

400

400

400

400

400

404

Error code

InvalidParameter.Res
ourceShareld

InvalidParameter.Res
ources

InvalidParameter.Res
ources.Duplicate

InvalidParameter.Res
ources.Length

InvalidParameter.Tar

gets

InvalidParameter.Tar

gets.Duplicate

InvalidParameter.Tar
gets.Length

ResourceAndT arget
BothEmpty

Disassociatelnvalid

InvalidParameter

EntityNotExists.Reso
urceShare

Error message

The ResourceShareld is invalid.

The Resources is invalid.

The Resources contains
duplicate values.

The maximum number of
Resources exceeds 5.

The Targets is invalid.

The Targets contains duplicate
values.

The maximum number of
Targets exceeds 5.

Either a resource or a shared
target must be specified.

You can not disassociate
unassociated resource or target.

The specified parameter is
invalid.

The resource share does not
exist in the current account.

Description

The error message returned
because the value of the
ResourceShareld parameter is
invalid.

The error message returned
because the specified resource
is invalid.

The error message returned
because duplicate resources are
specified.

The error message returned
because the number of specified
resources has exceeded the
upper limit. Specify a maximum
of five resources.

The error message returned
because the value of the
Targets.N parameter is invalid.

The error message returned
because duplicate principals are
specified.

The error message returned
because the number of specified
principals has exceeded the
upper limit. Specify a maximum
of five principals.

The error message returned
because no resources or
principals are specified.

The error message returned
because the operation is not
supported for an entity that is
not associated with the resource
share.

The error message returned
because the value of a
parameter is invalid.

The error message returned
because the resource share does
not belong to your Alibaba
Cloud account.
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HTTP
status Error code Error message Description
code
) The error message returned
AccountNotInResour The account is not a master or a . . .
409 . ) because the specified principal is
ceDirectory member of a resource directory. ; )
not in your resource directory.
The error message returned
The status of the resource share 9 L
ResourceShareStatu " because the operation is not
409 does not allow the specified

sMismatchAction supported while the resource

operation. .

P share is in the current state.
The error message returned
because the operation is not
supported while an association
is being performed.

You cannot perform the
409 DisassociateConflict operation while association is
already in progress.

For a list of error codes, visit the API Error Center.

9.8. ListResourceShareAssociations

Queries the association records of resource shares.

Usage notes

In this example, the association records of the resource shares that belong to the current Alibaba Cloud
account are queried inthe cn-hangzhou region. The response shows the following records:

e Theresource vsw-bplupw03qyz8n7us9**** Of the vswitch type hasbeen associated withthe
resource share rs-6GRmdD3x**** . The resourceisinthe associated state.Thisindicatesthat the
resource is being shared.

e The resource vsw-bpl83p93gs66Tmugl**** Of the vswitch type hasbeen disassociated fromthe
resource share rs-6GRmdD3x**** . The resourceisinthe Disassociated state. This indicates that
the sharing of the resource is stopped.

QPS limits

The maximum queries per second (QPS) per user for the APl operation is 20, and the maximum QPS for all
users forthe APl operation is 500. If the number of calls to the APl operation per second exceeds a
related QPS limit, throttling is triggered. As a result, your services may be affected. We recommend that
you take note of the limits when you call this operation.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters
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Parameter Type

Action String
Resourceld String
Target String

AssociationType String

AssociationStatus String

Required Example

ListResourceShar

Yes —
eAssociations
VSW-

No bp183p93qs667
muql****
172050525300***

No .

Yes Resource

No Associated

Description

The operation that you want to
perform. Set the value to
ListResourceShareAssociations.

The ID of the resource.

@ Note This parameter is
unavailable if you set the
AssociationType parameter

to Target

The ID of the principal.

@ Note This parameter is
unavailable if you set the
AssociationType parameter

to Resource

The association type. Valid values:

Resource

Target

The association status. Valid values:

Associating: The entity is being
associated.

Associated: The entity is associated.

Failed: The entity fails to be
associated.

Disassociating: The entity is being
disassociated.

Disassociated: The entity is
disassociated.

@ Note The system deletes
the records of entities in the
Failed oOr Disassociated

state within 48 hours to 96 hours.
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Parameter

MaxResults

NextToken

Regionld

ResourceSharelds
N

Type

Integer

String

String

String

Required Example

No 20

No

*%

Yes cn-hangzhou

Description

The maximum number of entries to
return for a single request.

Valid values: 1 to 100. Default value:
20.

The token that is used to initiate the
next request. If the response of the

TGlzdFJlc291cm** current request is truncated, you can

use the token to initiate another
request and obtain the remaining
records.

The region ID.

For more information about regions
where the Resource Sharing service is
available, see DescribeRegions.

No rs-6GRmMdD3X**** The IDs of the resource shares.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter

NextToken

Requestld

ResourceShare
Associations

Type

String

String

Array of
ResourceShare
Association

Example

TGlzdFJlc291cm****

T1BA57B5-7301-
4E2F-BBA5-
2AE4C2F4FCDB

Description

The token that is used to initiate the next
request. If the response of the current
request is truncated, you can use the token
to initiate another request and obtain the
remaining records.

The ID of the request.

The information of the entities.
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Parameter Type
UpdateTime String
Entityld String
ResourceShare Strin
Name 9
CreateTime String

Example

2020-12-
07T07:39:02.920Z

VSW-
bplupw03qyz8n7us

9****

example

2020-12-
07T07:39:01.818Z

Description

The time when the association was updated.
The value of this parameter depends on the
value of the AssociationType parameter:

e |f the value of AssociationType is R
esource |, the value of this parameter is
the time when the association of the
shared resource was updated.

e |f the value of AssociationType is T
arget ,the value of this parameter is the
time when the association of the principal
was updated.

The ID of the entity. The value of this
parameter depends on the value of the
AssociationType parameter:

e |f the value of AssociationType is R
esource , the value of this parameter is
the ID of the shared resource.

e |f the value of AssociationType is T
arget ,the value of this parameter is the
ID of the principal.

The name of the resource share.

The time when the association was created.
The value of this parameter depends on the
value of the AssociationType parameter:

e |f the value of AssociationType is R
esource ,the value of this parameter is
the time when the shared resource was
associated with or disassociated from the
resource share.

e |f the value of AssociationType is T
arget ,the value of this parameter is the
time when the principal was associated
with or disassociated from the resource
share.
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Parameter Type Example
EntityType String VSwitch
ResourceSharel .

d String rs-6GRmMdD3X****
AssociationStat Strin The reason for the
usMessage o association failure.

AssociationTyp

o String Resource
AssociationStat
At String Associated
us
Examples

Sample requests

Description

The type of the entity. The value of this
parameter depends on the value of the
AssociationType parameter:

e |f the value of AssociationType is
Resource, the value of this parameter is
the type of the resource. For more
information about the types of resources
that can be shared, see Alibaba Cloud
services that support Resource Sharing.

e |f the value of AssociationType is Target,
the value of this parameter is
Account

The ID of the resource share.

The cause of the association failure.

The association type. Valid values:

® Resource

® Target

The association status. Valid values:

® Associating: The entity is being
associated.

e Associated: The entity is associated.

® Failed: The entity fails to be associated.

® Disassociating: The entity is being
disassociated.

® Disassociated: The entity is disassociated.

@ Note The system deletes the
records of entities inthe Failed or

Disassociated state within 48
hours to 96 hours.

https://resourcesharing.aliyuncs.com/?Action=ListResourceShareAssociations

&AssociationType=Resource
&RegionId=cn-hangzhou
&<Common request parameters>
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Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" 2>
<ListResourceShareAssociationsResponse>
<ResourceShareAssociations>
<ResourceShareId>rs—-6GRmdD3X****</ResourceShareId>
<ResourceShareName>example</ResourceShareName>
<EntityId>vsw-bplupw03qyz8n7us9****</EntityId>
<EntityType>VSwitch</EntityType>
<AssociationStatusMessage></AssociationStatusMessage>
<AssociationType>Resource</AssociationType>
<CreateTime>2020-12-07T07:39:01.8187Z</CreateTime>
<UpdateTime>2020-12-07T07:39:02.920%Z</UpdateTime>
<AssociationStatus>Associated</AssociationStatus>
</ResourceShareAssociations>
<ResourceShareAssociations>
<ResourceShareId>rs-6GRmdD3X****</ResourceShareId>
<ResourceShareName>example</ResourceShareName>
<EntityId>vsw-bpl83p93gs667mugl****</EntityId>
<EntityType>VSwitch</EntityType>
<AssociationStatusMessage></AssociationStatusMessage>
<AssociationType>Resource</AssociationType>
<CreateTime>2020-12-04T09:40:41.246Z</CreateTime>
<UpdateTime>2020-12-07T03:17:24.0672</UpdateTime>
<AssociationStatus>Disassociated</AssociationStatus>
</ResourceShareAssociations>
<RequestId>11BA57B5-7301-4E2F-BBA5-2AE4C2F4FCDB</RequestId>

</ListResourceShareAssociationsResponse>

Json format
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HTTP/1.1 200 OK
Content-Type:application/json

{

"ResourceShareAssociations"

}

"RequestId"

"ResourceShareId"
"ResourceShareName"
"EntityId"
"EntityType" "VSwitch",
"AssociationStatusMessage"
"AssociationType"
"CreateTime"
"UpdateTime"
"AssociationStatus"
{
"ResourceShareId"
"ResourceShareName"
"EntityId"
"EntityType" "VSwitch",
"AssociationStatusMessage"
"AssociationType"
"CreateTime"
"UpdateTime"
"AssociationStatus"

}l

Error codes

HTTP
status Error code
code
MissingParameter.As
400 °5ing
sociationType
InvalidParameter.Ass
400 .
ociationType
InvalidParameter.Ass
400 L
ociationStatus
InvalidParameter.Ma
400

XResults

[

"rs—6GRmMAD3X* ***1"
"example",

"vsw-bplupw03qyz8n7us9****",

nwn
’

"Resource",
"2020-12-07T07:39:01.818z",
"2020-12-07T07:39:02.920z2",
"Associated"

"rs—6GRmAD3X* *x %1
"example",
"vsw-bpl83p93gs667mugl****",

nn
’

"Resource",
"2020-12-04T09:40:41.2462",
"2020-12-07T03:17:24.0672",

"Disassociated"

"11BA57B5-7301-4E2F-BBA5-2AE4C2F4FCDB"

Error message

You must specify
AssociationType.

The AssociationType is invalid.

The AssociationStatus is invalid.

The MaxResults is invalid.

Description

The error message returned
because the AssociationType
parameter is not specified.

The error message returned
because the value of the
AssociationType parameter is
invalid.

The error message returned
because the value of the
AssociationStatus parameter is
invalid.

The error message returned
because the value of the
MaxResults parameter is invalid.
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HTTP
status
code

400

400

400

400

400

400

400

400

400

Error code

InvalidParameter.Ne
xtToken

InvalidParameter.Ne
xtToken.Length

InvalidParameter.Res
ourceSharelds

InvalidParameter.Res
ourceSharelds.Duplic
ate

InvalidParameter.Res
ourceSharelds.Lengt
h

InvalidParameter.Tar
get

InvalidParameter.Res
ourceld

ConflictedAssociatio
nType

InvalidParameter

Error message

The NextToken is invalid.

The maximum length of
NextToken exceeds 256
characters.

The ResourceSharelds is invalid.

The ResourceSharelds contains
duplicate values.

The maximum length of
ResourceSharelds exceeds 5
characters.

The Target is invalid.

The Resourceld is invalid.

The specified Resourceld or
Target conflicts with
AssociationType.

The specified parameter is
invalid.

For a list of error codes, visit the API Error Center.

9.9. ListSharedResources

Description

The error message returned
because the value of the
NextToken parameter is invalid.

The error message returned
because the length of the value
specified for the NextToken
parameter has exceeded the
upper limit. Specify a value that
is up to 256 characters in length.

The error message returned
because the value of the
ResourceSharelds.N parameter is
invalid.

The error message returned
because duplicate resource
share IDs are specified for the
ResourceSharelds.N parameter.

The error message returned
because the number of resource
share IDs specified by using the
ResourceSharelds.N parameter
has exceeded the upper limit.
Specify a maximum of five
resource share IDs.

The error message returned
because the value of the Target
parameter is invalid.

The error message returned
because the value of the
Resourceld parameter is invalid.

The error message returned
because the value of the
Resourceld or Target parameter
conflicts with the value of the
AssociationType parameter.

The error message returned
because the value of a
parameter is invalid.
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Queries the resources you share with other accounts or the resources other accounts share with you.

Usage notes

In this example, the resources that you share with other accounts are queried inthe cn-hangzhou
region. The response shows that in the resource share  rs-6GRmdp3x**** ,you sharethe vsw-
bplupw03qyz8n7us9**** resource of the vswitch type with otheraccounts.

QPS limits

The maximum queries per second (QPS) per user for the APl operation is 20, and the maximum QPS for all
users forthe APl operation is 500. If the number of calls to the APl operation per second exceeds a
related QPS limit, throttling is triggered. As a result, your services may be affected. We recommend that
you take note of the limits when you call this operation.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to
) ) ListSharedResour
Action String Yes ces perform. Set the value to
ListSharedResources.

The owner of the resource share. Valid
values:

e Self: your account. If you set the
value to Self, the resources you

share with other accounts are
ResourceOwner String Yes Self queried.

e QOtherAccounts: another account. If
you set the value to OtherAccounts,
the resources other accounts share
with you are queried.

The type of the shared resources.

For more information about the types

ResourceType String No Vswitch of resources that can be shared, see
Alibaba Cloud services that support
Resource Sharing.
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Parameter

Target

MaxResults

NextToken

Regionld

ResourceSharelds
N

Resourcelds.N

Type

String

Integer

String

String

String

String

Required

No

No

No

Yes

No

No

Example

172050525300***

*

20

TGlzdFlc291cm**

*%

cn-hangzhou

rs-6GRmMdD3X****

VSW-
bpTupw03qyz8n
Tusgre**

Description

The shared target.

A shared target shares the resources
of resource owners. You can share your
resources only with the members in
your resource directory. A shared
target is indicated by its account ID. For
more information about how to obtain
the ID, see View the basic information
of a member.

The maximum number of entries to
return for a single request.

Valid values: 1 to 100. Default value:
20.

The token that is used to initiate the
next request. If the response of the
current request is truncated, you can
use the token to initiate another
request and obtain the remaining
records.

The region ID.

For more information about regions
where the Resource Sharing service is
available, see DescribeRegions.

The IDs of the resource shares.

The IDs of the shared resources.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter

NextToken

Type

String

Example

TGlzdFJlc29Tcm****

Description

The token that is used to initiate the next
request. If the response of the current

request is truncated, you can use the token

to initiate another request and obtain the
remaining records.
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Parameter

Requestlid

SharedResourc
es

UpdateTime

ResourceType

CreateTime

ResourceSharel
d

Resourceld

ResourceStatus

ResourceStatus
Message

Examples

Sample requests

Type

String

Array of
SharedResourc
e

String

String

String

String

String

String

String

Example

04677DCA-7C33-
464B-8811-
1B1DA3C3D197

2020-12-
07T07:39:02.921Z

VSwitch

2020-12-
07T07:39:02.921Z

rs-6GRmMdD3X****

VSW-
bpTlupw03qyz8n7us

9****

Available

The reason for the
association failure.

Description

The ID of the request.

The information of the shared resources.

The time when the association of the shared
resource was updated.

The type of the shared resource.

For more information about the types of
resources that can be shared, see Alibaba
Cloud services that support Resource
Sharing.

The time when the shared resource was
associated with the resource share.

The ID of the resource share.

The ID of the shared resource.

The status of the shared resource. This
parameter is returned only when you query
the resources that other accounts share with
you.

Valid values:

e Available: The resource is available.

e ZonalResourcelnaccessible: The resource
is unavailable in the current zone.

® LimitExceeded: The resource is unavailable
because the maximum number of
resources that other accounts can share
with you exceeds the upper limit.

® Unavailable: The resource is unavailable.

The cause of the association failure.
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https://resourcesharing.aliyuncs.com/?Action=ListSharedResources
&RegionId=cn-hangzhou
&ResourceOwner=Self

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<ListSharedResourcesResponse>
<RequestId>04677DCA-7C33-464B-8811-1B1DA3C3D197</RequestId>
<SharedResources>
<ResourceShareld>rs—-6GRmdD3X****</ResourceShareId>
<Resourceld>vsw-bplupw03qyz8n7us9****</Resourceld>
<CreateTime>2020-12-07T07:39:02.9217Z</CreateTime>
<UpdateTime>2020-12-07T07:39:02.921%</UpdateTime>
<ResourceType>VSwitch</ResourceType>
</SharedResources>

</ListSharedResourcesResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "04677DCA-7C33-464B-8811-1B1DA3C3D197",
"SharedResources" : [ {
"ResourceShareId" : "rs-6GRmdD3X****"
"ResourceId" : "vsw-bplupw03qyz8n7us9****",
"CreateTime" : "2020-12-07T07:39:02.921z",
"UpdateTime" : "2020-12-07T07:39:02.921z",
"ResourceType" : "VSwitch"

bl

Error codes

HTTP
status Error code Error message Description
code
o . The error message returned
MissingParameter.Re You must specify 9
400 because the ResourceOwner
sourceOwner ResourceOwner. ) .
parameter is not specified.
The error message returned
InvalidParameter.Res . . because the value of the
400 The ResourceOwner is invalid. .
ourceOwner ResourceOwner parameter is

invalid.
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HTTP
status
code

400

400

400

400

400

400

400

400

400

Error code

InvalidParameter.Res
ourceType

InvalidParameter.Ma
XResults

InvalidParameter.Ne
xtToken

InvalidParameter.Ne
xtToken.Length

InvalidParameter.Res
ourceSharelds

InvalidParameter.Res
ourceSharelds.Duplic
ate

InvalidParameter.Res
ourceSharelds.Lengt
h

InvalidParameter.Res
ourcelds

InvalidParameter.Res
ourcelds.Duplicate

Error message

The ResourceType is invalid.

The MaxResults is invalid.

The NextToken is invalid.

The maximum length of
NextToken exceeds 256
characters.

The ResourceSharelds is invalid.

The ResourceSharelds contains
duplicate values.

The maximum length of
ResourceSharelds exceeds 5
characters.

The Resourcelds is invalid.

The specified Resourceld
contains duplicate values.

Description

The error message returned
because the value of the
ResourceType parameter is
invalid.

The error message returned
because the value of the
MaxResults parameter is invalid.

The error message returned
because the value of the
NextToken parameter is invalid.

The error message returned
because the length of the value
specified for the NextToken
parameter has exceeded the
upper limit. Specify a value that
is up to 256 characters in length.

The error message returned
because the value of the
ResourceSharelds.N parameter is
invalid.

The error message returned
because duplicate resource
share IDs are specified for the
ResourceSharelds.N parameter.

The error message returned
because the number of resource
share IDs specified by using the
ResourceSharelds.N parameter
has exceeded the upper limit.
Specify a maximum of five
resource share IDs.

The error message returned
because the value of the
Resourcelds.N parameter is
invalid.

The error message returned
because duplicate resource IDs
are specified.
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HTTP
status Error code Error message Description
code
The error message returned
) . because the number of specified
InvalidParameter.Res The maximum number of
400 resource IDs has exceeded the

ourcelds.Length Resourcelds (5) is exceeded. o . .
upper limit. Specify a maximum

of five resource IDs.

. The error message returned
InvalidParameter.Tar . .
400 ot The Target is invalid. because the value of the Target
9 parameter is invalid.

The error message returned
because the value of a
parameter is invalid.

The specified parameter is

400 InvalidParameter . )
invalid.

For a list of error codes, visit the API| Error Center.

9.10. ListSharedTargets

Queries shared targets.

Usage notes
If you are a resource owner, you can query the shared targets with which you share your resources.
If you are a shared target, you can query the resources that are shared with you.

In this example, the shared targets with which you share your resources are queried inthe cn-
hangzhou region. The response shows that you share your resources with the shared targets
114240524784**** and  172050525300%***

QPS limits

The maximum queries per second (QPS) per user for the APl operation is 20, and the maximum QPS for all
users forthe APl operation is 500. If the number of calls to the APl operation per second exceeds a
related QPS limit, throttling is triggered. As a result, your services may be affected. We recommend that
you take note of the limits when you call this operation.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
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Parameter Type

Action String

ResourceOwner String

ResourceType String

Resourceld String

MaxResults Integer

NextToken String

Regionld String

Required

Yes

Yes

No

No

No

No

Yes

Example

ListSharedT arget
s

Self

VSwitch

VSW-
bpTupw03qyz8n
7u59****

20

TGlzdFJlc29Tcm™**

*%

cn-hangzhou

Description

The operation that you want to
perform. Set the value to
ListSharedTargets.

The owner of the resource shares.
Valid values:

e Self: your account. If you set the
value to Self, the shared targets
that are associated with your
resource shares are queried.

e QOtherAccounts: another account. If
you set the value to OtherAccounts,
the resource shares with which your
account is associated are queried.

The type of the shared resources.

For more information about the types
of resources that can be shared, see
Alibaba Cloud services that support
Resource Sharing.

The ID of the shared resource.

The maximum number of entries to
return for a single request.

Valid values: 1 to 100. Default value:
20.

The token that is used to initiate the
next request. If the response of the
current request is truncated, you can
use the token to initiate another
request and obtain the remaining
records.

The region ID.

For more information about regions
where the Resource Sharing service is
available, see DescribeRegions.
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Parameter Type Required Example

ResourceSharelds

N String No rs-6GRmMdD3X****

114240524784***

*

Targets.N String No

Description

The ID of the resource share.

Valid values of N: 1 to 5. This indicates
that a maximum of five resource
shares can be specified at a time.

The shared target. You can set this
parameter to one of the following
items:

® |D of aresource directory: The
resource is shared with all members
in a resource directory. For more
information about how to obtain
the ID of a resource directory, see
View the basic information of a
resource directory.

e D of afolder: The resource is
shared with all members in a folder
in a resource directory. For more
information about how to obtain
the ID of a folder, see View the basic
information of a folder.

® |D of a member: The resource is
shared with a specific memberin a
resource directory. For more
information about how to obtain
the ID of a member, see View the
detailed information of a member.

Valid values of N: 1 to 5. This indicates
that a maximum of five shared targets
can be specified at a time.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example Description

The token that is used to initiate the next
request. If the response of the current
request is truncated, you can use the token

NextT oken String TGlzdFJlc29T1cm**** to initiate another request and obtain the
remaining records.
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Parameter

Requestlid

SharedTargets

Targetld

UpdateTime

CreateTime

ResourceSharel
d

Examples

Sample requests

Type

String

Array of
SharedT arget

String

String

String

String

Example

04677DCA-7C33-
464B-8811-
1B1DA3C3D197

114240524784****

2020-12-
07T09:16:59.905Z

2020-12-
07T09:16:59.905Z

rs-6GRmMdD3X****

Description

The ID of the request.

The information of the shared targets.

The ID of the shared target.

The time when the association of the shared
target was updated.

The time when the shared target was
associated with the resource share.

The ID of the resource share.

https://resourcesharing.aliyuncs.com/?Action=ListSharedTargets

&RegionId=cn-hangzhou

&ResourceOwner=Self

&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" 2>
<ListSharedTargetsResponse>
<RequestId>445ECACB-1082-4008-ABD4-8B259EFF4855</RequestId>
<SharedTargets>
<ResourceShareld>rs—-6GRmdD3X****</ResourceShareId>
<CreateTime>2020-12-07T09:16:59.905%2</CreateTime>
<UpdateTime>2020-12-07T09:16:59.905Z</UpdateTime>
<TargetId>114240524784****</TargetId>
</SharedTargets>
<SharedTargets>
<ResourceShareId>rs-6GRmdD3X****</ResourceShareId>
<CreateTime>2020-12-07T09:15:26.879Z</CreateTime>
<UpdateTime>2020-12-07T09:15:26.879%z</UpdateTime>
<TargetId>172050525300****</TargetId>
</SharedTargets>
</ListSharedTargetsResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "445ECACB-1082-4008-ABD4-8B259EFF4855",

"SharedTargets" : [ {
"ResourceShareId" : "rs—6GRmdD3X****",
"CreateTime" : "2020-12-07T09:16:59.9052",
"UpdateTime" : "2020-12-07T09:16:59.9052",
"TargetId" : "114240524784****"

b A
"ResourceShareId" : "rs-6GRmdD3X****"
"CreateTime" : "2020-12-07T09:15:26.8792",
"UpdateTime" : "2020-12-07T09:15:26.8792",
"TargetId" : "172050525300****"

bl

Error codes

HTTP
status Error code Error message Description
code
o . The error message returned
MissingParameter.Re You must specify 9
400 because the ResourceOwner
sourceOwner ResourceOwner. . .
parameter is not specified.
The error message returned
InvalidParameter.Res o . because the value of the
400 The ResourceOwner is invalid. .
ourceOwner ResourceOwner parameter is

invalid.
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HTTP
status
code

400

400

400

400

400

400

400

400

400

400

Error code

InvalidParameter.Res
ourceType

InvalidParameter.Ma
XResults

InvalidParameter.Ne
xtToken

InvalidParameter.Ne
xtToken.Length

InvalidParameter.Res
ourceSharelds

InvalidParameter.Res
ourceSharelds.Duplic
ate

InvalidParameter.Res
ourceSharelds.Lengt
h

InvalidParameter.Tar
gets

InvalidParameter.Tar
gets.Duplicate

InvalidParameter.Tar
gets.Length

Error message

The ResourceType is invalid.

The MaxResults is invalid.

The NextToken is invalid.

The maximum length of
NextToken exceeds 256
characters.

The ResourceSharelds is invalid.

The ResourceSharelds contains
duplicate values.

The maximum length of
ResourceSharelds exceeds 5
characters.

The Targets is invalid.

The Targets contains duplicate
values.

The maximum number of
Targets exceeds 5.

Description

The error message returned
because the value of the
ResourceType parameter is
invalid.

The error message returned
because the value of the
MaxResults parameter is invalid.

The error message returned
because the value of the
NextToken parameter is invalid.

The error message returned
because the length of the value
specified for the NextToken
parameter has exceeded the
upper limit. Specify a value that
is up to 256 characters in length.

The error message returned
because the value of the
ResourceSharelds.N parameter is
invalid.

The error message returned
because duplicate resource
share IDs are specified for the
ResourceSharelds.N parameter.

The error message returned
because the number of resource
share IDs specified by using the
ResourceSharelds.N parameter
has exceeded the upper limit.
Specify a maximum of five
resource share IDs.

The error message returned
because the value of the
Targets.N parameter is invalid.

The error message returned
because duplicate shared
targets are specified.

The error message returned
because the number of specified
shared targets has exceeded the
upper limit. Specify a maximum
of five shared targets.
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HTTP
status Error code Error message
code
InvalidParameter.Res
400 The Resourceld is invalid.
ourceld
. The specified parameter is
400 InvalidParameter P P

invalid.

For a list of error codes, visit the API Error Center.

9.11. DescribeRegions

Queries regions where the Resource Sharing service is available.

Debugging

Description

The error message returned
because the value of the
Resourceld parameter is invalid.

The error message returned
because the value of a
parameter is invalid.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample

code of the operation for different SDKs.

Request parameters

Parameter Type Required Example

Action String Yes DescribeRegions
Regionld String Yes cn-hangzhou
AcceptLanguage String No zh-CN

Description

The operation that you want to
perform. Set the value to
DescribeRegions.

The region ID. Valid values:

e cn-hangzhou: China (Hangzhou)

e cn-shanghai: China (Shanghai)

® cn-beijing: China (Beijing)

® cn-zhangjiakou: China (Zhangjiakou)

® ap-southeast-1: Singapore
(Singapore)

The supported natural language. Valid
values:

e zh-CN: Chinese
® en-US: English

For more information about common parameters, see Common parameters.

Response parameters
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Parameter

Regions

LocalName

RegionEndpoint

Regionlid

Requestld

Examples

Sample requests

https://resourcesharing.aliyuncs.

Type

Array of Region

String

String

String

String

&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

Example

China (Hangzhou)

resourcesharing.cn-
hangzhou.aliyuncs.c
om

cn-hangzhou

0D64A198-5842-
4570-8E26-
5E540CDC84CD

Description

The information of the regions.

The region name.

The region endpoint.

The region ID.

The ID of the request.

com/?Action=DescribeRegions
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<DescribeRegionsResponse>

<RequestId>0D64A198-5842-4570-8E26-5E540CDC84CD</RequestId>

<Regions>
<RegionId>cn-hangzhou</RegionId>
<RegionEndpoint>resourcesharing.cn-hangzhou.aliyuncs.com</RegionEndpoint>
<LocalName>China (Hangzhou)</LocalName>

</Regions>

<Regions>
<RegionId>cn-shanghai</RegionId>
<RegionEndpoint>resourcesharing.cn-shanghai.aliyuncs.com</RegionEndpoint>
<LocalName>China (Shanghai)</LocalName>

</Regions>

<Regions>
<RegionId>cn-beijing</RegionId>
<RegionEndpoint>resourcesharing.cn-beijing.aliyuncs.com</RegionEndpoint>
<LocalName>China (Beijing)</LocalName>

</Regions>

<Regions>
<RegionId>cn-zhangjiakou</RegionId>
<RegionEndpoint>resourcesharing.cn-zhangjiakou.aliyuncs.com</RegionEndpoint>
<LocalName>China (Zhangjiakou)</LocalName>

</Regions>

<Regions>
<RegionId>ap-southeast-1</RegionId>
<RegionEndpoint>resourcesharing.ap-southeast-1.aliyuncs.com</RegionEndpoint>
<LocalName>Singapore (Singapore)</LocalName>

</Regions>

</DescribeRegionsResponse>

Json format
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"RequestId": "0D64A198-5842-4570-8E26-5E540CDC84CD",
"Regions": [

{
"RegionId": "cn-hangzhou",
"RegionEndpoint": "resourcesharing.
"LocalName": "China (Hangzhou)"

by

{
"RegionId": "cn-shanghai®,
"RegionEndpoint": "resourcesharing.
"LocalName": "China (Shanghai)"

3o

{
"RegionId": "cn-beijing",
"RegionEndpoint": "resourcesharing.
"LocalName": "China (Beijing)"

by

{
"RegionId": "cn-zhangjiakou",
"RegionEndpoint": "resourcesharing.
"LocalName": "China (Zhangjiakou)"

"RegionId": "ap-southeast-1",

cn-beijing.aliyuncs.com",

cn-hangzhou.aliyuncs.com",

cn-shanghai.aliyuncs.com",

cn-zhangjiakou.aliyuncs.com",

"RegionEndpoint": "resourcesharing.ap-southeast-1l.aliyuncs.com",

"LocalName": "Singapore (Singapore)"

Error codes

For a list of error codes, visit the API| Error Center.
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10.17. CreateResourceGroup

Creates a resource group.

@ Note A maximum of 30 resource groups can be created within an Alibaba Cloud account.

In this example, a resource group named my-project is Created.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
) . CreateResourceGr
Action String Yes ou perform. Set the value to
P CreateResourceGroup.

The unique identifier of the resource
group.

The identifier must be 3 to 50
characters in length and can contain
letters, digits, and hyphens (-). The
identifier must start with a letter.

Name String Yes my-project

The display name of the resource

group.
DisplayName String Yes my-project
The name must be 1 to 50 characters

in length.
For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description
04F0F334-1335-

Requestld String 436C-A1D7- The ID of the request.
6C044FE73368
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Parameter Type Example Description
ResourceGroup Object The information of the resource group.
DisplayName String my-project The display name of the resource group.

The status of the resource group. Valid
values:

Status String Creating e (reating: The resource group is being
created.

® OK: The resource group is created.

Array of The status of the resource group in all

RegionStatuses . :
E RegionStatus regions.

RegionStatus

The status of the resource group. Valid

values:

status string Creating e (Creating: The resource group is being
created.

e OK: The resource group is created.
Regionlid String cn-gingdao The region ID.

The ID of the Alibaba Cloud account to which
Accountld String 151266687691****

the resource group belongs.
Name String my-project The unique identifier of the resource group.

. 2021-06- i

CreateDate String The time when the resource group was

05T14:39:13+08:00 created. The time is displayed in UTC.

Id String rg-9gLOoK**** The ID of the resource group.

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=CreateResourceGroup
&Name=my-project

&DisplayName=my-project

&<Common request parameters>
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Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<CreateResourceGroupResponse>
<RequestId>04F0F334-1335-436C-A1D7-6C044FE73368</RequestId>
<ResourceGroup>
<Status>Creating</Status>
<RegionStatuses>
<RegionStatus>
<Status>Creating</Status>
<RegionId>ap-northeast-1</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>ap-south-1</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>ap-southeast-1</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>ap-southeast-2</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>ap-southeast-3</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>ap-southeast-5</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-beijing</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-chengdu</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-guangzhou</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-hangzhou</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>

<ReagionId>cn-hanazhou-cloudstone</ReaionId>
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</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-hangzhou-test-306</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-heyuan</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-hongkong</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-huhehaote</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-north-2-gov-1</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-gingdao</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-shanghai</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-shanghai-finance-1</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-shenzhen</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-shenzhen-finance-1</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-wulanchabu</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>cn-zhangjiakou</RegionId>

</RegionStatus>

<RegionStatus>
<Status>Creating</Status>
<RegionId>eu-central-1</RegionId>

</RegionStatus>

<RegionStatus>
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<Status>Creating</Status>
<RegionId>eu-west-1</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>me-east-1</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>rus-west-1</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>us-east-1</RegionId>
</RegionStatus>
<RegionStatus>
<Status>Creating</Status>
<RegionId>us-west-1</RegionId>
</RegionStatus>
</RegionStatuses>
<AccountId>151266687691****</AccountId>
<DisplayName>my-project</DisplayName>
<Id>rg-9gLOoK****</Id>
<CreateDate>2021-06-05T14:39:13+08:00</CreateDate>
<Name>my-project</Name>
</ResourceGroup>

</CreateResourceGroupResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "04F0F334-1335-436C-A1D7-6C044FE73368",
"ResourceGroup" : {
"Status" : "Creating",
"RegionStatuses" : {
"RegionStatus" : [ {
"Status" : "Creating",
"RegionId" : "ap-northeast-1"
b A
"Status" : "Creating",
"RegionId" : "ap-south-1"
b A
"Status" : "Creating",
"RegionId" : "ap-southeast-1"
b A
"Status" : "Creating",
"RegionId" : "ap-southeast-2"
b A
"Status" : "Creating",
"RegionId" : "ap-southeast-3"
b A
= T M S
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oo

"RegionId" : "eu-central-1"

b A
"Status" : "Creating",
"RegionId" : "eu-west-1"
oo A
"Status" : "Creating",
"RegionId" : "me-east-1"
b A
"Status" : "Creating",
"RegionId" : "rus-west-1"
b A
"Status" : "Creating",
"RegionId" : "us-east-1"
oo A
"Status" : "Creating",
"RegionId" : "us-west-1"
bl
s
"AccountId" : "151266687691****",
"DisplayName" : "my-project",
"Id" : "rg-9gLOoK****x',
"CreateDate" : "2021-06-05T14:39:13+08:00",
"Name" : "my-project"

Error codes

HTTP
status Error code Error message
code

400 InvalldPa_rameter.Na The Name is invalid.
me.InvalidChars

400 InvalidParameter.Na The maximum length of Name is
me.Length exceeded.

400 InvalidParameter.Dis The maximum length of
playName.Length DisplayName is exceeded.
MissingParameter.Di . .

400 o You must specify DisplayName.

splayName

Description

The error message returned
because the value of the Name
parameter is invalid.

The error message returned
because the length of the value
specified for the Name
parameter has exceeded the
upper limit.

The error message returned
because the length of the value
specified for the DisplayName
parameter has exceeded the
upper limit.

The error message returned
because the DisplayName
parameter is not specified.
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HTTP
status Error code Error message Description
code
The error message returned
InvalidParameter.Dis . . . because the value of the
400 The DisplayName is invalid. . .
playName DisplayName parameter is
invalid.
The error message returned
400 LimitExceeded.Reso The count of resource groups because the number of resource
urceGroup beyond the current limits. groups has exceeded the upper
limit.

For a list of error codes, visit the API Error Center.

10.2. ListResourceGroups

Queries resource groups.

Usage notes

You can call this APl operation to query all resource groups wit hin the current account. You can also call
this APl operation to query a specific resource group based on the status, ID, identifier, or display name
of the resource group.

This topic provides an example on how to call the APl operation to query the basic information about
the resource groups rg-1hsBH2**** and rg-9gLooK****  within the current account.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

. The operation that you want to
. . ListResourceGrou
Action String Yes . perform. Set the value to
P ListResourceGroups.

The status of the resource group. This
parameter specifies a filter condition
for the query. Valid values:

® (reating: The resource group is

Status Strin No OK
° being created.
e OK: The resource group is created.

e PendingDelete: The resource group
is waiting to be deleted.
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Parameter Type
PageNumber Integer
PageSize Integer
ResourceGroupld String
DisplayName String
Name String

Required

No

No

No

No

No

Example

10

rg-9gLOoK****

my-project

my-project

Description

The number of the page to return.

Pages start from page 1. Default
value: 1.

The number of entries to return on
each page.

Valid values: 1 to 100. Default value:
10.

The ID of the resource group. This
parameter specifies a filter condition
for the query.

The ID can be a maximum of 18
characters in length and must start
with  rg-

@ Note This parameter is

incorporated into the
ResourceGrouplds parameter.

If you configure both the
ResourceGroupId and

ResourceGrouplds

parameters, the value of the
ResourceGroupIds parameter
prevails.

The display name of the resource
group. This parameter specifies a filter
condition for the query. Fuzzy match is
supported.

The display name can be a maximum
of 50 characters in length.

The identifier of the resource group.
This parameter specifies a filter
condition for the query. Fuzzy match is
supported.

The identifier can be a maximum of 50
characters in length and can contain
letters, digits, and hyphens (-).
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Parameter Type Required Example Description

The tag. This parameter specifies a

T A N

29 ray © filter condition for the query.
Key String No k1 The tag key.
Value String No v1 The tag value.

Specifies whether to return the
information of tags. Valid values:

e false (default value)

® ftrue

@ Note If you configure the
IncludeT ags Boolean No false Tag parameter, the system returns
the information of tags regardless
of the setting of the
IncludeTags parameter.

The IDs of the resource groups. This
parameter specifies a filter condition
for the query.

You can specify a maximum of 100
resource group IDs.
{llrg_
*kkkl M
No ThSBH2 ,"rg @ Note
9gLOOK****II}

Array of

ResourceGrouplds .
P String

If you configure both

the ResourceGroupId and
ResourceGrouplds

parameters, the value of the
ResourceGrouplds parameter

prevails.

For more information about common request parameters, see Common parameters,

Response parameters

Parameter Type Example Description

TotalCount Integer 2 The total number of entries returned.
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Parameter

Requestlid

PageSize

PageNumber

ResourceGroup
s

ResourceGroup

DisplayName

Status

Accountld

Name

CreateDate

Tags

Tag

TagKey

TagValue

Type

String

Integer

Integer

Array of
ResourceGroup

String

String

String

String

String

String

Array of Tag

String

String

Example

4B450CA1-36E8-
4AA2-8461-
86B42BF4CCAE

10

my-project

OK

123456789****

my-project

2015-01-
23T12:33:18Z

rg-9gLOoK****

k1

i

Description

The ID of the request.

The number of entries returned per page.

The page number of the returned page.

The information of the resource groups.

The display name of the resource group.

The status of the resource group. Valid
values:

® (Creating: The resource group is being
created.

e OK: The resource group is created.

e PpPendingDelete: The resource group is
waiting to be deleted.

The ID of the Alibaba Cloud account to which
the resource group belongs.

The identifier of the resource group.

The time when the resource group was
created. The time is displayed in UTC.

The ID of the resource group.

The tags that are added to the resource

group.

The tag key.

The tag value.
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Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=ListResourceGroups
&IncludeTags=true

&ResourceGroupIds.l=rg-1hSBH2****
&ResourceGrouplds.2=rg-9gLOoK****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<ListResourceGroupsResponse>
<RequestId>4B450CA1-36E8-4AA2-8461-86B42BFACCAE</RequestId>
<PageNumber>1</PageNumber>
<PageSize>10</PageSize>
<TotalCount>2</TotalCount>
<ResourceGroups>
<ResourceGroup>
<Id>rg-1hSBH2****</Id>
<AccountId>123456789****</AccountId>
<Name>default</Name>
<DisplayName>Default resource group</DisplayName>
<Status>0K</Status>
<CreateDate>2015-01-23T12:33:187</CreateDate>
<Tags>
<Tag>
<TagKey>kl</TagKey>
<TagValue>vl1</TagValue>
</Tag>
</Tags>
</ResourceGroup>
<ResourceGroup>
<Id>rg-9gLOoK****</Id>
<AccountId>123456789****</AccountId>
<Name>my-project</Name>
<DisplayName>my-project</DisplayName>
<Status>OK</Status>
<CreateDate>2015-01-23T12:33:18%Z</CreateDate>
<Tags>
<Tag>
<TagKey>k2</TagKey>
<TagValue>v2</TagValue>
</Tag>
</Tags>
</ResourceGroup>
</ResourceGroups>

</ListResourceGroupsResponse>
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HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "4B450CA1-36E8-4AA2-8461-86B42BF4CC4E",
"PageNumber" : 1,
"PageSize" : 10,
"TotalCount" : 2,
"ResourceGroups" : {
"ResourceGroup" : [ {
"Id" : "rg-1lhSBH2****x"
"AccountId" : "123456789*x*x*",
"Name" : "default",
"DisplayName" : "Default resource group",
"Status" : "OK",
"CreateDate" : "2015-01-23T12:33:18z",
"Tags" : {
"Tag" : [ f
"TagKey" : "k1",
"TagValue" : "v1"
b
}
boo A
"Id" : "rg-9gLOoK****",
"AccountId" : "123456789****",
"Name" : "my-project",
"DisplayName" : "my-project",
"Status" : "OK",
"CreateDate" : "2015-01-23T12:33:18z",
"Tags" : {
"Tag" : [ {
"TagKey" : "k2",
"TagValue" : "v2"

Error codes

For a list of error codes, visit the API| Error Center.

10.3. GetResourceGroup

Queries the information of a resource group.

Usage notes

In this example, the information of the resource group whose ID is

Debugging

rg-9gLOoK**** is queried.
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
The operation that you want to
. . GetResourceGrou P y
Action String Yes perform. Set the value to
P GetResourceGroup.

The ID of the resource group.

You can call the ListResourceGroups

ResourceGroupld String Yes rg-9gLOoK****
operation to obtain the ID of the
resource group.
Specifies whether to return the
information of tags. Valid values:
IncludeTags Boolean No true

e false (default value)

® ftrue

For more information about common request parameters, see Common parameters.
Response pa rameters
Parameter Type Example Description

2D69A58F-345C-

Requestld String 4FDE-88E4- The ID of the request.

BF5189484043
ResourceGroup Object The information of the resource group.
DisplayName String my-project The display name of the resource group.

The status of the resource group. Valid
values:

e (Creating: The resource group is being
Status String OK created.
e OK: The resource group is created.

e PpendingDelete: The resource group is
waiting to be deleted.
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Parameter

RegionStatuses

RegionStatus

Status

Regionld

Accountld

Name

CreateDate

Tags

Tag

TagKey

TagValue

Examples

Sample requests

Type Example

Array of
RegionStatus

String OK
String cn-qgingdao
String 123456789****
String my-project

. 2015-01-
String

23T12:33:18Z

String rg-9gLOoK****

Array of Tag

String k1

String V1

Description

The status of the resource group in all
regions.

The status of the resource group. Valid
values:

® (Creating: The resource group is being
created.

® OK: The resource group is created.

e pendingDelete: The resource group is
waiting to be deleted.

® Deleting: The resource group is being
deleted.

The region ID.

The ID of the Alibaba Cloud account to which
the resource group belongs.

The identifier of the resource group.

The time when the resource group was
created. The time is displayed in UTC.

The ID of the resource group.

The tags that are added to the resource

group.

The tag key.

The tag value.
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https://resourcemanager.aliyuncs.com/?Action=GetResourceGroup
&ResourceGroupId=rg-9gLOoK****
&IncludeTags=true

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<GetResourceGroupResponse>
<RequestId>2D69A58F-345C-4FDE-88E4-BF5189484043</RequestId>
<ResourceGroup>
<Id>rg-9gLOoK****</Id>
<AccountId>123456789****</AccountId>
<Name>my-project</Name>
<DisplayName>my-project</DisplayName>
<Status>0K</Status>
<RegionStatuses>
<RegionStatus>
<RegionId>cn-hangzhou</RegionId>
<Status>OK</Status>
</RegionStatus>
<RegionStatus>
<RegionId>cn-gingdao</RegionId>
<Status>0K</Status>
</RegionStatus>
</RegionStatuses>
<CreateDate>2015-01-23T12:33:18%</CreateDate>
<Tags>
<Tag>
<TagKey>kl</TagKey>
<TagValue>vl1</TagValue>
</Tag>
</Tags>
</ResourceGroup>

</GetResourceGroupResponse>

Json format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" "2D69A58F-345C-4FDE-88E4-BF5189484043",
"ResourceGroup" : {
"Id" : "rg-9gLOoK****'",
"AccountId" "123456789*Fx &1,
"Name" "my-project",
"DisplayName" "my-project",
"Status" "OK",
"RegionStatuses" : {
"RegionStatus" : [ {
"RegionId" "cn-hangzhou",
"Status" : "OK"
boo A
"RegionId" "cn-gingdao",
"Status"™ : "OK"
bl
s
"CreateDate" "2015-01-23T12:33:182",
"Tags" : {
"Tag" : [ {
"TagKey" "k1i",
"TagValue" : "v1"
bl
}
}
}
Error codes
HTTP
status Error code Error message
code
400 Invalidparameter.Res The ResourceGroupld is invalid.
ourceGroupld
403 NoPermission You are not authorlged to
perform the operation.
. ) The specified resource group
404 EntityNotExists.Reso does not exist. You must first

urceGrou
P create a resource group.

For a list of error codes, visit the API Error Center.

Description

The error message returned
because the ID of the resource
group is invalid.

The error message returned
because you are not authorized
to perform the operation.

The error message returned
because the resource group
does not exist. Create such a
resource group first.

10.4. DeleteResourceGroup
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Deletes a resource group.

@ Note Before you delete a resource group, you must delete all the resources in it.

In this example, the resource group whose IDis  rg-9gLook**** is deleted.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
. . DeleteResourceGr
Action String Yes ou perform. Set the value to
P DeleteResourceGroup.

The ID of the resource group.

ResourceGroupld String Yes rg-9gLOOK*™** You can call the ListResourceGroups
operation to obtain the ID.

For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description

1C488B66-B819-

Requestlid String 4D14-8711- The ID of the request.

C4EAAAT3ACO1T
ResourceGroup Object The information of the resource group.
DisplayName String my-project The display name of the resource group.

The status of the resource group. Valid
values:

® (Creating: The resource group is being
Status String PendingDelete created.

® OK: The resource group is created.

e PpendingDelete: The resource group is
waiting to be deleted.
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Parameter Type Example Description

Array of The status of the resource group in all

RegionStatuses ; .
RegionStatus regions.

RegionStatus

The status of the resource group. Valid
values:

® (Creating: The resource group is being
created.

Status String PendingDelete e OK: The resource group is created.

e pendingDelete: The resource group is
waiting to be deleted.

® Deleting: The resource group is being
deleted.

Regionld String cn-gingdao The region ID.

The ID of the Alibaba Cloud account to which

Accountld String 123456789****
the resource group belongs.
Name String my-project The unique identifier of the resource group.
CreateDate Strin 2015-01- The time when the resource group was
o 23T12:33:182 created. The time is displayed in UTC.
Id String rg-9gLOoK**** The ID of the resource group.
Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=DeleteResourceGroup
&ResourceGroupId=rg-9gLOoK****
&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<DeleteResourceGroupResponse>
<RequestId>1C488B66-B819-4D14-8711-C4EAAA13ACO01</RequestId>
<ResourceGroup>
<Id>rg-9gLOoK****</TId>
<AccountId>123456789****</AccountId>
<Name>my-project</Name>
<DisplayName>my-project</DisplayName>
<Status>PendingDelete</Status>
<RegionStatuses>
<RegionStatus>
<RegionId>cn-hangzhou</RegionId>
<Status>PendingDelete</Status>
</RegionStatus>
<RegionStatus>
<RegionId>cn-gingdao</RegionId>
<Status>PendingDelete</Status>
</RegionStatus>
</RegionStatuses>
<CreateDate>2015-01-23T12:33:18%</CreateDate>
</ResourceGroup>

</DeleteResourceGroupResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" "1C488B66-B819-4D14-8711-C4EAAA13ACO1",
"ResourceGroup" : {

"Id" : "rg-9gLOoK****",

"AccountId" "123456789*F*xx",

"Name" : "my-project",

"DisplayName"

"Status"

"my-project",
"PendingDelete",
"RegionStatuses" : {
"RegionStatus" : [ {
"RegionId"
"Status"
b A
"RegionId"
"Status"
bl
s

"CreateDate"

"cn-hangzhou",

"PendingDelete"
"cn-gingdao",

"PendingDelete"

"2015-01-23T12:33:182"

Error codes

266

> Document Version: 20220623



Resource Management

AP| Reference-API Reference (Resou
rce groups)

HTTP
status Error code
code
InvalidParameter.Res
400
ourceGroupld
404 EntityNotExists.Reso
urceGroup
DeleteConflict.Resou
409

rceGroup.Resource

Error message

The ResourceGroupld is invalid.

The specified resource group
does not exist. You must first
create a resource group.

Failed to delete the resource
group because one or more
cloud resources exist in the

resource group. Try again later

after you release the cloud
resources.

For a list of error codes, visit the API Error Center.

10.5. UpdateResourceGroup

Updates the basic information of a resource group.

In this example, the display name of the resource group

Debugging

rg-9gLOoK* * **

Description

The error message returned
because the ID of the resource
group is invalid.

The error message returned
because the resource group
does not exist. Create the
resource group first.

The error message returned
because the resource group
contains cloud resources.
Release the resources first.

ischangedto project

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example
UpdateResourceG
Action String Yes pda ur
roup
ResourceGroupld String Yes rg-9gLOoK****
NewDisplayName String Yes project

Description

The operation that you want to
perform. Set the value to
UpdateResourceGroup.

The ID of the resource group.

You can call the ListResourceGroups
operation to obtain the ID.

The display name of the resource
group.

The name must be 1 to 50 characters
in length.

> Document Version: 20220623

267


https://error-center.alibabacloud.com/status/product/ResourceManager
https://api.aliyun.com/#product=ResourceManager&api=UpdateResourceGroup&type=RPC&version=2020-03-31
file:///home/admin/dita-files/output/32602202/task18819709/~~158855~~

API Reference-API Reference (Resou

Resource Management
rce groups)

For more information about common request parameters, see Common parameters.
Response pa rameters
Parameter Type Example Description

04FOF334-1335-

Requestlid String 436C-A1D7- The ID of the request.

6C044FE73368
ResourceGroup Object The information of the resource group.
DisplayName String project The display name of the resource group.

The ID of the Alibaba Cloud account to which

Accountld String 123456789****
the resource group belongs.
Name String my-project The unique identifier of the resource group.
The time when the resource group was
CreateDate String 2015-01- created. The time is displayed in UTC.

23T12:33:18+08:00

Id String rg-9gLOoK**** The ID of the resource group.

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=UpdateResourceGroup
&NewDisplayName=project
&ResourceGroupld=rg-9gLOoK* ***

&<Common request parameters>

Sample success responses

xML  format

268 > Document Version: 20220623


file:///home/admin/dita-files/output/32602202/task18819709/~~159973~~

Resource Management

AP| Reference-API Reference (Resou
rce groups)

HTTP/1.1 200 OK
Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>

<UpdateResourceGroupResponse>

<RequestId>04F0F334-1335-436C-A1D7-6C044FE73368</RequestId>

<ResourceGroup>
<Id>rg-9gLOoK****</TId>

<AccountId>123456789****</AccountId>

<Name>my-project</Name>

<DisplayName>project</DisplayName>
<CreateDate>2015-01-23T12:33:18+08:00</CreateDate>

</ResourceGroup>

</UpdateResourceGroupResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "04F0F334-1335-436C-A1D7-6C044FE73368",
"ResourceGroup" : {

"Id" : "rg-9gLOoK****",

"AccountId" : "123456789*x*x*",

"Name" : "my-project",

"DisplayName" : "project",

"CreateDate" : "2015-01-23T12:33:18+08:00"

Error codes

HTTP
status Error code
code
InvalidParameter.Res
400
ourceGroupld
InvalidParameter.Dis
400
playName
MissingParameter.Di
400 9

splayName

Error message

The ResourceGroupld is invalid.

The DisplayName is invalid.

You must specify DisplayName.

Description

The error message returned
because the ID of the resource
group is invalid.

The error message returned
because the value of the
DisplayName parameter is
invalid.

The error message returned
because the DisplayName
parameter is not specified.
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HTTP
status Error code
code
InvalidParameter.Dis
400
playName.Length
EntityNotExists.Reso
404 4

urceGroup

Error message

The maximum length of
DisplayName is exceeded.

The specified resource group
does not exist. You must first
create a resource group.

For a list of error codes, visit the API Error Center.

10.6. CreatePolicy

Creates a policy.

Debugging

Description

The error message returned
because the length of the value
specified for the DisplayName
parameter has exceeded the
upper limit.

The error message returned
because the resource group
does not exist. Create the
resource group first.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type

Action String
PolicyDocument String
PolicyName String
Description String

Required

Yes

Yes

Yes

No

Example

CreatePolicy

{"Statement": [{
"Action":
["oss:*"],
"Effect": "Allow",
"Resource":
["acs:oss:*:*:*"}]
, "Version": "1"}

0SS-
Administrator

0SS
administrator

Description

The operation that you want to
perform. Set the value to CreatePolicy.

The document of the policy.

The document must be 1 to 2,048
characters in length.

The name of the policy.

The name must be 1 to 128 characters
in length and can contain letters,
digits, and hyphens (-).

The description of the policy.

The description must be 1to 1,024
characters in length.
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Response parameters

Parameter Type Example Description
Policy Struct The information of the policy.
. 2015-01- . .
CreateDate String The time when the policy was created.

23T12:33:18Z2

The version number of the policy. Default

DefaultVersion String V1

value: v1.
Description String 0SS administrator The description of the policy.
PolicyName String 0SS-Administrator The name of the policy.

The type of the policy. Valid values:
PolicyType String Custom e Custom: custom policy

e System: system policy

9B34724D-54B0-

Requestld String 4A51-B34D- The ID of the request.

4512372FE1BE

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=CreatePolicy

&PolicyDocument={ "Statement": [{ "Action": ["oss:*"], "Effect":

t0oSs:*:*:*"]}], "Version": "1"}
&PolicyName=0SS-Administrator

&<Common request parameters>

Sample success responses

xML  format

<CreatePolicyResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

<Policy>
<PolicyName>0SS-Administrator</PolicyName>
<PolicyType>Custom</PolicyType>
<Description>0SS administrator</Description>
<DefaultVersion>vl</DefaultVersion>
<CreateDate>2015-01-23T12:33:18%</CreateDate>

</Policy>

</CreatePolicyResponse>

"Allow", "Resource":

["acs
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Json format

"RequestId":
"Policy": {
"PolicyName":
"PolicyType":
"Description":
"DefaultVersion":

"CreateDate":

Error codes

HttpCode Error code

400 InvalidParameter.Pol
icyName.InvalidChars

400 !nvalldParameter.Pol
icyName.Length

400 InvalidParameter.Pol
icyDocument.Length
InvalidP ter.D

400 <.3IC.1 arameter.De
scription.Length

409 MalformedPolicyDoc
ument

400 En_t ityAlreadyExists.P
olicy

409 LimitExceeded.Policy

"9B34724D-54B0-4A51-B34D-4512372FE1BE",

"OSS-Administrator",
"Custom",
"0SS administrator",
"vli",

"2015-01-23T12:33:182"

Error message

The policy name contains invalid
characters. It must only contain
upper or lower case letters,
numbers, and dash (-).

The length of the policy name is
invalid. It must be 1to 128
characters in length.

The maximum length of the
policy document is exceeded. It
must not exceed 2048
characters.

The maximum length of the
description is exceeded. It must
not exceed 1024 characters.

The policy format is invalid.

The policy already exists.

The maximum number of
policies is exceeded.

Description

The error message returned
because the policy name
contains invalid characters. The
policy name can contain only
letters, digits, and hyphens (-).

The error message returned
because the length of the policy
name is invalid. The policy name
must be 1 to 128 characters in
length.

The error message returned
because the length of the policy
document has exceeded the
upper limit. The policy
document must be 1 to 2,048
characters in length.

The error message returned
because the length of the policy
description has exceeded the
upper limit. The policy
description must be 1to 1,024
characters in length.

The error message returned
because the policy format is
invalid.

The error message returned
because the policy already
exists.

The error message returned
because the number of policies
has exceeded the upper limit.
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For a list of error codes, visit the API Error Center.

10.7. ListPolicies

Queries policies.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

PolicyType

PageNumber

PageSize

Language

Type Required Example
String Yes ListPolicies
String No Custom
Integer No 1

Integer No 10

String No zh-CN

Response parameters

Parameter

Type

Example

Description

The operation that you want to
perform. Set the value to ListPolicies.

The type of the policy. If you do not
specify this parameter, the system lists
all types of policies. Valid values:

® Custom: custom policy

® System: system policy

The number of the page to return.

Pages start from page 1. Default
value: 1.

The number of entries to return on
each page.

Valid values: 1 to 100. Default value:
10.

The language that is used to return the
description of the system policy. Valid
values:

e en: English
® zh-CN: Chinese

® ja: Japanese

Description
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Parameter

PageNumber
PageSize

Policies

Policy

AttachmentCou
nt

CreateDate
DefaultVersion
Description

PolicyName

PolicyType

UpdateDate

Requestid

TotalCount

Examples

Sample requests

https://resourcemanager.aliyuncs.

&<Common request parameters>

Type

Integer

Integer

Array

Integer

String

String

String

String

String

String

String

Integer

Sample success responses

xML  format

Example

10

2015-01-
23T12:33:18Z

\al

0SS administrator

0SS-Administrator

Custom

2016-02-
11T18:39:12Z

7BBA4E7D-6CFF-
471D-84DF-
195A7A241ECB

Description

The page number of the returned page.

The number of entries returned per page.

The information of the policies.

The number of times the policy is
referenced.

The time when the policy was created.

The default version of the policy.

The description of the policy.

The name of the policy.

The type of the policy. Valid values:

® Custom: custom policy

e System: system policy

The time when the policy was updated.

The ID of the request.

The total number of returned entries.

com/?Action=ListPolicies
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<ListPoliciesResponse>
<RequestId>7B8A4E7D-6CFF-471D-84DF-195A7A241ECB</RequestId>
<PageNumber>1</PageNumber>
<PageSize>10</PageSize>
<TotalCount>2</TotalCount>
<Policies>
<Policy>
<PolicyName>0SS-Administrator</PolicyName>
<PolicyType>Custom</PolicyType>
<Description>0SS administrator</Description>
<DefaultVersion>vl</DefaultVersion>
<CreateDate>2015-01-23T12:33:18%</CreateDate>
</Policy>
<Policy>
<PolicyName>ReadOnlyAccess</PolicyName>
<PolicyType>System</PolicyType>
<Description>Read-only access</Description>
<DefaultVersion>vl</DefaultVersion>
<CreateDate>2015-02-11T18:39:1272</CreateDate>
</Policy>
</Policies>

</ListPoliciesResponse>

Json format

"RequestId": "7B8A4ETD-6CFF-471D-84DF-195A7A241ECB",
"PageNumber": 1,
"PageSize": 10,
"TotalCount": 2,
"Policies": {
"Policy": [
{
"PolicyName": "OSS-Administrator",
"PolicyType": "Custom",
"Description": "OSS administrator",
"DefaultVersion": "v1",
"CreateDate": "2015-01-23T12:33:182"
s
{
"PolicyName": "ReadOnlyAccess",
"PolicyType": "System",
"Description": "Read-only access",
"DefaultVersion": "v1",
"CreateDate": "2015-02-11T18:39:12z"

Error codes
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For a list of error codes, visit the API Error Center.

10.8. GetPolicy

Queries the information of a policy.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

PolicyName

PolicyType

Language

Type

String

String

String

String

Response parameters

Parameter

Policy

AttachmentCou
nt

CreateDate

Type

Struct

Integer

String

Required Example

Yes

Yes

Yes

No

GetPolicy

0SS-
Administrator

Custom

zh-CN

Example

2015-01-
23T12:33:18Z

Description

The operation that you want to
perform. Set the value to GetPolicy.

The name of the policy.

The name must be 1 to 128 characters
in length and can contain letters,
digits, and hyphens (-).

The type of the policy. Valid values:

® Custom: custom policy

® System: system policy

The language that is used to return the
description of the system policy. Valid
values:

e en: English
® zh-CN: Chinese

® ja: Japanese

Description

The information of the policy.

The number of times the policy is
referenced.

The time when the policy was created.
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Parameter Type
DefaultVersion String
Description String

PolicyDocumen

t String
PolicyName String
PolicyType String
UpdateDate String
Requestld String

Examples

Sample requests

https://resourcemanager.aliyuncs.
&PolicyName=0SS-Administrator
&PolicyType=Custom

&<Common request parameters>

Sample success responses

xML  format

Example

\ai

0SS administrator

{"Statement": [{
"Action": ["0ss:*"],
"Effect": "Allow",
"Resource":
["acs:oss:*:*:*"]}],
"Version": "1"}

0SS-Administrator

Custom

2016-01-
23T12:33:18Z

697852FB-50D7-
44D9-9774-
530C31EAC572

Description

The default version of the policy.

The description of the policy.

The document of the policy.

The name of the policy.

The type of the policy. Valid values:
® Custom: custom policy

e System: system policy

The time when the policy was updated.

The ID of the request.

com/?Action=GetPolicy
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<GetPolicyResponse>

<RequestId>697852FB-50D7-44D9-9774-530C31EAC572</RequestId>

<Policy>
<PolicyName>0SS-Administrator</PolicyName>
<PolicyType>Custom</PolicyType>
<Description>0SS administrator</Description>

<DefaultVersion>vl</DefaultVersion>

<PolicyDocument>{ "Statement": [{ "Action": ["oss:*"], "Effect": "Allow", "Reso

urce": ["acs:oss:*:*:*"]}],
<CreateDate>2015-01-23T12:33:18z</CreateDate>
<UpdateDate>2016-01-23T12:33:182</UpdateDate>
<AttachmentCount>0</AttachmentCount>
</Policy>
</GetPolicyResponse>

Json format

"RequestId": "697852FB-50D7-44D9-9774-530C31EAC572",

"Policy": {
"PolicyName": "OSS-Administrator",
"PolicyType": "Custom",
"Description": "OSS administrator",
"DefaultVersion": "v1",
"PolicyDocument": "{ \"Statement\": [{ \"Action\":
\", \"Resource\": [\"acs:oss:*:*:*\"]}], \"Version\": \"1\"}",

"CreateDate": "2015-01-23T12:33:18z2",
"UpdateDate": "2016-01-23T12:33:182",
"AttachmentCount": 0

Error codes

"Version": "1"}</PolicyDocument>

[\"oss:*\"], \"Effect\": \"Allow

HTTP
status Error code Error message Description
code
. - . ) The error message returned
InvalidParameter.Pol The specified policy type is g .
400 ioVTvpe invalid because the policy type is
yiyp ’ invalid.
. . . The error message returned
The policy name contains invalid |
) . because the policy name
InvalidParameter.Pol characters. It must only contain o .
400 . : contains invalid characters. The
icyName.InvalidChars upper or lower case letters, ) .
numbers, and dash (-) policy name can only contain
! ' letters, digits, and hyphens (-).
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HTTP
status Error code Error message Description
code
The error message returned
The length of the policy name is because the length of the polic
InvalidParameter.Pol . ) 9 PONCY . . g . potcy
400 . invalid. It must be 1 to 64 name is invalid. The policy name
icyName.Length ) .
characters in length. must be 1 to 64 characters in
length.
The error message returned
404 EntityNotExist.Policy The policy does not exist. because the policy does not

exist.

For a list of error codes, visit the API Error Center.

10.9. DeletePolicy

Deletes a policy.

@ Note

e Before you delete a policy, you must delete all non-default versions of the policy. For more
information about how to delete a policy version, see DeletePolicyVersion.

e Before you delete a policy, make sure that the policy is not referenced. This means that the
policy is not attached to RAM users, RAM user groups, or RAM roles. For more information
about how to detach a policy, see DetachPolicy.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

Action Strin Yes DeletePolic
9 y perform. Set the value to DeletePolicy.
The name of the policy.
. . 0SS- The name must be 1 to 128 characters
PolicyName String Yes . ) .
Administrator in length and can contain letters,

digits, and hyphens (-).

Response parameters
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Parameter Type
Requestlid String
Examples

Sample requests

https://resourcemanager.aliyuncs.

&PolicyName=0SS-Administrator
&<Common request parameters>

Sample success responses

xML  format

<DeletePolicyResponse>

Example
898FAB24-7509-

43EE-A287-
086FE4C44394

com/?Action=DeletePolicy

Description

The ID of the request.

<RequestId>898FAB24-7509-43EE-A287-086FE4C44394</RequestId>

</DeletePolicyResponse>

Json format

"RequestId": "898FAB24-7509-43EE-A287-086FE4C44394"

Error codes

HTTP
status Error code
code
InvalidParameter.Pol
400 . )
icyName.InvalidChars
InvalidParameter.Pol
400 .
icyName.Length
404 EntityNotExist.Policy

Error message

The policy name contains invalid
characters. It must only contain
upper or lower case letters,
numbers, and dash (-).

The length of the policy name is
invalid. It must be 1 to 64
characters in length.

The policy does not exist.

Description

The error message returned
because the policy name
contains invalid characters. The
policy name can only contain
letters, digits, and hyphens (-).

The error message returned
because the length of the policy
name is invalid. The policy name
must be 1 to 64 characters in
length.

The error message returned
because the policy does not
exist.
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HTTP

status Error code

code

409 DeleteConflict.Policy
.User

400 DeleteConflict.Policy
.Group

409 DeleteConflict.Policy

.Version

Error message

Before deleting the policy, it
may not be attached to any
user.

The policy cannot be attached

to any group when you delete it.

You must delete all non-default
versions before you delete the
policy.

For a list of error codes, visit the API Error Center.

10.10. CreatePolicyVersion

Creates a version for a policy.

Debugging

Description

The error message returned
because the policy is attached
to a RAM user. Detach the policy
from the RAM user first.

The error message returned
because the policy is attached
to a RAM user group. Detach the
policy from the RAM user group
first.

The error message returned
because all non-default versions
of the policy are not deleted.
Delete the non-default versions
first.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
PolicyDocument String

Required

Yes

Yes

Example

CreatePolicyVersi
on

Description

The operation that you want to
perform. Set the value to

CreatePolicyVersion.

{"Statement": [{
"Action":
["oss:*"],
"Effect": "Allow",
"Resource":
["acs:oss:*:*:*"}]
, "Version": "1"}

The document of the policy.

The document must be 1 to 2,048
characters in length.
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Parameter Type Required Example Description

The name of the policy.

OSS'_ ) The name must be 1 to 128 characters
Administrator in length and can contain letters,
digits, and hyphens (-).

PolicyName String Yes

Specifies whether to set the policy
version as the default version. Valid
values:

e false: The policy version is not set

SetAsDefault Boolean No false as the default version.

e true: The policy version is set as the
default version.

Default value: false.

Response parameters

Parameter Type Example Description
PolicyVersion Struct The information of the policy version.

. 2015-01- The time when the policy version was
CreateDate Strin

9 23T712:33:18 created.
IsDefaultVersio Indicates whether the policy version is the
Boolean false .

n default version.
Versionid String v3 The ID of the policy version.

9B34724D-54B0-
Requestlid String 4A51-B34D- The ID of the request.
4512372FE1BE

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=CreatePolicyVersion

&PolicyDocument={ "Statement": [{ "Action": ["oss:*"], "Effect": "Allow", "Resource": ["acs
t0ss:*:*:*"]}], "Version": "1"}

&PolicyName=0SS-Administrator

&<Common request parameters>

Sample success responses
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xML  format

<CreatePolicyVersionResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

<PolicyVersion>

<VersionId>v3</VersionId>

<IsDefaultVersion>false</IsDefaultVersion>
<CreateDate>2015-01-23T12:33:18%</CreateDate>

</PolicyVersion>

</CreatePolicyVersionResponse>

Json format

"RequestId":

"PolicyVersion": {
"VersionId": "v3",
"IsDefaultVersion":
"CreateDate":

Error codes

HTTP
status Error code
code
InvalidParameter.Pol
400 . .
icyName.InvalidChars
400 !nvalldParameter.Pol
icyName.Length
404 EntityNotExist.Policy
409 LimitExceeded.Policy

.Version

"9B34724D-54B0-4A51-B34D-4512372FE1BE",

false,
"2015-01-23T12:33:182"

Error message

The policy name contains invalid
characters. It must only contain
upper or lower case letters,
numbers, and dash (-).

The length of the policy name is
invalid. It must be 1 to 64
characters in length.

The policy does not exist.

The maximum number of policy
versions is exceeded.

For a list of error codes, visit the API Error Center.

10.11. DeletePolicyVersion

Description

The error message returned
because the policy name
contains invalid characters. The
policy name can only contain
letters, digits, and hyphens (-).

The error message returned
because the length of the policy
name is invalid. The policy name
must be 1 to 64 characters in
length.

The error message returned
because the policy does not
exist.

The error message returned
because the maximum number
of policy versions has been
reached.
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Deletes a version of a policy.

@ Note The default version of a policy cannot be deleted.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
DeletePolicyVersi P 4

Action String Yes on perform. Set the value to
DeletePolicyVersion.
The name of the policy.

PolicyName String Yes 055" ) The name must be 1 to 128 characters

Administrator in length and can contain letters,

digits, and hyphens (-).

Versionlid String Yes v3 The ID of the policy version.

Response pa rameters
Parameter Type Example Description

9B34724D-54B0-
Requestlid String 4A51-B34D- The ID of the request.
4512372FE1BE

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=DeletePolicyVersion
&PolicyName=0SS-Administrator
&VersionId=v3

&<Common request parameters>

Sample success responses
xvt,  format
<DeletePolicyVersionResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

</DeletePolicyVersionResponse>
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Json format

"RequestId":"9B34724D-54B0-4A51-B34D-4512372FE1BE"

Error codes

HTTP
status
code

400

400

400

404

404

409

Error code

InvalidParameter.Pol
icyName.InvalidChars

InvalidParameter.Pol
icyName.Length

InvalidParameter.Ver
sionld.Format

EntityNotExist.Policy

EntityNotExist.Policy.
Version

DeleteConflict.Policy
.Version.Default

Error message

The policy name contains invalid
characters. It must only contain
upper or lower case letters,
numbers, and dash (-).

The length of the policy name is
invalid. It must be 1 to 64
characters in length.

The specified version ID is
invalid.

The policy does not exist.

The policy version does not
exist.

You cannot delete the default
policy version.

For a list of error codes, visit the API Error Center.

10.12. ListPolicyVersions

Queries the versions of a policy.

Debugging

Description

The error message returned
because the policy name
contains invalid characters. The
policy name can only contain
letters, digits, and hyphens (-).

The error message returned
because the length of the policy
name is invalid. The policy name
must be 1 to 64 characters in
length.

The error message returned
because the format of the
policy version ID is invalid.

The error message returned
because the policy does not
exist.

The error message returned
because the policy version does
not exist.

The error message returned
because the policy version is the
default version and cannot be
deleted.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.
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Request parameters

Parameter Type

Action String
PolicyName String
PolicyType String

Response parameters

Parameter Type
PolicyVersions Array

PolicyVersion

CreateDate String

IsDefaultVersio

N Boolean

Versionid String

Requestlid String
Examples

Sample requests

Required

Example

Description

The operation that you want to

ListPolicyVersions perform. Set the value to

0SS-

Administrator

Custom

Example

2015-01-
23T12:33:18Z

false

v3

7B8A4E7D-6CFF-
471D-84DF-
195A7A241ECB

ListPolicyVersions.

The name of the policy.

The name must be 1 to 128 characters
in length and can contain letters,
digits, and hyphens (-).

The type of the policy. Valid values:

® Custom: custom policy

e System: system policy

Description

The information of the policy versions.

The time when the policy version was

created.

Indicates whether the policy version is the
default version.

The ID of the policy version.

The ID of the request.

https://resourcemanager.aliyuncs.com/?Action=ListPolicyVersions

&PolicyName=0SS-Administrator
&PolicyType=Custom

&<Common request parameters>
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Sample success responses

xML  format

<ListPolicyVersionsResponse>
<RequestId>7B8A4ETD-6CFF-471D-84DF-195A7A241ECB</RequestId>
<PolicyVersions>
<PolicyVersion>
<VersionId>v3</VersionId>
<IsDefaultVersion>false</IsDefaultVersion>
<CreateDate>2015-01-23T12:33:18%</CreateDate>
</PolicyVersion>
<PolicyVersion>
<VersionId>v5</VersionId>
<IsDefaultVersion>true</IsDefaultVersion>
<CreateDate>2015-02-26T01:25:52%2</CreateDate>
</PolicyVersion>
</PolicyVersions>

</ListPolicyVersionsResponse>

Json format

"RequestId": "7B8A4ETD-6CFF-471D-84DF-195A7A241ECB",
"PolicyVersions": ({
"PolicyVersion": [
{
"VersionId": "v3",
"IsDefaultVersion": false,
"CreateDate": "2015-01-23T12:33:182"

"VersionId": "v5",
"IsDefaultVersion": true,
"CreateDate": "2015-02-26T01:25:522"

Error codes

HTTP
status Error code Error message Description
code
) v . . The error message returned
InvalidParameter.Pol The specified policy type is g .
400 because the policy type is

icyType

invalid.

invalid.
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HTTP
status Error code
code
InvalidParameter.Pol
400 . .
icyName.InvalidChars
InvalidParameter.Pol
400 .
icyName.Length
404 EntityNotExist.Policy

Error message

The policy name contains invalid
characters. It must only contain
upper or lower case letters,
numbers, and dash (-).

The length of the policy name is
invalid. It must be 1 to 64
characters in length.

The policy does not exist.

For a list of error codes, visit the API| Error Center.

10.13. GetPolicyVersion

Queries the information of a specified policy version.

Debugging

Description

The error message returned
because the policy name
contains invalid characters. The
policy name can only contain
letters, digits, and hyphens (-).

The error message returned
because the length of the policy
name is invalid. The policy name
must be 1 to 64 characters in
length.

The error message returned
because the policy does not
exist.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type

Action String
PolicyName String
PolicyType String

Required Example

Yes GetPolicyVersion
0SS-

Yes -
Administrator

Yes Custom

Description

The operation that you want to

perform. Set the value to

GetPolicyVersion.

The name of the policy.

The name must be 1to 128 characters
in length and can contain letters,

digits, and hyphens (-).

The type of the policy. Valid values:

® Custom: custom policy

e System: system policy
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Parameter Type

Versionid String

Response parameters

Parameter Type
PolicyVersion Struct
CreateDate String

IsDefaultVersio

Boolean
n
PolicyDocumen
y String
t
Versionid String
Requestlid String

Examples

Sample requests

Required Example

v3

Example

2015-01-
23T12:33:18Z

false

{\"Statement\": [{
\"Action\":
[\"oss:*\"],
\"Effect\":
\"Allow\",
\"Resource\":
[\"acs:oss:*:*:*\"]}],
\"Version\": \"1\"}

v3

9B34724D-54B0-
4A51-B34D-
4512372FE1BE

Description

The ID of the policy version.

Description

The information of the policy version.

The time when the policy version was
created.

Indicates whether the policy version is the
default version.

The document of the policy.

The ID of the policy version.

The ID of the request.

https://resourcemanager.aliyuncs.com/?Action=GetPolicyVersion

&PolicyName=0SS-Administrator
&PolicyType=Custom
&VersionId=v3

&<Common request parameters>

Sample success responses

xML  format
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<GetPolicyVersionResponse>
<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

<PolicyVersion>
<VersionId>v3</VersionId>
<IsDefaultVersion>false</IsDefaultVersion>
<CreateDate>2015-01-23T12:33:18%</CreateDate>

<PolicyDocument>{ "Statement": [{ "Action": ["oss:*"], "Effect": "Allow", "Reso
urce": ["acs:oss:*:*:*"]}], "Version": "1"}</PolicyDocument>
</PolicyVersion>
</GetPolicyVersionResponse>
Jgson  format
{
"RequestId": "9B34724D-54B0-4A51-B34D-4512372FE1BE",
"PolicyVersion": {
"VersionId": "v3",
"IsDefaultVersion": false,
"CreateDate": "2015-01-23T12:33:18z",
"PolicyDocument": "{ \"Statement\": [{ \"Action\": [\"oss:*\"], \"Effect\": \"Allow

\"l

\"Resource\": [\"acs:oss:*:*:*\"]}], \"Version\":

}

Error codes

\lll\ll}"

HTTP
status Error code Error message Description
code
) . . ) The error message returned
InvalidParameter.Pol The specified policy type is ) .
400 VT voe invalid because the policy type is
yivp ’ invalid.
. L . The error message returned
The policy name contains invalid .
. . because the policy name
InvalidParameter.Pol characters. It must only contain . ]
400 . . contains invalid characters. The
icyName.InvalidChars upper or lower case letters, . .
policy name can only contain
numbers, and dash (-). .
letters, digits, and hyphens (-).
The error message returned
. The length of the policy name is because the length of the polic
InvalidParameter.Pol . ) 9 policy . . 9 . poticy
400 . invalid. It must be 1 to 64 name is invalid. The policy name
icyName.Length . .
characters in length. must be 1 to 64 characters in
length.
Th t
InvalidParameter.Ver The specified version ID is € error message returned
400 . . . because the format of the
sionld.Format invalid. . . L .
policy version ID is invalid.
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HTTP
status
code

404

404

Error code

EntityNotExist.Policy

EntityNotExist.Policy.

Version

Error message

The policy does not exist.

The policy version does not
exist.

For a list of error codes, visit the API Error Center.

10.14. SetDefaultPolicyVersion

Sets the default version for a policy.

Debugging

Description

The error message returned
because the policy does not
exist.

The error message returned
because the policy version does
not exist.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

PolicyName

Versionld

Type

String

String

String

Response parameters

Parameter

Requestlid

Examples

Type

String

Sample requests

Required Example

Yes

Yes

Yes

SetDefaultPolicyV
ersion

0SS-
Administrator

V2

Description

The operation that you want to
perform. Set the value to
SetDefaultPolicyVersion.

The name of the policy.

The name must be 1 to 128 characters
in length and can contain letters,
digits, and hyphens (-).

The ID of the policy version.

Example Description

9B34724D-54B0-

4A51-B34D- The ID of the request.

4512372FE1BE
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https://resourcemanager.aliyuncs.com/?Action=SetDefaultPolicyVersion

&PolicyName=0SS-Administrator
&VersionId=v2

&<Common request parameters>

Sample success responses

xML  format

<SetDefaultPolicyVersionResponse>

<RequestId>9B34724D-54B0-4A51-B34D-4512372FE1BE</RequestId>

</SetDefaultPolicyVersionResponse>

Json format

"RequestId": "9B34724D-54B0-4A51-B34D-4512372FE1BE"

Error codes

HTTP
status Error code Error message
code
The policy name contains invalid
400 InvalidParameter.Pol characters. It must only contain

icyName.InvalidChars upper or lower case letters,
numbers, and dash (-).

) The length of the policy name is
InvalidParameter.Pol . .
400 . invalid. It must be 1 to 64
icyName.Length .
characters in length.

InvalidParameter.Ver The specified version ID is

400

sionld.Format invalid.
404 EntityNotExist.Policy The policy does not exist.
404 EntityNotExist.Policy. The policy version does not

Version exist.

For a list of error codes, visit the AP| Error Center.

10.15. AttachPolicy

Description

The error message returned
because the policy name
contains invalid characters. The
policy name can only contain
letters, digits, and hyphens (-).

The error message returned
because the length of the policy
name is invalid. The policy name
must be 1 to 64 characters in
length.

The error message returned
because the format of the
policy version ID is invalid.

The error message returned
because the policy does not
exist.

The error message returned
because the policy version does
not exist.
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Attaches a policy to an object, which can be a RAM user, RAM user group, or RAM role. After you attach
a policy to an object, the object has the operation permissions on the resources in a specific resource
group or within a specific Alibaba Cloud account.

Usage notes

In this example, the policy AdministratorAccess isattached to the RAM user
alice@demo.onaliyun.com and takes effect only for resourcesinthe rg-9gLook**** resource

group.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
Action String Yes AttachPolicy perform. Set the value to
AttachPolicy.

The effective scope of the policy. You
can set this parameter to one of the
following items:

® |D of aresource group: indicates

that the policy takes effect for the
ResourceGroupld String Yes rg-9gLOoK**** resources in the resource group.

e |D of the Alibaba Cloud account to
which the authorized object
belongs: indicates that the policy
takes effect for the resources within
the Alibaba Cloud account.

The type of the policy. Valid values:

PolicyType String Yes System e Custom: custom policy
e System: system policy
The name of the policy.
) ) AdministratorAcc
PolicyName String Yes The name must be 1 to 128 characters
€ss in length and can contain letters,

digits, and hyphens (-).
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Parameter Type
PrincipalType String
PrincipalName String

Required

Yes

Yes

Example

IMSUser

alice@demo.onali
yun.com

Description

The type of the object to which you
want to attach the policy. Valid values:

® |MSUser: RAM user
® [MSGroup: RAM user group

e ServiceRole: RAM role

The name of the object to which you
want to attach the policy.

e |f you want to attach the policy to a
RAM user, specify the name in the
<UserName>@<AccountAlias>.onaliy
un.com format. <UserName>
indicates the name of the RAM user,
and <AccountAlias> indicates the
alias of the Alibaba Cloud account
to which the RAM user belongs.

e |f you want to attach the policy to a
RAM user group, specify the name in
the <GroupName>@group.
<AccountAlias>.onaliyun.com
format. <GroupName> indicates the
name of the RAM user group, and
<AccountAlias> indicates the alias of
the Alibaba Cloud account to which
the RAM user group belongs.

e |f you want to attach the policy to a
RAM role, specify the name in the
<RoleName>@role.
<AccountAlias>.onaliyun.com
format. <RoleName> indicates the
name of the RAM role, and
<AccountAlias> indicates the alias of
the Alibaba Cloud account to which
the RAM role belongs.

@ Note The alias of an
Alibaba Cloud account is a part of
the default domain name. You can
call the GetDefaultDomain
operation to obtain the alias of an
Alibaba Cloud account.

For more information about common request parameters, see Common parameters.

Response parameters

294

> Document Version: 20220623


file:///home/admin/dita-files/output/32602202/task18819709/~~186720~~
file:///home/admin/dita-files/output/32602202/task18819709/~~159973~~

Resource Management

AP| Reference-API Reference (Resou

rce groups)

Parameter Type Example Description

697852FB-50D7-
Requestlid String 44D9-9774- The ID of the request.
530C31EAC572

Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=AttachPolicy
&PolicyName=AdministratorAccess

&PolicyType=System

&PrincipalName=alice@demo.onaliyun.com
&PrincipalType=IMSUser

&ResourceGroupld=rg-9gLOoK****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" 2>

<AttachPolicyToUserResponse>
<RequestId>697852FB-50D7-44D9-9774-530C31EAC572</RequestId>

</AttachPolicyToUserResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "697852FB-50D7-44D9-9774-530C31EAC572"

Error codes

HTTP
status Error code Error message Description
code
. o . . The error message returned
InvalidParameter.Pol The specified policy type is | .
400 VT vDe invalid because the policy type is
yiyp ’ invalid.
The error message returned
404 EntityNotExist.Policy The policy does not exist. because the policy does not

exist.
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HTTP
status Error code Error message Description
code
o The error message returned
. . The specified resource group
EntityNotExists.Reso . . because the resource group
404 does not exist. You must first

urceGroup does not exist. Create such a
create a resource group. resource group first

The error message returned
because you cannot perform the
operation on a resource group
that is being created or deleted.

. You cannot perform an
Invalid.ResourceGrou .
409 operation on a resource group
p.Status . .
that is being created or deleted.

For a list of error codes, visit the API Error Center.

10.16. DetachPolicy

Detaches a policy from an object. After you detach a policy from an object, the object does not have
the operation permissions on the current resource group or the resources under the current account.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

Action Strin Yes DetachPolic .
9 y perform. Set the value to DetachPolicy.
The name of the policy.
PolicyName String Yes OSS'_ ) The name must be 1 to 128 characters
Administrator in length and can contain letters,
digits, and hyphens (-).
The type of the policy. Valid values:
PolicyType String Yes Custom e Custom: custom policy
e System: system policy
. . alice@demo.onali The name of the object to which the
PrincipalName String Yes L
yun.com policy is attached.
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Parameter Type Required Example
PrincipalType String Yes IMSUser
ResourceGroupld String Yes rg-9gLOoK****
Response param eters
Parameter Type Example
697852FB-50D7-
Requestld String 44D9-9774-
530C31EAC572
Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=DetachPolicy

&PolicyName=0SS—-Administrator
&PolicyType=Custom

&PrincipalName=alice@demo.onaliyun.com

&PrincipalType=IMSUser
&ResourceGroupId=rg-9gLOoK****

&<Common request parameters>

Sample success responses

xML  format

<DetachPolicyFromUserResponse>

Description

The type of the object to which the
policy is attached. Valid values:

® |MSUser: RAM user
® [MSGroup: RAM user group

e ServiceRole: RAM role

The ID of the resource group or the ID
of the Alibaba Cloud account to which
the resource group belongs.

This parameter specifies the resource
group or Alibaba Cloud account for
which you want to revoke permissions.

Description

The ID of the request.

<RequestId>697852FB-50D7-44D9-9774-530C31EAC572</RequestId>

</DetachPolicyFromUserResponse>

Json format

"RequestId": "697852FB-50D7-44D9-9774-530C31EAC572"
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Error codes

HTTP
status Error code Error message Description
code
. . . . The error message returned
InvalidParameter.Pol The specified policy type is g .
400 VT voe invalid because the policy type is
yiyp ' invalid.
The error message returned
404 EntityNotExist.Policy The policy does not exist. because the policy does not
exist.
o The error message returned
. . The specified resource group
EntityNotExists.Reso . . because the resource group
404 does not exist. You must first

urceGroup does not exist. Create the
create a resource group. resource group first

The error message returned
because you cannot perform the
operation on a resource group
that is being created or deleted.

. You cannot perform an
Invalid.ResourceGrou )
409 operation on a resource group
p.Status . .
that is being created or deleted.

For a list of error codes, visit the API Error Center.

10.17. ListPolicyAttachments

Queries policy attachment records.

You can view the following information:
e Policy attachment records under an Alibaba Cloud account or a resource group
e Policies attached to RAM users, RAM user groups, or RAM roles

e RAM users, RAM user groups, or RAM roles to which policies are attached under an Alibaba Cloud
account or a resource group

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

. . The operation that you want to
. . ListPolicyAttachm
Action String Yes ents perform. Set the value to
ListPolicyAttachments.
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Parameter Type Required Example Description

The ID of the resource group or the ID
of the Alibaba Cloud account to which
the resource group belongs. If you do
not specify this parameter, the system
lists all policy attachment records
under the current account.

ResourceGroupld String No rg-001

The type of the policy. If you do not
specify this parameter, the system lists

PolicyType String No System all types of policies. Valid values:
® Custom: custom policy

e System: system policy

The name of the policy.

NO AdministratorAcC  The name must be 1 to 128 characters
€ss in length and can contain letters,
digits, and hyphens (-).

PolicyName String

The type of the object to which the
policy is attached. If you do not specify
this parameter, the system lists all

PrincipalType String No IMSUser types of objects. Valid values:

® |MSUser: RAM user
® |MSGroup: RAM user group

e ServiceRole: RAM role

alice@demo.onali The name of the object to which the

PrincipalName Strin No L
P 9 yun.com policy is attached.

The number of the page to return.

PageNumber Integer No 1 Pages start from page 1. Default
value: 1.

The number of entries to return on

each page.
PageSize Integer No 10
Valid values: 1 to 100. Default value:

10.
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Parameter

Language

Type Required Example

String No zh-CN

Response parameters

Parameter

PageNumber

PageSize

PolicyAttachme
nts

PolicyAttachme
nt

AttachDate

Description

PolicyName

PolicyType

PrincipalName

PrincipalType

Type Example
Integer 1

Integer 10

Array

String 2015-01-

23T12:33:18Z2

String Administrator
String AdministratorAccess
String System

. alice@demo.onaliyu
String N cor? 4
String IMSUser

Description

The language that is used to return the
description of the system policy. Valid
values:

e en: English
® zh-CN: Chinese

® ja: Japanese

Description

The page number of the returned page.

The number of entries returned per page.

The policy attachment records.

The time when the policy was attached.

The description of the policy.

The name of the policy.

The type of the policy. Valid values:

® Custom: custom policy

® System: system policy

The name of the object to which the policy is
attached.

The type of the object to which the policy is
attached. Valid values:

® |MSUser: RAM user
® [MSGroup: RAM user group

® ServiceRole: RAM role
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Parameter

ResourceGroupl
d

Requestlid

TotalCount

Examples

Sample requests

Type Example Description

The ID of the resource group or the ID of the
String rg-9gLOoK**** Alibaba Cloud account to which the resource
group belongs.

7B8A4E7D-6CFF-

String 471D-84DF- The ID of the request.
T195A7A241ECB
Integer 2 The total number of returned entries.

https://resourcemanager.aliyuncs.com/?Action=ListPolicyAttachments

&<Common request parameters>

Sample success responses

xML  format

<ListPolicyAttachmentsResponse>
<RequestId>7B8A4ETD-6CFF-471D-84DF-195A7A241ECB</RequestId>
<PageNumber>1</PageNumber>
<PageSize>10</PageSize>
<TotalCount>2</TotalCount>
<PolicyAttachments>

<PolicyAttachment>

<ResourceGroupld>rg-9gLOoK* ***</ResourceGroupld>
<PolicyType>System</PolicyType>
<PolicyName>AdministratorAccess</PolicyName>
<PrincipalType>IMSUser</PrincipalType>
<PrincipalName>alice@demo.onaliyun.com</PrincipalName>
<AttachDate>2015-01-23T12:33:18z</AttachDate>

<Description>Administrator</Description>

</PolicyAttachment>
<PolicyAttachment>

<ResourceGroupId>12983255839348****</ResourceGroupId>
<PolicyType>Custom</PolicyType>
<PolicyName>0SS-Bucketl-Access</PolicyName>
<PrincipalType>ServiceRole</PrincipalType>

<PrincipalName>image-service@role.demo.onaliyunservice.com</PrincipalName

<AttachDate>2015-01-23T12:33:18%</AttachDate>
<Description>Access to OSS bucket 1</Description>

</PolicyAttachment>
</PolicyAttachments>

</ListPolicyAttachmentsResponse>
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Json format

"RequestId"
"PageNumber": 1,
"PageSize": 10,

"TotalCount": 2,

"7B8A4ETD-6CFF-471D-84DF-195A7A241ECB",

"PolicyAttachments" : {
"PolicyAttachment" : [
{
"ResourceGroupId": "rg-9gLOoK****",
"PolicyType": "System",
"PolicyName": "AdministratorAccess",
"PrincipalType": "IMSUser",
"PrincipalName": "aliceldemo.onaliyun.com",
"AttachDate" "2015-01-23T12:33:182",

"Description": "Administrator"

"ResourceGroupId": "12983255839348***x*",

"PolicyType": "Custom",

"PolicyName": "OSS-Bucketl-Access",

"PrincipalType": "ServiceRole",

"PrincipalName": "image-service@role.demo.onaliyunservice.com",
"AttachDate" "2015-01-23T12:33:18z2",

"Description”: "Access to 0SS bucket 1"

Error codes

HTTP

status Error code

code

400 !nvalld Parameter.Pol
icyType

404 EntityNotExists.Reso
urceGroup

404 EntityNotExist.Policy

Error message

The specified policy type is
invalid.

The specified resource group
does not exist. You must first
create a resource group.

The policy does not exist.

For a list of error codes, visit the API Error Center.

Description

The error message returned
because the policy type is
invalid.

The error message returned
because the resource group
does not exist. Create the
resource group first.

The error message returned
because the policy does not
exist.

302
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10.18. CreateRole

Creates a RAM role.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
The operation that you want to

Action String Yes CreateRole P 4
perform. Set the value to CreateRole.

{"Statement": [ { The document of the policy that
"Action": specifies one or more trusted entities
"sts:AssumeRole to assume the RAM role. The trusted
" "Effect": entities can be Alibaba Cloud accounts,
) "Allow", Alibaba Cloud services, or identity
AssumeRolePolicy . e )
String Yes Principal": { providers (IdPs).
Document " "
RAM":
acs:ram::liifls (@ Note RAM users cannot
67?901234 -ro assume the RAM roles of trusted
ot"}}] Alibaba Cloud services.
"Version": "1"}
The name of the RAM role.

RoleName String Yes ECSAdmin The name must be 1to 64 characters
in length and can contain letters,
digits, periods (.), and hyphens (-).
The description of the RAM role.

Description String No ECS administrator The description must be 1to 1,024
characters in length.

The maximum session duration of the
RAM role.
MaxSessionDurati Unit: seconds. Valid values: 3600 to
Long No 3600

on

Response parameters

43200. Default value: 3600.

If you do not specify this parameter,
the default value is used.
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Parameter

Requestlid

Role

Arn

AssumeRolePoli
cyDocument

CreateDate

Description

MaxSessionDur
ation

Roleld
RoleName

RolePrincipalNa
me

Examples

Sample requests

Type

String

Struct

String

String

String

String

Long

String

String

String

Example

04FOF334-1335-
436C-A1D7-
6CO044FE73368

acs:ram::12345678
9012****:role/ECSAd
min

{\"Statement\": [ {
\"Action\":
\"sts:AssumeRole\",
\"Effect\":
\"Allow\",
\"Principal\": {
\"RAM\":
\"acs:ram::1234567
8901234****:root\" }
}1, \"Version\":
"I\ )

2015-01-

23T12:33:18Z

ECS administrator

3600

90123456789****

ECSAdmin

ECSAdmin@role.123
456.0naliyunservice.
com

Description

The ID of the request.

The information of the RAM role.

The Alibaba Cloud Resource Name (ARN) of
the RAM role.

The document of the policy that specifies
the trusted entity to assume the RAM role.

The time when the RAM role was created.

The description of the RAM role.

The maximum session duration of the RAM
role.

The ID of the RAM role.

The name of the RAM role.

The name of the RAM role after
authorization.

https://resourcemanager.aliyuncs.com/?Action=CreateRole

&AssumeRolePolicyDocument={ "Statement":
"Principal": { "RAM":

&RoleName=ECSAdmin

&<Common request parameters>

[ { "Action":
"acs:ram::12345678901234****:root" } } 1, "Version": "1" }

"sts:AssumeRole", "Effect": "Allow",
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Sample success responses

xML  format

<CreateRoleResponse>
<RequestId>04F0F334-1335-436C-A1D7-6C044FE73368</RequestId>
<Role>
<R01eId>90123456789****</RolelId>
<RoleName>ECSAdmin</RoleName>
<RolePrincipalName>ECSAdmin@role.123456.0onaliyunservice.com</RolePrincipalName>
<Arn>acs:ram::123456789012****:role/ECSAdmin</Arn>
<Description>ECS administrator</Description>
<MaxSessionDuration>3600</MaxSessionDuration>
<AssumeRolePolicyDocument>{ "Statement": [ { "Action": "sts:AssumeRole", "Effec
t": "Allow", "Principal": { "RAM": "acs:ram::12345678901234****:root" } } ], "Version": "1"
}</AssumeRolePolicyDocument>
<CreateDate>2015-01-23T12:33:18%</CreateDate>
</Role>
</CreateRoleResponse>

Json format

"RequestId": "04F0F334-1335-436C-A1D7-6C044FE73368",
"Role": {

"RoleId": "90123456789***x*'",

"RoleName": "ECSAdmin",

"RolePrincipalName": "ECSAdmin@role.123456.onaliyunservice.com",

"Arn": "acs:ram::123456789012****:role/ECSAdmin",

"Description": "ECS administrator",

"MaxSessionDuration": 3600,

"AssumeRolePolicyDocument": "{ \"Statement\": [ { \"Action\": \"sts:AssumeRole\", \
"Effect\": \"Allow\", \"Principall\": { \"RAM\": \"acs:ram::12345678901234****:root\" } } ],
\"Version\": \"1\" }",

"CreateDate": "2015-01-23T12:33:182z"

Error codes

HTTP
status Error code Error message Description
code
. . The error message returned
InvalidParameter.Rol The specified role name 9
400 . . . because the RAM role name
eName.lInvalidChars contains invalid characters. . .
contains invalid characters.
The error message returned
400 InvalidParameter.Rol The maximum length of the role because the length of the RAM
eName.Length name is exceeded. role name has exceeded the

upper limit.
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HTTP
status
code

400

409

409

409

Error code

InvalidParameter.Ass
umeRolePolicyDocu
ment.Length

EntityAlreadyExists.R
ole

MalformedPolicyDoc
ument

LimitExceeded.Role

Error message

The maximum length of the
trust policy document of the
role is exceeded.

The role already exists.

The policy format is invalid.

The maximum number of roles is
exceeded.

For a list of error codes, visit the API Error Center.

10.19. GetRole

Queries the information of a RAM role.

Debugging

Description

The error message returned
because the length of the value
specified for the
AssumeRolePolicyDocument
parameter has exceeded the
upper limit.

The error message returned
because the RAM role already
exists.

The error message returned
because the format of the
policy document is invalid.

The error message returned
because the maximum number
of RAM roles has been reached.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

RoleName

Type Required Example
String Yes GetRole
String Yes ECSAdmin

Description

The operation that you want to

perform. Set the value to GetRole.

The name of the RAM role.

The name must be 1 to 64 characters

in length and can contain letters,
digits, periods (.), and hyphens (-).
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Parameter Type Required Example Description
The language that is used to return the
description of the RAM role. Valid
values:
Language Strin zh-CN
guag 9 e en: English
e zh-CN: Chinese
® ja: Japanese
Response pa rameters
Parameter Type Example Description
04FOF334-1335-
Requestld String 436C-A1D7- The ID of the request.
6C044FE73368
Role Struct The information of the RAM role.
acs:ram::12345678
The Alibaba Cloud R N ARN) of
Arn String 9012****:role/ECSAd @ Alibaba Cloud Resource Name (ARN) o
. the RAM role.
min
{\"Statement\": [{
\"Action\":
\"sts:AssumeRole\",
\"Effect\":
"Allow\", . .
AssumeRolePoli Strin t"Prin:;l\al\“' ( The document of the policy that specifies
cyDocument 9 " E’ ' the trusted entity to assume the RAM role.
\"RAM\":
\"acs:ram::1234567
8901234****:root\" }
}1, \"Version\":
\II-I\II }
CreateDate Strin 2015-01- The time when the RAM role was created
9 23712:33:182 :
Description String ECS administrator The description of the RAM role.
IsServiceLinked Indicates whether the RAM role is a service
Boolean true )
Role linked role.
LatestDeletion The information of the most recent deletion
Struct
Task task.
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Parameter

CreateDate

DeletionT askld

MaxSessionDur
ation

Roleld
RoleName

RolePrincipalNa
me

UpdateDate

Examples

Sample requests

Type

String

String

Long

String

String

String

String

Example

2018-10-
23T12:33:18Z

ECSAdmin/cc61514b
-26eb-4453-ab53-
b142eb702a3d

3600

90123456789****

ECSAdmin

ECSAdmin@role.123
456.0naliyunservice.
com

2016-01-
23T12:33:18Z

https://resourcemanager.aliyuncs.com/?Action=GetRole
&RoleName=ECSAdmin

&<Common request parameters>

Sample success responses

xML  format

Description

The time when the deletion task was
created.

The ID of the deletion task.

The maximum session duration of the RAM
role.

The ID of the RAM role.

The name of the RAM role.

The name of the RAM role after
authorization.

The time when the RAM role was updated.
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<GetRoleResponse>
<RequestId>04F0F334-1335-436C-A1D7-6C044FE73368</RequestId>
<Role>
<Ro1leId>90123456789****</RoleId>
<RoleName>ECSAdmin</RoleName>
<RolePrincipalName>ECSAdmin@role.123456.0naliyunservice.com</RolePrincipalName>
<Arn>acs:ram::123456789012****:role/ECSAdmin</Arn>
<IsServicelLinkedRole>true</IsServicelLinkedRole>
<LatestDeletionTask>
<CreateDate>2018-10-23T12:33:18%</CreateDate>
<DeletionTaskId>ECSAdmin/cc61514b-26eb-4453-ab53-b142eb702a3d</DeletionTa

skId>
</LatestDeletionTask>
<Description>ECS administrator</Description>
<MaxSessionDuration>3600</MaxSessionDuration>
<AssumeRolePolicyDocument>{ "Statement": [ { "Action": "sts:AssumeRole", "Effec
t": "Allow", "Principal"™: { "RAM": "acs:ram::12345678901234****:root" } } ], "Version": "1"

}</AssumeRolePolicyDocument>
<CreateDate>2015-01-23T12:33:18%</CreateDate>
<UpdateDate>2016-01-23T12:33:18%</UpdateDate>

</Role>

</GetRoleResponse>

Json format

"RequestId": "04F0F334-1335-436C-A1D7-6C044FE73368",

"Role": {
"RoleId": "90123456789**x*x*",
"RoleName": "ECSAdmin",
"RolePrincipalName": "ECSAdmin@role.123456.onaliyunservice.com",

"Arn": "acs:ram::123456789012****:role/ECSAdmin",

"IsServiceLinkedRole": true,

"LatestDeletionTask": {

"CreateDate": "2018-10-23T12:33:18z",
"DeletionTaskId": "ECSAdmin/cc61514b-26eb-4453-ab53-b142eb702a3d"

}y

"Description": "ECS administrator",

"MaxSessionDuration": 3600,

"AssumeRolePolicyDocument™: "{ \"Statement\": [ { \"Action\": \"sts:AssumeRole\", \
"Effect\": \"Allow\", \"Principall\": { \"RAM\": \"acs:ram::12345678901234****:root\" } } 1,
\"Version\": \"I1\" }",

"CreateDate": "2015-01-23T12:33:182",

"UpdateDate": "2016-01-23T12:33:182"

Error codes
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HTTP
status Error code
code
InvalidParameter.Rol
400 .
eName.InvalidChars
InvalidParameter.Rol
400 verl
eName.Length
404 EntityNotExist.Role

Error message

The specified role name
contains invalid characters.

The maximum length of the role
name is exceeded.

The role does not exist.

For a list of error codes, visit the API| Error Center.

10.20. ListRoles

Queries RAM roles.

Debugging

Description

The error message returned
because the RAM role name
contains invalid characters.

The error message returned
because the length of the RAM
role name has exceeded the
upper limit.

The error message returned
because the RAM role does not
exist.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
PageNumber Integer
PageSize Integer

Required Example Description
) The operation that you want to

Yes ListRoles .
perform. Set the value to ListRoles.
The number of the page to return.

No 1 Pages start from page 1. Default
value: 1.
The number of entries to return on
each page.

No 10

Valid values: 1 to 100. Default value:

10.
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Parameter Type Required Example Description

The language that is used to return the
descriptions of the RAM roles. Valid
values:

Language Strin No zh-CN
guag 9 e en: English

e zh-CN: Chinese

® ja: Japanese

Response parameters

Parameter Type Example Description
PageNumber Integer 1 The page number of the returned page.
PageSize Integer 10 The number of entries returned per page.

7B8A4E7D-6CFF-

Requestlid String 471D-84DF- The ID of the request.
T195A7A241ECB

Roles Array The information of the RAM roles.

Role

acs:ram::12345678

The Alibaba Cloud Resource Name (ARN) of
Arn String 9012****:role/ECSAd ibaba Cloud Resource Name (ARN) o

. the RAM role.
min
CreateDate Strin 2015-01- The time when the RAM role was created
9 23T12:33:182 :
Description String ECS administrator The description of the RAM role.
IsServiceLinked Indicates whether the RAM role is a service
Boolean true )
Role linked role.
LatestDeletion The information of the most recent deletion
Struct
Task task.
CreateDate Strin 2018-10- The time when the deletion task was
9 23712:33:187 created.
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Parameter

DeletionT askld

MaxSessionDur
ation

Roleld
RoleName

RolePrincipalNa
me

UpdateDate

TotalCount

Examples

Sample requests

Type

String

Long

String

String

String

String

Integer

Example
ECSAdmin/cc61514b

-26eb-4453-ab53-
b142eb70****

3600

90123456789****

ECSAdmin

ECSAdmin@role.123
456.0naliyunservice.
com

2016-01-
23T12:33:18Z

Description

The ID of the deletion task.

The maximum session duration of the RAM
role.

The ID of the RAM role.

The name of the RAM role.

The name of the RAM role after
authorization.

The time when the RAM role was updated.

The total number of RAM roles.

https://resourcemanager.aliyuncs.com/?Action=ListRoles

&<Common request parameters>

Sample success responses

xML  format
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<ListRolesResponse>
<RequestId>7B8A4ETD-6CFF-471D-84DF-195A7A241ECB</RequestId>
<PageNumber>1</PageNumber>
<PageSize>10</PageSize>
<TotalCount>2</TotalCount>
<Roles>
<Role>
<R01eId>90123456789****</RoleId>
<RoleName>ECSAdmin</RoleName>
<RolePrincipalName>ECSAdmin@role.123456.0naliyunservice.com</RolePrincipalName>
<Arn>acs:ram::123456789012****:role/ECSAdmin</Arn>
<IsServiceLinkedRole>true</IsServicelLinkedRole>
<LatestDeletionTask>
<CreateDate>2018-10-23T12:33:18%</CreateDate>
<DeletionTaskId>ECSAdmin/cc61514b-26eb-4453-ab53-b142eb70****</DeletionTaskId>
</LatestDeletionTask>
<Description>ECS administrator</Description>
<MaxSessionDuration>3600</MaxSessionDuration>
<CreateDate>2015-01-23T12:33:18%</CreateDate>
<UpdateDate>2015-01-23T12:33:182</UpdateDate>
</Role>
<Role>
<R01eId>90123456789****</RoleId>
<RoleName>0OSSReadonlyAccess</RoleName>
<RolePrincipalName>0SSReadonlyAccess@role.123456.o0naliyunservice.com</RolePrincipa
1Name>
<Arn>acs:ram: :123456789012****:role/0OSSReadonlyAccess</Arn>
<Description>0SS read-only access</Description>
<MaxSessionDuration>3600</MaxSessionDuration>
<CreateDate>2015-01-23T12:33:18z</CreateDate>
<UpdateDate>2015-01-23T12:33:18%</UpdateDate>
</Role>
</Roles>

</ListRolesResponse>

Json format

> Document Version: 20220623 313



API Reference-API Reference (Resou

Resource Management
rce groups)

"RequestId": "7B8A4ETD-6CFF-471D-84DF-195A7A241ECB",
"PageNumber": 1,
"PageSize": 10,
"TotalCount": 2,
"Roles": {
"Role": [{
"RoleId": "90123456789***x",
"RoleName": "ECSAdmin",
"RolePrincipalName": "ECSAdmin@role.123456.onaliyunservice.com",
"Arn": "acs:ram::123456789012****:role/ECSAdmin",
"IsServiceLinkedRole": true,
"LatestDeletionTask": {
"CreateDate": "2018-10-23T12:33:182",
"DeletionTaskId": "ECSAdmin/cc61514b-26eb-4453-ab53-b142eb70****"
by
"Description": "ECS administrator",
"MaxSessionDuration": 3600,
"CreateDate": "2015-01-23T12:33:182",
"UpdateDate": "2015-01-23T12:33:182"
s

"RoleId": "90123456789***x*'",
"RoleName": "OSSReadonlyAccess",
"RolePrincipalName": "OSSReadonlyAccess@role.123456.onaliyunservice.com",
"Arn": "acs:ram::123456789012****:role/OSSReadonlyAccess",
"Description": "OSS read-only access",
"MaxSessionDuration": 3600,
"CreateDate": "2015-01-23T12:33:182",
"UpdateDate": "2015-01-23T12:33:182z"

Error codes

For a list of error codes, visit the API Error Center.

10.21. UpdateRole

Updates the information of a Resource Access Management (RAM) role.
In this example, the description of the RAMrole Ecsadmin isupdatedto ECS administrator

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters
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Parameter Type
Action String
RoleName String
NewAssumeRoleP )

) String
olicyDocument
NewMaxSessionD

. Long
uration
NewDescription String

Required

Yes

Yes

No

No

No

Example

UpdateRole

ECSAdmin

{"Statement": [ {
"Action":
"sts:AssumeRole
", "Effect":
"Allow",
"Principal": {
"RAM":
"acs:ram::12345
678901234****:r0
ot"}}],

"Version": "1"}

3600

ECS administrator

Description

The operation that you want to
perform. Set the value to UpdateRole.

The name of the RAM role.

The name must be 1 to 64 characters
in length and can contain letters,
digits, periods (.),and hyphens (-).

The document of the policy that
specifies the trusted entity to assume
the RAM role.

The maximum session duration of the
RAM role.

Unit: seconds. Valid values: 3600 to
43200. Default value: 3600.

If you do not specify this parameter,
the default value is used.

The description of the RAM role.

The description must be 1to 1,024
characters in length.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type
Requestlid String
Role Struct

Example

Description

04FOF334-1335-

436C-A1D7-

6C044FE73368

The ID of the request.

The information of the RAM role.
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Parameter Type Example Description
acs:ram::12345678
The Alibaba Cloud R N ARN) of
Arn String 9012****:role/ECSAd e Alibaba Cloud Resource Name ( )o
. the RAM role.
min
{\"Statement\": [{
\"Action\":
\"sts:AssumeRole\",
\"Effect\":
"A“. n, . .
AssumeRolePoli ) \" ,OVY\ " The document of the policy that specifies
String \"Principal\": { )
cyDocument " ; the trusted entity to assume the RAM role.
\"RAM\":
\"acs:ram::1234567
8901234****:root\" }
}1, \"Version\":
\II-I\II }
CreateDate Strin 2015-01- The time when the RAM role was created
9 23712:33:182 '
Description String ECS administrator The description of the RAM role.
MaxSessionDur The maximum session duration of the RAM
. Long 3600
ation role.
Roleld String 90123456789**** The ID of the RAM role.
RoleName String ECSAdmin The name of the RAM role.
ECSAdmi le.123
RolePrincipalNa ) mlh@ro € ) The name of the RAM role after
String 456.0naliyunservice. .
me authorization.
com
UpdateDate Strin 2016-01- The time when the RAM role was updated
P o 23712:33:182 paated.
Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=UpdateRole
&RoleName=ECSAdmin
&NewDescription=ECS administrator

&<Common request parameters>

Sample success responses

xML  format
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<UpdateRoleResponse>
<RequestId>04F0F334-1335-436C-A1D7-6C044FE73368</RequestId>
<Role>
<R01eId>90123456789****</RoleId>
<RoleName>ECSAdmin</RoleName>
<RolePrincipalName>ECSAdmin@role.123456.0naliyunservice.com</RolePrincipalName>
<Arn>acs:ram::123456789012****:role/ECSAdmin</Arn>
<Description>ECS administrator</Description>
<MaxSessionDuration>3600</MaxSessionDuration>
<AssumeRolePolicyDocument>{ "Statement": [ { "Action": "sts:AssumeRole", "Effect": "A
llow", "Principal": { "RAM": "acs:ram::12345678901234****:root" } } ], "Version": "1" }</As
sumeRolePolicyDocument>
<CreateDate>2015-01-23T12:33:187</CreateDate>
<UpdateDate>2016-01-23T12:33:182</UpdateDate>
</Role>
</UpdateRoleResponse>

JsoN format

"RequestId": "04F0F334-1335-436C-A1D7-6C044FE73368",
"Role": {

"RoleId": "90123456789***x*'",

"RoleName": "ECSAdmin",

"RolePrincipalName": "ECSAdmin@role.123456.onaliyunservice.com",

"Arn": "acs:ram::123456789012****:role/ECSAdmin",

"Description": "ECS administrator",

"MaxSessionDuration": 3600,

"AssumeRolePolicyDocument™: "{ \"Statement\": [ { \"Action\": \"sts:AssumeRole\", \
"Effect\": \"Allow\", \"Principall\": { \"RAM\": \"acs:ram::12345678901234****:root\" } } 1,
\"Version\": \"I1\" }",

"CreateDate": "2015-01-23T12:33:182",

"UpdateDate": "2016-01-23T12:33:182"

Error codes

HTTP
status Error code Error message Description
code
. v The error message returned
InvalidParameter.Rol The specified role name 9
400 . . . because the name of the RAM
eName.InvalidChars contains invalid characters. - )
role contains invalid characters.
The error message returned
400 InvalidParameter.Rol The maximum length of the role because the length of the RAM
eName.Length name is exceeded. role name has exceeded the

upper limit.
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HTTP
status
code

400

404

409

Error code

InvalidParameter.Ne
wAssumeRolePolicy
Document.Length

EntityNotExist.Role

MalformedPolicyDoc
ument

Error message

The maximum length of the new
trust policy document of the
role is exceeded.

The role does not exist.

The policy format is invalid.

For a list of error codes, visit the API Error Center.

10.22. DeleteRole

Deletes a RAM role.

Debugging

Description

The error message returned
because the length of the value
specified for the
NewAssumeRolePolicyDocument
parameter has exceeded the
upper limit.

The error message returned
because the RAM role does not
exist.

The error message returned
because the format of the
policy document is invalid.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

RoleName

Type

String

String

Response parameters

Parameter

Requestld

Type

String

Description

The operation that you want to

perform. Set the value to DeleteRole.

The name of the RAM role.

The name must be 1 to 64 characters
in length and can contain letters,
digits, periods (.), and hyphens (-).

Required Example
Yes DeleteRole
Yes ECSAdmin
Example Description

898FAB24-7509-
43EE-A287-
086FE4C44394

The ID of the request.
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Examples

Sample requests

https://resourcemanager.aliyuncs.com/?Action=DeleteRole

&RoleName=ECSAdmin

&<Common request parameters>

Sample success responses

xML  format

<DeleteRoleResponse>

<RequestId type="string">898FAB24-7509-43EE-A287-086FE4C44394</RequestId>

</DeleteRoleResponse>

Json format

"RequestId": "898FAB24-7509-43EE-A287-086FE4C44394"

Error codes

HTTP

status Error code

code

400 InvalidParameter.Rol
eName.InvalidChars
InvalidParameter.Rol

400
eName.Length

404 EntityNotExist.Role
DeleteConflict.Role.

409

Policy

Error message

The specified role name
contains invalid characters.

The maximum length of the role
name is exceeded.

The role does not exist.

The role cannot have any
attached policies when you
delete it.

For a list of error codes, visit the API| Error Center.

10.23. ListResources

Queries the resources that can be accessed by the current account in resource groups.

Description

The error message returned
because the RAM role name
contains invalid characters.

The error message returned
because the length of the RAM
role name has exceeded the
upper limit.

The error message returned
because the RAM role does not
exist.

The error message returned
because the RAM role has
attached policies and you
cannot delete it. Detach the
policies from the RAM role first.

> Document Version: 20220623

319


https://error-center.alibabacloud.com/status/product/ResourceManager

API Reference-API Reference (Resou

Resource Management
rce groups)

@ Note You canuse aRAM role that is not associated with a session policy to call this API
operation.

This topic provides an example on how to call the APl operation to query the resources that can be
accessed by the current account in resource groups. The response shows that the current account can
access only the Elastic Compute Service (ECS) instance i-23v38***x inthe resource group rg-
UPJpP****

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
Action String Yes ListResources perform. Set the value to
ListResources.

ResourceGroupld String No rg-uPJpP**** The ID of the resource group.

The ID of the Alibaba Cloud service.

Service String No ecs You can obtain the ID from the Service
code column in Alibaba Cloud services
that support resource groups.

Region String No cn-hangzhou The region ID.

The resource type.

For more information about the

ResourceType String No instance supported resource types, see the
Resource type columnin Alibaba
Cloud services that support resource
groups.

Resourceld String No i-23v38**** The ID of the resource.

The number of the page to return.

PageNumber Integer No 1 Pages start from page 1. Default

value: 1.
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Parameter Type Required Example Description
The number of entries to return on
each page.

PageSize Integer No 10

Valid values: 1 to 100. Default value:
10.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example Description
TotalCount Integer 1 The total number of entries returned.
04F0OF334-1335-
Requestlid String 436C-A1D7- The ID of the request.
6C044FE73368
PageSize Integer 10 The number of entries returned per page.
PageNumber Integer 1 The page number of the returned page.
Array of
Resources Y The information of the resources.
Resource
Resource
Service String ecs The ID of the Alibaba Cloud service.
ResourceType String instance The type of the resource.
ResourceGroupl . e
d String rg-uPJpP The ID of the resource group.
Resourceld String i-23v38**** The ID of the resource.
CreateDate Strin 2015-01- The time when the resource was created.
o 23T12:33:18Z The time is displayed in UTC.
Regionld String cn-hangzhou The region ID.
Examples

Sample requests
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https://resourcemanager.aliyuncs.com/?Action=ListResources

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<?xml version="1.0" encoding="UTF-8" ?>

<ListResourcesResponse>

<RequesgtId>04F0F334-1335-436C-A1D7-6C044FE73368</RequesgtId>

<PageNumber>1</PageNumber>

<PageSize>10</PageSize>

<TotalCount>1</TotalCount>

<Resources>
<Resource>
<ResourceGroupIld>rg-uPJpP****</ResourceGroupld>
<Service>ecs</Service>
<ResourceType>instance</ResourceType>
<Resourceld>i1-23v38****</Resourceld>
<RegionId>cn-hangzhou</RegionId>
<CreateDate>2015-01-23T12:33:18%</CreateDate>
</Resource>

</Resources>

</ListResourcesResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequesgtId" : "04F0F334-1335-436C-A1D7-6C044FE73368",
"PageNumber" : 1,
"PageSize" : 10,
"TotalCount" : 1,
"Resources" : {
"Resource" : [ {
"ResourceGroupId" : "rg-uPJpP****",
"Service" : "ecs",
"ResourceType" : "instance",
"ResourceId" : "i-23v38***x*",
"RegionId" : "cn-hangzhou",
"CreateDate" : "2015-01-23T12:33:18Z"

bl

Error codes

322
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HTTP
status Error code Error message Description
code

InvalidParameter.Res The error message returned
400 ’ The Resourcelds is invalid. because the value of the

ourcelds . .
Resourcelds parameter is invalid.
The error message returned
400 LimitExceeded.Reso The maximum number of because the number of specified
urcelds Resourceld is exceeded. resource IDs has exceeded the

upper limit.

For a list of error codes, visit the API| Error Center.

10.24. MoveResources

Moves resources from one resource group to another. You can move multiple resources that reside in
different regions, are used by different Alibaba Cloud services, or belong to different resource groups.

For more information about Alibaba Cloud services whose resources can be moved between resource
groups, see the Supported by the API columnin Alibaba Cloud services that support resource groups.

In this example, two virtual private clouds (VPCS) vpc-bplsigOmjktxSewxl**** and vpc-
bplvisxm225pv49dz**** that reside in different regions and belong to different resource groups are
moved to the resource group rg-aekzmeobkSw* ***

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
Action String Yes MoveResources perform. Set the value to
MoveResources.

rg-
ResourceGroupld String Yes aekzmeobk5w

*

The ID of the resource group to which
you want to move the resources.

*kk
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Parameter

Resources

Resourceld

ResourceType

Regionld

Service

® Note

Type

Array

String

String

String

String

Required Example

Yes
vpc-

No bp1sigOmjktx5ew
X-I *kkk

No vpc

No cn-hangzhou

No vpcC

Description

The resources that you want to move.

@ Note Youcan move a
maximum of 10 resources at a
time. If you want to move more
than 10 resources, move them in
batches.

The ID of the resource.

The type of the resource.

The region ID of the resource.

The ID of the Alibaba Cloud service to
which the resource belongs.

e You can call the ListResources operation to obtain the values of the service , RegionlId

, ResourceId ,

ResourceGroupId ,and ResourceType request parameters.

e For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example Description
C00B89D3-3247-
Requestlid String 11DE-95D8- The ID of the request.
A7CO1FBOAB4F
A f
Responses rrey o The returned results.
response
Service String vpc The ID of the Alibaba Cloud service.
vpc-
Resourceld String bp1sigOmjktx5ewx1 The ID of the resource.
ResourceType String vpc The type of the resource.
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Parameter

Requestlid

Status

ErrorCode

ErrorMsg

Regionlid

Examples

Type Example
C00B89D3-3247-

String 11DE-95D8-
A7CO1FBOAB4F

String FAIL

String NoPermission

String No permissions

String cn-hangzhou

Sample requests

Description

The ID of the request.

The status of the move task. Valid values:

® SUCCESS
® FAIL

The error code returned.
@ Note This parameter is returned
if the resource failed to be moved.
The error message returned.
@ Note This parameter is returned

if the resource failed to be moved.

The region ID of the resource.

https://resource-manager.aliyuncs.com/?Action=MoveResources

&ResourceGroupld=rg-ackzmeobkSw****

&Resources.
&Resources.
&Resources.
&Resources.
&Resources
&Resources.
&Resources.

&Resources.

1
1
1
o2
2
2

1

2

.ResourceId=vpc-bplsigOmjktxSewxl****
.ResourceType=vpc
.RegionId=cn-hangzhou

.Service=vpc
.Resourceld=vpc-bplvisxm225pv49dz****
.ResourceType=vpc
.RegionId=cn-beijing

.Service=vpc

&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<MoveResourcesResponse>
<RequestId>C00B89D3-3247-11DE-95D8-A7C01FBOAB4F</RequestId>
<Responses>
<Service>vpc</Service>
<Resourceld>vpc-bplsigOmjktx5ewx]l****</Resourceld>
<ResourceType>vpc</ResourceType>
<RequestId>C00B89D3-3247-11DE-95D8-A7C01FBOAB4F</RequestId>
<Status>SUCCESS</Status>
<ErrorCode></ErrorCode>
<ErrorMsg></ErrorMsg>
<RegionId>cn-hangzhou</RegionId>
</Responses>
<Responses>
<Service>vpc</Service>
<Resourceld>vpc-bplvisxm225pv49dz****</Resourceld>
<ResourceType>vpc</ResourceType>
<RequestId>C00B89D3-3247-11DE-95D8-A7CO01FBOAB4F</RequestId>
<Status>SUCCESS</Status>
<ErrorCode></ErrorCode>
<ErrorMsg></ErrorMsg>
<RegionId>cn-beijing</RegionId>
</Responses>

</MoveResourcesResponse>

Json format
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HTTP/1.1 200 OK

Content-Type:application/json

{
"RequestId"
"Responses" : [ {
"Service" "vpc",
"ResourceId"
"ResourceType"
"RequestId"
"Status" "SUCCESS",

"ErrorCode" : "",

"VpC" ,

"ErrorMsg" : "",

"RegionId"
oo A

"Service" "vpc",
"ResourceId"
"ResourceType"
"RequestId"
"Status" "SUCCESS",

"ErrorCode" : "",

"VpC" ,

"ErrorMsg" : "",
"RegionId"
bl

"cn-beijing"

Error codes

"CO0B89D3-3247-11DE-95D8-A7CO1FBOAB4F",

"vpc-bplsigOmijktxSewxl****,

"CO0B89D3-3247-11DE-95D8-A7CO1FBOAB4F",

"cn-hangzhou"

"vpc-bplvisxm225pv49dz*FxE",

"CO0B89D3-3247-11DE-95D8-A7CO1FBOAB4F",

For a list of error codes, visit the API| Error Center.

10.25. CreateServiceLinkedRole

Creates a service linked role.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type

Action String

Required Example

CreateServiceLink

Yes
edRole

Description

The operation that you want to
perform. Set the value to
CreateServiceLinkedRole.
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Parameter Type Required
ServiceName String Yes
CustomSuffix String No
Description String No

Response parameters

Parameter Type Example

Example

polardb.aliyuncs.

com

Example

Service Linked

Role for PolarDB.

PolarDB will use
this role to
access your
resources in
other services.

Description

The service name.

For more information about the service
name, see Cloud services that support
service linked roles.

The suffix of the role name.

Only a few service linked roles support
custom suffixes.

The role name (including its suffix)
must be 1 to 64 characters in length
and can contain letters, digits, periods
(.), and hyphens (-).

For example, if the suffix is
Example ,the role name is

ServiceLinkedRoleName Example

The description of the service linked
role.

This parameter must be specified for
only the service linked roles that
support custom suffixes. Otherwise,
the preset value is used and cannot be
modified.

The description must be 1 to 1,024
characters in length.

Description

FE58D7CF-03BC-

Requestlid String 432A-B42D-

BC3390C8C2E1

Role Struct

The ID of the request.

The information of the role.

acs:ram::17724228

Arn String
b

5274****:role/aliyun
serviceroleforpolard

The Alibaba Cloud Resource Name (ARN) of
the role.

328
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Parameter

AssumeRolePoli
cyDocument

CreateDate

Description

IsServiceLinked

Role

Roleld

RoleName

RolePrincipalNa
me

Examples

Sample requests

Type

String

String

String

Boolean

String

String

String

Example

{\"Statement\":
[{\"Action\":\"sts:As
sumeRole\",\"Effect
\":\"Allow\",\"Princi
pal\":{\"Service\":
[\"polardb.aliyuncs.c
om\"J}],\"Version\":
"}

2020-06-
30T08:14:16Z

Service Linked Role
for PolarDB. PolarDB
will use this role to
access your
resources in other
services.

true

32833240981067****

AliyunServiceRoleFor
PolarDB

AliyunServiceRoleFor
PolarDB@role.test.o
naliyunservice.com

Description

The trust policy content of the role.

The time when the role was created.

The description of the role.

Indicates whether the role is a service linked

role.

The ID of the role.

The name of the role.

The role name that uses a domain name as
the suffix.

https://resourcemanager.aliyuncs.com/?Action=CreateServicelLinkedRole

&ServiceName=polardb.aliyuncs.com

&<Common request parameters>

Sample success responses

xML  format
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<CreateServicelLinkedRoleResponse>

<Role>
<RoleName>AliyunServiceRoleForPolarDB</RoleName>

<Description>Service Linked Role for PolarDB. PolarDB will use this role to acc

ess your resources in other services. </Description>

<AssumeRolePolicyDocument>{"Statement": [{"Action":"sts:AssumeRole", "Effect":"Al

low","Principal":{"Service": ["polardb.aliyuncs.com"]}}],"Version":"1"}</AssumeRolePolicyDoc

ument>

<Arn>acs:ram: :177242285274****:role/aliyunserviceroleforpolardb</Arn>
<IsServiceLinkedRole>true</IsServicelLinkedRole>
<CreateDate>2020-06-30T08:14:16Z2</CreateDate>
<R01eId>32833240981067****</RoleId>
<RolePrincipalName>AliyunServiceRoleForPolarDB@role.test.onaliyunservice.com</R

olePrincipalName>

</Role>
<RequestId>FE58D7CF-03BC-432A-B42D-BC3390C8C2E1</RequestId>

</CreateServiceLinkedRoleResponse>

Json format

{

"Role": {
"RoleName": "AliyunServiceRoleForPolarDB",
"Description": "Service Linked Role for PolarDB. PolarDB will use this role to access you

resources in other services.",

"AssumeRolePolicyDocument": "{\"Statement\":[{\"Action\":\"sts:AssumeRole\", \"Effect\":\"

Allow\",\"Principal\": {\"Service\": [\"polardb.aliyuncs.com\"]}}],\"Version\":\"1\"}",

}

"Arn": "acs:ram::177242285274****:role/aliyunserviceroleforpolardb",
"IsServiceLinkedRole": true,

"CreateDate": "2020-06-30T08:14:162",

"RoleId": "32833240981067****",

"RolePrincipalName": "AliyunServiceRoleForPolarDB@role.test.onaliyunservice.com"
Hr
"RequestId": "FE58D7CF-03BC-432A-B42D-BC3390C8C2EL"

Error codes

HttpCode Error code Error message Description

The error message returned

InvalidParameter.Cus . L.
Custom suffix is not allowed for because the service linked role

400 tomSuffix.NotAllow

400 tomsSuffix.InvalidCha

ed this Service Linked Role. does not support custom
suffixes.
The error message returned
The parameter CustomSuffix because the value of the
contains invalid characters. CustomSuffix parameter
contains invalid characters.

InvalidParameter.Cus

rs

330

> Document Version: 20220623



Resource Management

AP| Reference-API Reference (Resou

rce groups)

HttpCode

400

400

404

409

409

Error code

InvalidParameter.Cus
tomSuffix.Length

InvalidParameter.De
scription.Length

EntityNotExist.Servic
e

EntityAlreadyExists.R
ole

LimitExceeded.Role

Error message

The maximum length of the
parameter CustomSuffix is
exceeded.

The maximum length of the
description is exceeded. It must
not exceed 1024 characters.

The service does not exist.

The role already exists.

The maximum number of roles is
exceeded.

For a list of error codes, visit the API Error Center.

10.26. DeleteServiceLinkedRole

Delete a service linked role.

Debugging

Description

The error message returned
because the length of the value
specified for the CustomSuffix
parameter has exceeded the
upper limit.

The error message returned
because the length of the policy
description has exceeded the
upper limit. The policy
description must be 1to 1,024
characters in length.

The error message returned
because the service does not
exist.

The error message returned
because the role already exists.

The error message returned
because the maximum number
of roles has been reached.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

RoleName

Type

String

String

Response parameters

Description

The operation that you want to
perform. Set the value to

Required Example
. DeleteServiceLink
Required
edRole
. AliyunServiceRole
Required y

ForPolarDB

DeleteServiceLinkedRole.

The name of the role.
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Parameter Type Sample response Description

task/acs-service-
role/polardb.aliyunc
s.com/AliyunService
RoleForPolarDB/64c
4f9cc-fac2-4692-
ae1b-804ae4b9****

DeletionT askid String

B595E5 BF-FF5F-

The ID of the deletion task.

Requestlid String 4E7F-B95A- The ID of the request.

BOOFE242FEB6

Examples

Sample requests

https://resourcemanager.aliyuncs.com/? Action=DeleteServiceLinkedRole

&RoleName=AliyunServiceRoleForPolarDB

&<Common request parameters>

Sample success responses

xML  format

<DeleteServiceLinkedRoleResponse>

<RequestId>B595ESBF-FF5F-4E7F-B95A-BO0FE242FEB6</RequestId>

<DeletionTaskId>task/acs-service-role/polardb.aliyuncs.com/AliyunServiceRoleForPolarD

B/64c4f9cc-fac2-4692-aelb-804aedb9****</DeletionTaskId>

</DeleteServicelLinkedRoleResponse>

Json format

"RequestId": "B595ESBF-FF5F-4E7F-B95A-BOOFE242FEB6G",

"DeletionTaskId": "task/acs-service-role/polardb.aliyuncs.com/AliyunServiceRoleForPolar

DB/64c4f9cc-fac2-4692-aelb-804aedbo**x**"
}

Error code
HTTP
status Error code Error message
code
404 EntityNotExist.Role The role does not exist.

EntityNotExist.Servic This role exists but is not a

404 eLinkedRole Service Linked Role.

For a list of error codes, visit the API Error Center.

Description
The error message returned
because the role does not exist.

The role exists but is not a
service linked role.
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10.27.

GetServiceLinkedRoleDeletionStatus

Query the status of the deletion task for a service linked role.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter

Action

DeletionT askld

Response parameters

Parameter

Reason

Message

RoleUsages

RoleUsage

Region

Type

String

String

Type

Struct

String

Array

String

Required Example Description

GetServiceLinked The operation that you want to
Required RoleDeletionStat perform. Set the value to

us GetServiceLinkedRoleDeletionStatus.

task/acs-service-
role/hdr.aliyuncs.
com/AliyunServic
Required eRoleForHdr/c4d The ID of the deletion task.
22c52-247f-
4eel-83a2-
6c0460bd****

Sample response Description

The reason why the deletion task failed.

Service-Linked Role

acs:ram::19681322

7629****:role/aliyun

serviceroleforhdr Failure information.
cannot be deleted

as it is in use by

hdr.aliyuncs.com.

Use resource information of the service
linked role.

The IDs of the regions in which the resources

global are to be queried.
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Parameter Type Sample response Description

acs:hdr::196813227

629****:sitepair/s-

The returned resources.

The ID of the request.

The status of the task.

® SUCCEEDED

® IN_PROGRESS

® FAILED

® NOT_STARTED

® INTERNAL_ERROR

Ry List
esourees " 000h0y6kId0ZWK8L**
*%*
Requestlid String Cost
Status String FAILED
Examples

Sample requests

https://resourcemanager.aliyuncs.com/? Action=GetServiceLinkedRoleDeletionStatus

&DeletionTaskId=task/acs-service-role/hdr.aliyuncs.com/AliyunServiceRoleForHdr/c4d22c52-247

f-4eel-83a2-6c0460bd****

&<Common request parameters>

Sample success responses

xML  format

<GetServicelLinkedRoleDeletionStatusResponse>
<Status>FAILED</Status>

<RequestId>07194EB1-DB50-4513-A51D-99B30D635AEF</RequestId>

<Reason>

<Message>Service-Linked Role acs:ram::196813227629****:role/aliyunservicerolefo

rhdr cannot be deleted as it is in use by hdr.aliyuncs.com. </Message>

<RoleUsages>
<RoleUsage>
<Region>global</Region>
<Resources>
<Resource>acs:hdr
8lx***</Resource>
</Resources>
</RoleUsage>
</RoleUsages>
</Reason>

</GetServicelinkedRoleDeletionStatusResponse>

Json format

::196813227629****:sitepair/s-000h0y6kld0zwk
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"Status": "FAILED",
"RequestId": "07194EB1-DB50-4513-A51D-99B30D635AEF",
"Reason": {
"Message": "Service-Linked Role acs:ram::196813227629****:role/aliyunservicerolefor
hdr cannot be deleted as it is in use by hdr.aliyuncs.com.",
"RoleUsages": {
"RoleUsage": [
{
"Region": "global",
"Resources": {
"Resource": [
"acs:hdr::196813227629****:sitepair/s-000h0y6kld0zwk8L****"

Error code
HTTP
status Error code Error message Description
code
The error message returned
InvalidParameter.Del . . . because the specified
400 . The DeletionT askld is invalid. . P .
etionT askid DeletionTaskld parameter is
invalid.
) The length of DeletionT askld The length of the DeletionT askid
InvalidParameter.Del
400 . must be between 26 and 255 parameter exceeds the upper
etionTaskid.Length o
characters. limit.
EntityNotExist.Servic
.l Y X \_” The deletion task for the given The service linked role deletion
404 eLinkedRole.Deletion . )
Task ID does not exist. task does not exist.

For a list of error codes, visit the API| Error Center.

10.28. TagResources

Adds tags to resource groups.

Usage notes
You can add one or more tags to resource groups at a time.

Inthis example, thetag x1:v1 is added to the resource group whose IDis  rg-aekz6bre2ugr***

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
Action String Yes TagResources perform. Set the value to
TagResources.

The IDs of the resource groups.

Array of rg-

Resourceld String Yes aekz6bre2ug**** You can specify a maximum of 50
resource group IDs.
The tags.

Tag Array Yes
You can specify a maximum of 20 tags.
The tag key.
It can be a maximum of 128 characters

Key String NoO K1 in length. It cannot contain

http:// oOr https:// and
cannot start with acs: or

aliyun

The tag value.

It can be a maximum of 128 characters
Value String No vl in length. It cannot contain
http:// oOr https:// and
cannot start with acs:

For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description
E7747EDF-EDDC-

Requestld String 5B38-9B6A- The ID of the request.
6392B9C92B1C

Examples

Sample requests
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https://resourcemanager.aliyuncs.com/?Action=TagResources
&Resourceld.l=rg-aekzbbre2ug****

&Tag.l.Key=kl

&Tag.l.Value=vl

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<TagResourcesResponse>
<RequestId>E7747EDF-EDDC-5B38-9B6A-6392B9C92B1C</RequestId>

</TagResourcesResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "E7747EDF-EDDC-5B38-9B6A-6392B9C92B1C"

Error codes

For a list of error codes, visit the AP| Error Center.

10.29. UntagResources

Removes tags from resource groups.

Usage notes

In this example, the tag whose tag key is k1 is removed fromthe resource group whose IDis  rg-
aek2dpwyrfr**x*

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
Action String Yes UntagResources perform. Set the value to
UntagResources.
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Parameter Type
All Boolean
Array of
Resourceld .
String
Taake Array of
grey String

Required Example Description

Specifies whether to remove all tags
from the specified resource groups.

No false Valid values:

e false (default value)

® ftrue

The IDs of the resource groups.
rg-

Y
e aek2dpwyrf r****

You can specify a maximum of 50
resource group IDs.

The tag keys.

You can specify a maximum of 20 tag
keys.

No K @ Note If the value of the
All parameteris true ,Yyou
do not need to configure the
TagKey parameter.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type
Requestld String
Examples

Sample requests

Example Description

E7747EDF-EDDC-
5B38-9B6A- The ID of the request.
6392B9C92B1C

https://resourcemanager.aliyuncs.com/?Action=UntagResources

&Resourceld. l=rg-aek2dpwyrfr****

&TagKey.1l=kl
&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK

Content-Type:application/xml

<UntagResourcesResponse>

<RequestId>E7747EDF-EDDC-5B38-9B6A-6392B9C92B1C</RequestId>

</UntagResourcesResponse>

Json format

HTTP/1.1 200 OK

Content-Type:application/json

{

"RequestId" : "E7747EDF-EDDC-5B38-9B6A-6392B9C92B1C"

Error codes

For a list of error codes, visit the AP| Error Center.

10.30. ListTagResources

Queries the tags that are added to resource groups.

Usage notes

In this example, the tags that are added to the resource group
response shows that only the «ki:v1

Debugging

rg-aekz6bre2ug****  are queried. The
tag is added to the resource group.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
NextToken String
MaxResults Integer

Required

Yes

No

No

Example

ListTagResources

caebalObbb2be03
f84eb48b699f0a*

*kk

10

Description

The operation that you want to
perform. Set the value to
ListTagResources.

The token that is used to start the next
query.

The number of entries to return on
each page.

Valid values: 1 to 100. Default value:
10.
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Parameter

Tag

Key

Value

Resourceld

Type

Array

String

String

Array of
String

Required Example Description
The tags. This parameter specifies a
filter condition for the query.

No
A maximum of 20 tags can be
specified.

No k1 The tag key.

No V1 The tag value.

- The IDs of the resource groups. This
No agekz6bre2uq**** parameter specifies a filter condition

for the query.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter

NextToken

Requestid

TagResources

TagValue

Resourceld

TagKey

Type

String

String

Array of
TagResource

String

String

String

Example

caebalObbb2be03f8
4eb48b699f0a****

8054B059-6B36-
53BF-AA45-
B8C9AOEDO5AB

k1

rg-aekz6bre2uqg****

k1

Description

Indicates whether the next query is required.

e |f the value of this parameter is empty (
"NextToken": "" ), all results are
returned, and the next query is not
required.

e |f the value of this parameter is not
empty, the next query is required, and the
value is the token used to start the next
query.

The ID of the request.

The tags that are added to the resource
group.

The tag value.

The ID of the resource group.

The tag key.
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Parameter Type
ResourceType String
Examples

Sample requests

Example

Custom

Description

The type of the tag. Valid values:

® Custom: custom tag

® System: system tag

https://resourcemanager.aliyuncs.com/?Action=ListTagResources

&Resourceld.l=rg-aekzbbre2ug****

&<Common request parameters>

Sample success responses
xML  format
HTTP/1.1 200 OK

Content-Type:application/xml

<ListTagResourcesResponse>

<RequestId>8054B059-6B36-53BF-AA45-B8COAOEDOSAB</RequestId>

<TagResources>

<Resourceld>rg-aekzbbre2ug****</Resourceld>

<TagKey>kl</TagKey>

<ResourceType>resourcegroup</ResourceType>

<TagValue>vl</TagValue>

</TagResources>

</ListTagResourcesResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "8054B059-6B36-53BF-AA45-B8COAOEDOSAB",
"TagResources" : [ {

"ResourceId" : "rg-aekzbbre2ug****",

"TagKey" : "k1",

"ResourceType" : "resourcegroup",

"TagValue" : "v1"

bl

Error codes

For a list of error codes, visit the API Error Center.
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11.71. Resource types that support RMC

This topic describes the resource types that support Resource Meta Center (RMC).

Service

Alibaba Cloud
DNS (DNS)

Alibaba Cloud
CDN (CDN)

Elastic Compute

Service (ECS),
FPGA as a
Service (Faas),
Elastic GPU
Service, and
Elastic Block
Storage (EBS)

Service code

alidns

cdn

ecs

Resource type

domain: domain
name

domain: domain
name

ddh: dedicated
host

disk: disk

image: image

instance:
instance

keypair: SSH key
pair

launchtemplate
:instance
launch template

Resource type
code in RMC

ACS::Alidns::Do
main

ACS::CDN::Dom
ain

ACS::ECS::Dedic
atedHost

ACS::ECS::Disk

ACS::ECS::Imag

ACS::ECS::Insta
nce

ACS::ECS::KeyP
air

ACS::ECS::Launc
hTemplate

Attribute

Resource ID, resource
name, resource group ID,
and creation time

Resource ID, resource
group ID, creation time,
tag, and resource status

Resource ID, resource
name, resource group ID,
creation time, tag,
resource status, and zone
ID

Resource ID, resource
name, resource group ID,
creation time, tag,
resource status, region ID,
and zone ID

Resource ID, resource
name, resource group ID,
creation time, tag,
resource status, and
region ID

Resource ID, resource
name, resource group ID,
creation time, tag,
resource status, region ID,
zone ID, IP address, virtual
private cloud (VPC) ID, and
vSwitch ID

Resource ID, resource
name, resource group ID,
and tag

Resource ID, resource
name, resource group ID,
creation time, and tag
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Service

Elastic IP
Address (EIP)

ApsaraDB RDS
for SQL Server,
ApsaraDB RDS
for PostgreSQL,
ApsaraDB RDS
for PPAS, and
ApsaraDB RDS
for MySQL

ApsaraDB for
Redis

Server Load

Service code

eip

rds

kvstore

slh

Resource type

eni: elastic
network
interface (ENI)

securitygroup:
security group

snapshot:
snapshot

eip: EIP

dbinstance:
instance

instance:
instance

certificate: SSL
certificate

certificate:
server
certificate

Resource type
code in RMC

ACS::ECS::Netw
orkinterface

ACS::ECS::Secur
ityGroup

ACS::ECS::Snap
shot

ACS::EIP::EipAd
dress

ACS::RDS::DBIns
tance

ACS::Redis::DBI
nstance

ACS::SLB::CACer
tificate

ACS::SLB::Serve
rCertificate

Attribute

Resource ID, resource
name, resource group ID,
creation time, tag,

resource status, zone ID, IP

address, VPC ID, and
vSwitch ID

Resource ID, resource
name, resource group ID,
creation time, tag, and
VPC ID

Resource ID, resource
name, resource group ID,
creation time, tag, and
resource status

Resource ID, resource
name, resource group ID,
creation time, tag,
resource status, and IP
address

Resource ID, resource
name, resource group ID,
creation time, tag,
resource status, region ID,
zone ID, VPCID, and
vSwitch ID

Resource ID, resource
name, resource group ID,
creation time, tag,
resource status, region ID,
zone ID, VPCID, and
vSwitch ID

Resource ID, resource
name, resource group ID,
and creation time

Resource ID, resource
name, resource group ID,
and creation time
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Balancer (SLB)

Service

VPC

Web Application

Firewall (WAF)

Enterprise
Distributed
Application
Service (EDAS)

Application
Load Balancer
(ALB)

Service code

vpc

waf

edas

alb

Resource type

loadbalancer:
SLB instance

acl: access
control list (ACL)

vpc: VPC

domain: domain
name

application:
application

cluster: cluster

acl: ACL

loadbalancer:
ALB instance

securitypolicy:
security policy

servergroup:
server group

acl: ACL

Resource type
code in RMC

ACS::SLB::Load
Balancer

ACS::SLB::Acces
sControlList

ACS::VPC::VPC

ACS::WAF::Dom
ain

ACS::EDAS::App
lication

ACS::EDAS::Clus
ter

ACS::ALB::Acl

ACS::ALB::Load
Balancer

ACS::ALB::Secur
ityPolicy

ACS::ALB::Serve
rGroup

ACS::Smartag::
Acl

Attribute

Resource ID, resource
name, resource group ID,
creation time, tag,
resource status, region ID,
zone ID, IP address, VPC ID,
and vSwitch ID

Resource ID, resource
name, resource group ID,
and tag

Resource ID, resource
name, resource group ID,
creation time, tag,
resource status, region ID,
and VPCID

Resource ID, resource
group ID, and IP address

Resource ID, resource
name, resource group ID,
and region ID

Resource ID, resource
name, tag, region ID, and
creation time

Resource ID, resource
name, resource group ID,
tag, resource status, and
region ID

Resource ID, resource
name, resource group ID,
creation time, tag,
resource status, region ID,
zone ID, and VPC ID

Resource ID, resource
name, resource group ID,
tag, resource status, and
region ID

Resource ID, resource
name, resource group ID,
tag, resource status, and
region ID

Resource ID, resource
name, resource group ID,
and region ID
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Service Service code

Smart Access

smarta
Gateway (SAG) 9
Operation
Orchestration 00s
Service (00S)
A DB f
psara or multimod

HBase
Alibaba Cloud

. pvtz
DNS PrivateZone
PolarDB polardb

Resource type

abwp:
bandwidth plan
for application
acceleration

flowlog: flow
log

gos: quality of
service (QoS)
policy

ccn: Cloud
Connect

Network (CCN)
instance

smartag: SAG
instance

template:
template

execution:
execution

cluster: cluster

zone: private
zone

cluster: cluster

Resource type
code in RMC

ACS::Smartag::
ApplicationBand
widthPackage

ACS::Smartag::
FlowLog

ACS::Smartag::
Qos

ACS::Smartag::
CloudConnectNe
twork

ACS::Smartag::
SmartAccessGat
eway

ACS::00S::Tem
plate

ACS::00S::Exec
ution

ACS::HBase::Clu
ster

ACS::PrivateZon
e:.Zone

ACS::PolarDB::D
BCluster

Attribute

Resource ID, resource
name, resource group ID,
region ID, and creation
time

Resource ID, resource
name, resource group ID,
region ID, and resource
status

Resource ID, resource
name, resource group ID,
and region ID

Resource ID, resource
name, resource group ID,
region ID, creation time,
and tag

Resource ID, resource
name, resource group ID,
region ID, creation time,
and resource status

Resource ID, resource
name, resource group ID,
region ID, and tag

Resource ID, resource
group ID, region ID, tag,
creation time, and
resource status

Resource ID, resource
name, resource group ID,
region ID, tag, creation
time, resource status,
vSwitch ID, VPC ID, and
zone ID

Resource ID, resource
name, resource group ID,
tag, creation time, and
zone ID

Resource ID, resource
name, resource group ID,
region ID, tag, creation
time, resource status,
vSwitch ID, VPC ID, and
zone ID
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Service

Bastionhost

Global Traffic
Manager (GTM)

Dynamic Route
for CDN (DCDN)

AnalyticDB for
MySQL

Elasticsearch

EIP Bandwidth
Plan

ApsaraDB for
MongoDB

Container
Service for
Kubernetes
(ACK)

Service code

bastionhost

alidnsgtm

dcdn

adb

elasticsearch

bandwidthpacka
ge

dds

cs

Resource type

instance:
instance

gtminstance:
GTM instance

domain: domain
name

cluster: cluster

instance:
instance

bandwidthpack
age: EIP
bandwidth plan

dbinstance:
instance

cluster: cluster

Resource type
code in RMC

ACS::Bastionhos
t::Instance

e ACS::Alidns::
DnsGtminstan
ce

e ACS::Alidns::
Gtminstance

ACS::DCDN::Do
main

ACS::ADB::DBCl
uster

ACS::Elasticsear
ch::Instance

ACS::CBWP::Co
mmonBandwidt
hPackage

ACS::MongoDB:
:DBInstance

ACS::ACK::Clust
er

11.2. SearchResources

Attribute

Resource ID, resource
group ID, region ID, tag,
creation time, resource
status, vSwitch ID, and VPC
ID

Resource ID, resource
name, resource group ID,
and creation time

Resource ID, resource
name, resource group ID,
tag, creation time, and
resource status

Resource ID, resource
name, resource group ID,
region ID, tag, creation
time, resource status,
vSwitch ID, VPC ID, and
zone ID

Resource ID, resource
name, resource group ID,
tag, creation time,
resource status, vSwitch
ID, and VPC ID

Resource ID, resource
name, resource group ID,
creation time, and
resource status

Resource ID, resource
name, resource group ID,
region ID, tag, creation
time, resource status,
vSwitch ID, VPC ID, and
zone ID

Resource ID, resource
name, resource group ID,
region ID, tag, creation
time, resource status,
vSwitch ID, VPC ID, and
zone ID
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Queries the resources that can be accessed within the current account.

Prerequisites

Resource Meta Center (RMC) is enabled. For more information, see Query resources that belong to
different resource groups.

Usage notes
For more information about resource types that support RMC, see Resource types that support RMC.

This topic provides an example on how to call the APl operation to query the resources that can be
accessed within the current account in the China (Hangzhou) region.

QPS limits

You can call this APl operation up to 20 times per second per account. Requests that exceed this limit
will fail, and you may experience service interruptions. We recommend that you take note of this limit
when you call this operation.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
Action String Yes SearchResources perform. Set the value to
SearchResources.

The token that is used to initiate the
next request.

eyjzZWFyY2hBZn If the total number of entries returned
NextToken String " RlchMiOLSiMT AWM for the current request exceeds the
TU2Nzk4MT U105} value of the MaxResults
S R parameter, the entries are truncated. In
this case, you can use the token to
initiate another request and obtain the
remaining entries.

The maximum number of entries to
return on each page.

MaxResults Integer No 5 .
9 Valid values: 1 to 100.
Default value: 20.
. rg-
ResourceGroupld Strin No The ID of the resource group.
P 9 acfmzawhxxc**** grodp
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Parameter Type Required Example Description

The method that is used to sort the

SortCriterion Object No .
entries.
The attribute based on which the
entries are sorted.

Key String No CreateTime

The value CreateTime indicates the
creation time of resources.

The order in which the entries are
sorted. Valid values:

® ASC: The entries are sorted in
Order String No ASC ascending order. This value is the
default value.

® DESC: The entries are sorted in
descending order.

The key of the filter condition. Valid
values:

® ResourceType: resource type
Filter.N.Key String No Regionid ® Regionld: region ID

® Resourceld: resource ID

® ResourceGroupld: resource group ID

® ResourceName: resource name

Filter.N.Value.N String No cn-hangzhou The value of the filter condition.

The matching method. Set the value to
Filter.N.MatchT . Equals. This value indicates that
w String No Equals q .
e resources that match the filter
conditions are queried.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example Description
eyJzZWFyY2hBZnRlc . A
. L The token that is used to initiate the next
NextToken String NMiOlsiMT AwWMT U2N request
Zk4MT U105)d**** quest:
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Parameter

Requestlid

MaxResults

Filters

Key

MatchType

Values

Resources

ResourceType

CreateTime

ResourceGroupl
d

Zoneld

Type

String

Integer

Array of Filter

String

String

Array of String

Array of
Resource

String

String

String

String

Example

14B1E620-E24F-
5A0E-B130-
AB1488F4F9F1

Regionid

Equals

cn-hangzhou

ACS::VPC::RouteTa
ble

2021-06-
30T09:20:08Z

dkkk

rg-acfmzawhxxc

cn-hangzhou-k

Description

The ID of the request.

The maximum number of entries returned
per page.

The filter conditions.

The key of the filter condition.
The matching method.

The value of the filter condition.
The information of the resources.
The type of the resource.

The time when the resource was created.

@ Note Whether this parameteris
returned is determined by the Alibaba
Cloud service to which the resource
belongs.

The ID of the resource group.

The zone ID.

@ Note Whether this parameter is
returned is determined by the Alibaba
Cloud service to which the resource
belongs.
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Parameter Type Example Description
Accountld String 151266687691**** The ID of the Alibaba Cloud account.
vtb-
Resourceld String bp11lbh452fr8940s* The ID of the resource.
*k%k
ResourceName String group1 The name of the resource.
Regionlid String cn-hangzhou The region ID.
Tags Array of Tag The tags.
Key String k1 The tag key.
Value String vl The tag value.
The IP address.
) @ Note Whether this parameter is
IpAddresses Array of String 192.168.1.2 returned is determined by the Alibaba
Cloud service to which the resource
belongs.
Examples

Sample requests

https://rmc.aliyuncs.com/?Action=SearchResources
&MaxResults=5

&Filter.1l.Key=RegionId
&Filter.1l.Value.l=cn-hangzhou
&Filter.l.MatchType=Equals

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<SearchResourcesResponse>
<Filters>
<MatchType>Equals</MatchType>
<Values>cn-hangzhou</Values>

cRasrSRami AanTAC /Rasrs
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</Filters>
<NextToken>eyJzZWFyY2hBZnR1cnMiOlsiMTAwWMTU2Nzk4MTUL1OSJd* * * *</NextToken>
<RequestId>14B1E620-E24F-5A0E-B130-AB1488F4F9F1</RequestId>
<MaxResults>5</MaxResults>
<Resources>
<Resource>
<AccountId>151266687691****</AccountId>
<Resourceld>cen-ygbkum0jusr8qg****:cenrmap-7tdf6cpidu509x****</Resourceld>
<ResourceType>ACS: : CEN: : CenRouteMap</ResourceType>
<RegionId>cn-hangzhou</RegionId>
</Resource>
<Resource>
<AccountId>151266687691****</AccountId>
<ResourceGroupld>rg-acfmzawhxxc****</ResourceGroupId>
<ResourceId>asdft</ResourceId>
<ResourceName>asdft</ResourceName>
<ResourceType>ACS: :00S: : Template</ResourceType>
<RegionId>cn-hangzhou</RegionId>
<Tags>
<Value>rg-acfmzawhxxc****</Value>
<Key>acs:rm:rgId</Key>
</Tags>
</Resource>
<Resource>
<AccountId>151266687691****</AccountId>
<ResourceGroupIld>rg-acfmzawhxxc****</ResourceGroupId>
<ResourceId>00SAutoBindTag</Resourceld>
<ResourceName>00SAutoBindTag</ResourceName>
<ResourceType>ACS: :00S: : Template</ResourceType>
<RegionId>cn-hangzhou</RegionId>
<Tags>
<Value>rg-acfmzawhxxc****</Value>
<Key>acs:rm:rgld</Key>
</Tags>
</Resource>
<Resource>
<AccountId>151266687691****</AccountId>
<ResourceGroupld>rg-acfmzawhxxc****</ResourceGroupld>
<ResourceId>AutoTag</Resourceld>
<ResourceName>AutoTag</ResourceName>
<ResourceType>ACS: :00S: : Template</ResourceType>
<RegionId>cn-hangzhou</RegionId>
<Tags>
<Value>rg-acfmzawhxxc****</Value>
<Key>acs:rm:rgld</Key>
</Tags>
</Resource>
<Resource>
<AccountId>151266687691****</AccountId>
<ResourceGroupld>rg-acfmzawhxxc****</ResourceGroupId>
<ResourceId>vtb-bplllbh452fr8940s****</Resourceld>
<ResourceName>groupl</ResourceName>
<CreateTime>2020-08-17T02:18:217</CreateTime>
<ResourceType>ACS: :VPC: :RouteTable</ResourceTvpe>
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<RegionId>cn-hangzhou</RegionId>
</Resource>
</Resources>

</SearchResourcesResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"Filters" : [ {
"MatchType" : "Equals",
"Values" : [ "cn-hangzhou" ],
"Key" : "RegionId"
bl
"NextToken" : "eyJzZWFyY2hBZnR1cnMiOlsiMTAwWMTU2Nzk4MTULOSJIA****",
"RequestId" : "14B1E620-E24F-5A0E-B130-AB1488F4F9F1",
"MaxResults" : 5,
"Resources" : [ {
"AccountId" : "151266687691****",
"ResourceId" : "cen-ygbkumOjusr8qg****:cenrmap-7tdf6cpidubo9x****",
"ResourceType" : "ACS::CEN::CenRouteMap",
"RegionId" : "cn-hangzhou"
boo A
"AccountId" : "151266687691****",
"ResourceGroupId" : "rg-acfmzawhxxc***x",
"ResourceId" : "asdft",
"ResourceName" : "asdft",
"ResourceType" : "ACS::00S::Template",
"RegionId" : "cn-hangzhou",
"Tags" : [ {
"Value" : "rg-acfmzawhxxc****",
"Key" : "acs:rm:rgId"
bl
boo A
"AccountId" : "151266687691***x*",
"ResourceGroupId" : "rg-acfmzawhxxc***x",
"ResourceId" : "OOSAutoBindTag",
"ResourceName" : "OOSAutoBindTag",
"ResourceType" : "ACS::00S::Template",
"RegionId" : "cn-hangzhou",
"Tags" : [ {
"Value" : "rg-acfmzawhxxc****",
"Key" : "acs:rm:rgId"
bl
b A
"AccountId" : "151266687691**x*",
"ResourceGroupId" : "rg-acfmzawhxxc****",k
"ResourceId" : "AutoTag",
"ResourceName" : "AutoTag",
"ResourceType" : "ACS::00S::Template",
"RegionId" : "cn-hangzhou",
"Tags" : [ {
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"value" : "rg-actmzawhxxcx**x",

"Key" : "acs:rm:rgId"
b

oo A

"AccountId" : "151266687691****",
"ResourceGroupId" : "rg-acfmzawhxxc****",k
"ResourceId" : "vtb-bplllbh452fr8940s****",
"ResourceName" : "groupl",
"CreateTime" : "2020-08-17T02:18:21z",
"ResourceType" : "ACS::VPC::RouteTable",
"RegionId" : "cn-hangzhou",
"Tags" : [ ]

bl

Error codes

For a list of error codes, visit the API Error Center.

11.3. ListResourceRelationships

Queries the resources that are associated with a specified resource.

Prerequisites

Resource Meta Center (RMC) is enabled. For more information, see Query resources that belong to
different resource groups.

Usage notes

This section provides the types of resources that can be queried. Two-way queries are supported. For
example, you can query the disks (ACS::ECS::Disk) that are associated with a specific Elastic Compute
Service (ECS) instance (ACS::ECS::Instance) or query the ECS instance that is associated with a specific
disk.

e For ECS instances, the following types of resources can be queried:
o ACS::ECS::Disk
o ACS::EIP::EipAddress
o ACS::VPC::VPC
o ACS::ECS::KeyPair
o ACS::ECS::SecurityGroup
o ACS::ECS::Networkinterface
o ACS::ECS::Image
e Forvirtual private clouds (VPCs), which are indicated by ACS::VPC::VPC, the following types of
resources can be queried:
o ACS::ECS::Instance
o ACS::RDS::DBInstance
o ACS::SLB::LoadBalancer
o ACS::ALB::LoadBalancer

rce Meta Center)
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o ACS::Elasticsearch::Instance
o ACS::Redis::DBInstance

o ACS::PolarDB::DBCluster

o ACS::MongoDB::DBInstance
o ACS::DRDS::PolarDBXInstance
o ACS::EDAS::Cluster

o ACS::ECI::ContainerGroup

o ACS::ADB::DBCluster

o ACS::DRDS::DBInstance

o ACS::HBase::Cluster

o ACS::EMR::Cluster

This topic provides an example on how to call the APl operation to query the resources that are
associated with the ECS instance i-uféimlgyrinudhud**** inthe China (Shanghai) region.

QPS limits

You can call this APl operation up to 20 times per second per account. Requests that exceed this limit
will fail, and you may experience service interruptions. We recommend that you take note of this limit
when you call this operation.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to
. . ListResourceRelat
Action String Yes . ) perform. Set the value to
ionships . . .
ListResourceRelationships.

The token that is used to initiate the
next request.

eyjzZWFyY2hBZn If the total number of entries returned

RICAMIOLSIMT AWM for the current request exceeds the

NextToken Strin No
° TU2NzkaMTU10s) ~ Value of the

P R parameter, the entries are truncated. In
this case, you can use the token to
initiate another request and obtain the
remaining entries.

MaxResults
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Parameter Type

MaxResults Integer

SourceRegionid String

SourceResourceT .
String

ype

SourceResourceld .
String

.N

TargetResourceT .

d String
ype.N

Required

No

Yes

Yes

Yes

No

Example

20

cn-shanghai

ACS::ECS::Instan
ce

i-
uf6imlgyrinudhu

d *kkk

ACS::VPC::VPC

Description

The maximum number of entries to
return on each page.

Valid values: 1 to 100.

Default value: 20.

The region ID of the resource whose
associated resources you want to

query.

The type of the resource whose
associated resources you want to
query.

The ID of the resource whose
associated resources you want to
query.

You can specify a maximum of 10
resource IDs.

The type of the associated resources
that you want to query.

You can specify a maximum of 10
resource types.

For more information about common request parameters, see Common parameters,

Response parameters

Parameter Type
NextToken String
Requestld String
MaxResults Integer

Example

ey)zZWFyY2hBZnRIc

Description

nMiOlsiMT AwMT U2N

zk4MT U10S)d****

97765772-7E65-

5D5E-BBB7-

0CAF4D6260AA

20

The token that is used to initiate the next
request.

The ID of the request.

The maximum number of entries returned
per page.

> Document Version: 20220623

355


file:///home/admin/dita-files/output/32602202/task18819709/~~159973~~

API Reference-API Reference (Resou

rce Meta Center)

Resource Management

Parameter

ResourceRelati
onships

Accountld

SourceRegionid

SourceResource
Type

SourceResource
Id

TargetRegionld

TargetResource
Type

TargetResource
Id

Examples

Sample requests

Type

Array of
ResourceRelati
onship

String

String

String

String

String

String

String

Example

154035569884 ****

cn-shanghai

ACS::ECS::Instance

i_
uf6imlgyrinudhud**

*%

cn-shanghai

ACS::VPC::VPC

vpc-
ufégvyids4utxhxe1**

*%

Description

The information of the associated resources.

The ID of the Alibaba Cloud account.

The region ID of the specified resource.

The type of the specified resource.

The ID of the specified resource.

The region ID of the associated resource.

The type of the associated resource.

The ID of the associated resource.

https://rmc.aliyuncs.com/?Action=ListResourceRelationships

&SourceRegionId=cn-shanghai

&SourceResourceType=ACS: :ECS: :Instance

&SourceResourcelId.l=i-uf6imlgyrlnudhud****

&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<ListResourceRelationshipsResponse>
<ResourceRelationships>
<ResourceRelationship>
<TargetResourceType>ACS: :ECS: :NetworkInterface</TargetResourceType>
<SourceRegionId>cn-shanghai</SourceRegionId>
<AccountId>154035569884****</AccountId>
<TargetResourceld>eni-uf68vétepfijeiab****</TargetResourceld>
<SourceResourceld>i-uf6imlgyrlnudhud****</SourceResourcelId>
<TargetRegionId>cn-shanghai</TargetRegionId>
<SourceResourceType>ACS: :ECS: : Instance</SourceResourceType>
</ResourceRelationship>
<ResourceRelationship>
<TargetResourceType>ACS: :VPC: : VPC</TargetResourceType>
<SourceRegionId>cn-shanghai</SourceRegionId>
<AccountId>154035569884****</AccountId>
<TargetResourceld>vpc-uf6gvyidsdutxhxel ****</TargetResourceld>
<SourceResourceld>i-uf6imlgyrlnudhud****</SourceResourcelId>
<TargetRegionId>cn-shanghai</TargetRegionId>
<SourceResourceType>ACS: :ECS: : Instance</SourceResourceType>
</ResourceRelationship>
<ResourceRelationship>
<TargetResourceType>ACS: :ECS: : SecurityGroup</TargetResourceType>
<SourceRegionId>cn-shanghai</SourceRegionId>
<AccountId>154035569884****</AccountId>
<TargetResourceId>sg-uf62urehbOclpmvu****</TargetResourceId>
<SourceResourceld>i-uf6imlgyrlnudhud****</SourceResourceId>
<TargetRegionId>cn-shanghai</TargetRegionId>
<SourceResourceType>ACS: :ECS: : Instance</SourceResourceType>
</ResourceRelationship>
<ResourceRelationship>
<TargetResourceType>ACS: :ECS: :Disk</TargetResourceType>
<SourceRegionId>cn-shanghai</SourceRegionId>
<AccountId>154035569884****</AccountId>
<TargetResourceId>d-uf624ee9ow9seg0l****</TargetResourceld>
<SourceResourceld>i-uf6imlgyrlnudhud****</SourceResourceId>
<TargetRegionId>cn-shanghai</TargetRegionId>
<SourceResourceType>ACS: :ECS: : Instance</SourceResourceType>
</ResourceRelationship>
</ResourceRelationships>
<RequestId>97765772-7E65-5D5E-BBB7-0CAF4D6260AA</RequestId>
<MaxResults>20</MaxResults>

</ListResourceRelationshipsResponse>

Json format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"ResourceRelationships" : [ {
"TargetResourceType" : "ACS::ECS::NetworkInterface",
"SourceRegionId" : "cn-shanghai',
"AccountId" : "154035569884**x*",
"TargetResourceId" : "eni-uf68votepfijeiab****",
"SourceResourceId" : "i-uf6imlgyrlnudhud****",
"TargetRegionId" : "cn-shanghai',
"SourceResourceType" : "ACS::ECS::Instance"

oo A
"TargetResourceType" : "ACS::VPC::VPC",
"SourceRegionId" : "cn-shanghai',
"AccountId" : "154035569884**x*"
"TargetResourceId" : "vpc-uf6gvyidsdutxhxel****",
"SourceResourceId" : "i-ufé6imlgyrlnudhud****",
"TargetRegionId" : "cn-shanghai',
"SourceResourceType" : "ACS::ECS::Instance"

oo A
"TargetResourceType" : "ACS::ECS::SecurityGroup",
"SourceRegionId" : "cn-shanghai',
"AccountId" : "154035569884****",
"TargetResourceId" : "sg-uf62urehbOclpmvu****",
"SourceResourceId" : "i-uféimlgyrlnudhud****",
"TargetRegionId" : "cn-shanghai",
"SourceResourceType" : "ACS::ECS::Instance"

b A
"TargetResourceType" : "ACS::ECS::Disk",
"SourceRegionId" : "cn-shanghai®,
"AccountId" : "154035569884**x*",
"TargetResourceId" : "d-uf624ee9ow9segQl***x*x",
"SourceResourceId" : "i-uféimlgyrlnudhud****",
"TargetRegionId" : "cn-shanghai',
"SourceResourceType" : "ACS::ECS::Instance"

b1,

"RequestId" : "97765772-7TE65-5D5E-BBB7-0CAF4D6260AA",

"MaxResults" : 20

Error codes

For a list of error codes, visit the API| Error Center.
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