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Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from
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Book Details Book Reviews
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paperback An extremely entertaining play by Shakespeare. The slapstick humour is
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PublisherA ko ok
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ISBN-13:
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Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical

comedies, with a major part of the humeour coming from slapstick and mistaken identity, in addition to puns and word play.

Book Details Book Reviews
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paperback n extremely entertaining play by Shakespeare. The
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200 —
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Language: .
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1234567890 Shakespeare.
ISBN-13:
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apiVersion: apps/vl
kind: Deployment
metadata:
name: tcp-echo-vl
spec:
replicas: 1
selector:
matchLabels:
app: tcp-echo
version: vl
template:
metadata:
labels:
app: tcp-echo
version: vl
spec:
containers:
- name: tcp-echo
image: docker.io/istio/tcp-echo-server:1.1
imagePullPolicy: IfNotPresent
args: [ "9000", "one" ]
ports:
- containerPort: 9000
apiVersion: apps/vl
kind: Deployment
metadata:
name: tcp-echo-v2

spec:
replicas: 1
selector:
matchLabels:

app: tcp-echo
version: v2
template:
metadata:
labels:
app: tcp-echo
version: v2
spec:
containers:
- name: tcp-echo
image: docker.io/istio/tcp-echo-server:1.1
imagePullPolicy: IfNotPresent
args: [ "9000", "two" ]
ports:
- containerPort: 9000

AR TE o] LB ZFeIZ B D ARAEITCP-Echo i A .
2. BIR—TARSS, FHRHEMINRE.
i. EREBRRFEEEHE,
i. #EHESENSHED, REEH.
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m Bt %#tcp-echo-vl,

@ 88 B MEEHIDeploymentREL app X MREEAE A ServiceliSelector, XHR
£ 7 Kubernetes serviceiii 2 # & 2 B Deployment , B Ftcp-echo-v1Fltcp-echo-
V2I3°45/|\Deployment%7§7fﬁlﬂE]’\]ﬁi%%, Bp app:tcp-echo , & It o] PA K BRAE—
Deployment,

m SFERR SR tik{E ALlocalskCluster,
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m OB BRI Atcp; RSEHEOMNBR[iKOIZA9000; HLEATCP,
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20Mbit/s, N\TZEIRFSHRE ., ESSHBES N AT Annotationfi & 7 2157,

n iRE BOTAZRERN—DRE, RRIZRS.
EBRSS (Service) WETUERHEIRNIRSS, type-echo,

TR RERSMAEASMAE B H LR
BT IRERS MIEHIstioM X . EMRSH BIRMAN, ERELEIE@tcp-echofRFZFHIVIIRA,
1. BRASMIZEIE,
2. EEMEME, EERSMAE > MSSH,
3. EMREENE, KIASRENL, BELHNESHRAETRIEIIREEE,
4. BIBRRS WX,
i EMZEERALMNSHEERREEE > MXAN, AEEEGURELZERAYAMLEIE.,
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=

i. MR 2| TSR DPEFdefault, HAEXFEPBALTYAMLXHERS, BEEIE.

apiVersion: networking.istio.io/vlalpha3

kind: Gateway

metadata:

name: tcp-echo-gateway

spec:

selector:

istio: ingressgateway

servers:

- port:
number: 31400
name: tcp
protocol: TCP

hosts:

— mxun

5. BIREMMRS.

i ERBFERELMSMEEEREEE > ENRS, AREGNRELEEHAYAMLEIE,
i. Map& =8| THRYFRPiEFEdefault, HEXREDTBALUTYAMHRS, LI,

apiVersion: networking.istio.io/vlalpha3

kind: VirtualService
metadata:

name: tcp-echo
spec:

hosts:

wxn

gateways:

- tcp-echo-gateway

tcp:

- match:
- port: 31400
route:
- destination:

host: tcp-echo
port:
number: 9000

subset: vl

6. BIZBRAMN,

i EMNBFERALMSMHEEFREEE > BHEAN, AREaNRELLERYAMLEIE,

22
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BE RIS REEIE-EITASMEIIITCPI S
[=]

E%

i. Map& = | THRSFRPiEFEdefault, HEXREDTBMALUTYAMXHRS, B,

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: tcp-echo-destination
spec:
host: tcp-echo
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:

version: v2

FEBR=: BEAOMX
FEAOMXD, %N E31400, FHig@EIstioM%A9314008% 0,
1. BRASMEZEHIAE,
2. EEMEME, EERSME > MISSH,
3. EMEEENE, KISRENTA, RELANSRAEREIFEEEH,
4. EMZEFBRELMSHMEZBTZASMMN L, RAEEAMNREESTEIRE,
5. REANOMX2%, HitXARIAE.
i NERBEHIRPERENMBANOMXNER,
i. BEAHIENERAAMIAGIE,
i, WEIRRAFING,
» FHEARHYE: NEEARYIEIRTER
n RAHSE: RERERARYE, NTRIRDERRENAFIENRL,

@ W  BNEAS KuberneteslREZ A E—SLB, MRS KuberneteslREZEAE—
SLB, FELATXBLFIMRH

» FHEBNSBRERFIBEEZEHEN, UESBENNAARTIIE,

m Kubernetesi@idServicetl;2SIBAREESE H, REcERBRENERRGS (FHBH
OpenAPI) tlIZH#ISLB,

» SHE—SBHZ M Service A RERFHEBNRIKE RO, SUWSEMRKOMR,

m SFSIBEY, MIFHZFEUNREMRSF[ANZFZHEKubemetestE AlE—RIREF, B
BRE IR EMRSSENEZE,

n AXFFEEESHSLS,

iv. BEFRMEO, B_/RiZAtcp, RSHOMSH[iwOI8A31400,

@ #HE  RSHOIENSENNEIIRENRD, RIMHEERNRD; TERk0%E
B R MRS i O R AREFTiE @ BIstioM X ix O, PR RiK OB ESIstioMX—H,

v. BEEIE.
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S8R - BIASMIWMTCPRARE

T
=

Eﬁ
N

5@: BREBELSR
I Kubectlffiltcp-echo RSB ER DT H ST,
1. B KubectlZFimEE EKubermnetes®E 8, ¥BIES M T EEEEIELR,
2. FUTUAT 89S, RERSHMIESKO,
export INGRESS HOST=$ (kubectl -n istio-system get service istio-ingressgateway -o jso
npath="'{.status.loadBalancer.ingress[0].ip}")

export INGRESS PORT=$ (kubectl -n istio-system get service istio-ingressgateway -o jso

npath="'{.spec.ports[? (Q.name=="tcp") ] .port}")

3. {EAtelnetig < Mtcp-echofRE KEIEERFK,

telnet $INGRESS HOST $INGRESS PORT
Trying XXx.XXX.XXX.XXX...
Connected to XxXX.XXX.XXX.XXX.

Escape character is '~]'

4. AERFHSH, REnterkiX, RENFHHERES 7 “"one” , XiiBAtcp-echofRSELMINEE,
BiRE£IIEME Ttcp-echo-vI A,
TRA: R REE BT tcp-echo-v2
24 20% ) 28 mtcp-echo-v2hRA, EHR80% 14T Eltcp-echo-vi,
1. BMASMIBI B EHIRSZERE
i ENBFEFEAALMNSHEEEREEE > EURS.
i. EFEMBRSIRE, BEtcp-echoffiEREFIPHYAML,
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iii. FE4%HELH TENNXAMEPAAUTYAMXHRE, BEHE.

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: tcp-echo
spec:
hosts:
— mxmn
gateways:

- tcp-echo-gateway

tcp:

- match:
- port: 31400
route:
- destination:

host: tcp-echo
port:
number: 9000
subset: vl
weight: 80
- destination:
host: tcp-echo
port:
number: 9000
subset: v2
weight: 20

2. T THE, [tcp-echofRBER10RIEK,

for i in {1..10}; do \
docker run -e INGRESS HOST=$INGRESS HOST -e INGRESS PORT=S$INGRESS PORT -it --rm busyb
ox sh -c "(date; sleep 1) | nc SINGRESS HOST $INGRESS PORT"; \
done
one Mon Nov 12 23:38:45 UTC 2018
two Mon Nov 12 23:38:47 UTC 2018
one Mon Nov 12 23:38:50 UTC 2018
one Mon Nov 12 23:38:52 UTC 2018
one Mon Nov 12 23:38:55 UTC 2018
two Mon Nov 12 23:38:57 UTC 2018
one Mon Nov 12 23:39:00 UTC 2018
one Mon Nov 12 23:39:02 UTC 2018
one Mon Nov 12 23:39:05 UTC 2018
one Mon Nov 12 23:39:07 UTC 2018

RIEUEBERPAKER, TUER20%89REHRE M@ T tcp-echo-v2,

@ 38 EONELRTER—ERR10RPHE2RITEtcp-echo-v2, 18 NEHKEESEE 6
teBISkE, —EREIE20% 9,
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REEIE- EHASMA MK gRPCARS o
SEMAH G PR35 M1

v Az 5
{FFHASMAMENgRPCARSE LI
B
% =
TEFEAGRPC (EFHTTP/2) HKubernetesfRE 0, B BARHEMNMERBE—1Pod2t&IE, MBENEFiE
REXTEZ£EE, UABEREHAZPodLIE, NMERAHEARNE ., AEIRENABIRPCIRSZ EHH AR
TR [ LA R AN {o] SR S 3 19 1,

%%El@\
gRPCE—REFHTTP/209RZ BN, EHEEFProtocol Buffers (fEFRAPB) BAXNBREZEN ., RESZ

180978 FA B 250472 BT LARKE P B0 R B/ s AR Ut AT A& %, EAIORPC, TILAM.protoX &R ZFPES MM
B, XtpEFIRPCEA T ZIESHMRSARNREREZ—,

ERETFHTTP/1.IMRPCE, — MEBRNTPAHFEHREUBE, AAXEERMEREN, ZEFRiHES
REIEE, FE2EF5ETHNIEPodZ BHEE., (E2ERETHTTP/2899RPCE, TCPEEFRFITHR
B, XHEBFRBFEETNELARNPod, RS EER KETE,

gRPCIR S EIEAMN AR A&
B — MU TFRBITTILE HEEKubemet es FgRPCARSS 18 A B9 A U R A9 1.,

o

AR

o EEIEZELD—KubemetestEf,

o DiIREETkubect BEEIZER, ¥BEESME T kubect [T EEEEE,
BRUESE:

1. BREFRSZEEERFS,

EEHaEMSMED, BEEE,

EEBIRTAYT, RHEREHINAE BRERANEREITOFRS.
EEREERAMNSHED, RhaRTE5EM.

EaZ3ZEARERTALEANEE, FESIZAXNIEE, BAGTITENEIR, FHgrpc-
nosidecar, BHHE.

6. fEp & = iEgrpc-nosidecar F & & gRPCAR 5B fR S istio-grpc-server,
Rig, FFEIBIERM A istio-groc-serveryaml, EHRITMTHL:

vioh W

kubectl apply -n grpc-nosidecar -f istio-grpc-server.yaml

Hth, istio-groc-serveryamSAEB RSN T :

apiVersion: apps/vl
kind: Deployment
metadata:
name: istio-grpc-server-vl
labels:
app: istio-grpc-server
version: vl
spec:
replicas: 1
selector:
matchLabels:

26 > MAYRRA: 20220617
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AR S5 MAE

RESE FHASMAN MK gRPCARS
SEE= 3L

app: istio-grpc-server
version: vl
template:
metadata:
labels:
app: istio-grpc-server
version: vl
spec:
containers:
- args:
- —--address=0.0.0.0:8080

image: registry.cn-hangzhou.aliyuncs.

imagePullPolicy: Always
livenessProbe:
exec:
command :
- /bin/grpc health probe
- —addr=:8080
initialDelaySeconds: 2
name: istio-grpc-server
ports:
- containerPort: 8080
readinessProbe:
exec:
command :
- /bin/grpc_health probe
- —addr=:8080
initialDelaySeconds: 2
apiVersion: apps/vl
kind: Deployment
metadata:
name: istio-grpc-server-v2
labels:
app: istio-grpc-server
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: istio-grpc-server
version: v2
template:
metadata:
labels:
app: istio-grpc-server
version: v2
spec:
containers:
- args:
- —--address=0.0.0.0:8080

com/aliacs-app-catalog/istio-grpc-server

image: registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/istio-grpc-serv

imagePullPolicy: Always

TisranaceDraha .
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}

exec:
command:
- /bin/grpc health probe
- —addr=:8080
initialDelaySeconds: 2
name: istio-grpc-server
ports:
- containerPort: 8080
readinessProbe:
exec:
command:
- /bin/grpc_health probe
- —addr=:8080
initialDelaySeconds: 2
apiVersion: vl
kind: Service
metadata:
name: istio-grpc-server
labels:
app: istio-grpc-server
spec:
ports:
- name: grpc-backend
port: 8080
protocol: TCP
selector:
app: istio-grpc-server
type: ClusterIP

7. Eo &R iEgrpc-nosidecar FER B gRPCARSS B & P i istio-grpc-client
BRI%, FEIZAHEIR XA istio-groc-client.yaml, EHATI TS :

kubectl apply —-n grpc-nosidecar -f istio-grpc-client.yaml

Hoh, jstio-groc-client.yamSA4ERR BT :

28

> MAYRRA: 20220617



RESE FHASMAN MK gRPCARS
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apiVersion: apps/vl
kind: Deployment
metadata:
name: istio-grpc-client
labels:
app: istio-grpc-client
spec:
replicas: 1
selector:
matchLabels:
app: istio-grpc-client
template:
metadata:

labels:
app: istio-grpc-client

spec:

containers:

- image: registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/istio-grpc-client
imagePullPolicy: Always
command: ["/bin/sleep", "3650d"]
name: istio-grpc-client

apiVersion: vl
kind: Service
metadata:
name: istio-grpc-client
spec:
ports:
- name: grpc
port: 8080
protocol: TCP
selector:
app: istio-grpc-client
type: ClusterIP

8. MITLATHE, EFEPodEITIRA:

kubectl get pod -n grpc-nosidecar

NAME READY STATUS RESTARTS AGE
istio-grpc-client-dd56bcb45-hvmjt 1/1 Running 0 95m
istio-grpc-server-v1-546d9876c4-j2p9r 1/1 Running 0 95m

BB T: istio-grpc-server—-v2-66d9b8847-276bd 1/1 Running O 95m

9. FITUT W<, BEREEFHPodER,
kubectl exec -it -n grpc-nosidecar istio-grpc-client-dd56bcb45-hvmjt sh
10. HABRE, PITUTHL:

/bin/greeter-client --insecure=true --address=istio-grpc-server:8080 —--repeat=100
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o] AEE P 8IE K EREE T — 1 "Pod:

2020/01/14 14:37:14 Hello world from istio-grpc-server-v2-66d9b8847-276bd
2020/01/14 14:37:14 Hello world from istio-grpc-server-v2-66d9b8847-276bd
2020/01/14 14:37:14 Hello world from istio-grpc-server-v2-66d9b8847-276bd
2020/01/14 14:37:14 Hello world from istio-grpc-server-v2-66d9b8847-276bd
2020/01/14 14:37:14 Hello world from istio-grpc-server-v2-66d9b8847-276bd
2020/01/14 14:37:14 Hello world from istio-grpc-server-v2-66d9b8847-276bd
2020/01/14 14:37:14 Hello world from istio-grpc-server-v2-66d9b8847-276bd
2020/01/14 14:37:14 Hello world from istio-grpc-server-v2-66d9b8847-276bd
2020/01/14 14:37:14 Hello world from istio-grpc-server-v2-66d9b8847-276bd
2020/01/14 14:37:14 Hello world from istio-grpc-server-v2-66d9b8847-276bd
2020/01/14 14:37:14 Hello world from istio-grpc-server-v2-66d9b8847-276bd

BTN, NEPHAXTAEHEREE—TPodLIE, NMSBARAHE.

{5 FAASM LI £ £ 391
TEYSRE)5 BB N i@id ASMSE IR £7 239187,

BB

o BEOIEED—NIRESMIEASMSIFE, #E,Iﬁ'ﬁ}]l]z/'\— EBR)ZIpID,
o BiREEiTkubect UEIREIZERE, FBESNIE T kubect T EEEEEE,
BIESE:

1. BREBRSEERFS,

EEFaENSHMi=h, BEEE,

EERNEXTEYP, REEREHSRIE BRERGNRES TR,
EEHEERANSHED, BERaTE5EH.

ERnGTEREETALANE, FHERIZEXNIEE, BAGIZENEIR, Fagrpc-
sidecar, #%ﬁi%?ﬁ:ﬁ% istio-injection:enabled , %Eﬁfﬁio

6. tn &2 agrpc-sidecar T ERE gRPCAR S5 B AR S ik istio-grpc-server,
Ri&, FOIENHEIRSUEA istio-groc-server.yaml, ERITM TS

vk wnN

kubectl apply -n grpc-sidecar -f istio-grpc-server.yaml
istio-groc-serveryamlX MRS, S0 _EXRAI,
7. &= agrpc-sidecar T ERE gRPCARSS B F i istio-grpe-client ,
BRi%, RFEIEMNHEIRYA istio-grpc-client.yaml, EHTMTHE:
kubectl apply -n grpc-sidecar -f istio-grpc-client.yaml
istio-grpc-client.yamiERIRE, SRR,
8. TUAT L, BEFPoAIEITIRE:
kubectl get pod -n grpc-sidecar

W PAER SN PodIEET2MNERE, Ebh— BB EFEANNSidecar{E, RABENT:
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BRSZM1E
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SCHN A #1918

NAME

istio-grpc-client-dd56bcb45-zhfsg

istio-grpc-server-v1-546d9876c4-tndsm

istio-grpc-server-v2-66d908847-99v62

9. WFUTHS, BRIEPHPIBE,

READY STATUS RESTARTS AGE

2/2 Running 0 1h15m
2/2 Running 0 1hl5m
2/2 Running 0 1h1l5m

kubectl exec -it -n grpc-nosidecar istio-grpc-client-695f5fc66f-2brmv -c istio-grpc-c

lient sh

10. ARG, ITUT®HS

A .

/bin/greeter-client --insecure=true --address=istio-grpc-server:8080 --repeat=100

BRI RENIERSAIER T NE2Pod, LFI#E#IEF50: 50, BIEAEISE FAIRound-

Robin,

2020/01/14
2020/01/14
2020/01/14
2020/01/14
2020/01/14
2020/01/14
2020/01/14
2020/01/14
2020/01/14
2020/01/14
2020/01/14
2020/01/14

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

53:
53:
53:
53:
53:
53:
53:
533
533
53:
53:
53:

16
16
16
16
16
16
16
16
16
16
16
16

Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello

world
world
world
world
world
world
world
world
world
world
world

world

1. BB RS MAEASMLAIAYIZFIFmE,

i BRASMEZGIG,
i. EEMSHLE,

i EMEEERE, REFERENIA,
v. EMBFBERALZMNS

from
from
from
from
from
from
from
from
from
from
from

from

istio-grpc-server-v1-546d9876c4-tndsm
istio-grpc-server-v2-66d9b8847-99v62
istio—grpc-server-v1-546d9876c4-tndsm
istio-grpc-server-v2-66d908847-99v62
istio-grpc-server-v1-546d9876c4-tndsm
istio—grpc-server-v2-66d9b8847-99v62
istio-grpc-server-v1-546d9876c4-tndsm
istio-grpc-server-v2-66d9b8847-99v62
istio—-grpc-server-v1-546d9876c4-tndsm
istio-grpc-server-v2-66d908847-99v62
istio-grpc-server-v1-546d9876c4-tndsm
istio-grpc-server-v2-66d9b8847-99v62

IR M > NS EE,

v. FERE ST ENEERE

i EEMESH > 2B =E, AREAGNR
MRE

BELANBRRERIEIIPRTER,
HRTHE,

&R Agrpc-sidecar, BHEBE.
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}

vi. FRUTRE, SIZ2B#HmMN, BEIRIE, BsReEaman,

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: dr-istio-grpc-server
spec:
host: istio-grpc-server
trafficPolicy:
loadBalancer:
simple: ROUND ROBIN
subsets:
- name: vl
labels:
version: "v1"
- name: v2
labels:

version: "v2"

vii. ERUTRBEIZEMRS, BERIE, B2 EEs,

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: vs-istio-grpc-server
spec:
hosts:
- "istio-grpc-server"
http:
- match:
- port: 8080
route:
- destination:
host: istio-grpc-server
subset: vl
weight: 90
- destination:
host: istio-grpc-server
subset: v2
weight: 10

viil. FATLAT®<E, BEREEFIKPodER,

kubectl exec -it -n grpc-nosidecar istio-grpc-client-695f5fc66f-2brmv -c istio-gr
pc-client sh

ix. HABRE, HITUTHES:
/bin/greeter-client --insecure=true --address=istio-grpc-server:8080 --repeat=100

A BB RER DRI R TR 2 Pod, BELHIEIEFO0: 10, FIEEIABIRouNnd-
Robin,
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RESE FHASMAN MK gRPCARS
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X. EMEBFERALMNEMERTEMRS, HKEIgrpc-sidecardn & =8 & Avs-istio-grpc-server
BIEMARS, BEYAML, BAEEVRSHNE, UEEBFAANAEER.

BRABTNT:

route:
- destination:
host: istio-grpc-server
subset: vl
weight: 0
- destination:
host: istio-grpc-server
subset: v2
weight: 100

xi. BIZKubectBREZE, RITUTHS:
/bin/greeter-client --insecure=true --address=istio-grpc-server:8080 --repeat=100

SJAEEIFRBENIERAAIEE T X1 Pod, BIRAV23S R EIPod,
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MEEE-EASME T EnvoyFilterf
ANHTT PR &z Sk

4. FEASMO@E T EnvoyFilterZwin
HTTPjm jiz 3L

ENRRFPRIMHTTPIG L T AR EWeb N 2 FHIR 2 M. AN R NELEE E XEnvoyFiltenf il
HT TP 3k,

AR EH

o ERIE—ASMELAI, HEBACKERRMEIASMEIFIt, BARIE, BEROIEASMELGIFAINEEZ
ASMSLH ,

o FEiTkubect GEIZEASMSLA,

. %B%M%%UASM;M&JO

o FEMIstioBiE,

b B /=
B= EII%\

OWASPRM T REIKISMMBERER, BRTUWACHEREMMLRIFNARFNRS, HTTPIMASLA
HEEREUNT,

HT TPl Rz SLE R B
HT T P &z sk FNE Eiba
H ‘\- a 7= . . .
Content-Security-Policy frame-ancestors none; z;lt"{mMﬁﬂ”amkja(:kmglﬁ
. . _ IEK,ERU"kEEE’]XSSLf% (IIH%—I
X-XSS-Protection 1;mode=Dblock  RMEIXSSH LSS
X-Content-Type-Options Nosniff ZRENKENARIRER,
Referrer-Policy no-referrer ZHBHMRESIFERIR,
X-Download-Options noopen ;;JﬂIHRﬁZKIEqJEﬁEEH?TﬁTﬁI}J
EBo
sy q 4] foed (ool S ay S|
DN Prefetch-Control o SR AE 0SSP BRI
DNSHE#r.
Server envoy HIstioBIAOMNXBEFMIRE.
% sk Sk = Sy
X -Powered-by - K ERBREES SRS N

BRRSH/OBIRMIRAR,

34 > SCRYRRA: 20220617


https://help.aliyun.com/document_detail/147793.html#task-2370657
https://help.aliyun.com/document_detail/148231.html#task-2372122
https://help.aliyun.com/document_detail/150496.html#task-2390744
https://help.aliyun.com/document_detail/149547.html#task-2375501
https://help.aliyun.com/document_detail/149548.html#task-2375721

B= vz oo . x
MEEE- EASMTIEI EnvoyFilterif
R ANHT T PO iz L

HT T P iz 3k IANE Hi

[

camera ‘none’;
microphone ‘none’;

geolocation ‘none’;

. L . = BT LATE W B 28 oh (3 AR A9 Th BEAN
Feature-Policy encrypted-media ‘none’; API
payment ‘none’;
speaker ‘none’;

usb ‘none’;

PABookinfoM BIEF AH (IFIBEFS W= EEASMEE) , B Curlss S o] AE R N AR FEIHTTPIR AL
%I%\u[] —F o

curl -T http://{ NAMXRSHI1P#IIL} /productpage
HTTP/1.1 200 OK

content-type: text/html; charset=utf-8
content-length: 5183

server: istio-envoy

date: Tue, 28 Jan 2020 08:15:21 GMT

x-envoy-upstream-service-time: 28

gUEE, BABRT, RmOINBREFNAOERIDNEHEEEEHT TP LE EiE h RN R 2E XM
HTTPImAZ L, @idIstio EnvoyFiltera] PARIER NN Z 248X BIHT T PIR Rk ,

BESE
1. ITUTHS, BB IstiofRSEE.

kubectl apply -f - <<EOF
apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: addheader-into-ingressgateway
namespace: istio-system
labels:
asm-system: 'true'
provider: asm
spec:
workloadSelector:
# select by label in the same namespace
labels:
istio: ingressgateway
configPatches:
# The Envoy config you want to modify
- applyTo: HTTP FILTER
match:
context: GATEWAY
proxy:
proxyVersion: '~1\.9.*'

listener:

> MAEhRA: 20220617 35


https://help.aliyun.com/document_detail/149547.html#task-2375501

REEIE FEASMGE I EnvoyFilterd

ANHTT PG Rz 3L BERE
filterChain:
filter:
name: "envoy.filters.network.http connection manager"
subFilter:
name: "envoy.filters.http.router"
patch:

operation: INSERT BEFORE
value: # lua filter specification
name: envoy.lua
typed config:
"@type": "type.googleapis.com/envoy.extensions.filters.http.lua.v3.Lua"
inlineCode: |-
function envoy on response (response handle)
function hasFrameAncestors (rh)
s = rh:headers () :get ("Content-Security-Policy") ;
delimiter = ";";

defined = false;

for match in (s..delimiter) :gmatch (" (.-)"..delimiter) do
match = match:gsub("%$s+", "");
if match:sub (1, 15)=="frame-ancestors" then

return true;
end
end
return false;
end
if not response handle:headers () :get ("Content-Security-Policy") then
csp = "frame-ancestors none;";
response handle:headers () :add ("Content-Security-Policy", csp);
elseif response handle:headers () :get ("Content-Security-Policy") then
if not hasFrameAncestors (response_handle) then
csp = response handle:headers () :get ("Content-Security-Policy");
csp = csp .. ";frame-ancestors none;";
response_handle:headers () :replace ("Content-Security-Policy", csp);
end
end
if not response handle:headers () :get ("X-Frame-Options") then
response_handle:headers () :add ("X-Frame-Options", "deny");
end
if not response handle:headers () :get ("X-XSS-Protection") then
response handle:headers () :add ("X-XSS-Protection", "1; mode=block");
end
if not response handle:headers () :get ("X-Content-Type-Options") then
response handle:headers () :add ("X-Content-Type-Options", "nosniff");
end
if not response handle:headers () :get ("Referrer-Policy") then
response handle:headers () :add ("Referrer-Policy", "no-referrer");
end
if not response handle:headers () :get ("X-Download-Options") then
response handle:headers () :add ("X-Download-Options", "noopen");
end
if not response handle:headers () :get ("X-DNS-Prefetch-Control") then
response handle:headers () :add ("X-DNS-Prefetch-Control", "off");
end

if not response handle:headers () :get ("Feature-Policy") then

rocrnnnca handlashasdarve () «2AA (MTastiira—DAl 4~
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"camera 'none';"..
"microphone 'none';"..
"geolocation 'none';"..
"encrypted-media 'none';"..
"payment 'none';"..
"speaker 'none';"..
"usb 'none';");

end

if response handle:headers () :get ("X-Powered-By") then

response handle:headers () : remove ("X-Powered-By") ;

end

end
EOF

proxyVersion: REANEYHINIstiofRA, EnvoyFiltert]ZaEER B proxyVersiongis EHAE/EAN
IstiohRASERE, EnvoyFilterf B A —LFRFEISLORARFKENTTEEM . REIstiohRAHIENvoyFilter
NEARE:

o MRAEMWIstiol 8RUUTIRA, RIFRAE HproxyVersionFE,

o MEEERABIstiol IZIUEIRA, HBIERARproxyVersionFE, FB&# FiREnvoyFilterdigen
voy.http_connection_manager’i envoy.filters.network.http_connection_manager. envoy.routers3
envoy.filters.http.router. type.googleapis.com/envoy.config.filter.http.lua.v2.Lua type.google
apis.com/envoy.extensions.filters.http.lua.v3.Lua,

2. TLAT®S, WIEHTTPIMRZSL,
BT AT Curlgn S IF 2 2HT TP NSk 2 BRI .

curl -I http://{NAMXIRSHITPHIE) /productpage
HTTP/1.1 200 OK

content-type: text/html; charset=utf-8
content-length: 4183

server: istio-envoy

date: Tue, 28 Jan 2020 09:07:01 GMT
x-envoy-upstream-service-time: 17
content-security-policy: frame-ancestors none;
x-frame-options: deny

x-xss-protection: 1; mode=block
x-content-type-options: nosniff
referrer-policy: no-referrer
x-download-options: noopen
x—dns-prefetch-control: off

feature-policy: camera 'none';microphone 'none';geolocation 'none';encrypted-media 'none

';payment 'none';speaker 'none';usb 'none';

UBERGINARFIAOERMASESE T HT TP L5 S iR B 2248 X AYHT T PO 52
%,
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EAMERSHRT, AT LEATRSETEADNME, XERSTERERARTATENINE, AT
WRAGRENE, NIHRERBIRENRKRS, EERERUAER—TRER, MARRKHT
KubernetesBHiAfRE A S R HITREIIE , BETFIstiodIfIE RRSMEASMF mizt 7 E T EHIKHA
B8N, TR RERBIREENESR, IHTUHBRRSBANRTER, HREAFFRSAAER—XE
N, BEREER. AXNANMATEASMAIIREFVENBRBIER, MRSHEHTENK.

AR

o OIFEASMLA,

o BIE— SRR EERACKES, EHFANTRANINUTE—MHETHABTRK (KRFF5H
FAJt R TH T EXGHIH) |, #FIEES R EEKubemetesit E EE,

88 J5 i = Bl IR 55

FEACKER PRI EBENgInXBIF NMRA (V1FIV2) , FHiEiINodelabelERAVIFIZZ TTHKXG, EhRAV2
MEITHRXH, #ESBN TR,

1. TEACKEB D ERENgInXARAV], XRMYAMLIIT,

apivVersion: vl
kind: ConfigMap
metadata:
name: mynginx-configmap-vl
namespace: backend
data:
default.conf: |-
server {
listen 80;
server name localhost;
#charset koi8-r;
#access log /var/log/nginx/host.access.log main;
location / {
return 200 'vl\n';
}
}

2. Bi¥NodelabelERAVIEZ R TTHKXG, XNMEIYAMLIIT,
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p— TR FIASMSTHLE T B 6955
. FiE>

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-vl
namespace: backend
spec:
replicas: 1
selector:
matchLabels:
app: nginx

version: vl

template:
metadata:

labels:
app: nginx
version: vl

spec:

containers:

- image: docker.io/nginx:1.15.9
imagePullPolicy: IfNotPresent
name: nginx
ports:

- containerPort: 80

volumeMounts:

- name: nginx-config
mountPath: /etc/nginx/conf.d
readOnly: true

volumes:

- name: nginx-config
configMap:

name: mynginx-configmap-vl
nodeSelector:

failure-domain.beta.kubernetes.io/zone: "cn-beijing-g"

3. FEACKEE D ERZNgINXRAV2, FMAYAMLUEI T,

apiVersion: vl
kind: ConfigMap
metadata:
name: mynginx-configmap-v2
namespace: backend
data:
default.conf: |-
server {
listen 80;
server name localhost;
#charset koi8-r;
#access log /var/log/nginx/host.access.log main;
location / {

return 200 'v2\n';

4. @idNodelabelE R AV2EZR) T XH, 3REYAMUIOT,
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apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-v2
namespace: backend
spec:
replicas: 1
selector:
matchLabels:
app: nginx
version: v2
template:
metadata:

labels:
app: nginx
version: v2

spec:

containers:

- image: docker.io/nginx:1.15.9
imagePullPolicy: IfNotPresent
name: nginx
ports:

- containerPort: 80

volumeMounts:

- name: nginx-config
mountPath: /etc/nginx/conf.d
readOnly: true

volumes:

- name: nginx-config
configMap:

name: mynginx-configmap-v2
nodeSelector:

failure-domain.beta.kubernetes.io/zone: "cn-beijing-h"

5. BERRRGINARS, SMEYAMUNT,

apiVersion: vl
kind: Service
metadata:

name: nginx

namespace: backend

labels:
app: nginx
spec:

ports:

- name: http
port: 8000
targetPort: 80

selector:

app: nginx

BEEF P w6 RS
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EACKER T A BIEZ2NE P REIBRS, Hi@EidNodelabeliSRAVISBEE TBEXG, ¥hRAV2EZE) o]
ARXH, SRIRESBNT,

1. EACKEHR D EEZFinnFIRS, BidNodelabelERAVIEZR TTHKG, XMAEYAMLEN TR,

apiVersion: apps/vl
kind: Deployment
metadata:
name: sleep-cn-beijing-g
namespace: backend
spec:
replicas: 1
selector:
matchLabels:
app: sleep
version: vl
template:
metadata:
labels:
app: sleep
version: vl
spec:
containers:
- name: sleep
image: tutum/curl
command: ["/bin/sleep","infinity"]
imagePullPolicy: IfNotPresent
nodeSelector:

failure-domain.beta.kubernetes.io/zone: "cn-beijing-g"

2. EACKEEPEEZ FPinnpIRSS, @idNodelabeliRAV2EZR TTAXH, XtNAYAMLIITFIR.
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apiVersion: apps/vl
kind: Deployment
metadata:
name: sleep-cn-beijing-h
namespace: backend
spec:
replicas: 1
selector:
matchLabels:
app: sleep
version: v2
template:
metadata:
labels:
app: sleep
version: v2
spec:
containers:
- name: sleep
image: tutum/curl
command: ["/bin/sleep","infinity"]
imagePullPolicy: IfNotPresent

nodeSelector:

failure-domain.beta.kubernetes.io/zone:

3. MEEZFPHRARS, YNHYAMLINT,

apiVersion: vl

kind: Service

metadata:
name: sleep

namespace: backend

labels:

app: sleep
spec:

ports:

- name: http
port: 80

selector:
app: sleep

4. HATAITIHIA, 72/ Sleep PodHhif bl E ik RBIBRS .

"cn-beijing-h"

42
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echo "entering into the 1st container"
export SLEEP ZONE 1=$ (kubectl get pods -lapp=sleep,version=vl -n backend -o 'jsonpath={
.items[0] .metadata.name} ")
for i in {1..20}
do

kubectl exec -it $SLEEP ZONE 1 -c sleep -n backend -- sh -c 'curl http://nginx.backen
d:8000"
done
echo "entering into the 2nd container"
export SLEEP ZONE 2=$ (kubectl get pods -lapp=sleep,version=v2 -n backend -o 'jsonpath={
.items[0] .metadata.name} ')
for i in {1..20}
do

kubectl exec -it S$SLEEP ZONE 2 -c sleep -n backend -- sh -c 'curl http://nginx.backen
d:8000"

done

RITER
B RITER T U ERRGIRS AERTT X HTRAHE.
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entering into the 1lst container
v2
vl
vl
v2
v2
vl
vl
v2
v2
vl
vl
v2
v2
vl
v2
vl
vl
v2
v2
vl
entering into the 2nd container
v2
v2
vl
vl
v2
vl
v2
vl
v2
v2
vl
vl
v2
v2
vl
v2
vl
v2
vl
vl

AL RRBE

AR LN A HIEE LSRN LB DR —BE XS Pod, HEATREXPodAoJAKN, BRAEMIAXH
Pod,

ATEIMAMMENARDE, EFEREGEMRSNTERERBENERAN, BEKREQEPIRZER

J§I

1.
2.
3.

Fi B ERER,

BERASMIZHIE .,

EEMSHE, EERSME > HEEE,

EMEEERH, KEFRENIS, EEXHNERAERIEIPRTER,

44
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4. EMBFBERNHEMVSHEEEREEE > BEURS, AREANNEEEEHYAMLEIZE,
5. RRUTSREXEMRS, RERTEIE.,
EHEENmEZE ., AXLUEZEDbackendii &= @A,
i. EXAREP, EXIstiofElRSS, YAMLE XN TFAT7R.

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: nginx
namespace: backend
spec:
hosts:
- nginx
http:
- route:
- destination:

host: nginx

6. EMBFFRALMSMZRFREERE > BHAAN, REEENNHELERYAMLEIE.
7. BRUTSREXBRAN, RERHERE.

i EFENNREEE ., AXLUEEbackendin & =8 AH,

il. EXAHED, EXIstioBHRMM, YAMLE X TR,

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: nginx
namespace: backend
spec:
host: nginx
trafficPolicy:
outlierDetection:
consecutiveErrors: 7
interval: 30s

baseEjectionTime: 30s

8. FATHITHIA, 24 Sleep Podh B IXiF 8GRk~ HI RS .
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echo "entering into the 1st container"
export SLEEP ZONE 1=$ (kubectl get pods -lapp=sleep,version=vl -n backend -o 'jsonpath={
.items[0] .metadata.name}")
for i in {1..20}
do
kubectl exec -it $SLEEP ZONE 1 -c sleep -n backend -- sh -c 'curl http://nginx.backen
d:8000"'
done
echo "entering into the 2nd container"
export SLEEP ZONE 2=$ (kubectl get pods -lapp=sleep,version=v2 -n backend -o 'jsonpath={
.items[0] .metadata.name} ')
for i in {1..20}
do
kubectl exec -it S$SLEEP ZONE 2 -c sleep -n backend -- sh -c 'curl http://nginx.backen
d:8000"
done
HITER

BERTERUTUBBIURMMES NETRARIE, PITERUT.

46
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entering into the 1lst container
vl
vl
vl
vl
vl
vl
vl
v2
vl
vl
v2
vl
vl
vl
vl
vl
vl
vl
vl
vl
entering into the 2nd container
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2

BERINAR 89 5 5 B

REYERTERABRENARETUBETENER, ERENRETLBESRENNS MK,
MBFEBERDBREBIRE, WESE— RSB, WHTUERBHMRARE.
SR E I T RN

o ¥& M cn-beijing/ cn-beijing-g#d80 % % & & B El cn-beijing/cn-beijing-g, 20% 8k 2B cn-
beijing/cn-beijing-h,

® & Mcn-beijing/cn-beijing-hig20 % i £ 8 H 2 cn-beijing/cn-beijing-g, 80% MiRE MBI cn-
beijing/cn-beijing-h,
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1. BRASMIEFIS,
EEMSHE,

EMSFRRELMNSMAZIEE
RBUTSBREXENRS

BN

i. EXAMES, EXIstiofZIUARSS

oA wnN

apiVersion:
kind: VirtualService
metadata:
name: nginx
namespace: backend
spec:
hosts:
- nginx
http:
- route:
- destination:

host: nginx

6. EMBEBNELMNSMZERZREESIE > BiaAN,
RERLERE.,
BHENNGEZRE ., AXAEEbackenddn

7. BEBUTSBEX BN,

il. EXAED, EXIstioBARMN,

apiVersion:
kind: DestinationRule
metadata:

name: nginx
namespace: backend
spec:

host: nginx
trafficPolicy:

outlierDetection:

consecutiveErrors: 7

30s

baseEjectionTime:

interval:
30s
loadBalancer:
localityLbSetting:
enabled: true
distribute:
- from:

to:

RS ME > MRER.
EMEERRE, REFEENIY, BEXIFNSRAERFEINPRTER.

IREERE > EMRS, REEANR
, RERLER.

2E, AKX PAEFEbackendds

=Rk,

, YAMLE X 0T FriRo

networking.istio.io/vlalpha3

REEAMR

=EAbl,

YAMLE XA T ErR,

networking.istio.io/vlalpha3

cn-beijing/cn-beijing-g/*

"cn-beijing/cn-beijing-g/*": 80

"cn-beijing/cn-beijing-h/*": 20

- from:
to:

cn-beijing/cn-beijing-h/*

"cn-beijing/cn-beijing-g/*": 20

"cn-beijing/cn-beijing-h/*": 80

HEFHERYAMLEIZE,

mESERYAMLEIZE,

48
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5>

8. AT THIA, #£2/ Sleep PodthFEXRiF 8 E i RBIBRS .

echo "entering into the 1st container"
export SLEEP ZONE 1=$ (kubectl get pods -lapp=sleep,version=vl -n backend -o 'jsonpath={
.items[0] .metadata.name} ')
for i in {1..20}
do

kubectl exec -it S$SLEEP ZONE 1 -c sleep -n backend -- sh -c 'curl http://nginx.backen
d:8000"
done
echo "entering into the 2nd container"
export SLEEP ZONE 2=$ (kubectl get pods -lapp=sleep,version=v2 -n backend -o 'jsonpath={
.items[0] .metadata.name} ")
for i in {1..20}
do

kubectl exec -it S$SSLEEP ZONE 2 -c sleep -n backend -- sh -c 'curl http://nginx.backen
d:8000"

done

hITER
BERTERUTUBIILUSEMR L AIEITRRINE, FITERUT.
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entering into the 1lst container
vl
vl
vl
vl
v2
vl
vl
v2
vl
vl
vl
v2
vl
vl
vl
vl
vl
v2
vl
vl
entering into the 2nd container
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
v2
vl
v2
vl
v2
v2
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55

RS MABASMBSRE BB INAES BT A O M XiH B A ERIgRPCARS . ASGE I RAINBNEEZTASMA LD
M X G IE NERGRPCARSS, FHEQRPCHIFR MRA Z BT RSN,

AR FH

o COIBASMA, BIFEBRIE, S REIEASMEAL,

o COIZACKERE, BRIE, ES M0l EKubemetesit E REEE,

o RINEBLBIASMSLAI, BRRIE, BSW AN ZASMES,

o EEEAOMXRS . BARRE, BELAMA DMK,

o CEENAEASMIFINER D, BIKRE, BSNHELHZEIASMEA,

o EOIBASMEA, BIRARNEZWAR . BWIREMR, BERIE, ESROIEASMEA,

TER—: WBERGNA

EREZ ANistio-grpc-server-viHlistio-grpc-server-v2 By ;=G B .

1. BRETRSEEEHE,

ERHIEENSHED, REEEH,

AEHIEZRNEY, PEEMEHINRIEBRERGNREIN TS,
EEHEENANSHED, ERTERR > TKRE.
EXARSNHGEZE THIRPEEGETE, EEERAYAMEIZERIER.

T

vioh wnN

@ H  MFEDHHEEENYEREEEASecar, BE R istio-system=enabledtRas,
BREE, B RHARKSidecarfLiE,

6. ARIERENR TENOYAMUR RIS WM ERIR X AED, BEEIE.

apiVersion: apps/vl
kind: Deployment
metadata:
name: istio-grpc-server-vl
labels:
app: istio-grpc-server
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: istio-grpc-server
version: vl
template:
metadata:
labels:
app: istio-grpc-server
version: vl

spec:
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contalners:
- args:
- --address=0.0.0.0:8080
image: registry.cn-hangzhou.aliyuncs.com/aliacs—-app-catalog/istio-grpc-server
imagePullPolicy: Always
livenessProbe:
exec:
command :
- /bin/grpc_health probe
- —addr=:8080
initialDelaySeconds: 2
name: istio-grpc-server
ports:
- containerPort: 8080
readinessProbe:

exec:

command :

- /bin/grpc _health probe

- —addr=:8080
initialDelaySeconds: 2

apiVersion: apps/vl
kind: Deployment
metadata:
name: istio-grpc-server-v2
labels:
app: istio-grpc-server
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: istio-grpc-server
version: v2
template:
metadata:
labels:
app: istio-grpc-server
version: v2
spec:
containers:
- args:

- —--address=0.0.0.0:8080
image: registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/istio—grpc-server
imagePullPolicy: Always
livenessProbe:

exec:

command :
- /bin/grpc_health probe
- —addr=:8080

initialDelaySeconds: 2
name: istio-grpc-server
ports:

- containerPort: 8080

readinessProbe:
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exec:
command :
- /bin/grpc_health probe
- —addr=:8080
initialDelaySeconds: 2
apiVersion: vl
kind: Service
metadata:
name: istio-grpc-server
labels:
app: istio-grpc-server
spec:
ports:
- name: grpc-backend
port: 8080
protocol: TCP
selector:
app: istio-grpc-server
type: ClusterIP

TR RERSMAEASMAEEE H#HL R

RERSMENRSMX . EVRSHERAN, BRELIBIEM@Iistio-grpc-server-v1,

1. BRASMIZEI&,

2. EEMSHE, EERSMIE > NREE,

3. AMEEERENHE, RIAGRENIS, BEX/NERAERIEIPREERE,

4. BRI,
i ENBFEENALMSHEEEREEE > WXMAN, AGEANTEREERYAMLEBE,
i. ZRIRIEIREG B ZE Ndefault, ETEHAOYAMURRAWEEI X AEDR, BEHE.

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: grpc-gateway
spec:
selecteiEs
istio: ingressgateway # use Istio default gateway implementation
servers:
- port:
number: 8080
name: grpc
protocol: GRPC

hosts:

— m%n

5. SIZBARA,
i ENBFEREALMSMEEFREEE > BHEAN, AREaNRELLERYAMLEIE.
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i. ZRIERNERE®G S ZE Adefault, B TENYAMURMRM GBI XAED, BEHE.

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: dr-istio-grpc-server
spec:
host: istio-grpc-server
trafficPolicy:
loadBalancer:
simple: ROUND ROBIN
subsets:
- name: vl
labels:
version: "v1"
- name: v2
labels:

version: "v2"

6. BIREMRS.
L EMNRFERELMSMEEEREEE > ENRS, AREaNRELLEAYAMLEIE,

i. FRIRTEIRESDZENdefault, ¥ TEAYAMUERKMIEEI X AES,

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: grpc-vs
spec:
hosts:
— mxn
gateways:

- grpc-gateway

http:
- match:
- port: 8080
route:
- destination:

host: istio-grpc-server
subset: vl
weight: 100
- destination:
host: istio-grpc-server
subset: v2

weight: 0

SE=: MEANOMX
EANOM¥XD, FNEO8080, HismREM*£HI8080i 0.

BEHHE .

1. BRASMEEFIA.
2. BEEMSHE, BERFZMIE > WEER,
3. AMIBERNE, REFSEENIA, BELANBRAEREIPEEER,
4. EMBFBERE LN SHMAZBTFASMMX ,
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MEEE-EI A OMXIHEEMERNgR
R PCARSS

5. FASMR X MES LR, AR NELESH, HitXARKAME.

24 B EIR

EREER EEZREENOMXBEE,

A EEE b iE R B IENRB N AN @,
R HE,

o EREAKHNE: NEAARYEIIRPIESE,

o MEARNE: BREHBARDYE, NTHRIERPEEMENARIE
M,

@ 3B EENE MubernetesfBEAE—SLB, MEEA
KubernetesfREFE AR —1SLB, FELUTREFRS:
o [FHEANSLBSBFIBEEELIT, UHSSEENNAR
alifE,
o Kubernetesi@idServiceB|ZHISLBARBEE R, REEREFE
EREE (HEAOpenAPl) BIZZMISLB,
o EHE—SLBEIZNService A BEEHE R BIRTIS SIFE O,
EIES ey arAnpi
o SHSLBE, MIFNEZFUREMRSBANZFZH
KubernetesfE AE—4RIRFE ., BEME RIS ITFIE MRS 254H
HEF,
o ALIFBERERSLE,

R

BEHEARMED, RESGRAtep, BRSSO ME RO #8080,

@ w8  BEHOENSEIMEHIRENEO, 2858
ERNKO., MARKOENEMRSREO#RREME@RS
MximH. FTAS OB ES RS MXKH—E,

U O B 59

6. BEHE.
S BN E{TgRPCE %
1. BEIgRPCE i,

docker run -d --name grpc-client registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/is

tio-grpc-client 365d

2. ERIER,

docker exec -it grpc-client sh

3. R MEABIgRPCARSS .

/bin/greeter-client --insecure=true --address=<ANOMXBITPHIAE>:8080 —-repeat=100

REIATER, sJUAERIENIEREER T istio-grpc-server-vi,
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2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
16§g
18:
18:

51
51
51
51
51
51
51
51
51
51
51
51
51
51

Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello

world
world
world
world
world
world
world
world
world
world
world
world
world

world

from
from
from
from
from
from
from
from
from
from
from
from
from

from

TBA: REABREEHRIV2

¥ 40% B9 R EF5 mistio-grpc-server-v2,
. BRASMEZEIA,
2. EEMEME, ERREMIE > MIGER,

3. EMSERNE, RAFSERENIM,
4. EMSFBRELMNSMZIEE
5. EEMRS NE S THgrpc-vsEBEFIBIYAML,
6. g BEMIEEPEHLUTYAMLAR

route:

- destination:

host:

istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851lw
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w

HR60%HIREN RIS Mistio-grpc-server-vi,

BEILHINESHRAERETTREER,
FREER > EWRS.

istio-grpc-server

subset: vl

weight:

60

- destination:

host:

istio-grpc-server

subset: v2

weight:

40

BHfE.

7. BREAHZ, AITUTHSL, HEMNEREIgRPCERS .

/bin/greeter-client --insecure=true --address=<AOMXEITPHIAE>:8080 --repeat=100

REILATER, tILABZEI40%BREIE[@ T istio-grpc-server-v2,

@ 8

BRNLERA—

788

E, —TER2EIRT40% 1,

EERZ100)X FH40)% 15 Mistio-grpc-server-v2,

EVNSYNATIPS

56
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T

AR S5 MAE

2020/09/11 03:34:51 Hello world from istio-grpc-server-v2-665c4cf57d-h741lw
2020/09/11 03:34:51 Hello world from istio-grpc-server-vl-dbdd97cc-n851w
2020/09/11 03:34:51 Hello world from istio-grpc-server-vl-dbdd97cc-n851lw
2020/09/11 03:34:51 Hello world from istio-grpc-server-vl-dbdd97cc-n85lw
2020/09/11 03:34:51 Hello world from istio-grpc-server-vl-dbdd97cc-n851w
2020/09/11 03:34:51 Hello world from istio-grpc-server-v2-665c4cf57d-h741lw
2020/09/11 03:34:51 Hello world from istio-grpc-server-vl-dbdd97cc-n851lw
2020/09/11 03:34:51 Hello world from istio-grpc-server-vl-dbdd97cc-n851w
2020/09/11 03:34:51 Hello world from istio-grpc-server-v2-665c4cf57d-h741lw
2020/09/11 03:34:51 Hello world from istio-grpc-server-v2-665c4cf57d-h741lw
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MEEE-EIAOMXIFEMIEAWe Ap—
bSocket R % =

7.8 k< al AN
WebSocketRE&

WebSocket 8 —fh KR &Y, TIEENTCPIEE TN TERS, M FOSHERNNEER.,
WebSocket i BRE ik E 51 [0 2 P in X EUE . W SFWebSocket Y BIBRSZ BN A WebSocket BRSE . A3GE
T RABIN BN BT ASMA O W %375 18] W% A BWebSocket iR 55,

AR FH

o EBIBASMILA, BMARIE, BESREIEASMELI,

o EBIBACKER:, BRI, BER0IEKubemetestt EEEE,

o RMEBEEIASMIA, BARIE, WS ANNEEEIASMELI,

o EMEBEAOMXKRS . BEIRE, BELAMALOMERES,

o EEPEMAEIASMEIHIMER D, BFIRE, BSNEE N HZIASMELI,

o EOIEASMIEI, BIRAANBIWIR, BIWRFIEMIR, BARIE, BSROIEASMELA,

TB—: PE RGN
1. @idkubect UEIEERE, BINMRIE, BB EiTkubect | T BiEiEeEst,
2. FEUTAHE, BIEZ N tomadodIYAMLI {4,

\}b
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HEEE- BTN OMXIEEMERWe
s i bSocket fRE

apiVersion: vl
kind: Service
metadata:
name: tornado
labels:
app: tornado

service: tornado

spec:
ports:
- port: 8888
name: http
selector:

app: tornado
apiVersion: apps/vl
kind: Deployment
metadata:
name: tornado
spec:
replicas: 1
selector:
matchLabels:
app: tornado
version: vl
template:
metadata:

labels:
app: tornado
version: vl

spec:

containers:

- name: tornado
image: hiroakis/tornado-websocket-example
imagePullPolicy: IfNotPresent
ports:

- containerPort: 8888

3. fITAT®S, tli#EtomadofiifA,

kubectl apply -f tornado.yaml

SR REBHAN

1. BRASMIZEIE,

2. EEMSHE, EERFSMIE > MISEE,

3. MR EERNE, WIFRENIS, REXLFANSRAEREINPRLEERE,
4. BIRMXHN ,

i ERMBIFERALZMNSHEEEREEE > WX, RAEELANRELLFERYAMLEIE,
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i. REWA=EAdefault, BUTREEHZNAED, BHEIE.

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: tornado-gateway
spec:
selector:

istio: ingressgateway

servers:

- port:
number: 80
name: http

protocol: HTTP

hosts:

— nxun

RE number A 80 , {EWebSocket fR5318 13 80 MU E NBI & HBIHT TPELT CPiEHE,
5. BIZEMRS .
L EMNRFEREALMSMEEFREEE > ENRS, AREaNRELLERAYAMLEIE,
i. REWAZENdefault, BUTREIEHZNAED, BHEIE.

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: tornado
spec:
hosts:
— mxn
gateways:

- tornado-gateway

http:
- match:
- uri:
prefix: /
route:
- destination:

host: tornado
weight: 100

B’E hosts A * , BREERIBEREBITLLFIIWebSocket |RE

SR=: REMAORKXH b
1. ERBRRFEEEHE.
EEFaENSHi=h, BEEE,
EERNEXTEYP, REEREHSRIE BRERGMNRES TR,
EEHEERANSHED, EERE > RS .

RS UEIRERIR Bap & = d Mistio-system, &EEistio-ingressgateway4h E s = 5 T ix 0 88089 IP
imi.u:o

vk wN
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FEBN: BiEEZAOMXARIWebSocket RS
1. EONARRRBNEI PN At //< A\ OWEHLE>,
tornado WebSocket example

WebSocket status : (20

The following table shows values by using WebSocket

No. id value No. id value No. id value
1 id1 0 4 id4 0 7 id7 0
2 id2 0 3 id 5 0 8 id8 0
3 id3 0 6 id6 0 9 id9 0

2. PRIMATAT®H S, iEKkWebSocket R% .

curl "http://<NORXMIES /api?id=8&value=300"
curl "http://<NOMXRMIUL>/api?id=5svalue=600"
curl "http://<ANOMXRMIUL>/api?id=1svalue=200"

curl "http://<ANOMXMUL>/api?id=3svalue=290"

oJAEE, MNNIEEeERWebSocket RS TIHIER K ESR, BRNHEERER .
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8.fEASM{EHWebSockettriXih
o] IR 55

WebSocket 2 FRFC 645545, BT =, isfARS S8k Z @ #HTNEE S MM, Istio Sidecar Proxyi2 it

THEMB AR ERWebSocket iy, EFR{ERBWebSocket MY MRS FE ., AN L ANATEASM {5
FAWebSocket over HTTP/1.1F0HT TP/ 21/ A B IR S .

R EH

o BEIE—PASMSLA), HEBACKERRMBIASMESIh, BRIRE, BESREIEASMELAIFNFINERZ
ASMELH

o EAmBEEFEANSdecar, BEFRME, BN A AR EFEEDEAN, KX Adefault R =B A
R

BRSSIHE

b B /=
B = HI%\

WebSocket SHTTPHMY AR, WebSocket X {EFHTTP UpgradetRsk K & /5 2 BMEE, IstioX %R
HlwebSockett#}¥, {Elstio Sidecar Proxyi2ft 7 F#E BN A A i FWebSocket Y, X FistiosZF
WebSocket thSUEHANE, BESHTTP upgrades, HTTP connection managerflProtocol Selection,

#RE]AFEASMO{&E FWebSocket over HTTP/1.1RIHTTP/2HMGH EARS, KB T :

e WebSocket over HTTP/1. 1Y : —IRIERMIME, B —MNEE, ARXAEE,

e WebSocket over HTTP/2tiY: ZENERTBNE—MEE LHTHT, ENMERESENTE, Fo%
M3 2 e EENEERT,

EEWebSocketZ= P i #l IR 55 i
1. Bidkubect| T EiEiEEERE,
2. ERZWebSocket RS i .

A3 {EFHWebSocket 1t K12t 89 Pyt honfE thWebSocket FR S5 i A4, W REBIE K WebSocket BR$S ik
NEBERE, BERESWNEER,

i. ERMUTHS, tIZwebsockets-server.yaml,
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REEE- TASM{EHWebSocket
s i VORI RS

apivVersion: vl
kind: Service
metadata:
name: websockets-server
labels:
app: websockets-server
spec:
type: ClusterIP
ports:
- port: 8080
targetPort: 80
name: http-websocket
selector:
app: websockets-server
apiVersion: apps/vl
kind: Deployment
metadata:
name: websockets-server
labels:

app: websockets-server

spec:
selector:
matchLabels:
app: websockets-server
template:
metadata:
labels:
app: websockets-server
spec:
containers:
- name: websockets-test
image: registry.cn-beijing.aliyuncs.com/aliacs-app-catalog/istio-websockets-—
test:1.0

ports:

- containerPort: 80
ii. fEdefaultdn& =8 TEEWebSocket 55 o
kubectl apply -f websockets-server.yaml -n default

3. ZpEWebSocketZ i,

A3 E AL T DockerfiletllZEWebSocket E P inEIR, websockets-client.yami3 S {EREZXEET M
FwebSocketZEFiRER, ERuJLABEENERER D,

FROM python:3.9-alpine
RUN pip3 install websockets
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i. FRAUTARS, tI#websockets-client.yaml,

apiVersion: vl
kind: Service
metadata:
name: websockets-client
labels:
app: websockets-client
spec:
type: ClusterIP
ports:
- port: 8080
targetPort: 80
name: http-websockets-client
selector:
app: websockets-client
apiVersion: apps/vl
kind: Deployment
metadata:
name: websockets-client-sleep
labels:
app: websockets-client
spec:
selector:
matchlLabels:
app: websockets-client
template:
metadata:
labels:
app: websockets-client
spec:
containers:
- name: websockets-client
image: registry.cn-beijing.aliyuncs.com/aliacs-app-catalog/istio-websockets—
client-test:1.0

command: ["sleep", "14d"]

ii. EdefaultdnZ= 8 TEREWebSocketZ i,

kubectl apply -f websockets-client.yaml -n default

{EFWebSocket over HTTP/1.1#p¥Y

{ERWebSocket ZE Pk R RFiH & X T ZMEK, Sidecar ProxyBERSE & —1WebSocket E#ZHYi5 8 H
EHEKE., Envoyi§WebSocket EEMATCPET R, FHFEREBEREEEBHTTPHEIE RSN, FLEnvoyR
SEEZEXARRZPTAEEE, HEABRSBIENTCPIBERNEATER.

1. AEFPRNERAPITHShelsn L TED.
. BREBRSEERFS,
i. ERESENSHiES, BEER.
iii. AEBIERTE D, RHEERERIRAEBRERLGNUEREITHFS.
v. AEREERAMNSMED, ERIERHE > FR4E.
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BRSZM1E W38 AR SS

v. ERFATIE EFHwebsockets-client GMIR/ES TR im, B2EHERSE: websockets-client,
vi. fIITIAT &S, FTAShellsni7E O,

kubectl exec -it -n <namespace> websockets-client-sleep... -c websockets-client --
sh

2. PITLAT <, ilWebSocket fRS3 i .

python3 -m websockets ws://websockets-server.<namespace>.svc.cluster.local:8080

AR -

Connected to ws://websockets—-server.default.svc.cluster.local:8080.

B Ahelloflword, TJPAEZIR[Ehelloflword,

> hello
< hello
> world
< world
Connection closed: 1000 (OK).
3. &&Sidecar ProxyH &,
o BFEWebSocketZ Fix#ISidecar ProxyH &,
a. EFRBRATEEBE T WebSocket EF iR AR EZR,
b. BEHERE, REA K Aistio-proxy,
AIER BEDEEERAWebSocket over HTTP/1. 112 H .
{...."upstream host":"10.208.0.105:80","bytes sent":23, "protocol":"HTTP/1.1",....
}
o BFEWebSocket fr55imHISidecar ProxyB &,
a. EABAREE HWebSocket REiH S B EZR,
b. BHEAERE, REA R Nistio-proxy,
AUEF AEDE S ERAWebSocket over HTTP/1.1HMYIE R .

{...."downstream local address":"10.208.0.105:80","upstream local address":"127.0
¥k *%:53983", "protocol":"HTTP/1.1",....}

{EFHWebSocket over HTTP/ 21X
EF1.12kAHIstiof# FHwWebSocket over HTTP/2tY, ¥R EEIE EiEZEZIWebSocket fR %8815, HiR[E]503

BiR,

MRBEZEABF1I2RANIStiOREHTTP/2H K, HARERSE, BuILUBIEBRAN S E
X h2UpgradePolicys DO_NOT_UPGRADEN /53, 4T 1.12kA K Istio o] LAIE & {& FHWebSocket over
HTTP/1.11MY,
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apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
labels:
provider: asm
name: websockets-server
spec:
host: websockets-server
trafficPolicy:
connectionPool:
http:
h2UpgradePolicy: DO NOT UPGRADE

Istio 1.128% Ak hR A& B WebSocket over HTTP/2tMY B9 /EIN T :
1. SIZBRAN,
i BRASMIZHE,
i. EEMSHE, EERSHE > HKEE,
ii. ENEERRTE, REGEENI, REIFHNSRAEREIPREEE,
v. EMBIFERELMSHEEEREEE > BREAN, AEEGUNHEEERYAMLEIE,
v. REWEZE Adefault, EFILTRBEIXAKES, AEBREHHE.

apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
labels:
provider: asm
name: websockets-server
spec:
host: websockets-server
trafficPolicy:
connectionPool:
http:
h2UpgradePolicy: UPGRADE

h2UpgradePolicy: & E 7 UPGRADE, F~J7Awebsockets-server/g BHTTP/2HMY,

2. BIZEnvoyFilter,

ZINBER T, WebSocket RZFEFHTTP/2tMY, {BEnvoyAlsz#WebSocket#EHT TP/ 2i7 LT hbE %
W, MEEZENHEBLREPoMERFZ—BHTTP/2ME . &5 LB EnvoyFilterst X B R TES Hik
B allow connect: true |, MM{EWebSocket BR &S i 78 FHT TP/ 21hSOEE
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i. BIEEENvoyIT &SRR,
a. BRASMIZEIE,
EEMSHE, EERSME > MREER,
C. EMREERNH, RIFRENIS, BEEXFNSRAEREINIREEE,
d. EMEFEBERELNSHEERES4PO > BH4mhiE.
e. EEA T IE%RIEEallow_connect Atrue R IFA R IOERE, BN ALER,
f. EEZERSHE S QS DIEIFSIDECAR_INBOUND, BEEHET—%,
9. MABIRER, EREESEEHE.
ii. #pETIERE .
a. EMZFBEREANSHAZEZEB 4 D0 > Envoyid IBRER .,
b. fEEnvoyid IR ER TE T BT BERRRAMRES TR EER .
C BEBETFRBRE, BHEETFRBHE.

d. EEETEREHPENTERESZ D@ Adefault, TEREEE ADeployment, EX
43 X I8 B drwebsockets-served2E S T4 E, BEHIE.

BETEREE, ASMEBEFEEEnvoyiTiEsE, Envoyid RSt IYAMLA AW T :

=

apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: h2-upgrade-wss
labels:
asm-system: 'true'
provider: asm
spec:
workloadSelector:
labels:
app: websockets-server
configPatches:
- applyTo: NETWORK FILTER
match:
context: SIDECAR INBOUND
Proxy:
proxyVersion: '~I\.*.*!
listener:
filterChain:
filter:
name: "envoy.filters.network.http connection manager"
patch:
operation: MERGE
value:
typed config:
'@type': type.googleapis.com/envoy.extensions.filters.network.http con
nection manager.v3.HttpConnectionManager
http2 protocol options:

allow connect: true

3. ITLT &<, himwWebSocket RS,
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python3 -m websockets ws://websockets-server.<namespace>.svc.cluster.local:8080

AR -

Connected to ws://websockets-server.default.svc.cluster.local:8080.

W Ahelloflword, TTPAEZIIRE helloflword,

> hello
< hello
> world
< world
Connection closed: 1000 (OK).
4. &Z&Sidecar ProxyBH7E.,
o B ZEWebSocket & FifHSidecar ProxyH &,
a. EAEF/AHATEE T WebSocketZEF i B 2FE R,
b. BEAERE, REA SR Nistio-proxy,
IUER AEDESERWebSocket over HTTP/1.1HMYIER, HARFiHEAEIEREANE
HTTP/ 1.1,

{...."authority":"websockets-server.default.svc.cluster.local:8080", "upstream ser
vice time":null, "protocol":"HTTP/1.1",....}

o BEWebSocket fr55imHSidecar ProxyH &,
a. ER[/ATH P FWebSocket REinS2_E .
b. BHEAERE, REA R Nistio-proxy,

o UER HEFEEFEAWebSocket over HTTP/2MYIE R, iHBEWebSocket iR 55 i BUIE IR B9
MNEERFHZAHTTP/2,

{...."method":"GET", "upstream local address":"127.0.**.**:34477",6 "protocol":"HTTP
J2%5 0000

R DE =

o JEIT A\ O XIia Mg wWebSocket lR 5%
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REEIE- EASMO{E A VirtualService

R 55 A& BDelegatest

9. fEASMh{E AVirtualServicey
DelegategE

BidVirtualServiceE X MM EY, MREBNVRSBEIRSMRS, ABCHNRSVESRSBEHAN, 2F
FEHP— DR ABVirtualServicef9aIz, ASMS|INT Delegatedll, ARSI HMAUETHRS, BEEH
MM EZEAHRERIE, AXABookinfofRZ A%, BRI S VirtualService E X Bookinf o 55 692
M,

GBS 3as

o ERIEASMLA, BFEME, BSROIEASMELY),

@ 88 ASMSLEIMA V] .8.6.4-g814070f e-aliyunsi E M R,

ERZACKER, BARME, BB ALEKubemetesitEREE:,
INNEEBFBIASMSES), BAREE, BSRANEEEIASMELS],
EMEAOMXRS . BEEE, B2 ENRES,
EEENAZEASMLFIR SR D, BIKRIE, BB NEE A ZASMELA),

=13 —
S55ER

ERSMEASME, @EigVirtualServiceE XBEHMN, BEREXHTRS LHSHITH . LIREHATE
th, SBREP—PEABVitualServiced R, RS HEBRAREEELIXMVirtualService LN, &8 FH
RAERLEVRSEAEHT PR, BARENRINBEES., TOUNMUESER, S OHEFEERETH
RS, EEFWAENRSHE.

ASME S B VirtualService5| N\ 7 Delegate#l &, {ERRSHIEEHMU T HEB/EE—VirtualServiced , #&T]
A VirtualServicedf 9 R E Virt ualService¥1 FVirtualService, FVirtualServiceE X TIREHEHN, F
VirtualServiceE X TIREZ B M E#MA ., EVirtualService I EBRFA— 437, FVirtualService RS 43
FHTHY, TURKBRERSERANTETRANG, RERSEIIHEMARNKE,

ERER

o ASMAZ#E¥tDelegateit{THRE, RAIFEEVitualServicei&EDelegate&#, FlaN=EVirtualServiceF(
FVirtualService#Bi% & T Delegates#{, MizFEVirtualServiceFFVirtualService EAR=4EK,

e FVirtualServiceBJHT TPMatchRequest A E VirtualServicefI F&, ENSKE DS, HTTPRoutel A S E
o

o ZiFVirtualServicetJRoutefIRedirect A= B, A TJLAi§EDelegate, FVirtualServicefJHostshA
=, FVirtualServiced9 i MM F E VirtualService B B R FL & FF.,

FERE—: REMXHAN

1. BRASMIZFIA,
EEMNSHAE, EERFSMNE > MIEEE,
EMFEERERA, RAGERENSIS, REIANSRAEREIPRELTER.
EMBFERALZMNSHEEZREEE > WX, RAEEANRELTERYAMLEIZ,
EEFWATE, FEUTRESEHEXXAED, BHAIE., AXUdefaultm B =B RE,

oA wnN
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B S EASME A VirtualService
B Delegateft

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: bookinfo-gateway
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 80
name: http
protocol: HTTP

hosts:

— nxkun

BE nuer A 80 , fEBoOKINfORRSSIEITBOM CIHEIIE NS & HAHT TPIESE,
SR REFEMURS

1. BRASMIZEIS,

EEMSHE, EFRSME > NIBER,

EMEEENH, RISGRENTY, REXANSRAERENPETER,
EMEFEERNHEZUSHEEEREEE > EURS, AREANNEELERHYAMLEIRE,
ERREZE, FRUTREEFIXAES, BHEIE., AKX Udefaultin B =B AH,

UTHBCIEZ T Vs-150vs-280 delegate , Efvs-1ERIBERDIUTAEE /log A BEIHIEIBookinfofR
%, Vs2ERERDWMIAEE / F#eipinBookinfofRE

.U"P.W!\’

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: bookinfo
namespace: default
spec:
gateways:
- bookinfo-gateway
hosts:
- %1
http:
- delegate:
name: vs-1
namespace: nsl
match:
- uri:
prefix: /log
- delegate:
name: vs-2
namespace: nsl
match:
- uri:

prefix: /

delegate THISHER:
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WEEE - FASMD{EAVirtualService
R BDelegat et

o name: delegatefy&¥R.

o namespace: delegatefIGFEZ =g,

TR=: REFEURS

1. BRASMIEHIE,

EEMSHAE, EERSMNE > MISEE,

EMFEEERE, KAGFRENSIS, REIFANSRAEREINPRLTER.
EMBEFFERAENSHEEEREER > EURS, AREANRERLERYAMLEIZ,
EEWATE, FEUTRSEHEXAED, BHEYE. AXUns1GmBZ =B RE,

.U"PE”'.\’

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: vs-1
namespace: nsl
spec:
http:
- match:
- uri:
exact: /login
- uri:
exact: /logout
route:
- destination:
host: productpage.default.svc.cluster.local
port:
number: 9080

o metadata: 5=VirtualServicefdelegateZ#{RF—2, BT 4 Edelegates#, AKX 5vs-1
Bdelegate2#—3, FREIEVs-1fdelegateS#],

o match: iﬁﬁi%*ﬂ{]tﬂg%1¢o ZKK'\&E uri 7*] exact: /login *[] exact: /logout , %H_?EI
DA RF0Z H Bookinf o fRSS .

6. EEWT LIRS R, EEHEZE, FBUTREEFNEXAMMES, BHEIE.

> MAYRRA: 20220617 .


https://servicemesh.console.aliyun.com

REEIE- EASMP{E A VirtualService -
#Delegateft BRSS MIAE

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: vs-2
namespace: nsl
spec:
http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
prefix: /api/vl/products
route:
- destination:
host: productpage.default.svc.cluster.local
port:
number: 9080

o metadata: S5ZVirtualServicefidelegate2#{RF—2, B T4 Edelegates#, KX 5vs-2
Bdelegate2#—®, FREIEVs-2fdelegate,
o match: REFEROTIEFEM. AREBEKRFLAE
& /productpage. /static, /api/v1/products&#{,
SEM: FKENASMK X i it
1. BRERBSEEEH A,
ERHIEENSHED, REEEH,
AEHNENET, REAGERSMAEBREHANERETITHFS.
AEHEERNANSHEESD, EENE > RS,
EBRSS TUE TR ER IR B B = 18] Mistio-system, EFistio-ingressgatewaydh &8 i s 7l T if 0 7 80MT P
ik,
ZERWIE

TEN R BRI N\ http.//<ASMPEREHE>/productpage, BRATRE., HEBERTE
B /productpage Z#ihIBookinfofR$ES I, Blvs-289VirtualServiceil& LI .

vk wN

The Comedy of Errors

Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and
mistaken identity, in addition to puns and word play.

Book Details Book Reviews
Type: " * 2
paperback An extremely entertaining play by Shakespeare. The slapstick humour is
Pages: refreshing!
g0 Reviewer1
Publisher:
PublisherA * Kk ok k
Language:
English
ISBN-10: Absolutely fun and entertaining. The play lacks thematic depth when compared
1234567890 to other plays by Shakespeare.
ISBN-13:
123-1234567890 Reviewer2
* K K Kk X
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REEHE EASMOP{E A Virt ualService

R 55 A& BDelegatest S

BEA FAKNSIgnin, EREMNEEMAKSZIE, ZHBookinfofR%., ERMTRE, #EAZFBookinfo
R AIN, FRvs-189VirtualServicel® B,

The Comedy of Errors

Summary: Wikipedia Summary: The Gomedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and mistaken identity,
in addition to puns and word play.

Book Details Book Reviews
Type: & 3 2
paperback An extremely entertaining play by Shakespeare. The slapstick humour is refreshing!
Pages: — Reviewer1
i * %k Kk
Publisher:
PublisherA
Language: S0 .
English Absolutely fun and entertaining. The play lacks thematic depth when compared to
ISBN-10: other plays by Shakespeare.
1234567890 = Raawers
ISBN-13:
* Kk kK

123-1234567890
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MEEE- EHASMAIH RN AE BR S5 A&

10.{E FHASMZK It fR 57 Th g€

EXREHET, BEREERESERABERAAE, HHAXSHR, SEEMNMIBER K., ASMIZH
TAMRRINEE, TIEXIMXAMBSHTRERS, RRFRIPRFENEN, RN BT FHASMA IR
IngE,

RN

o EEIEASMIH], BASMIAIZRFEUTERK:
o MREFERNRASMEAR (FWIR) , ERASMEAR (FWER) Av1.11.5308 A ERA, XFFH
RASMELBIRI BRI, BBRTTRASMELA,

o MEEERMNRASMIREIR, ASMIREIRIXZ#FIstioRE R NEEAMIRRINEE, BEERASMIRERA
V198 A ERRAR, REIstioRAFSEMMMRANE, XFRILIstioRAE E A IRRIN AL B4R
€, 12 M Enabling Rate Limits using Envoy,

o MINEBEIASMGI, BRRE, BSAMNEEZASMEL,
o EMBEANOMXERS. BIEE, BEER i*?]l])\[lﬂ?éﬂliﬂo
° ﬁIJLBookinfoHEixiFﬂNginx E{N*{’E, BENIENHEIASMELE, AR3EBookinfoEfEEdefaultipZ
2218, ¥BNginxEREEfoomZ R
o FRUTHECIZEASMMX, E{Nmﬂf BEAMAOMEARS . AIEASMM X EBZE fEistio-system
wREEE,

\}b

apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:

name: bookinfo-gateway

namespace: default
spec:

selector:

istio: ingressgateway
servers:
- hosts:

- bf2.example.com

port:
name: http
number: 80

protocol: http

o FRAMUTABCIREMRS. BAEHEME, BBREEEURS.
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BRS5 PR A% MEEE- FHASMAIMRITIAE

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: bookinfo
namespace: default
spec:
gateways:
- bookinfo-gateway
hosts:
- bf2.example.com
http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/vl/products
name: productpage-route-namel
route:
- destination:
host: productpage
port:
number: 9080
- match:
- uri:
prefix: /nginx
name: nginx-route-namel
rewrite:
uri: /
route:
- destination:
host: nginx.foo.svc.cluster.local
port:
number: 80

o REMEMETR., BAEME, BSMhey,

ASMLocalRateLimiterElHRX B EN B
ASMJEIZ CRD ASMLocalRateLimitersEM A MR RN EBARNEE, BELESpeciRMNT:

FR E3id) i8R EEWBMR
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https://github.com/rakyll/hey

MEEE-(FHASMAM R RIEE R 55 M4%
FE e i) 1488 =EWMR
BE—1MHES MR, 18
BE MR BC B £ R — R 4%
EMPodEVM, IFEEER
workloadSelector map<string, string> HSEE R ERBREN Yes
REMETE, ESE
B, {58 wWorkload
Selector,
isGateway bool ZIANA  false No
s i =2 =
configs LocalRateLimiterConfig([] AURARE, CRES Yes
LocalRateLimiterConfigiE = &
FE £ 1488 =EYMR
name string BERAREENZR. No
match RatelimitMatch UGS Lo No
limit Limit Config [RREHEES. No
RatelimitMatch/g 2 &
FEB E3i) 1488 =EYMR
vhost VirtualHostMatch VirtualHost ILER 44, No
Limit Config/g 2 ER
FE Eid) A =EBMN
SHEEF R BN, )
I ) W seconds: 1 T
fill_interval Duration No
# nanos: 1000
nanos&RAFD
Lota int LHEHE, DALY, No
q #lgn: 1000,
VirtualHostMatch/g =2 &
FE et} A =EYMN
) CEEH) VirtulHost &
name string No
R,
port int A BRI O, No
76 > MH4RRA: 20220617
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BR5S MI4& REEE. FEASMAME I AL

FEB il 188 EEWR
AY \E\ N \|
route RouteMatch iﬁg%’z\zﬁ*?ﬁﬂﬂﬁiﬂ'}ﬁ% No
RouteMatch/E 2 &
FE il 188 =B WM

EEEANERER, X

name_match string M VirtualService No

THBEREHER,

R pE
header_match HeaderMatcher(] g;ﬁ;g%;f?ﬁheader, No
HeaderMatcherE =&
FER B3] 488 EBRR
name string header&#R, No
regex_match string IENFR IUAD No
exact_match string FEHRICELD No
prefix_match string AIILES, MAfFAFFSGHE No
- 1TtEe,
\ /4 [y

suffix_match string {E??&IEEE, UK No

1TIuEe,

MEBREA true , M

NS ¢
present_match bool AEihiZheader valuet No
BREBE, RFEZEheader

FERNT,

EIANA false , MR
invert_match bool REN true , MIEN No
LEREERNR.

&Y R
ASMZR 1 PRRIN BEE B FASMM X AR B ARSE (GEANT Sidecar)

@ B FESRESROESIME, SIS T,

=N R
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https://aliware-images.oss-cn-hangzhou.aliyuncs.com/ASM/Istio%25E8%25B5%2584%25E6%25BA%2590%25E5%25AE%2589%25E8%25A3%2585%25E5%258C%2585/localratelimit-demo.zip

TREEIE- (& FHASMA IR 1) 88 BRSS MAE

A ABookinf oFINginx A BN A M AR FSRAREMERF R, NginGBMEZBEfoomB=iE, BF
QA'LIEBEIMLE’H:FF/BIQ

Reviews-v1

.
Reviews-v2 m

ok ko

@ python”

/productpage |

Requests

-

Reviews-v3
Aok

/nginx

Requests

ZESIEY
ST, NRBADLBTRAR, B THRSHEES.

{ERkubect GEIZEASM, BRIRME, iE& NiEidkubectiZizAsvsngl, REFERAUTRES, QI
ASMLocalRateLimiter,

D F&E WUTEBPH linite.quota RETENMELSFIER, EMAEENPLE, test1iZBH
X RZM SRS IRFEEN A0 * quota, ERETEHRESIANY, EENMBHERHE.,
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https://help.aliyun.com/document_detail/150496.html#task-2390744

BRSSMI#E MEEE- EHASMAH RN AE

apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMLocalRateLimiter
metadata:

name: for-api-test

namespace: default
spec:

workloadSelector:

labels:
app: istio-ingressgateway

isGateway: true

configs:
- match:
vhost:
name: "www.examplel.com"  ## ¥RgatewayHIE T Z P hostidB, EEEF—IEIA,
port: 80
route:
name match: "testl" ##VirtualServiceﬂgﬁiﬁaﬁq:iﬂ'ﬁirouteﬁ'ﬂname,gvirtualServiceﬂ%
HEEE T &E M nanchEEH, MWAREK.
limit:

fill interval:
seconds: 1
quota: 10
- match:
vhost:
name: "www.example2.com"
port: 80
route:
name match: "testl"
limit:
fill interval:
seconds: 1
quota: 100

e workloadSelector: AT EELERBIPodsl B, A AT FEASMLocalRatelimitefETFMX, KB A
Istio-ingressgateway.,

e isGateway: RRMEATMX, ARFIREN true,
o fillinterval Fiseconds: < HEEZREE,
e quota: SRR,
A& Eseconds 7, quota 700, £R1sHEMI00MNSkE, BIMETIsHEZSLE100MER,

P 9& Bﬂumiﬁ 5{7515']
HE—: NEMEOEERBTAN

3F bf2.example.com:80 IX/PVirtualHost FEY productpage-route-namel IEHIRERARESR, F5H

i8] productpage-route-namel &M T/ productpage. /static. /login. /logoutiE Q&G Z R FHRER
.,

. fERkubect BEEASM, BRRE, iBSMiE T kubect BEZASMELA) ,
2. BJ&ASMLocalRateLimiter,
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MEERE- [EHASMAM R #E BR S5 A&

i. ERAUTASR, tIZasmlocalratelimiter-test-gw.yami,

apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMLocalRateLimiter
metadata:
name: ingressgateway
namespace: istio-system
spec:
workloadSelector:
labels:
app: istio-ingressgateway
isGateway: true
configs:
- limit:
fill interval:
seconds: 1
quota: 10
match:
vhost:
name: bf2.example.com
port: 80
route:
name match: productpage-route-namel ## EZBMHEEMvirtualService Firoute

name—glo

ii. ITLUATHE, BlIEZASMLocalRatelimiter,

kubectl apply -f asmlocalratelimiter-test-gw.yaml
3. HheyTE#HTUT®HS, HEFERENRE,
hey -host bf2.example.com -c 10 -n 100000 http://<ASMMIXIP>/productpage
hey -host bf2.example.com -c 10 -n 100000 http://<ASMMIXIP>/nginx

4. #1147 T <, BiEBookinfofR$Z 8 /productpagetEl,

curl -H 'host: bf2.example.com' http://<ASMMXIP>/productpage -v

FREREIE
< HTTP/1.1 429 Too Many Requests
< Content-Length: 18
< Content-Type: text/plain
< Date: Thu, 13 Jan 2022 03:03:09 GMT
< Server: istio-envoy
<

local rate limited
T LAE EiA 8 Bookinf o [RE Z B R .
5. T T &<, HiaBookinfofREZEY /nginxdED ,

curl -H 'host: bf2.example.com' http://${ASM GATEWAY IP}/nginx -v

REIERDEE4A29, HBIHEARRR.

80 > MAYRRA: 20220617



PR R mEEE(FEHASMARMERINEE

D MXESMEONEBEERAZR

% bf2.example.com:80 XvirtualHostiREIRRE R, #1587 0BookinfoflREZ T
8 /productpage. /static. /login, /logout. /ngindEO#EKEIRERE,

. {ERkubect UEZEASM, BIREB1E, T kubect iEEEASMSLH ,
2. fE#ASMLocalRateLimiter,
i. EFRAUTAZR, tI&asmlocalratelimiter-test-gw-global.yamil,

apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMLocalRateLimiter
metadata:
name: ingressgateway
namespace: istio-system
spec:
workloadSelector:
labels:
app: istio-ingressgateway
isGateway: true
configs:
- match:
vhost:
name: "bf2.example.com"
port: 80
limit:
fill interval:
seconds: 1

quota: 10
i. MITLAT®HS, BIBASMLocalRatelimiter,
kubectl apply -f asmlocalratelimiter-test-gw-global.yaml
3. heyTEGTHITUTHS, FEFEERENRE.,
hey -host bf2.example.com -c 10 -n 100000 http://${ASM GATEWAY IP}/nginx
4. ITAT S, HiaBookinfolRE 8 /ngindE0 .,
curl -H 'host: bf2.example.com' http://${ASM GATEWAY TP}/nginx -v
aJPAE R, JR[E HTTP/1.1 429 Too Many Requests , WiBAifiiEBookinfofRs3 8 /nginxdE =2 2| R
o
HR=: HWKREREESE, HiOKE

. {EAkubect EEASM, BE{R2E, Fkubect BEEEASMSLE ,
2. ITLAT®E, MRIRRE &,

kubectl delete -f asmlocalratelimiter-test-gw.yaml

kubectl delete -f asmlocalratelimiter-test-gw-global.yaml

3. ITAT®%, higBookinfofRE 89 /ngindE0 ,

curl -H 'host: bf2.example.com' http://${ASM GATEWAY IP}/nginx -v
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REEE- FHASMAM R A8

REZERPREFA29, RBIHERERR.

M AR SSBRR

MRS ETIRR, REIRS—ENBRLEBERNEHE.,

f# FAkubect EHEASM, BIRME/E, 58 MiEidkubectiEizASMEl, ABERUTRE, Bl
ASMLocalRateLimiter,

@ #8 HYNARSHTERES, ERSIERIEI, NUBEARSERBENN
quota_per_instance,

apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMLocalRateLimiter

metadata:
name: reviews-v3-local-ratelimiter
namespace: default
spec:
workloadSelector:
labels:
app: reviews

version: v3

ERSZESMIMA, TJLUBEE workLoadSelector label EXEXHIDeploymentSEE, Nl EERXE
X reviews#Iv3 R A B B BRI

Rz F BR 55 BR 7 47 = < )

@ % MARSERENEIEREMARSEAT Sidecar, HRIENARSERREEZH, BE5Y
BIRMXEXIRREE, BRXNARSRREEFERNT,

HE—: XreviewshR$ B E RN
1. fEfkubect EIEASM, BARIE, BESMEiTkubect EEZASMELA,
2. B ASMLocalRateLimiter,
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MEEE- EHASMAH R A8

i. EARAUTAZR, tI&asmlocalratelimiter-test-reviews.yaml,

apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMLocalRateLimiter
metadata:
name: reviews
namespace: default
spec:
workloadSelector:
labels:
app: reviews
configs:
- match:
vhost:
name: "*"
port: 9080
route:
header match:
- name: ":path"
prefix match: "/"
limit:
fill interval:
seconds: 1
quota: 10

P BB 24t X reviewsfR$3 6990806k 0, $A/518IE header match
BIEK,

i. T TS, tlEASMLocalRateLimiter,

kubectl apply -f asmlocalratelimiter-test-reviews.yaml

3. EheyTRBHTUT SRS, HEFEENRE.

B E LR RY, TRk

hey -host bf2.example.com -c 10 -n 100000 http://<ASMMIXIP>/productpage

4. 117U TS, &EFproductpage sidecar B,

kubectl logs -f productpage-v1-b84f8bfdd-wgxlc -c istio-proxy

TRHA -
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I}ILE %IE 1%% ASMmiﬂI BE/}IL j]

BR S5 A&

[2022-01-14T07:56:13.086Z] "GET /reviews/0 HTTP/1.1" 429 - via upstream - "-" 0 18 1 1 "
=" "hey/0.0.1" "9295da56-9a6b-9476-b662-1cbd61a82898" "reviews:9080" "10.180.0.190:9080"
outbound| 9080 |vl|reviews.default.svc.cluster.local 10.180.0.196:36702 192.168.195.113:90
80 10.180.0.196:33522 - -

[2022-01-14T07:56:13.091Z] "GET /reviews/0 HTTP/1.1" 429 - via upstream - "-" 0 18 0 0 "
-" "hey/0.0.1" "9295da56-9a6b-9476-b662-1cbd61a82898" "reviews:9080" "10.180.0.190:9080"
outbound| 9080 |vl |reviews.default.svc.cluster.local 10.180.0.196:36702 192.168.195.113:90
80 10.180.0.196:33528 - -

[2022-01-14T07:56:13.051Z] "GET /details/0 HTTP/1.1" 200 - via upstream - "-" 0 178 41 1
"-" "hey/0.0.1" "061d3542-52a7-9511-b217-7fdf%e9%aldd" "details:9080" "10.180.0.160:9080
" outbound|9080| |details.default.svc.cluster.local 10.180.0.196:58724 192.168.127.75:908
0 10.180.0.196:57754 - default

[2022-01-14T07:56:13.095Z] "GET /reviews/O HTTP/1.1" 429 - via upstream - "-" 0 18 0 0 "
-" "hey/0.0.1" "061d3542-52a7-9511-b217-7fdf9%ee9%aldd" "reviews:9080" "10.180.0.190:9080"
outbound| 9080 |vl|reviews.default.svc.cluster.local 10.180.0.196:36702 192.168.195.113:90
80 10.180.0.196:33534 - -

BILALABEIAIE reviews:9080 JREIZERDPEE429, HEAHEZ R,

HE T Xreview v3iRAE & IR AU

. {EBkubect GEIZEASM, BRIEME, BSNiEdkubect iEZASMLA,

2. BJ&ASMLocalRateLimiter,

i. EAUTAS, tlZasmlocalratelimiter-test-reviews-only-v3.yaml,

apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMLocalRateLimiter
metadata:
name: reviews
namespace: default
spec:
workloadSelector:
labels:
app: reviews
version: v3
configs:
- match:
vhost:
name: "*"
port: 9080
route:
header match:
- name: ":path"
prefix match: "/"
limit:
fill interval:
seconds: 1

quota: 10

DXJ:EEEEﬁ'X?I'EViEWSV3HE%E"]9OSOE§E‘D, %Eﬁf—t header match = UGS 'ﬁ: E@E/ﬂ::l:
BiEK,
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i. ITATE®<, BIZASMLocalRatelimiter,
kubectl apply -f asmlocalratelimiter-test-reviews-only-v3.yaml
3. HFheyTE#HTUT®HS, HFEFEENRE.,
hey -host bf2.example.com -c 10 -n 100000 http://<ASMMIXIP>/productpage
4. FITUT &S, BEreviews-vl | reviews-v2, reviews-v3siPod FSidecarfI B,

kubectl logs -f ${your-reviews-pod-name} -c istio-proxy

LA B R Breviews-v3Taccess_logHEX MIEKAIREIE 2429, reviews-v2Flreviews-v3x M iE
KEPREZIEFEH200, 1#HEE R Breviews-v3fRFSZEIRIR, reviews-viFlreviews-v2iREZRZEIRR.
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EEE FHSIBMETAINGEER
BiRK

i

;61 fEASLBIAE T L INRER RN ETR

ASMRXERBHRNERE, SMBEMXPodMSHIOERERK, BASLBERMKETLINER, BMER
BRMXPod, MBEEZRE—ENBEANEEEER, RERAERER, AXNEUAEABSIBERMAHET %
e,

B FH

o ERIEASMLE, BRANEIWRIEMR. BERME, BSREZASMELA,
o RMNEBFBIASMSLE, BAMEIE, B2 WA 2 ASMELA,

SB—: FHASLBRMTLINAE
R IR B SIS RS R M X B N EAM XA ASBRE TAMAE.
FEE M X B /S FASLBAR A T & Th g

1. BRASMIEFIE,

EEMNSHAE, EERSMNE > MIEEE,

ENRERRE, RIGRENIS, REXFANSRAEREINPREER.
C ERBFRERELMNSMHEEREASME X, AREANUREETEIE.

AR NEIEREN, REAHRPELBHIAMHE, £REIARHE TEFAHDENE, REW
XEIAE A0, EtbSHRANRE.

6. BEEmAOEIR, EFSIBRBE TS, MAEEENNE, BHAE.,

HNEBMXZHASLBLH T &I AL

1. BRASMIZEIS,

EEMEME, EERSME > MEEE,

EMEEERHE, KESRENI, REXHNSRAERIEIIRTER,

EMBFRRELMNSHMZETASMB X ,

. TEASMR X TR 2 £ B RN X B E R,

6. EMX ¥ B RS RER XS HSIBRRE TLANN 2 Bix, BPSIBRETE, A EERHE
B, BN

STB . PBERGINE
1. @Tkubect | T EiEiEeERE,

2. ERUTRECIRAttpbin.yaml,

voa W

v W
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P FEBIE EHSBRE TA IS
B mERE

apiVersion: vl
kind: ServiceAccount
metadata:

name: httpbin
apiVersion: vl
kind: Service
metadata:

name: httpbin

labels:

app: httpbin

service: httpbin

spec:
ports:
- name: http
port: 8000

targetPort: 80
selector:
app: httpbin
apiVersion: apps/vl
kind: Deployment
metadata:
name: httpbin
spec:
replicas: 1
selector:
matchLabels:
app: httpbin

version: vl

template:
metadata:

labels:
app: httpbin
version: vl

spec:

serviceAccountName: httpbin

containers:

- image: docker.io/kennethreitz/httpbin
imagePullPolicy: IfNotPresent
name: httpbin
ports:

- containerPort: 80

3. IITAT &<, EREhttpbinff,

kubectl apply —-f httpbin.yaml -n default

SER= BIEEWRSSH R XN
1. BIREMRS.
L BRASMESIA,
i EEWSHE, RERS MG > MEEE,
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iﬁfﬁﬁﬁﬁﬁsw{mﬁwwj BEbE RE W&
LEE

i

N

iii. EMEEETE, RAGERENIH, REIFNSRAERETPREER.
v. EMBEFEBFNALMNSMEERZREER > EURS, AEELGNNASSHERYAMLEIE.
v. EFHEEE, ERERBRER, BUTAIERYAMLXAETRE, RAEREEE.

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: httpbin
namespace: default
spec:
gateways:
- httpbin-gateway
hosts:
— Tk
http:
- route:

- destination:
host: httpbin
port:

number: 8000

2. BRI,
i. BRASMIZHIA,
i. EEMSHE, ERRSME > NEEHE,
iii. EMEEETE, RAGFERENIH, REIFANSHRAERETPRETER.
v. ERBFEREALMNSHEERERESE > NXAN, REEANREEEERAYAMLEZ,
v. EFHREE, ERERHRER, BUTRAIERYAMLXAETRE, RAEREEE.

apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:
name: httpbin-gateway
namespace: default
spec:
selector:

istio: ingressgateway

servers:
- hosts:
— otk
port:
name: http
number: 80

protocol: HTTP

3. WIERHEER SN,
i. ZRERASMII K, BAREME, B2 AMAOMEES,
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REEE-ERSIBAKET LIRS

BRSZM1E

/)ILE?J\%

ii. TEN SSES bt chig N Attp://<ASMFE LIS,

httpbm org @@

[ Base URL: 1 M2/ ]
A simple HTTP Request & Response Service.

Run locally: § docker run -p 80:80 kennethreitz/httpbin

BN ERE, RBAREAEERI.

TR BiIFGASLBEEMBETLIEENRR

1. RIBEFERNRIERR, REHTHRESREN T EheyB I MIRA, BEEE, BESAhey,
UTASMEERRN M BTheyhR A :
o Linux 64-bit: hey-release.s3.us-east-2.amazonaws.com/hey_linux_amd64
o Mac 64-bit: hey-release.s3.us-east-2.amazonaws.com/hey_darwin_amdé4

o Windows 64-bit : hey-release.s3.us-east-2.amazonaws.com/hey_windows_amdé4

2. FEBEASMMIX,
i BRASMIZEIE,
i. EEMSHE, EERSMAE > NBER,
ii. EMREERNE, RIFERENIH, REIANSHRAEREINPRTER,
iv. ZERMZIEERELNSHEREASMMX,
v. EASMM X HEH BN XA MRET THEEYAML,
Vi. SR XIEEIR B replicaCount IS HERN T, RAEBRTHE.

3. EEBASIBEEMET RN REREBER.
HITL TS, BL200FH K, 500001 KREHS RhttpbinkfH,

hey -c 200 -n 50000 -disable-keepalive http://{ASMBIXKIP}/

TR -

Status code distribution:
[200] 50000 responses
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REEE FHSIBMIETLINEEER
TEIRK

MER

BRSSIHE

Il

AT AEE, 50000MEREEHIRME 200851, B EH50000MEREGFAIKL), RERBREK,

MBEREEASIBRBTAINEEERT, EASMMEPod4a A, 2003 4%, 5000035 KEES
httpbin&Z .

Status code distribution:
[200] 49747 responses
Error distribution:

[253] Get "http://47.55.2xx.xx": dial tcp 47.55.2xx.xx:80: connect: connection refused

50000/ ™MERHN49747 MERIREI2000A7588, tBAR1HIR49747 MEKRITIAKT, REBDOEHIR
%
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12. REFTIRMIREZ

ASM3Z i@ 2 TrafficLabel CRDIRERERE, REREFERENZERERHIAEANITEAR . KXNBR
ERSHIRSIEHINEE,

b —
55ER

REBITRXMRERERE, BENFE—ERERTNERIT LEKNREIRE, stioETEHEEHEN AR
BETNRARE, EFHHAEE, Sidecaro] LA M BREHTLRERFIC,

ASMEIIER (BAER) BT — B TrafficLabel CRD , @ 3% CRDEREN BRI ELREBIE, IWHE
2E. TEAHEREOLRAREFTIR,

ARSI
{RASMESILAR (ZALHR) v1.10.5.400% LA ERRAKH7 B ITARATIR 08 B T BE .

WM THE R FETREITIR
FR—: #BGRIZ@AHTREITIF
Xt tn & =8 TR TR N ETREITIR,
1. BT kubect EZASMLA,

2. EAUTAZS, tl#examplel.yaml,

apiVersion: istio.alibabacloud.com/vlbetal
kind: TrafficLabel
metadata:
name: examplel
namespace: default
spec:
rules:
- labels:
- name: userdefinelabell
valueFrom:
- SgetContext (x—request-id)
- $locallabel
attachTo:
- opentracing
# RINEREIMN, EAMAER, ~HEBEX.
protocols: "*"

hosts: # RITEMBIIRS

_ nxun

e R
namespace ZCRDERBIGHEZ=E,
labels&# T name REER,
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TREFTIRFRSE B

labels&# T valueFrom

attachTo

biiipay

REE, BE:

@ 89 valueFromi S HER A & AN
s, Hlanl LB ERRMEMMget Context(x-
request-id BREURE{E, Hi@id getContextLE

KREAR A EM locallabelZE B3R BUARSE,

o getContext(x-request-id): MiiEH)_ET IR

REME.

o locallabel: NTIERHBIWSPodIRE ASM TRA

FFIC_TAG IREURE/E,

BUE N opentracing, XFRIHTTPE;GRPCIMY, EKE

SRZRERRAMNE header T,

getContext (xxx)HlocalLabelm N LS MIAFNT

o getContext(x-request-id)

getContext(x-request-id) 2N RBE LR, HBRERLREMRBN LTXRRM, Hobx-
request-idAZ RIS, 15 Trace D, REIHITraceRZERAHITrace DARE.

@ 188  getContext{X&txdSidecartEs,

SidecarB EANOME OFWMMERPRE, RETHRELENEXNE ORSBTITR.

x—asm-prefer—tag:xxx

traceld: yyy

App

.....

-t

Outbound

p4 x—asm-prefer-tag:xxx

traceld:yyy
userdefinelabell: xxx

92
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ASMEER (ZVAR) B9SidecarBRiAi B id x-asm-prefer-tag header A A O E D KEUR Etag,
#D)Jrace ID%JkeyiEiEIJJ:'FK map<traceld, tag> ':F'o %M%%%&EEE’\]&D%*N, Sidecar
21813 Trace DEH ETXmap, & E|*XEtag, NSidecar&i#x-asm-prefer-tag header (2R
IN) PAKTrafficLabel CRDE X BI#r% 4 userdefinelabell,

@ 3B UENBZERRNTraceRAN L5 RRETrace D, ELEE, B2 M Tracing,

EHXRENXgetContext R THISH, SidecarBiARAx-request-idAgTrace ID, Trace IDEEW K
Fi#{THeader propagationzf Context propagation, &Header PropagationiZitsk, NEORE
SEAEARXEBTrace ID key, Sidecar$ TLiEM  map<traceld, tag> ?"ZEUW}S‘ZE@/}%%’E«BQO
EVSNABXNETraceR%A, NTrace SDKE#E B 558 #THeader propagational Context
propagation, B E ) ARMSH Ttrace, & EEIEARMS Prometheus, NRAEFEE

TrafficLabel CRDH{E B valueFrom get Context (x-b3-traceid), E B x-b3-traceidAZipkinZ& %
B Trace header,

o locallLabel

localLabel2 MSidecaryd Rz #9 \l $3PODFRESASM_TRAFFIC_TAGHEUAR SRR, HXHOREITHR. U
TI{ERAEENTASM TRAFFIC_ TAGAH test,
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apiVersion: apps/vl
kind: Deployment
metadata:
name: productpage-vl
labels:
app: productpage
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: productpage
version: vl
template:
metadata:
annotations:
sidecar.istio.io/loglevel: debug
labels:
app: productpage
version: vl
ASM TRAFFIC TAG: test
spec:
serviceAccountName: bookinfo-productpage
containers:
- name: productpage
image: docker.io/istio/examples-bookinfo-productpage-v1l:1.16.2
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080
volumeMounts:
- name: tmp
mountPath: /tmp
volumes:
- name: tmp

emptyDir: {}

3. FUTLAT &<, ECRDAEN.
kubectl apply -f examplel.yaml
FRZ: RBIEAIHTREITIR
MNEANREZE TENARTREITIR.
1. @idkubect GEZEASMSLHI ,
2. FAUTAZE, tl#example2.yaml,
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apiVersion: istio.alibabacloud.com/vlbetal

kind: TrafficLabel
metadata:
name: example2
namespace: workshop
spec:
workloadSelector:
labels:
app: test
rules:
- labels:
- name: userdefinelabell
valueFrom:
- $locallabel
- SgetContext (x—request-id)
attachTo:
- opentracing
protocols: "*"

hosts:

— nxn

2%
namespace

labels&# T name

labels&# FvalueFrom

workloadSelector8# T Happ

attachTo

3. ITAT RS, ECRDAEN.

kubectl apply -f example2.yaml
A= BRREO#TRETIR
MEAN BB ZETENNAZEOHRTRETIR.

IR
ZCRDEWMGZ =,
FREZR,

EE, BE:

@ 8 valueFromABRER, N LEER
R M get Context (x-request -id FREUARES
8, B getContextZEFPAZASM
localLabelZ £ 3REVREE,

o getContext(x-request-id): MimE i £ TFRE
REE,

o locallabel: MNTIERAHKWSPodIRE ASM TRA
FFIC_TAG 3REVREHE.

T TERFNIRE, FIINAXHCRDRERTFTE
testin S TERE,

BUE R opentracing, I$RIHTTPEGRPCHMY, EIKE
SEZREMRAMNE header T,
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1. @idkubect GEZEASMILA

2. EAUTAZS, tl#example3.yaml,

apiVersion:
kind: TrafficLabel

metadata:

name: example3

namespace: workshop

spec:

workloadSelector:
labels:
app: test
rules:
- match:

- headers:

end-user: "jason"

uri:
prefix: "/test"
labels:

- name: userdefinelabell

valueFrom:

- $getContext (x-b3-traceid)

attachTo:
- opentracing
protocols: "*"

hosts:

— "xmn

24

namespace

workloadSelector2# T#app

match&%{ Theaders

match2#{ T prefix

labels&%{ Fname

istio.alibabacloud.com/vlbetal

IR
ZCRDEWMGZ =,

EE TERFNRES, FINAXSCRODRERFEER
app: test IREMNITERAH,

BRL, AXREBERLA jasonflFP

ERURL, RS EZEOBER, KEENT
A /testiis K URL,

REBR,

96
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2H Eiiipay

REE, BE:

@ 8 valueFromBHHER, UIEES
RIS M get Context (x-request -id FREUIR S
8, Hi@idgetContextZEFKBPARNAEM
labels£%; FvalueFrom locall abel & REUREE.
o getContext(x-request-id): MREHI_E IR
REE.
o locallabel: NTIERHBWSPodIRE AsSM TRA
FFIC_TAG IREURE/E,

attachTo BiBA opentracing, XMHTTPHGRPCHN, RIKE
SEZRERRRME header T,

3. T T @S, ECRDER.

kubectl apply -f example3.yaml

EFRERSHTIREZRH

B TrafficLabeliE X 7 iR Etr&userdefinelabell, HEUYEAtest1, test2, test3%, MEAFTEQE
DestinationRulefVirtualService, ¥R ERFERS KRB ITELE,

1. ERAUTRE, tIEexampled.yaml,
FEAUTRSEproductpagesy Atest1 | test2 . test3%4A,

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: productpage
spec:
host: productpage
subsets:
- name: testl
labels:
version: testl
- name: test2
labels:
version: test2
- name: test3
labels:

version: test3

- name: testn
labels:
version: testn
- name: base
labels:

version: base
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2. 1TLATH<S, tIEDestinationRule,

kubectl apply -f example4.yaml

3. ERAUTAZSE, tI#&examples.yaml,

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

name: example-app

namespace: default

spec:
hosts:
- example
http:
- match:
- headers:
userdefinelabell:
exact: testl
route:
- destination:
host: example
subset: testl
- match:
- headers:
userdefinelabell:
exact: test2
route:
- destination:
host: example
subset: test2
- match:
- headers:
userdefinelabell:
exact: test3
route:
- destination:
host: example
subset: test3
- route:

- destination:
host: example

subset: base

headersflsubset R E T ¥

TERERSEARNEITEAR, AlAXEmEENtest1, BRA
userdefinelabell RSN E

BHZtest VAR N TIFRARK ., SHBBNT:

L
L

B iR

headers&#{ Fuserdefinelabell MEREER,

headers&#{ TFexact MEREE.

subset AN BERIERRNAER,
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4. JITLATHS, liEVirtualService,

kubectl apply -f exampleb5.yaml

Hihig/E: f@VirtualServiceZEREA R

ETERRNIRATRSNOEE, VitualServicele BERCRBEM, oI LAERLA TR AR VirtualService
TERELN, FENRERR,

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: example-app
namespace: default
spec:
hosts:
- example
http:
- route:
- destination:
host: example
subset: S$Suserdefinelabell
fallback:
case: noinstances|noavailabled
target:
host: example

subset: vl

Ho rfallback BCE spec IEBIITR:
2 ik

D% () PRNZFSH, BUE:
® noinstances: 5Ll
case o noavailabled: J5i% LA al

® noisolationunit: JEiRHHERFIE

et KA EARRS . AXENT M5k S E STHI R T
9 B, SREEmEVIAY N TERS,

HXXHE
o ETFASME RTINS $ER RE KT
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RESEE EBITAHASK N ARTRE

=

1338 AHAS X [y

RS MA&ASMES & [ FA 75 0] F AR 55 AHAS 32 35 X3 BB B 72 BR 55 W A& P A4 Rz AR i

-

\

ALL

ThREREH

TRERES, BReNAKENN

RESETE, NTIRENANSUIAM. RN EWNGELAHAST AR LA N B TRERS

B SEH

. —DASME AR (ZAAR) SEfI,

o RNNEEBEEIASMILA,

o EMEANOMXRS.

e EAdefault FEE

o EFBAHASEZERMEWIR, BKEE, BES

BXfIfRA>=1.12.4, BRRIE,
RIKRIE, ESMRMNEREIASMLA,
BRRIE, BELANALOMAERES,

FB—: EASMDSEHAHAST I 8E

. BRASMIZEIE
EEMSHE,
CEMRERRE, REFERENSZA,
EREAGERNEA LARTRERE.
EWRREEFEREERASRIER,

RS ME > MRER.

B2 EZASMELS,

SEAEBEMEN. BAERE, BEREZNHAZEAEEDIEN,
DL FFiE oL E A vt 2R AR

BELANBRAERIESTIPRTER,

$B”: BEERMABookinfo
1. 5@iTkubect| T B iEiEEER:,
2. EERDEIEBookinfoi .,

i. ERUTRE,

# Details service
apivVersion: vl
kind: Service
metadata:
name: details
labels:
app: details
service: details
spec:
ports:
- port: 9080
name: http
selector:
app: details
apivVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-details
labels:

account: details

BI# bookinfo.yamil,
I~ RFLE, EFYAMUFARE

EPAHASTHE, AERTHE.
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apiVersion: apps/vl
kind: Deployment
metadata:
name: details-vl
labels:
app: details
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: details
version: vl
template:
metadata:
labels:
app: details
version: vl
spec:
serviceAccountName: bookinfo-details
containers:
- name: details
image: docker.io/istio/examples-bookinfo-details-v1:1.16.2
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080
securityContext:
runAsUser: 1000
# Ratings service
apivVersion: vl
kind: Service
metadata:
name: ratings
labels:
app: ratings

service: ratings

spec:
ports:
- port: 9080
name: http
selector:

app: ratings
apivVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-ratings
labels:
account: ratings
apiVersion: apps/vl
kind: Deployment
metadata:

name: ratinas-vl
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app: ratings
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: ratings
version: vl
template:
metadata:
labels:
app: ratings
version: vl

spec:

serviceAccountName: bookinfo-ratings

containers:

- name: ratings

image: docker.io/istio/examples-bookinfo-ratings-v1:1.16.2

imagePullPolicy: IfNotPresent

ports:

- containerPort:

securityContext:

runAsUser:
# Reviews service
apivVersion: vl
kind: Service
metadata:
name: reviews
labels:
app: reviews
service: reviews
spec:
ports:
- port: 9080
name: http
selector:
app: reviews
apiVersion: vl
kind: ServiceAccount

metadata:

name: bookinfo-reviews

labels:
account: reviews
apiVersion: apps/vl
kind: Deployment
metadata:
name: reviews-vl
labels:
app: reviews

version: vl
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spec:
replicas: 1
selector:
matchLabels:
app: reviews
version: vl
template:
metadata:
labels:
app: reviews
version: vl
spec:
serviceAccountName: bookinfo-reviews
containers:
- name: reviews
image: docker.io/istio/examples-bookinfo-reviews-v1:1.16.2
imagePullPolicy: IfNotPresent
env:
- name: LOG DIR
value: "/tmp/logs"
ports:
- containerPort: 9080
volumeMounts:
- name: tmp
mountPath: /tmp
- name: wlp-output
mountPath: /opt/ibm/wlp/output
securityContext:
runAsUser: 1000
volumes:
- name: wlp-output
emptyDir: {}
- name: tmp
emptyDir: {}
apiVersion: apps/vl
kind: Deployment
metadata:
name: reviews-v2
labels:
app: reviews
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: reviews
version: v2
template:
metadata:
labels:
app: reviews
version: v2

spec:
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ServiceAcCcountiName: DOOK1NIO-TreV1ewSs
containers:
- name: reviews
image: docker.io/istio/examples-bookinfo-reviews-v2:1.16.2
imagePullPolicy: IfNotPresent
env:
- name: LOG DIR
value: "/tmp/logs"
ports:
- containerPort: 9080
volumeMounts:
- name: tmp
mountPath: /tmp
- name: wlp-output
mountPath: /opt/ibm/wlp/output
securityContext:
runAsUser: 1000
volumes:
- name: wlp-output
emptyDir: {}
- name: tmp
emptyDir: {}
apiVersion: apps/vl
kind: Deployment
metadata:
name: reviews-v3
labels:
app: reviews
version: v3
spec:
replicas: 1
selector:
matchLabels:
app: reviews
version: v3
template:
metadata:
labels:
app: reviews
version: v3
spec:
serviceAccountName: bookinfo-reviews
containers:
- name: reviews
image: docker.io/istio/examples-bookinfo-reviews-v3:1.16.2
imagePullPolicy: IfNotPresent
env:
- name: LOG DIR
value: "/tmp/logs"
ports:
- containerPort: 9080
volumeMounts:
- name: tmp

mountPath: /tmp
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- name: wlp-output
mountPath: /opt/ibm/wlp/output
securityContext:
runAsUser: 1000
volumes:
- name: wlp-output
emptyDir: {}
- name: tmp
emptyDir: {}
# Productpage services
apiVersion: vl
kind: Service
metadata:
name: productpage
labels:
app: productpage

service: productpage

spec:
ports:
- port: 9080
name: http
selector:

app: productpage
apivVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-productpage
labels:
account: productpage
apiVersion: apps/vl
kind: Deployment
metadata:
name: productpage-vl
labels:
app: productpage
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: productpage
version: vl
template:
metadata:
labels:
app: productpage
version: vl
spec:
serviceAccountName: bookinfo-productpage
containers:

- name: productpage
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image: docker.io/istio/examples-bookinfo-productpage-vl:1.16.2

imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080
volumeMounts:
- name: tmp
mountPath: /tmp
securityContext:
runAsUser: 1000
volumes:
- name: tmp

emptyDir: {}

i. fFTLAT <, ¥EBookinfoN FAERE R ERE S,

@ 08 DATA PLANE KUBECONFIG FR/RASMLfIEEEEAIKubeconfigiRFEARMAIIEE,

kubectl --kubeconfig=${DATA PLANE KUBECONFIG} apply -f bookinfo.yaml

3. #EiTkubectUEZEASMSLHI,
4. FEASMR B2 [ 5% M1 AR AR 55
i. EFRAUTAS, tI&bookinfo-gateway.yam,
I~ BFLI, EEYAMUEARS
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BRSZM1E

mE S IR E I AHASYT N 3

=1
TRE

=%

=

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: bookinfo-gateway
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 80
name: http
protocol: HTTP

hosts:

— nxun

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: bookinfo
spec:
hosts:
— "xun
gateways:

- bookinfo-gateway

http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/vl/products
route:
- destination:

host: productpage
port:
number: 9080

i. ATLUATSRS, SRR EMRS .

kubectl --kubeconfig=${ASM KUBECONFIG} apply -f bookinfo-gateway.yaml

TBR=: FEAHASHIE
1. EAUTRE, tIZenvoyfiter-ahas.yaml,
I BRI, EEYAMUFARS
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apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
labels:
provider: "asm"
asm-system: "true"
name: ahas-filter
namespace: default
spec:
configPatches:
- applyTo: HTTP FILTER
match:
Proxy:
proxyVersion: "~1\\.12\\.[4-9]\\-[0-9]+"
metadata:
ASM EDITION: "Pro"
context: SIDECAR INBOUND
listener:
filterChain:
filter:
name: "envoy.filters.network.http connection manager"
subFilter:
name: "envoy.filters.http.router"
patch:
operation: INSERT BEFORE
value:
name: "com.aliyun.ahas"
- applyTo: HTTP FILTER
match:
Proxy:
proxyVersion: "~1\\.12\\.[4-9]\\-[0-9]+"
metadata:
ASM EDITION: "Pro"
context: SIDECAR OUTBOUND
listener:
filterChain:
filter:
name: "envoy.filters.network.http connection manager"
subFilter:
name: "envoy.filters.http.router"
patch:
operation: INSERT BEFORE
value:

name: "com.aliyun.ahas"

2. T TS, BIZEnvoyFilterlAFFEAHAS IR 8L,

kubectl --kubeconfig=${ASM KUBECONFIG} apply -f envoyfilter-ahas.yaml

7

3. WIEABAHASTRIZRER BRI,
i. BRASMIEFIA.
i. EEMSHEE, ERRSME > NEEHE,

108

> MAYRRA: 20220617


https://servicemesh.console.aliyun.com

T AHASKT B B TR E
2 75

MR
e
e
<t

HE% M% I)IL%

iii. EMEEETE, RAGFERENIH, REIFANSRAERETPRETER.
v. ERBFEREANSHZERAHASTHRIZ > AP .
EN AP AT UEREANRS, RBAEAHASTRIZNEEMR D

Nz FRRAF

— a . .
default_reviews-v2 'ij default_reviews-v1 \J

B\dQprs 0 PRE/FREA 0/0 JEEQPS 0 TRIZ/BREAIN 0/0

JE4QPS 0 SIS O IE4EQPS 0 Zoumnizg o

fesd 1 BN o e SETmE o

FERN: BEERTIN

ATEFMERE, ARGDPHRM—D1QPSETREMN, BIBHRRARF—RIAIE,
1. BRASMIEH&

EEMEME, EERSME > MIEEE,

EMEEERE, KEGRENI, EEXHNERAERIEIPRTER,
EMZIEBERE LN SHMAZEZAHASTRIE > MABF.

EMNARP RE S FHdefault_productpage-vINBFRH .
EEMSHMEETEOFS.

AEOFBREE T productpageZE O A LA +BF.

N oo kW N

@ e MBFEOERBRTMN, FEESLNERAN, FEESERBEAE LAN 6E

o

8. EMBEMNMFERELHQPSHENO.T, BET—H,
9. REXETANKINTA, BET—F, XERETHHE.

ERINT R ERAL A R HLN /SR EBlocked by Sentinelfi2 R A, MHIRTIIABEN ELMXBEITH,
B{RgE, BBREEWebiTH,

SRA: MARRRN

TEN SRS hi N http:/ /A OO MG}/ productpage, S BIRELRIE 2%, HEIProductpagefif, o]
VA& F Product page T E & A Blocked By Sentinel, 1588 P37 #1435,

< C 114.55. /productpage

Blocked By Sentinel

BXEME
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B S BT AHASK KT TR S
;izg bE:BUS & R TR E RE RS

HITUTHS, MEREnvoyFilter, BITIHBRAHASIR RS .

kubectl --kubeconfig=${ASM KUBECONFIG} delete envoyfilter <EnvoyFilterName>

Hd EnvoyFilterName ELEOGEDN EnvoyFilt ergd#i.
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BRS5 M4% ncySPBEMH A ZH (Beta)

14 (&K
ASMAdaptlveConcurrency,&ﬂ,

&M FH AR (Beta)

ASMAdaptiveConcurrencyBEB IR 1B EAF BIE REIBHN KA AFNH LN E, AHANEEBIRS I
SEEN, SELEK, KIARPRSHEN. KXNEN@ERASMAdaptiveConcurrencySLHl B & M H
Kz,

BT 544

o EOIRBRIRIMAIRASMES, BSLAIN1.12.4. 10 HIRA, BUNRIE, EBREIEASME,
o RNSEBBIASMSE], BUARIE, BEIAINEEH AL,

BRER

BEBAT, FERSEBLEATRENNEEIELEBHINER, NMFLEFEEMENRE, B UERRS
M ¥ B DestinationRulefit EE M HVIARTAE S, (EXEBRMAL L —MRIBEIEESEE, FWEAEEpending
requestsE, FRRSMIZHIBEFEENEZ S DB HIBMEENEBIELER, EXFNARST, HH
MEERSNAKENERRAFERN,

ASMAdaptiveConcurrencyE F B & N H & 15§l & A8 13 & B XYt Latency i & A932 8 Latency Z [E] Y
EZRR—RINTENHARHETHSAE, NMRUEESHARFINEERS IAZNEENE, B
?Eg@.ﬂﬁﬂjﬁﬂﬁﬁum'\%* (?Eﬁiﬁ*ﬂq%i&@ HTTP 503 &i 19&{.:. reached concurrency limit ) °
BT ASEAMNRTTRiH#THESBEERHIRFER/IME (min_concurrency) , BIEBERRT
AdaptiveConcurrencyfR$ /5, EIBf{EDestinationRuleNRESBHEEIRINEE, FSEMINRTTHHER EH#IE
#RYiEKBEE B Sidecarf EiIX T BE R OTBEM A INIREIZE R

SBR—: BERGINA

#BEtestserverillgotest WA, REtestserverf NIRAHBEN AFHLLES00MER, BEHLKMELNER
SRHALIE, B MERNLERER1000ms, REgotest AN —MEIR—IREELIEL200MER,

1. @idkubect | T EiEEER,

2. BiEtestserverfifA,
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i. ERUTRS, tI&testserveryam3it,
BRAEEFANS

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: testserver
name: testserver
namespace: default
spec:
replicas: 1
selector:
matchLabels:
app: testserver
template:
metadata:
creationTimestamp: null
labels:
app: testserver
spec:
containers:
- args:
- -m
- "500"
= =g
- "1000"
command :
- /usr/local/bin/limited-concurrency-http-server
image: registry.cn-hangzhou.aliyuncs.com/acs/asm-limited-concurrency-http-se
rver:v0.1l.1l-geeOb08f-aliyun
imagePullPolicy: IfNotPresent
name: testserver
ports:
- containerPort: 8080

protocol: TCP
WOLMER n BENARBEAZINHREE, -t BEBERLEENE.
i. ITLAT®HS, #BBtestserverfif,
kubectl apply -f testserver.yaml

3. ZRZtestserverfiService,
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ncySEHBEMNFH A 1ZF] (Beta)

i. EFRAUTAS, tI&testservice.yamlXi4,
BRAEEFANS

apiVersion: vl
kind: Service
metadata:
labels:
app: testserver
name: testserver
namespace: default
spec:
internalTrafficPolicy: Cluster
ipFamilies:
- IPv4
ipFamilyPolicy: SingleStack

ports:
- name: http
port: 8080

protocol: TCP
targetPort: 8080
- name: metrics
port: 15020
protocol: TCP
targetPort: 15020
selector:
app: testserver

type: ClusterIP

i. MITUATHS, EBEtestservertiService,
kubectl apply -f testservice.yaml
4. EEgotest i f,
i. ERAMUTAZR, tgotest.yamblikt,
RAEEFARNS
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apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: gotest
name: gotest
namespace: default
spec:
replicas: 0
selector:
matchLabels:
app: gotest
template:
metadata:
creationTimestamp: null
labels:
app: gotest
spec:
containers:
- args:
= =€
- "200"
= =
- "10000"
= =
- testserver:8080
command :
- /root/go-stress-testing-linux
image: xocoder/go-stress-testing-linux:v0.1l
imagePullPolicy: Always
name: gotest
resources:
limits:

cpu: 500m

ii. ITUATHS, BiEgotestiif,

kubectl apply -f gotest.yaml

$EB . flZASMAdaptiveConcurrency
1. @idkubect GEZEASMSLAI,
2. EAUTAE, BI&adaptiveconcurrency.yami,
BAEEFHANS
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apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMAdaptiveConcurrency
metadata:
name: sample-adaptive-concurrency
namespace: default
spec:
workload selector:
labels:
app: testserver
sample aggregate percentile:
value: 60
concurrency limit params:
max_concurrency limit: 500
concurrency update interval: 15s
min rtt calc params:
interval: 60s
request count: 100
jitter:
value: 15
min concurrency: 50
buffer:

value: 25

24 xE ik BEME

workload_selecto

TEfadtFas, BRIAITEREEMNT

WorkloadSelect =
; orkloadSelector . =
labels ma TIHEERRNITERZ (Pod) & =
P Labels, AFIEEI{ERE. =
sample_aggregat Percent EHEEMML, BREERZEMIEE o
e_percentile HASampleRTT& 51+, =
value int BaLE, BREH0~100, =
concurrency_limit ConcurrencyLimit R LS. =
_params Params
Tiifﬁconcurrency int RAFHERIREL, BINETO000, =
concurrency Upd -y ration BAFEIHER, HW60s, 2
ate_interval
:Sn_rtt_calc_para zlllnRTT CalcParam HEMINRTT gL EE, =
. “trip times+ EiEE, #
interval duration B#round-trip timeit HEWR, I =
120s,
. FirZ /EREIEAEITEERround- =
request_count int =

trip time, BRIAEA50,
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2H Bl P EBWE

i+ EEBround-trip timely, 1 NREAIE

REE L, #40, interval’i120s
jitter Percent B, jittera50, NiE)FEETIE S

ramdom (120, 120+ (120*

50%) ) . BRIAERN15,

iy

& # 8 round-trip timel IFH A Z,
Bt RIS H R EE, ZEN

min_concurrency int BUERN HimEFRSHESR, NmESR =
FEZHATUAURERNERIRE,
ZIANER3,

SEERENEE (BHtk) , FIINZER
buffer Percent F100ms_ETE, 10%Z25EFEIETE
B, MXMEREN10, BINER25,

17|

3. T T®%, fIEASMAdaptiveConcurrency,

kubectl apply -f adaptiveconcurrency.yaml

SB=: BHARMS Prometheusi&z

ATHHEEFENETRSEEMNER, UREFISHAM, BoILUEEIENFH & IZFIHIHEXMetrics
4 EARMS Prometheus, {#FARMS PrometheusiSin & E H & 54| 0LETIRE,

1. JEAARMS Prometheusis=, BAMEME, 1S MARMS Prometheus 4z,
2. EERPEIEServiceMonitor, {#{§ARMS Prometheut] PASKEREtest serversiiE,
i. EFRAUTASR, BI&servicemonitoryaml,
RAEEFANS

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: testserver-envoy-metrics
namespace: default
spec:
endpoints:
- interval: 5s
path: /stats/prometheus
port: metrics
namespaceSelector:
any: true
selector:
matchLabels:

app: testserver

ii. MITLATHES, tIEEServiceMonitor,

kubectl apply -f servicemonitor.yaml

$EP: KBiIFASMAdaptiveConcurrencyfBHENH LK EHIEE R
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1. & Egotest IEIARE A5,
—/gotest N A EI ARG AHE200MMEK, 5PEIARNIE A 1000™MEK,
i. BREBRSEREZEHE
i. EEFIEENSMHES, %ﬁ?%ﬁ‘:o
ii. FEHIEXTEY, BEEREHSREE BRERANRIES THIFS.
v. EERERRAENSHED, ERTERAR > ERES.
v. EERBTEIZE® B @ Adefault, FEgotest AAMIRETI TEIZEES > EFYAML,
vi. ERBYAMLIHEE R Ereplicas 5, BEHEH.
2. FEN LAY SIRBRSZARMSS N\ Dashboard, BEE&EH KR HISBHNETRS,
i. BREFRFEERHE,
i. ZFREAENSHED, REEH,
ii. FEHIEXTET, REEREHSRAE BNEHANRIES THES.
v. EEREERERANSHED, EFEHEE > Prometheusiziz
v. 7EPrometheusi5 iR TIEA LA 2 LRk B M A L R SARMS,
vi. EXBIEZTHELERRENEZR,
vii. 22N SAAZIEZgw > Import,

viii. #ZElmport via panel jsonXARETHAUTAS, Eifload,
BRAZEEFHARNSE

{
"annotations": {
"list": [
{
"builtIn": 1,
"datasource": "-- Grafana --",
"enable": true,
"hide": true,
"iconColor": "rgba (O, 211, 255, 1)",
"name": "Annotations & Alerts",

"type": "dashboard"

]
3y
"description”: "monitoring ASM Adaptive Concurrency",
"editable": true,
"gnetId": 6693,
"graphTooltip": O,
"id": 3239002,
"iteration": 1651922323976,

"links": [],
"panels": [
{
"aliasColors": {},

"bars": false,
"dashLength": 10,

"dashes": false,

R NP R 1 1 Ry o1 Pt DRV S
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ddLdsource @ rCLUSLEL 7,
"fieldConfig": {
"defaults": {
"custom": {}

}I

"overrides": []
tr
"fi11": 1,
"fillGradient": O,
"gridPos": {

"h": 8,

"w": 12,

WziWe @,

"y": 0

b
"hiddenSeries": false,
"id": 22,
"legend": {
"avg": false,
"current": false,
"max": false,
"min": false,
"show": true,
"total": false,
"values": false
b
"lines": true,
"linewidth": 1,
"nullPointMode": "null",
"options": {
"alertThreshold": true
b
"percentage": false,
"pluginVersion": "7.4.0-pre",
"pointradius": 2,
"points": false,
"renderer": "flot",
"seriesOverrides": [],
"spacelLength": 10,
"stack": false,
"steppedLine": false,
"targets": [

{

troller rq blocked{service=\"$service\", pod=\"$pod\"}",

"interval": "",
"legendFormat": "{{service}}-{{pod}}",
"queryType": "randomWalk",
"refId": "A"
}
1,
"thresholds": [],

"timeFrom": null,
"timeRegions": [],
"timeShift": null,
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"title": "RgBlocked",
"tooltip": {
"shared": true,
"sort": O,
"value type": "individual"
o
"type": "graph",
"xaxis": {
"buckets": null,
"mode": "time",
"name": null,
"show": true,
"values": []
b
"yaxes": [
{
"format": "short",
"label": null,
"logBase": 1,
"max": null,
"min": null,

"show": true

"format": "short",
"label": null,
"logBase": 1,
"max": null,
"min": null,

"show": true

J r
"yaxis": {
"align": false,

"alignLevel": null

"aliasColors": {},
"bars": false,
"dashLength": 10,
"dashes": false,
"datasource": "S$Scluster",
"fieldConfig": ({

"defaults": {

"custom": {}

s

"overrides": []
He
"fi11": 1,
"fillGradient": O,
"gridPos": {

"h": 8,

"w": 12,
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"x": 12,
"y": 0O
o
"hiddenSeries": false,
"id": 24,
"legend": {
"avg": false,
"current": false,
"max": false,
"min": false,
"show": true,
"total": false,
"values": false
b
"lines": true,
"linewidth": 1,
"nullPointMode": "null",
"options": {
"alertThreshold": true
o
"percentage": false,
"pluginvVersion": "7.4.0-pre",
"pointradius": 2,
"points": false,
"renderer": "flot",
"seriesOverrides": [],
"spacelength": 10,
"stack": false,
"steppedLine": false,
"targets": [
{

"expr": "envoy http inbound 0 0 0 0 8080 adaptive concurrency gradient con

troller burst queue size{service=\"$service\", pod=\"Spod\"}",

"format": "time series",
"interval": "",
"legendFormat": "{{service}}-{{pod}}",
"queryType": "randomWalk",
"refId": "A"
}
1,
"thresholds": [],
"timeFrom": null,
"timeRegions": [],
"timeShift": null,
"title": "HeadRoom",
"tooltip": {
"shared": true,
"sort": O,
"value type": "individual"

}l
lltype" . "graph" ,

"xaxis": {
"buckets": null,
"mode": "time",
"h;lmﬂ"' Y\'\'\.I.I

120
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3z

Il

=
LEE

&1 {# HASMAdaptiveConcurre
ncySEI BERN H & ZF (Beta)

pm— ’

"show": true,

"values": []

}l

"yaxes "

{

8 [

"format": "short",
"label": null,

"logBase": 1,

"max": null,

ml

n": null,

"show": true

"format": "short",
"label": null,
"logBase": 1,

"max": null,

ml

n": null,

"show": true

}
1,

"aniS"

g {

"align": false,

"alignLevel": null

"aliasColors": {},

"bars":

false,

"dashLength": 10,

"dashes

": false,

"datasource": "Scluster",
"fieldConfig": {
"defaults": {

"custom": {}

bo

"overrides": []

b
"£i11":

1,

"fillGradient": O,
"gridPos": {

"hH.
LLERALI
wo, o,

X

Nyt
}l

8,
12,
0,
8

"hiddenSeries": false,

"id": 2

6,

"legend": {

"avg":

false,

"current": false,

"max":

min’:

false,

false,

"show": true,
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"total": false,
"values": false
b
"lines": true,
"linewidth": 1,
"nullPointMode": "null",
"options": {
"alertThreshold": true
b
"percentage": false,
"pluginVersion": "7.4.0-pre",
"pointradius": 2,
"points": false,
"renderer": "flot",
"seriesOverrides": [],
"spacelLength": 10,
"stack": false,
"steppedLine": false,
"targets": [
{
troller concurrency limit{service=\"S$service\",pod=\"Spod\"}",
"interval": "",
"legendFormat": "{{service}}-{{pod}}",
"queryType": "randomWalk",
"refId": "A"

1,
"thresholds": [],
"timeFrom": null,
"timeRegions": [],
"timeShift": null,
"title": "ConcurrencyLimit",
"tooltip": {

"shared": true,

"sort": O,

"value type": "individual"
b
"type": "graph",

"xaxis": {
"buckets": null,
"mode": "time",

"name": null,
"show": true,
"values": []
b
"yaxes": [
{
"format": "short",
"label": null,
"logBase": 1,
"max": null,
"min": null,

"show": true
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"format": "short",
"label": null,
"logBase": 1,
"max": null,
"min": null,

"show": true

1,
"yaxis": {
"align": false,

"alignLevel": null

"aliasColors": {},
"bars": false,
"dashLength": 10,
"dashes": false,
"datasource": "S$Scluster",
"fieldConfig": {
"defaults": {
"custom": {}
b
"overrides": []
b
"£illv: 1,
"fillGradient": O,
"gridPos": {
"h": 8,
"w": 12,
"x": 12,
"y": 8
b
"hiddenSeries": false,
"id": 28,
"legend": {
"avg": false,
"current": false,
"max": false,
"min": false,
"show": true,
"total": false,
"values": false
by
"lines": true,
"linewidth": 1,
"nullPointMode": "null",
"options": {
"alertThreshold": true
b
"percentage": false,
"pluginVersion": "7.4.0-pre",

"pointradius": 2,
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"points": false,
"renderer": "flot",
"seriesOverrides": [],
"spacelength": 10,
"stack": false,
"steppedLine": false,
"targets": [

{

troller gradient{service=\"$service\",pod=\"Spod\"}",

"interval": "",
"legendFormat": "{{service}}-{{pod}}",
"queryType": "randomwWalk",
"refId": "A"
}
1,
"thresholds": [],

"timeFrom": null,
"timeRegions": [],
"timeShift": null,
"title": "Gradient",
"tooltip": {

"shared": true,

"sort": O,

"value type": "individual"
tr
"type": "graph",
"xaxis": {

"buckets": null,
"mode": "time",
"name": null,
"show": true,
"values": []
b
"yaxes": [
{
"format": "short",
"label": null,
"logBase": 1,
"max": null,
"min": null,

"show": true

"format": "short",
"label": null,
"logBase": 1,
"max": null,
"min": null,

"show": true

] r
"yaxis": {

"align": false,

124
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"alignLevel": null

"aliasColors": {1},
"bars": false,
"dashLength": 10,
"dashes": false,
"datasource": "S$Scluster",
"fieldConfig": ({
"defaults": {
"custom": {}
s
"overrides": []
s
"fill": 1,
"fillGradient": O,
"gridPos": {

"h": 8,
"w": 12,
"x": 0,
"y": 16

o
"hiddenSeries": false,
"id": 32,
"legend": {
"avg": false,
"current": false,
"max": false,
"min": false,
"show": true,
"total": false,
"values": false
by
"lines": true,
"linewidth": 1,
"nullPointMode": "null",
"options": {
"alertThreshold": true
o
"percentage": false,
"pluginVersion": "7.4.0-pre",
"pointradius": 2,
"points": false,
"renderer": "flot",
"seriesOverrides": [],
"spacelength": 10,
"stack": false,
"steppedLine": false,
"targets": [
{
troller min rtt msecs{service=\"$service\",pod=\"S$pod\"}",

"interval": "",

Ml A~vArn AT AvmAa+Te N[ Aamvcra A~l )l [ (AT
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loycuurovLinas . LIDSLVLICES ] f =1 PVUT ]
"queryType": "randomwWalk",
"]TefId" . "A"

1,
"thresholds": [],
"timeFrom": null,
"timeRegions": [],
"timeShift": null,
"title": "MinRTT (msec)",
"tooltip": {
"shared": true,
"sort": O,
"value type": "individual"
b
"type": "graph",
"xaxis": {
"buckets": null,
"mode": "time",
"name": null,
"show": true,
"values": []
o
"yaxes": [
{
"format": "ms",
"label": null,
"logBase": 1,
"max": null,
"min": null,

"show": true

"format": "short",
"label": null,
"logBase": 1,
"max": null,
"min": null,

"show": true

JI
"yaxis": {
"align": false,

"alignLevel": null

"aliasColors": {1},
"bars": false,
"dashLength": 10,
"dashes": false,
"datasource": "S$Scluster",
"fieldConfig": ({
"defaults": {

"custom": {}
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e
"overrides":
s
"fillm: 1,
"fillGradient":
"gridPos": {
Vg g,
12,
12,
16

"W
"x":
s
b
"hiddenSeries":
"id": 34,
"legend": {
"avg": false,
"current":
"max": false,

min":

false,
"show":

"total":

true,

"values":
}I
"lines":

"linewidth":

true,
1,

"nullPointMode":

"options": {

"alertThreshold":

}I

"percentage":

"pluginVersion":
2,
false,
"flot",

"pointradius":
"points":

"renderer":

"seriesOverrides":
10,

"spacelength":
"stack": false,
"steppedLine":
"targets": [

{

[]

0,

false,

false,

false,

false

"null",

true

false,

"7.4.0-pre",

[l

false,

troller sample rtt msecs{service=\"$service\",pod=\"S$pod\"}",

"interval":

"legendFormat":
"queryType"
npn

"refId":

1,

"thresholds":
"timeFrom":
"timeRegions":
"timeShift":
"title":
"tooltip": {

"shared":

wn
14

"{{service}}-{{pod}}",

: "randomWalk",

(1,
null,

1,

null,
"SampleRTT (msec) ",

true,
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"sort": O,
"value type": "individual"

b
"type": "graph",
"xaxis": {
"buckets": null,
"mode": "time",
"name": null,
"show": true,
"values": []
b
"yaxes": [
{
"format": "ms",
"label": null,
"logBase": 1,
"max": null,
"min": null,

"show": true

"format": "short",
"label": null,
"logBase": 1,
"max": null,
"min": null,
"show": true
}
1,
"yaxis": {
"align": false,

"alignLevel": null

"aliasColors": {},
"bars": false,
"dashLength": 10,
"dashes": false,
"datasource": "test-adaptive-concurrency 1217520382582089",
"fieldConfig": {

"defaults": {

"custom": {}

b

"overrides": []
s
"fillv: 1,
"fillGradient": O,
"gridPos": {

"h": 8,

"w": 12,

"x": 0,

"y": 24
s

"hiddenSeries": false.
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"id": 30,
"legend": {
"avg": false,
"current": false,
"max": false,
"min": false,
"show": true,
"total": false,
"values": false
s
"lines": true,
"linewidth": 1,
"nullPointMode": "null",
"options": {
"alertThreshold": true
s
"percentage": false,
"pluginVersion": "7.4.0-pre",
"pointradius": 2,
"points": false,
"renderer": "flot",
"seriesOverrides": [],
"spaceLength": 10,
"stack": false,
"steppedLine": false,
"targets": [
{
troller min rtt calculation active{service=\"$service\",pod=\"$pod\"}",
"interval": "",
"legendFormat": "{{service}}-{{pod}}",
"queryType": "randomWalk",
"refId": "A"

1y
"thresholds": [],
"timeFrom": null,
"timeRegions": [],
"timeShift": null,
"title": "MinRTTCalc",
"tooltip": {

"shared": true,

"sort": O,

"value type": "individual"
s
"type": "graph",

"xaxis": {
"buckets": null,
"mode": "time",

"name": null,

"show": true,

"values": []
b

"yaxes": [
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"format": "short",
"label": null,
"logBase": 1,
"max": null,
"min": null,

"show": true

"format": "short",
"label": null,
"logBase": 1,
"max": null,
"min": null,

"show": true

1,
"yaxis": {
"align": false,

"alignLevel": null

1,
"refresh": "5s",
"schemaVersion": 26,
"style": "dark",
"tags": [],
"templating": {
"list": [
{
"current": {
"selected": true,
"text": "edas120 1217520382582089",
"value": "edas120 1217520382582089"
b
"error": null,
"hide": O,
"includeAll": false,
"label": null,
"multi": false,
"name": "cluster",
"options": [1],
"query": "prometheus",
"queryValue": "",
"refresh": 1,
"regex": "",
"skipUrlSync": false,

"type": "datasource"

"allValue": null,
"current": {
"isNone": true,

"selected": false,
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"Text': "None",
"value": ""
bo
"datasource": "Scluster",
"definition": "label values(envoy http inbound 0 0 0 0 8080 adaptive concurr

ency gradient controller burst queue size,service)",
"error": null,
"hide": O,
"includeAll": false,
"label": null,

"multi": false,

"name": "service",
"options": [1],
"query": "label values(envoy http inbound 0 0 0 0 8080 adaptive concurrency

gradient controller burst queue size,service)",

"refresh": 2,

"regex": "",
"skipUrlSync": false,
"sort": 1,
"tagValuesQuery": "",
"tags": [],
"tagsQuery": "",
"type": "query",

"useTags": false

"allValue": null,

"current": {
"selected": false,
"text": "All",

"value": "$ all"
}
"datasource": "Scluster",
"definition": "label values(envoy http inbound 0 0 0 0 8080 adaptive concurr

ency gradient controller concurrency limit, pod)",
"error": null,
"hide": O,
"includeAll": true,
"label": null,

"multi": true,

"name" : "podH,
"options": [1],
"query": "label values(envoy http inbound 0 0 0 0 8080 adaptive concurrency

gradient controller concurrency limit, pod)",

"refresh": 2,

"regex": "",
"skipUrlSync": false,
"sort": O,
"tagValuesQuery": ""
"tags": [],
"tagsQuery": "",
"type": "query",

"useTags": false
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"time": {
"from": "now-15m",
"to": "now"
},
"timepicker": ({
"refresh intervals": [
"5s",
"10s",
"30s",
"Im",
"5m",
"15m",
"30m",
"1lh",
"2h",
nign
1,
"time options": [
"5m",
"15m",
"1lh",
"eh",
"12h",
"24h",
"24d",
"7d",
"304"
]
3y
"timezone": "",
"title"™: "ASM Adaptive Concurrency",
"uid": "000000084",
"version": 3

}

ix. f£0OptionsTIH £ FHimport,

@ $88 MEOptionsWEIERARUDINE, HEEFHMERALZUD, KEHEEImport,
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X. fEDashboardd it 2 &ERE, iREService Atestserver, Pod ~ALL,

RgBlocked HeadRoom
4.0 Mil 26.5
3.5 Mil
26.0 |
3.0 Mil
255
2.5 Mil
- (. |
2.0 Mil =0
1.5 Mil 245
11:00 11:05 11:10 11:00 11:05 11:10
— testserver-testserver-7dcB6d948b-2twgf — testserver-testserver-7dc86d948b-2twgf
ConcurrencyLimit Gradient
00 13
500 2
400 |
300 | | || 1.0
200 | {| I | 09
100 - { - 08
I |
0.7
11:00 11:05 1110 11:00 11:05 1110
testservertestserver-7dcB6d948b-2twgf testservertestserver-7dc86d948b-2twgf

AILEF, gotest iz Etestserverf A& T1000MER, B R2testserveriy F 44 iR &IKE 8955
K¥AES00LAR . HBA{ERAASMASMAdaptiveConcurrencydd B & M H & =4I I .
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15. & Spring Cloudﬂli%

oI LA Spring Cloud &S R A AASM, MM ol LAMER = REMBRSAEE N, AR E WS BETLE
&2, BoIE1ESpring CloudW5ARSS . AN B a{a{EBASME ESpring CloudHEiﬁlo

AR R

o CHIFEASMEI], BARIE, BSROIEASMEELI,

o COIEACKER:, BIFNRIE, 3 H',ﬁ']@i(ubernetes?%%ﬁ)iﬁﬁi
o FIMNERFIASMLAI, Bifig 1’!5, B8 MR MERFASMH,

BRER

Spring Cloud2— MR, BARBISEI, tbiiSpring Cloud Netflix, Spring Cloud Alibaba. Spring Cloud
Consul &, AREKISpring Cloud SEXF FASM RIFZOKFEEEFER T RAEMRS LI, ASMEHITIX
LR EBYSpring Cloud IRAEE ZHFFIRINT :

Spring CloudhR 7z RSB KM IR (BRBER)

Spring Cloud Alibaba MSE Nacos (fIE=_EfF=am) X5

Spring Cloud Alibaba Nacos (B#) X5

Spring Cloud Netflix Eureka BAXE, BiEANacosEMtL

Spring Cloud Consul Consul BEAXE, BiEANacosEMtL

Spring Cloud Zookeeper Zookeeper BAXYE, BICERENacosiEM gt
Demo#+4A

AR EREHSpring CloudfRSS el L& T itknacos-example T &,

Spring CloudBR 3 & ConsumerfR & M ProviderfR %, HohProviderGVIFIV2EMRA, FEEEMEINacos
FEM DL, ConsumerMNacosiER i E 2 ProviderfR &5 iib 17 R FHI9E A #E1ER, HpConsumerRE—
18080iwm A, 1RMT—"echoiEO, XNRIZIEIEERE KL Provider, HitProvidenRBIMNER, RE
BProviderfR AR [E £ R AR [E :

° Providerv1ﬁﬁ$ﬂi§ﬂechoi§$ﬁ%i&l§] Hello Nacos Discovery From v1xxx o

e Provider V2R AU FechoiE K &IR[E] Hello Nacos Discovery From v2xXxXxX o

HduREIZRD .xxx RechoZOXMHIEASEL, HluiEK/echo/worldk %% Provider v1jRA, W&

JIX[B] Hello Nacos Discovery From vliworld

j SpringCloud
'L ASM M Consumer |

™

SpringCloud Provider
Vi

A

~

SpringCloud Provider
Vi

Actor

>,
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SEB—: BLEServiceEntryflEnvoyFilter
REEEASMPEL & ServiceEntryFlEnvoyFilter, {EASMT] A& Spring CloudfR$ .
1. @idkubect BEZASMSLAI,
2. BlIEServiceEntry,
i. EFRAUTASR, tI&extemal-nacos-svc.yaml,

apiVersion: networking.istio.io/vlalpha3
kind: ServiceEntry
metadata:
name: external-nacos-svc
spec:
hosts:
- "NACOS SERVER HOST" ## BEBMAMINacos Server HOST, fl#l"mse-xxx-p.nacos-ans.
mse.aliyuncs.com"o
location: MESH EXTERNAL

ports:
- number: 8848
name: http

resolution: DNS

Hhgg48 iNacosBIBAIE D, MNEEREBEMINacos ServerBX i OEEXK, Mnumbers#thE
EXMNEK,

i. FTLAT@<, BlEServiceEntry,

kubectl apply -f external-nacos-svc.yaml

3. B EnvoyFilter,
i. FRAMUTRE, tlZextemal-envoyfilter.yamil,

apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
labels:
provider: "asm"
asm-system: "true"
name: nacos-subscribe-lua
namespace: istio-system
spec:
configPatches:
# The first patch adds the lua filter to the listener/http connection manager
- applyTo: HTTP FILTER
match:
proxy:
proxyVersion: "/A1.*"
context: SIDECAR OUTBOUND
listener:
portNumber: 8848
filterChain:
filter:
name: "envoy.filters.network.http connection manager"
subFilter:

name: "envoy.filters.http.router"
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patch:
operation: INSERT BEFORE
value: # lua filter specification
name: envoy.lua
typed config:
"@type": "type.googleapis.com/envoy.extensions.filters.http.lua.v3.Lua"
inlineCode: |
-— copyright: ASM (Alibaba Cloud ServiceMesh)
function envoy on request (request handle)

local request headers = request handle:headers ()

-— /nacos/vl/ns/instance/list?healthyOnly=false&namespaceld=public&cl
ientIP=11.122.63.8l&serviceName=DEFAULT GROUP%40%40service-provideré&udpPort=53174&en
coding=UTF-8

local path = request headers:get (":path")

if string.match (path,"”/nacos/vl/ns/instance/list") then

local servicename = string.gsub (path,".*&serviceName.-%%40 ([3$w.\\ \
\=]+)&.*","s1")

request handle:streamInfo () :dynamicMetadata () :set ("context", "reque
st.path", path)

request handle:streamInfo () :dynamicMetadata () :set ("context", "reque
st.servicename", servicename)

request handle:logInfo ("subscribe for serviceName: " .. servicename

else

request handle:streamInfo () :dynamicMetadata () :set ("context", "reque

st.path", "")
end
end
function envoy on response (response handle)
local request path = response handle:streamInfo () :dynamicMetadata() :g
et ("context") ["request.path"]
if request path == "" then
return
end
local servicename = response handle:streamInfo () :dynamicMetadata () :ge
t ("context") ["request.servicename"]
response handle:logInfo ("modified response ip to serviceName:" .. ser
vicename)
local bodyObject = response handle:body (true)
local body= bodyObject:getBytes (0,bodyObject:length())
body = string.gsub (body, "%$s+","")
body = string.gsub (body," (ip\":\") (%d+.%d+.%d+.%d+)","%$1". .servicenam
e)

response handle:body () :setBytes (body)

end

i. ITLATE@S, BIEEnvoyFilter,

kubectl apply -f external-envoyfilter.yaml

HB . EEACKEIZESpring CloudfRsS

136 > MAYRRA: 20220617



BR5S MI4& TREEIE- Z1ESpring CloudfR%

@ 8
o FAAZTEEEHTIMARE, EnvoyFiterEE LTS T ERF Deployment ZHIgIE, BELEWS
Deployment 4t FEnvoyFilterfll&, RHZERNEF#iz S Deployment,

o WRRLEESIEKubernetes Service’®E, FHEEEHCluster P,

1. @idkubect | T BiEiEEER,
2. T T®S, BI#Spring CloudfRsSs .

export NACOS ADDRESS=xxxx # xxxx/IMSESKHEHINacosiit, EilERvecAMitiL,

wget https://alibabacloudservicemesh.oss-cn-beijing.aliyuncs.com/asm-labs/springcloud/de
mo.yaml -O demo.yaml

sed -e "s/NACOS SERVER CLUSTERIP/$NACOS ADDRESS/g" demo.yaml |kubectl apply -f -

X TFeIENacos3 | BRI RFIRIE, BB MelizNacoss| %,
3. FTLAT®HS, &FESpring CloudfR%.

kubectl get pods

FRERIH -
consumer-bdd464654-3n8qg7 2/2 Running 0 25h
provider-v1-66bc67fb6d-46pgl 2/2 Running 0 25h
provider-v2-76568c45f6-85z87 2/2 Running 0 25h

SER= G RN EMRSS

1. @idkubect ZEZEASMSLA
2. BIEMXHN,
i. EFRAUTAS, tl@test-gateway.yaml,

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: test-gateway
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:

— M%n

i. ATUAT L, BIEMXAN.

kubectl apply -f test-gateway.yaml

3. BIREMARS.
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i. ERUTRS, tI&consumer.yaml,

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: consumer
spec:
hosts:
— m%n
gateways:

- test-gateway

http:
- match:
- uri:
prefix: /
route:
- destination:

host: consumer.default.svc.cluster.local
port:
number: 8080

i. ATUAT S, BIZEMRS.

kubectl apply -f consumer.yaml

TR BIFASMEEEESpring CloudfRFBAkIh

1. &E&Ingress GatewayHIPibilt,
i. BRASMIZHIA,
i. BEMSHE, EERSMAE > NBER,
ii. EMREERNE, RIFERENIH, REIFANSHRAEREINPRTER,
iv. EMBERTEANSHEREASMMX,

EASMN % A E & & Ingress Gateway KubernetesfR %5 7 FH9 Pt ,
2. T T %<, @idingress GatewayldSpring Cloud ConsumerfR$E KL iE>

curl <Ingress GatewayBJIPHit>/echo/world

TR -

Hello Nacos Discovery From vlworld
Hello Nacos Discovery From v2world
Hello Nacos Discovery From vlworld

Hello Nacos Discovery From v2world

] AE B ProviderBIATEVT . V2ERANIE #8518,
3. S B AR NF] ERS .

138 > MAYRRA: 20220617


https://servicemesh.console.aliyun.com

REEHE- &8 Spring CloudiR$%

i. EFRAUTAS, & sevice-provider.yaml,

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: service-provider
spec:
host: service-provider
subsets:
- name: vl
labels:
label: vl
- name: v2
labels:
label: v2

i. ATUAT S, BIZBEMRAN,

kubectl apply -f service-provider.yaml

i. EFRUTHZR, CI&seice-providerl.yaml,

AT EMRSE ENX T /echo/hellof)iE R E4E & B E Provider VIR AR,
V2IRAS,

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: service-provider
spec:
hosts:
- service-provider
http:
- name: "hello-v1"
match:
= W3
prefix: "/echo/hello"
route:
- destination:
host: service-provider
subset: vl
- name: "default"
route:
- destination:
host: service-provider

subset: v2
iv. ITUAT®S, BIREMRS.
kubectl apply -f service-providerl.yaml
4. LI TS, mSpring Cloud ConsumerfR$E & iss

curl <Ingress GatewayBJIPH#t>/echo/hello

Hth 554G 4% 2 F ) Provider
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TR -

Hello Nacos Discovery From vlhello

Hello Nacos Discovery From vlhello

o LAE B /echo/helloi®E R &R B B Provider VIRRA, EfiE KNS B Provider v2ER A, 1588
Spring Cloud R E4KIstioiEE, HoJUXF FEAIstio AR BHXIEEMN, EESpring Cloud RS FL

.

FAQ
AHAESRBZXYE, HCHPEHNSpringCloud IV EZ RS A EHIE?

1. BB EEFE T H X Nacosiz A Z PRSI E

2. AAZELZETIMARRE, EnvoyFilterFEA T WS TERH Deployment ZHitliE, HELWS
Deployment 5t FEnvoyFiltert|Z, &HEERNEFZ IS Deployment,

3. BERBEVSEREZEECE T Kubermnetes Service’ B, FHHATypeZB N Cluster P,
4. Nacos Client SDKIRAZE(X T 2.0 A, EANacos 2.0+ Client SDK EFGRPCHIFRSZIHE, HRIAER
EHA.
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