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XNEWMEAERAMBEIINEE. EFHIHRER. EHEETIERURRESE.
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FEE SRS,

BRER

YiN

o ANTDIEENEBRISINEIstioRRE, EiEVirtualService, Gateway, DestinationRule, EnvoyFilter,

Sidecar. ServiceEntry%,
o HitNEEARBRE, BiItAESTEZER, AR BEBSNIL=(T%5E,

B M it
ECIZASMSEAIE, BT AECIZRF MR XFED S BEMIEEITINEE, B8 RalEASM),

@ 3B BIABIERHE I LogProject TR A mesh-log-${mesh-id}, EEL7EZLogProjectthplz

ZRaudit-${mesh-id}#LogStore B F FHEEIT HE.

BEEFHIMRE

ASMRE TN EITHRE, 2RI2HETOMEE . KSBEHE T, BRIBMERE . BRBEFHEIIE,
1. BRASMEZHIA,

EEMSHE, EERSMIE > MISEE,

EMEERERE, KISFRENIS, REIFNERAEREIPREEE,

C ERBEFERRELMNSHE, BENKEEIT.

CENBETREETSANEET, ARREHE.

F) NEFEAER.
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@ HEH i ARHBITRE i EERIRE i ke ==t i iill== 2tz
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C BEET OIS, EENEIANSHREURERSES (WARE., FLiT. MRE

iR

7. BEKSEBREFETRE, EEEERSHMEIFARENFAES, SEYEE. ERXANRERS

BRENGERURBRABNGAZEASMH. NAMEBUENTSER.
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G MeshZFFIREEATIE mes-og- ORN GEEeE  EENE

) P e : (‘ CUEF(FNamespaces} T P SR Namespace; &
L fa— @)
.

Egﬁéﬂ E &ic

NREBEEEXNTAMAREITAENER, tJLUEABERSEERFAEEFENAETILR.
1. BREERSEHAE.

2. EProjectFE X1, ##EAmesh-log-${mesh-id}td B & Project,

3. EEERAaudit-${mesh-id}IAEE, RETAAFER, EENRNHITEAS,

£ audit-ccd8dcfe3dcac4...
R—] & ® @ O m

@ 88
o E/EAMEEITE, £ B Eprojectdt = BaIHRM—1E Haudit-${mesh-id}i B &
o HItHENHEERAELRERS|, BAEBKRES], URREL,

ERNEIHHEERAR W TR,
EWE—FRSHRFLR, BEREERETRAFKSID, BEEH/ .
o BE—RRNERE, EREERETRAZRE, RE&EH/9H.
o WIRARFKAMMNIRE, EEEEDPHAN NOT user.username: node NOT user.username

count NOT user.username: apiserver NOT user.username: kube-scheduler NOT user.username:

kube-controller-manager , ﬁfﬁﬁiﬁl/ﬁﬁo
BEZEEMRUTAR, BEAZ 0L,

REGE

: serviceac

EREENRELEZENREHTINGSZ, fJDUBEYASERSHSENELI, SEAFAFEE. TN
#=AL BB, EIEXWEbHOOk*DIE%uEF“UO EBBEELEN,

XFHITASHNESEB AN, BEUTIBEHEIHRRPHNENBORENHITAE:
o =BT WERATHIHMATE,

AN TRELANERETRIRE, AARTHFPERSRAXNIR[NTHS., NMREAFPHRTHIN
FEVMAHEE, ARESENRBERAAERNERSRE. RTHNGS. BEA. 4D, HiE.
BRUEBPERER,
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o EiFIETM TR,

verb : create and objectRef.subresource:exec and stage: ResponseStarted | SELECT audit

ID as "HEMHID", date format (from unixtime( time ), '$Y-3m-3%d 3T' ) as "R{EEIE", reg

exp extract ("requestURI", '(["\?]%*)/exec\?.*', 1l)as "R, regexp extract ("requestURI
"N\ 2(.*)', 1l)as "@m¥" , "responseStatus.code" as RS,

CASE

WHEN "user.username" != 'kubernetes-admin' then "user.username"

WHEN "user.username" = 'kubernetes-admin' and regexp like ("annotations.authorization.k

8s.io/reason", 'RoleBinding') then regexp extract ("annotations.authorization.k8s.io/rea
son", ' to User "(\w+)"', 1)

ELSE 'kubernetes-admin' END

as "REKRS",

CASE WHEN json array length(sourceIPs) = 1 then json format (json array get (sourcelIPs, 0
)) ELSE sourcelPs END

as "PEMBHE" 1imit 100

o FHUREXM TR,
BIEEE = v

o RfI2: APIServerA MBI KM MA SE.

EMBIBFET 2MIAE, ABLEERRRE, TEERANBEFIRMUREYER, HiHEIREE)E—
EHE (fl10k) BEAMESTF—EEHE (H1I050%) WIZMEE, HEEEENEEERAF NP
BXE. BFEFEP, 2ESRIPEER,

o EFIEM TR,

* | select ip as wiRMAE", total as "IAIEREX", round(rate * 100, 2) as "KMEs", failcCo
unt as "JEFEIAEIRER", CASE when security check ip(ip) = 1 then 'yes' else 'no' end as
"BESMEIP", ip to country(ip) as "EXR", ip to province (ip) as "#H", ip to city(ip) as
"ﬂi", ip to provider(ip) as "ZE®" from (select CASE WHEN json array length (sourcelIPs)
= 1 then json format (json array get (sourcelIPs, 0)) ELSE sourcelIPs END

as ip, count(l) as total,

sum (CASE WHEN "responseStatus.code" < 400 then 0

ELSE 1 END) * 1.0 / count(l) as rate,

count if ("responseStatus.code" = 403) as failCount

from log group by ip limit 10000) where ip to domain(ip) != 'intranet' having "ifiRlR
> 10 and "KMEe" > 50 ORDER by "iFRIREL" desc limit 100

o FHREAWM TR,
FhE — v

EEMEE

MR T BERSSLSHHF WM& iHProject, ERMABEEAMISEHITINEE, BEEEEATW
¥ E8Project

1. BRASMIEHIA,

2. EEMEME, EEFRSMNE > NIEEE.

3. M EENH, KIFRENIH, BEIHNSRAERIEIPETER,
4. EMZFBERALNSME, BHEMIEHT,
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5. EMAEEH NHERMEE I NEETPETER.
BZEHNProject BFR A L —IXProject FFREM _Ehn_EBY @R,
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2. FEASMPSTH B E X MBI

ASMIRHt Y B E XSMRIRIARSS, ERSFZEEHBERNMALNRE, UHFRAESEIRNNER
EREARSS ., AXLAhttpbinfz A%, MBI E EXIMERHER,

AR &G

o ERIEASMA, BRIEME, BESNEIZEASMELA,
o EEIBACKERE, BIRE, B8 GIEKubemetesitE MERL,
o RMEBERASMLE, BARIE, BS U FNNEE R ASMELA,

SBR—: tIBIMERRR M A

EEBDOIRIIENNAE, ZNALIIINIERIBE, A ERNRFINBERBEROATE
authz: allow K3k, FRE@ETERGFIRMALI,

1. @ dkubect| TEEZEERE,

2. ERUTRE, tlext-authz.yaml,

N, FRE

x-ext-
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# Copyright Istio Authors

H o H H FH H H H FH H H

#

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

# Example configurations for deploying ext-authz server separately in the mesh.

apiVersion: vl

kind: Service

metadata:

name: ext-authz
labels:

app: ext-authz

spec:
ports:

- name: http

port: 8000

targetPort: 8000
name: grpc
port: 9000
targetPort: 9000

selector:

app: ext-authz

apiVersion: apps/vl

kind: Deployment

metadata:

name: ext-authz

spec:

replicas: 1

selector:

matchLabels:
app: ext-authz

template:

metadata:

labels:
app: ext-authz

spec:

containers:

- image: istio/ext-authz:0.6
imagePullPolicy: IfNotPresent
name: ext-authz
ports:

- containerPort: 8000

- containerPort: 9000

> XHERRA
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3. T &S, SR PEEINEEURS .

kubectl apply -f ext-authz.yaml

A% -

service/ext-authz created

deployment.apps/ext-authz created

4. PATLAT @S, WIENAREEEIE,

kubectl logs "$ (kubectl get pod -1 app=ext-authz -n default -o jsonpath={.items..metada

ta.name})" -n default -c ext-authz

FREREIE -
2021/01/07 22:55:47 Starting HTTP server at [::]:8000
2021/01/07 22:55:47 Starting gRPC server at [::]:9000

REIVAEZER, RAIMIERS BRI,
5. 3KERext-authz i F B9 GRPCHMY iR O
i. BREFRSEERHSE,
i. EEREEENSHED, BEHERH.,
i. FEBNEXRRNET, RPEAREHERAEEREHANRET THOERS.
v. AEHEENAMNSHED, BENE > RS,
v. EIRES AEE FHext-authz,
el /2 X 48 5T LAE 2 GRPCHMY B9 3% 0 99000,

SEBR”: fIgRfNA

1. EFRUTRE, BI@httpbin.yaml,

# Copyright Istio Authors

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

M= oS S S SR S SR % %= HE %= 3

limitations under the License.
5
iiddadddddii

# httpbin service
B
EE g ddddidi

apiVersion: vl

kind: ServiceAccount

metadata:

12
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name: httpbin
apiVersion: vl
kind: Service
metadata:
name: httpbin
labels:
app: httpbin

service: httpbin

spec:
ports:

- name: http

port: 8000

targetPort: 80
selector:
app: httpbin
apiVersion: apps/vl
kind: Deployment
metadata:
name: httpbin
spec:
replicas: 1
selector:
matchLabels:
app: httpbin

version: vl

template:
metadata:

labels:
app: httpbin
version: vl

spec:

serviceAccountName: httpbin

containers:

- image: docker.io/kennethreitz/httpbin
imagePullPolicy: IfNotPresent
name: httpbin
ports:

- containerPort: 80

2. AT T <, EEHPEZEhttpbinizf,
kubectl apply -f httpbin.yaml

3. ERAUTAZE, tI@sleep.yaml,

# Copyright Istio Authors

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

.

http://www.apache.org/licenses/LICENSE-2.0

> MA4RRA: 20220114 13



RE-EASMP S B E XM R

. .

limitations under the License.

Unless required by applicable law or agreed to in writing,
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

software

FHEFHEFF AR R R R R R R A R R R R

iiddgadsaasi

# Sleep service

B

FhEF S
apiVersion: vl
kind: ServiceAccount
metadata:
name: sleep
apiVersion: vl
kind: Service
metadata:
name: sleep
labels:
app: sleep
service: sleep
spec:
ports:
- port: 80
name: http
selector:
app: sleep
apiVersion: apps/vl
kind: Deployment
metadata:
name: sleep
spec:
replicas: 1
selector:
matchLabels:
app: sleep
template:
metadata:
labels:
app: sleep
spec:
terminationGracePeriodSeconds: 0
serviceAccountName: sleep
containers:
- name: sleep
image: curlimages/curl
command: ["/bin/sleep", "3650d"]
imagePullPolicy: IfNotPresent
volumeMounts:
- mountPath: /etc/sleep/tls

name: secret-volume

14
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volumes:
- name: secret-volume
secret:
secretName: sleep-secret

optional: true

4. PITUTHS, EEHPEZsleep .

kubectl apply -f sleep.yaml

FTE=. EBIBENRS
BEERSE QNN BEEHIRSMES, ERSMETAERZEBEBTER,
1. BRASMZHE,

2. EEMSHE, EFRSNE > MISEE,

3. AMIBERNE, RESRENIY, REXFNSRAEREINPEEER,

4. EMBIFBERALNSMEERZEERE > BRUKE.

5 ARNEKRBIHELERISBENERS, RO,

6. HRIZMENTHERESH, RERHEIE.
2% iR
=2 BEMSMBRRRS B, RXIRE Mtest,
X RSN A RIMY, RIREAGRPC,

AR N ANRS I <NEZ> . <hRE
R S5Hh3E BZFR>. sve. <EBHFR> |, AREN ext-aut

hz.default.svc.cluster.local ,
BR&5 im0 BRI M AR RSIHO, ARZE 9000,

MRENRNAREZNEARE, WIAANERRSH

BB oIf, ASEBER108,

BRI : AIREARE
REECRBIURIERE B E LT REE.
1. BRASMIZEIE,
EEMSHE, EERSMIE > MIEEE,
EMBERERE, KISFRENIS, FEIFNSRAEREINPREEE,
EMBEFERELANSMREERSEERS > BIEKE.
ERRERIEELMNE.
HEEIEZNEEESH, ARRERE.

o v ok wWwN
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2H R

WEEE EERRGINASENGESE, AMRERdefault,
R BEMERKRIEEIR, AXRERtest,

£ REFPRE, AREARULES,

HfE REERMNE, AKEHNCUSTOM,

Provider Name IERIMRERARS, AXIRE Ntest,

WEEIRBEERN TERE,

TR EIREERE HAIEARREERETX, REMIGTERSE,
REZ ¥R Happ, B Ahttpbin,
RERELENONEREE,
IS RBEFX, BEEMBEREEDNZD,

e on BHIGMEREE, REBBEREBEEH S
KR path, {&/headers,

FRBRA: WIEBENXIISBENEENIN
1. TFLATH<, 1Hl8 httpbin.default:8000/ip .

kubectl exec "$ (kubectl get pod -1 app=sleep -n default -o Jjsonpath={.items..metadata.n
ame})" -c sleep -n default -- curl "http://httpbin.default:8000/ip" -s -o /dev/null -w
"S${http code}\n"

TRERI L :
200
REVAEER, HBREMALEN,
2. ﬂlf?BlTTﬁﬁé%, ﬁ$¥§ x-ext-authz: deny ﬁ%HQ§kﬂiﬁﬂ httpbin.default:8000/headers .,

kubectl exec " $(kubectl get pod -1 app=sleep -n default -o jsonpath={.items..metadata.
name})" -c sleep -ndefault -- curl "http://httpbin.default:8000/headers" -H "x-ext-auth

z: deny" -s
FUER% -
denied by ext authz for not found header ‘x-ext-authz: allow’ in the request

REIUEZER, RBAMALAENR, EEENRET.

3. ITUAT®HS, WH x-ext-authz: allow 1BK3LIHIE httpbin.default:8000/headers ,
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kubectl exec "$ (kubectl get pod -1 app=sleep -n default -o Jjsonpath={.items..metadata.n
ame})" -c sleep -n default -- curl "http://httpbin.default:8000/headers" -H "x-ext-auth

z: allow" -s

A% -

"headers": {

"AcceptW: "x/*",

"Host": "httpbin:8000",

"User-Agent": "curl/7.76.0-DEV",

"X-B3-Parentspanid": "430£770aeb7ef215",

"X-B3-Sampled": "0",

"X-B3-Spanid": "60f£95c5acdf5288",

"X-B3-Traceid": "fba72bb5765daf5a430£770aeb7e****",

"X-Envoy-Attempt-Count™: "1",

"X-Ext-Authz": "allow",

"X-Ext-Authz-Check-Result": "allowed",

"X-Forwarded-Client-Cert": "By=spiffe://cluster.local/ns/default/sa/httpbin;Hash=e5
178ee79066bfbafb1d98044£fcd0cf80db76be8714c7a4b630c7922df520bf2; Subject=\"\";URI=spiffe:
//cluster.local/ns/default/sa/sleep"

}

REIAESER, RBMLER, HEERET,

*E?ELXJ:?E%, EIW\EEIJ*»HH httpbin.default:8000/headers E‘J’, '\L%‘ qﬂ’\\ZJﬁ%ﬁ x-ext-authz:
allow ABEHIEIMIN, WEE B EXIMRIERLI,
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BRSS MIBASMEE R T FFAURIEXIE (OPA) #fF, BT OPATE SR IEEHI KBS, oI DAMEMREIN A STEL AR B
BIR R E] . ASMSZIFTEIRHIFE E X OPAKES, REHEEHIETFEER D, AXNBUDTEASME X
OPASRER LI 10) A FH B B9AR IRABALEZ 12, BLFEIFIERURL, BERLER PHITokenFiHE)fRE,

AR EG

o TOIZEASMEL|, BASMEFIAVIOZRLLEIRA, BEE, BBREIZEASMLI,
o EOIERACKERE, BRRME, BB REIEKUbemetesit EMEEE,
o RMEBERASMILE, BIARIE, BS N FNNEE R ASMELA,

%‘/%EI%\

ERBCNCFEEN—MBUIE, FRERAIE (OPA) B—NERS|Z, TfBFRENNEIERE S
E8iFnEE, OPAYERIBEEKS|E, _IL,L'ﬁ#ﬁ(HE’LR—ﬁ_ﬁB%#m_LHE% ATHRIPRBRER, BALE
P MBREHNEMER, RRAEXNERTLIE, ATHEEEN, MIRSXIOPARITAPIER, LMBERERK
EEBIEN,

Request, Event, etc.

Service

Query Decision
(any JSON value) (any JSON Value)

@ OPA

Policy Data
(Rego) (JSON)
BRIESE

$B—: SHOPAEH
1. BRASMEZEIA,
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https://help.aliyun.com/document_detail/147793.html#task-2370657
https://help.aliyun.com/document_detail/95108.html#task-skz-qwk-qfb
https://help.aliyun.com/document_detail/148231.html#task-2372122
https://www.cncf.io/
https://www.openpolicyagent.org/
https://servicemesh.console.aliyun.com
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EEMSME, BERZME > NEEHE,

EMEERRE, KISRENI, RELNSRAEREINIEEER,
EREAGRTIERETALANIIRE.

A aEIREEHNE P IEDSFAOPARKRY,

BEHE.
EEAREREIAEEOPAEHMNRSTEATE.

$B . SIEROPAKES

FEASMIZHFE B ASMOPAPOlicy IR, ZRIBSWHEXBIHIEFESER, R/FPodhOPAS|IEERIZEIR
SEINARAL T B4

ERASMEEFI & 6 2 OPASKER
1. BRASMIZEIE,
EEMSHE, EERSMIE > MISEE,
EMBEERE, KISFRENIS, REIFNSRAEREINPREEE,

o v M W N

ok wnN

EFREERDIZEED S E Hdefault, IRBEOPAKIRINEZIR, BEMEIRIRS, RESWRN
version, {EAV], BUTHBEFRIEINAER, RERETHE.,
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package istio.authz
import input.attributes.request.http as http request
allow {
roles for user(r]
required roles(r]
}
roles for user[r] {
r := user roles[user name] [ ]
}
required roles[r] {
perm := role perms([r][ ]
perm.method = http request.method
perm.path = http request.path
}

user name = parsed {

[ , encoded] := split (http request.headers.authorization,
[parsed, ] := split (base64url.decode (encoded), ":")
}
user roles = {
"guestl": ["guest"],
"adminl": ["admin"]
}
role perms = {
"guest": [

{"method": "GET", "path": "/productpage"},

1,

"admin": [
{"method": "GET", "path": "/productpage"},
{"method": "GET", "path": "/api/vl/products"},

{E Akubect &£ T8I OPAKER
1. @itkubect HEZEASMELI

2. FERUTRACIZ opa.yaml,

" ll)

20
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https://help.aliyun.com/document_detail/150496.html#task-2390744
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apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMOPAPolicy
metadata:

name: bookinfo-opa

namespace: default

spec:
workloadSelector:
labels:
version: vl
policy: |

package istio.authz
import input.attributes.request.http as http request
allow {
roles for user(r]
required roles(r]
}
roles for user[r] {
r := user roles[user name][ ]
}
required roles[r] {
perm := role perms[r][ ]
perm.method = http request.method
perm.path = http request.path
}
user name = parsed ({
[ , encoded] := split (http request.headers.authorization, " ")
[parsed, ] := split (base64url.decode (encoded), ":")
}

user roles = {

"guestl": ["guest"],
"adminl": ["admin"]
}
role perms = {
"guest": [

{"method": "GET", "path": "/productpage"},
I

"admin": [
{"method": "GET", "path": "/productpage"},
{"method": "GET", '"path": "/api/vl/products"},

1,
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@ 88
o OPAENX—"PodHJOPARKREEES, RAFHE—% default allow FE, MRS/ OPAKEE

£ F—/Pod, BENEBDEENT default allow FE, MBK default
allow —T—Eﬁ/z\%iﬁlﬂ]/u@?ﬁ%ﬂ&o

o REOPAKEREY, EILEIRERFIRIKERIVER, FAEZHHIRegoMNESHEEN ]
AR5

o OPAHITIZEMIIEZAEE—Podd, FEHH15081F9191i% 0,

o OPA PolicyEPEszki)\iﬁE default allow = false , AOILABESIRE default all
ow , ;:|)\| /EP

o spec: {F#AReqoiEEFRRNEMAIMN, XFRegoiEBENESER, 52 MRego,

o workloadSelector: 8 EiZOPAKKEL G ZSEEXNCEE, MRERRE, BIAEDEPodh 4R,
RERREMTHFERERMENPO,

o user_roles: NAFPETFAGIIR, ARG i&Equest 1fiTquestAEIR, admin1iEadminf &%
iR,

o role_perms: RERERENNIE, AiZEquest @& T LUEE /productpageihBI N, adminf
B O] L& /product pagerll /api/vi/product sl N .

3. T TS, BIZZOPARES,

kubectl apply -f opa.yaml

TER=: FAOPAKLE
#8E {5 B FiBookinf oBJASMSL ), #8INEZPodEBE AN T OPARREE,
1. #BE /R R FABookinfoEIASMSL I, 1ES I E0E [ 2 ASMELHI
2. EXHERHIstioEBRFZFIAOMX, BERE ListioZ ik,
3. REBITNARBEENOPALE,
ERARRSEEREHE.
i. ERHEENSHES, BHERH,
i. FEHNEXRNET, RPEAREHERAEEREHANRET TS,
v. AEHEENANSHED, BETERE > FR4A.
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https://www.openpolicyagent.org/docs/latest/policy-language/
https://help.aliyun.com/document_detail/149547.html#task-2375501
https://help.aliyun.com/document_detail/149548.html#task-2375721
https://cs.console.aliyun.com

e ST AT B
RS G Ze EASMqﬂﬁﬁHOPA*M_BﬂEi;}E

v. ERHRARNE, NSE=TE THIERPiEFdefault, BHEBRNABERANZR,

EARAET OB BSBBUEANT Sidecari{ 3 (istio-proxy) FIOPAKIE (opa-istio) ., #KiX
BRESIMNANSSE, BEESINBR[BESENT SidecarftEEFIOPARIE,

an E BlEE A e

e2E i

productpage

istio-proxy

opa-istio

BRI BIFFERAOPAEXLREH KRB BRI

o HITLUT®HS, tJLAERquest1#EiE Fouest@ e, FHETTLMERSH /productpagefIURLA AR, 1B
RegERSE /api/vl/product s89URL 8 R A ,

o {EA®H /productpagetURLIE R
curl -X GET http://<ANOMXIRSZEIIPHIE> /productpage --user guestl:password -I
FREREIE -
HTTP/1.1 200 OK
o {ERHH /api/v1/product sEIURLHEI R A .
curl -X GET http://<ANOMXIRSZEIPAE>/api/vl/products —--user guestl:password -I
FUERIH -

HTTP/1.1 403 Forbidden

o HMITUTHS, TJUEHadmin1 B FadminB e, FHETLERH A/ productpage
#/api/v1/product sBYURLIA 1B Rz

o {ERE A /productpagetURLFBIN A

curl -X GET http://{{ NAMXIRSHIIPHINL ) } /productpage --user adminl:password -I

FRHER A

HTTP/1.1 200 OK
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o {EREH/api/vl/productstURLE IR,

curl -X GET http://<ANOAMXIRSHIIPHIAL> /api/v1/products --user adminl:password -I
FUERIH -

HTTP/1.1 200 OK

RIBLA LR, TfAETIOPATE XA aR ISR 2 R INE,
SBH: BISEHOPAEKE
WITIUATHS, BROPAKEE,

kubectl edit asmopapolicy bookinfo-opa -n default

EiR O 4 R P 4 150PAKES, fEguest1E BT AFguestFladmint iR,
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apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMOPAPolicy
metadata:
name: bookinfo-opa
namespace: default
spec:
policy: |
package istio.authz
import input.attributes.request.http as http request
allow {
roles for user(r]
required roles(r]
}
roles for user([r] {
r := user roles[user name][ ]
}
required roles[r] {
perm := role perms[r][ ]
perm.method = http request.method
perm.path = http request.path
}

user name = parsed {

[ , encoded] := split (http request.headers.authorization, " ")
[parsed, ] := split(base64url.decode (encoded), ":")
}
user roles = {
"guestl": ["guest", "admin"],
"adminl": ["admin"]
}
role perms = {
"guest": [
{"method": "GET", "path": "/productpage"},
1,
"admin": [
{"method": "GET", "path": "/productpage"},
{"method": "GET", "path": "/api/vl/products"},

e user_roles: ARPEFAEBNIR, AMF&Equest1EBAguestFladminm &R, admin1ifEadmin
BENR,

e role_perms: IEEREHBHINIR, AFi&EquestBETILUEBIE /productpageiniBl i, adminfB&o]
PAESS /product pagefl /api/vi/product sERIN A

SR BiEHSEHROPAREBES R

HITUAT®S, TTAEE quest 12 F TadminfB &, UETILAfER /productpage®l/api/v1/productsii
rE.]F—\‘sz

o {FERUH /productpagefURLEIE) R,

curl -X GET http://<ANOMXIRSZEIIPHES /productpage --user guestl:password -I

FRHEAIH -
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HTTP/1.1 200 OK

o EEWH /api/vi/productstBURLE G R A,

curl -X GET http://<ANOMXIRSEIIPME>/api /vl /products —-user guestl:password -I

TRt -

HTTP/1.1 200 OK

ERBEHOPAKERZAI, guest1 REEERTA/productpagefJURLIGBIN A, BAREEERT
B /api/vl/productsBIURLIF B N, EFOPAKERZ /S, gquest1T]LMEAT A/ productpage
#/api/v1/productsBURLIGBIRZ A . 15 BA B A EHTOPARER AL .

=R

BE—: IWTERER

EHEWAFIERE, INEERLERPHWT Token2EolfE, RERESERIIERABEHREIRA.
A TFASMOPAPolicyiE X 7 REE D getiEkE A, BEJWT Token

E"] Role A guest , userGroup & visitor E’\]iﬁz‘tzl'ﬁ‘éiﬁfﬂProductpageﬁ_\‘zﬂijo

apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMOPAPolicy
metadata:

name: policy-jwt

namespace: default

spec:
policy: |
package istio.authz
allow {
input.attributes.request.http.method == "GET"
input.parsed path[0] == "productpage"

# set certificate 'B41BD5F462719C6D6118E673A2389"
io.jwt.verify hs256 (bearer token, "B41BDS5F462719C6D6118E673A2389")
claims.Role == "guest"
claims.userGroup == "visitor"

}

claims := payload {

[ , payload, ] := io.jwt.decode (bearer token)
}
bearer token := t {
v := input.attributes.request.http.headers.authorization

startswith(v, "Bearer ")

t := substring(v, count ("Bearer "), -1)

e input.attributes.request.http.method: BXKA%, AREHN cET

e input.parsed_path[0]: IHIEIEIR A,

e claims.Role: XHJWT Token#fTBR%, ASZRE Role A guest o

o claims.userGroup: XJJWT Tokeni#fTIR#lI, ASIKE userGroup A visitor ,
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FEARAWTIEY Role . userGroup FEXREBRHFHEHWTEZRSE,

Encoded - EN HERS Decoded

HEADER: A

eyJhbGeci0iJIUzITNiISINRS5cCI6IkpXVCJ9.ey
JuYW11IjoiZ3V1c3QxIiwiUm9sZSI6Imd1ZXNOI 1

alg": "HS5256",
iwidXNlckdyb3VwIjoidmlzaXRvciJ9. .

typ": "JWT
PAYLOAD:

name guesti

Role guest”,

VERIFY SIGNATURE

WATIA T8RS, IFiEProductpagefiif,

curl --location --request GET 'http://{ NAMXIRSZHIIPHIEARSS 1P} /productpage’ \
-—header 'Authorization: Bearer

eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCIY.eyJuYW11lIjoiZ3V1c30xIiwiUm9sZSI6ImdlZXNOIiwidXNlckdyb3
VwIjoidmlzaXRvciJ9.440nUFZwOzSWzCT7hyVfcle-uYk8byv7q BBxS10AEWcC'

TR

200

1R [E]200, iFEEHJ‘EJ‘;getiEERB’\]EEt, EJWT Tokenty Role A guest , userGroup = visitor BYiE
KipiaProductpage S AR . MNREEREIRAYWT Token, HEFBFERPAREEZWT Token, KZiRE
403, #BAIFIBProduct page M Ak,

2 XWHTTPEKRMEKAKbodyit TR &
FHT T Pis K95 kikbodyi#1TiR4%l, RAER{AEbody5WT thiJRoletBEBE R A REH AR

PAFASMOPAPolicyE X 7 REE getid RN A, BiER{Ebody#) username SWTHH] role 48
|§_|, #E_ userGroup ?‘] manager E‘]i%%‘?zl'ﬁﬁiﬁl‘ﬁjProductpagerﬁﬁﬁo
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apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMOPAPolicy
metadata:

name: policy-body

namespace: default

spec:
policy: |
package istio.authz
allow {
input.attributes.request.http.method == "GET"
input.parsed path[0] == "productpage"
io.jwt.verify hs256 (bearer token, "B41BD5F462719C6D6118E673A2389")
claims.Role == input.parsed body.username
claims.userGroup == "manager"
}
claims := payload {
[ , payload, ] := io.jwt.decode (bearer token)
}
bearer token := t {
v := input.attributes.request.http.headers.authorization

startswith(v, "Bearer ")

t := substring (v, count("Bearer "), -1)

e input.attributes.request.http.method: BEXKA%, AREN cET
e input.parsed_path[0]: IATEEIR R,

e claims.Role: XJJWT TokenitfTIRHI, ARIIRE input.parsed body.username , BE%U'\Lﬁ*ﬁSbOdyﬂl\] u

sername I—ﬁJWT thgJRoles AR [E °
e claims.userGroup: XJWT TokenitiTiE#HI, ANIXE userGroup N manager .
FEHAWTIEAY role . wuserGroup FiFEREBRBMIWTZRE,

Encoded Decoded

HEADER:

eyJhbGciOiJIUZITNiIsInR5cCI6IkpXVCJ9.ey
JuYW11IjoiZ3V1c3QxIiwiUm9sZSI6ImFkbWluI {
iwidXNlckdyb3VwIjoibWFuYWdlciJ9.

alg HS256",

typ INT

PAYLOAD:

VERIFY SIGNATURE

HITAT <, hiaProductpagefifl,

28
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curl --location --request GET 'http://{ NAMXIRSBHIIPHINL) /productpage’ \
——-header 'Authorization: Bearer eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCJ9.eyJuYW11lIjoiZ3V1c30xIi
wiUm9sZSI6IkaleuIiwidXNlckdyb3VijoibWFuYWdlciJ9.pAUvTeONHF—i5Ps—EUYYXk—hnaz—j—ZgPinJZMB
iRO" \
-—header 'Content-Type: application/json' \
--header 'Cookie: session=eyJlc2VyIjoiYWRtaW4ifQ.YRz90g.GT34 5BqlFTwGqabZk gGzZzxYQO0' \
--data-raw '{

"username":"admin",

"password" :"M12xx KN

TR

200

iR[E]200, W@ S getiERIA X, BERIKbodyt username SWTHHE role #E, FBJWT Token
B userGroup A manager BIERIGIEProductpageM AR, MREEREIRIIWT Token, HEIE
KO AEEIWT Token, B45RE403, A EIProduct pageSz LM,

== BHEZETXER
EME_NEMEREES FTXER, BE%UJWT':PE’\] username {SENWREE

E bookinfo managers ;‘ﬁp\]o

DlTASMOPAPolicyEE)‘(TRﬁtﬁﬂget%z‘?ﬂ’\lﬁﬁ, E%*ﬂ&bodyﬁ‘\] username SJWTHH] Rrole #H
|E_|, JWT':F'E(] username ﬁ,%%‘@ﬁ@,é\& bookinfo managers ;ﬁp\], userGroup ?9 manager E{ﬁ%
R &g EProduct page,

apiVersion: istio.alibabacloud.com/vlbetal
kind: ASMOPAPolicy
metadata:

name: policy-range

namespace: default

spec:
policy: |
package istio.authz
bookinfo managers = [{"name": "userl"}, {"name": "user2"}, {"name": "user3"}]
allow {
input.attributes.request.http.method == "GET"
input.parsed path[0] == "productpage"
io.jwt.verify hs256 (bearer token, "B41BD5F462719C6D6118E673A2389")
claims.Role == input.parsed body.username
claims.userGroup == "manager"
claims.username == bookinfo managers[ ].name
}
claims := payload {
[ , payload, ] := io.jwt.decode (bearer token)
}
bearer token := t {
v := input.attributes.request.http.headers.authorization

startswith(v, "Bearer ")

t := substring(v, count ("Bearer "), -1)
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e input.attributes.request.http.method: &EXA%, RKEHN ceT

e input.parsed_path[0]: IHIEIEIR

e claims.Role: XJJWT Tokenit{TPR%I, AIIRE input.parsed body.username , PR#EIERAFbodyh
username5JWT 1 fJRole ZFFE[E

o claims.userGroup: XfJWT Tokeni#t1TIR®HI, ASIKE userGroup A manager

o claims.username: XFJWT Tokeni#tfTBR%, AII&E bookinfo managers[ ].name , FRFIWTHHE use
rname %E&Z‘Zﬁ@.é\& bookinfo managers ?@Wo

ERWT TEEEXREERBEWT ERTE,
Encoded Decoded

HEADER:

eyJhbGeci0iJIUzITNiIsInR5cCI6IkpXVCJ9. ey
J1c2VybmFtZSI6InVzZXIxIiwiUm9sZSI6ImFkb { NP
WluIiwidXNlckdyb3VwIjoibWFuYWdlciJ9. ;W: m ‘

PAYLOAD:

VERIFY SIGNATURE

HITAT <, hiaproductpageif,

curl --location --request GET 'http://{ NAMXIRSBHIIPHINL) /productpage’ \
--header 'Authorization: Bearer eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCJ9.eyJlc2VybmFtZzSI6InVzzX
IxTiwiUm9sZSI6ImFkbWluliwidXNlckdyb3VwIjoibWFuYWdlciJ9.2X0Fmb96jBexLcVm 55t82Y6XveSxUAsQ1]3
ar5dI _g' \
--header 'Content-Type: application/json' \
--header 'Cookie: session=eyJlc2VyIjoiYWRtaW4ifQ.YRz90g.GT34 5BqlFTwGqabZk gGZzxYQO0' \
-—-data-raw '{

"username":"admin",

"password" :"12xkxxn

} v

AR -

200

30 > MHRRA: 20220114


https://jwt.io/

- FEASMO{EFHOPASE I AKL E

L p—

IR[E200, HIAEZgetiHBRWAR, EREbodyH) username SWTHH] RrRole HE, JWTH

B username EERMAEEE bookinfo managers BEIN., FHHJWT Tokendh

B userGroup A manager HIIEXRIFEProductpagefiFAMI. MREEREHIRAIIWT Token, FHEIEK
ARG EJWT Token, ¥E<iR[E1403, iHBAGIEProduct pagefi FH LM,

FAQ

M &EE BLPod{E FOPAKES?

OPARIHATSIZE LASidecarfI A MW Z A R[EEER—1Podh , BREBHAEPodh, HITUTHS, o
PAE BN B 7EPod LB £ EBOPAZKEE .

curl 127.0.0.1:15081/v1l/policies

WM{aI ¥ Regoid ik T ?

OPA Policy Agent BRI T LI T E, WoJLAMERZ TAXRegodm B B SR BEHATII .
HXXHE

MRRZEIEANZ Configmapft EOPAKES, #RoILASE AT X4 :

o FEASMth{EFHOPAE X MK E a4l
o TEASMISLIN A E FTOPAK B
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https://play.openpolicyagent.org/
https://help.aliyun.com/document_detail/158754.html#task-2445257
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2L FEASMDSTIWT 5 K IZA BRSS MAE

4 FEASMhSEIWTiE K IZ4Y

ERFSMIEPEEWT (JSON Web Token) EREBER, oJLAZIRIFINIE, XIRARLRFIAE, EEEA
PiERE, ZEBATINESRLEEPHACcess Token2 B 015, HEMNARESENIBR, AXNEBM
fAIFEASMO SEEWT 15 K424,

AR R

o EMRIstiofRA=1.6, FUEARZIFRequestAuthenticationIfi &g,
o EEIEEDL—PASMIELE, HHFMEDL—PDACKERRZIHID, FHESNHANNEEZIASMELS,

:IBE{-‘-IU\
RS MIEBERMINES R :
o FEIAIE: BEFNETISKA, ERAFRFSEERGSIAIL.
o EFIAIE: BEFWTERA, ERTEFRMRS ZEINEKIAILE,
AXNBHWTIERBERER AT ZIMHKFIAE, WTR—RATFRAEZEEERSERNRAESEBMN
Bo WTHIMEXBERHESIWT E 75 31,
SER—: BERORS
1. BRASMIZEIA,
EEMSHE, EERFZMNIE > NIEERE,
EMEERERE, RASFRENIS, RELFNSRAEREITIREER,
EMEEFERALNSMEREGEZE, ARECNURERELHE.

EFESETEERP, EEF/RAIRE, BRA foo , &N istio-injection:enabled , 3
TAEGTZREA foo , HEHA istio-injection

6. BFEHAE, "W foo HHBZREEIE,
7. EAMPTUATGS, BEEARAFIRS nttpbin M sleep

.U":'>.W'.\J

kubectl \

——kubeconfig "SUSER CONFIG" \

-n foo \

apply -f "$ISTIO HOME"/samples/httpbin/httpbin.yaml
kubectl \

--kubeconfig "SUSER CONFIG" \
-n foo \
apply -f "$ISTIO HOME"/samples/sleep/sleep.yaml

8. AT THEL, NMEZRAEPodMERNRAZT—EER,

kubectl --kubeconfig "SUSER CONFIG" -n foo get po
kubectl --kubeconfig "SUSER CONFIG" -n foo wait --for=condition=ready pod -1 app=httpbi
n

kubectl --kubeconfig "SUSER CONFIG" -n foo wait --for=condition=ready pod -1 app=sleep

hiTE
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https://jwt.io/
https://servicemesh.console.aliyun.com

AR 55 MIi% RE-EASMPLHYWTIHEREFR

£ sleep BEW, HEYAML, BIFEETLAEK httpbin ., WIEER http code {E/9200B0i%
KA,

sleep pod=$ (kubectl --kubeconfig "SUSER CONFIG" get pod -1 app=sleep -n foo -o jsonpath
={.items..metadata.name})
RESULT=$ (kubectl \

——kubeconfig "SUSER CONFIG" \

exec "$sleep pod" -c sleep -n foo -- curl http://httpbin.foo:8000/ip -s -o /dev/null
-w "%{http code}")
if [[ SRESULT != "200" ]]; then

echo "http code (SRESULT) should be 200"

exit
fi

SER_: SIEBENRIAIE
1. EREEERAENSHEEESEELRS > BREMNE, AEEANTALERE,
2. EHBRER, HETEEE 00, REEXMEPHNEREMMINYAMLKE,

iz X
WET(E
foo v

apiVersion: "security.istio.io/vlbetal"
kind: "RequestAuthentication"
metadata:

ETIEH t-example"

namespace: foo
spec:

selector:

matchLabels:
app: httpbin
jwtRul

— issuer: "testing@secure.istio.io"
jwks: '{ "keys":[ {"e":"AQAB","kid":"DHFbpoIUqrY8t2zpA2qXfCmr5vV05Z

jwt-example.yamlmBI a0 T
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apiVersion: "security.istio.io/vlbetal"
kind: "RequestAuthentication"
metadata:
name: "jwt-example"
namespace: foo
spec:
selector:
matchLabels:
app: httpbin
JjwtRules:
- issuer: "testing@secure.istio.io"
jwks: '{ "keys":[ {"e":"AQAB","kid":"DHFbpoIUqrY8t2zpA2gXfCmr5VO5ZEr4RzHU -envvQ","
kty":"RSA", "n" : "xAE7eB6qugXyCAG3yhh7pkDkT65pHymX-P7KEIup]£59vsdo91bSPOICE8HO7pSAGQOIMV xF
j9VswgsCg4R60tmg5PV2He 951ZdHt0OcUSDXIg pbhLdKXbi66G1VeK6ABZOUW3WY tnNHD-91gVuoeJT DwtGGcep
4ignkgXfkiEmdsw-4sfbdqdt5oLbyVpmiW6x9cfa7vs2WTfUR1CrBoUgqgBo —4WTiULmmHSGZHO]jzwa8WtrtOQGs

AFjIbno85jp6MnGGGZPYZbDAa b3y5u-YpW7ypZrvD8BgtKV]gtQgZhLAGezMtOua3DRriWnKgqTZ0BJ EyxOGuHJ
rLsn00fnMQ"} 1}

QFY:

XERYAMLSEEILAIRBE /9 : 215K nttpbin BRFE, FEE jwtrules FEXBIMA, BENIFKRL
hiNREEAccess Tokenf5 &, BBIEEH iss BVMEMNAA testinglsecure.istio.io , jwks
PEXTTokenERHEXER, HFRIBESHIWT E /5 XHE,

3. BERHE.

HMITER:

BERL P EEENACcess TokenBh IR EYAZES 4200, BNIREIRSHH401,

o JR[EAAES N 20040 T AR,

for ((i = 1; i <= 10; i++)); do
RESULT=$ (kubectl \

-—kubeconfig "SUSER CONFIG" \
exec "S$sleep pod" \
-c sleep \
-n foo \
-- curl "http://httpbin.foo:8000/headers™ \
s \
-0 /dev/null \
-w "%${http code}")

if [[ SRESULT != "200" ]]; then
echo "http code (SRESULT) should be 200"
exit
fi
done

o JREREL 401U TAR.

34
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for ((i = 1; i <= 5; i++)); do
RESULT=S$ (kubectl \
—--kubeconfig "$USER CONFIG" \
exec "$sleep pod" \
-c sleep \
-n foo \
-- curl "http://httpbin.foo0:8000/headers" \
-s \
-0 /dev/null \
-H "Authorization: Bearer invalidToken" \
-w "${http code}")

if [[ SRESULT != "401" ]]; then
echo "http code (SRESULT) should be 401"
exit
fi
done

SER= IBWTRNRE

1. EMBFRERAEZNSMEERZEERSE > RNKE, AREaNRERTHE.
2. EFEER, AT EEE oo, REEXFEPAARNKRENYAMLAS ,

i X
mETE
foo hd

security.istio.io

rationPolicy

require-jwt.yambUREI I T
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apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: require-jwt
namespace: foo
spec:
selector:
matchLabels:
app: httpbin
action: ALLOW
rules:
- from:
- source:

requestPrincipals: ["testing@secure.istio.io/testing@secure.istio.io"]

@ e
XERYAMLZIIRSREE A BK ntepoin BRSE, RBBERLTokenBilfE, & iss H{E+ /
+ sub E@ﬁﬁ (Bp source.requestPrincipals ) 5| testing@secure.istio.io/testing@secu

re.istio.io , BRWEA A aArtow .

o TOken'%_%\yu—FFﬁ'ﬂ_'\o

TOKEN="'eyJhbGci0iJSUzI1INiIsImtpZCI6IKkRIRMIwb01VcXIZOHQyenBBMNFYZkNtcjVWTzVaRXIOUnpIVV
8tZW52d1EiLCJ0eXAi0iJKV1IQifQ.eyJ1leHAiOjQ20DUSODk3MDAS ImZvbyI6ImJhciIsImlhdCI6MTUzM M4
OTcwMCwiaXNzIjoidGVzdGluZ0BzZWN1cmUuaXN0aW8uaW8iLCJzdWIiOiJ0ZXN0aWSnQHN1Y3VyZS5pc3Rpb
y5pbyJ9.CENnxWP2tcnRIgOvxyxweaF30ovQYHYZ182hAUsn21bwQd9zP7c-LS9qd vpdLG4Tnl1Al1S5NxfCipSE
TONBUo-KC9PJIqYpgGbaXhaGx7TbEAFWjcwv3nZzvc7M ZpaCERAwU7i1gUmJgqYGBYQ51vr2njUSZimyKkfDe3a
xCcyiBZde7G6dabliUosJvvKOPCKIWPccCgefS) GNfwIip3-SsFd1R7BtbVUcqR-yv-XO0xJ3UcIMIOtz3uMii
ZcyPV7sNCU4KRnemRIMHVOfuvHsU60 GhGbiSFzgPTAa9WTltbnarTbxudb YEOx12JiwYToeX0ODCPb43Wltz
IBxgm8NxUg'

o fRMTokenfll FFI7R.

echo STOKEN | cut -d '.' -f2 - | base64 --decode -

o AT okendIHIHE R T PR,

{"exp":4685989700,"foo":"bar","iat":1532389700, "iss":"testing@secure.istio.io", "sub":

"testing@secure.istio.io"}

WTERtBRM T AN TTokensE D, ERABWBINTERR,
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Encoded o s rorennene

eyJhbGci0iJSUzITNiIsImtpZCI6IKRIRMJwbO1V
cXJZOHQyenBBMnFYZkNtcjVWTzVaRXIQUnpIVV8t
ZW52d1EiLCJBeXA10iJKV1QifQ.eyJleHAIOIMTM
zczOTEXMDQsImdyb3VweyI6WyJncm91cDELILCJInc
m91cDIiXSwiaWFOIjoxNTM3MzkxMTABLCJIpc3Mi0
1JBZXN@aW5nQHN1Y3VyZS5pc3RpbySpbyIsInNjb
3B1IjpbInNjb3B1MSIsInNjb3BIMiJdLCJzdWIi0
1J0ZXN®aW5nQHN1Y3VyZS5pc3RpbySpbyJ9.EdJn
EZSH6X8hcyEii7c8H51nhgjB5dwo@7M50heC8Xz8
m01lyg--AHCFWHybM48reunF--
0GaG6IXVngCEpVFO_P5DwsUoBgpPmK1J0aKN6_pe
9sh@ZwTtdgK_RPO1PuI7kUdbOT1kuUi2A0-
qUyOm7Art2P0z036DLQ1UXvBAd7NBOqfQaKjE9Ind
aPWT7aexUsBHxmgiGbz1SyLH879f7uHYPbPK1pHU
6P9S-
DaKnGLaEchnoKnov7ajhrEhGXAQRukhDPKUHO9L3
QoPIr5IJ11EQfHYtt6IZvINUGeLUcif3wpry1R5t
BXRicx2sXMQ7LyuDremDbcNy _iE76Upg

3. BEME.
MITER:

BERLPEEEERIACcess TokendRBRESEE 7200, EREMRZTE A403,
o IREPRZES A 20000 TR,

Decoded o i pavions mo secse

HEADER: ALGORITHI & TOKEN TYPE

": "RS256",
: "DHFbpoTUqrY8t22zpA2qXfCmr5VOSZEraRzZHU_-enwva” ,
P

PAYLOAD: DATA

exp”: 3537391104,
groups”: [

1.

“group1
"group2

iat": 1537391104,

iss": "testingsecure.istio.io",

scope”: [
"scopel”,

for ((i = 1; i <= 10; i++)); do

RESULT=$ (kubectl \

—--kubeconfig "SUSER CONFIG" \

exec "$sleep pod" \

-c sleep \
-n foo \

-— curl "http://httpbin.foo0:8000/headers" \

—s \

-0 /dev/null \

-H "Authorization:
-w "%{http code}")

Bearer

if [[ SRESULT != "200" 1];
echo "http code (SRESULT) should be 200"

exit
fi

done

o JR[EIRES A40300 T AR,

for ((i = 1; i <= 10; i++)); do

RESULT=$ (kubectl \

STOKEN" \

then

—--kubeconfig "SUSER CONFIG" \

exec "$sleep pod" \

-c sleep \
-n foo \

-- curl "http://httpbin.foo0:8000/headers" \

-s \
-0 /dev/null \
-w "%${http code}")

if [[ $RESULT != "403" ]];
echo "http code (SRESULT) should be 403"

exit
fi
done

then

> MHRA: 20220114
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FRN: EMWTERBRE

 ENBEFEFRELMNSMEEEREERE > BHUERE.
. ER BRI UE 2 EHrequire-jwtiR /EFIAIYAML,
. ERENEEREMIRIUATRE,

require-jwt-group.yam¢r IR A,

when:
- key: request.auth.claims[groups]

values: ["groupl"]

AT A ZE B require-jwt-group.yamiR i,

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: require-jwt
namespace: foo
spec:
selector:
matchLabels:
app: httpbin
action: ALLOW
rules:
- from:
- source:
requestPrincipals: ["testing@secure.istio.io/testing@secure.istio.io"]
when:
- key: request.auth.claims[groups]

values: ["groupl"]

@ g

XERYAMLELIIAYSRBE 9 15K httpbin BREE, RBEEKLTokenfBBE, FE groups HIE
B &groupl, BERXEA A artow

o TOken%%\ﬂu—Fﬁﬁ'ﬂ_'\o

TOKEN GROUP='eyJhbGci0i1JSUzI1INiIsImtpZCI6IkRIRMIwb01VcXJZOHQyenBBMNEFYZkNtcjVWTzVaRXI0
UnpIVV8tZW52d1EiLCJ0eXA10iJKV1QifQ.eyJleHAIO0jMIMzczOTEXMDOs Imdyb3VweyI6Wydncm91lcDELILC
Jncm91cDIiXSwiaWF0IjoxNTM3MzkxMTAOLCIpc3MiOiJ0ZXN0aWwsSnQHN1Y3VyZS5pc3RpbySpbyIsInNjb3B
1IjpbInNjb3BIMSIsInNjb3BIMiJALCIZAWIi0iJ0ZXNOaWSnQHN1Y3VyZS5pc3Rpby5pbyJ9 . EAInEZSH6XS
hcyEii7c8H51nhgjB5dwo07M50heC8Xz8m0O11yg-—-AHCFWHybM4 8 reunF--0GaG6IXVngCEpVF0 P5DwsUoBg
pPPmK1JO0aKN6 pe9sh0ZwTtdgK RPO1PuI7kUdbOT1kuUi2A0-qUyOm7Art2P0z0o36DLQ1UXv8Ad7NBOgfQaK]j
E9ndaPWT7aexUsBHxmgiGbz1SyLH879f7uHYPOPK1pHU6P9S-DakKnGLaEchnoKnov7ajhrEhGXAQRukhDPKUH
O9L300PIr5TIJ11EQfHYtt6IZvINUGeLUcif3wprylRStBXRicx2sXMQ7LyuDremDbcNy iE76Upg"'

o fEMTokentl FErR.

echo "STOKEN GROUP" | cut -d '.' -f2 - | base64 --decode - | jg

o FEHTT okendIH S BN T AR,

38
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"exp
"gro
"g
"g
]I
"iat

"iss

": 3537391104,
ups": [
roupl",

roup2"

": 1537391104,

": "testing@secure.istio.io",

"scope": [

"s
S
1,
"sub
}

4. BEHE,
MITER:

copel",

cope2"

": "testing@secure.istio.io"

BERLPEEEERIACcess Tokend iR BRZESEE 7200, FNREMRZRTEA403,
o JREIRZSHB A 20000 F AR,

for ((
RE

if

fi

done

i=1; i <= 10; i++)); do
SULT=$ (kubectl \
-—kubeconfig "SUSER _CONFIG" \
exec "$sleep pod" \
-c sleep \
-n foo \
-— curl "http://httpbin.foo0:8000/headers" \
-s \
-0 /dev/null \
-H "Authorization: Bearer $TOKEN GROUP" \
-w "%${http code}")
[[ SRESULT != "200" ]]; then
echo "http code (SRESULT) should be 200"

exit

o JR[EIRAES A4030 T AR,

> MHRA: 202

20114
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for ((i = 1; i <= 10; i++)); do
RESULT=$ (kubectl \
-—kubeconfig "SUSER_CONFIG" \
exec "$sleep pod" \
-c sleep \
-n foo \
-— curl "http://httpbin.foo0:8000/headers" \
-s \
-0 /dev/null \
-H "Authorization: Bearer S$STOKEN" \
-w "%${http code}")

if [[ SRESULT != "403" ]]; then
echo "http code (SRESULT) should be 403"
exit
fi
done

40
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BRSSMI#E Ze-FERIIH R

5.{s5 A SEIW i 10 42 )

RTTLAfE A RAR SR BE XY AR 55 A4S th 89 TAE A R#t AT 10428 . AR BN A RAN SR BE SLI I D) =246

AR RH

SEIEASME), BRERIE, ESNOIEASMELA),
EEIERACKESR:, BMMRME, BES I EKubemetesit EMEEE,
RINEBEFASMLA, BRRIE, BESRANEEZASMELA,
EHMEAOMXRS . BEREE, BSLAMALMEES,

FB—: EACKEBhERERHIMN A
1. Adefault s ERBFAFBEFEN. BMNRE, BELEEET TG

2. BiTkubect UEZEERE, BIKRIE, BSME T kubect | T Bz,
3. ERHUTAZR, CIERZAAttpbint I YAML
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apiVersion: vl
kind: ServiceAccount
metadata:

name: httpbin
apiVersion: vl
kind: Service
metadata:

name: httpbin

labels:

app: httpbin

service: httpbin

spec:
ports:
- name: http
port: 8000

targetPort: 80
selector:
app: httpbin
apiVersion: apps/vl
kind: Deployment
metadata:
name: httpbin
spec:
replicas: 1
selector:
matchLabels:
app: httpbin

version: vl

template:
metadata:

labels:
app: httpbin
version: vl

spec:

serviceAccountName: httpbin

containers:

- image: docker.io/kennethreitz/httpbin
imagePullPolicy: IfNotPresent
name: httpbin
ports:

- containerPort: 80

4. 4TLAT <, EIZhttpbinizA .,
kubectl apply -f httpbin.yaml

5. T T @<L, RIEPOdRBIEEREIT,
kubectl get pod |grep httpbin

TR

42
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httpbin-66cdbdb6c5-vhsh6é 2/2 Running 0 11s

SR REBXRAEFKIEIP

@ $t8g  TUERRHHRREERE P HIFP:
o {FH externalTrafficPolicy: Local {%%i%*ﬁ%)ﬁﬁﬁuﬁfﬁp, EAuthorizationPolicyEP{EﬂEJ
ipBlocks IREFNEK, HEEEALT.

o {FFX-Forwarded-For HTTPARL A B IMYR BIER B B FimiRIP, #£AuthorizationPolicyd
{EF remotelIpBlocks 1REIEEEE,

1. BRASMEREIA,

AEEMNSHE, EERSMNE > IREE,

AMREERE, RESERENIA, BEIMNBMAEREINPETER,
EMBFEREAENSHMERTASMMN X

B Hingressgatewayig €5 THIYAML,

ERBERNXAEDH N externalTrafficPolicy: Local , AEBEHHE.

A S

Spec.

clusterlds:

7. EACKERTHTUTHES, AANOMXITHRBACE X BHE.,

kubectl exec -it -n istio-system <istio-ingressgateway Pod®B¥R> -- curl -X POST localhos
t:15000/1ogging?rbac=debug

8. EACKERFHITUTH S, REBERZFiKPHL,

CLIENT IP=$ (kubectl get pods -n istio-system -o name -1 istio=ingressgateway | sed 's|p

od/||" | while read -r pod; do kubectl logs "$pod" -n istio-system | grep remoteIP; don
e | tail -1 | awk -F, '{print $3}' | awk -F: '{print $2}' | sed 's/ //') && echo "SCLIE
NT IP"

FEB=": EASMDEE KB
1A B B ) S 30 ) A0 S BR S5 SLIAE = iE SR EB Tl i jal ht t pbinzZ A,
1. BFRASMIZEIE,
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2. EEMSHEE, EFRS MK > MISEE,

3. AMIBERNE, RESRENIY, REXFNSRAEREIPREER,

4. BIEZMKFN
L ENEFERALMSMEERZREEE > NXAN, AEEANNASTHE.
i. EMRERIREGRTENdefault, BUTRABEHEIXAER, RAERTHE .

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: httpbin-gateway
spec:
selector:

istio: ingressgateway

servers:

- port:
number: 80
name: http

protocol: HTTP

hosts:

—_ uxkun

5. BIBEMBRS.
i EMBREFEREREALZNSMCEEREEE > EURS, AREANRERTHE,
i. ENRERIREGRTE Ndefault, BUTRBEHEIXAER, RAERTHE .

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

name: httpbin
spec:

hosts:

— nkn

gateways:

- httpbin-gateway

http:

- route:

- destination:
host: httpbin
port:

number: 8000

6. T T <L, WIERETLAEFEHEhttpbink /A,
curl "<ANOMXBYTPHEAES : < AOMXBEFO>" /headers -s -o /dev/null -w "%{http code}\n"
@ 8  XFAOMXPHIRESGR, FSLEXtioFR,

TR -

200

REIZRA200, AR,

a4 > SRUBRA: 20220114


https://help.aliyun.com/document_detail/149548.html#task-2375721

BRSSMI#E Ze-FERIIH R

FERN: REFPCRE

% E KBRS S E M IP e K2 A

1. BRASMEREIA,

EEMSHE, EERSMIE > MISER,

EMBEERE, KIFRENIS, FEIFNSRAEREINPREEE,
EMEFERALMNSMEERSEERS > BIERE, AEEGNRERTHE.
EMZERIRER S Z @ Aistio-system, BUTHBEHBIXAER, ARREHE.

ok wonN

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: ingress-policy
namespace: istio-system
spec:
selector:
matchLabels:
app: istio-ingressgateway
action: ALLOW
rules:
- from:
- source:
ipBlocks: ["1.2.3.4", "5.6.7.0/24"]

®E action A aALLow , 8B ipBlocks A ["1.2.3.4", "5.6.7.0/24"] , ®ARREF1.2.3.47]
5.6.7.0/24T] LAF i htt pbinkzZF ,

6. FITUT®S, ERBEKRZEFKmIAEhttpbinfiZ A, 3iE1.2.3.4%05.6.7.0/24 2 5M89IPHHE 2 & OT LA 8]
httpbinkZ .

curl "<ANOMXBYIPHElES : < ANOMXEYEEO>" /headers -s -o /dev/null -w "%{http code}\n"

FRERSI

403

REIZE R 79403, EREFIHIHIRINBLEW, $EE1.2.3.4815.6.7.0/24Z S IPHE 1L T 3% 3 Al ht t pbiniz
m o

R E AR STIIE KR E P b i o) B A
1. BRASMEREIA,
2. EEMSME, ERRFZWE > MESE,
3. MR EENH, RIFRENIA, EEXANSHRAEREINPEEER,
4, EMEFBERALMNEMEERSEERSE > BNKRR, AREANTEREME.
5. BB ERIEED Z T B Aistio-system, FUTHBEHEIXAES, RAEREHE.
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apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: ingress-policy
namespace: istio-system
spec:
selector:
matchLabels:
app: istio-ingressgateway
action: ALLOW
rules:
- from:
- source:
ipBlocks: ["1.2.3.4", "5.6.7.0/24", "SCLIENT IP"]

’E action A aAlzow , I®E ipBlocks A ["1.2.3.4", "5.6.7.0/24", "SCLIENT IP"] , 3k
R~REHF1.2.3.4, 5.6.7.0/24FCLENT_IPT] LA i htt pbinkz A ,
6. ITUTHS, BWiIEBEREZF PR E T LAFEhttpbinkZ A,

curl "<ANAMXBYTPHEAES : < AOMXBIKO>" /headers -s -o /dev/null -w "${http code}\n"

TR

200

REIZR7200, BEREFiHOTLAAENA,
1% & BRI ST S E IPAR T LAif ia) Bz A
1. BRASMIZHIA,
EEMSHE, ERRZSME > NESE,
EMBEERENH, RIGRENIH, BEETFNESRAERIEIPETER,
ERMREBEREENSHEERSEERS > BUER, ARCEGNnEESHE.
. EFBERIEE S S i@ Ristio-system, BUTAREFIXAET, RAEREHRE.

u A W N

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: ingress-policy
namespace: istio-system
spec:
selector:
matchLabels:
app: istio-ingressgateway
action: DENY
rules:
- from:
- source:
ipBlocks: ["1.2.3.4", "5.6.7.0/24", "$CLIENT_IP"]

®E action A DENY , RE ipBlocks A ["1.2.3.4", "5.6.7.0/24", "SCLIENT IP"] , /R
1.2.3.4, 5.6.7.0/24FNCLIENT _IPART] LA ahtt pbinkz .
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6. FIITUTH S, WIEERZFiKPHALE T oI AKahtt pbinkiFH.
curl "<ANAMXBIPHIIES : <ANOMXBEKE>" /headers -s -o /dev/null -w "${http_code}\n"
TRERI L :

403

REIZERAA03, BEREFIRHENAXE.
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